WD 03/ 058896 03/07/2006 PCT/US02/ 41566 5 A METHOD AND APPARATUS FOR

PRI ORI TY BASED FLOW CONTROL | N AN ETHERNET ARCHI TECTURE 10 15 OS{BRZD0O6
FI ELD (000YP 038%83%r esent i nvention generally relates to t hBCTAUSNMIHNG6 dat a
networks and, nore particularly, to a nmethod and apparatus for priority
based flow control within an Ethernet network architecture. BACKGROUND

[ 0002] As conputer technol ogy has evol ved, so too has the use of networks
to conmunicatively couple conputer systens together enabling the exchange
information. = One exanple of just _such a_network topology is the Carrier
Sense Nul t i HIMETRQRAND APPARATYS FOR PRIGRIEY BASER FLOY QrIBRRLANANEHERNE Lt hod
and Physical Layer Specification, ABCBITEEEHRBNly known as the Ethernet
standard topol ogy, devel oped and pronoted under the auspices of the
Institute of Electrical and El ectronic Engineers as standard 802.3 (2000).
One of the provisions of the Ethernet standard (802.3x) facilitates

poi nt -#o-point flow control between two network devices. 25 (0003]

Si npl i st i @GaEdaxicAUEmLBONtrol is a nmechanisminplenmented within a nedia
access controller (MAC) of an Ethernet network interface of a networked
devi ce t o ovB)agRe pResent invenvidalgef@rhily RENGE thel MM bfdata AMHRbRY afd, hesroet devi ces

(i.e., workstation, hub, switch, router, etc.). In accordance wth the

Et hernet  pbheishigARté 8 mefRARAD bshAs ﬁpgﬁﬁﬁy_bﬁseﬁ%iv@ﬁ%nﬁ@f wﬁ?ﬁ.fahﬁ hat has
d l'oqui a

reached a receive buffer threshold, a condition co I y referred to as
network architecture.

15
BACKGROUND
[0002] As computer technology has evolved, so too has the use of networks to
communicatively couple computer systems together enabling the exchange information.,
One example of just such a network topology is the Carrier Sense Multiple Access with

20 C’ollision Detection (CSMA/CD} Access Method and Physical Layer Specification, more
commonly known as the Ethernet standard topology, developed and promoted under the
auspices of the Institute of Electrical and Electronic Engineers as standard 802.3 (2000).
One of the provisions of the Ethernet standard (802.3x) facilitates point-to-point flow
control between two network devices. | |

25 [0003] Simplistically, flow control is a mechanism implemented within a media access

- controller (MAC) of an Ethernet network interfaée of a networked device to manage the

flow of data between two full-duplex Ethernet devices (i.e., workstation, hub, switch, router,
étc.). In accordance with the Ethemnet flow control mechanism of 802.3x, a device {or port)

that has reached a receive buffer threshold, a condition colloquially referred to as



03/ 07/ 2006 WO 03/058896 PCT/ US02/ 41566 2 oversubscribed, sends a control
message instructing the transmitting device to pause transmni ssD8/0B2006
Et her net tWaPdPW8¥nti| further notice (or for a set peri odPGI/USI2MEJ66 Once
the receive buffer of the previously bversubscribed device is able to
accept additional content, another control nessage may be sent to resune
transm ssion of the Ethernet traffic. In s alternate inplenentations, a
timer is used wherein if a receiving device needs to continue an "off'

state, anofher | SS e issu intain this state once
the ¢ mor RATubGbA endta PR ae b BT rihe N B Aot Brrin

provi sions,_are.coll i all feryed, to as ,an XONV XCFE (t.ransm t

ot anam basrisionof Bhiemel el i fBnertRre o R aererion shifee doTsi i nk
bet ween two networkeq devices, is either enabl ed or disabled. /0 [0004] One
of the |infeFHYT BHEr 8f thepreyiausly ovewybsiribe denice dvptletoracesphpdditional ¢pstent.) ow
control nmechanismof 802.3x is that the mechani sm does not discrimnate
bet ween t y#Ohsy castrof magspgemay §e squt fooesumedsangmissipn of the Etharagt tiaffic. fhere is no
provision within the rudi nentary XONV XOFF Ethernet network interface to
di sti ngui s#itehateroptentintfions attimeariused whereinaf s reptivifighierite nedds &f ¢dntinue an g. |
produced by applications requiring different class of service, quality of
servi ce, efoff’ stabes ahcther consell hessdge amst besissned pr myintiiDthist Batp bhaenthd GiAe has
time-sensitive network content (e.g., multinmedia content) over non-tine

sensi tive &piedNh thie régard, @eEtherf@ TloRNdohtro b BiibAPHE YR PRI ISEPE 1o as
PCT/ US02/ 41566 3 Until recently, the conventional Ethernet flow control

provi si onsanqtowﬁﬁwa?mﬁnwtﬁmmsm@h&na,ﬁ@wafetenﬁ&%&ﬁafi ¢ of a

typi cal data network Today, however, wth I ncreasing popul arity of

appl i cati ofg, fGAlibh Rk HRWRLEHI G @iced isCRRLAhbILA BFEaRiROT K

10 [0604] One of the limitations often associated with the conventional Ethernet flow control
mechanism of 802.3x is that the mechanism does not discriminate between type(s) of traffic,
or priorities of traffic. That is, there 1s no provision within the rudimentary XON/XQFF
Ethernet network interface to distinguish between different priority levels of Ethernet traffic,
e.g., produced by applications requiring different class of service, quality of service, etc.. As

15 aresult, there is no provision to prioritize time-sensitive network content (e.g., multimedia

content) over non-time sensitive content {e.g., email content).



resources, the lack of priority-based flow control in the Ethernet
architecture is becoming an s unbearable linmtation. Accordi ngl §3/Q7/2306
f1 ow cont 'S0 0FB8¥ENi sm unencunbered by the inherent |im PET/UBMSIESMONI Y
associ ated with conventional Ethernet 4low control is wurgently required.
Just such a solution is provided in the discussion to follow BRIEF

DESCRI PTI ON OF THE DRAW NGS 100051 The present invention is illustrated
byway of exanple, and not by way of limtation, 10 in the figures of the

acconpany’ igileai0dh. iRkl bhiRe! BLPLERSFOMUIRLEL PRl 8 ARl M | ar

o)
2 w?
el ements a 1S a am of ~an exarrplea%anetv\ork

i hcor por at | n, i nnovative .. f| cont.r ol C ism,jn accor. ce wth the
t eachi ngs %&a{uﬂgtopﬁugg%'ﬁ&e;{m%?f%&?m%da{a "fg‘i%§£gil%‘faé'ttk°vfﬁv5@ P”é%?gef an exanpl e
network interface enga;ncefi vv'ﬁ.t h.an is.innovati vg fl ow contr ol aqent, in
accor dance ™A PH ORPUEXTHPT PPEFASIOBSEIBLPE SRmisrrupisd floprisantent R pstiver: Fi g.
3 is a graphical illustration of an exanple receive buffer(s) suitable for
use in actsPHshiciBe ek ot prentybasad; oy eoaalintheRihermak arehitepaegia hscoming an he
present invention; Fig. 4 is a graphical illustration of an exanple
transm ¢ bubearable limitabpe Aeordisglyi ameve o codrod meckanisim, unevemberied by the based
fl ow control mechanismof the present invention; Fig. 5 is a graphical

i |1 ustrati mhereifit lanifations commhonly assaciaige mithtcotientioml Ethetnet Bowsentrol iff or
exanple, in a switch to manage certain aspects of the point-to-point

comruni cat ingentlyiredui@d/ Pkt 20BG SAtRB1sGhSAaR iREHY disddidil&OGBllowt Wi th one or
nore comruni catively coupled network el enents, in accordance with one

aspect' of BherDrecRBPrIONDERE PRAWING: 6 IS a graphical illustration of an
exanpl e Ethernet control nessage I ncluding a
tooos] The present invention is illustrated by way of example, and not by way of limitation,
10 inthe figures of the accompanying drawings in which like reference numerals refer to
similar elements and in which:
Fig. 1 is a block diagram of an example data network incorporating an innovative
flow control mechanism in accordance with the teachings of the present invention;
Fig. 2 is a block diagram of an example network interface enhanced with an
s innovative flow control agent, in accordance with one example implementation of the .
present invention,
Fig. 3 is a graphical illustration of an example receive buffer(s) suitable for use in
accordance.with the priority based flow control mechanism of the present invention;
Fig. 4 is a graphical illustration of an example transmit buffer suitable for use in
20 accordance with the priority based flow control mechanism of the present invention;

Fig. 5 is a graphical illustration of a flow control management data structure used,

for example, in a switch to manage certain aspects of the point-to-point communication link



flow control priority field, in accordance with one aspect of the present
invention; s Fig. 7 is a flow chart of an exanple nethod of inpOS/OFI2006
f1 ow cont r'¥0 030388%@ccor dance with one aspect of the presenPCT/HS&MIBEN; Fig.
8 is a flow chart of an exanple nethoddof throttling a subset of Ethernet
traffic, in accordance with one aspect of the present invention; and Fig.
9 i.s a block diagramof an exanple storage nedi umconprising a plurality of
10 executable instructions which, when executed, cause an accessi ng nachi ne

to i npl enept ne or [e n rk interface, in
accor dance i PHE & e {Eg?lﬁﬁé‘?%gﬁ‘%ﬁg%°§‘;’hnéﬁgtw§?‘p ?ﬁ‘g‘g’%?’ggé%@“#ﬁ%"e%& o8 DeTAl LED
DESCRI PTI ON 1 *g}g%l The {.es_ent invention is generally directed to a

net hod and®BFpa l!?§eSFr6‘rm‘ffF”8?’i ty based flow control in an Ethernet
architecture. In thjs regard, an enhanced network interface (EM..is

i ntroduced i ncdfgdt 'a@iaﬁgv%&a? iysatigRor & exag@fﬁ %ﬂaetoqoavﬁlg“?séagaﬁ@w%| e

i npl ementation, the flow control agent is integrated within a nedia access
cont r ol | er flgwmpentrol griority diefdyin apcerdanaeivadyane grnest ofithe prassafinvemiRncont rol . 20

[ 0007] In accordance with one aspect of the present invention, the flow
controls agent Figidl serflow ¢hartrof ee exaspdametbpd ngvanqnﬁ‘egmw,coaml, wel ectively
generates a control nessage denoting a priority |evel above or bel ow which
the EM i s abbrdarce withowicaepeet bishepiesant afériton; The control nessage is sent to
comuni catively coupl ed device(s) to effectively throttle 03/07/2006 WO

03/ 058896 PCT/ WX ¥ 2906, ctarttof an&xingsd Methed ofthrdteiag b sabsstiRherfdl tlfilter net
traffic intended for the ENI from devices receiving the control nessage.

In this regardrikbewithone spetoTkhednReh: iffdhfich;iag! Y discrininates between
priorities of Ethernet traffic, and selectively throttles a nere subset of

Fig. 9 is a block diagram of an example storage medium comprising a plurality of

10 executable instructions which, when executed, cause an accessing machine to implement
one or more aspects of the enhanced network interface, in accordance with an alternate

embodiment of the present invention.

DETAILED DESCRIPTION

s [0006] The present invention is generally directed to a method and apparatus for priority
based flow control in an Ethernet architecture. In this regard, an enhanced network interface
(ENT) is iﬁtroduced incorporating a flow control agent. According to one example
implementation, the flow control agent is integrated within a media access controller (MAC)
of the ENI to facilitate priority-based flow control.

20  [0007) Inaccordance with one aspect of the present invention, the flow control agent
monitors the receive capability of the ENI, and selectively generates a control message
denoting a priority level above or below which the ENI is able to receive Ethernet traffic.

~ The control message is sent to communicatively coupled device(s) to effectively throttle



such traffic, as necessary, in accordance with the identified receive
capability of the a host s network interface (e.g., EM. [0008] OB#07/2006
accor danceVQi0d/MS8iHot her aspect of the present i nvention, tPET/EMAES]
network interface receives content haVving different priority levels into a
transmt buffer. The nedia access controller (MAC) of the EMidentifies
the destination of received content, an associated flow control priority,
if any, associated with the identified destination and 10 sel ectively

forwards o erms e sub of the. con r.a given

net wor k dg#gﬁssg’é'soglﬁt ls%li? IS‘ébégtt qlllraﬁ‘lfdmffwgﬂ g%#b’? z"&“’f et ont r ol

priority level, In this regard, the enhanced network interface facilitates

nultiple pWB‘P’i“ﬁlﬂé‘scoéﬁm’da?séagteo I Pisregard b Bpw epntrql ggent edsgtivalycal |y i nvoki ng
fl ow control on only a subset of such priorities. Those skilled in the art

wi || appr eégieinaggbetwesn nigritipeo s hemetyrafles, and sskestivelpthretles 2 mereombset slubset

of the Ethernet is traffic (e.g., only lower priority traffic) effectively

enhances t $wsh yraffisetsmedespartyf io apeodamce vith thecdetified reseive edpability bitheahyst

allowing high priority data to traverse the link during periods of

congest+ onuetvﬁx@n&dﬁtﬁerfﬂef(egeﬁbﬁ).t hr oughout this specification to "one

enbodi nent" or "an enbodi nent” neans that a particular feature, structure

or char act @eosptInGcebRsats WRH ahdtherABRRE ST 188 pMkdnbink&iftion2Be eRRALI MM orkS
included in at |east one enbodi nent of the present invention. Thus,

appear ancegiepfcd REeitdiIcBReS: hal g Afer& EUe'l's iRt a thdhs@f bﬁf?@l‘.’dt‘%h in

various places throughout thi s speci |ca ion are not necessarl

1 e A AR 0 PR R, 150,
(F:,glnm nsg ngsocn:%c& tﬁogxrr % é{?roggrrw{ﬂgﬁiﬁ A Ssrc.%gﬁ:?fztﬁé with the iden m%%%d 'EESQmauon an %rrpl
10 selectively forwards only a permissible subset of the content destined for a given network
device based, at least in part, on the associated flow control priority level. In this regard, the
enhanced network interface facilitates multiple priorities of data to span an Ethernet link,
dynamically invoking flow control on only a subset of such prioritiés. Those skilled in the
art will appreciate that having the ability to invoke flow control on a subset of the Ethernet
15 traffic (e.g., only lower priority traffic) effectively enhances the perceived performance of
the Ethernet network by only allowing high priority data to traverse the link during periods
of congestion.
{0009} Reference throughout this specification to “one embodiment” or “an embodiment” _
- means that a particular feature, structure or characteristic described in connection with the
2  embodiment is included in at least one embodiment of the present invention. Thus,

appearances of the phrases “in one embodiment” or “in an embodiment” in various places

throughout this specification are not necessarily all referring to the same embodiment.



s 100101 Those skilled in the art will appreciate that comunication wthin
an Ethernet network topology is managed on a per-conmuni cati onQ03/QR/2006s.
Thus, wherVQi03/83$8% ng flow control within an Ethernet net MSTKSepsdsogy, it
is typically understood as flow controt between two Et hernet enabl ed

network devices, i.e., workstation(s), hub(s), switch(es), router(s), and
the like. An exanple of just such a network topology is illustrated with /o
reference to Fig. 1. loon] Fig. | illustrates a block diagram of an exanpl e

Et hernet c nicatjon l.ink _coupling two network devices, in accordance
Wi th the (ST Y Particeles feabigt, STHOUIR PoRiaracivgbiss gusy Becambieg i fny
accordance with a first enbodi nent 100, a conputing device/ network el enent
102 is coufyiialle f3nugs it ensroravntp GPpedMeBEi ce/ net wor k el ement 104 t hr ough

Et hernet is conmunication [ink 106. In accordance with exanple

i npl ementation of the present invention, each of the conputing
devi cel network el enents 102 and 104 are depicted conprising an enhanced

net wor k i nExamiple Boijifo-Point EtlereetdCainomeication Bodor dance with the teachi ngs

of the present invention, to be devel oped nore fully bel ow, enhanced

net wor ks i jomieyr fThos: skt in theQrtiwillagprtien it thhmusiegibnabittif 8n BeleMRE K
device(s) 102, 104 effectively 20 establishes a point-to-point Ethernet

communi calrcfiork tapslopg ishagtdion b par-th RN ifl Susish THEL SHiRhistydyg! | abl e

traffic prioritization (e.g., based on class of service, type o rvice,

qual ity offgsesont6Bwitieh Gn Etl’féﬁ{%f"f?%lvbﬁé tﬁ?ol?é)gggg%()ﬁgglﬁj Xn@lﬁ?s?énogd%g 21?}:%&8}“5%& wor k

PCT/ US02/ 41566 7 100121 As use her e n .
o et 2l 9, CEBETEr el e Ao, S BB ey o
o o 8B gDl TR R el RS SRSl it or
number mOf re g[e}/l\cgrtié Fig. 1.
{0011} Fig. 1 illustrates a block diagram of an example Ethernet communication link
coupling two network devices, in accordance with the teachings of the present invention. ‘
More particularly, in accordance with a first embodiment 100, 2 computing device/network
element 102 is coupled to another computing device/network element 104 through Ethernet
15 communication link 106. In accordance with example implementation of the present
invention, each of the computing device/network elements 102 and 104 are depicted
comprising an enhanced network interface 120, introduced above. In accordance with the
teachings of the present invention, to be developed more fully below_, enhanced network
interface (ENT) 120 integrated within each of the network device(s) 102, 104 effectively
20 ¢stablishes a point-to-point Ethernet communication link bétween the two devices with a

heretofore unavailable traffic prioritization (e.g., based on class of service, type of service,

quality of service, etc.) capabilities.



s managenent devices (hub, switch, router, etc.) with Ethernet networking
resources. But for the integration of the enhanced network i nt@BfRLE200B)
120 descriWwed3/msB® ful |y bel ow, each of the conputing/ netR@FkSel4eseent s are
i ntended to represent such conventional devices as they are currently
known in the art - no special capability aside fromthe EM 120 is required
to practice the teachings of the present invention. Accordingly, the
architectural 10 details of the host device(s) 102, 104 need not be
described further. J0013[ | ntroduced. above, and devel oped nore fully

bl ow, VI (S st <P P oMUY ST e ABIS 268 SUAsRd fyreprgeent
effectively establish and independently manage different priorities of - .
Et her net t3Y4fi§ Yanely eiftherast netwsk gletepts Elgb‘? ¥hsychik, fooexamplesdr di ngly to
one aspect of the invention, EM 120 nonitors the receive capability of
each of usieskdercognyting platformy agptahoel eampusing plaiferms @ handheldiddvics(e st acont ent
priority levels, and generates a control nessage denoting a priority |evel
above or Ipetseng! digitalassistantiN thehile capasinicgtions dewics iov encolia rembber ofetwordti ng t o
one inplementation, the priority |Ievel denotes a | evel above which the
recei ve zhigenenbdevichos (R0, swdtchy matr,\etc. owitht Etherned metworkingassourges. eBwtfbat i on,
one or nore buffers at and/or below that associated with the desi gnated

priority lieistegladmeofthaetiadced eeaak irtyr fa28 (KN 430 desdribed0d4Iullybadeg or dance
wi th anot her aspect of the invention, ENl 120 is responsive to receipt of

control meshagse @epatihdBetdofld QR Yrk RltenidEd @ repiésdnE¥ifth cohenfiftiafadve@ar d, EM
120 nonitors content in a transm ssion buffer and forwards sel ect content

from the a5 e asiillabhin i (A3 742090 WRiAFA0589 FOEHERPL 1500 8 a

renote network entity "bas | east 'in pa n control nessages received
Ly om e i O SRTED b BRI AhcBBha R it o0 1
1o details of the host device(s) 102, 104 need not be described further.
[0013] As introduced above, and developed more fully below, ENI 120 is endowed with
advanced flow control capability to effectively establish and independently manage different
priorities of Ethernet traffic within an Ethernet communication link 106. Accordingly to one
aspect' of the invention, ENI 120 monitors the receive capability of each of up to a plurality
15 of buffers associated with different content priority levels, and generates a control message
denoting a priority level above or below which the ENI has capacity to receive content.
According to one implementation, the priority level denotes a level above which the receive
buffers of ENI 120 can receive content. In such an implementation, one or more buffers at
and/or below that associated with the designated priority level have reached a capacity
20 threshold.
[0014] In accordance with another aspect of the invention, ENI 120 is responsive to receipt

of control messages denoting a flow control priority level. In this regard, ENI 120 monitors

content in a transmission buffer and forwards select content from the transmission buffer to



network interface (EM 120 may well be conpatible with | egacy Ethernet
interface(s) to s inplenment the conventional flow control provi 83/08/2006
enuner at edvVP§3018%af or enenti oned | EEE 802. 3x, the di scl oskeBUSG2/4Mbt6Ch i S
i ncorporated herein by reference for a#1 purposes. That is, if both
network el enents of the point-to-point Ethernet communication |ink are
endowed wth the innovative ENI 120, priority based flow control may well
be established over the conmmunication |ink 106 Alternatively, if one of

the net wor ko BTN Sy CRIRNE i b ENootdnelid Sectigy BRSH BhTEN Of

t he poi nt-to-poil nt Ethernet COMMRI C

conventi on t k. interface, EM 120 w || part|C|pate in the
convent i on%tw?rligwwngght rol mechani sm defi ned i n 802. 3x. Exanpl e Net wor k

Interface with ARels Based Fl o 00161 .Fi |IIutrates a
bl ock di agllo%fﬂ @Hg{éﬂéﬂ)ﬁﬂgugﬁ ?Ieéldn% ff t? ?é?ﬁfa%aée‘?@w“ #MEDr por ati ng
the teachi ngs of the present |nven1tzl|6§on In_accordance with the illustrated
exanpl e entsoUPTEREriace (BN 128 mayyyeibly qompaable sith degagpfiemeh ptesfapg(ato sy st em
interface 202, one or more input/output buffer(s) 204, a nedia access
cont r ol 1 erimpéanenife sppEaEoNal ew gentrol proyasons caumerntedim telsfaspmentioned iEfEer f ace
210, and one or nore physical nmedia interface(s) 20 212, each coupled as
depi ct ed. 303 3achedialoswe of which hﬁen@@a@hiedgsrcwbxm@rqmeﬁmﬂ purpeesst iTbat,is, EM
120 i s depicted conprising an innovative flow control agent 214 to
facilitat df bothaetwoyk elbmsngslof thepoiattu:padt Bihdriet cemiuaicatidnbinkiare eridenkedce( s)
simlarly endowed with priority-based flow control features. In the

i |1 ustr at egittetha iinoeativeTENI R0} wiorienbBtd Fow cortrol MagWetiietes@blifhad Bvdr 206 WO
03/ 058896 PCT/ US02/ 41566 9 agent 214 is integrated within one (or nore)

medi a accepmniRithfion i (0%) P&Qﬁ@natlkrélyaﬁ?ﬁﬂé SRBE fetwhikd dlerétidlis RRddwERlIWAAENT at | on,
flow control agent 214 may wel | be enbodied in software or firmare

cont ent, exa¢uip0whie %&h@PeIkMt%mtpoﬁrl?—?o—B&hpﬁﬂhE%etb&ﬂﬁ'ﬁhnfléa?i% fiojs of

features
populated with a conventional network interface, ENI 120 will participate in the

conventional flow control mechanism defined in 802.3x.

Example Network Interface with Priority Based Flow Control

15 [oo16] Fig. 2 illustrates a block diagram of an example enhanced network interface (ENI)
incorpofating the teachings of the present invention. In accordance with the illustrated
example embodiment of Fig. 2, ENI 120 is depicted comprising a host system interface 202,
one or more input/output buffer(s) 204, a media access controller 206, an encoder/decoder

- block 208, an attachment unit interface 2 10, and one or more physical media interface(s)

0 212, each coupled as depicted. In accordance with the teachings of the present invention,
ENI 120 is depicted comprising an innovative flow control agent 214 to facilitate priority
based flow control with remote network interface(s) similarly endowed with priority-based

flow control features. In thé illustrated example implementation of Fig. 2, flow control



descri bed herein. Those skilled in the art will appreciate, however, that
flow control agent s 214 may well be practiced as an i ndependenQ3#D #0096 of
t he net worWO0¥0®8B¥ace as, for exanple, an application speRCT/UsR2ims@gr at ed
circuit (ASIC), a dedicated microcontrdller, and the like. In this regard,
alternate inplenentations of the flow control agent 214 are anticipated
within the spirit and scope of the clained invention. [00171 As used
herein, host systeminterface 202 provides a communication link with a host

10 processin st.e certain . inplene tion teminterface 202
orovi des e Gk iR kAt P Sietab Bl AR AL SomRiEo 248, FEiee PRl
executing anp a host conputing, systemtha eneficiall tilize the network
commini catTirbes iieses oot Sentokasctf P14 Bengli b subedied B fviRiay bl ow
i n accordance with such an_exanple jinplenentatiaon (e.g,, as net wor k
interface '@W&re(qqp@pt W%%ﬁ}ﬁw# F‘E’g‘"@‘%‘i‘ e UANBAESHF B SOt fratires
applications is is received through host systeminterface 202 and buffered
in one or dewsribed herpiamTposskilled insthe agwill appragitediqpeyers tat flowp pargmol aAgenyised
herein, UO buffer(s) 204 are intended to represent any of a wi de variety of
menory ssy$ilémay prertic¢rbasantindepensdgniilergent @f-thqeleﬁqusz otpsfacets. &, 1/0
buffer(s) 204 include transmt data structure(s), or queues, and receive
dat a st r uexamplé,sin appicaipol spegificontegrated Giraxt(ABIE) iandsHisated tradroamirolernandber  of
recei ve queues are naintai ned and managed by the MAC 206, wherein each

queue i S FxSlMel dh ek Wi, dteprd implidndntationd éfithe igw oonttol ag@wel4 arthus, as
w Il be discussed nore fully below, flow control agent 214 of MAC 206

noni tors LhGeipi@CRItNG tEAPAAT Y sdbe SDGH clag6e] MOer@iegUES i n making priority
based fl ow control decisions. It 03/07/2006 WO 03/058896 PCT/ US02/41566 10

will be appygc 'A@é:?&i Ke¥eih HRSEsySkinlihiBdaded0b Beovidds alcBRimudidatit ki %H 2 RE4 may
wel | be conprise of any of "a nunber of nmany different types of physical
menor y!/OSt %Foacg&u%es%tgﬁs In certain implementations, host system interface 202 provides a
communication interface with, for example, applications executing on a host computing
system that beneficially utilize the network communication resources of ENI 120. As will
be discussed more fully below, in accordance with such an example implementation (e.g., as
a network interface card (NIC) of a computing system) content from such host applications
15 is received through host system interface 202 and buffered in one or more transr;lit buffer(s)
of I/O buffer(s) 204.
[0018] As used herein, /O buffer(s) 204 are intended to represent any of a wide variety of
memory systems known in the art. A'ccording to one implementation, /O buffer(s) 204
include transmit data structure(s), or queues, and receive data structure(s). According to one
20  example implementation, a number of receive queues are maintained and managed by the
MAC 206, wherein each queue is associated with a particular content priority level. Thus,

as will be discussed more fully below, flow control agent 214 of MAC 206 monitors the

' receive capacity of such receive queues in making priority based flow control decisions. It



[ 0019] As used herein, encoder/decoder 208, AlJI 210 and PM 212 are each
intended to represent such elenents of a typical network interD3/2008
is, but faYOOHeBEYrel ati onship s with MAC 206 i n general, BGWUSRB¥6EoNt r ol
agent 214 in particular, such elenentd0208-212 are intended to represent
any of a wide variety of such device(s) known in the art and, as such,
need not be further described herein. [0020] As introduced above, nedia
access controller (MAC) 206 controls the flow of information within the

t k intenf . d wW.th the t le 10 .
e e S5 BRI R PRI R Bt 11 o

trol t 14. As wil | di fully bel oy, .fl trol
G W T RN AR E R

poi nt-to-poi nt Et hernet. communj.cation |ink between two network devices. In
this regar®f1%f IW@L‘?&’?‘B’I engogler/tecntiar ¢(i8 AL 2 1%and BMI 213 are gacky intepdedde at ed
with content, and selectively forwards _onlfy a subset of content to a

coupl ed i JerasERcch plements phinhpicalMatwork ipierfage (Rhay ig\hat for deain refatienship a
control nessage received fromthe coupled device. As used herein, the
priori tsy [vethdVIAEa20618 senaral sand dlopycomtrobapsni 2idtin particyem suchtelampents 983t ent
(e.g., if received froma host application), or enbedded within an

admi ni st r atd mendaicibirepresehtcasief 4 frode erietyoff stdhedesmafspkdowndindins ait agl, a0 one

i npl enentation, flow control agent 214 checks adm nistrative information

of cont entsudte aeddure be Burtlier, debdrived Berefioupl ed network el ement for one or nore
of a class-of-service (CoS), type-of-service (Tos), and/or a

qual i ty- ofiges@" WsGftrddtbed) abbind] infedlal #2Pess SARENIBAMA B 20 dohdfols eeellow 8Nd St ores
such received content in a buffer commensurate wWith its identified

prior iUy ittt AA ROAGYR A ABOCAARTLLSOR KBk 4000L] |

addition, flow contro nonitors the capacity o ecefve buffers

Of L% MSHIBRELANELTAES, VAU 208 L eb R mBREL B S0 A h3F 5 rtiaPbd:
214. As will be discussed more fully below, flow control agent 214 selectively implements
priority-based flow control within a point-tb-point Ethernet communication link between
two network devices. In this regard, flow control agent 214 detects a priority level
associated with content, and selectively forwards only a subset of content to a coupled

15 deﬁce in accordance with a priority level identified in a control message received from the
coupled device. As used herein, the priority level can be dictated by an application
generating the content (e.g., if received from a host application), or embedded within an

| administrative section (header/footer) of the content. According to one implementation,
flow control agent 214 checks administrative information of content received, e.g., from

20 coupled network element for one or more of a class-of-service (CoS), type-of-service (ToS),

and/or a quality-of-service (QoS) indication denoting a priority level, and stores such

received content in a buffer commensurate with its identified priority level.



transm ssion of content froma coupled device. As will be devel oped nore
fully below, flow control agent 214 nonitors the receive buffeQ8/®7/2006
buffers tdvVoa¥esssey t he receive s capability of each of theChustalzse
associated with one or nore content pdiority levels. Once a buffer has
reached a particular threshold, flow control agent 214 generates a control
nmessage denoting the priority |evel above which content can still be
received. |ssuance of the control nessage with the priority |evel

i nformation, cauyses,.an ropri.atel ndowed receivin network ipterface to
throttle 18T NRadulam J0% cghrelaerny 2l Lpaptors s sabacity Shrreene Radernebhe r o
denoted in the control ssage, According to one |nplenentation, the

net wor k déiwazk infer ?'\FPHSCIF‘HEJC SRRFTES MdSsisEcpipLmesspaanidniiEaitien of
traffic having a priority |level below that which is denoted in the control
nessage uﬁ{mﬁmlﬁl%‘b@‘”@qtﬁﬁaﬁfé@rﬁwﬂkd dicsads Wil be dewslepsd more fully below, flow

modi fying/elimnating the hold for the particular priority level. As

i ndi cat ed cagisy egent 314 mionisors Hegedenys! bufferstod {/OondTerstotidantify thayecolwe | be used
wherei n communi cation associated is with an otherw se suspended priority

| evel may cambilieofdatieof the paffers essoemtep enthane of mbren@ntehiepridiity lcpele- Oateer i ned,
or denoted within the received control nessage). In this regard, flow

control adefitr Had feacticlaqiarticalay thragioRNAY Somtrdlapeat 21y gbrbaek 4 doamoiaanrtdeel
mechani sm inproving the perceived capacity and capability of the Ethernet

net wor k- 2Qeraiagieeprideitydlewi b6tk BtS donk @O 2alst TiWe e ddey el O Isiishee SF tRe S5 Cal
representation of at |east a subset of an exanple nenory system 300 is

pr esent ed melddo ARRR EIEARRBItYel ] it ﬁﬁnidoh}éﬁs@f&?&p%ﬁﬂ@b%ﬂ%uﬁ& gefcgigaméunenor y

system 300 is depicted conprising a plurality of receive bu eues 302,

304 and 03OLZANGNRLARARIR: EEHUSARIAIR0 vty AGPuARRRSIEpD o one

exanpl e i npl enentatr on of rese rol -agent 214
Sfe]; gic'\t/lgvglg%togs iR th%e}:%rr}u'glfmésgae'\gep Lﬂcc]ccgrrdlsflg_ 9 (2)fle I:rgn%f'éme?ﬁ?a%og,s the %gt%o\rlkedet\)rw;f ers to
receiving the control message pauses transmission of traffic having a priority level below
that which is denoted in the control message until a subsequent control message is received
modifying/eliminating the hold for the particular priority level As indicated above, in
alternate implementations, a timer may well be used wherein communication associated
/s with an otherwise suspended priority level may resume after a particular period of time
(either pre-determined, or denoted within the received control message). In this regard, flow

control agent 214 effectively implements a priority-based flow control mechanism,

improving the perceived capacity and capability of the Ethernet network.

20 Example Data Structure(s)

[0022] Turning to Fig. 3 a graphical representation of at Ieaét a subset of an example
memory system 300 is presented. In accordance with the illustrated example of Fig. 3,

memory system 300 is depicted comprising a plurality of receive buffer queues 302, 304 and



froma renote network device. In accordance wth the teachings of the
present invention, each of the buffers is associated wth cont 83/0Pf2G06
di spar at e WP0&PI8BY | evel , e.g., priority level s 1 contentPCHEb@4ises | evel
2 content, through priority level N cdAtent (where N denotes the nunber of
priority levels supported by the interface or the comunication protocol).
As introduced above, each of the buffer queues 302, 304 and 306 nay well
be conprised of a nunber of nenory devices. Alternatively, each of the
different buffers may nerel ccu di sparate space of a single nenory
devi ce. wb?%v%@rdgn&wwﬁxgmﬁmﬁéth%ﬁ JiesFnt iRgeniion. flevecogirokagerthose
skilled in_the art wll appreciate that in certain inplenentations it may
be advant aHedTrstivedy pice srhqfske hikiers 10903049806 Fsgegeive hyiisrs tameseive £ont@ie way
in which this may be inplemented is to provide the higher priority |evel
with nore ﬁemrrymamewqgﬁgnwe. In pecosdraraivitiniie|teachivgof the presént ynvkmioml s ar e
allocated | ess nenory and/or a |ower buffer threshold. is 100231 As w |
be devel opesghebihe birffeisys dsedmated witle borgént phadisparite prigutydes], 3Q2, pridfiy levedl 306
are marked with a threshold Iine 308. As used herein, flow control agent
214 noni t ot sortdrg, privoint lenl 2(@ngnt, thiddigh poibdty letet N comdnb{wheeaNlendtedthe buffers
302, 304, 306, and when such content reaches and/or exceeds the threshold

308, flow maiter of pragftlevik4ugtened By 6 idedwelor He cofdamadeonlgdaicbNgAk he
priority |level associated with the buffer which has reached the 20

threshol d 38duchd BRARI SchRBf IhE LB quERK 308, J04RhE B AP el BE chB@sRlies of the

- present : nvent i on'vm"l I thenhsuspe_nd transm s|S| on of” content having ad
oo e SUSLE S miPTRAE Vel AP R Wk SR,
sein kR et ot 4 iR bR ek oe MO BRET S RO MU AT B AR ©

accor d?anc esavr;lllfztsbze,t ose slklllféﬁtiﬂ &1te ear(% will appreciate that in certain implementations it may be

advantageous to prioritize one level of traffic over another. One way in which this may be
implemented is to provide the higher priority level with more memory and a higher
threshold, while lower priority levels are allocated less memory and/or a lower buffer
threshold.

15 [0023] As will be developed more fully below, each of the buffer queues 302, 304 and 306
are marked with a threshold line 308. As used herein, flow control agent 214 monitors the
content (e.g., 310, 312, etc.) within each of the buffers 302, 304, 306, and when such content

| reaches and/or exceeds the threshold 308, flow control agent 214 generates a control
message denoting the priority level associated with the buffer which has rcach:d the

20 threshold 308. A receiving network device implementing the teachings of the present
invention will then suspend transmission of content having a priority level at or below the

priority level denoted in the received control message.



exanpl e inplenentation of Fig. 4, transm ssion queue 400 is depicted
conprising a plurality of entries 402, wherein each entry is aB8/@7&2006
with a datveQ@e3pa8g®r a stream of content. s According to ONE/BSRAPIE

i mpl enentation, each of the entries 4082 represents a plurality of content
having a simlar priority level. It is to be appreciated that the nunber of
transmt and receive queues need not be the sane. In one exanple

i npl ementation, flow control agent 214 may well inplenent a nunber of

transmt queues.tq facilitate. Lse. Il ow cont.rol S bl :

recei vi ng%f’é%]]v\é-l’g(%éjlr‘é%?‘?ta,gr@ﬁlﬁgﬁﬁlﬁ%ﬁlg%ﬁ?Fﬁ]é e ?onrael%%? %@%ﬂ?@%%,@%we for
10 high and another _for low priority traffic. That is, the nupber qf
Cranshit - qonggeanin b e gr S aibe iienth A diordbe sl BBEET 100251
As will be devel oped nore fully below .if a flow ontr(gl agent 2]14 {,ecei ves
a control SXfaRlE fgeleasHationef s frapsmispianapsye 40 1p gepicted somprisiigARINaliyn of
content in entries associated wth a priority level at or below priority

| evel fourofeayiet2, wihpreinrackh aaipeis aesaciaighmith aiCétagfaah@ﬁ%g%w bLoweHt ent i n
entries 406 associated with priority levels above four (4), ie., priority
| evel fsi veAaesidingrid ond examplemplenenidtioneeacti olthe entApy023epreseatsqy piypraliy I
illustration of an exanpl e nanagenent data structure 500, suitable for use
i N accor danotentkating tlsenilae pcihritydevebf [t idte bpapmesisted thactht nombervif trgnsmit

v
(=

particularly, Fig. 5 graphically illustrates an exanpl e managenent data
struct ur e 3h@E:ceis € Budiigs Aecdiobs the 24né. Mn@hé axenplefmdemaitativg, fiow oonttol- based
flow control with nmultiple devices, i.e., over nultiple point-to-point

Et her net Cagéﬂwm iy w1l inln'FIEKx%nt SRSRP Y rans MR BERERS RiclRARBREBS oW @bsirol

structure 500 includes at | east a destination identifier field 502, a fl ow

by of % B Sk ivibP ROk QBB ORI RERAR- PRI B L | e
C oMl ol ailiRer (EPRRprRY drfifte! kA o uret be AR G8leS abd RbeiECh 2

data stru

queues are independent of one another.
(0025] As will be developed more fully below, if a flow control agent 214 receives a conirol
message denoting a priority level of four (4), transmission of content in entries associated
~ with a priority level at or below priority level four (4) 404 will be suspended, while
15 transmission of content in entries 406 associated with priority levels above four (4), i,
priority level five (5) and above, can continue.
{0026] Fig. 5 is a graphical illustration of an example management data structure 500,
suitable for use in accordance with the teachings of the present invention. More particularly,
Fig. 5 graphically illustrates an example management data structure 500 used by a network
2  interface implementing priority-based flow control with multiple devices, i.e., over multiple
point-to-point Ethernet communication links. As shown, the example management data
structure 500 includes at least a destination identifier field 502, a flow control priority field

504 and a number of entries 506 associated with the number of active point-to-point



may well be inplemented in a network el enent (hub, switch, router, etc.)
where a single flow control agent 214 supports nultiple conmunD84D7/A006
ports (i.&VOO¥PIRMUp to a commensurate nunber of active pPRETUSQRHESI nt
communication links). It will be apprdédiated s that in the case where each
port of such a network device has a dedicated flow control agent 214,
e.g., wthin a dedicated MAC 206, such a data structure may not be
required. [0027] As used herein, the destination identifier field is used
to uni quel ¥, .| i-{ vt he ! L o r taaar k

el enent c%ﬁ*@@%ﬁé%ﬁ%{% tT Rg&%%&gﬁ c‘))Jrllfl %‘ﬁﬁﬂé ﬁﬁt% ﬁg drg{e%gr‘rﬁgpﬁis\tﬁﬁrmy be

ot 11 o oot AT TRALY SRR O e B 5o efilea 1o

store a cyjrent, flo ntrol priority |evel.associ.ated with the particular
Sommuni cal PO RHRIEEH 1 SuaRrs TIRIS FEnicHion BRE figs “SHAPdRAL & a

fl ow control H‘?‘ri orit ev?l ..In accordance w th one exanple inplenentation
of the pr SSBHENSURIEAMIE of ALy PO BRIt pEHRumCaKon dnksy K1l 9F @PRipe#ed | egacy
network interface that rely on the conventional Xon/ Xoff flow control
scheme, adhat & e pase Ty o By of wph ¢ astsoEndeyicediass dedigatedsfovacanisl egcabnt r ol
message data structure is graphically illustrated. In accordance with the

i |1 ustrat @4eeuipitiun aidedicajed BAGH I, push adatasstigetuttamartpad e r@mded. s depi ct ed
conprising an adm ni strative section 602 including at | east a subset of

dat agr am $mem c &s usdddrenan,i thaddstingtidn Gleatifietdedd Wwasddon unighelyndantiGnthei el d 606, a
type/length field 20 608 and a flow control priority level field 610. As
used her eicommuubatihitink sitlioathe\remots hetwabidelement compled theoughitiediogtminicatioheader ,
a footer, or sonme other subset of the datagram [0029] The source

i nformati gk f rethi 1§86, 408} Bsa K@ cSRIRAR v@fue,tmmﬁ@hmgﬁﬁﬁmmm £ndtierk
e

destination info denotes the ultinmate destination of t dat agram The

type/ | gnokimeh€ilicht P Mt 1e09he HEWQ3MRRPROGyHeld $62024bH36 SrordPeurrent

flow control priority level associated with the particular communication link. As shown,
certain of the entries 506 denote a flow-control priority level. In accordance with one
example implementation of the present invention, flow control agent 214 is compatible with
legacy network interface that rely on the conventional Xon/Xoff flow control scheme, as
/s depicted.
[0028] With reference to Fig. 6, an example control message data structure is graphically
illustrated In accordance with the illustrated example of Fig. 6, control message datagram
600 is depicted comprising an administrative section 602 including at least a subset of
datagram source information field 604, destination information field 606, a type/length field
- 2 608 and a flow control priority level field 610. As used herein, the administrative info 602
may well be embodied in 2 header, a footer, or some other subset of the datagram.
(0029} The source information field 604 denotes the source of the datagram, while the

‘destination info denotes the ultimate destination of the datagram. The type/length field 608



denotes that the datagramis of the control nessage type, and provi des an
indication as to the size of the datagram |In accordance with QB&7/2006

t eachi ngs 8P 03/A®8%r esent i nvention, the priority |evel fieRCHUSRAIS®SNOLeS
the flow control priority provisions ilfipl enented on a per-link basis.
According to certain inplenentations, control nessages 600 are effective on
a per-link basis s and, in this regard, the flow control priority level 610
nerely denotes the flow control provisions of the link. Alternate

rer el y denot . visions of the Iink. Alternate =~
uata cr oo e B A SRERGHN Relsdfe B Bhd byl XRG4 1

t ent it tent . tinati 04. T killed in th
art il 1 el el todel R bl TR eRPing® B b sl it hediest one o
th ioritys f,| | of .the, . t ] tion, contro
mosshoe. 606 hag o L? PBEEs LN ¥ soRrel G GrHiRR G AEP IR o8 &b UBroBE o i

| evel (s), disable comunication . for a given priority |evel(s), and/or
refresh a “g“ﬁ?@éﬂﬂ% Cﬁ‘fm‘b@ﬁﬁffﬁ?&gﬂqn&r\‘:"flﬁ% TRESFASGRPPH T Beqtiye oaadrr- bk fesise. |
when a tiner nmechanismis used to automatically enable a previously

di sabl ed FRshdn thisregaddhg flowsoptelpsiortydpeal 419 mnreﬁr@npwp thenféaw eanitoh [ 00301
Havi ng introduced the operating environment and architectural elenents of
the pres@mvisgnsehthedink. Atewate implasrentatinns ae rovsiched edieesin the priogty. levkl and 8,
wherein an exanple inplenentation of the priority-based flow control
mechani smiifernmties enisedladrassgmdeple poiietapdint linke tommasicaively douplingad ¢odtent and
not limtation, the nmethods of Figs. 7 and 8 will be devel oped 20 with

cont i nued sowterEngidsa tontdnt @estindtidh 108S TABRIRIVEH 81 @e 2NWRLPSFEHS thatln | S t0 be
appreciate that the teachings of Figs. 7 and 8 may wel |l be inplenented in

al t er nat e apRkBREKwitRER brirRSTE WhEBMERRMidHE W Al Wy tAbrag fromthe
spirit anéll scope olf t he presen?ﬁ invédrgt@iléora#pggl/q%a%%ggtgwg\%y%og%)@&%

PCT/ USp2/ ﬁ?c?é@ inv@ntion, control message 600 may well be used to enable communication for a

given priority level(s), disable communication for a given priority level(s), and/or refresh a
disable of communication for a given priority level(s) (i.e., when a timer mechanism is used

to automatically enable a previously disabled priority level).

15 Example Operation and Implementation

[0030] Having introduced the operating environment and architectural elements of the
present invention, above, attention is now directed to Figs. 7 and 8, wherein an example
implementation of the priority-based flow control mechanism is presented in greater detail.
For ease of illustration, and not limitation, the methods of Figs. 7 and 8 will be developed
20 with continued references to Figs. 1-6, as appropriate. Nonetheless, it is to be ap;;reciate
 that the teachings of Figs. 7 and 8 may ﬁvell be implemented in alternate network
arthitectures/conﬁgurations without deviating from the spirit and scope of the present

- invention,



100311 Fig. 7 is a flow chart of an exanple nethod of inplenmenting flow
control, in accordance with one aspect of the present inventioB83/0720006
accor dancevQi3/os88%e il |l ustrated exanple inplenentation of PEAGSI2A1566he

met hod 700 begins with block 702 by idéntifying a receive
capacity/capability of a network interface. In accordance with the
teachings of the s present invention, flow control agent 214 scans each of
a plurality of receive buffers 302, 304, 306 to determ ne whether the

content i e butferfs as _reached/ exceeded threshold 308, block 704.
As introd ﬂé’éﬁ g%@éﬁag%%ﬁnﬁoﬁweexgﬂ%&egh ,‘ma]@H‘,e“@%‘?(?“éc%@ Mated with a
di sparate con%gnt iority level. 10Q321 If, in block 704, that the buffer

| oad has ABP" E%‘@@%B“%“Pg‘fl@gHEIPHCS%SPWH%?WF‘I@C‘?L%GWF withshedllugragsdls cont i nue
content to be received fromthe renote network device, as flow. control
agent 214 SIS HRRIEMEmSatARLiFag. 7; the medodi 708 begipuwith losk 26 buidedtifiing each of
the priority levels until a threshold in one of the buffers is reached.

f 00331 | f T9CRE FaRREHeAPabIbEY of anptwark interfacea bhasgondarcepyiticibs teactumgsiafties Wi t h

bl ock 708 wherein the flow control agent 214 identifies the priority |evel
that i s oV bwentiase dow cantréliagent @drhsadns eath of & pluralionofreteiegiriifers2iD2,
identifies which of the receive buffer(s) 302, 304, 306 has reached the

t hr eshol d330H806 tntttaymirerpltetiser sthexontentoh thedssRo(s) 166 SeadBeiidxicogied Denrgshb@ri ty

| evel 610 above or bel ow which is oversubscribed, block 710. In accordance
with one BofbRoknosat Apinrodbed apsvepedch ¥f thevelfed 8001 18, 1d¥Es h¥@htediviaad bel ow
which the flow control agent 214 is suspending transmssion. In alternate

i npl ement akpaeais coritéift phibaw i@t rol priority level denoted in field 20 610 of
a control nessage 608 may well denote a content priority |evel above which

| ZV?FVSL;'S?ZE”FE‘*?%;‘% A s B b BR D 1 PEBRee” '
PCT/ USp2

#terB€e altbfvs continue content to be received from the remote network device, as flow
control agent 214 continues to monitor the receive capacity associated with each of the
priority levels until a threshold in one of the buffers is reached.
[0033] If the threshold of a buffer is reached the process continues with block 708 wherein
the flow control agent 214 identifies the priority level that is oversubscribed. In this regard,
15 flow control agent 214 identifies which of the receive buffer(s) 302, 304, 306 has reached
the threshold 308, and generates a control message 600 denoting the priority level 610 above
or below which is oversubscribed, block 710. In accordance with one implementation, the
priority level denotes the level at and below which the flow control agent 214 is suspending
transmission. In alternate implementations, the flow control priority level denoted in field
20 610 of a control message 600 may well denote a content priority level above which is
oversubscribed, suspending transmission of content at and above the level denoted in the

control message 600.



10034] In block 712 flow control agent 214 issues the control nessage 600
to other network device(s). Mre particularly, flow control ag@8/0Z2120086
transnits WRE3BWE at ed control nessage 600 denoting a f|PHE/US 41846
priority level 610 to a network el ened? coupled through the point-to-point
Et hernet comuni cation |link. According to one exanple s inplenentation,
once the control nessage 600 has been issued, flow control agent 214
nonitors the capacity of buffer(s) associated with a priority |evel denoted
in the generated.  control nmessage 600 and issues a revised control commuand
when the bEfflernBlockdinfiey camrd 229 ¢ L s e, copiEQlanespres GRA &0 etberi ek
(i.e., falls below the threshold 308), block 714. The process then

cont i nues $ivicR(sh| Metke rapeuiarly, Aow sontrofagant Al rasmity thegenerated gontephart of an
exanpl e nethod of throttling a subset of Ethernet traffic is presented, in
accor dancemesage 660 derptipg etflowf contre! prrosieleveliol0éme ngwork elemert cowpdahce wit h
the illustrated exanple inplenentation of Fig. 8, the process begins with
bl ock 802 twwegiethe pbine taapeimditkemettconframéatiar bk dscardingnd bod exaepiage 600 from
a renote network el enent coupl ed through a point-to-point Ethernet

conmuni s atimplenientakiof, @nge the tOiEjol niessake 66T kB HdanEsied) fldw Oditrod XaNp) Bt

i npl enentation, the control nessage 600 is routed to a nedia access

cont r ol | ermatirsthe Edpacityesfiueng BRicbidkwitind pidrag Bvel denoRa f teReRriéd h the
teachi ngs of the present invention, a flow control agent 214 inplenented

wi thin t heonedMiskage 606 Sid BHRs § AT R YORMARS whiPihe B kssdiBesameh 600
i ncludes flow control priority information, block 804. 20 100361 It flow

control aglirdtf1datRcdiil adfbld (¥, BIRHLRY d &Sk sbsLhilcR 3l | fhd N

received co nessage process continues Wt 6 wherein

the flow t agent _.214 .t hr | es transm ssion of all content within
t he transf%?‘gs]"s?%sghe‘b%‘r’”é‘#“?ﬁ‘ﬂ bc%‘r’{:kto’tr?tg' poi nt-to 03/07/2006 WO 03/ 058896

PCT/ US%Z/ A['ologs 6 Tmln?ng to Fig. 8, a flow chart of an example method of throttling a subset of

Ethernet traffic is presented, in accordance with one aspect of the present invention. In
accordance with the illustrated example implementation of Fig. 8, the process begins with
block 802 wherein the network interface receives a control message 600 from a remote
network element coupled through a point-to-point Ethernet communication link (e.g., 106).

15 Inaccordance with one example implementation, the control message 600 is routed to a
media access controller 206 of the receiving network interface. In accordance with the
teachings of the present invention, a flow control agent 214 implemented within the network
interface determines whether the control message 600 includes flow control priority
information, block 804. |

20 [0036] If flow control agent 214 does nét identify a priority level field 610 in the received
control message 600, the process continues with block 806 wherem the flow control agent

214 throttles transmission of all content within the transmission buffer 400 on the point-to-



poi nt link, as necessary, in accordance with the conventional Ethernet flow
control nechani smof 802.3x. [0037] If, however, flow control 8$Q7/2006
identifiesWa03P5iPGty | evel field 610 in the received conP€DUSIRESHge 600,
flow control agent 214 throttles trandfi ssion of an s appropriate subset of
the total content within the transm ssion buffer 400, block 808, in
accordance with the priority-based flow control features of the present
invention. As described above, if flow control agent 214 receives a
control ne 6 ' ' Lo [ ated with an
i ndicatio o?rﬁ%ﬁk,pa%?xg%#%#ﬁlé@%]o?dsa?&{%@tﬁ {h%ﬁ)oh\ge\égéng‘épg{\%ﬂl cggigwggﬁeﬂr'gslubscri bed,

fl ow contragl a&ent fﬁé%f‘i merely authorizes the continued transm ssion by io
MAC 206 ofm%cgﬁ e Bf the transmission buffer 400, representing that
content havi ng riority |level above .th whi.ch is r.supscri bed.

Al ternate [%odﬁrli‘@ﬁ'FYeg’)ﬁQ“ch[’B #en ?194 ‘dﬁ“tﬁ{fsQPBPBté’llev&rﬁéfigh:&H'f&‘ﬁn exanpl e
storage nedi uym conprising a plurality of executable instructions which,
when execuegdved capsdl .%Saﬁéé@@sq%c%‘ﬁ@h?%t%l& thiofieg HARSMISYNLCIGR nore aspect s
of the innovative priority-based flow control nechanism of the present

i nvent i‘on.apprepriffie subsstyafrthe total spniens withian theratrmissis s 400, hlosk 80%.6R

i npl ementing an enhanced network interface 120 with priority based fl ow
control featudase wiihdhapriiaritndased flewxonirpk feathngs of the presént irheniinme sent
invention, in accordance with an alternate enbodi nent of the present

i nvent i on.dedd@D3d ibdwe, if lewdesiroliagent@i4 adveives a fantrof messpgr fidsiegdudihg a

expl anation, nunerous specific details are set forth in order to provide a
t hor ough yrideitysledd dicios 10fpoplilgied ndth@tindicutidN thad prioritl 1eviel($) foer (AP4(dHeRBO6 VO
03/ 058896 PCT/ US02/ 41566 19 apparent, however, to one skilled in the art
that the presRAubidMbENIcRcdiBY] 48nt13Ghdre§uthorizes the continued transmission by

1o MAC 206 of content 406 of the transmission buffer 400, representing that content having a

priority level above that which is oversubscribed.

Alternate Embodiment(s)

;s {0038] Fig. 9 is a block diagram of an example storage medium comprising a plurality of
executable instructions which, when executed, cause an accessing machine to implement
one or more aspects of the innovative priority-based flow control mechanism of the present
invention. In this regard, storage medium 900 includes content for implementing an
enhanced network interface 120 with priority based flow control features. scalable network

0  interface 200 of the present invention, in accordance with an alternate embodiment of the
present invention. |
[0039] In the description above, for the purposes .of explanation, numerous specific details

are set forth in order to provide a thorough understanding of the present invention. It will be



wi t hout some of these specific details. In other instances, well-known
structures and devices are shown in block diagramform [0040103/@742006nt
i nvent i on WRO0EY vari ous steps. The steps of the presentPCHUBMMILSA nmay S
be performed by hardware conponents, d8ch as those shown in Figs. 1-5, or
may be enbodied in machi ne-executabl e instructions, which nmay be used to
cause a general - purpose or special -purpose processor or logic circuits
programmed with the instructions to performthe steps. Aternatively, the

steps may @?m@ﬂr ﬁcﬁ.&%dtdoé(ne%kﬁ&m ﬂﬁtah‘?ﬁhtﬁ{c é&ﬂ?’lﬁe@tm@ﬂﬂ 219 L0RLeR-

Mor eover , tholgh thé 1 nvention has been descri Int ontext of aio
net work i I i1 j towll i -1 hat
uch functy ear TS peblREaE b ofEr ahcdf i BRI ST b dep S
enbodi nment s :FQh%Ch .aglog% I ex integrated within a conputing devi ce,

y

| e
and is reddt Iy "Ada P80l PEl'ess Et her net i npl enentations as well as the

wi red environ t described herein. [.00411 The present invention nay be
o vt ded MR oS E v R R0 RSO e e DR e pe e o oy
machi ne-r eadab] e m%di um havi ng stored thereon instructions which nay be

used tio rEdgTanRed by barsieEs cougRongRthSHchasdbase shave BdsS: d<) OF B2pES f or m a

process according to the present invention. The machi ne-readabl e nmedi um
may i ncl ud@bogigd i wachae-exeentatde insuctiong pyrhjch magyshectsed to caypg 3 BaieTalt sks,

CD- ROVs, and magnet o-opti cal disks, ROVs, RAMs, EPROVs, EEPROMVs, magnet or
optical cauimse 61 spshalipargnsy progessort drdegie ¢ipamits progeagimed witl tei instrugi@ons éadabl e
medi um sui table for storing electronic instructions. Mreover, the present

i nvent i on pedfyrnaths etepe Adematiodgate stspsangorgnetformqir oy @amipnaiaof hardéeeeei n t he
program nay be transferred froma renote conputer to a requesting conputer
by way of ad@behvairgnebieobe! SliodPWthe iMGnisH Kb B8QRIF& eI Hedbdhes i2@ enbodi ed

in a carrier wave or other propagation nmediumvia a comunication |ink
(€.9.,,02 network interface device, those skilled in the art will appreciate that such functionality may
well be exﬁbodied m any of number of alternate embodiments such as, for example,
integrated within a computing device, and is readily adapted to wireless Ethernet
implementations as well as the wired environment described herein.
(0041} The present invention may be provided as a computer program product which may
15 include a machine-readable medium having stored thereon instructions which may be used
| to program a computer (or other electronic devices) to perform a process according to the
present invention The machine-readable medium may include, but is not limited to, floppy
diskettes, optical disks, CD-ROMs, and magneto-optical disks, ROMs, RAMs, EPROMs,
EEPROMs, magnet or optical cards, flash memory, or other type of media / machine-
R readable medium suitable for storing electronic instructions. Moreover, the present |

invention may also be downloaded as a computer program product, wherein the program

_ may be transferred from a remote computer to a requesting computer by way of data signals



nodem or network connection). Many of the nethods are described in their
nost basic formbut steps can be added to or deleted fromany 08/0 /2006
met hods atiO03PBB¥at i on can be added or subtracted from anBCHHSQHES66s
descri bed nessages without departing #fomthe basic scope of the present
invention. For exanple, in one enbodinent a single receive buffer is

enpl oyed utilizing different threshold set points, which would effectively
di stinguish the different levels of priority flow control. As an exanple,

i f 50% of . Low con th val ue 4
(hal fuay. SORARIAES %ﬂgfwﬁ‘%ﬁ il PG e PSRTA PP URERRA TR e K0e W U
value 2, etc, It t@‘ﬁwk apparent to those skilled in the art that many
further moB4eTLEPBrE 5?1'5165 tati ons can be made. The particul ar

enbodi msnt% ar(ﬁ not g%[ld d t?d' rRt the invention but to jllustrate it.
The scope 6™ gogtRare ?ﬁé’ﬁ‘?dﬁ el mpst basis (gEm but ensicar be #ided OTspeci fi ¢
exanpl es 2{9 ded above but onl y the clains below 03/07/2006 CLAI M5 1.
A met hod ﬁfﬁd gy gy ¢ dE%F‘ie‘Fh?ﬁ%@‘ddangﬁ%iO\?éa‘é%%ﬁﬁeﬂ of subiracied framany af e one
or nore priority levels of Ethernet 5 traffic for a network devi ce;

det er mi’ni figScaibed BssagastwiBloupdepsitiog fromethe basitssepe oftho prssant invoutionofFon

cl ass-of -service, a type-of-service, a quality-of-service, and a tine
sensitivi @amle,tiheﬂEcmbwdimcnttar@fg‘ld Ilcs:eivmlmf&'ris mt[ﬂoyekimwizingdtffmdm fhrésboldt y

| evel denotes an identified priority |evel above and/or bel ow which the

net wor k  detvioges, michbiauld effectivellydetifigdishr the tifferemt feivels oApdoriQ flgerenadli ng a
control nessage including the flow control priority level, the flow control
priority lAguelexirmpleansSestoftietsidglegedd full} stnd adlow doabrbi medsigwitetay & devi ces
receiving the control nessage. 2. A nethod of claim11, further conprising:

(half way point, i.e. high and low traffic), at 75% full, send a message with value 2, etc. It
10 will be apparent to those skilled in the art that many further modiﬁcationsr and adaptations

can be made. The particular embodiments are not provided to limit the invention but to

illustrate it. The scope of the present invention is not to be determined by the specific

exarmnples provided above but only by the claims below.



15 transmtting the generated control nessage to a communicatively coupl ed
networ k devi ce, whereupon receipt of the generated control rressqa%}eobtyezo()6
comuni catively coupl ed network device acts in accordance with e

recei ved control nessage to suspend a subset of Ethernet traffic. 20 3. A
met hod of claim11, wherein the identifying further conprises: determ ning
avai |l abl e buffer capacity for each of a plurality of buffers associated
with a commensurate plurality of Ethernet priority levels. 4. A method of
claim3, wWetMMS the available buffer capacity associated with a particul ar
25 Ethernet priority level denotes the ability of the buffer to receive
additional Ethernet traffic of that priority level. 21 03/07/2006 5. A
net hod of ¢l ai M FeiWednghiBing:Ne buffer for each priority level is conprised
of one or nore nmenory devices. 6. A nmethod of claim3, wherein the buffers
associ at ed wi t hideitylg afreceite cqpiabinty bdsycibtéd/@ithsond bemord pNdriytislals PEhERES

i npl emented within a common physical buffer. A nethod of claim3, wherein

t he gerrer a¥ & fersmetork dasisgage i ncl udes an indication of the priority |evel
above which a receive byffer has avail able capacity to recei ve Ethernet
traffic of asso |eé'f"8'89ﬁﬂ‘i"’6?ci"f’§) Plitielpvel hagedgon one REMASET B FassrAiSPYies: awherei n a
recei vi ng L WAL | inti e .in sm.ssi.on, of FEthernet
raftic halng e srr sl bl ofls BaP Ata Syl EgR R e b Pnd 84
control  neaEdgRrityldvetended @i ifdhicdlprisiAbia dbov¥BRIS blolk REcHBBRERLKNY Of the
control nessage further conprises: generating an Ethernet control packet

i ncl udi ng davips is ebl¢ toyredeive [Ethemahieaffiei andt he priority field

10 generating a control message including the flow control priority level, the flow control

priority level to cause throttling of Ethernet traffic from network devices receiving the control

message.
2. A method of claim 1, further comprising:
15 transmitting the generated control message to a communicatively coupled network device,

whereupon receipt of the generated control message the communicatively coupled network
device acts in accordance with the received control message to suspend a subset of Ethernet

traffic.

20 3. A method of claim 1, wherein the identifying further comprises:
determining available buffer capacity for each of a plurality of buffers associated with a

commensurate plurality of Ethermnet priority levels.
4. Amethod of claim 3, wherein the available buffer capacity associated with a particular

25 Ethernet priority level denotes the ability of the buffer to receive additional Ethernet traffic

of that priority level.

21



denotes the flow control priority level. 10. A nethod of claim9, wherein
the priority field is included in a header portion of the 20 Et(ﬂ?f’ﬁ‘?t/ZOOG
control packet. 11. A nmethod of claim1, further conprising: recelving

Et hernet traffic; identifying a priority |level associated with each packet
of received Ethernet traffic; and 25 forwarding each received packet to a
receive buffer based, at least in part, on the identified priority |evel
associ ated wi th the Ethernet packet. 12. A nethod of claim 11, further
conpri si ng:> 22 GFPL SO foMiersdt thabuftenter eash eiiariy levalinemurissy o prepastrioesr s
associ at ed vvithmggg@dgjiceghe priority levels of Ethernet traffic. 13. A

met hod of claim1, Wwherein throttling transm ssion of a subset of Ethernet
traffic 5 conprises tenporarily suspending transm ssion of the subsets of
Et hernet traffic for a set period of time and/or until another control
nmessage i sbr ecehAwathodefmizim Bgvheteirt thd busfassssiaa witdoéach bEthe plasigtievel alet her net
traffic_may resune. 14. A method conprising: 10 receiving a control nessage
denotiny a fl owEhRyfeTs iprisrenntedywithin o epmmemphveicahbuffgor k devi ce  whi ch denot es
an identified priority | evel above and/or bel ow which the network device is
able to receive Ethernet traffic, wherein the flow control priority |evel

i s based on onea REHHDSR 5 I G indicati

qual ity-of -service, and agﬁ %’?vr'r]gﬂe@g%siﬁp ?r%}?é{?gongryﬁééﬂgﬁﬁgg%eatn "t‘dr'°§¥"¥“| oéthﬁ/her ein
the flow cont rmibritpleie abdvy whiel e receiadisliffébhak Brmbbld apacit trasle TRzt t 0 t he
network device of a subset of Ethernet traffic having a priority |evel
above or bel ow "efiaef aseesistadpripity leveb r ecei ved control nessage.

10

8. A method of claim 7, wherein a receiving network device initiates a pause in transmission

of Ethernet traffic having a priority level :below that indicated in the received control

message.

15 9 A method of claim 1, wherein the generating of the control message further comprises:

“generating an Fthernet control packet including a priority field, wherein the priority field

denotes the flow control priority [evel.

10. A method of claim 9, wherein the priority field is included in a header portion of the

20 Ethernet control packet.

11. A method of claim 1, further comprising:

receiving Ethernet traffic;

identifying a priority level associated with each packet of received Ethernet traffic; and
25 forwarding each received packet to a receive buffer based, at least in pari, on the

identified priority level associated with the Ethemet packet.

12. A method of claim 11, further comprising:

22
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15. A method of claim 14, wherein the flow control priority |level denotes a
priority level associated with a subset of Ethernet traffic abqyf/ﬁu?i/c 06
the issuing network device has a 20 receive capability. 16. A nethod o
claim 14, wherein the control nessage is an Ethernet control nessage. 17. A
met hod of claim 16, further conprising: 25 anal yzing a header of the

recei ved Ethernet control nessage to identify a flow control priority

l evel . 18. A nethod of claim 14, wherein throttling transm ssion conprises:
23 03/ 07/ 2006 s{TSHEARA hgrere s repzdiyi @b Rufsrs agsasigtpganith gechief the prvsity tevelsof i ¢
having a pEQLlids.evel below the flow control priority level denoted in
the recei veci1 control nessage until a subsequent control nessage is

recei ved denoting an ability of an issuing network device to receive the
subset of FEthernet traffic. 5 19. A nethod of claim 14, further

conpri si ng3.r ecamethndofmta ¢nthefeinahroing 0srsmibeibof ksubl@ biEhdn@ trafiaNs M SSi on
to anot her network device communicatively coupled through an Ethernet

net wor k% and as®IMpAasdempopily SHsPeydinadipasmissiontaf the sebsels whtherogt traffie fobagatd, at

| east in part, on & Source of 6l 1% sucQ fontent,. 20. é nmet hlgd of claim 14,
further conpri sihg? o8& &MV G EBARE AP BISRIFS GPe'YRy ANl PR LaaENTTCat i ons
executing on a Gerlsuftel MefHEmetRYchRy rdsiffiecONt ent tagged with a priority

| evel associated with its source application; and 15 sel ectively
transmtting received content to anot her network device comunicatively
coupl ed through an Ethernet network based, at least in part on the priority
| evel of tHe cdhmethed comprising:

10 receiving a control message denoting a flow control priority level from a network device
which denotes an identified pricrity level above and/or below which the network device is able to
receive Ethemnet traffic, wherein the flow control pricrity fevel is based on one or more of a class a
type-of-service, a quality-of-service, and a time sensitivity of the Ethernet traffic wherein the flow
control priority level; and

15 throttling transmission to the network device of a subset of Ethernet traffic having a

- priority level above or below that denoted in the received control message.
15. A method of claim 14, wherein the flow control priority level denotes a priority level
associated with a subset of Ethernet traffic above which the issuing network device has a
20 receive capability.

16. A method of claim 14, wherein the control message is an Ethernet control message.

17. A method of claim 16, further comprising:

25 analyzing a header of the received Ethemnet control message to identify a flow contro!
~ priority level.
18. A method of claim 14, wherein throttling fransmission comprises:

23



1

21. A network interface conprising: a plurality of receive buffers, each
associated with a particular priority |level of Ethernet 20 trafd3p07?r2cq06
control logic, coupled to the receive buffers to determine a flow con
priority |level based on one or nore of a class-of service, a type-

of -service, a quality-of-service, and a tinme sensitivity of the Ethernet
traffic, wherein the flow control priority |evel denotes an identified
priority |level above and/or bel ow which the network 25 device is able to

recei ve Et her nefUSPFingiransmissign pftbpet of Efherast Beflichaviap a priqribtigvetitslosidedy of t he
receive b ui’l%\@éd?ltra?go@ﬁ}a\%%ﬁnxgé}hthegrgce?ve ter}trgllonlt’]etsgggefunﬁétsﬁ%leﬁue{z optgcg | ng the

flow control priori eve cause't fic from

net wor k dewesge & eseivad déﬁottn?%n G 51Qh iSIBAPRAARRH derfbe BI6L e 40 W0bselor A Net wor k
interface of claim 21, further conprising: a transmt buffer, responsive to

a host net &hekeldefficce and the control logic, to receive content from one
or nore_applications executing on the host network device for transm ssion
to 5 other network devi ces through an Ethernet network, the received
content ingf udi pg an, Pale N %H on prl ority level. 23. A network interface
of claim 22/ V\hereln he | ndiC Gt'rcgrﬁprc?t“ priority level in the received

content is det s Gom¥nt frbm a%@&h@t@oﬂ%@w&ecf@rtt}aﬂgms% 1& dnotter RALIMR Gk Nt er face
of claim 22, wherein the control |ogic receives cont roT nessages trom

ot her net vwn'imunlnateelf/ emdled thwdugh en Ethahetinemsik; sndsubset of the control nessages
include a flow control priority level denoting an inability to receive
Ethernet traff |3é5'$1'e[\9|arﬁg'0%ty ler¢! drthe fpe¢iedepnter based af least irofart drea stersorvtd | ow

cont roI riari | evel .
P suc(:)h content.

20, A method of claim 14, further comprising:
receiving content from one or more source applications executing on a host network
device, the content tagged with a priority level associated with its source application; and
15 selectively transmitting.received content to another network device communicatively

coupled through an Ethernet network based, at least in part on the priority level of the content.

21. A network interface comprising:
a plurality of receive buffers, e.ach associated with a particular priority level of Ethernet
20 traffic; and
control lagic, coupled to the receive buffers to
determine a flow control priority level based on one or more of a class-of service, a type-
of-service, a quality-of-service, and a time sensitivity of the Ethernet traffic, wherein the flow
control priority level denotes an identified priority level above and/or below which the network
256  device is able to receive Ethemet traffic, and
identify a receive capability of each of the receive buffers atnd selectively
generate control messages including the fiow control priority level to cause throttling of

Ethemnet fraffic from network devices receiving the control messages.

24



15 25. A network interface of claim 24, wherein the control |ogic suspends

transm ssion of Ethernet traffic having a priority |evel bel ow f
denoted flow control priority level fromthe transmt buffert(g:if‘llﬂée”g’z(mIG
networ k devi ce having issued the control nessage. 20 26. A network
interface of claim 21, wherein the control logic is a nedia access
controller (MAC). 27. A network interface of claim26, the MAC i ncl udi ng

enhanced flow control capability to inplement flow control on a nere
subset of Ethernet traffic. 25 28. A machi ne-readabl e nmedi um havi ng sets of

instructiog§, “ﬂ%gﬂmwmﬁﬂm8§&%ﬁk? Exwgcm%%%ane, causes the nachine to: 25
i o]

03/ 07/ 2006 Tdentify a recéi ve cap ity as%8ci ated with one or nore

priority | evel sa@dnshl Berfen @dspbiisAt td £hosl Riwdk MEIVRAIhEEMkGIGogicdBt &b ne a flow
control priority |level based on one or nore of a class-of-service, a type-

of - ser vi cegontentfitran erieyor wbrespplicatves exandingon thaboss e¢tgork davideforadindnhisioktdier net
traffic, wherein the flow 5 control priority |evel denotes an identified
priority | 0eneeidevicasdirench ga EBRMakIeRerk: the rersivesrortentieaiuding an indisaion t o
receive Etggﬁ&g I“affic; and generate a control nessage including a flow
ayel. . . .
control pri it evel, the flow control priority |evel denoting the
identified priority |evel above or bel ow which the network device has the
ability to receive Ethernet traffic. 10 29. The nachi ne-readabl e nmedi um of
cl ai m 28, 3her &l metvdneinedbce cdEiaiinreaf whaedn thaldicaibe bf prieserw edhdicdieg nachi ne,
further cause the machine to transmt the generated contro
content is determined by its source application.
10
24, A network interface of claim 22, wherein the controf logic receives control messages from
other network interfaces, wherein at least a subset of the control messages include a flow
control priority leve! dencting an inabitity to receive Ethernet traffic having a priority level
below that of the denoted flow control priority level.
15
25. A network interface of claim 24, wherein the control logic suspends transmission of
Ethernet traffic having a priority level below that of the denoted flow control priority level

from the transmit buffer to the network device having issued the control message.

20 26.  Anetwork interface of claim 21, wherein the control logic is a media access controller

(MAC).

27. A network interface of claim 26, the MAC including enhanced flow control capability to
implement flow control on a mere subset of Ethernet traffic.
25 | |
28. A machine-readable medium having sets of instructions, which when executed by a

machine, causes the machine to;

25



! 3

message to a conmmuni catively coupl ed network device, whereupon receipt of
the generated control nessage the conmunicatively coupled netwgk/geyi 6
acts in 15 accordance with the received control nmessage to suspend a subset
of Ethernet traffic. 30. The machi ne-readabl e nmedi um of cl aim 28, wherein
the sets of instructions, when executed by the machine, further cause the
machine to determ ning avail able buffer capacity for each of a plurality

of buffers asso%ia ed with a cormensurate plurality of 20 Ethernet
priority |evel g erﬁl a receive capability associated with one or more priority levels of Ethernet traffic

for a network device;
determine a flow control priority level based on one or more of a class-of-service, a type-
of-service, a quality-of-service, and a time sensitivity of the Ethernet traffic, wherein the flow
5  control priority level denotes an identified priority level above andfor below which the network
device is able to receive Ethernet traffic; and
generate a controf message including a flow control priority level, the flow control priority
level denoting the identified priority level above or below which the network device has the ability
to receive Ethernet traffic.
10
29, The machine-readable medium of claim 28, wherein the sets of instructions, when
executed by the machine, further cause the machine to transmit the generated control
message {0 a communicatively coupled network device, whereupon receipt of the
generated control message the communicatively coupled network device acts in

15 accordance with the received control message to suspend a subset of Ethernet traffic.

30. The machine-readable medium of claim 28, wherein the sets of instructions, when
executed by the machine, further cause the machine to determining available buffer

capacity for each of a plurality of buffers associated with a commensurate plurality of

20 Ethernet priority levels,
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