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Portabl e Data Storage Device with Encryp{—i—eﬁ—SysPemﬁ
Field of the invention The present inventl

to a portable data storage device of the ki @lME ﬂ mm,

a non-vol atile solid state nenory. In parti

relates to such a 5 device having enceyption—166166r
capability. Background of Invention Recent

have been nuch devel opnent in the area of %’II” il@ ’“” ’II'
data storage devices having non-volatile

menory units, such as flash 10 nenories. A seWPAl

patent application in this area, PCT/SGOQ 00029,

"Port abl e DRbptableoDageSIRNGE BeovicdOnih EMRS plioRPSRtYm
devi ce which can be direcily plugged 1nt’0o the SsocKet

of. a, conputer using an integral male USB plug. The
s&@&@ﬁ@q'@l@@ﬂ@-’be is such that it is capable, for
exanpl e, of being fully enclosed within a cl osed

fTRE .pra8ent fveRtibN r81a3E036 EBHQQI' edat'ats gafe?lgﬁgtlpgrc}fﬁhe kind

receive data f1om one conpl SYSt &m : _
t bavingt s aroncwoiptiteesolics pttte rmefmesy. |n Ipert&:ulmgm&bla?teﬁltéksuch a

or, CD- RW di sk. ny i nprovenments of this schene have
b@%w%.hapsg‘ge%r)cr%t.lgrb&%qpﬁﬂlgy PCT/ SGD2/ 00047, descri bes
a portable data storage device in which access 20 to

t Backigband bfihgeriigh- vol atile menmory device is only
permtted to users whose identities have been verified

by an i ntegral bionetrics sensor, sgch asba hat

fi CT/ S 2/00086 e i bes tha

RBPERR e 1808 Heentiic AegeRaman It iraroactabiiane data
f stbra?gmﬁéﬁaéi; navitat foravslafiecylinr 25! rﬂ%ﬁﬁ"i Bni é§ ost?waés flash
the effective  data storage capacit evi c
(negorigse Aaspiminal optany gipe q:atmnem tb@t@retheﬁ'/SG@é/OOOZQ

0! ! ter than the
nedreRE Bath $i6126E GO0t S HRENACh MeEmABER o Can be
rdirectly plugged into the socket of a computer using an integral male USB

plug. The size of the device is such that it is capable, for example, of being"
fully enclosed within a closed fist, and is in this sense portable. It is able to
receive data from one computer system, and transfer it to another computer

system, just like a magnetic disk or CD-RW disk.

Many improvements of this scheme have been proposed. For example,
PCT/SG02/00047, describes a portable data storage device in which access
to the data in the non-volatile memory device is only permitted to users whose

identities have been verified by an integral biometrics sensor, such as a

fingerprint sensor.

PCT/SG02/00086 describes that a portable data storage device can include
an engine for compressing data and decompressing data, so that the effective
data storage capacity of the device (i.e. the amount of typical user data which

the device can receive and regenerate) is greater than the nominal capacity of
the non-volatile memory device.
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2 Singapore patent application no. 200400358-8
descri bes a portable data storage device which is
adapted for storage of data describing video inmages,
such that the device can be used to a video generation
systemto play video. 5 PCT/SGOL/ 00136 describes a
portabl e data storage device which is arranged for
Wi rel ess communication with a Bost, e.g. by radio, for
recei ving data and subsequently regenerating it. The
device is thus capable of transferring data between
conputer systens which are capable of this wreless
data 10 transm ssion. PCT/ SQ3/00152 descri bes an
enhancenent of this systemin which the data storage
de%ngapfvneopateleisawplimationmo 260400358- Btdemnbgs @Sesrtatsle data

e it to.act a _con dat a _i pput, devi ce.

Q541N DS ABBII o) Stargde & ks giin video images,

d%cﬁ&hﬁﬂh@*‘déﬁcé‘ééﬁ%% d1t3 d ide8 RLPaA &yAEMTIy video.
froman information provi er or t nterne &
use a public key associated with the user and

d di | f all t he
e Lo B8 BB LT B s K g
erfor wirloss 2oniv TRREYoA with@ hbBY @4 IR raWld 1181 PR vn‘?%data and

t hese docunents provide a conveni ent. portable
st%&bégeue@févmg@nefaimgelt rBiﬁadﬂVIcemﬁ:téruss:a@kabdn obtransferrjng data

F intQ.the h nds .0
etfiEBfRofnur SYME iTEn aik GRpal B S RTur s g8l
eItemtsnnlsabnSP@W%SOBQM@ZGM%&%%M%%EM@ this system in
device and the host, there is concern that data

t MHShithe dataotorage @ﬂ\écaml@@es:@@pmt@e sedbat it ednkeefiserecan
tion ainms to
Itmog@ﬂqg%ﬁg%ﬁgn&&ﬂﬁ %eﬂt dpor @&?ggg'ggian\s/tegrgge devi ce,

PCT/SG03/00033 describes a portable data storage device which is arranged
to receive data securely from an information provider or the Internet. This may

use a public key associated with the user and pre-stored in the device.

The disclosure of all of the above references is incorporated herein in its

entirety.

Summary of the Invention

While many of these documents provide a convenient portable data storage
device, there remain concerns about security. For example, if the device falls
into the hands of a person with equipment for measuring and modifying
electrical signals being transmitted between the device and the host, there is

‘concern that data transmitted out of the device could be modified before it
reaches the host.
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and in particular one which may be able at partially
to alleviate this problem 1In general terns, the

i nventi on proposes a portable data storage device

having a non-volatile nmenory for storing user data,

an interface section for receiving and 5 transmtting
data to a host, and a nmaster gontrol unit for
transferring data to and from=%he non-volatile menory.
Upon a command from a host requesting data, the device
transmts the requested data stored inits nmenory to
the host using the interface section. The device _
f The n@sentnevaj%ea ajims forfreyjded agwanddisetul pedakie data storage device,
QSﬁE?fnaddrflﬁxlﬁtonelvﬁﬁ’&{ m&y'Be K616 at Bﬁﬁlaﬁmtallbhgteﬁﬁfst;ﬁ@élén

data storage device is arranged to transmt the

key to the host. A first aspect of the present

" Kv@PRara eSS, bR RRITIDR REgRisHs £ PyrtaDie dhiaspiorage device having a

apeh-L&atile Qﬁen‘%ryt i dionRus&Ndathhan gRBAAEH edctionyfor Srecelvmg and
transmtted in an encnc%gted form h? gene at ed
gk 1qr

| ARSNGBt 197 PgsteandLa Master SO Rl A taend from

bihe hdtevdiatie eiemcry tgpdrcwcbmmsndmb HE P@iﬂu@@ﬁdg/data the device
stored in the tapl e storage device.

STl Bevieubstea et pOTTh & Gn e b Jom oSt Bang B tertace

t gedtidf. WﬁétdevﬂSBefurtﬁé}Shcluaeéidﬂl|htlegﬂﬂ>éd ir€uitr ﬁh@ﬁﬁéﬂ fdrogenerating at
store the secre

e lfEFy % teY et Pégagﬁtdaf%létﬂf%?égvt%é @gﬁegeﬂ ftransmit the

keyy ftfle hbst. requested data to generate a digital
signature. The di gltal Si gnature is transmtted to the
e Vi ce sthat it was

part abl e ra
g t-s?teaseact@i f‘-ﬁ%" HB’PH“°"T‘H6’§“"‘%°L‘B° ilce 20 is able
to verify the integrity of the data received by the

hasa firsNapplicatieh pfathé ynvieatiar) ke generated kéeisdranisinittedhin an encrypted

p oce ﬁg& glat(%)dglﬁ o@%ﬁbjpfbgté%ﬁgss'egﬁ?ké \A’h[cﬁr]g‘ Wof bgﬁjerated by

ttaanmmgkatedl ciragibmieahs suhpermanenthostoregiciogbs ppdablaestorage device.

t ca
6 S5 a6 B, LSRFREL bl el By 00 pom. e
gbaostr @t aduitidniady dar@ngadi tei sjorat theesecidtekeds, dnacuse litato tearypt the
P phiahee Ehetalahkey. FF8h o585 BedBrane IR 5y i rpavested data to
SIggnefbw e ﬂlgm?rgmattem fihemdit it élgnature?ls: I:lmqm]ttedmd) ﬁhe portable
* RloPans SAGROER Vtfes 8ot £¥aR Seferdles iy id ARG IR, e cevice
g nml httﬁmras vi;%/tihgiort‘t?gmy potHealaterestivedie tridbchwiste, since it
y

No third party is able to interfere with this process (e.g. by controlling the signals
transmitted out of the portable memory device, or signals transmitted into it) since
without access to the secret key he cannot regenerate the private key, and without
access to the private key he has no means of generating the digital signature. The
fact that the private key is different each time the data is transmitted means, for
example, that the digital signature transmitted from the host to the portable data
storage device following a first transmission of the data cannot just be recorded and
transmitted subsequently to the portable storage device, since it only has validity

once.
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once. 4 Optionally, the generation of the digital
signature using the data and the private key includes
first hashing the data to generate a hash result, and
encrypting the hash result using the generated key.
Optionally, the data can be transmtted fromthe
portabl e data storage device hﬂ an 5 encrypted form
Conveniently, it is encrypted using the generated key
and/or the secret key, but alternatively (or
additionally) it may be encrypted in sonme independent
way. Typically, the generated key is the private ke

ur

oDpiionslipl the gespraion ehthe digijal signaturerHeing ves Hetacand b pevate key
. ity ’ . .
X E\glugég IGf ha§hlﬂg%% gggfgay%ﬁ%{réte@hé% %uﬁ,eérﬁd)éﬁﬁ'?pﬂd@ the hash

evice usin Ic key. In a secon
afgsuit ¢aind dhe generated kArent | on, the portabl e data
storage device is capable of generating two keys: a

Petibrally Etheddiia aR b AHNBMtRM. frdr the port4S Batat §t6rage\deviee in an
generates a digital signature using. the re%_l‘Jest ed d
|

L at a
aRBcYpied Jpinyabenyesientlynt is epepeiedt Sing thegpgfigraied key and/or the

skanat We9, Akl Alen@ivelyl Gok)ddmibhalyl it h@ageleé Cencrjfied in some
host uses the 15 public key to verify that the

r ByjgeRndeAt waYa it receives is the same data which the
devi ce used to generate the digital signature.

Orypiean! the éd%@até@lqkéﬁégfé a/_tafe Ieeslbfﬁ@baglic{ keyprivite key pair. The
menpry. . may. be suppl enented with ot her a (such as . ,
befialan oﬁ%*@a%&%m@wr? s solinalyes petadith e Frge using
dend gidlic kéy.second aspect of the invention is defined
in claim19. 20 Enbodi nents of the present invention

ne of . nore of

i ncorporate. an e, features of .
! e sasnEaRgion e yenidlh e Bereni ve SRirdbe Bpfts is capae
Seﬁfbbﬂérgfvrﬁg Ll Skeéapa)ldkl;.bﬁﬁ 'kfm an8 a bnvalarl‘teiélclﬂ tis cabsythe device
refer .ncl ude ionetric sen r.fi 0
D aBnsTates $Adie) shattes, BIRG st eRfiEe oBlE ol e fobteRey, and
Utiahgmitthedtigital siggatarecarsisthe ublit key out of the device. The host uses the
public key to verify that the requested data it receives is the same data which the

device used to generate the digital signature.

Optionally, the requested data extracted from the memory may be supplemented with
other data (such as biometric data obtained from a biometric sensor of the device).

A second aspect of the invention is defined in claim 19.

Embodiments of the present invention may incorporate any one of more of the
features of the data storage devices described in the "background” section of this

application.
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stored in the device based on a bionetric verification
of the user's identity. Optionally, bionetric data
received fromthe bionetric sensor may be included 5
in data transmtted out of the device (preferably in
encrypted formy. Optionally, the fingerprint may be
generated fromdata including the bionetric data.
Furthernore, the device preferably include a
conpression algorithmfor exploiting any redundancy
in data received by the device to conpress it before
storing it in the non-volatile nenory, and a

drcoanicelas, they prafersbly ndlldé Qméﬁt&séﬁ%r%ﬁwéﬁﬁfﬁgﬁcﬁw engine

it i1s transmtted fromthe device. Furthernore,
i (Rossibhe@ periqnoef dhet mastesveanirataynitiefos graating access to data

X . ' a g integral wth the . .
CRRST 0 sk oS0 B BRTRAD RSN LD BB enit.
uGiptipnally, blormetrie! ¢:sta rdagived dronedid Biomdihie sepYsH May Ye included
the device may have any physical shape, such as one

1% d3Ha tiadshytiad uit ebilkeideyiae (Rreferably-s encpyntad éerm)TRkptionally,
dg\ &€ f i C r. I r.ati

e feBint ol M ool B R oGl g R Rl gste
sound. The inmage and/or audio data may be stored in

t herthemoorg, thei device Ipeefiegably amsfueler @d dopnpreesibas bilgorithm for

The ,invention be expressed ejther as a data _
SPEHaHRS R0Y dedbidgioy iY G3a iseives: PuriPa Ve Hosegmpress i
0 frAHIB A 1R y .
SRS S ARG RATRISU B 9 SELBGBEIARN engie to
Pregeseraie the stata befare it isdransveitied dronmild devisebe _

descri bed, for the sake of illustration only, with

t he follow ng figures i.n which: 2 lg. 1
LGRS Sod A e S ok B 40 Sogfection
eglgodisingna USB tphey intggral wath; the mEhtbry Zi_eﬁft@ﬁﬁvrﬁ&?itﬁlf?%sformed
of a first nethod performed by the device o Fig. 1,
afs one physical unit), ora wireless data connection.

The housing of the device may have any physical shape, such as one

including a narrowed end for use as a pointer.

The device may further include a camera for generating image data, and/or a

microphone for capturing audio sound. The image and/or audio data may be

stored in the memory, prior to being transferred to the host.

The invention may be expressed either as a data storage device (e.g. in

combination with a host), or as a method performed jointly by a data storage
device and host.

Brief Description of The Figures

Preferred features of the invention will now be described, for the sake of
illustration only, with reference to the following figures in which:

Fig. 1 shows the overall construction of a device which is an

embodiment of the invention;
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Fig. 3 shows the steps of a second nethod perforned by
the device of Fig. 1. 5 Detailed Description of the
enbodi ments Fig. 1 shows the general formof a
portabl e data storage device which is an enbodi nent
of the invention. The device is typically formed as an
integral unit 10 within a housing. It conprises a
master control unit 1, a non-vBlatile nmenory unit 3
(typically, a flash nenory conprising one or nore
flash nenory units), and a biometric sensor 5 such as
a fingerprint sensor. It further conprises a data
trans [ t [ -
WEh A A SR AR S et a® PR K ahk Hvice o
ofigbfhend conputing systen). 15 The data

ction 7 na ke _man

I one T ofS T s S ek Belhatrerogac bk tadevice of

aFighB plug) and a USB interface device 11 between the
USB connector 9 and the master control unit 1.
Preferably, the interface device 11 and connector 9

0 Aol t US 2.0 standard, or any

fIE)‘ael;[gﬂe‘??j Seclint f'ttﬂ 3 el oped in the future.

The USB connector 9 may for exanple be a male USB plug
i_lteglrally formed with the rest of the nenory device
'S

gShaws thg ggne?r@bforrrh@fea ppdﬁbta data Stwalgbciﬁw® whichds an

f th
geﬂm}ﬁ ERto eoigg%rﬁ]e or %9 eﬁ}ﬁ% Egtygf?gﬁg? oﬁ't}edf as ﬁpd@tegral unit

rmdltblmarh\neshgr Itfcmmpn‘iwé hesteméshtiol udlt B QCKEH-voRU memory
reW| Alternatively, the section 7 nay

b&”gﬁo@%ﬂ Ya§ S%e@?mw £eMARISIE @Re of aiaie flash memory units),
t éﬁﬂ%nl‘)l%ﬁ'ié?ﬁé SBREGH 5 Qﬂcﬁ 9s g{;éqghnt(seer%gﬁv\ft fLHﬁweHé:gmpnses a

hysi cal confact  of evi ce
| dataﬁrgnsmmlort/ramptloneeplhaug79for$ommuacatiorbwmrlarﬁ@xternal

11 pl d by a
_agbg @ﬁpg%@%}yﬁe 'nlg%%ﬁgerdgy Iot%er con*:psutll;\s sygtceer:n) y

The data transmission/reception section 7 may take many forms. In one form,
it comprises a USB connector 9 (such as a USB plug) and a USB interface
device 11 between the USB connector 9 and the master control unit 1.
Preferably, the interface device 11 and connector 9 operate according to the
USB 2.0 standard, or any faster standard which may be developed in the
future. The USB connector 9 may for example be a male USB plug integrally
formed with the rest of the memory device of Fig. 1, for direct insertion (i.e.
without a cable in between) into a female socket of the host. More generally,

- the connector 9 may be any other form of male connector for insertion into a

socket, such as a Firewire plug.

Alternatively, the section 7 may be provided as a section for wireless data
transmission/reception to the host (e.g. without physical contact of the
memory device and the host). It this case it may the plug 9 is replaced by an

antenna, and the interface device 11 is replaced by a device for using the
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antenna for wireless transm ssion/reception of data.
For exanple, these two wunits may function together to
provide an interface according to a wirel ess

standard, such as WLAN or Bluetooth. 5 In any case,
the master control unit 1 is arranged to receive data
packets from the section 7. These data packets nay

i ncl ude commands, and al so may7 include data (possibly
in an encrypted form as descri bed bel ow). According to
t he commands, the master control unit 1 stores the
data in the nenory 3. The location within the nenory

3ahfenal f%P\Aﬁrlé?es@%fnéﬁiﬁibﬂﬂgee%ﬁor%f &4 ?Sfie%(rrr]lg&e, thse two

mast er control uni I'n accordance wth conma
Funitserayiuactiar tagelhernto providenamimisrfaceaccmdingytotaeireless
mast er contr ol it 1 he upit 1 may instruct the

ne r S(U&htéf%%ﬂ'rﬁ‘w Oagﬁléeetgf’g}ed init to the master
control unit 1, which may use at |east sone of the
data to generate packets including the data

( pr ahecase \thermastee nontyqiturdt 1 v atranged b Eoebadddtal pagkets from
apd transmn t—t hem gut 5, 0f the device through the

SH& PO 7 e SRtRR pas I ey P dR somm e, AndAlagnay
C#ioRwdd datef ﬂqp_@bsibﬁyﬁﬁbrﬁ@ﬁ@y@feoﬂbrm‘ 98¢ MR, blBH) BB rding to
preferably higher, such aS at |east 128MB, at | east
28mepmaandsa e mBsk, cantrohunitdasfores 8 datg ite mesmay 3. The

RSB 1 4 ST Yy 85 FE Rl 8%k g v o

( easted contebluinitg! it fdcdordahicd WitMcdmrrahdSTERHerfidPé, according
shown) of the device, and/or possibly fromthe

n¥hcoBmandsgrecaived ly the masigs caatiel umitd, the unit 1 may instruct the
. : ¥ . | .
RO OG8E s TR SR8 o ISR 1 i
| ngeait :hgaslt smrﬁe d)fst_hadqm@(rgo g;éne_l'lgée dﬁmket?,indndingl the data

n ng that 1 ndiVv ual . e. on .
o IR BB A SRR oM gt SCSqhpeloph casd iasamikiham out
| of Bleedietidethibidietrdeiictign Buch as stored in the

The memory 3 preferably has a data storage capacity of at least 32MB or at
least 64MB, and more preferably higher, such as at least 128MB, at least
256MB, at least 512MB, or at least 1GB.

The master control unit is normally a programmable integrated circuit which
operates based on software it downloads (normally during start-up) from a

ROM memory (not shown) of the device, and/or possibly from the non-volatile
memory 3. -

As described in PCT/SG02/00047, the biometric sensor 5 receives biometric
data (e.g. a fingerprint) from an individual who is a user of the device, and
identifying that individual. The MCU 1 may only operate if the biometric data

matches pre-stored data located within the device, such as stored in the

memory 3.
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30 nenory 3. 8 The device further includes an
integrated circuit nmeans 13 (which may, as shown, be
a single integrated circuit ("smartcard"), or which in
some enbodi ments of the invention- be inplemented
using nmultiple physically 5 separate integrated
circuits co-operating to function as a single
integrated circuit) for gener&ting a pair of
asymmetrical PKI (public key infrastructure)
encryption keys: a private key (denoted here as K) and
a public key (denoted here as Z). It does this on the
instructions of the master control unit 1, and
transmts the keys generated to the master contro

uhhe deveTivetheninsiudasean bitegiated cidcuitmeaasa Xivhich may, as

oROKhSBe 4 SingiR hieafatgt iRy (Bafteify. eavbiSdbaPrty
f emboelirasiseof thbenveitionUse MesIERicnted BaihYMRSItBle |§I'1‘5§§Tbally

cards may be present in the integrated circuit 1
FepPRigtegratettcireuitsgerpparalingdaifunaton as preifigle amtegrated

i i . - i ' . h. t.h
e N
sencybtibekeps . privaretkey(dehoted hdre 49K} HRAGEPUBIR key (denoted

nerat i of the keys) is |ljable to make the _
" REtyps.odt Bpee Hhie ondhedneinudiose of e mateiegontrol onit 1, and
[ [ [ circuit 1
| DR e keRaRe st 1T DA RbF o i ¢ na
the pair of keys wll be different each tidms t hey aref
.ated agccording to the differing random output o
BB inteaRteA Gkt 1&3ﬁév Rect knowResmaticeie 1 thef ige it may be
REPL9H Ui AR R g 81 B o I BAEL o
nmexamnple3 Thal varioustsaceirify, faatunesyof sbeh saodsethayrbd peesent in the

' . Ci. it 13. At a rate, .the key.is

PAFEARF GGl F ot Bxpmii e iteGraged Girci 15 3 prefersbly
?Kﬁpﬁléﬁietrfté@m b hemperipfSofabioH! sTBHINAY ah{ Sitte§t t6Snterfere with
| Ir%czg%r ?o !’:\Xge'ss a secret key stored within it, or to influence the generation of

the keys) is liable to make the integrated circuit 13 (and hence the device)

inoperative.

Normally, the integrated circuit 13 includes a random number generator unit,
such that the pair of keys will be different each time they are generated

according to the differing random output of the random number generator.

The device further stores within it a predetermined "secret key", denoted here
as "I". This may be stored for example, in the memory 3. Alternatively, it may
be stored in the integrated circuit 13. At any rate, the key is preferably stored

such that it is very difficult to extract from the device without making the

device inoperative.
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9 W now turn to describing four nodes of operation
of the device. Note that certain devices which are
enbodi ments of the invention will be capabl e of
perform ng all these nodes of operation, while other
devi ces which are enbodinents of the invention are
only capable of perform ng one of them 5 Note that
t hese nodes of operation are d&scribed, for the sake
of sinplicity, wthout reference to the concept

menti oned above of verifying user identity wusing the
bi onetric sensor 7. However, it is to be understood

t ed nawtued td @@scrwgﬂﬁﬁ?ﬁo@@sséf bﬁ&‘étl@ﬁ%‘f@hé@%&lce Note that

optionally include eps (e.g. after data i
r egii@istasyigasomicheare @mlmglmamtsmf ihie ibventian wil tmkat:apatsie of

d,.the identit
 RBloghPa B8 B o B0 o B Bl Bt O
demb@dlmént@tﬂﬁké%vé?ﬁ%ﬁra?etdwy gayane P PeHRrMhgde of them.
further steps of the process. 15 1. Verification by

devi ce of data received by the host In this node of.

ORJ%'E@{ 'a??heé oY di%pe aﬁaokH Srel tr%% L ARk E O plicity,
et 5 FosHBRRG kgrithe sake of Sitm

as acces

r wnuutcreﬁérehOetth ¢he eon@éptkﬁantlcﬁmﬂj él@ové/ ef Védfyinpéllsetr gentity
host has recejived the_data correctly. 20 The steps of

t HF189he biIueticasansgs 71 Bloweavsr, 'h'ﬁdoebf? ndristaad lhagan)'e of the
it MBAR0) YRR 0 SIRSE g
heaqrieatedijrost thieadkvice)tihavhigbiometrit e |sll)1put to the biometric
| SRR and e enity o ByAt Sata ahcbipMeri Beleeprerctomcip the
2HevitBes Mhdtied BRRoRNRE Wl el itidHs'3 rgrdy?g%éegt%bgl Hne

the secret key i transmts the
kB{Pa&Seo t he host (step 3). The device further 10

1. Verification by device of data received by the host

In this mode of operation, the device is able to transmit data to a host which
has access (e.g. within itself or its own resources) to the secret key, and to
verify that the host has received the data correctly.

The steps of this procedure are as follows, and as shown in Fig. 2.

In a first step, the host signals to the device that it wishes to receive data
(“requested data", denoted here as A) stored in the memory 3 (step 1). In

response, the MCU 1 instructs the integrated circuit 3 to generate a public key
Z and a private key K (step 2).

The MCU 1 then encrypts the private key K using the secret key i and
transmits the encrypted private key K to the host (step 3). The device further
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transmts the data requested by the host (step 4).

Note that this requested data may optionally be
encoded by the MCU before it is transmitted to the
host, e.g. using the public key Z. This can be done in
various ways, such as by a symmetric encryption (e.qg.
using i ), or using the private key K One 5 preferred
possibility is to generate sedBnd set of
public/private keys, transmt the second private key
to the host encoded (e.g. using i) such that the host

. can decode it, and then transmtting the data encoded

usangmit ehes aaméq@@b{edf:by fffé/héﬁc(ﬁtéﬂ‘@)t Ndi@ ttﬁkﬁ%us%ﬁuested

decrypt it using the second private .
%%tasraav optireglly be engeded bt mM@bJobefgte ibis tratesrdétﬂdde the

t 8 riyate. key. K usi
t %ﬁsgg’ %’snr{gﬂ@m i “Cq{% gzjldy |£{%§e\% ?]ne(' eV %@Wﬂ . such as
t hyear@quaetr@bmyptldmée §Naibig e;doﬂiﬁslrﬁ@tﬂé"Srl\MB'He? K&ne
the host decodes it using K 15 In step 6, thé host

uB"@:f,ertr% pgseipility isogangsate S@;@nld @i@ftpubh@/eqm@tetl@ys transmit

(e Pl ArfEREL B nhedaloet AL §SERURH ke nos
vearsdecodd itt aed tresrugahsditiiied the da@perfnoh)edtusuﬁq]ﬂ@s“&@\d public

hash resylt ééj noted here as A'), and using t

pER e Tha) the PgstrrnechRbitssigtw sesonripTvatales. 2)
as a digital signature. In step 7, the digital
signature is transmtted by the host to the device. In
sNete that tie seleret &ey ( isomotetdnsnitted Mt of thevdevité es t he
digital signature using 25 the requested data A. One
way of doing this is for the device to hash Ato

prmﬁé?&s fhe ﬁ%&?@e&zed@s’ th@rﬁlv%?é RéP'K Gé]ﬁg %ﬁ 5L@et key j i it already

ure using th ceare
c'ﬁT‘fPVédlnE!he(O:ﬂS@pihet 121)9 reauaswdrdatg wamen(zkypiesi exingthe public key

B, &%ﬁ?&tl gﬁ§%‘e?l‘]‘ﬁ6’ﬂfﬁ alternative way to verify the

drgitals be for the device to use the
requested data A and the private key K to produce its

own versi on of
In step 6, the host uses the decrypted private key K and the requested data

set to generate a digital signature. Preferably this is done by the sub-steps of
generating a hashed version of the requested data (step 6.1) to produce a
hash result (denoted here as A'), and using the private key K to encode the
hash result (step 6.2) as a digital signature.

In step 7, the digital signature is transmitted by the host to the device.

In step 8, the device (normally the MCU 1) verifies the digital signature using
the requested data A. One way of doing this is for the device to hash A to
produce A' (step 8.1), and decrypt the digital signature using the public key Z

to produce a result called B' (step 8.2), and verify that A’ is equal to B' (step
8.3).
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the digital signature, and verify that this is
identical with the digital signature received from
the host). Note that in this variant the public key Z
is never 5 used. This nean that the invention can be
performed even if the private key K is not part of a
public/private key pair, but rather is a key used for
symetric encryption. If thedd is no match, then the
host has not correctly received the data and/or 10
the private key, and the device then inplenents (step
9) an appropriate transm ssion failure procedure,
wiAircaltenmative Waycte \eeifdthegdigitabsionatgre weskhge féothehdevice to

host and/ or bl S own, oper t| on, at | east for
Sk &%*Pﬁf%ﬁeaa‘@ %%dfée Eate ke Rith @Tougs ity pwapyassion of
etélgltéltsﬁgﬁatbfb Fdrﬂi vedif§ %tﬁﬁlqu%&ﬁga%&mHé digital signature

alteri ng over al oper ation si gni f1 cant

elsemme@! fr@netbeshoﬁt nﬁlpte) thatom dhis wabenmefml’a‘ned@qsz ssomm/er

e T e B B R o505 e 8 ke

WBaTUi panedf 4 pabhaphvate kegei=at, ian ré’cﬁb%s@ﬁe;‘r Bsb8 for symmetric
per f or msd once, rather than whenever the data Ais

r%W@'% 2. Verification by the host of data
received fromthe device 25 In this node of operation,
the device is able to transmt data to a host (not

nléd:leaemas inoymatuh, ieen the laestesss it doheclg te&Sivé® e dadand/or
e host is ablgto verify that it has received the

aoré‘@t?' &8Y1 9N ﬁ"r?ed%w@%éh% inplEgeRts (sdem B¢ aaraprigpriate
f@éﬁé}%swﬁ‘ﬂ%llﬁ?e ﬁ u|’é‘ vili Eh ngaeyvlnéRjdlL,%ethhfaf\&%rﬁ n

st ep, ost s s tot I ce tha
r eeskage tathe h()Str eqdlmtdasiabdilagats owire nperaficny ateast Ctrread
(step 1). In response, the MCU 1

| Bt AmnDn i
i RSP ?ﬂ St egrated circuit 3 to generate a
public key Z and a private key K (step 2).

Note that the order of some of the steps in Fig. 2 can be changed without

altering the overall operation significantly.

For example, step 8.1 may optionally be performed as soon as the requested
data enters the device, and the hash result A' may be stored in the memory 3.
This means that the hashing operation only has to be performed once, rather

than whenever the data A is requested.

2. Verification by the host of data received from the device

In this mode of operation, the device is able to transmit data to a host (not
necessarily one having access to the secret key), and the host is able to verify

that it has received the data correctly.

The steps of this procedure are as follows, and as shown in Fig. 3.
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51n step 3, the device (normally the MCU 1) generates
a digital signature using the requested data A It
may do this by the sub-steps of hashing the requested
data A to forma hash result A" (step 3.1), and then
encrypting it wth the private key K (step 3.2). The
host then transmts the data, the digital 10 signature
and the public key Z to the haat (step 4). The host
uses the pubic key and the requested data A to verify
that the requested data A matches the digital
signature (step 5). For exanple, it can do this by

um adirdtiséep, duaeﬁisemgda:sﬁtoﬂgé@e?ii{éethéf ﬁ ;\?ﬁﬂrﬁzsstbsfe%‘éiuetdata
I gl tal Si
pbtﬁ an%&%fd%%gggr%tn &yrlg)s%ﬂwgedjn thefr%gnory $ (etgma? ) 1
ect .
%ecsglbbgg fhii Iﬂg‘(l:ﬁg'rlﬁé’lﬂﬁﬁ {r{né‘g{ntéﬁg eﬁé R:[L}Its:? goobé?%r@t%gﬁubhc key

udlageisa pGV@tarkG}’dﬁl(ﬁyEpR)Whl | e keeping still keeping it
such that it is still consistent with the digital
signature (and still neeting any ot her predeterm ned

ClestaptEths Hbgige( nSrrﬁaIIy fhe/MCR) ‘?‘)% rlué?raYgH %IEiedﬁal g@natqrﬁ using

intended to operate wth an appli
bhedsaeesteddiatad. It may dmithis by the smb-lstenshef liaghéng the

B 198k FATRR AR S b 1B 2P eryping i
cwitp thepricatal keyals Ksteb(t&‘:iz gl |=f.d>sﬁart'aéar‘pﬂ%m@ifmtéthzé"a'a%1 the digital

keep its hash value will change its characteristics In
o?'ﬂg?t%%‘d th@Ub“ﬁﬁ%Z@th@d}ﬂShgﬁt@B§ )in the context
for which it is intended. 25 To nmake this yet nore
difficult, optionally the public key and the file A

mhbe bost usemthe pulsd keg padaherpquested data i toRerFP et dhe
RAleelh Gup el Birtefet ke Golelriomue (b parter erarople, itcan

A e e
t fRErYPYRg H‘t%‘ﬂlggélrﬁgaaf@se asipgithe q:aubbty key @nid formvaatesukey. If B'

ZAN e%?ﬁa? 'tcf ot %ér)( this indicates that the data is correctly received. A hacker
will not be able to fool the host unless he can modify A while keeping still
keeping it such that it is still consistent with the digital signature (and still
meeting any other predetermined characteristics — e.g. if A is a file which is
intended to operate with an application, the host will be able to detect the
modification if the file it receives is not compatible with that application), which
in general is an extremely difficult computational task. Most. modifications of A
which keep its hash value will change its characteristics in other ways, e.g.

make it meaningless in the context for which it is intended.

To make this yet more difficult, optionally the public key and the file A may be

transmitted separately, e.g. at times spaced apart by at least a predetermined
interval.

3. Enhanced version of the second mode of operation of the device
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the sequences of steps may be as follows: 5 1. The

devi ce generates a public Key X and a private Key Y
2. The host generates a public Key | and private Key
Z. 3. The device send the public Key X to host 4. The
host send the public Key | to device 5. The device
hashes the nessage Ato A 10 6. The device encrypts

A using private Key Y to pro#ldce digital signature

7. The device again encrypt both the data A and the
digital signature with the public key I, and sends
the encrypted data A and the digital signature to the

hasfariafién Bhetve séeorbalodeastaiperstidmbsthéadévicd has tHoadFitional
the, fol | ow Eg steps: 1. The host will decrypt th
t

cIeGH4TER ERige Lot SRneFates ARuRIcIkeY | andpicbakien 2. Snestiically
e é@@bﬁ@és%ifgfgg{s%gy HeQY ¥bhR. host can do this

t
decrypt, since only I has private Key Z) 2. The host
will Hash the data with the nessage. 20 3. The host

i1 t. the digjtal sj t i th blic Key X
M t nef e HBVige Garichlesd nublf R asdipprista Key Y~
dgcr ypTﬁ@ﬂo@P&eﬁé}%tébaégﬁﬁli@ﬁg?'l ﬁjaeﬁ'rg\id?é Key®ans that

ed. ere

the data has not been alter ore no hacker can
h&ck t hlee devicegens thepuliieKayaXtohost/en access 25 the

o i gi age, A Furt her e, this schenme provides
alrif adgﬁb? ﬁ%ﬁsﬁq’@,e PY I'ng%ﬂffq Jevigtmpar ed a schene in
vhi ch The dgeizertishes thé nidksagRys talaand Y is  onitted.
4, Bionetric digital signatures 30 14 Another

pBssi bl ke AevicReansYPlsA' Usingsitvaiel Kaydé toprashmeatigital signature
e’ STAEskRe A Eh sERLBb. AeT=0 2B PHE STRR! SBrnature it

the public key I, and sends the encrypted data A and the digital signature to
the host.

When the host receives this data it performs the following steps:

1. The host will decrypt the digital signature with private Key Z to produce
A and the digital signature. (Only the host can do this decrypt, since only it
has private Key Z)

2. The host will Hash the data with the message.

3. The host will decrypt the digital signature with public Key X. If there is a
match between the result of the decryption and the hashed data, then this

means that the data has not been altered.

Therefore no hacker can hack the message since they cannot even access
the original message A. Furthermore, this scheme provides an additional level
of security compared a scheme in which the generation of the keys X and Y is

omitted.

4. Biometric digital signatures
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fromthe nenory 3. In particular, it my be

suppl enmented with bionetric data received by the

bi onetric sensor 7. Thus, this data too may be
securely 5 transmtted to the host (in the sense that
the host can verify that is has received exactly the
bionetric data transmtted by the device), and the
host can verify that it matcHds biodata to which the
host has access. This is particularly convenient
because it neans that the host can verify both 10
that the nessage transmtted is what the device sent,
apfofHes pdsBitle Féthemdiftiof tHabcBh® nisdY oft Jik?ed'ﬁﬁéﬁ%@ﬂwé device is
the individual with whomthe host expected to .

t hatdhe datand mawbesupplemeniedopith datd whistids nof necessarily taken

' ' resent in_15 sone .enbodi nments .
oRBhieristitry 3. T ateufires iy ke sUgRBRUER A biometric data
gezveivaid oy theobiopidtie tensoHir | Thiks tiisidata fso ARY B sedurely
Verificatjon of identity of host 20 In this case, the

. y : :
deaneraitied tortheihasy (Rithe sgnpe dbat thedwsp gan iverifyetpat is has
AR ' | - tur
SRR et b o B e b n TBYRT A e o
kegn peiifydhat it @yatphes basiate tawbithiihierhddttagideesst y,
but . the device does not know the private key. Upon
connecting the device to a host, the device receives
fTRI® S fb%rﬂﬂ:ﬁﬁérlyacé’tﬂéhiérﬁtbe%%‘ﬁgg‘?ﬁﬂeﬁﬁé Rt tHE Host 3%[) ?/erhé/ both
key of the 25 authority. The device Is arranged to us
t that the messagedransnitted keyhabtheedéige sbat, anttesal i the

(PR R GR0 Tutapandtin ediaeiioCyBl e 1y Bt

t bxsedtéd donanvhtt the device operate under the

-control of the host. For exanple, the device may

contain an admn area of the nmenory 1, and may only

. ! _ ; : 20 ved
(i g 0fh RO OBl LS BoRMtEhbA VDT fiktsnt i
o$orngeathboginuints o thesiewehtion gt vefsisie dotrite edeMbyg €hé §eneration

' i - ivate k associ at ed
PGPS Uil kB B e Qs Pr i vate key

1. Verification of identity of host

In this case, the device is provided with a pre-stored public key associated
with an authority (e.g. the manufacturer of the device). The public key is part
of a public key/private key pair associated with the authority, but the device
does not know the private key. Upon connecting the device to a host, the
device receives from the host a data set produced using the private key of the
authority. The device is arranged to use the authority's public key to verify that
the data set was produced using the authority's private key (this can be done
using known techniques). Only once this is done will the device operate under
the control of the host. For example, the device may contain an admin area of
the memory 1, and may only modify the admin area upon instructions
received from a host of verified identity.
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5 with a user. The private key is part of a public
key/private key pair associated wth the user. Upon
connecting the device to a host, the device transnits
to the host a data set produced using the private key
of the user. The host is arranged have access to the
user's public key, and to use the user's public key
to verify that the data set wd8 produced using the
user's private key (this 10 can be done using known .
techniques). Only once this is done the host w |
operate under the control of the device. For exanple,

t he host nay be a conputer arranged to performa

t ans n Suc financi al transaction, and the
host ‘S%P%/tq{éh?r“éﬁ%actl on under the
control of a deV|ce of which the identity is verified
as descri bed above. 15 Although only a single

eliibis ease. te deviseiis peoniden withsa preestoded pnvﬁkedmyaassomated

SR T B PRSI i LS 00 RS paiesosica

Falth exatipee UpdteeSatedtingth8 -dedicentd dh8st, the H8®ce trans |ts to
publ ic/private keys are generated togefher during t

Hrpt &t d3/8 set progusad wsiag the prlmt@ghedt@fdheuusem The mest is

t ance
AN S P B IS8 RulEksD atd DB B RRr s e
nleaﬂ;o’rwvé}lfy hatl the eigta setwasipredvesd dsingane U@éfs phb@te'\l@») this
| d be ahle to access them as required fromthe

r@?ﬂ)ﬁ? dang: yRlpg KBOWRARCIyEAUES: OnlveRtathipas dope thenbost will
SSﬁé’f{éi@ ﬁnaér %ecfb?\tgl g’f: Jget dévige Fblex pl%@l?\%{%t?ﬁey g")g

dai ns a storage devic
t anu’erfaurar“@edrtsfp@ﬁdmga umsacimtm sudteasvadindnesdl $ranshetion,

4 e FOEPS ohpPBe B  RLR I R g 8 B8 o
f whithathd idemting i Vérifidl datasémbead above.

Although only a single embodiment of the invention has been described many

variations are possible within the scope of the invention as will be clear to a
skilied reader.

For example, whereas in Fig. 2 and Fig. 3, the public/private keys are
generated together during the method steps, in principle the integrated circuit
13 could generate public/private key pairs in advance, and the MCU 1 could
store them for example in the memory 3 until required. This would mean that
the MCU 1 would be able to access them as required from the memory, rather

than generate them as part of the sequence of steps of Fig. 2 or Fig. 3.
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host, a master control unit for transferring data to
and fromthe non-volatile nenory, and 10 integrated
circuit nmeans for generating at |east one key, the
devi ce bei ng arranged, upon receiving a conmand from
host requesting data, to tragsmt the requested data

stored in its nenory to the host wusing the interface

SSmhd on, and to transnit a key generated by the

TT#%grated circuit nmeans to the host using the
interface section, 15 wherein the device is further
rranged to generate and tra it.tp.the . host. .or to

flecerbBorthBieiata svge® deviieciilip ket B of f2bsietlipd Sser

ddig bebiesmhestskie daviee tbmprisingest ed data for use in

verifying that the requested data has been correctly

r eceid/Bentyplatiiememery foostering ugeydata. according to

ol ai = . ; . e .

2 Fori et Septoitol RARAG alefHombard fEfhlifg datdto -

host,anently stored in the portable storage device,

the portable stora device further bei arranged to .

ver i 14 MEREr N0k AN foj AT A SNy e ot vofatie

rHéHRﬁ¥t5HH generated key and the requested data. 25 3.

A devi'ce according to claim2 in which the digital

si gndntegeated gicuituceans foy geasrating atHeastans keyd data to

generate, a. hash result, and encrypting the hash

7 esultfe deVics Beino AliRnoed PR ECeg 3 teriand drom a host

2§ Ge5KHg data0 trrin SR aRE réestéd Batd 'stobddin itdiemory to the host

generated key is one key of a public key/private key

yring the interfacy ssictiony apd tatraesmita ke aeaeiaéed by theintegrated

S VLA g, 2,

wherein the device is further arranged to generate and transmit to the

aLLOYD WISE

host, or to receive from the host, a digital signature based on the generated key
and the requested data for use in verifying that the requested data has been

correctly received by the host.

2. A device according to claim 1 in which the generated key is transmitted
in a form encrypted using a secret key which is permanently stored in the
portable storage device, the portable storage device further being arranged to
verify the digital signature generated by the host using the generated key and
the requested data.

3. A device according to claim 2 in which the digital signature is produced
by hashing the received data to generate a hash result, and encrypting the hash
result using the generated key.

4. A device according to any preceding claim in which the generated key is
one key of a public key/private key pair.
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6. A device according to claim1 in which the
integrated circuit neans is 5 arranged to generate

the generated key as one of a public key and a privateLLOYD WISE

key, the device being further arranged to generate a
digital signature using the 47equested data and the
private key, and transmts the digital signature and

g he /S‘d@k/ic% éiﬁ%r&ﬁé é@f:latnﬂ% ﬁlnhe\)éhlﬁﬁ the Yert flca‘ﬁg‘ﬁed’f'tﬁé digital

according to clal in wh he requeste

signatudeis performethindhp deymet using thﬁapmimﬂfqy and al so
bi onetric data obtained froma bionetric sensor of
the device. 8. A device according to any preceding

&l ai M@%ﬁ/%@%édrdlng @ @feint1 inRhichIhé aREgEited cltatidmeans is
an encrypte orm 9. A device according to any
%&ﬂ%ﬂ%ﬁ

@framﬁﬂ 152 t&*@rﬂﬁnegawg keyRroaee of 8 pibHs key a@ﬁ'da private
'tﬁé 6abia’be Jl"fjﬁefr %"rra%gattgggnéfaq@%sd@Ral%ﬁatﬁ%’ﬁ&ﬁg the
on a 1 O

the evil ce tric verifticat
rtelqeestetelrdatalaﬂﬁrthetgnvhm keyyrand tsamsnoits thieodigitali signituee a0d the
the bionmetric sensor with pre-stored

received n
W?@Wé?eryl ttlge deyicea devi ce accor di ng to any

precedi ng claimincluding a conpression algorithmfor
exploiting any redundancy in data received by the
Tevi cA devicecagqording to wclaief®irewbicbithe gequested data includes both

T8 BB it e Ry it Do BEBlEL R Tl T Mol plpfometri

sENdof of theldevicgevi ce according to any preceding claim
in which the interface section include a USB

connector and a USB i nterface device. 30 12. A device

oCOT AR Ca i 5 9 A B IR g
tb‘qwee&d dlét@YrDaWé?chrydtSdI&rmA devi ce according to claim

12 in which the interface section is for wreless
communi cation with a host. 14. A device according to

8Ny PARR EcIr@ing'tB &y HefediRy Tidi®h cdrsridlAg & Blemetric sensor
and verification engine for granting access to data stored in the device based on
a biometric verification of the user's identity by comparison of biometric data

received using the biometric sensor with pre-stored biometric data.

10. A device according to any preceding claim including a compression
algorithm for exploiting any redundancy in data received by the device to
compress it before storing it in the non-volatile memory, and a decompression
engine to regenerate the data before it is transmitted from the device.

11. A device according to any preceding claim in which the interface section

include a USB connector and a USB interface device.

12. A device according to claim 11 in which the connector is a USB plug
integral with the remainder of the memory device.
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5 including a narrowed end for use as a pointer. 15. A
devi ce according to any preceding claimfurther
including a canera for generating i mge data, and/or

a nicrophone for capturing audio data, the master LLOYD WISE

control unit being arranged t1® store the i nage data
and/ or audio data in 10 the nenory. 16. In

FHITOI Al R a @@'c?auﬂ inSWRICA9Ke ARYIS6 QEﬁtﬂfrﬂiisrfgr
|ng ost

to any prece 'ai m an a host conputer,

wirelpaes eommeumgation withedhest. transmit a conmand to the
device using the interface section to request data.
15 17. In conbination, according to claim 16 wherein

1he dgdevRel écc@@@iﬁ?db 'éﬁytdi’ecé‘dlﬁg Blaim Hdi/ihdﬁéfﬁoubﬁignﬂwe housing
arranged to generate a digital signature using t

ipeludingea nRErpwedenchioriusgassa paindelt a. 20 18. In
conbi nation, according to claim 16 wherein the device
is according to claimé®6, the host being arranged to

15e t Aelepidel accokdingtto awqrdré@edlhgtblalrhe‘urtheqme&tdmg daamera for
receives is the sane data which the device usdeata tﬂe

%Fé?’?é'?g'?gs mage data;.%lofs# @H%[PBP%"G iy captyping,audigr
nad{dt cghtrblqéi’mfJI Béﬁgfa rété‘@ fqﬁﬁgesdé%é %@/cﬁ%ﬂd&? data in
to a eV| ki n

hos e| ng o t hat
tflermen‘@msferrl ng user data bet ween hosts, and the
nmet hod conprising: receiving an instruction froma
host requesting the user data stored in a

fEN- V¢h biribindTRIMD BYpoHabld8atiestbiRje ASISS abtardirRf tol £t

one key within t he devi ce; 30 obtaining the requested
precadinggiainhand érhast icemputerrémhgstaanmputet heingcrstanged to

SARGRa! doroh8 hilfe Rfike Bfg 4RI Ao WLAORYY ddlfest data.

17. In combination, according to claim 16 wherein the device is according to
claim 2, the host being arranged to generate a digital signature using the private
key and the requested data.

18. In combination, according to claim 16 wherein the device is according to
claim 6, the host being arranged to use the public key to verify that the
requested data it receives is the same data which the device used to generate
the digital signature.
19. A method of transferring data from a portable data storage device to a
host, the device being of the kind that is for transferring user data between
hosts, and the method comprising:

receiving an instruction from a host requesting the user data stored in a
non-volatile memory of the device;

generating at least one key within the device;

obtaining the requested data from the non-volatile memory within the
device;

transmitting to the host the requested data and the generated key;
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generating a digital signature based on the generated
key and the requested data within one of the device

and the host; transmtting the digital signature to LLOYD wisE

the respective other of the device and the host; 5
the respective other of the dgvice and the host
verifying the digital signature to verify that the

nos: - 0iEtalih 3 TRt Beed dn LR GRS K Fnd the
eeuestededataayithis oneafdhe deeide ahd the hwst;or m encrypt ed

e P GRS ol e R IBRb ) P o el oo anc
fHeridyer being arranged to verify the digital

signature generated by the host usi ng t he %;:\'_nerat ed
key alti¢ respectivepelber etithgsdevice ang the postraitying doe digital

L83ty T8 S0 1RECHR ohRelEnas et Beeh e bidbed by the

ghatu usrng € priv
Begta. 22. A method according to claim20 or 21 in
which the digital signature is produced by hashing
the received data to generate a hash result, and 20

gg_cryﬂt,h 0 %c@?&lﬂ? t& Eith @ih"\?hibﬁ?h%@@ﬁ%@t@&jkgﬂ's transmitted
. A nethod accordrfng to any of clai 19 to 22°in
inha tdint ércryptesk usingl aksecreti keytwikichis petraahentiyostoeed in the

ublic key/prjvate, ke ajr. 25 24 A npthod accordin
Bortanig sivragBide itiar £hE PalBblistfraok deyie AR b arkatb to
P&y afher Aigital dtare"§enératdd sy HRVhES usH &é??%é?ﬁ@dl@e and
kerg.v 25. % met hod accordi ng ?% claim19 g|qn ich the y
therenquesiedidatai s generated as one of a public key and

a private key, the nmethod further conprising the 30

devi ce generating a digital signature using the

2 equeAtméethdatfccarding 6 cRiim\Z0 whefehy theRdsti gatiepalestthe digital
the digital signature and the public ke%/ out of the
sighatse usingythe\private key and the requested data.

22. A method according to claim 20 or 21 in which the digital signature is
produced by hashing the received data to generate a hash result, and
encrypting the hash result using the generated key.

23. A method according to any of claims 19 to 22 in which the generated key
is the private key of a public key/private key pair.

24. A method according to claim 23 in which the verification of the digital

signature is performed in the device using the public key.

25. A method according to claim 19 in which the generated key is generated
as one of a public key and a private key, the method further comprising the
device generating a digital signature using the requested data and the private
key, and transmitting the digital signature and the public key out of the device.
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26. A nethod according to claim25, further including
the host using the public key to verify that the
requested data it receives is the same data which the
device used to generate the digital signature. 5 27. A LLOYDWISE
nmet hod according to claim25 iy 26 in which the
requested data includes both data present in the
nor X, i i t: i .
oo T e L 08 i "o using the
pablirkeyoto varify that 1te requested data it reasives isdbe same date which
an?'Ls tragfnittedtf{onythq device to the host in an
IR S¢S penate G digly SgRalif ng to any of
clainms 19 to 28 further conprising verifying the
user's identity by conparison of bionetric data

?&cei Aenethoragcondingte MaimiZ5 o%nghinh;the preuested data
e 8BS g SRl e, 4P By Sl 4S8 el Ricpte gprinee

fremha Bicheetaic dengot of theydevices! ai s 19 to 29 incl udi ng:
the device receiving data fromthe host, the device
expl oiting any redundancy in data to conpress it, and

bhe dﬂ%éﬁ\oat%fdoﬂﬂggtto iaﬂytoff‘ %Idﬂﬁgg‘gotbaﬁ inSwhiéh the F&40ested
and upon the data i ng frequested by the host

datgda dnansimitted fromithecdenice ta thertwst in angnctypted forhe

devi ce.

29. A method according to any of claims 19 to 28 further comprising verifying
the user’s identity by comparison of biometric data received using the biometric
sensor with pre-stored biometric data, and upon this verification for granting

access to data stored in the device.

30. A method according to any of claims 19 to 29 including:

the device receiving data from the host, the device exploiting any
redundancy in data to compress it, and the device storing it in the non-volatile
memory; and

upon the data being requested by the host regenerating the data and

transmitting it from the device.



