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a set of authorized users' receivers. The nethod
provi des a conponent key for each possible subset X of
wo emeilsss with fewer than k nmenbers, where k PGI/EB2006/000992

predefined constant. An injective ordering function
pl aces the subsets X in a particular order. For the
subset of aut RUMMARYQETHE INVENIION ets X that do
not contain nmenbers of the privil eged subset are

[0003] det édnw aspett ofthe dismigsed énventi@yprovsisde geaupdkeyigeheretiarhmethod for
such subset X are identified. A pseudo random function

a set of autiiized akes racivarpuThe b0 PRPATSRtcokpaemt ke FodaeH possible
with subsets disjoint fromthe privileged set with a

subset X G ré&iveeSwith 7@Rertharl 1 nichfbeR %Ereq@ig lapechielied BSnstant. An injective

i njective ordering function, and outputs a group key.

ordering f{mglon Gplaceg{hré 'ilb&%spﬁcﬁ %ﬁrt}cnﬁaghﬁpl PGS | %lﬂ‘) (e8¢ Rihorized

a recel reS|s

recewers,ttf;%ws&?zt&g@némsﬁ%ﬁaﬁ%ﬂ%&f (Gl BB SR Fpmine.

nponent keys and a device |ID,_ For each device, there
The compiogerie) passeciaing wathsaghsudpbise it arg idpniified. o pspiedorgndam
each possi bl e subset X of which the device is not a
function thartides as wipstsghe comhporsnbkets sseciesslovitlh subsete dysjgiat from the
receivers with fewer than k nenbers. Upon the receipt
privilegeddet ithra sviel legatargk, an phed@fiérdefined by tHednjeetted arderisg function, and
tanper resistant hardware determnes if the receiver
qunusagﬁmgkgsnber of the privileged group. If so, logic in
he t anper resistant environnent determ nes the
subsets X of size less than k that do not contain
[0004] penbirethesfaspess opthiewdisciased inyeRiips Previdesa FicoilYgs Wih@ tamper
ordered as determ ned by an injective ordering
resistant énwirohment. thakiperfoonpgmep kek egerawso dihatampaiiretistaienvironment
ordered groups are applied as paraneters for a pseudo
stores a plad1dQ oY Eetpdrieankdyd ahbe devideID dFot aickdebiye, tthereds atdedsngne
function. The output of the pseudo random function is

stored co%P%nJa%EEléé’}} ¢ RE8F0AH AR a8l pBIRITR s BESCRLP LA th¥ddvite is not a

member, wherein the subsets X describe every set of receivers with fewer than k members.

Upon the receipt of a privileged group definition, the receiver’s tamper resistant hardware
determines if the receiver is a member of the privileged group. If so, logic in the tamper resistant
environment determines the subsets X of size less than k that do not contain members of the
privileged group, these groups are ordered as determined by an injective ordering function. The
component keys associated with the ordered groups are applied as parameters for a pseudo
random function in the order dictated by the ordering function. The output of the pseudo random

function is the privileged group key.



[0005] Figure 1 is an exenplary content distribution
systemin the context of the disclosed systens and
woreiohooss4 [ 0006] Figure 2 is an exenpl ary receP@EIB2806/000992
key derivation system [0007] Figure 3 is an
AES- XCBC- NAC enpl ' function. [0008]
Figure 4 i82ak A= SH Sy X ()
function. [0009] Figure 5 is an HVAC SHAl based
[0005] exefifduae | imanexenplas cpnient distrihutionsysicabinghe eprijext of dhe
DETAI LED DESCRI PTI ON OF THE I NVENTI ON [0010] In a
disclosed gatthsrinddsdthadary system as shown in FIG 1, a content
provider 10 transmits content to one or nore receivers
15 vja a_transm ssi on nmedi um 2Q. .One exanpl e of such a
[0006] condégtre dés ?‘\/@W@V&r‘é‘iﬁ‘f% S{P@Y BWQUBH SBﬁ"%ﬁdcast i ng
sent via over the air transm ssion, cable, digital
[0007] Videg, bt 9adeasEsCRVBL Maat BAski bRemMlhryl Mixey fidktigH. ot ocol
net wor ks and other multinedia delivery systens
including Digital Miultimedi a Broadcasting (DwvB) and
[0008] MediFagrodtimyn BM4AGuPHa | basaderxomplasy mex() fynséienof
content and transm ssion nediuns would also fit this

content deliv I nd fit within t .
(00051 EAEReS8) BYBNY FoS Rl T AP SRR v
could be distributed via this nodel include audio,
length ket ext , vi deo games or interactive media. O her exanpl es
of suitable transm ssion nmediuns include radio
broadcast, cellular, Bluetooth, |EEE 802.1 Ix, nesh

net wor K PPANVE D9 QORIPRIONANE THE IRNENO@IN1]
Content "providers often provide a variety of services

to their users. This allows the uysers to tailor,t .
10010] 5o, JP EserEREsFpesea oSt Edrr 1 hrer Rai b gransmits
In the context of . o .
content to one or more receivers 15 via a transmission medium 20. One example of such a

al .“ L L .v

content delivery system is television broadcasting sent via over the air transmission, cable,
digital video broadcast (DVB), satellite, or internet protocol networks and other multimedia
delivery systems including Digital Multimedia Broadcasting (DMB) and MediaFLO™ Of
course, numerous other types of content and transmission mediums would also fit this content
delivery model and fit within the context of the invention. Other examples of content types that
could be distributed via this model include audio, text, video games or interactive media. Other
examples of suitable transmission mediums include radio broadcast, cellular, Bluetooth, IEEE

802.11x, mesh networks and wired/opﬁcal WANSs or LAN.

[0011] Content providers often provide a variety of services to their users. This allows
the users to tailor the services they receive to suit their individual needs. In the context of

television services, for example, users can choose among premium channels, pay-per-view



tel evision services, for exanple, users can choose
anong prem um channel s, pay-per-vi ewevents and
womodermsd programm ng. To facilitate this varP@r/182006/000992
content providers typically encrypt sone or all of
their content and only. al.l ow authorized receivers to
events andyn-Agrpandygagemming, |edpaiitatedyisrvarieecanisnf prdders iypigadly
pur chased, [0012] Consistent with the encryption
encrypt sogyesireuth ofttheir eamerdand pniyallderasithppizod receiypsi to e¢rapiduomteant
and software to encrypt at |east sonme of the
correspondlibg s thetsteices oind eget pamhaseécei vers 15 wil |l have
har dware and software to decrypt content. The
receivers' hardware could be egbodied in g wde .
[0012] v ar iComyisiont wHbitkegreryriion sy, 8° CoPEREQY TS Agéxéil oy
box, a nobile term nal or a general purpose conputer. )
hardware argl sedivviratorenchet seleastispyie of theHenanitied sonisat andheeavers 8 will
receivers' hardware and/or software will include a
have hard wamrpad sofwasttadecypivecantamire ke k6eivérat hadwhai qvsld beeembodied in a
information and logic required to participate in the
wide varie@N6f Jlide@fos ¥ sdreple, allREvistdHORE topeBik i Mdbile fetinirti BB berkdal-
hel ps to ensure that users attenpting to defeat the

purpose cGRFE¥PITORaYAh ¥R LBu9lor RRVECAPEES ScHethel iR ¥ &% Birdware
secrets. The tanper-resSistant environnent 16 can be

and/or soif\ﬁ;(ef'g gk;ri? %%%c%lag?%ﬁretsﬁ?an? ?ﬁé&%gﬁ% figt &%%n%ﬁkg\mfohﬂation and

nagemen

. encryptj.an/ decrypti on_ .syst ver, ralses a numb

togic requip f Pl ET B Ko RN SYSCUR-af N PUGFIHS LAY R rGHCHt 16
managenent and dj stribution of secret keys and

helps to el&ﬂ“&o&?’t‘l‘ﬁ%s ajisapting (o Aefettitheerchytiopsy Eap d\){Qs“Qtt Haverfspsito the
of systemreceivers or the nunber of discrete

system’s sgerstsy pihiedampsrenssistapbgryimesmeslr ifecap by cmpedigd rinansbeldberexstems
daunting. [0014] The di scl osed systens and net hods

and methqals dvibde i tie arthe ef fi ci ent and secure generation and
di stribution of the keys required to encrypt and

decrypt content. The disc|osed systeng and net.hods ]
(00131 51| SYRBEERLTE o rEHE I BHSOaaPS B RGP Gt 3 mumber of
recei vers' tanper-resistant o
difficulties. One particular problem is the management and distribution of secret keys and

algorithms used to practice the system. As the number of system receivers or the number of

discrete encryption events becomes large key management becomes daunting.

[0014] The disclosed systems and methods provide for the efficient and secure
generation and distribution of the keys required to encrypt and decrypt content. The disclosed
systems and methods allow both the content provider and authorized receivers’ tamper-resistant
environment 16 to generate matching keys from a set of shared secret information and logic.
Moreover, the disclosed system allows the content provider and the receivers’ tamper-resistant

environment 16 to generate matching group keys for a subset of authorized users. The definition



envi ronnment 16 to generate matching keys froma set of

shared secret information and | ogic. Moreover, the
waelt®ehosed system all ows the content provider BOHIB20&5/000992

recei vers' tanper-resistant environnent 16 to generate .

mat chi ng group keys for_ a subset of au&gorized users. .
of authorizathgroup llews thsronteatipiesides tod ingit drpupnhes R€ cRerEpQsHRVERE and it
provider to limt the nunber of encryption events and
also limits tHe aatcmt bf infdrsatibe transmitted, sherebif, enbamcingrihe peonsiti efithelsystem.
t her eby, enhancing the security of the system [0015]
Speci fically, the disclosed st.e t hods . ..
[0015] pr o%ﬁ’e&éf%lah% the, lealé’ﬁ‘?qs/sé'ﬁeg]ﬁ aB? %e&%our% p%;elacsigfoﬁ a Gerivation of
br oadcast environment where th roup keys do. not .
group keysis udpadepttaRHEO TR ABTR 1 BOBHEVLHQ R T5Y e I ATy fiign about the
recei vers' tanper-resistant environnment 16. The
secrets stoied ipdre-re@sveat dampenesisienheyirongenisl on ddwdamper-iepisiagtrent
the key derivation scheme and store conmponent keys.
environmeSOTPRIREdedkie Y pRins the ke tiyrikatips seltepreeahd store lsemponent keys.
receiver's tanper-resistant environnent 16, which
DaM&rri sRIREEE therdcBiger €@ peetesiytam enticoriniat 16,
Conmonmggg*%g's digfﬁﬁbution to the user.rgreferably, each

i L ESl L fo @Rld¢vist BIuesriblRNKE Vit user.
which Coufrdg{qg&gr%g%l @ggggﬁg}#ﬁ%&? gr ooup ke\;/ f or trﬁe al?t horiuzsgfj
at the receiver

sets th .S
Preferably; G 4R B REHE T REAT BT e s 2% 1ia Fed &R Rknps e erow
enerate group keys for. groups o i.ch it i.s_not
key for thqg,@m;z_ed [s%g _ﬂ@? t}p(%ceé%ﬁ%g gx’emggr %{] (ﬁ% tampes r&smtﬁ?‘c eanv%onment
receiver's tanper-resistant environnent 16, . include
need not stoey thediel/s ateid6m ZeRImEABr RDACEN T SELRF & bis npph member.
whi ch stores conponent keys 205a. [0017] To generate a

[0016] par t‘EJIQ%: g)La?rEng,rfg %B%\gxg Yo RRE2 L h& L RPPeimpe St gétaR environment 16,

envi ronne s as input a group definition 210

. and, .optionall alt 220, whi | Spo:
includes kﬁ}’ gﬁré‘fatleaﬁg eg?f%/ 2’042;1%1 SEFYTE Sttogagg(‘zgh:g,r\?%ﬁc% ggg%ﬁgmoﬁenti?(eys 205a.
definition, tinme of day or sone other paraneter

[0017] I ndependente PpartibEaCEENORSNL06S @yetamper-enistaneetvi@hmehel 6 takes
dintegrity of the encryption systemis naintained, a

as input a(r%?c% | LB D ntATRGA; Jﬁ§h§1§y§@£lt 70/ iR B Mor &Qarple) a @ObaI constant,
utput a group key if the user i's a nenber of the
specific to a certain group definition, time of day or some other parameter independent of the
component keys. To ensure that the integrity of the encryption system is maintained, a receiver’s
tamper-resistant environment 16 will only output a group key if the user is a member of the
group. This requires a device ID to be stored in the secure storage, so the receiver can recognize
whether it is a member of the group provided in the group definition 210. Advantageously, even
if some of the derived group keys are exposed to users attempting to circumvent the encryption

system, the long term secrets in the tamper-resistant environment 16 remain secure.

Fufthermore, even the risk of group key exposure can be mitigated by frequently changing the



group. This requires a device IDto be stored in the
secure storage, so the receiver can recogni ze whet her
w0 2oosa14m84renber of the group provided in the grOUIEB2006/000992
definition 210. Advantageously, even if sonme of the
derived group keys are exposed to _users att ting. to
salt parameggrr mmgenweceem%ﬂs w agpepbsmof qﬂam&eg gFoHp Will not be
secrets in the tanper-resistant environment 16 remain
able to confpatthe gratprielyeximgrtes disslesedirhethed becaude iydensmok bgve the needed
exposure can be mtigated by frequently changi ng
parameterst 88 ﬁ%gtelﬁaplajmﬁi@ﬁ; thérefoaelds hotdnsedasolady envier tatripat-rasistandt
a menber of the authorized group will not be able to
environme Os'%‘ﬂérﬁliﬁﬂﬁélg&l‘?é’ﬂﬂerlfﬁ){ a4tk b Ghetiugorios@ growpt hod
ecause It does not have the needed paraneters. The
systens protection, therefore, is not based solely on
[0018] t heFdrahppurppssofthimmdiscassian;, drereht) is agsamed e hathesat of all users.
whether it is a nmenber of the authorized group. [0018]
Of course, iPthe ifglcpienpaa obh folhswtat Seussaiconproyier seghtdpemte multiple
assunmed to be the set of all users. O course, in the
independentHRBIRNG aldt Q= ) b8 thdHite SMBIBR. (TR arhepovieopickes value k
m ght operate nultiple independent domains U. Let n

that deﬁne%) Hglggﬁstg&%l ﬁtﬁfsy{%ﬁeg%,%&%{éﬁ ten. THS s 6QRRERRE dPAMSItBERinimum

a val ue i nes the resi stance of the

st ) e B e AP R e o

tanper-resistant environngnt and .col l,ude to,de t ..t
the encryplfR FSTICor IS GREREN THL SR GHoBE- N ppRteatto

decision. A |large value for k Ieads,&g | a ger ?unber
larger numbkr ilgey's but reselsings epery BFOEHERYHIRbI ng{ Eﬂﬁliet PRt li gontrast, a
harder to defeat. In contrast, a small value of Kk
small value e kiréssilts in aldsesbustotysisn, bytgeetitessuelafive]ysmalernumber of keys.
relatively smaller nunber of keys. For exanple, if Kk
For examph@Sf B&las 8ét & 2, fhbeysya tvermldibeiseduivesdeng asghatnpsngesagant
the tanper-resistant environnment renai ned secure, but

environmdnk rdiBndSLESreObktaf RRfudeheobifaEEhs sediets i€the tamper-resistant
. tanper-resi stant environnent they could collude and

eﬁvironme%%ﬁf%?@%nl% c%}’l%&?ﬁ%d lgrg%%%]reﬁgst&hrst inj ective ordering

ion f at tran the nenmbers of set U to set
Z,

[0019] A first injective ordering function f that transforms the members of set U to set Z,
i.e., f: U—Z, such that the members of U are ordered into Z. Moreover, for two members a,b of

U, a <b if and only if f(a) < f(b). Another injective ordering function g(X) is defined to order

f(u) ,
subsets of U. An example of such a function is g(X) = 22 . Any other functions that
ueX

provide injective ordering for subsets of U, however, can be used and would be readily devisable

inthe art. A key is assigned for each possible group X in set U for which |X| <k. Akey K iis



i.e., f: U"Z such that the nenbers of U are ordered
into Z. Moreover, for two nenbers a,b of U a <bif
waeaeondey4 i f f(a) < f(b). Another inj ective oPCEIB20¢/000992
function g(X) is defined to order subsets of U An
exanpl e of such a function is g(X) Any other functions
assigned whiaeeti ug()pinwnh dbemativecdesiga, 8} tedisslpshisrrelatipg &q keysfcragtes part
however, can be used and woul d be readily devisable in
of a key whéte tiag iemalhdeeysf ihe kag & gemel ong swcher poxeiddee group X
in set Ufor vvhich | X <k . Akey K. isassigned
In an al ternative desi al |
[0020] gj sEPb%%?Pé‘eY@FéPF FEREGToeEANt 8%&’:”&?%8’?‘? S&re%thﬁéﬁys K_i that
where the remai nder of the key is created u5|ng_ .
correspondhteciuhests pf Yowidusies lepohaok of sthickt is ngé ¢ imeaber h&his (together with
tanper-resistant environnent only stores the keys K.i
the key detih@foncimserétsppdretb w)dnplibstbsless thih kintdmbsry ef Uassundbéentolcompute
of which it is not a menber. This (together wth the
the group K@o%bh%&iﬂﬂﬂcl@ﬂﬁ?hfd}ﬁﬁ alb@dnte). i mplies that |ess than
ers of U are unable to conpute the group key of
gr s of which they are not a nenber. g
[0021] gro gye@rmmfrwrhoze BESET i dpﬁnqﬂiearsmékﬂhla%w ewhse‘hof Y containing
the subset of U containing the authorized receivers. Y
the authorized vegsivass. t Yieeryeanghe gfoupidefinitior 280 seviby e eanéent prrvedar
provider. Alternately, the set of users not in Y could
Alternatel$ gthy ectas utdre ngr ialp coldd sariv¢ aothe ghmp defingionh dior e duthpozgsl group
Y the group key 206 is generated by enploying a
Y the gro@l?é#%ﬁ@@%t@&' B¢ Ein@rdytrpad pseado-taakmain@iddl thitaay take an
nber of "inputs of an arbitrary length, in the

arbitrary n‘ﬁ?rﬁ}e? 5§/n9t1tstcﬁ* @n %kﬁﬁ'!ﬁ?%ﬁg@h GRtHeQBniEk¥ 9 the BREIBWEIHBE mix().

par aneters mx() are derived fromevery

Fora glveﬁé?@g%t, Xx%a;rgrryetev\'ps f%pmll%ﬁ are#én&&?ﬁ'oﬁ& Q/% %Sét%%&%lch IX} < k that

set I1s a

L KA

U- Y are used as the paraneters faor

has an assppiaipddicss Kid stprechby pash sfqiier bt Ko Tyl 161 %‘*1 3 om U 'Y are used
addition to
as the parameters for mix(). Moreover, they are used in the order defined by g(X). In addition to

the ordered keys K_i, a salt parameter, as discussed above, may also optionally be sent along

with the group definition and added as a parameter to mix().

[0022] As mentioned, a salt parameter may be passed as a separate parameter from the
group definition. This salt may be required to be of a certain form (e.g. exactly m bits in length
or at most m bits in length). Therefore, if the salt does not satisfy the criteria set for it then the

group key-derivation fails, thereby, providing additional security.

[0023] Three exemplary mix() function implementations are disclosed below, two based

on HMAC_SHA1 and one based AES_XCBC_MAC. For the provided disclosure, the binary



the, ordered keys K i, a salt paraneter, as discussed
above, may al so optionally be sent along with the
w@emapigef i niti on and added as a paraneter to PER(B2006/000992
[0022] As nmentioned, a salt paranmeter may be passed as
separate paraneter fromthe group definition. This
operator llé%}lﬁedﬁﬁ)ﬁeﬁfélb@é‘a{!l?art%“?‘b @Ecwsea NERIETORS Qthey #rﬁpl(:‘@eatatlons and
exactly mbits in length or at nost mbits in length).
examples Fheuitbbrmjx() funchenssahid koeadilyglevisad withput depadinigtfeony the spirit
set for it then the group key-derivation fails,
of the invéh@heby, provi di ng additional security. [0023] Three
exenplary m x() function inplenentations are discl osed

bel ow, two based on_ HVA based
exampLiRd ot N TORGh SPRE G AV e 28 Gsur ot ne

bi naryoperator || is used to describe concatenation.

[0024] O Clus sestiondassribasa miHefunchph bassa vatA b GHaMagmpidescribed
of suitable m x() functions could be readily devised

in S. Frank¢lt ticadt abae paC drintg-Nodmartdie phgi Heetbagk mdve asmesmibied m NIST.
EXAMPLE M X() FUNCTI ON BASED ON AES- XCBC- MAC [ 0024]

FIPS-81: DESSVs @& DPOpeaten,iches avel WHS-CBICh AD ishasé By @feating a message
AES- XCBC- MAC as described in S. Frankel, cited above,

| n
s8R 313 Bty Codngs ey eacr

AES- CBC- MAC i s used by creating a nessage
[0025] aut h&pséwhatandone Soeti¢MaCefibgd asingpar@s:tén (CBCjhbased ag AES-
described in NIST. FIPS-81 . [0025] A pseudo random
XCBC-MAMeHat ompus upab ij Ad$ tladisag npated mihe figpuf kf the fupctipnhasedES
on AESXCBC- MAC that outputs up to j AES bl ocks as

key, a bit 9@8@60et ARS bIRRYITHHISIRE afeiRBbic@Rk I Sx @N. AES key, a bit
strl ng x of AES bl ocks. The bl ocks are denoted x_ I

_ 0026] AES k(x) is used to denote encryptl on
[0026] vvi t hAREsk@c erusgd & degiote eaiphor sth HED erene 1rgln glakeipxkblock x

using key k.
[0027] AES CBC MAC k(x) is used to denote computation of a CBC-mode MAC

using AES with key k over plaintext blocks x. The input is assumed to be of suitable length (i.e.

a multiple of the AES block size).
[0028] The pseudo random function is computed as follows:

1. Letkl = AES_k(P1).

2. Let k2 = AES_k(P2).

3. C_1=AES_kI(AES_CBC_MAC_k1(x) XOR k2 XOR 0x01)
4, Forcnt=2to]

C_cnt=AES k1 (AES_CBC_MAC_ki(x || C_{cnt-1}) XOR k2 XOR cnt)



[0027] AES _CBC MAC k(x) is used to denote conputation
of a CBC-node MAC using AES with key k over plaintext
whbkwelsies4 The i nput is assumed to be of suitabdBIB2006/000992
length (i.e. a multiple of the AES bl ock size). [0028]
[0029] | N Seegﬁggdqi{"ag ffnr{‘ff%#c%‘étg'la Rllys 2 ”p“ttg,iﬁaes%blo@sl ¥ fata The
AES Kkl (AES_CBC MAC ki (x) XOR k2 XOR OxA) 4. For cnt =
mix(salt, k¥ of, kCrpdtnctionsssngey defaed asBC MAC kI (x || C {cnt-1})
XOR k2 XOR cnt)[0029] The pseudo randomfunctl on
al ways cr e The
m x(galt ?alt %Swog%doﬁfﬁ?C@é&{i*% ?‘éLﬁ defi ned as:
1. = seugozrandomfunctlon (k_I , SALT,j ) 2. For
cnt Z o tlrdp ®nt = pseudo random function
(k_ cnt T {cnt-1} J [ Q03Q] The const ants. Pl and P2
can be defiged P&?u%rP’P 0“%\@‘1"8% (aenpl_fentpd, one coul d
for exanple use the values Pl =
[0030] Ox01DH0xsEL6 T 10dFR0-20 b defiabatotillazsdompas P1 1= P2. One could for
0x02020202020202020202020202020202. [0031 ] This m xQ
example dsenkd vaAnes IsE0k810101@L 01O OL O 10101 Q10her endP2 s t he
nunber of keys in the input) that is the key for the

0x020202abberd2026b@0o0w200§R32] FIG 3 illustrates the
i npl enentation of the exenplary mx function based on
AES- XCBC- MAC for the case i. =1 and cnt > 1 and salt
[0031] s tHeismingtiancdionassalis ina bikstringg m grhere m is the number of keys in

the input) that is the key for the authorized group.

[0032] FIG. 3 illustrates the implementation of the exemplary mix function based on
AES-XCBC-MAC for the case i = 1 and cnt > 1 and salt is the length of exactly one AES block.
K_i301 is applied to AES blocks 302, 303 and 304. Constant 305 P1, defined at will such that
P1! =P2, along with input with key 301 are applied to AES block 302. The output of AES
block 302 along with salt 309 are applied to AES block 307. The XOR 311 of T_i,{j-1} 310 and
the output of AES block 307 is applied to AES block 308 along with the output of AES block |
302. Key 301 and constant P2 306 are applied to AES block 303. The XOR 313 of j 312, ais
defined above, and the output of AES block 303 is applied to XOR 314 along with the output of
AES block 308. The output of XOR 314 and key 301 are applied to AES block 304 to output

T i, j 315. The procedure results in the block T_i,j. If only one key is a member of the

privileged set and j = 2, then this block would be the second block of the output group key.



Ki 301 is applied to AES bl ocks 302, 303 and 304.
Constant 305 PlI, defined at will such that Pl | = P2,

w@bk@eglasss h i nput with key 301 are applied to PESIBM@@00992
302. The out put of AES block 302 along with salt 309

are plied to AES bl 7 XOR 311 of T.i,{j-1
EXAMPL];: MW&W@E@M&%@ wﬂ@ﬁ—%ﬁg%w is applied to
AES bl ock 308 along with the output of AES bl ock 302.
[0033] Key T30 HMAK _Sbiislt based mx(Bhmctipe isagopicmdat impkethan the k
303. The XOR 313 of j 312, as defined above, and the
implementatibp desopibedbimval Aqiselﬁmarahdx)rm fipictienl tai@g)iﬁﬁnﬁdidrse(kong) that
with the output of AES block 308. The output of XOR

outputs j 334141 %[Bikkeh\é d3Q%ibad th NI IFERSS 1 80-AESedak O ksh3Ddndapd A6 gX4t(160-
, 315. The procedure results in the block T_i,j.

bits) of da a g_lggl 4 kg}nﬁ ahﬁx bhtS rﬁlg@ D€ ferRfie BPFIM’ACVSHRQEQ xs)%tHﬁ@@_SHAI

en t k woul d be the second

o5 R B S PR N SESFRL Y

somsv\,hat sinpler than the inplenentation described
above. A @sesdiAangidml{lyrdtoxn)taki ng paraneters (k,
X, j ) that outputs j SHAl blocks, as described in

NI ST Fl BS;180= 3, pecure Hash St andard bl ocks (160-
bits) of data given a key k and a bit string x. W

d d '
sy T g ot o
[0034] fun Clgﬂeo?nse I ragqﬁm fur§¥$8 Jail'v‘@yé ﬁfeates %&T%I {mcﬁ% (|1 }So-bits) of

{ t-1} cnt) [0034] The pseudo randomfunctlon
data. The gligsgl, léﬂeat dis m) funcdion igpey d Bﬁp%f‘éléé (160-bits) of data.

The mx(salt, k_I, ..., kjtn) function is now defined
as: { T_IL—f)rf(er_i,(sléli! j salt,j)

2.Forcnt=2tom

T cnt=prf(k_cnt, T_{cnt-1}, )

[0035] This mix() procedure results in a bit string T_m (where m is the number of'’keys in

the input) that is the key for the privileged group.

[0036] FIG. 4 illustrates the HMAC_SHAI1 based mix function. C_i,0 is considered to
be an empty string. The XOR 404 of Ipad 405 and the iteration of K_i 403 is applied alongywith
Salt in concatenation with C_i, {j-1} in concatenation with j 401 to Secure Hash Algorithm 1
(SHA1) 402. The XOR 407 of Opad 405 and the iteration of K_i 403 is applied along with the
output of SHA1 402 to SHA1 408 to create C_i, j 409. This procedure produces one SHA 1

block of output. Iterating for each value of i over all the required blocks from 1 to j produces a

10



2. For cnt = 2to mT_cnt = prf(k_cnt, T {cnt-11}, | )
[0035] This m x() procedure results in a bit string
wa20s(inees e mis the nunber of keys in the i npedl/IB20e000992
is the key for the privileged group. [0036] FIG 4
illustrates the HVAC SHALl based m x function. Ci,0 is
sequence of dhesks & o (vdetremanthemympes of input keyhethatOrhetOepnoftengiediproduce
405 and the iteration of Ki 403 is applied along with
the group l&gl.t in concatenation with Ci, {j-11} in
concatenation with j 401 to Secure Hash Al gorithm1
4 The XOR_4Q7 405 and the iteration
EXAMPU(%SZ&(% F E&CT@T\EB@%Q&%% Ig%% the out put of SHAI
WITH A VBIABLENANGEH KIgY create Ci, j 409. This procedure
produces one SHAl bl ock of output. Iterating for each
[0037] val ke vfe of vaviebledérigth keysreittuHMAIC b3 I3 AK sithplaims nt epgeds up the
. produces asequence of blocks C n (where mis the
mix() functiunbighifehnily e nkegsl, K hal., WherfusaheahaniatcethpRreddid ¢6llows:
the group key. EXAMPLE M XO FUNCTI ON BASED ON
HVAC S WTH A VAR AB%{E- b]lE H KEY {0037] The use of
var i abl elF-&AdtM Aepd il iMaCKsmagald 1)t i es and
speeds up the mx() function significantly. The
m x¢sal t poKedt =210, k_N) function then is conputed as
follows: 1. T I ="HVAC SHAL(K 1 || ... || K.n, salt ||
0x01) 2. For cnt - 2 toj T _cnt = HVAC SHAL(K 1 || .
|| K_ent %HMACFJ,SITQ{(&_II-IHL}- |N_rcmaly [| TOO3&]L } lirenthi s
function all the keys are concatenated together in the
[0038] or dér therefunpiéan dlthe feys aip eendateaaisd degeileg irf thecrdaylefingdby the
ci pher - f eedback and counter node are conbi ned and
injective oodemipgtharcttion. The cipher-feedback and counter mode are combined and computed

by HMAC_SHA1 over salt.

[0039] FIG. 5 illustrates the variable length key HMAC_SHA1 based mix function. T 0
1s considered to be the empty string. The XOR 504 of [pad S05S and K_1|... || K _n 503 is
applied along with Salt in concatenation with T_{j-1} in concatenation with j 501 to Secure Hash
Algorithm [ (SHAT) 502. The XOR 507 of Opad 505 and the concatination of K_ 1] ... [[K n
503 is applied along with the output of SHA1 502 to SHA1 508 to create T j 509. For the
disclosed function, in the case that j > 1 (if j = 1 then the previous block would be omitted). Ipad
and Opad are again constants of length equal to the concatenation of the keys as defined in H.

Krawzyk. RFC 2104 — Keyed-Hashing for Message Authentication.

[0040] The many features and advantages of the present invention are apparent from the
detailed specification, and thus, it is intended by the appended claims to cover all such features

and advantages of the invention which fall within the true spirit and scope of the invention.
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by HMAC SHAI over salt. [0039] FIG 5 illustrates the

vari abl e | ength key HVAC SHA 1 based mix function. T 0O
w0 gsooconsB4dered to be the enpty string. The XORPGDIB2006/000992

Ipad 505 and K I || . . . [|] K n 503 is applied al ong

I n ¢concatenation
[0041] con?alr@ﬁrmrwwetwer%fn?%w legliony aﬂrré%fr?}nﬂpwl I [l occur to
(S 502. The XOR 507 of Opad 505 and the
those skillegd mﬁle:.antattpbnot(ﬂesu@q thpt the present igventigye ilglltgélg(p thegxact
along with the output of SHAl 502 to SHAI 508 to
instructioc aichoeeratibnS00strafalr ankiesatited lhosdn  Acovedingly, all puitdhée case
that j > 1 (if j =1 then the previous block would be
modificatidfk hﬁ&@duwdl&ﬂﬁtf@ﬂﬂa@@ﬁes@ﬂ@d fgat iteraled te il swithinlteangiobe of the
equal to the concatenation of the keys as defined in
H Krawzyk. RFC 2104 - Keyed-Hashi ng for Message
Aut hentication. [0040] The many features and
advant ages of the present invention are apparent from
the detail ed specification, and thus, it is intended
by the appended clains to cover all such features and
advant ages of the invention which fall within the true
spirit and scope of the invention.[0041] Furthernore,
since nunerous nodifications and variations w ||
readily occur to those skilled in the art, it is not
desired that the present invention be limted to the
exact instruction and operation illustrated and
descri bed herein. Accordingly, all suitable
nodi fi cati ons and equivalents that may be resorted to .
are intended to fall within the scope of the
clainms. CLAIMS 1. A group key generation nethod
conprising: for a set of receivers, provide a
conponent key for each possible subset X of receivers
with fewer than k nmenbers, where k is a predefined
constant; define an iterative ordering function that
orders the subsets X;

claims.
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for a subset of privileged receivers, determ ne which

subsets X do not contain nenbers of the privileged
waosat46and i dentify the conponent keys associ BEEIB2W(00992

each such subset X; define a pseudo random function

that takes an arbitrarn: Hqﬁgi of conponent keys as

i nputs and out puts a gregg—rey; and use the conmponent

keys associ ated with subsets qof X of size |ess than k
L. not A 8FAURIksY gnsratiiemethgd COMBIIHAEY | | eged subset as
Inputs to the pseudo random function, wherein the
congdonaset off egesivarse propyplei aexpmponehickey Jeiuchoh passitdesubset X of
function in the order given by the iterative ordering
redeineed ivixh faner thinek edefiists, ohetetieispgeedidinedoagant;unct i on
Is a privileged receiver specific group key. 2. The

et hRENOhn GbAkNE drdethl RBICHER T bRieRGhe dfbsaddi;t i onal
iterative ordering function that assigns comnmponent

key Sfol: Q s@&%ﬂoefsd#g@g%e .ecéverlhﬁt&ﬁgﬁ%qghi?& s&ﬂs@{s'& do not contain

1wherel n, I'S perforne e receiver; an

m TR P R Bl PRl HoR B UL P A B stptf whe cach

claim1l, wherein the pseudo random function is based
SUBhSUREEHERC- MAC. 5. The method of claim 1, wherein the
pseudo random function is based on HMAC SHAl. 6. The
met Hisdinee pseudorrandonpfimcpmthahtak pearpybiicey rambymi component
function takes an
keys as inputs and outputs a group key; and

use the component keys associated with subsets of X of size less than k not
containing members of the privileged subset as inputs to the pseudo random function,
wherein the component keys are applied to the pseudo random function in the order given

by the iterative ordering function and the output of the pseudo random function is a

privileged receiver specific group key.

2. The method of claim 1 further comprising:
an additional iterative ordering function that assigns component keys to each
subset X.

3. The method of claim 1 wherein, the method is performed by the receiver; and
wherein the receiver only performs the method if it is a member of the privileged
subset.

4, The method of claim 1, wherein the pseudo random function is based on AES-

XCBC-MAC.
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additional salt paraneter. 7. A receiver conprising: a
tanper resistant environnent, conprising storage and
WO o@bit14684 pl ural ity of conponent keys and a deRCTEB20E5/000992
stored in the tanmper resistant environnment, wherein
there is at |east gne_ copponent key corresponding to
S.cach pomsiote e d: whewi Bhpeshdp randoge Bingben schaes om
menber, wherein the subsets X describe every set of
r ecelvBAS_SHAN. f ewer than k nenmbers; wherein upon the
recei pt of a privileged group definition, logic in the
6.t anp€he methodtcdptaimry whemrireintthelpieadorareont fuactiarbiakéssanX
that do not contain nenbers of the privileged group,

eacha&ligthal kAt parhifieef.dered as determined by an
i njective ordering function, the conponent keys

7'assogirggeq‘giervgomrigﬂg: ordered groups are used as .
paranmeters for "a pSeudo random function and applied in

t he O{der décRﬁ{ed.q¥ thgcord%q ngcfqutiqnn and
wher &R HR SPGBV BPHRE BIRLTEE AR U on is a
privileged group key, 8. The recejver of.claim?7, .
wher 2PRIFIHY Oh seripeenaias #d AdEYe D iSEOT‘EfL‘s“etge kper resistant
AESXCBC- MAC. 9. The receiver of claim7, wherein the '
epdeaaent, adgonin thercisiableastonp gemporant kppnevrsipanding to epgh possible
receiver of claim7, wherein in the pseudo random
sufbaeicX obwhichkibs reznivaddinbt @mambsg vhepzn dreetubsetd X deberibe every set
program product providing group key generation
of@BF &S At fewer than k members;

wherein upon the receipt of a privileged group definition, logic in the tamper
resistant environment determines the subsets X that do not contain members of the
privileged group, each such group is ordered as determined by an injective ordering
function, the component keys associated with the ordered groups are used as parametérs

for a pseudo random function and applied in the order dictated by the ordering function;

and
wherein the output of the pseudo random function is a privileged group key.
8. The receiver of claim 7, wherein the pseudo random function is based on AES-
- XCBC-MAC.
9. The receiver of claim 7, wherein the pseudo random function is based on
HMAC_SHAIL.
10.  The receiver of claim 7, wherein in the pseudo random function takes an

additional salt parameter.
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a conputer readable nmediunm program code stored in the

conputer readable nediumthat defines an iterative
wo@e@eniqsgs f uncti on that orders subsets X wherECHIBO&®0992

X are subsets of the set of all receivers having | ess

than,a pre-determ ned.nunber . of nmenbers: program code
1 or AcrpramRofish BN ERTRIFY SRR S tigon

recei pt of a group definition determ nes which subsets

X do2 porppeshrcadablampdidiibers of within the group

definition and identifies a conponent key associ ated

W t hpregoim sedsistorad sethe Xpmputeryreadetdo dedsnwthatidéfines he iterative

conmput er readabl e nedi um conprising a pseudo random
ofideting fumatibi eiat bals@subsetaX pivhérakybsetsibare subsatoopiha estiof all

keys as inputs and outputs a group key; and program

re6819€rs HaPing deds Rhdnhepre ARRMh Bled ABEPEmBREEYM t hat uses
t he conponent keys associated with subsets of X that

do n?xgog agﬂ]%; .enst&:@ otrh? g%gﬁepreﬁﬁ%lg Bﬁﬂ%ﬁgﬁ{a.i E}Lc%rLrgE]eiﬁtsof a

i npu € pseu uncti on, erei

nt lied to th d d s
sPORBETohon AoFR 6T yERRsh e b PR Breh 2eT FE TRt wipin e
function and the qutput of the pseudo random functi.on
group delipition pag, it SPIRPABSRCopia8SQpabepWRRRgach such subset X;

program code stored in the computer readable medium comprising a pseudo
random function that takes an arbitrary number of component keys as inputs and outputs
a group key; and

program code stored in the computer readable medium that uses the component
keys associated with subsets of X that do not contain members within the group
definition as inputs to the pseudo random function, wherein the component keys are
applied to the pseudo random function in the order given by the iterative ordering
function and the output of the pseudo random function is a privileged receiver specific

group key.
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