FI LE SCANNI NG TOOL CLAIM OF PRICRITY UNDER 35 U.S. C. 119 [0001] The present
Application for Patent clains priority to Provisional Application No.

61/ 164,276 entitled "El ectronic Discovery Systeni filed March 27, 2009, and
assigned to the assignee hereof and hereby expressly incorporated by
reference herein. FIELD [ OOBHLESGANNNGerOMdlnents of the invention
relate to net hods, systens and conputer program products for a file
identification tool and, nore particul arl managi ng the collection of data
from peopl e within ancéﬁ%@#gFﬂ%@QRﬁﬁﬁkﬁﬁ@éR§5ﬂé§d§L I1&ct roni ¢ di scovery,
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el ectronic data i's sou ocat ed, secure searc e intent of
usi ng bi/1a42eyedetede Hletranicdgatovproseeannfledaviarrbdir 2008, setassighe@so the

i nvestigation |, farensics investigati or.the |ike. E-discovery can be
car r i eB S Beiept s Y SRR AR EBRPY SYEEPST Bl be accompl | shed in a
networ k environnent. [0004] The nature of digital data nakes it extrenely

wel | -suited for investigation. In
FIELD

[0002] In general, embodiments of the invention relate to methods, systems and
computer program products for a file identification tool and, more particularly, managing the

collection of data from people within an enterprise.

BACKGROUND
[0003}] Electronic discovery, commonly referred to as e-discovery, refers to any
process in which electronic data is sought, located, secured and searched with the intent of
using it as evidence in a legal proceeding, an audit, a securities investigation , a forensics
investigation or the like. E-discovery can be carried out offline on a particular computer or it
can be accomplished in a network environment.
[06004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with case, whereas paper documents
must be scrutinized manually. Furthermore, digital data is difficult or impossible to
completely destroy, particularly if the data is stored in a network environment. This is
because the data appears on multiple hard drives, and because digital files, even if deleted,
generally can be undeleted. In fact, the only reliable means of destroying digital data is to
physically destroy any and all hard drives where it is stored.
[0005] In the process of electronic discovery, data of all types can serve as evidence.
This can include text, image, calendar event data, databases, spreadsheets, audio files,
multimedia files, web sites and computer programs. Electronic mail (i.¢., e-mail) can be an
especially valuable source of evidence in civil or criminal litigation, because people are often
iess careful in these exchanges than in hard copy correspondence such as written memos or
postal letters.
[0006] E-discovery is an evolving field that goes far beyond mere technology. It gives
rise to multiple issues, many of which have yet to be resolved. For example, identifying data

required to satisfy a given discovery request, locating the appropriate set of data that has been



particular, digital data can be electronically searched with ease, whereas
paper docunents nust be scrutinized manually. Furthernore, digital data is
difficult or inpossible to conpletely destroy, particularly if the data is
stored in a network environnent. This is because the data appears on
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{0009] Once data has been retrieved, preserved and, in some instances, scarched the
electronic data may be reviewed by the requesting entity, such as a law firm, securities
commission or the like. While large requests are generally suited for online review, the
manner in which the data is presented for review adds efficiency to the review process and
ultimately drives the cost of the review process. Therefore, improvements in the manner in
which data is presented for review are also desirable as a means of increasing efficiency and
reducing costs.
[0010] Lastly, once the digital data has been reviewed, data identified as relevant may
need to be produced in a tangible format for further analysis or legal evidentiary purposes.
The produced documents must be properly identified and include necessary redactions and
confidentiality markings.
[0011] Up until now, e-discovery management has been conducted on a case-by-case

basis, meaning all tasking and workflow related to the e-discovery is based at the case level.
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printed materials, provides for the ability to filter or search the data so
as to reduce the volune of data to only that which is relevant to the
request. Such searching is typically acconplished by determ ning a specific
date ranqe for the request, providing key words relevant to the case and
the | i Rech magnesineneties nptillopelon fagr indaaydnilivgnarecgedaiiacasnomeed to
further; efficl.ency: .0 ‘ ral -di seqvery. process. [ 0009] e data
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sui t ed'™ %ﬁwﬁ RRSeh arerBiaghd Mihdn RYRAERAS 5ﬁw\mke}g &trﬁéﬁ‘afgﬂawwée peayet ed for

revi ewgaldsaing fohicaiERGYirdRenthd BY 1igw process and ultimately drives the cost
of the review process. Therefore, Inprovenents in the manner in which data

is presented for review are al so desirable as a neans of increasing
efficiency and reducing costs. [08WMMaRYy, once the digital data has been
revie ata identified as, relevant n need to_b roduced in a tangible
For mat TEB7 i ¢ nEPPR S 8Tuf A GIRM TRIehFEm) prFaBt 880 Sl Sauces
documepiogrdil stodaers Parapatiopicl et ediad, andrtidt: UdprHeetssankidadaet i ons and
confidentiality markings. [0011]Up until now, e-discovery managenent has
been coWeEhedabHloy Bastechyuie disovE tabe phfisiony aad Post-g8Retghastarpedf | ow
rel ateg. to the.6: diseouery is based at the case level. Such management
does not allow for FEner granularity in the managenent of a case or for
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and, i feRAfhnt Sf"tlgég cuﬁﬂwﬁﬁe%#%ﬂ@ SRR ML H%%n%é gftﬁ APRR208, g&ﬂﬁ%ﬁ‘h% on case
requi rements an t?’ue 11 ke. SUM\/B\RY f 001 odi nents of the i nvention
r el at einfonsyisneitbe filetchous scam dhaampant ef structured data files and searches
databases, servers, systems, and individual computers for similarly structured data. The file
scanner outputs potential locations the structured data files originated from along with
additional information contained in the potential locations, which may have also been
compromised, as well as, employees who had access to the databases. The tool can be used
for various purposes, especially as a tool for investigators trying to determine how data
became compromised, the responsible parties, if the data included important customer
information, and the customers affected, so the company can notify customers if their account
information has changed.
[0014] One embodiment of the invention is a method of determining the origin
location of compromised information in a structured data file. The method comprises
receiving, in a scanning tool, format information or content information from the
compromised information in the structured data file, using a processing device operatively
coupled to a memory device and a communication device, and configured to execute
computer-readable program code of the scanning tool. The method further comprises using
the processing device for scanning databases, servers, systems, or computers for origin
structured data files with the same or similar format information or content information as the
compromised information in the structured data file. The method also comprises using the
processing device for outputting a potential origin location for the compromised information

i the structured data file based on the location of the origin structured data files scanned.
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program products for electronic discovery and, in particular, inprovenents
in electronic discovery that allow for el ectronic discovery to be
efficiently and cost-effectively enployed across a diverse enterprise.

[ 0013] General |y, one enbodi nent of the invention is a file scanner/craw er
tool whiahiis usedfirder 8e0Ed §ih blhemebdigicnt Of the aiRhOM, S6@ githf SHoBkINGN
related to a security breach, the extent of the security breach, and
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originated fromalong with additional information contained in the
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of conprom'sed information in a structured data file. The nethod conprises
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br ocesS RO HRUN BE Spsr At PUaTy "ot B8 Be h HER ek Buluifs oRn it

comunidein @By Fathat aNdle 6anplegunedn e exardlepaoankhest deadabl e program
code of the scanning tool. The nmethod further caonprises using the_
proces&¥Hg! devi cér y@rangbansinbrfigsiztdBemventiny Bsisg thppseeassng a?\’i%f?ﬁiut ers

for Or's&nﬂin%tcfa&é%ﬁws%é-\%%g Jtéﬂn&%r%&guée \or n%uéthfj@d!d%{a 198 rises

i nformati on~or contenf In grma’tlon as the co romsed information 1 n the

st r uct detednidatgahé chgent T ehawairipbovalsm thosmnhstsrigisistrgettifed datadiessi ng devi ce

for outputting a potential origin |ocation r .the conprom sed i nformation

in the?@iﬁpﬁjct ur eépgﬁﬁ]ﬁf poopt m{géae O&Pﬂéf“? 6@;? !“bvﬁ’lB?‘1=tuﬁ’élggf;“? Bfi°A“S¥%uct ur ed
L e RitYS 1 dalt Srvers, Bms, §oysstl for et S U ata’hile

data fibese REIEMEThe akAAIR] I éé’&&&@ﬁ A O £ anéﬁrmge FEatPhick he

invention, using the processing device for scanning databases, servers,
syst enspmpriscsappertieg 8 hEaler owisglilel s tssacitied edthdat sarhple eglut um theescaroedpr i ses

identifying a header Ln a scanned origin structured dafa file. [0016]In
anot heP SREUFHER S ik ifermR voHeind natdas BEssdg devi ce for
scanni n@2dat abas @s andiBdr @D dingdhs b?ﬂ%in%ﬂi@ﬁf&iﬁfbﬁhé pFREssfig @hvitehs uct ur ed
data files conprises determning the content of the header in the scanned

ori gi nsempetdarebdsedateaydrs, spstetho 1 Zpinpuipet foapaginstuelrtrddiatrelies vithtthe

I nvent isﬁﬁ'e OIUS%jnri]lgr %11?(%‘1&1%88 4 ﬁ}ier&%m%%/&u%gd In%rmation in the structured data files
comprises comparing a header or a sample value from the compromised information in the
structured data file with a header or a sample value from the origin structured data files.
[0022] In yet another embodiment of the invention, the method further comprises
using the processing device for determining additional information located at the potential
origin location that could have been compromised.
[0023] In another embodiment of the invention, the method further comprises, using
the processing device for comparing identifier information from the compromised
information in the structured data file with identifier information in the origin structured data
file to determine contact information for a customer whose accounts could have been
compromised.
[0024] In yet another embodiment of the invention, the method further comprises,
using the processing device for determining who had access to the origin structured data files.
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scanni ng dat abases, servers, systens, or conputers for origin structured
data files conprises identifying a sanple value in a scanned origin
structured data file. [0018]1In another enbodi nent of the invention, using

t he processing device for scanni ng databases, servers, systens, or
conputers for origin structured data files conprises deternlnlng t he format
of theld®¥pl e valuethenemhedigaheiedec onicglion @tarfdctswmmz,damla;ystpmeior [0019] I n

yet an%&t@ %n?rggtﬂg Hgirﬁtiogatxo %‘f'c&gi{mﬂt gc%d}ﬁolf%:;}g%% ité{]a:\st u(;j‘ q?ﬁ ?ﬁll g,?l\rliij,g for

scannlng servers Gred

data f s&mmgqawslyste& @aieised ninkgok ﬁ@cﬁ@ﬂb eBnnfnidalien §aAmd, end alpkckdmd he
scanned origin structured data file. [0020]1n further accord with an

enbodi #BYIEC of N§ HECTSHVERIEY 18R Is Tty ehiroupled e dimgnerderise rod thecanni ng
dat abages m HREUES aewéafgmm e SOTRILEL Sor Aliclch @l SHEHE W data T es

conpri ses assigning eader Tost y cia e sanpl e val ue
in the1&mamﬁ@mmnmﬂgnnm&mﬂucbu&ednﬁahmnémﬁenmmenomhﬁmﬁamphéwmahm@ndmes not

have the hea | n anot her, enbaodi ne of the |nvent|on usi.ng the
pr ocessSFAGY ‘Eﬂ’g\?lr‘@é ?of’% ERARISHE dte‘j’é{tcﬁb%l 8y cordig{rd ity cxequg eqpaput &rr Cé%’if‘u ters
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the conmprom sed information'in the structured data files conpri ses
conpar vt the hfeafdetrSlmrlalafosam]hﬁnmahmeorf goptang héow’mnamimmmbmrsnm ionin

t he strqctgreq d qf cder or..2,5anpl e val ue %ro the origin
St uct O Gt dara A el Febishy iR JER TShestHie «SREEa R SOrhERE frvener on
t he netbodufctiidansle GRIPIH $68 WTuRtit hhBtBAlACRESH BtV iof thd @mH&haem ni ng
addi tional information |ocated at the potential origin |ocation that could
have bédArBEinsrisHoswigctured data file based on the location of the origin structured data files

scanned.

[0026] In further accord with an embodiment of the invention, the processing device

configured to execute computer-readable program code to scan databases, servers, systems,

or computers for origin structured data files is further configured to identify a header in a

scanned origin structured data file,

[0027] In another embodiment of the invention, the processing device configured to

execute computer-readable program code to scan databases, servers, systems, or computers

for origin structured data files is further configured to determine the content of the header in

the scanned origin structured data file.

[0028] In yet another embodiment of the invention, the processing device configured

to execute computer-readable program code to scan databases, servers, systems, or computers

for origin structured data files is further configured to identify a sample value in a scanned

origin structured data file.

[0029] In another embodiment of the invention, the processing device configured to

execute computer-readable program code to scan databases, servers, systems, or computers

for origin structured data files is further configured to determine the format of the sample

value in the scanned origin structured data file.

{0030} In yet another embodiment of the invention, the processing device configured

to execute computer-readable program code to scan databases, servers, systems, or computers

for origin structured data files is further configured to determine the content of the sample

value in the scanned origin structured data file,



[ 0023] I n anot her enbodi nent of the invention, the nmethod further conprises,
using the processing device for conparing identifier information fromthe
conprom sed information in the structured data file with identifier
information in the origin structured data file to determ ne contact

i nfor o3q>p for @ RuGLOSREINIESEn %ﬁ@&meﬁt &i%laﬂw'@ﬁ@(&) e 6QbRE aelised.
[0024] yet anot her enbodi nent of the invention, th e nethod further

conpri S‘éﬁiwu@ﬁ tﬁqxtffhée ?I?Ibmégsﬁcﬁ@fibdjﬂemoé@m @Irdcdels@mrﬁambﬁgaswfﬁfadyﬁwe,ss to

t he or|

 mvent PoRRNE Finth il ARlFwet p83 & s ONEr OGR! wRRRE! FRBlo Riogh n°

| ocat i tiRelfhswoimpdomitls e qhxﬁlf)lér\mﬂlehﬁlﬂhd ftagnctoriegt sthetre@ti@a fiilé @hedihe file
scanni ng tOO| Sy stem conprises a nenory devi ce, a comruni cati on devi ce, and

a pr océ@g? ﬁda]éle@f’%“em*fh‘é‘v hebeadssi ng device is operatively coupled to the
rrermry ce ang, &%n&tﬂ%ﬂl‘) %rﬂ’bf‘?ﬁé’m% no"f‘lnﬁlc%%l{c §dit® co%)ﬁ%ﬁll’gde

corrput r-r adabl e program co to recel ve orfrat t| on or content
i nfor rrmtemnutércommtzﬂeemadahﬂeq)mﬁmﬂ cbid wrsemt danbases, kbrecs] gyseing edcotgivacfi | e.

The processi n devi al.s onfigured to execute orrput er - r eadabl e
progra ‘c?é’@éliﬁlc%ﬁcﬁgﬁ%?épéé% ?e%%(?"\% ted tg vamipre a hsp ‘Erd)i‘rﬁ&ta’éli’g? ° ori gin

st ruct ghgkhd %&ﬁ{)ifdnh@e?i 1%614%&{1&?11%%tr@tu1%ﬂ Rhiadlic ehMBleaidf 2 ra@ﬁw?%a%

content information as the conprom sed information in the stru ture&' dat a
file. Yo theovawsimgudmldatefiles. further configured to execute

co t er.-.r.eadabl amc t..a tential ori ocation for
CheP dofmarade Bl Bl B Ot R O Rinn G- D8 B2kt el BadubiBRY { e

| ocat i enftfurdde Rbdugd emﬁ%macitega% gk LdRSo FeRNARM adiiP8RE]ihRrhidher
accord with an enbodi ment of the invention, the processing device

conf i glicedrbtheretutial aimmlncation dadel Ehpiedyempopymised. scan dat abases,
Ser V.er EOI_ ngSt ens in ?thﬁ&’t.‘?i&“&%tép%&% qu 1(9 nvcrﬁ%i)i }%rtoléésesglé e'%fl%eflsl %urt% |s further

config to iden ctired Gata file.
[0027] bdﬂlfbgm@édlerex%ﬁb@ﬁhlﬁﬁﬁél &ﬁdztmlepﬂo@meﬂb@dmo cbllmgar@ﬁmsfer fgosleniose

configured to
from the compromised information in the structured data file with identifier information in
the origin structured data file to determine contact information for a customer whose accounts
could have been compromised.
[00357 In another embodiment of the invention, the processing device is further
configured to execute computer-readable program code to determine who had access to the
origin structured data files.
{0036] One embodiment of the invention is a computer program product for a file
scanning tool for determining the origin location of compromised information in a structured
data file. The computer program product comprises at least one computer-readable medium
having computer-readable program code portions embodied therein. The computer-readable
program code portions comprise an executable portion configured for receiving format
information or content information from the compromised information in the structured data
file, using a processing device operatively coupled to a memory device and a communication
device. The computer-readable program code portions further comprise an executable
portion configured for scanning databases, servers, systems, or computers for origin
structured data files with the same or similar format information or content information as the
compromised information in the structured data file, using the processing device. The

computer-readable program code portions also comprise outpuiting a potential origin location
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execute conputer-readabl e program code to scan databases, servers, systens,
or conputers for origin structured data files is further configured to
determ ne the content of the header in the scanned origin structured data

file. FROLBldfhr¥RiscangbResicRNhad slaturdf ddihald tivensn MR, lodakien pr oeessding
devi ce confi gur ed to execute conputer-readabl e program code to scan

dat abasesturs@dstefides ssymednsingothe PEeesHEr devMiGr ori gin structured data files

s furtan cont i Ul %é,gf\pﬁﬁ LY oRpSAMRhEMAL HR chilorf (RCAUBRGIBbLAIAR,

struct n ano er e I nventron,

pr oces sbiigueteMoe &a@@mpdgtab@sdes tmrm@syﬁmns; @r’rpmhﬁmteu’séad@m:ﬁe s@u@gmedmimaode to
scan dat abases, servers, éstem; nput er s for orig structuredq data

files ﬁkesf*’ﬂﬁ?ttﬂ‘léﬁafﬁ%ﬁﬁ@dﬁ’e gt 1&&!@@?@%} gapéent gt Pﬁé’ﬂafm*aé & SHRIPEISGEl ue in
the Scm&%aﬁ gl h{% sﬁ&lm%d%@ﬁﬁg% Aurflet @ondggpe%% ekt iANPhdaE: gbodi ment  of

the inventio processi ng device configured to execute
conput ecraﬂﬁﬁadagihetrpcm@daimadﬁde to scan dat abases, servers, systems or
conmputers for Orhlgl n stru red d confi

det er M#E81 he cot @M EMbR “%cé’llrﬁfl@w\}'é‘fedgo? ﬁls‘tﬁ’é @gi?rPé)&’%lr‘%urlgmeflguctur ed

data f lséa‘?m1ng,[<:@gi%a§e]slsrér\fe‘r'§ %Ps%m@%?Qéiquweﬁsrfoﬁ@n@H@f?ddztﬁﬁﬂtdaﬁff' !E@Qith fyent i on,
t he processing device confi gured to execute conputer-readabl e program code

to scasamababesesiorsel v sl,a’u@yslt @micnt prfoweriipntes the qoarpromisgH riﬂf§t1ﬁfﬁt9tnurl ed
wth e S G Bl o A EEL B BT R R RS R 4R TR The
sanmpl e s¥ahbeodgasuiatrddame filke header. [0032]In yet another enbodi nent of
the invention, the processi ng devi ce confi gured - .
[0039] In yet another embodiment of the invention, the executable portion configured
for scanning databases, servers, systems, or computers for origin structured data files with the
same or similar format information or content information as the compromised information in
the structured data file is further configured for identifying a sample value in a scanned origin
structured data file.
[0040} In another embodiment of the invention, the executable portion configured for
scanning databases, servers, systems, or computers for origin structured data files with the
same or similar format information or content information as the compromised information in
the structured data file is further configured for determining the format of the sample value in
the scanned origin structured data file.
[0041] In another embodiment of the invention, the executable portion configured for
scanning databases, servers, systems, or computers for origin structured data files with the
same or similar format information or content information as the compromised information in
the structured data file is further configured for determining the content of the sample value
in the scanned origin structured data file.
[0042] In yet another embodiment of the invention, the executable portion configured
for scanning databases, servers, systems, or computers for origin structured data files with the
same or similar format information or content information as the compromised information in
the structured data file is further configured for assigning a header most likely associated with

the sample value in the scanned origin structured data file when the sample value does not

have the header.



to execute conputer-readabl e program code to scan dat abases, servers,
systens, or conputers for origin structured data files is further
configured to conpare a header or a sanple value fromthe conprom sed
information in the structured data file with a header or a sanple val ue
fromthe origin structured data files. [0033]hi another enbodi nent of the
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BRIEF DESCRIPTION OF THE DRAWINGS
[0047] Having thus described embodiments of the invention in general terms,
reference may now be made to the accompanying drawings:
[0048] Figure 1 illustrates a network environment in which the systems and processes
described herein are implemented, according to one embodiment of the invention;
{0049] Figure 2 is a block diagram of an electronic discovery manager server, in
accordance with embodiment of the present invention;
f0050] Figure 3 is a system diagram of an electronic discovery manager server, in
accordance with an embodiment of the present invention;
[0051] Figure 4 is a process map illustrating the process of identifying the origin
location of compromised information, in accordance with an embodiment of the present
invention;
[0052] Figure 5 is a process map illustrating the process of determining potential
information compromised, the customer affected, and the employees with access to the

compromised information, in accordance with an embodiment of the present invention;



for the conprom sed information in the structured data file based on the
| ocation of the origin structured data files scanned, using the processing
device. [0037]In further accord with an enbodi nent of the invention, the
execut abl e portion configured for scanni ng dat abases, servers, systens, or
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DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0060] Embodiments of the present invention now may be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.
[0061] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the
foregoing., Accordingly, the present invention may take the form of an entirely software
embodiment (including firmware, resident software, micro-code, etc.) or an embodiment
combining software and hardware aspects that may generally be referred to herein as a
“system.” Furthermore, embodiments of the present invention may take the form of a
computer program product on a computer-readable medium having computer-usable program

code embodied in the medium.



[0042] I n yet another enbodi nent of the invention, the executable portion
configured for scanni ng dat abases, servers, systens, or conputers for
origin structured data files with the sane or simlar format information or
content intbrmation as the conpromnised information in the structured data
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further
or otherwise processed in a suitable manner, if necessary, and then stored in a computer
memory.
[0063] Computer program code for carrying out operations of embodiments of the

present invention may be written in an object oriented, scripted or unscripted programming
language such as Java, Per], Smalltalk, C++, or the like. However, the computer program
code for carrying out operations of embodiments of the present invention may also be written
in conventional procedural programming languages, such as the “C” programming language
or similar programming languages.

[0064] Embodiments of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that
the instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

F0065] These computer program instructions may also be stored in a computer-
readable memory that can direct a computer or other programmable data processing apparatus

to function in a particular manner, such that the instructions stored in the computer readable
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conprises an executable portion configured for determ ning who had access
to the origin structured data files. BRI EF DESCRI PTI ON OF THE DRAW NGS
[ 0047] Havi ng t hus descri bed enbodi nents of the invention in general terns,
reference may now be made to the acconpanyi ng drawi ngs: [0048] Figure |

i Il ust [;;?c ﬂ%ﬁr()ﬁﬁéw o] 5118@\@{ 119&“1??3 Lil{;i Llhé:\c,)t\ﬁ?i ghmgthlﬁtl%}ﬁl L%%W d{lﬂ iRk Pc%%ec%t? ﬁ%
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inventﬁﬂmnohﬁaégbﬁﬁgﬂmﬁhéﬁb&canbmﬁﬁ&lﬂb@@ma@%ﬁﬁMaﬂqelectronlc di scovery
manager server, in accordance with enpodi nent of the present invention;
[0050] H¥®Gie 3 i dhacepayiehpapeg: a]ﬁifwmaﬁI@W@é%rt&ri%kd.@M@}lwtﬁﬁrrfager serve

accor d@&%ﬁgﬁ@ﬂéﬁ‘mﬂ%l@ phadh 6@5&1}5?{1%32 ﬁ%ﬂ?%ﬁ%&;t cpgéa@it d]ﬁﬂatloﬂxglos%ér;s Rhgure 4 is a

process na ustratin SS O
performed on the computer or other programmable apparatus to producu a computer-

implemented process such that the instructions which execute on the computer or other
programmable apparatus provide steps for implementing the functions/acts specified in the
flowchart and/or block diagram block(s). Alternatively, computer program implemented
steps or acts may be combined with operator or human implemented steps or acts in order to
carry out an embodiment of the invention.
[0067] Figure 1 illustrates an exemplary electronic discovery system 100 in
accordance with an embodiment of the invention. In some embodiments, the environment of
the electronic discovery system 100 is the information technology platform of an enterprise,
for example a national or multi-national corporation, and includes a multitude of servers,
machines, and network storage devices in communication with one another over a
communication network. In particular, an electronic discovery management server 110, at
least one database server 120, a collections server 130, enterprise personal computers 140,
enterprise file servers 150, including at least one personal network storage area and at least
one shared network storage area, enterprise email servers 160, a conversion services server
170, a short-term staging drive 180, and a long-term network storage network 190 are all in
communication over a communication network 102. The communication network 102 may
be a wide area network, including the Internet, a local area network or intranet, a wireless
network, or the like.
[0068] As shown in the block diagram of Figure 2, the electronic discovery
management server 110 provides user interface management via a user interface 118, In
some embodiments, the electronic discovery management server 110 is a web server that is
accessed via a web browser. In one particular embodiment, the electronic discovery
management server 110 is an intranet website server that may be accessed utilizing a web
browser on a machine within the enterprise. Through the electronic discovery management
server 110, the user interface 118 may be presented to a user for the purposes of managing
the electronic discovery process and all processes described herein that are inherent thereto.
For illustrative purposes, it may be assumed herein that the primary user interacting with the
user interface 118 is an employee or contractor of the company who serves an electronic
discovery management role, and hereafter is referred to as the “e-discovery manager.” As
11



| ocation of conprom sed information, in accordance with an enbodi nent of
the present invention; [0052]Figure 5 is a process map illustrating the
process of determ ning potential information conpronm sed, the custoner
affected, and the enployees with access to the conprom sed information, in
accordgnce wih an enbodi pent. of the present invention. 0053L.Fi e 6is
o exaitprist e PRa TR f b PO Bh SRS aST has ysh TS IV S ur e
dat a fid@andgl cagsondrats Wollbctns eimdediis@ad dai. 1tRBoywd s appretineant i on;

[0054] Figure 7 is a block diagramof a database server, 1 n accordance with

an enbbelv et thegrany hiadigidealenbld Use dhnt wssninigrbios 5] Figeereore the manpldenctginagr am

of a colLechi-R0Ra56 E%eé’—disé:&efa}pﬁ%aqﬁﬂ%ﬁdyﬂla&d%a?mﬁg&%% brocess could
perform those functions as well.
[0069] Referring again to Figure 1, the electronic discovery management server 110
1s in communication with the database server 120 and the collections server 130 via the
communication network 102, The database server 120, as shown in the block diagram of
Figure 3, is configured to provide database services for the electronic discovery management
server 110, including housing the Unified Directory/custodian database 122, which includes
data relating to individual custodians, the case database 124, which includes data relating to
particular cases, and ongoing collections database 126, which includes data relating to
collections being undertaken by the collections server 130. Each of the foregoing databases
within the database server 120 is discussed in detail below. It should be understood that
multiple database servers could be employed instead of a single database server, and
reference to a single database server is for illustrative and convenience purposes only. For
example, the Unified Directory 122 could be stored in one database server and the ongoing
collections data 126 could be stored in another database server.
(0070} Regardless of the number of database servers employed, it is an object of
embodiments of the present invention that data relating to custodians and cases be stored in
the database server 120 independently. While custodian data in the Unified Directory 122
and case data in the case database 124 may be linked or correlated within the database server
120, for example, when custodians are assigned to particular cases, custodians may be
managed separately from cases. Therefore, when a case is initialized and a custodian is
assigned to the case, information for that custodian (such as data storage locations for that
custodian) is accessed by the electronic discovery management server 110 in the Unified
Directory 122 in the database server 120 and linked to the particular case, rather than
manually mput by the e-discovery manager into the case.
[0071} Furthermore, in addition to separating (but allowing linkage of) custodian
management and case management processes, and as discussed further below, data
management processes relating to the collection of data from custodian storage locations
during electronic discovery are also separated from case management and custodian
management processes. In this regard, the data collected from a particular custodian is stored

separately from both the custodian information and any relevant case information (as
12



[0056] Figure 9 is block diagramillustrating electronic discovery .
management structure, in accordance with an enbodinent of the invention;
[0057] Figure 10 is a flow diagramof a nmethod for initiating a case or
matter including creating search terms, creating and sending preservation
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[6072] The electronic discovery system 100 collects data from various data sources.

The data is collected from multiple channels using various collection tools. During the
collection, the type of data is first identified and the proper tool is selected to collect the data.
Data can be collected from individual computers, servers, databases, shared drives, etc. In
other instances documents are identified through other means such as, the receipt of e-mail
from outside the enterprise, from files located on external hard drives, compact disks, flash
drives, efc. In some cases the origin location or owner of the data is not identifiable. Often
databases are shared and accessed by a number of employees or data can be e-mailed,
changed, and returned from outside of the enterprise. Thus, the origin location and owner is
difficult to determine because the data could be taken from multiple databases and
downloaded into structured data files to which multiple individuals have access.

[0073] In some instances documents identified through the course of data collection
for an e-discovery matter, or in the course of other business activities, include data of a
sensitive nature that may be categorized as proprietary. This proprietary information
includes, but is not limited to, third party information, such as customer information or
enterprise proprietary information. In those embodiments in which the enterprise is a
financial institution, customer information includes, for example, customer account numbers,
pins, addresses, social security numbers (SSNs), personal identification security information,
transaction information, efc. Enterprise information includes, for example, customer lists,
financial information, organizational information, supplier information, efc. Corporations
and other business entities go to great lengths, including large investments in computer
systems, personal, and money to protect this proprietary information. When there is a breach
in the security measures that protect proprietary information, it is helpful, in both a mitigation

and punishiment sense, to identify how the information was breached, who breached the
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[ 0061] As may be appreciated by one of skill in the art, the present
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pr oces s@kvodi 1@11%&9({rpgwsrnowumeh% Y QAHATRAlE | ?@ttﬁ‘c 9&1?&%8&3{ S8l RRRGY 8 atus,

create mechani sns i npl enenting the functions/acts speci
fIomchamwmmﬁdP6H4Bl0Uhpds@gﬁwnﬂbﬁb$knmm15Doakmpu5@865¢mhe&e16@nputer

Cand; FRREROLSEroE oY 1 20e T Sumanmint LAl ¥ provdsst B BpsaTatus to
functi gmiian c@mg@z{&]ts%é'tﬁé clBRANEE disSHehy el 111 he Als @ﬁ&{ Wel doausitalgd in the
comput Stravur,ce ?1 06} generally comprises a modein, server, or other device(s) for communicating with

other devices on the network 102. As further illustrated in Figure 3, the electronic discovery

server 110 contains computer-readable program instructions 1104 stored in the memory

device 1103, which includes the computer-readable instructions 1104 of a file scanning tool

119. In some embodiments the memory device 1103 includes a datastore 1107 for storing

data related to the electronic discovery server 110, including but not limited to data created or

used by the file scanning tool 119. Although Figures 1 and 3 illustrate the electronic

discovery server 110 as one system, it is important to note that there can be one or multiple
14



menory produce an article of manufacture including instruction nmeans which
i npl ement the function/act specified in the flowhart and/or bl ock di agram
bl ock(s). [0066] The conputer programinstructions may al so be | oaded onto a
conput er or other programuabl e data processing apparatus to cause a series
of ope L.on : - becper.f or he..conp amabl e
appar at La o S e i R AT S0 o1 (5P BBl BpNepilerPhrg 10

i nst r ucti basicutpociiedex gl uther oystdniveorcomptit er or ot her progranmmabl e appar at us

provid ps for.inplementing the functions/acts specified in the

f1 owch Q(ﬁ 6$nd/ or rFEﬁ“g‘}c)ﬁ ‘lgﬁé{ﬁﬁ“%gil‘b?llié%g‘%‘fm ‘)ilatflé‘F A Brocesd b & WBihgr am

i mpl emeit @1d sS4BR%: 1851 AGLS ulfMo BE: k i : j Foure

i npl ement ed i‘stne[l:)h}tor actlsui n gr dgﬁg{@b?grg}liﬂfgég@?lﬁ{%%gléﬁlri%}ea}rwqg?l%uﬁ?

i nvent ilbsirale® 067§ Fbelimentlofia dougtromatses indormatienprarcys BI08c hrohmick tidi leover y
system 100. i rdance with an enbodinment of.the inventian. |In sone
enboat nentee oRg IS PG RmeNET T Ty FEVE LEERtonl e tF SeBURR S BRERAT0 |5 the
i nf or matd @BtchRehardcegly al @thos e Afithakc@8temRcbiProhRéd BXGMRLiEn aARat | onal or
mul ti-national corporation, and includes a nultitude of servers, machines,

and nefdfBHk/ig erapreminediiclosmptipncbinvshiechsdonsr ywiotlectiongoeln ot epughsemea

o _ robmigh kel ondos
Cervor PHEpiel® FLRSunl Ry B o B by B A Bl e N LuBRR 55,

ent er piiifsenppnionahuaorpdt@riie 140, as@Rt@f Reesea ftbled 26 UL s6mE 2ther bypelogdi ng
at | east one per s%nal network storage area and_at | east one shared network
st or ag&ustesd daidr s §allustrales a8 gxqrapls of B, visakbewiperdiassxed pUretesdser ver

170, agshont 148 g}f lﬁ{eﬁglnn&tg{ﬂ.ix\{c% tﬂ@@m@%ﬂa@ed' iR hES s %?Etmtheé 59[& Eﬁ%g 5 The

network 190 are i N conmuni cation over a conmmuni cation networ
comunileatscoentéiasoriat §@21armiy abé haw i idetracteed n&@owexadgplé, nfthadiandilt hes

Internet, a |ocal, area network or_.inptr t,,. W rel ess network, or_the
li ke, [OHEURL 14RGAS AR Swa’ekhla)ﬁalggﬁﬁa tip by ag*&r@ésézwf HECRIUBE P BhsTe

di scovehyhiTARASRTBAIbSALY lis BlAy Bt AR8s U3RLd fith N6 AFSn TRRANEIRMatvi @ a
user interface 118. In sone enbodi nents, the electronic discovery

manage fgpriuee iy e saimo of singlanedsjusegey dhetfhamatiod ot sech asithe persass br owser .

1201 SRRSO L haF PRER il b CuR aBE Sk BT R en

br owsetheamta TRGHuBR b L KiwitHeiRtE8 bRl and HrfoMEN of R RkLat HgRied
di scovery managenent server 110, the user interface 118 nay be presented to

a user ftpthaiHe sgainpedee 100, meilagiated bhbloek 442 orfiigwdidscovery process and
all pr es desgl.lhe | Iy i I heretq. For .illustrative
pur pos ggj,e]%?t may q{ed g@%&?r@%%@rté?%&? ?\ig@tlt&ﬁgﬁ%&{%&rﬁrcy&ﬁ 18 ll?prﬁgtgg Y ilﬁheg with
t he uséie dcameng awé 114.8h¢ flcanaeipt @YEER] DEancBiit fiRain@ritsGtart Hieec@PpPAiom Who
serves an el ectronic ditﬁgovery, managenent role, and hereafter is referred

' g
to as PHESH eURPYERLGKT I thaRagarise: Thghilescaying ook &P ssarcgeearaay tabetfai | bel ow,
the e- diSCASENORITA0EN ATRY, UL bk 1€ USEr, f e cases,
cust odi ang, col I ect | oné,, dnodléc%‘#ldé%g% ’(S:Itg?cg.onlé't%g%gﬁﬁ’ %gel%g%g(rng@a ‘ed,
howeveric. hhe eatpprisedFon clamiples gl fle ysmntrizgoolsid® is dirertédioeseditB forampeilé or m

he TeONl, TGLLONR et AL DUl o Lot he e O sooXer ) IRnoger nand,
For each area scanned the file scanning tool 119 will determine if the compromised file could
have come from the location being scanned by comparing the structure of the data and the
format of the data entered into the file scanner to the data in the files being scanned.
[0078] As illustrated by block 1406 in Figure 4, the first step for the file scanning tool
119 when scanning a file is to identify the headers located in the structured data file being
scanned. The headers are often in the first or first few rows of a table, and they are most
likely text, so the file scanning tool 119 searches for text values in the first couple of lines of
the structured data file. For example, as illustrated in Figure 6 the excel headers 1602 in the
excel structured data file 1600 could be titled “Name™ 1610, "SSN™ 1612, address

15



[ 0069] Referring again to Figure 1, the electronic discovery managenent
server 110 is in communication with the database server 120 and the

col l ections server 130 via the comunication network 102. The dat abase
server 120, as shown in the bl ock diagrantof Figure 3, is configured to
provid bas eru',,,p I, the electt covery na nt server
110, |ﬁg?g%ﬁK%‘ 5§§Fn5§§%e nrf?g rec %f?ﬂghgt% 64?%m%’ COT?Z whi ch
i ncl udesnstatal (rzel A9 Mged, (ﬂldsflﬁbadled;bt@krc%tﬁtﬁ(wB@Oﬁem’blheSSﬁ§ﬂ}cﬁaﬁaﬁa|@aSe 124,

whi ch in¢ludes data relating to particular cases, and ongoi ng coll ections
dat abad@dreste andiiceWiWEINgHes data rel ating to col | ecti ons bei ng undert aken
by the ectio hin the
databa e sirver T@%ﬁﬁé& ?g%ﬁ%ggﬁﬁ?ﬁjggF§? $98h gxﬂﬁ&ﬁﬁgaggnﬁ%%%rstood
t hat mixldniiﬁhlﬂediatwhas’éccsmmer & wond chsben Mﬁbmyegdnmtnﬁtseaﬂmw‘xaﬁtpkﬂ agl e

dat aba

1 st PRRTEG Al BB R a8 bt s Seebary D BREOND. Debdfs Col | od

Di rect ¢fYealiZR U4 rtchenattemmga ong %%edlﬁsgxer c@ndNgpeRYOI NG
coll ections data 126 could be stored i n anot her "dat abase server.

[ 0070] Regantiviewy rofnbehef etherbta afd Idamtahagen Smmper sowdpleay edpedific i s an

obj ect of enbo sent nt| data relating to
custodlBﬁgmﬁhﬁﬁ%%§£§%5%ﬁ§®8P§§ ﬁFWHEC §bﬁg a§g er 120 independent!y.

Wi | e @l)ﬂ()gdl an datiBudiftdds, BIBEK | 43 IDIFEGE af the FR2sARMNE @d 104tia sbet he case
dat abase 124 may be |inked or correlated within the dafabase server 120,

for ex arrbpélmm Alse gantegh sgsplarveluas kicginé deloy gah hipader.af hesasesplecabreadi ans
may be initialized
and o ALPRRRS ARER Bplks AR B R ho IRl S TSR B R0 S ust ot an

(such dstetlainmgshohager, |0©ﬁ]®ﬁiti9ﬁﬁt0ftlﬁkf fohlﬂatt ofahsti@dbain) staclaecessedr by the
el ectronic dlscover managenent server 110 in _the Unified Di rectory 122 in
the datip¥arl leét%qse WIGredHe negdsek Biqates i tfpfarqlrletar%% SR e sapgleslug isan

o addi e et I B Py TBARAR] i L HFERREs PRt khbe Tore
and casécm&m&gaﬁeamhpﬁaﬁégsésnthmﬂ1a$bmnk0u$$éﬂaﬂmewhermbémQW¢wdmma
managent sses r%é éf to th collgctlon of, @ta from cust odi an

Stor agdd WEIS Gk d £ RS b il Ueegiae &hal G Seuiuieddal 1 r om case
mnage?@%d@(ﬂﬂn@b@%%'a@ﬂ MRnagRIeNheREAERSSRRs. | N this regard, the data
collected from a partrchar custodian is stored separately frontboth t he
cust odi %ﬂﬁiﬂ nf or rm’t‘;r ibwsteatedl lanylocle] Eantiigas &, aftet opptatinpthe(samplediaboustbed

bel ow, et wor K .. to,ra 0 S

7 o st R4 Wil S A AL A% 1B O RaPfes el Shitud et * i
is advartt@qusm@ecauﬁeene Bcahh@g@y@nt 9 AeRahines Ul (RE sHMIt 0duan; et @$si gned to
mul tiple cases, data collected fromthe custodi an may be shared with the
ot her &H6eq Spmberswhngionsiolleuameeitan/d. sl s singhredpneTha nembeio! wies var| ous
roces 0 i

bat ogor Rulg R IR IBRE S Ccoph B h B A€ LSRRI e
managef@niat, Anideifeing thoughticas e sempleaiians), asépeing alfbesi e dotdatanpmy al

be managed separately, there are necessarily links between the various
dat ast e)fg & SEBPI5 VP O URER e Fengs 11t ek Btra#)arqd W) 8¢ sl gtie Lo WEBYES YOSt ocess.

[0072] TQ@L}[%' c%?tteﬁn%nétﬁorgtt ?ﬂﬁ@ T(ﬁrrﬁiygh]ﬁl%lﬂ'(?&t ?tcﬁt ct§n?ﬁ$ & {J-0McRhdLUE data
sour ces he datd 1Is ected fro anne usi ng vari ous

col | ectlicoforthatah both[t)emrang utthg,m;ot dombxt bom addlnast)y passebrdiatca B)szdt:ntrfgytng

i denti f,i and t er, t i s select o coll ct t he data ta can be
o T ectOrRa DI g1 e SRl Sr@m e Ty af B ek G el | veo

etc. | rm%\betmmstta@%%fqt@%mm&d 86 @ssi gentd fleadmblraugh ot her neans such
as, the receipt of e-mail fromoutsid % he enterprise, fromfiles |ocated

on ext &¥hgl hard A@rlllv&é@tcdduhlﬁa@it lfb|l|251n§ et dsthe dilé scasneretit thémidemnfe teases
the ori | ian.or |de te

ot ann sl 8 LAICLa B TR Qb8 RurkBeP e SERBE SRR & il EPhean be
e- mai | ¢tk scahaingesh! 1anein etyus dedrhimeminuhsiddesiohid heasephel Pisegen thhus, the
origin Iocatron and owner is difficult to deternine because the data coul d
be tak&AluEEdHeHEPticp K thiasapie salua it Y watss tha? distruetanissgodat a fil es
to whi %pc déSl\@l " h O b&l@ %0 h?YFd ﬁﬁrﬁ%et C}Ll?ﬁ@t%i)ﬁ&rr]s ﬁtg)qgr_]]ienfg ﬁf.'&%s

docunents ntr ied t roug the co a collec



for an e-discovery matter, or in the course of other business activities,
i nclude data of a sensitive nature that nmay be categorized as proprietary.
This proprietary information includes, but is not limted to, third party
information, such as custoner information or enterprise proprietary

i nfor mﬁhh‘ﬂ@r OJ Hllt Q?isjedl HPQIQAJ&QP fﬁn&;s@ hﬁ@%}%hﬂﬁ Pc?de oqtaecrug)llcﬁne?s a(? lngf ! Irl}%nCI al
institution, cust ormation inc L elistoher' account
nunbersmnmewshwaddﬁess&sdﬁ&ﬁamahn@emudnhycmumheﬁﬁm(Eéﬁﬁémomeh&ﬁaahrhc
identificatio currt n;orqzhron transactron information, etc.

Ent er priBRVA ﬁ‘ﬁﬁ? eH Frnfé’ leyed by fext falleaed by 2 ouaEy Aede 3ndst idve dighanci al

| nf or Mt 88y th@@ﬁﬁﬂ[’e%ﬁl‘d?@ﬁrlost'1MGW£IP§dd?&S §HPRAld s%ﬁmhﬁ'é omi%&ﬂr ddrfrin

Cor por ati ons and her business ‘entities go to great | engths, 1ncludl ng

| ar ge ﬂln&@ssthmenm)ssampiemipeﬂlemctyrstle:rfel;mqsenéomabm cel gk mbmey to pr ot ect this

Phat pf6RaLe or obfPerarist PhFBhHch o s PoRCEemyrhe b IedHE hetisdiogat  on

and punighiFeni iS@MGMindbR hiedinchpabhayy Yeh: daberRbiLanoe Wagedifiea&daed in Who
breached the information, and the extent of the breach. These goals are

acconpssheambodimagiss the filppeughetend 118 eserothtrdicaddreantsmmilngelieob atsign
[0074] Th c t_of the invention, is
st or ed gﬁm%%rﬁn? %Efgﬁﬁgﬁd?%%%%etm““%rggl?gﬁﬁgs §ﬁnrrﬁ%§¥§?%%“dﬂ Figure 2.
I n ot hesntemhddhe@miise Offiuéshﬁ;dblﬂt\hemaadm withhghdrilegd g€ atnianp1d @9k inlth s

| ocat ed on ohher servers outside of the electronic discovery server 110.
Ther ef 8¢neq Kledg detearbisaying Reasien shoulkbg #pgiened brthe nampleveluse ahisnes t ool 119
can woilkshUaRTPASA X1 Bk kIR RRIRANCE 1 B8R 3YBAY 08 B Blontd Feadho Yie!
genera y wor Kk € sane o simlar way as descri erein mn r éspect
t o t he defaendicacd thattheeoy ax ycceemmeumbbi(l)ﬁzm dnl deusdint abed, thn tidrgreaiodthdrhe

el ectronic gicover server raIIy |ncIu€es a connunlcatlon devi ce

1101, A°BFBrEdssy Revicwrady %lf thal a0 feseanpepassigns tisdisddter ei n,
t he tergkogmqge§§bngtg@gMgeougﬁﬂeralIy includes circuitry used for

i npl enenting the comunication and/or |ogic functions of a particular
syst em048di  exanmpinethe ather bowls ithg e devingkiphayaliaschaided i KX tltea‘lle si gnal

d I o-digital
Conver bere g st P GRERBERRGH Rl ERnufe Ve Bomnth K8 L anoy or

conbi nablugmsw ot bR Head @G910R8ed @O MeN &t vaRd wallaRAbORIRCERSEAG{Ma6E | @ns of
the systemare allocated between these processing devi ces accordlng to

thei r~ cesisestinibe eapeobimn s be totFheccpyy gawsinhig ndew‘éfée wiher herslersdedicates
f unct t b
comput 1 LAtabR aAREE L RUERENEty. TG RAGIRR O RedPRE™ Pavmand,

devi cea qec[cﬁiﬁ?ﬁ&dﬁﬁ@ncﬁdfe@&&ﬁﬁwh@s deoﬂuﬁﬁarﬁdlﬁﬁ the ﬁqxp@ammgﬁioylc;@uﬁigg@ the the
connun gﬁloﬂ device 1101, and device 1103. The roceSS|ng

devi ce hgilso é“?‘r?éc%mﬁ’iuﬁfatp tb(h* eV Teader, ¥ hise oG oler waf!rrSt he

net wor kg, 302; »@ h [ u

Tt ed T oo K OguPRRRh ARKL Samng0gl" iy Qe B bodtions ATCEV BB B 1 e
PC 140scaantngrtpolild@ caeta}mralsaﬁrpieevmiv@nshd&&pkmgtaecmmt s@uen i Ithcﬁrﬁlomgﬁ 160,

conver si on service erver the st.agij drive 180, all of which
rove s Rebas RS Ry Chaiontie st pRindl Blimb e (B¢ Blapb byt orver 110.

As  suclgudidde CONTBITbRA5igRing eld &%dél&%oe%t%ra@rhlasm&ﬂmrmé 8BnR ﬁ@gﬁm server,
or other devi ce(s) for comminicating with other devices on the network 102.
As furﬂﬁﬁﬁ]rlIusﬂne@eﬁﬂnbp¢mgmmefﬁudnhen@h@UiﬁbmpwHMuS©oMewyasehmer 110
contarns ranrrnst uctrons 1104 s red n the. nmenory
Govi o BRI s FERERT Sat SRR Y eElB e e POt k& Ba or o
file seangangpld, (1)1(114 filkEBanrhil}; ©OITEI BNRP aNEDE Gic 16181 IR BPIKhEEW LRnEPR | ncl udes
a datastore 1107 for storing data related to the el ectronic discovery

ser ver distinguisihetyapthgPhsie mstber prdlicendongaeennt peabedvish thesemeymbiee i | e
spannl Bgdltgﬂg)lbr.cjal].l?c tig‘ln{;ﬁ%&g%éz ét&"é@%t% 1@!39311%9 Jl?t%rt‘cn?{)l%céshe el ectroni ¢

di scovery“server one system | note that there can
be onel{@B86iul ti plas mutma&eﬁsﬁ)ejmmmh mmq,marrmtﬁermteca‘nmhg te6lanicag tool s

119, or, the electronrc d!scovery server 110 can_be incorporated wth other
syst enfcigimige fhpt g sample value 1s a specific type of data related to a particular header, it will

assign the header value to data under that header. If, however, the file scanning tool 119
17



[0076] Figure 4 illustrates one enbodi ment of a file scanning process 1400,
in which the file scanning tool 119 is used to identify the origin of
conprom sed information. Figure 5 illustrates one enbodi nent of a

conprom sed i nformation process 1500, in which the file scanning tool 119
IS i mpleaRAled hife AR IRL LG nggdrﬁéfc%} Ot d GG RAATLSREhd P QL TRk the
custoners affected, and the peop With atcess to the conpronlsed

i nf or mélhd san oAfegearticdintiid.yi ng conprom sed i nformati on through e-di scovery

col | ect tools.or thro sonme, ofher neans, a user exam pes the conprised
ot or mOTER and deeupnpRBSt RS e s B kan! |1 Senae Gl SRRt ar ed
data fiih gorfiphohhiad 1BXCAld coﬁﬁﬁf‘eﬁﬁem%r@%@;’? Rkhb Q‘Qllulgs fog%d ?{ﬁﬁﬁlc‘ﬁr@@?aﬁ ype of

structured data. Figure 6 illustrates an exanple o e visual output of an
excel dwpughoyt B¢ soisiems fsehersl 6Q0putefs, ehent tisemtcptisr niThesscarheay eopt o sed

i nf or ton is kn structured data file, the ser identifies what the data
o and HBSARES R R s E3h P vl oy SRt o Al tebn o AR AN o nat | on

i ncl uditiftgeomnremnsea dstahasBot dhasgddeHowNer, it 84 NEEasadghiBsS st thhushRemeaccount
nunber, and his/her account balance it is |likely the data was copied froma

| ocat i GAMPHARIS¢hidlctmy npoagythegstwried Fonexample SN ond asicpitanmberyietioe. The
f or mat ; : ' | ast then, first, or the SSN
with o PP R 6N PRk g BPLAR NS R dBR bt MBI PR The fata

The st pastveords, eddrieees, ohe mighiehdvs chiigeol Tadcane stielyhBiipahe Oblutd e tHat a are
inputted intog the file sc%gning tool 119, as illustrated by block 1402 in
Fi gur e CamMPIaspyyer] iAfqrayatiph andsigt g hgadersmayhot qantaingngugihdats & drigmone ke dat a

are i nBHE;fﬂedjf thO b BB deltiSoREAH. NG QR it 1&ne Eltﬁ%ozliilﬂegﬁrs)o(}??ﬂnog%tfo?fﬂa% 1,3' ﬁ o

can start running 1ts scan on every system server, c uter, etc.

ent er priusple vihes flichselyeanhieay it pat, MdPbsead chakngfyahy otigin 1efatien f jhe

wor ksheet of .ev r¥ fite of every database, stored on every system server
conput EPPPEYUSCE IRIGTNAM, or pri se. For exanple, the file scanning tool 119

is dir ?@I%Fj 10 Seap®lr &AbodM¥ns bf ichidhtidn 3RBRIbEIAGoh dEREdE!sShd Qém%ﬂel e type
such as .xIs, .ndb, and/or other structured data file type. For each area

scannedalupeareiuped Wekekaining thootigin 9 the ddmpmpenéscdiinfermdtionhdn sonproes siede fi | e

coul d hawv. framthe locati bgi ng scanned, by co ring,Lhe structure
of t e Hara P o Tl IR PRI DB SeRETRA s FERE i b8Rer “To the
data i orighel dnhigsmhell igossanmesd thORABEAIH tHd dsiprahRed Do ARk stdQfrd n
Figure 4, the first step for the file scanning tool 119 when scanning a

file i€agvareaoitnresgnt prdiae hewy svifbednemes, ytilinag sethuempredierstaadf i | e bei ng
scanned; - e j ifst or fir few rows of a table,
and t hgilmgér}gd Pr‘gagtg Ietlﬁt?(iggplysltﬁ%iﬁgd gzga Esﬂgecﬁsﬁlz' s@%%%)oﬁgﬁi ao‘%fs %‘%ang'gifr ches for

t ext vahluesdirmgtdweaf bf Sic camuypise sofystemResrads, cb@psteryietcyieshgata file. For
exanpl g, %? illustrated iq Fi gure 6,th? excel headers 1602 in the excel

st ruct GPBRTEENY. FRpravaseh chapgF b ding the griendreationef the coggNemissd2, addr ess
15 i nf,gsimdiie@n, such as "Street" 1614, "G ty" 1616, "State" 1618, "Zip"
1620, and "Account Nunber" 1622. As noted, these headers correspond to a
cust omE088] SSN, Aellwstmataden bhdlrld$é, thafitt ssaeountoohlinbeill the®0FQphie tsome

enbodi ﬁ:%%rs asts%geg' ﬁg}i%%:rssang;or tﬂlheefo}c*rimlitea%d l%glilt?il t osfct 1(? Qa%gpig (ra?lugso (j[)f t{lg ?E%I lle){ng
scanned with the header and/or the sample values of the compromised information. If the
scanned files in the databases, servers, and systems include the same or similar headers, or if
some of the headers are organized in the same sequence, or if the values of the sample data
taken from the compromised information match the values in the file being scanned, or if the
sample values of the data being scanned are formatted in the same way (such as with
decimals or dashes in the same locations), then the file scanning tool 119 identifies the file
being scanned and the location of the file begin scanned as a potential origin location of the

compromised information. The file scanning process 1400 is repeated until all of the

I8



identifiable in ternms of content or in sonme cases a header may not exist.
For exanple, a header could be titled "Type" 1624 or the Social Security
Nunber (SSN) header could instead be titled "ldentification Nunber." Type
could nmean type of custoner, type of account or any nunber of ot her dat a
and Id

and | SRS LE Sk ST PR TR e L R L
bl ock k#@8fiech Figure 4, the file scanning tool 119, in sone errbodl ment s,

al so capture aml e e Iocat el ow each header., These sanpl e val ues
are usE®%br vart 'ﬁﬁéf‘ﬁlgb@ég%ﬁm dd?ﬁaafwloﬁé*fe ﬁ*hﬁﬁilkt@aeﬁt@mrv@sﬂm ation of

the hegdgns 8t S5t ﬁﬂitéh@@ohﬁ@@%dtmi?Qm@rcbﬁﬁfblﬁ@e& Jﬂ?orfrﬁ'flﬂﬁtaq()f the data
bei ng searched, etc. For exanple, in the case where header i ndi cates

that t Hastotediny bi®kd49SNht Stmmﬁs@mhﬂd@nmah uéthusmuséwnttbe hak@orslmreé ftdmathet he

val ues_in n it .nunber In the case where a
moader o8 By G T--RAEH PSRl utf bk BHPET T et SRERAIPEES e o

i n therbi &xsinpl€W 1bdanes thd Res GanRhenval Uege Yndebrdehayitf@ddaeimaheadésed to hel p
determ ne what the structured data is related too, in order to assign a
header n@ges, ped Sgripme d@wsltrégture[dog&llq SRE1C WIS tarrmrédlkw 0@1wtlocawoof the Fi gur e

4, aft i n o first
Yaent FyPRRIME AR BRSBTS e i P RAIL OB BRI R et o

val uesdiffthent hidder samemm@ﬂmta &i@xaielmrdrffaeﬁt infindcheThappheingalfue i s text
data, integer nunbers, fractions, dollar amounts, etc. This can be done in
a nunbé?ta%%s%éij%fmisn@dlfd'ﬁ‘ﬁ@s%dtﬁ GHGEe PERPHERISEYES R apif the ligdewa 19 Rt of the

cell bﬁio?@lo%ms@ﬁﬂml t Bl thd BRL& Mst 1000H Ak §ed 19?’0rxlngil%ﬁ ’f]?’é r%%ﬁf bepstructure

of the sanple data and assigning a orna or exanpl e sanpl e val ue
under &ldreangeng prdsessihercixXNistloenl siaassetﬁomnﬂm@f 1mram‘tamu;ﬂojzd&emfx@mrrat i s nost
likely a cun-en punt.. Lf the for i s purel it may be a nane or
nccouneEaTRFoc AR BE e DS BEOT bk er B {089? e CopEPTURRICA be. an
addr esgfgfmfdasword, etc. By identifying the format of the sanple value the
file scanning tool 119 can use the information to hel p narrow down what
type of009éhder sRkwat ﬂleb‘momergnédcatt@ntdf@lesmmmremwaﬂ mforl{uﬁ@ﬁ% ﬁ@nhﬁdadjst rat ed

by bl k 141 h h
o P hott AhE of B Btk Sp Sk Rephiinfe RS ARG miGr. A ibGEMd dgh e oPD on'

I nt egefochfién, fih b@nseabadin@ntsoRbviidtheickient 6§tht Bredel eF & dx@m ‘IM@H thesdgn shoul d
be assigned based on the value of the nunber. If the sanple value is a 9

di gi t KA is deleemoeditgbe pioppplary inormmson Wromlyalan@smd préjeetter eusiyest i s a
ilf 0; 1 %r%dagi'o}l ffh%@nggeaxé F&) '\Brﬁ?ﬁl‘iex aﬁrk&ﬂ%tnel:ésﬁwn gp ?eﬂgs ér’%% @‘;‘}i}%honor 1
addr es&. out bf ﬁ:he Hampl @, fahaieri 1gxﬁ l(&aﬁblﬁ sd,smmg dp-&meﬂteanféﬁﬁﬁﬂﬂl aEttler t he

cont ent rright be a Cé\c[son s nane. |If the sanple value has a nunber foll owed
by t ext" 4BV "biEE By BSOS JeE8de-and a five digit nunber the sanpl e val ue

5, TooloRkel Y e TSRS IE EL fy heacer
[ 0083] bé tot 1Idenftfg tinepropér grivepschatia aommny to wmidattlon aetnet i paisbe rdsportslr‘rdef ile
scannl ngcﬁ[agg(lﬂ the procedures for securing proprietary information. However, if the compromised

information 18 customer account information additional steps are taken, in some

embodiments, to determine the extent of the breach.

[0093] Once the proper location of the data is identified and customer information is

mnvolved, the file scanning tool 119, in some embodiments is used to determine the potential

extent of the compromised information. If the compromised information is limited to a list of

SSNs, names, addresses, telephone numbers, and account amounts, this information is

typically without benefit absent the associated account numbers. Additionally, if the

compromised file has account numbers, SSNs, and account amounts, other information, such

as the names and addresses of the individuals whose accounts were compromised, is
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119, or if it is determ nable but is incapable of being narrowed down to a
specific header, in sone enbodinents, the file scanning tool 119 uses ot her
headers and sanpl e values to assign a header nanme. For exanple, the file
scanning tool 119 cross-references the format and content of the sanple

val ues jypder: theohgaden HWqS(QLQ t ﬁgtrif%‘?%g%raﬁicﬂgg B R Aok [!Jehl?ﬁféﬁ]a” ned

file to determ ne what header shou e assigned to the sanple values.
Thus, & donuenrsad edoimmtienglocen@® méah thh etlsampbenatahuessmonbenplont24a. i s
$1000. d anot her. header in t data indicates that there is an account
unber VR4BBe SRS R SEE THAMEOU B HEE B0 a0 BB EHI VR Mos. | n
the st ruetddcthrbints8d LHal heMdhdth tdke® withthe imtnifdf |n?at§ﬁ%‘§fhe@§§)hﬁﬁk%ﬁ Qe _
header "account bal ance” to the data collected. [008 the other hand, if
t her e ata@cmdatle.ibpt enly ahedde wiraecesded. il heyoorehthefexicat stthnppsgtidldotach 19 uses

ot her i,nfar ion to help identify the header. .For.ex .e. if.the colum
i t hout e MR ba B o R SR L b a0 a1l BB G oy e
scanni Bged @dprdhdegan identify the last colum as the total account anount

if none of the other headers indicates a total account anount.
Al ter nd@d9%el y, i FimweS Haktates thedile seaesing coRverRPised Hdemption pienget L ¥WRd a

second; , h gl , V| munt., i i ng tool
170 asd) Srart Ap HETHE SonBb OO CRATD PR 1 B b BRI B
header prdath therfedivey the ndgotibettiohedder @nippomised alfoaca@untA saifosnded i t he
scanned fjl I her enbodinents. of the invention, the file scanning too
119 caglmg% *Q% S@ﬂ%%@ F o lsdrem m%@tlat%mﬂw@tw%ﬁmeaﬁmw

savi Ngg,AGSekd @l Hm&dngletd}%ﬁﬁ} foggt‘?&m& W& TRKfousil &gthtﬁféﬁa&merd%afagfkigrﬂ with

t he bl ank header equals the s efore assigning t eader of

accounbf dewomprenisthmiiratkn hdhderovifl@08skpshov b hat ot odbneatios cof t he
inventio& tge %ilﬁ.sqgnqug tool 119 qfn\alsp exanm pe how th partifular
sanpl e PYSPHE PO WHODIGEesPE VAl FogPIogr e BoRmMaRdL R AP & For
exanpl ee dfitufdd @tSBARDbAGINtIOGK of HBed MY he¢aRedior, §a|ﬂ%’1(l: pQatd KP1RbndAshes in
a nunber to distinguish between a phone nunber or SSN, and an account

nunber hogders 4rpassigned ap prayeuslyfded¢riied slubjag shessanrhieg sagdelithe flescammngd Wi t h
t he da%gﬁéﬁhmoﬁifferent pl aces. [0086]As illustrated by block 1414 in
Figure™4,""1f the file scanning tool 119 can determ ne that a sanple val ue

is a spewishic type ibistdaddbyiabal B4 I teerp &y dddidnal infeadaen 1dcktewat theassi gn
t he header value to data under that header. |If, however, the file scanning

tool 1§9nqorigipdesigen getherchinpeoniied Rlcatertile srannig tgeindPds ysediie detereinfeader
. L B0 OO B S e b0
origin location to the compromised file to determine the additional information that could
have been compromised. In one embodiment of the invention, this is done through
comparing 1dentifier information (name, SSN, 1D number, etc.) from the compromised file to
the data in the origin location to determine the additional information associated with the
identifier information that could have been compromised. For example, if the compromised
file contains names, SSN, and accounts of customers, then SSN is used to match up the
specific account numbers disclosed at the origin location that could have been compromised.
[0096] Thereafter, based on the original compromised information or the other
potentially compromised information found at the origin location, a determination is made as
to whether the compromised data itself is sensitive material or if the person who had accesses
to the compromised information also had access to other sensitive information from the same
location, as illustrated by block 1506 in Figure 5. This allows the company to identify the

account numbers that need to be changed and monitored for any illegal activity.
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in conprom sed files and conpare themdirectly to the values found in
structured data throughout the systens, servers, conputers, etc. at the
enterprise. This scan may work in sone cases where the conprom sed

i nformati on has not changed, or at |least the majority of the conprom sed
dat a hﬂ%ﬁgt Cha@Q‘?ﬁustx%ﬂ%\é{qlocﬂbﬁ()%Oﬂc?hcp&ﬁﬁﬁ %R@g dgtfd 1{5@1%5%%&@1{/@ the
conprom se e accurate : and account
nunber snataniat heothmmﬁmﬂaﬁedomm‘cmmmit inBommatibh isl fbkl&l 1y1 th@tm gla\l@,aebﬁ,rtge dile

however accou Ba an §s§or§§, ddr esse etc. aht have changed.
Ther ef SF8MNE(PY éﬂ ys B ﬁ%’dc“ XAAF GHECtEF CYSHINEs Y comPEd MAFSIEL on and not
the heademSaddY¥oRRt inGROEEh FHoRRQH SroARk bl & a@lﬁ{ee(fx f@upﬁ)cﬁtlﬂﬁl @fth9in of the
conprom sed i nformation. wever, in sone enbodi ments of the invention the
sanpl e cora¢spending eondedt viggrmatton| tbesmstwmcrparhtope meymiagonseddtheve dent i fy t he

origin the co 88]. ot her embodi ments
of | PhechRORhiRD, o RinitaRt SIS kel SR e R e A M he 1o
det er mferrifnas L@dno Qfentifeat eRNPEAATERHN Bf QIBSth&HatdhAss HFRUSRHRS sSI Nce

t he sarrpl e values_fromthe structured data files being scanned may have
changedddressas, cHBaibpddipsias. Ot thgphens BdeImiaipn sailtd eompany certheotifissitter s i n t he
conpro n structure data were not present or have been

SWi tchgd&%gﬁises%ffateﬁﬁcgl ng both sanpl e val ues and estinmated header titles

for stfeOBUred datsailmssldrtﬂdaezsl:ﬂcafkyLSIUsn segmbehbodiardsrd tlandvaanp| ;eviaé ues
during a scan Ci Ehe enterp{lse S systens, servers, conmputers, etc., in
sone efBHRIEAl 1Y |W1‘Hﬁ'%f\?€bw ’%Eafcarifa?ﬁ?é%%ﬁm?lldh@fﬁwsﬁ ESTEL BAVAT co@aricon of
the coppr AMSARbAANG! ALLOR mbBOGDL A9 dotbi BldoBLEA ifh BLAGthpldhliGea t e 11T e
scanning tool 119 w | en conpare ttlie real or assigne Eaders and/ or the
f or mat irdpwnationtcembe tl'éd tdntee paniplhler vagiudscatibn idvatificd by Hei fiig ssmamgadolwi t h t he

header or,.the sa e valu of, th rom sed i tion. ILf the
scanne(]j?[? ‘ ndddjtion, ﬁ’énggqrﬁﬁﬂgléga%&c{}‘ég’s‘)tg%pﬁ’ﬁe@ ’c"e‘iﬁ’é’ﬂ%i‘f“é’fil}a@‘ifﬂé Uane or
si m | ape@AHRIRe c@hplofni&AMRIophat e @fﬁféﬁﬁ%{@ SeoBlcORM Z&4dsd tB th&ri n%r o sed

sequence, or if the values of the sanple ta taken fromthe co
i nf or MEICRGIN, rﬁiﬁtfdﬁ sedraingoolek! 9 1n usddainfeohpniaimyitls odnedlecton foblst he sanpl e

val ues, of th i nne h as
net b 8 Ak B0 % BARRNSERLE] BRI BBl ARy Bre e ool
119 i desdunidngs dhiadilds, bendeior@ssaphethanduldie: dsaaadtb@RiRihd &enfrbh@ehegi n
scanned as a potenti al ori gin | ocation of the conprom sed information. The

file sHEMIAYG pr ocess 1400 is repeated until all of the structured data
files have been scanned or in other enbodinents until the origin |ocation
is identified. [0090] After the file scanning tool 119 scans all of the
files [(09Phe ent EUNTIERBIANt Will return a list of potential matches of the
Iocati&g}g{) t he %@rﬁ)romsed i nformation, as |IIustrated by bl ock 1418. In
sone elBddPent s YOI AR 19 fysieding mappgsnensacsadipede sume smbadimsatspddhe | i kel y
ori gi NplQ6ALLRR 1SS tﬁch@nfﬂ%@rsﬁn éc’t&? cMstQ('il'alg H&aﬂ)zﬁg 392 ABuRE 1&@%1&%%519%6d
information. For exanple | ocati on that ata structured in't

or der toilt poterial slaﬂmixhea«dlérm mlanMC;rpasfchnkihhe kmmmldamlaarsstlmsmd:usr(eiﬂhns Btordle sane

i's kely origin |ocati of th ised information than if
the Ioéaj?nghe H’J%“?‘Wé“é&’ﬁ‘gd %&tl’%@?iﬁ@[])*&?"a‘&ﬁzgm% ggeag"éaﬁ’ég’cﬁ &ferent
header ciad®sm, fakahpR, RIRAs08iaf A8, Fé‘szﬁoﬂ“hﬁﬂﬁﬁ?&Bm@@ﬂ{%ﬁtm&_ he uifgeni ng of
t he dat abases servers, and systens of the entire enterprise serves to pair

the |isembendar eashsmplayice pbths elnbmansca)rfssnnlwanerrhlfgmlomemrtael souilcddakseshe
conpro 0 ut of .the fi rocess herein
ot ol R LR R LA PSRk bR sy by PR RSB RS Sach

i ndi vi dudlbyfthé eustotid enddutihD8ESed OFivENIORbAILBHdcos AtdrR Riseiry tlaRte&doMpr om sed
information. [0091] Once the proper origin_|ocation of the conprom sed

i nf or nBEPYI (FUchi Y SrrppTed PR SR WPordHEies). ead ny phesiesibbdhatent s, s
deter Mg e (OERE I Ml Db NSy BFIBLD <iRGAKL Alinal fes3 QAT iAERAHL TR, br OV! des
e orirgrn I oCa

t he ext e reach exanpl e i on 1S det er mi ned
to be pmgpe feetachycustiidemirat soare dmientiaentaibataifed Prajegt] 22 ataydest oner

information fro ears ago, no further actiqQn i s necessary jn sone cases

i f theoﬁfvﬁ‘f’%?(;rﬁ‘f’%‘i&c UG TEPRURES enfifGlevel © Ehf3 ”t"fﬁénﬂ)tf*‘i“g‘iewtlpéi‘h]ﬁ?%ﬁh“cont ai ns

up-to-date information a further inquiry in sonme enbodi nents i s necessary.
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[0092] If the conprom sed information is proprietary information, the next
step may be to identify the proper groups at the conpany to take action
agai nst the person responsi ble or change the procedures for securing
proprietary information. However, if the conprom sed information is

custo : unt rmation additional steps.are.taken..l:n,s
enbodt W YR gl R Al SRl B FhERE PRl AT BB DR B o oper
| ocat i afetiRlds bhRicHafyand sldvaanhiotinedorand customer information is involved,
the file scanni nt}; tool 119, in sonme_enbodinments is used to determ ne the
pot ent { #1108kt ent T'ef ctanwle diplerioniadipeveniaeragament seps 1 £Gapthe psbepe

i nfor ' ' I m : ' o hone
nurrbe;rg%:rb(Eél{ﬂl(i’zlo21}(]:2!I ollg}&rlggﬁgﬁohgt}}? 2& &tﬁﬁ?@éﬁdr? or?r%’?’ ?giﬁcs] ﬂi‘%@%%@iﬁ;’oﬁw ﬁegut benefi t
absent sydnenasiEbe categdisa acapytthainfdrarasion Addi thie bnalah yesoufcet Hetalesapmamhsed
file h .account ngg‘ger,‘ SSNs ‘gnd qc?ou[}tr: anounts, other infornation,
such adMiffel PuFRQYAdd dydrag eabodmeptietp SEcUPRIG 4156 VHE SEn AL b Viler e
conpr oy § &ty als rdih JulRPL ARG Qe fubk 81 WARIIUY ROSESDirddiSY, REEAUTS.
particular information was not identified in the conprom sed | nfornation
does nottwoslaresolrats wtabat oipaftona cidedinesandotteganpthérmbagatiduinté thee ver si ons

of the docunent .could .have been, conprom sed.. Two se te files fhat where
conpr ot CeEBE WaTE BRI Hop e ROERETal AW NG Tiahe he

i nf or Mafyh @R BiredorlyaemAadi e bdsbitaiabd Yro@NBe friah8zdf@St the GA¥ARRMn tdMBOREQT €,
the extent of the potential breach is determ ned by exam ning what ot her

i nf or mattivenk.|igc diase izdividhds ssperisible duaeition vpsaad dsaveivios sudedpiromdsed.
0094] Fj gur. i) lust kat j ' i.nfarmati
b oce sl ehBe T Yaridht BRI BE it bl b RRChAhRRTRE BTIRER B OFTRRLY

det er minferrhdiRnif tienhhdlereddsaficdabot f16n bersaehbaditrentsf infishhagioh hether i gi n

| ocation of the conpromsed information, As illustrated in bl ock 1502, the
file skanbigdigiredeny 122gs gencraieqd theppahreols stiafized pndpr gemoyed Latthe plsciroac
header g; : LC] dat,a ed | b G catd t: LWer e not
founa TSPyl BenbidtiintEifa AR 17 bRLEMal Bn L B BN bR AR B Rl o
provi désa prediagshoing ofol Al 2, :of! atrhappimd @ohibt4d on porvigit ential information to

whi ch e rson_wth the conpromised info ti ad access,, If the

atr vt WEEBEc o ThepHeS SR Gu EoHdsesP S Ru o HESGEISISSRY o val ves
are t ?%%a?&ﬁexﬁ@&q&r 5088 iASHHIPARY BIr¥1eNd QUShYndSsE 1dPeekduni fgnt he

scanni ng stage of the file scanning process 1400. [0095]As illustrated by

bl ock &&tof the entbmpriee persaddcemputals 1HAf owdrtemision th deatatabast serves 188me ori gi n

| ocati 0 s .the .conprom sed file, the file scanning tool ;119 is used to
it or o AR BeS LR Ab ST Saci s B b@heiohaS SFARR Pt BRI RS AR 16
conpar @st ¢l Jrbfikk TRELORNg AbmbPRPRICE GifdrntBea! (00 etk Ber ¢MBFeMongd file to
determ ne the additional information that could have been compromi sed. In
one enmbegriEdtvigt cacheompyisht feenrdigite different webparesigh theawpllcisagmintent i f i er
| nfor n% 191 (TQl ey §§J}I 1l elé:t)ec%%gpce i%CO%E)IS/'I")IaF[ £ 81%:11}%% \%Pm)(f,%g o?féctfi A &31‘\5(9 the
data i nthe or gin Tocali%n to deter mne e additional’ infornati on

associ agedranbiiet dtevdr he el chiv@iunidiiion metwok 10hain wowd dnlavaciieahe profile
conprom sed. For exa if_the conprom sed file contains nanmes, SSN, and

accounfngmedael deds %@h %Ifgsm e 1didy fif! TraitsE! taphe frdalase sqyerc! 28dBount
nunber g, di 3CLASGE A dhCar Qg A phdeaht Ao id@hs ©RELLNRU e RESHnE OWHAM Sed.
information relating to a particular computer is received by the database server 120, the
database server 120 uses the profile information, which may include several user
identifications, to link the particular computer to the custodians in the Unified Directory 122
associated with those user identifications. The database server 120 may also record in each
custodian’s entry in the Unified Directory 122 the last time the computer was accessed by the
custodian, according to the profile information transmitted by the profile scanning tool 112.

Thus, the profile scanning tool 112 ultimately generates a list of personal computers used by
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[ 0096] Thereafter, based on the original conprom sed information or the

ot her potentially conprom sed information found at the origin |ocation, a
determ nation is made as to whether the conprom sed data itself is
sensitive material or if the person who had accesses to the conprom sed

i nfor X it £4 QM Lhe, same
ocat i oo iR, AROURIREESy b oR Ok RS i kbR M L QeI SO0 oy
to |dentatwammﬁaahﬁﬁUmhdﬁmﬁ@esauﬁMakdnseﬁaMme@1mhamgadwand nmoni tored for
any |Il(g act|V|t%@ [0097] As il lustrated by bl ock 1508, if the

conpr off B8] dat a [} 2&erdanre B sepe EpRofiEaats of e nverte: heanamingiopy ! 14
conpr O &fidhahfll 45 BRL i dofuhitflichhel ik 02 Ahd A LERL IR RSk e scanni ng
tool 119 is used to i entlfy e ef fecte custoners by c aring
|ndentsﬂyemgﬁﬂnmuhngbmdchOUWMu¢mumhehmnhﬁﬂbnrbedpmnduhnaﬁnbnpmm(ﬁmnyhe
origin | oca 'On<ﬁﬁth correspondi ng cont act hnfornatlon t he CK@ oners whose

i nf or MBEOR SEUIHE RQUABCBEB P BHPFEM's dtf U POSh APPSO REVEERSIOTHE ot her

| denti hiealis 4 REQORBbARe atcd abfRiEATPRIPALHER stf QRIPLtOBath SroPEdwERs 1 denti fy
at the origin |ocation or sone other database, the custonmer's addresses,

e- mai | daldde ésé’é§0ﬂ@rﬂet"éﬂrré}§m@ AreHs orayeld mﬁh%@rmhén@mhﬁgmmmemﬁ 1y t he

enbodi TER7S op pEE RAFRED R A NefiBork UL BNRE B pBY R BB who
has acg@ssarit ppgobdseldlBlond8haleasescansingnd dsrvet mn@@ﬁﬁmthﬁ;r the@h&ppinkhi S

|nfornat|on Is used to make sure the person associated with the conprom sed
i nf or miql dh? s beaut pRiheredeotiaicshisoor el agnagemeitiervst At Q. die sodlepita seattby the

file sg Qir’éﬂ?th Olerdel 9 %ae’lof'i‘u |fidafiBn nEtWo%lf hos { MRl RSn dROLT Ty ot her

users o cou ave had a role i n generating He conprom sed 1 nformation.
By i denialpf)mlg,ngolpiéépi eWmﬂdsmamesstitamstshlﬁacmiadgb mxdxm;@aatﬂu(mgh usbef Wihdovecanni ng
t ool 91is %Pf con unction MA r collecti.on tooIsHﬁexplalned in

det a.| Fhgds} s nm?ﬁ%%mi. Ci@‘r” 1Fﬁ%1“FH‘éFF@PT"F BeWoEobY2 1618 the form

of othegy, %%ﬁmu@é&@h fild &8ver 8ndBhhsnGPId B8 BQ@Q&@%@N’EP?}O e F«lﬂ‘ﬂ d28ny
associated wth the conpromsed information. [O CUSTODI AN 00100?%Vth

r egar d ntivoekistoodic arcarveittay éregn tralieaioediernyg! 3t4dhstohmsetmba@dndmtm{ﬁfss asfa t he
present. i nyentiaqn, the n i.fie rector odi an. dat ase 122 houses

T or muiT P dRsnt Eamaregt BT oo o R Sl R AR R or s <o and
the | ogafelPRs MNQIErt NOEBy sbtatndtl AR SRR HatRectdi® dindaeh B@LEOMdst ored in
the Unified Directory 122 may include for a particular custodian, for

exanpl evaluaingshe pashs aheash natveork plowigeiann, theraiva mchuding foldsss andeatherfsiaseeq a

unlquedgHm? ndf%%ug%gh enpl oyee of the enterprise), enploynent |ocation,
domai n, resses, network user identification, personal conputer(s)

name, ;p@ctll@a] of n(Wi\t\h)felgaﬁittOﬁdkgﬁfjdﬁgh@@ﬁ:cuﬁedetby)rit her acguatda(ils aHorhd®patili Ng
Shared Drives and HoneSpaces staor rel at ed persons (such as
managePSCOTHBRMA FERDEPROC inentshe gianangdyol 1dﬁd5 eHyietadde WiHFOrHyeERtEmat hat nay

be rel gyap t[e&m‘icﬂ& igigﬁ% Yhe o gﬁﬁ&:ﬁcan%h%ﬁm&ﬂq 053«5”?&%11(15518&#{13% as! o?e”t' fier

i s al ways custodi an, i n sonme enbodi nent i ed

Di r ect opywoilR Qtor@yr abms @.{ityamhzedthnmuﬂrﬂc tdrecrh Ufathat esbude ce sndident bidseéon Al |

of the information relatlﬂg q t he
the conventional naming techliques, that the part;culal storage areas associated with those
paths are accessed and used by only one user, and are therefore HomeSpaces. In accordance
with some embodiments of the invention, each user of the communication network 102 is
assigned to at least one user identification and those user identifications are the indicators that
the mapping tool 114 attempts to locate within paths when identifying HomeSpaces. In such
embodiments, it is the convention that the paths of HomeSpaces on the communication
network 102 include the user’s user identification. On the other hand, paths of shared
network storage areas do not include user identifications. Therefore, the mapping tool 114
may explore the directories of each server within the plurality of servers, evaluate each path

in turn, and make a determination as to whether or not the path includes a user identification.
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Unified Directory 122 is generated is a nulti-step process that utilizes
multiple tools and nethods of identifying relevant information. [00101] For
exanpl e, the electronic discovery nanagenent server 110 or the database
server 120 may interface with the conputer databases of the human resources
conmput tens e, (Aol . . L QF L fror human
resourgggﬁggtabagggmfﬁﬁgﬁPﬁg1@%#@?%%Qﬁﬁrec%ggsk%fgaE@ﬁhg%gg’%ﬂg%%?ﬁﬁhts,

t he el ewserodéndifidatsmn veryapmnagehkent is senfvgred LOpavaivebd identife dlehpaotituliro a

network directory, such as Wndows, K Actiye Directory, to identify network
s our Beoreatue ured ek FRe by et Baeis cn ncSiGe v Syeiabigo i Sstipdr a1 on
into tbaveuart 4Nk &&fﬁ i;i;eﬂﬁiﬁéh@ibﬂ _Q?Eﬂ AR AP Bfc BUIRR N ERS AWK &ESat

AP
information. Information the Unified Directory 125 may al so be obtai ned
from t Hdomeaiges weoived he therfatabaset seover 1l @etholaglasaetrwer IO useethe ustrose

i ndi vi - 1 bl h ' Ll f di d
ranagi h L Ae ORRF B0l ek PP Thoa gt e e PN oftodRushey 28

addi t i esotiatctetiti @xi wgr IdehORABbHAOM ddhd AEHITMBEE Shel8sehinbeshi ahgyealsd N sone
enbodi nents, information in the Unified Directory 122 i s generated through
tool s Feiftgussd toeacogate and dapiohead Bie davdast weyerdalds endiesiegrty hpessagienent
server ; . ntd cul in.. s I I.n Fi. 1, a

o of 1 SEah Br AR AHihe Holb e T e e R R ol 5 05 e
profi | ehedeammamytdac] wili2adriymbmdde plrigoado ke hacslect Additionais Gowatiy
nanagenegt,server 110 and is configured to craw the communication network
102, sERROULIR S erppPEIE ePhHifde coyravsibic regmpireavhen mwtiplgpaths mapdfi t ¢ o
the dapirhase el stohdl drde el hiBGidy i A . such
as conputer ﬁane aﬁgkﬁp éddreés, anlngkﬁ%g? %gﬁgﬁﬁgﬂ%gﬁﬁﬁggﬁggﬁ%ﬁﬁéing
denogr aphitesninaif dupbtdtion entfies exiett Wirikadveetagedshtdnhbleabtvoddncassomitgtied with

each conput.er. cordi to, di f.ferent enbodi nme , .L.he profile scanni.ng
Cool 190Narh e 16 S e i e s OOUABR! rnim BB enci ot 1 26, t he
col | ecHoakSpedeY @bedli$OeacRiustBALM &N d I0E S mhybd PRGN LAt sehveppt wor k 102.

I n sone enbodi nents, the profile scanning tool 112 is further configured to
i dent i fanagrd vheansatlection of heugtadiabadtomepaess i otialived rassliscnsscdim defaif e and
time a ) ich a particular profile was | ogged on to the machi ne. Wen

i nf or mat I Of relating to a particular conputer is received by the database
server [(K80¢] t he daidh@aeosedRra 1R0f paesnal benpitefsiang Hom«MpaBdsieed bivi ch may
i ncl ude several user identifications, to link the particular conputer to

t he cuB¥dgrignsustadiamahigh listevepigeaanisd py thopraliowpaiag tam ¢ h2 trbde user

i denti fi.catl, . eco i1 Q..each
cust odl"ShPe EAT ) A e EhRRE P Bkte THE IR sBBRIAEI N BB Computer
was acaessiéch, iy ddwbastistadilan js decandigngedtto stohea fistaffiahe sharédnemioiion
transmtted by the profile scanning tool 112. Thus, the profile scanning

t ool 1&@%?5?%3%@}%@1% spsipdian aAr ptid Rsteipet SBR NCREPRS HHAERES 48R By each
cust odhaoridfdraB hﬁealab%ia'i@fb’\ril?l‘? n#{ﬁﬁtﬁﬁ@ﬁ§c‘?§jw§19 rdddQiar SR %1931’/%{' X/r'@%@%@ﬁ{ when a

collection of a custodian's | ocal machine(s) is initialized, a I scussed

i n det #i [Shiyet owtwd 06Ok Iancaa cooralansenwhe forsafeceonbbdionmetdsviots ¢vhe
inventi.qn, the,mapping togl. 114 is configured to craw .the comupi cation
net wor [P855 CRAECRRH S K" BRv i Foge (T e B RS HgdP BRGSOt he
comunteaty @itpaet WordhatQPDEi Ges! OCBicisaNshidr 881 1§ 1 dohBgial b REeiBY ph@r sonal
network storage area on each server. As used herein, a personal network

st or agel aPbared Briye mreupby Khest-diseysramenages st statedte pith fin thedimiGeé user who
reads a i r.w.ites data to it ..Personal network. storage,areas may be
0t he DRsRenh P2 Bt S B dobiod b SO PSR BeRb P RdcNRRERS Wi hin
a net wpirkicslhay dgeotie cindedianghtsyvycdepdref i gdr sahbesapfuhratidOfetebay 102y

pur poses _as "HoneSpaces." According to different enbodi nents, the napping
tool 1BFhReRP Belrdrllsgionmeowrs dig %EISEOW'%E’@O@W i RgERsHo ddentiBrthe 10, t he
col | ect,l 1QF r a3 ; ini i, Of . rk 102.
et e N E P S G 0
scheduhsdcitizd exdcthoe shhredugtwark ecsolirddé. ntibinsnSdiredubeplishad kirodgh t he mappi ng
tool 114 crawls the connunhgatﬂog aegmotk,lo Lt s pnfi%ire to exam ne
each f FPECEBHUEYWARBICRREHSIAT NG Y P Me DY itiag data getyiard 198 PR&OBAEh of any
net wor KI5 eR] a5 2axdblifelion chNeethUbAk! 1 %0 QhosRiYaLSiIdR4ilhah Jriripesi tively
identifies as a HoneSpace. In sone enbodi nents, the mapping tooI2114 IS
configured to explore the enterprise 1 e servers 150 by obtai ning and
review ng the directories on each server and eval uating the paths of each
network storage area therein, including folders and other storage devices
and resources. [00104]Wth regard to identifying a particular network
storage area as a HonmeSpace,



according to sonme enbodi nents, the mapping tool 114 is configured to
utilize conventional nam ng techniques for paths in the conmunication
network 102 to identify those paths of network storage areas within the
enterprise file servers 150 that incl ude an indicator, based on the
conventy eﬁet‘mi{&%d‘iﬁ%lﬂd?'u%’xessma&hﬁé %u‘?&%w Ry éﬁLba&Qf %Q@/O?‘Bﬁaﬁlizinr
associ ate vmth those paths are acce and use one ‘user, &nd are
t her ef ofiéc MomeBgdedsl 16Iemea¢@b¢1dén@mnva diht(ﬁforyenmnﬂgedwmtlsoozis ghbeniimvent i on,
each user o% t he conmuni cation network 102 is assigned to at | east one user
i dent i f &A% )on and those user identifications are the indicators that the
mappi ng¢109] 114 ArbdamRls sbfc kvl patds iagRod, @?enﬁ b foYdviAGn
HoneSpaces. I n such enbodi ments, it is the convention that the pat[hs of
HoneSpiwed ! i whBgwedtrbg etdidco by e svdiskovEOR vianagcn theou thetha seer'isterfae@r
i denti h paths of share torage areas do
fl?g’a’h'lé)ﬁle b%\v&pg tO?)I Cg(r 1v€l§1 ﬁilc é§0é)f\/81yéna1}aﬁ8r %ﬁ‘ﬁﬁ tlﬂo(ga qg

not i ncl ude user den ons

expl or eohihenithti@Ch@WbES] 10f to@dEs, S8 & VigfitedirhdHndr, ftl'ftﬁcd@éxﬁﬁ% ﬁIR)Y;eIQ/ErsSi%UVGr S,
eval uat e e h path in _turn, and rrake a determnation as to whether or not

the pathhiy Pﬁ@‘é‘gmﬁ‘qﬁg@? netwer 192 cWhilehe 118 brqvgam®p] F16 may §0tdé110é’nn| ned
that t | ,

i denti ? fcggag?t%glhé mh%qﬁn%ﬁgﬁﬁ%ggg%%nii%eg%g%? |1§’l(ﬂvrset %'o%[é)(g\;s%) ?Y\?igg%/ml dentify
t he pabtaveullanugethaitectstier alge dtce@ricttentd, tdcatt filys hbeliavedkdn &S caclibieSpace

and trﬁnsmt to the database ,‘serv\%@ﬁfjrzo t he particul ar user identification
and t hEFAHRIER aelcigmusdhe aize Vel PRABIAREE MGt sogecseitiaethyhe he

dat abagRliReva ¢ imahder hd}EnARNINAE: SEIVA cation
to link tlhe pgrr%l c%eraréﬁl—grre gace ? te el%%as%?ogﬁg[ﬁwwn%thﬁﬁ%fmvﬂl edh{ﬁl rectory
122 as srdcﬁpas@ﬂiamet\hrst hex thatstbe ciddahan Basamtd mnthe basts 6nEe>e1m;ﬂ)dltIﬂm¢usmd1dnhe

mappi ng t ool %Ot z% so conflgured Lo recoq ze and trng and the

dat abasé’ycgw}elﬂmcf otae CIRFP ¥ 8’&“?{6’%@6?@“ ho PrdRERtd ‘V?H%‘“Féi’é‘t time
the HowhRpaeahwass aceessed AitdRlpanisbmelcabodsednts, HRY c-XaRHEmat e, | ast
time any data was read fromand/or witten to the HomeSpace. ‘Additionally,

i n sonBiagkpvrialraeAy sndertakenra hsichep!eedon Ilrmﬂe'%ﬁgnéhfhﬂmsgldﬁ@cb maclnle‘m‘gmrem when
mul tip| K storage area. col | jon server
130 corp%e{?%lgém{éﬁgn O%Itl%remggrr%gggtgﬁrﬂfe THEPE I A thz&ﬂi@‘? ?Sgb?]g\/l@ entries
exi st . mhblhige aﬂswaaﬂ apemusdvene dabd-giscansl ganger fay B latval) & teOpdrgeithons of the
sane dat a. h éhe proflle scanning tool 112 ultinmately generates a |i st
of HonB&aiE % yBF wabheusdsar ey maneear miay hesempiay Uiselilsbeserieed to the
e- di SCRYEN ¥ §s is
nitial)pel “Z“ﬁ?i%%*@ﬁ@ﬁ%aﬁ%??%gEﬁeﬁ*‘asﬁ‘“?8%%8@%?0“38Ef*? SR8 st or i ng a
li st ohaymeg s omad rasemplitgethat @k gimmeﬁyadmms@dn@ya@ ratdulaulley created bdi an,

which [ists were erate profile scanning tool 112 and the mapping
R Bl A A b A
i nvent ffddbr (émla‘?&ﬁ@Q@‘@Gn@lﬁﬂﬂé@'&la&@@ld:gn%'t@‘?hcc&@f' gured to store a list of

any shared network storage areas use the custodi an. As used herein, a
shar ed[49éP%lor k s1oe reréevad gaths 91‘ &wrﬁ‘élthrfkt istsonagibembead@dsadicatmaduatist h

[ ti t dat Sh d t k
g? or ag%r %”r%e%“sr"rﬁh Otglﬂéeagﬁg%d lfcﬁ tﬁleﬁr@ﬁa&%ﬂfﬁg‘g’gh ﬁ)g ﬁ?fév "‘g “%?ndef \gllocrzler s

or ot hB[rcdStSzS,OmQﬁaSy YbtelTh RoMRINOR KJttﬁt(ﬁE gRodiayt {4@Sn %&%cﬂﬁynﬂ%la'h@h e fied to
hereafter for clarity purposes as "Shared Drives." The user interface 118

i s confusiiiads hyneiespurecsaddgutiieriof lig osmzmomh wmummtﬂmye&meeseaxm scovery
mana e : in ation to one
" or S REPEL P R R A chBa T B bR it S bl BRI

some et storoelrttyshe ong@lian, pad bheddmaihvesightiaf ot JodleuimafMmi @abiipg inet wor K 102
is chosen for t he collection process, the e-discovery manager may undertake

to i debitiatss thedogption I%Tﬁr’afﬂ%%ﬁnéé i ey fed stsﬁpb@bﬂtrﬁex b¢ freeessed i vi dual i s
usi ng, shar ed network
resour%ggqnﬁyﬁg%ﬁg§hﬁzsgk on%%?ghégﬁp%%ghgﬁe%%%gg%ggéﬁ&hgémnth t he

partl cmh'astlgﬁwm/mlhmadm "Biyls utddlvamrag@uslaﬁ # atletvenedtpfadyuttmatedcal col | ection
t ool 132 exec /(a ectl ﬁery r. 130 gshomn in the bl ock dlagran1of

Fi gur e %) 58831’ legie Ibp%‘e%pfaF or B drlyigeap the FERIPHEY (paghrde eaey

det ai | inbed AWdarp@BLHAENIRY dhkdiflib 34:08ks @t fhchBndsuBEAGt 00l 116 execut ed on

el ectroni c di scovery manager server 110 (as shown in Figure 2).

[ 00107] According to sone enbodi nents 28f the present invention, the file

br owsi ng



tool 116 is configured to be utilized by the e-discovery manager through
the user interface 118. The file browsing tool 116 gives the e-discovery
manager el evated authority within the conmmunication network 102 to access,
inalimted manner, the enterprise file servers 150 within the

conmunj L.on network. 102 Waile.the.file. browsi tool 116 .may not all ow
accesskﬁﬁb%%e acﬁﬂ%P“FﬁF@E“é*%Fg@e6ﬁ“é%iﬁggﬁmyi@292@8W€F§%aﬂ¥°gl|om5 t he
e- di scememMotdpagicd £ RKOWERah6e ghtichal eidest ard1edesefibddierdih] ®1gervers

150, locate files that have been accessed by the custodian, and determ ne
t he si patigtlandhe pleesonie diseeictr wamssmant sersodl emydui wehigwedthe e- di scovery

manage .t al ral i 1 . i recE L] r

oo by BB e Sy OBUA0R e O Pl BB SYMID RS SRV,
past. &der ekaam urdehieuciusd mdbiraatiomicchornandieat@ids@r like, B-vilsaaiepltoy manager
a particul ar, folder name and/or drive nane on mhicg,he/ he has stored
files. hadapitlesrmmg ophl Igand themapming od 1176 regudpr é@b@ﬁ%@fﬁwg & may have
al read . L il J . t.Qai-an. chi ne,
wher o1 A EARIAAENCA A BlioBOUL SRR ADRRBEESR 1ROV dtee R R R TR

r esour teshutitratredoecca §emboks, tthatysteac hitheah as casedred such bzt tlevdttbasd he

e- di scover nager may be aware of .the particul ar,drjve referenced by the
user . sEcrd A EvRmgUSu g ey th siaunioresy s it be bl HSS 116 to
br ows e { 9uls fpQateleh RAI-tiCWs 8le dhkd ¥RhVBRE hARSSUrc&c@Intd anfphdangatQr any

fol der having a nane resenbling that nane given by the user, identify any
part i cedchrofthe eedcoigntosnatiyn atmiheUnagekbByedotyl 22He regabarly updeted e prsutche si ze

of suc il es. .and retri.eve the th of any folder (or Shared Drive)

i ncl ud Wghﬁéﬁgjﬂé“%ﬁﬂﬁﬁa%¥ﬁm%ﬁ%1%§gﬁwnf6€108]The retrieved paths of the
Shar ed(gmitgps My idreneiBo@edRE, thedbbbise Ranual oyis ebnRutr@m@aichaltlayf, to the
Unified Directory 122 in the database server 120. Thus, the Unified

Di r ect BisipricabxXlaigiglaiingie aichstediam scttoieh el 4hiog fe thah sessfligns Daned ropset i cul ar
in rel atl 1. h i.an. u . i Lfier). j . t he
per sonieni e B Gn BT AR, 122 TR WASEHerERs H bbb iin bl By

cust odarctobatl? at upliess ih deatveoinitd ®lainpod értduadodmobac ehadpedlaia st ored by

t he custodi an, and once an ipvestigation qr collectjon of a custqodian is

i ni tiat@abaseRevEobdtis aﬂnfawaf Retqre i BedrEged P“’P%fwzﬂi“é&e‘ﬁdﬁ@@t"grai}y 122 may
be accegsad: hfdahehBuliel RS cRARBIECHE A Al BES ARE Aldn0%s that,sneed to be
addressed during the |nvéétlgatlon/collectlon. Thi s 1 s advant ageous as it

al | ows mairggingplretcet pf dwtoddrastedo thav st stghs pandtibklcegodion spraddessther at her t han

relying on the e-discoyery manager, to ual Ly input th rget.ed machi nes
o 11 Per s dordy EnESt Haltin Ie e St B poste }eBbnab e RERHEEHE not e
that t hew Yeishbh@oRiphRE habYiatkd 2yilRY clRedi S0 daT e f Afe @b NURMRIots updat ed as
new i nformation is gathered using the tools described herein. Mre

part i ca$saeipied witethe cegodion previiugyoy ee Jonganislgeitieast, thealalabpsciseovamayl be
configured to automatjcally retrieye a.fromithe human resources.

dat abaseg e RATUE BETulel T oy e b b T S B S TR

i nf or matdi@iohe&N0 ARG hehdve chaphiesway fifst Rletifi@bantlhenaiic dRMomputdravagr of i | e
scanning tool 112 and the map tool 114, at regularly schedul ed

. : . Ing 19 al arly
i nt er vap songaf wdepipted: iaithis waxt the custadian perfilowithin th§ Ungliqd [detpbage dat 8229r om t he
variou i S 1 _ i ) . da . .em 100
oy Do Shar TR e B AR o B TR b R 6 N AP Eomali B v e
i nt er f agdevagt withdtiteef dateati gadion oesolsedbn bhie ctiftedihni fied Directory 122 is
updated in real-tinme as the data within the data sources change. |In either
i nst ang(éo,l lehch o dBrBRianint Hatinhed ﬁr Bt el Bt Pt lﬁ?t&%l&f@r y 122
i's reguharhyiRdae difoRBsUE @nﬁdaﬂ@r;ne‘hhﬁal%‘.t ActBdtal8o WhE bedodddegit ory 122
is current. [00110]1n sone “enbodi ments, the database server 120 is
conf i gevhed tisuiekd ofiatoralatiomiretrothe bamad agsaquiced ddatitnges to the Yudtedddizastary st or ed

inrelation,to that custodian's human resour.ces identifjier.in the Unified
o rect oy b wif SRR SpRRy Pl s S RPEh R SRSl TR T e

Di r ect @fs¥ode?y nh S caRahat@der 110 1§ b Rvedittodadoanizeliad dadpgd d firsielist odi an has
changed, the database server 120 is configured to store in the Unified

Di r ect peyornppartipd an@iclaansan sestozssy Mak spepnficathyt imdhe eyent Has wwapidgd 11t be

exanpl e, .| e, late, | .change, . .as . as, Imai ih.a record of
tho. ol iDL A% BRI Ghnb PR SRR AR SR AR AP e
Unified Directory 122. For exanple, i# the event the profile scanning too
114 identifies a new personal conputer associated wth a custodi an and one
of the personal conputers associated with the custodian previously is no

| onger identified, the database server 120 is configured to store in the
Unified Directory 122 the information for each conputer, as well as



26 active to termnated, the el ectronic discovery managenent server 110 is
configured to determ ne whether the custodian is assigned to any case or
matter, and, if so, to transmt to the designated nanager or contact tbr
the case or matter an el ectroni c comuni cation notifying the manager of the

termnated status and inguiring as to whether the mapnager .woul.d |ike the
tor m nivgs b tad BRILOR EReh PR GG TN RESRARSA ¢ esponds i n
t he af fiétemmaihé Whethbh@ieRhQELIEO N £sigh&TCOURK afBRIGRE NI SIEEY.86 trhiénit S
configured to automatically initiate the various collection processes of

t he pr&salssizngobmanager oTpilat irdhe ease oF utteriregiedrogin naynipaion

advant I i t i.qQn navai L hat
o REROUR e RO FELPARE AR LR AERREISLAD RhoMIRE BBk ud e

t he el Bk¢ thenérmigitatawerdjamnadag estbsateds én vereviiOhamanngdh respondinihcad e with the
nanager“and,naé%a%tonaaggalIy initiate collection upon recognizing a change
in enpiidymaiye sheiedronfabipspieARmagan i SPNEt hlt Bgarbetred ixddonaial¥nent

Pr oCesgfSate ?rfé%ﬁ%é“&ﬂfe_@ﬁi&%c@s QfH B RHeSent SnveRESh. TRYeriBrd, aﬁ_tdu.@doa?dﬁ% by the
e-di scovery manager utilizing the user Interface 118. In'this regard, the
e- di scdatemayrimndgartagemyslg noldectédyrorttt enwdetructinerfueeailbbBite érat aduld be

information ahout a partigular. nptter. or case, suc s .a case name and/or
nunber SSURDIE a8 (Do Ehe Thh e RGeS T gar IO eRE, t he
parti CiHagipdhRAUESVE 10im A not WhANRSKAR &9k tHehfahasemlionBe.fRgARA)y Managers
or contacts for the matter (i.e., individuals involved’in the substance of

t he nmaitigate calidson vpamrecdgnipng 8 eBangelii kapldyamest gitysovery manager),
custodi ans, etc. The el ectronic discovery nmanagenent server 110 is
configured to store this information in the case database 124 in the
dat abap®iseyver ¢ABE The case database 124 is configured to house this
information such that all information relating to a particular matter or
case | 0léPht ed Withicgardhe cesdeardapnpaeocEss s gitgodingsle sopg smbeinedies, user
interf _ OV, fil ttar.: d1.ncd uding . the
ot or mae s P A EuPIR e o IR Sl pEBSE Bt B2 1Ry T
e- di scmgerdy theandigalvernpyadgdr tidg eodt ans tHemsthiatenfatd €8 @itaoasérmlatiosone
enbodi nents, the el ectronic di scovery managenment server 110 is confi gured
to addgﬁl}%rpéﬁ’@@&?taga’i Arf$St gUe & %ﬁ‘is%“?fﬁ?%(pgfo‘?u”&%ea dorgleecinties ofin this
" egar il At fles USF MCATANAASE pFBLUMPRALBGRE! whBbaIdhagemt idprent er i
identifying 1 nformtion about tfl')ne CUStO&I ans. The i1dentifying I nformation
f or eaopeneds trodigers doasitavgt fohdheenatr e, ohdivitkiabdmeolvgdoie. thésurbsexreempl the a

t her.

name may, be ent reﬂilffor one.cystodi an, an emgi_i addr.ess er another, a
net vor RIS TEGERE 19 BREFo NS GBERLY MaRASs) G glsu HBSBNE: 11 er
for angib@fery MARagétRnt @ M1f B¢LcohtBulcd 16 Qfotd B iBEbrinRtibEHEhY BadeRitabase
identifying information in different input areas dependi ng upon the type of
i dent i 134 Wghe detebaraseiyar b nigiexpse database 124 is configured to house this

information such that all information relating to a particular matier or case is related within

the case database 124 and a user can usc the user interface 118 to view a profile of the matter

or case including all the information.

[00114] Once the matter and/or case has been initialized, the e-discovery manager may

add custodians to the matter or case. In some embodiments, the electronic discovery

management server 110 is configured to add numerous custodians to a single matter or case

at one ttme. In this regard, the e-discovery manager may use the user interface 118 to enter in

identifying information about the custodians. The identifying information for each custodian

does not have to be of the same type. For example, a name may be entered for one custodian,

an email address for another, a network user identification for another, and a human resources

identifier for another. The user interface 118 is configured to receive the identifying

information in different input areas depending upon the type of identifying information being

27



recei ved. The el ectronic discovery managenent server 110 is configured to
use the input information to search the Unified Directory 122 in the

dat abase server 120 to determ ne which custodi ans are associated with the
input information. In the case of a hunman resources identifier bei ng
entered, only _one custodian in the Unified Director) be a match. On
t he ot h‘iéi“"ﬁ%in&f)‘ FICHHHC eveny “’é“‘ﬁéﬁi&&“be‘ﬂhﬁ[?éﬂt‘e?‘é‘éi“ |t Iuﬁ%/ gediM odi ans
may  be @Rl kOPLAL ThER &l BREEOR! ©2dh ¥ RINsOBRAGEIBRS a&ehyigE 110,

after searching the Unified Directory 122 wth the input 1dentifying

i nf or mathidingusiodiage afei agmcmicct wrtbri@s;emt inforwaigin. t ng! msw of nhempacesowlds a | i st

ont - ok REEcH Bae TR iRt Gl AP et el ToTied Bhaaedle) g™ "

i nf or meHd ARer 2R, i8IRCIKOBT £nsths ﬁ@Mg&Ntef&nﬁigﬁrm@&us&ﬁiﬁa{ﬂﬁm&m 4 maeanfigured
to autonatically sel ect the custodian to be added to the case or matter. On

the ot K& !RANnd, ~ iThe cleetrenie disconirs managensme serrecH Owetier seaaliag tledynigied
partic i,n t I mat ches
e T L L LR R

[ nt er f as® iditBa@nd Srmirskeda1$ oustdtsinstihg clengilscaperiyervdnag éifomisiont énilew t he
mul tiple custodian profiles %f§QC|ated with the matches to determ ne the
corr ec€Vel §’t‘i¥di“&ri“%tﬁh‘c"a% Frbum APt EYIF et anruh ddeng Y ipg i @maticn, §8i ng so,
the e r he profiles,
Uoh 2 e R A e ™ S

i nf or matstoediac enbd mifded m theeae-dinsaor.eOy tlnmmthgidrandsinttbc whaet here thhe ohocat ed

cust odi an the o i ntended. The e-dis very -nana el ect the
corr ect LB ST By et ey e S EBEE IR e HaRaPRCE hat al |
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enbodi nent s, ding" a custodian to a case or matter involves |inking
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server cdskQrinsat@@Nfl @iieeh, ti d-fistdvatembiget MANSHThHSdrake @tfierpihﬁﬁ'ﬁil’atl&ﬁ iron
notices and surveys to the custodians. In this regard, preservation notices
and suthegyefilcel ol At carBoRitditisaroricloraion asecigicd aptodiennes. siushed in or

l'i nked nifgmtig]ﬁmcc%ﬁ ?n{glrantldg eedis&)\legemgﬁ%%r ?@‘{ %ﬁer}]l%ﬁgclé@ s%(ﬁgl{ 2Mné of t he
preservation notices and surve stodi ans a € case na
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added to the case, or the e-discovery manager may manual 'y cause t

pr eser vatrélemnmnibeicogsdiangradie ireths UnafidseDirecmyni22tte the dare siomett@n ddi Gasat s,

t he elgctﬁonﬁﬁ di scovery managenent server 110 is configured to transmt
the pr PE0n noti ces and surveys via a standard email function. The
surveysoamy) be tigdolithd BRoPEREBLYRRA upSt h&BSy SWeidas athltewr ahe
transnitted to custodians together, and one survey may be tied to nore than
one pr ekevrorit dsao oy maaagonraen Staveru@t()oapmﬁgue@pi@ ngigiated tatr@n.isrmewl efhe survey
response. . LS eceiveda£¥ the eo ctroni,c diﬁigver%¥nana%ﬁge rver ,110 and

reservation notice IVCYS USIOdld 15 18.7¢ €8 i n CS al
st ored AT &AL 1OR he Palrevant S Custsdi’an case 8 iéa ﬁ t he

case datmbaselchdr. to Fw jhesuimr@se dhfatedraed sioRt ¢n 0f BEQYes YneRPEGSMRH server
110 nay be configured to store all or a portion of the data received in the
sur vey tegaippiaiabass 1 2he Tappmissign pf sdtreseyvatiop nphcesiad suaerdiognsiedisndf i | e.
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el ectroni c di scover na e nt server Y al so be configured t
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di scovery managenent server 110 nay ul®lertake to prevent any rennagi ng or
refreshing of the custodian's personal conputer(s) by transmtting an alert
of the preservation notice to the enterprise's information technol ogy
managenment group. In addition, the survey responses received from
custodi ans serve to informthe collection process. For exanple, one survey



manager, or the contact/manager of the case, may upload relevant files to
be attached to the case profile. [00119]Wth regard to the search terns,
t he e-di scovery manager or the case contacts or nmanagers may add certain
terms to the case profile to be applied when searching the collected data
to locate data responsjive or relevant to the under]ying issues in the case.
St or i nPrPHEIEERECE FERETVRE K ! “b‘h%‘éd’é)?‘ﬁ‘HlP‘é ﬁé‘y%g‘?ﬁt‘%@bﬁé‘%ﬁ it
cr eat efedréRAAian AbtidAueLALCREPSrtthRtmitidlo cBeodRdabiakena &ift Jupgpect to
the data and aids in organization of the data, as discussed further "bel ow.
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cust odi%Hd 7t o beACEPEHEHA SPRERIMAOHRINED 4 EANSTEsIonl B RECSEYFHOR Nopisce
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collected in the Unified Directory 122 and detérm nes, fromthe information
st or ed coHeguedhio schesludli fefrénden notiessde bopent &f cuptndianstto pergasli¢adly refieshghe ti cul ar
custodi_an t.hat nmust be..collected. There are. na differe | ocat i,ons t hat
the oy st dsfdBo By dfr sl iR ey SR datn € el 8count s,
and netywae kmbbOnRES, afi@aSpredenedivdinBgcdRBIPRCES tl dushhid g thd ¥l éatRSic
[00123]If a custodian profile (for a custodian rel eased for collection)
i ncl udEECRNery BRBRLCHHE! HEYYdr AIMBoHsGIEr 9 Prasabl B g o ieheshirgsebdi an,
t hen the ' ' | nt s : / ,
col ot el e R TR AR SR B of 1 AIREINGERIA RO o
managepeeiprser\veiriditbnmayhnoéigy rearagtientrgebigy aintadd@ioh) the surdentdspyrisog
i nformation, such as.donain, n%ne, | P address, etc,, and gpg initialize
depl oy HEftY R Iom ustogiang SPVEER INpimt BisIcoteBIonpRtenty [ X BPPEe RO er ver 130
(as shoyg ihdlifd QY5 &b network storage devices the custodian uses when storing data. The

answer that the custodian gives to the survey may inform the addition of Shared Drives to the

custodian profile in the Unified Database 122 that may be used later in collection.

[00118] According to some embodiments of the present invention, the e-discovery

manager may utilize the user interface 118 to add attachments, notes, tasks, and search terms

to a case or matter. In some embodiments, the contacts/managers for a case may also access

the case profile in the case database 124 using a web browser and may add attachments,

notes, tasks, and search terms to be stored therein. Thus, the e-discovery manager may not be

the only entity with access to the case and case management tools of the electronic discovery

management server 110. The subject matter of the attachments, notes and tasks could be

anything relevant to the case or matter. In some embodiments, the tasks are tasks that

particular custodians must complete and the electronic discovery management server 110 is

configured to transmit a notice to the custodians that that the task needs to be completed,

perhaps using standard email functions. With regard to attachments, the e-discovery
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[ 00124] The | ocal collection tool 132 is configured to be deployed fromthe
col l ections server 130 or another server within the network 102 to any of
the enterprise personal conputers 140. Therefore, for a particul ar
custodi an, the local collection tool 132 is configured to utilize the

machi n entifyvin pl th an VRery
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Accor didig piefilene enbodi nent, the Iocal collection tool 132 is configured to
be autonatrcally installed on the target custodian's personal conputer. The
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her naehdineuswidt fagher lelibst antial interference fromthe Iocal coIIectron t oo

132 an i nteract,, wi.th the drive
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[ 00125} a0 addistid @RctOcdiitet fronckiensudestni edmakayte ddiscovesahatgbd ection
tool 132 may al so be configured to transmt to t he database server 120 a
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server; L9 .a tt tartf -Bslovr akmg%gyggsqﬁem@srﬁgttte@{ ;39 cuditfibediign for

exanpl e, netmor app I cati serve e user has used or
accesséa.caidyitlse dlestonaf dtscesroztyrmmmg,myntbet wf 0f @ donfipined datlkdvas erserofer 120
in the cu(&odlan S roflle in the Unified Di rectory 122. Wth regard to

tr ansnPELTBsP oF FEl ST ST HELE! PEEeSSE BT HHGITE one embodi ment of t he
invention, the local collection tool 132 is configured to conpress, hash,
and upload the files included in the snapshot to the coll ections server
130. [(0@i26])i n so®el&nbodi ments, the electronic di scovery nanagenent server

110 nma Lize conmput.e hi ng, t ool 0. dete ttenpt a
col | ectitin2t rom DrEEaEBuT Gt BT Mt I Sohu bl ShEb AR5 5T
conf i guliegot@yh mme{;@rm b@chetvREded Hidn anthudetoal ¢k NRe WatediOlistdRry
enterprise persona uters 140 are online. Therefore, in the event there

is a caxsr@@nia@uwﬁsmreééerutﬁ%m% cledshe esindianct dae pens therlacatigttput er

wat chi , r e joins the
et vor B Sted B T QUEBEA R, A3 ILRREIER O ERRRNEL L 137) "ane
i nf or mMmidnggcehedC beroni Id Odicsaexsahy cimmnagemefile s@hy eustddléh tbh&tcoiléct&hﬁuhd
initialize the | ocal_collection tool 132 i mediately. [00127]]1f a custodian

prof i | &0 Diecterstiddidan dpsranss dromp fhedploraatgrogrer #éqreae%leérﬁ}ei ent

locations of data storage for the particular custodian that must be collected. There are many
different locations that the system 100 can address, including personal computers, email
accounts, and network storage areas, including HomeSpaces and Shared Drives.

[00123] If a custodian profile (for a custedian released for collection) includes at least
one personal computer(s) associated with the custodian, then the electronic discovery
management server 110 may undertake to collect the files on these machines. Therefore, the
electronic discovery management server 110 may retrieve the relevant machine identifying
information, such as domain, name, [P address, ezc., and may initialize deployment of a local

collection tool 132 running on collections server 130 (as shown in Figure 4).
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pat hs for HonmeSpaces or Shared Drives, then the electronic discovery
managenent server 110 may undertake to collect the files fromthese file
servers by initializing the file server collection tool 134 running on
col l ection server 130 (as shown in Figure 4). The file server collection
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hashing of the data in permanent storage to the original data in the
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it is likely that the data may need tid be processed before it is searchable
and suitable for review by investigators and attorneys. For exanple, the
files may be encrypted in the formin which they are collected and sent to
the long-term storage area network 190. Therefore, according to sone

enbodi nents, the data nmay be copied to the conversion services server 170



[00131]Wth reference nowto Figure 11, a block diagramis provided that
illustrates the electronic discovery nanagenent structure of the present
i nvention, according to sonme enbodi ments. As illustrated in Figure 11,

certain processes descri bed herein may be categorized within one of case

manage as re sent ed ock cust odi a
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i nvent Foleckay (ool f 34 rurmbizeont spllsclénescater f Be (Fsgheysiim Srgu[tnfm 3bherfile serviest
proces %015&?511 to%l ] §4 Yg goq?rgux%g % %&%ﬁ% tﬂ?ﬁg%%nﬁoc%%ﬁ%gﬁ{eyr {/eﬁu vrls:atﬂ?%ﬂe%r of a

matter "Or cas ion su i'es, as shown
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mat ter/ s o asked
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el ectronic discovery systemof the present invention to have sealability,
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cases. [00134] The el ectr nlc dis ement. Sery tores this
h or marigno e, FeeTeans P dnbkRbe et PRI SEE I BT Cace
dat abaggnfidde@UsasatdY S2d Bliata@s1 10O fifddebridiRgbn &id tatgofcarfitakéoar. rglati ng to
a particular matter or case is related within the case database 124 and a
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nage creat preservation
threshold. In addition, in some embodlments the file server collection tool 134 is configured

to determine whether a particular folder that it is collecting from a file server includes more
than a token amount of nearline files, and, in the event that the folder does include such
nearline files, choose to not collect such files so as to avoid overloading the server.
Therefore, according to different embodiments, the file server collection tool 134 copies all
or a portion of the files residing on a file server located at the path given in the released
custodian’s profile and transmits them to the collections server 130.

[00128] If a custodian profile (for a custodian released for collection) includes an email
address for an email account on the enterprise email server 160, then the electronic discovery
management server 110 may undertake to collect the files from the enterprise email server
160 by initializing the active email collection tool 136 running on collections server 130 (as
shown in Figure 4). In some embodiments, the active email collection tool 136 is configured
to access the particular Microsoft Exchange server within the enterprise email server 160 on
which the custodian’s account resides (which is known based on the information included in

the Unified Directory 122), copy all email located there, including emails deleted by the
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notices and surveys specific to the matter, as shown in Block 204. In this
regard, the e-discovery nmanager may, through the user interface 118, either
generate a new preservation notices or surveys relevant to the particul ar
case or matter to be stored in the case profile in the case database 124
or, altern t|ve , Link a preservation no € Ol . Surves al ready stored in
the datditsd redgeioft B KRR LG o B Sl o By Fb TR e t o
at i Ssygys pﬁos@o We Bl :teAP A BIRBSRO Lodisd ENAICIHERE ERc@InsSeAkEN3G.er ns
pertinent to the case, as represented by Bl ock 206. As described above, the
e- di sctM)éﬁ?/ rrana&égaréircSSaofdbﬁﬁtawc GesOp¥RAQRaFIoR diont Which gt iprpging selleckasl. user
|nterf i a ets to be
appl i e %%]ﬁlbu%la )QBE)E Fi\a}tggat g %%ﬁ%gfigc? 1 8pe (Enei{ g[ﬁm%ﬁt &qﬁ%ﬁqgeﬁt%ﬁ{%g the search
terns H(ﬂ}bcb&nsi Jeftdr 60 1<Q:o|ﬁﬁf,w®&(ﬂo Vﬁ)idlh@aﬂthliﬁstl(a'ﬁnls ustticans iamgll or with
particul ar harvested data ty The search ternms will be saved in the case
dat aba8&eoing 18 ghe shatt- t?lﬁ%@taalagi db‘ée ﬂ%%aﬁﬁﬂlyh%ﬁ%rlp@ar tdlepgn s speRt g rdadngd used

in CO“E“BQ&b?@to‘%E E'et%tf%t'a@&uﬁth% &R Y PRI HSIRARSIOHE aﬂ?ﬁ@n co@%%@ﬂa@@@
processes of entering relevant” attachnents, notes and updat

parti cul the loastero rstmzagctawa st workf la)l()lfer wrﬁianwttshmag;:asmrthwmage,n’em category,

as dennqg?rated_by Eéocks 20% % 10.. The e- dISC ver% er or a case
cont acFOIlCURRTREHUT | AR fFaiiiy e bysade infarapfige & hesiaeloris) 6“3&8 ddcunents and
ent er Hﬁhﬁ%rﬁ@@aﬁ%&ﬂﬁOESE@VQH&hQQE@deﬂﬁéHgbagzgpﬂﬁkﬁén Bdnfigdn nders, to be
stored in the case profile of the case in the case database 124. Once these
attachnmﬂm@anﬂpﬁéﬂeaﬂﬁe&bm@ﬁb@aawﬁeéaaedrdﬂ%@ywﬁhyHbéﬁn@ﬁmmémmedmmhenever a

user vi,ews th rof | rou ser inter

st mmdTeaniroaltesiy Kbt BraL bR TR B ol bSO ooqud BB o o
cat egokZ&tofScIRAS B/ THRAREITE The PLOSESS&RDe 1B8d &IQ¥RrdnBe Bl Ogler dddto I N this
regard, the electronlc dlscovery managenent server 110 utilizes a cost

est i mafiptermine e aregiviet Gediise Alks ﬂéfb%%ta bas hesr geied ythaienerteyn siRrang are a,
based f r ust odi ans,
amount 1o epay e J s RSkl PR HahARes AT RAATR Fe oI RLRBbaRLR: O3 0

i ncl ude®raent fHearrighial daakn g s@@dag/@fxl@fll&ﬁ)vunﬁmaﬂ&slsslsmg s aitdesti @, papree sient ed by
bl ock 214. [0Q137] Moving now to custodi an nanagenent, certain processes
faIIlnﬂmﬁﬁﬁﬁﬁﬂwﬁﬁgﬂédﬁé@dﬁﬁ of custodi an managenent are shown in Bl ock 220.
Wi | e mtﬁl Sl Ocesﬁﬁ%e BV ARG, &?%étldt%r\e% stote dRds de?\go@ 198CH N ot 122
certainly could be categorlze as cust odi an managenent, the processes shown
in Figun@mﬁﬂﬂynmﬁwﬁﬁreheweImkmng&diﬁbmhthedqamﬁnagmdenbepbc&m@iod|ans

W thin t SC f..ac matter.. In that a t he |rs rocess of
Cust odPE S IEHBH AHGT GO TR P L L on POt SHEBIOA: ans ¢ o
a case g fieRkh§he cASySROWNHeToBh ALKLRR ZeyASe BARCIAINAE saRAY rc 1bACterm

e-di scovery nmhager nay use the user interface 118 to link a cuStodian's
profil étOfmmrqah@twkf li%8d prméu@mcyozﬂm tboomkenadiviantd, die dtmapbefile in

t he case d dian profile and ca rofile are

cor r ot SO o et SRRt 1 WL lielhl Dna0ndhl S B Bl o

t r ansnifg®tions dhy PE esgfedad it nAﬁ@:t th€ @5ta addecs ity stt@d@uﬁzesaditametmaai ®hown in
Bl ock 224, and the presentation of the surveys to custodi ans, as shown in
Bl ock SmeongHemeiieags st sclaioge by A B Hierseriifacoepil 9581he cont act
|nforg$P @ in the custodian's profile in the Unified Directory 122 to
trans e preservation notice(s) and survey(s) stored in the case

profil €dicii he cusilogifannce myvseidgertiods bk diageans isgprdaded gianillustataction i s

used, so that the only informati on needed fromthe Unified Directory 122 is

the cuftegdpadionts EFrQVFYABYIEEE MWHERUTHY (REBECSEN! AR BHBRECHBINEANEINE ¢ he
survey i, )hmﬁﬂ}%e% R ER U pl%@@scm{?c@c%@ HAREN Al gt message,
the survey wll be presented To her. The survey may be configured such that
when shacgnbwé\mﬂnmamq0ﬁ¢mmsmnMsvums1aummﬂanwdayE¥0d¢%m%nmﬁmhdlback to the
dat abase server 120 for stor gase rofile and th ian's

bt of 1| B E Ot ARG IR HORK £ QUG L 0r BT S gemEH TS RSy ocess of
rel eashng AYILQEHANEbIVEOMed1dMBbARH dcOv@y GAin 186 iSHaMBed SudBliRaleadd8. The
e-di scovery nmanager uses the user |nter¥ace 118 to mark the custodian's
prof i | eusediptreandidatn masboiaareedsndrpandant plenceanofler. Howbet ihéw r@ﬁtﬂ&jama Thi s
may oc n the ¢ e f le is

T kcea s e - FAR0 BEPARAES PR M P A B

di scovery managenent server 110 may attess the custodian's proflle and
initialize collection based on the various data storage |ocations
identified in the profile. Therefore, as represented by Bl ock 230, the

el ectroni c di scovery managenent server 110 may autonmatically determ ne the
data types and | ocations of data to be harvested by accessing the



set of processes within data nmanagenent are the processes relating to the
harvesting of data, as shown in Block 242. These processes include the
collection of data fromall the different storage areas of a particular
custodi an, including the custodian's | ocal storage on her personal
conmputer(s the custodian's network storage areas, the custodi an's enail,
and an;sh(ml%é? uBeEReod fiz_ét G ST RS @rw.cﬁx\rwm%’redﬁ%loa%ﬁlaﬂ PAS t he

var| OU%atéfgss%ggi eRfFAIIR HO RicRfe@Rd JriRNSHichi A% élghxsfgg?&%h%td QRS BT Ver

130, as d In detail for each particular collection tool or process.
Upon r eesttdiag, tives,cotl el ¢ans wercesees df3; prtadna inmvestidit ing affegmaee Pamt i cul ar
collection.is tenmporarily stored in the short-termstaging drive 180 until
the coPPeetiP§ATC8 gl et e, at which point it is stored in the | ong-term
st or agep@nep net wREk ik PBodels BaS@BE AlthRNh¥tidd ndarspaadtichtcboignt tiediifigof
barcode. The foregoing process is represented by Block 244. The data may
requi r @ neRsst gnedse As dfrascantiatod lizgetiorsubDert B¢tonscs: &8 BewappBlek 3@- i4s in

order for it.t.0 bhe,searchabl e and/or otherw se. : 0] > Next process
hat 1 APl toR WS ARt n e e B O RONSA I EraSE ISR

conver siform&RNWbeeSa SEfidear mdilrodtas2nalcy 2k 8 cavechagrnvne/s nombas arkeessary, as
shown in Block 246. Once the data is converted, it is returped tq the

| ong- t deseription ahbemasisr/ psevbleralidentifisr.ghe pydaulphrea e aw. < Hha ateAido

falling w.thi {5&& RN [ij iat j:on - of:. i G - sets
wth nge\t,\t}aégiog'?edtgjtg? o gfs@‘arc r(’togtra%g%(sn?%réglg}t?%tl{%ﬁéﬁg\gggg%#rg\?)ii%gi 1{3? ;e?he case
dat abasebslidde of thetrhiter raganihn e pt@iesy, Bkathel-distoverysharagdr)iefr. t he case

profile are stored with the intention of heing applied to certain types of
dat a arﬁ%(?lé?:] certz‘i 'R n@‘?@tﬂ%icéﬁo‘ila’élé{’tfﬁlfm%‘)flé? ﬁﬁ?ﬁdf@!? ,ateg’eftf‘fraiﬂﬁa $ebrch terns
may be ix%ﬂ#ﬁgga?’atél%vﬁﬁé fof AlAafRl du8olRH if Rluldh1S BRGL T Tis pRMGdes!iBr @bt her

i nst ance, el'ectroni c di scovery managenent server 110 accesses the
case prbiitbec dibetenrpisysten phithegeeseohinventive to bavescalppilitedvhesghy vadoee at es t he
search,tern%éfvm .t]h t he bglrcode f tpe aﬁj}?tr riate data sets in long-term

st or ag@SSOFRIRE WhESERICCHTBPHRS Wi I B Hggf:?”éﬁ to that data and the

resul t gogdasl be gpmesadiRmiAmsedeRsAMRLmER etk @VeEBrdsQhis afehiiglon.inFi nal 1y,
as with the other nmanagenent categories, data managenent al so includes a
nunber tiof casadidrbrge dAd inbe ldptabasepeoce s2@ sThase databise e e bewtcathiby Bl ock 250.
[00141]. Wt h referenc oJFlgure 1.2.. £exe I I : . ing a
case | gl\%% tlwdleséll Fﬁglﬁ?gﬁz 8%?‘816#‘85 r\%lm%%lwgg)ndeﬁ(%%dg%i F}ri%tggtl %g? Est%ﬁgepegartg(ggﬁg i

i nvent it@NcasddathiRE 432 ahea uby, Blchak a 3dAagd of @Setal camisk @ie user titediced 1y t he
e-di scovery manager and stored in the case database 124. Next, custodians
are addedeprorndrditegyeatilend thigygaiterio CBieock 304, by |inking the custodian
profil f<;1 he i.f i, L.eGL 1.h. i . oy AS
e e A e e T
or nmanagtdtesatdsuseqs glectfertoshd mathe, amhbivedn Bloddta0d. hathiesged, flere-t he case,
including instructions as tlg @ppl .i.ntg_I he sgearch_ terns to particul ar data
types GHSCEVEY HeAnaie Mm@ qrRuEy et”é‘%r‘ CHRATS! on & L BEP TS NS PFIFAY Rl st be
made as,olieLNRYs LM8LE thSh@pBLLST ca®¢ of Mikerdo 688Rred it thdIEHE phFiOM Mt ter
because preservation notices are not required, for exanple, for an audit,

t hen t Hiee grsodatgbasail ki onoternstively gtk ¢ presdneationi notigh prawrvonelshdysipeed in
collectjon. On the r .hand, if. there is.matter, rather thap,]ust.a case,
Chen' ¢ e EreiRs stver 2Draginast pome e st T gt pRB Sl oMb M ock
312. [ QAdARLTRBmRAES SicV@tdtdR ITQEdrEieieras peiiiauwh th thalaoe les Bditedetelibgnsm tted
to the custodians added to the matter, perhaps using email. As shown in

Bl ock Bleck 206G &b drseribgiotbore theedissovaiy nbeaggier 8yeefactay naneas frhthgicatek 318,
the 1 eqlAARE AOIE 6 JRAYL 21 ARALRIAET LOAIGARID G IOH GBS

cust odi ans. CThe ot I ces may be‘sent over dnal 1 an may rem nd custodi ans
about tahpli@r @Ske ¥ah havesied irclhe aingd/ on sereoembdodinghdihansartio teink maglle surveys.
Wth regard to surveys, in the event a ;urv?y i S re_ﬁui red. or desi rgg‘

accor di'hgjteddo pe gesd wish paicalar guodiansandor #ath PRI IgBEs SR P BdYRES Vi n t he
case prafit .0 o dat ¢ ' lHRG: nnlidd 1S

ossi bire e B R e e  ATh S MY IS RTEIII M T (e

pr eser \hatvested detaiand sised in connection with storing the resulting responsive data.
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[ 00143] Next, as shown in Block 324, the e-discovery nmanager may rel ease
custodians fromthe matter to the case, which initialized collection of the
custodi an's data. As shown in Block 326, the e-discovery manager or the

el ectroni c di scovery managenent server 122 accesses the custodian profile,

determ he data types and | ocatjon t e collected, and initializes the
appl i gt(gﬁzétol | e ﬁ’F Bﬁycg%;{ﬁ‘f Q& TS f8t?|"i’*8¢’*?ta5}%e"3%f’8‘.% d’i‘égp(ﬁ%@ 84t a has been
col | echegdcantcae WPhaHe: A& GA5eiMasthbesR Askibanest dreeaChs dabanahichased on
the particul ar custodi an and storage |ocation fromwhich it originated, as
shown BhodBk 38k 232310t Hie seiaeaisrBmanagsr asa prseviolast o neanggerdnivhuseibe vws e
profile m ssi.gn to the dataset. bas n_the Jinput | i ONns
Fegar aPgTYd T8 L PRRRE oo g BT Ehien RE DB el Rl PR iy A LS

dat asetn@nshihd@s, 16U klosedSiavesdcdse phgilPo e rhedn tie: ¢8y isaBtss 1Dor Oapal ysi s.
[00144]Wth reference to Figure 13, an exenplary process for nmanagi ng a
cust odihese péachmsisdeaies 304 updalss awriddedyithey 18RRI ERIEENTNBEVY RSHT esent

i nvent | Fi as., d by Bl ¢ , i dto a
mat  or Vs L ki prAifip HERIEGEPLEH erReOfil  HiicoR SliBRAAN Aabids BEIEL, L

Di r ect oregert22vansioh ardatah procdshe thelsey entgocasdacasmatanegenpmopidcessed, as or der to
| ocate the custodian's gr of i I_&, a custodi.an search nodul e may Be gn;pl oyed,
as shp\ﬁ}?‘ﬁ"r"hm_@@@kzh%)_ﬂfl}” Reper trihe elepigorc aisé%"(?\‘/%}”&?n?ﬁﬁ’ﬁ}fﬁéfcrﬁcﬁw fidFSany

| denti fa%b&%sf&ﬂ‘:]@&%&)l QrieabRtle th 8okt ¥ hadbaihe al 8EN8kinkdalaSbhig orYSt odi an’ s
nanme, network user identification, email address, etc. The custodi an search
modul e nwinbbr ¢fdkeotshaclidippt foi afaonplativerbeanticusealoly, avheuntol hivedst®l ¢adet ory 122
for a match. If e fhan one match js.obtained, .the.user interface 118
w11 el Tt ie e aanabo e SR Reraghe L TEHAES.  he
associ ?;&gsgggg{ai hx%%eﬁ;@se@lﬁidﬂf 118 e i ntended custodian. In this way, the
correct custodian is identified and the profile of that custodian is |inked
to t he[@PB7bpri afMoiageow o pestadssn MpEREEBhAsCHEp prsesee e withekha06, t he
el ectroni ¢ di scover.y managene SErver .er.m W€ L he

par 11 conarord oot TRABEHEC hraBhtEin By 2o SPURT BRMGE ASERAIE |,
I Nt hi gefi@apntof th e ddaYirdeoran 22 reitaalyl onld be dahgodpst sdivawdinprofile in
the Unified Directory 122 that, the particular custodian shoul d not be

cont ac iR ESPRKANA Gracesseeshovena FigHe | AmnArdednastnioeses it WY "8 houl d be used,
such a adm. ni-st rat. assl ndi qxvely, there
my bo 5 aa AR SLASHLS, BT UK Ebe B0 AP pPHBKES B RRLER AXE1Y0 e
must beraesessediodnd seapahad itdudbdtie Figune 1 Wsaehb edditon abtustddens st ogiecan

appears on that list. In ejther instance, a determnation is nmade as to
et herr SRtioas EHaLBIt 86 417 ShoUra Bel S BcbF § RuhT B freihe. event
the custdh@prashou @ 1Rt BStodiadheCHbN1aRiM: A¢l ©fifiel |T.'|ﬁre€fg)9}rf aet tdpf ormation for

the custodian's assistant (or other stand-in) should be obtained. This

i nf or mptitenlanchde poefilase thel casedatstose 1 2anBlmist thiersystpdies erafde pahcasoriadde and
surveys. OQEr 64 Nﬁxt in acc‘o‘rda ce V\qtdh Bl ock 40%,. & get elrrn'inlqto'ton IS made
by t he %1 SETTBHT ¢ o AREDEFG S HuR 5@&1& POEBINVEPETI T A TE 0T RABEREP “t he

cust odipaieRagoR 86 A dRE sl 8y sao MBIt @EnNbs shoasia. BlbEk 214, iasd ﬁaegﬁéﬁmaﬁbﬁn t he
custodian is verified, as shown in Block 424, sugpl enental data may be

added tod therrercs todistadigs ofs shewnrin BieekJaps (Tag elochrerie disgougze mugagesefiti red, as
Ehown S0 \’@ll' ffa(us%g 9? C%Rgc{ i}ﬂ%}mtangn Yiffh %H&;SIO&QIII-'S %icg_fggﬂl {h(a%rﬁfl@(f ?irh&brt 1aj2' zed
Yy the "él'éctronic é:i scovery nmanhagenent server or coll'ection of the

cust oditafagsngiathe, préseratiomofide(Blaad kuda@s) Goretl e thetdasy ploéindp the custodis. a
matter, then preservation notices are required. Therefore, as. showae(i)n
r

Bl ock 4180mecmbadigienty # sindist cewllifancdionds ysed, st the gnlyralopnaigties

cust odign, §aARdnky Dil‘%étory 122 is the custodian’s email address. When the custodian checks
her email, the survey will appear as a message therein, and when she opens that message, the
survey will be presented to her. The survey may be configured such that when she fills it out,
the survey is automatically transmitted back to the database server 120 for storage in the case

profile and the custodian’s profile.
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shown in Block 412, the custodian may then be inactivated fromthe case
because, for sonme reason, data does not need to be collected fromthe
custodian. In the future, when it cones tine to collect fromthe custodian,
the custodian will be reactivated, as shown in Block 422. [00147] After a
preser 5 n nOthé #@ sen a g .erm nation IZ Y t?e el ectronic
di scov@@ nageftei faLBE yahin Gestodian yaggeemRt is ms}?}f’ﬁ‘/‘es" f ElSH8i r ed, as
shown bﬁbt(ﬁiiﬁﬁiﬁcﬂﬁémdt&n ghoukd Renseh aiBIRRD28 NTAE RSy @rm@ghrnﬁmtﬁet he
deci sion on whether to send a survey may be made prior to sendi ng the

pr eser veer ingerfavstlil 8 éo mark dgchstadlivesmaeide st theensiodianfis pove agfivajasyfor s
require nme a co thus,
access%§k§'Wﬁgﬁ¥ﬁ%gﬁ§ mf%éwgﬁgb%%ug%ggﬁgSg%g&ga&é&?éﬂ%éhéﬁrgﬂgﬁ is

t ransnistifrged tHerée. n[)hiﬁ@ﬁie@ﬁ%twiﬁah isreassBnked abe Bletir@ts dlaﬁd/et‘)he answers are
collected by the electronic dlscovery managenent server 110 and stored in
t he daPabageacabrayegr 119anayAsces dhcyskpd AloTR oG RefiRhtsolisetetRscd 8 t he

Pr eser YA ALNAk) G55 PRLBHIEUR T HifoRE. HIRRRIE Ladptoutdiey upedi an,

as shown in , once it istine to co custodlan
i s rel eagelk flcamniddscmetyenatagemost gmsae 1 lama;ymommatmai@ «ﬁgmm{t&heaiath t he

various collection tqqls are |n|t| ized b he el ect.ron
manage Rt aabogaons PHAa 0 E%b@iéfat? St ‘598&‘56 1316 BT ?a“ 5 UnSlan i n
Bl ock ﬁ%%ct(){?niiquélﬂg{lﬁ > thd N8isEHRTPHafhb P 1&&%&1}'11@1]& MakBeheldpinki ed

Directory 122 1s accessed’in order to determ he the Vvarious |ocations where
t he cudttedmamcrralw haveigt adedevdap she Eistvalidnys pragles Homllyi as Bltbekse430, the

custodi an's data i.s,col | ected. 014 ef errin o.Figures 14, and 15, fl ow
i aor afehartt Suufe R mntiiae HBR TeOHF P Pt el PP PR oue: at &
sourceﬁnmb@eﬁgﬁp&ggqﬁgkaﬂqugbgggngnts of the present invention. At Event
502 e collection of data ensues and, at Event 504, the type of data is

i dent i {4da9%] Dat aTBF b?ékc%%%ibgﬁicf naraggment eensepgnted b R1o¢ks? 40| Prechaier f r om an

g)c()f lhggg z%g%%%g {wt 1111 c}atd ) g&l&éﬁk}ent gnttlﬂe elgrgcéssgs ?H Rgﬁ} t%g gltcvtc tYWrml |

addr esss sim;ﬂslwbau&m Tiekegrocas’cs inblude dar ddoanvéftdatap@s althediffegihment s of
the invention, if a custodian profile (for a custodian rel eased for
col | ectiEsy af 436 PliAeartsl e Atdialy dchiding the cyptodianisilogl siotage oghet prsonal

ent er pf, !( ??%t;éﬂ%g he%%lit\ljgiran(s]n@%mktspﬁée’%e%zntgﬁé h??:{ugggﬁll:gﬁ sShRPONERT h gr@mgerrent

server undertake to co romthe entérprise emai
server afchQQ}p alyyddsaritiaddiere. ngiitdﬁdladzﬁé inghe miiduscs&hhm easns tagoéd érﬂcBG) runni ng

on coll ection rve 130 one, e actlve e

col | ectOIPG0IO Pt Secd BrowiTsJaPet deotHEe d Boipn or st PEtiFURT SEFbr ¢
Exchangg,) 8epMetssMUdhRedcficant 8SIRLLSS s%m"l 36 Qfa%%sﬂ@%ﬁ‘ﬁm%&hcﬁlﬂe
cust odi an' s” account resides (which is known based the information

i ncl udedidgetion hﬂetemmozfanxésdstmeriecﬂwrsinomza)n stegipg deive 1 8vaitil thoedltestdon tser e,

ays pFPOPL e HECREFLLT sh e AP ARTRT o re s el Rthir P FE TR *ve"

col | ectyi@nsspeeifivedentitaly bartb:. e ttorcg,»@idgqﬁ&mmstl@@bmns@dag/ Bk 044 apabl e of
i mpl ementing bul k requests and for collecting email on a schedul ed basis,

such adadandwreqiiredasaition oo laadarilisatiepbinciensddde ﬁmdwdlw ig apB i b bei ng

i npl enen terprise ‘ t he |ike
LR e e
(136) setheespting bRty detase dier dohyersios lervide® 3494t 70HveMal xidsndacopagisiodiang t ool

s ”plngcrgfgeﬁ }?,daq %itm\f}n ?nt g ock %4|6 O((:)%tcclz tcl)lr(]: da?aulg on?vsérted it is returned to the long-term
storage area network 190 {o be used in review.
[00140] Also falling within data management is the association of particular data sets
with particular sets of search terms stored in the case profile of the case database 124. In this
regard, certain search terms stored in the case profile are stored with the intention of being
applied to certain types of data and/or certain custodian’s data. Alternatively, certain search

terms may be applied to all data collected for a specific case. In either instance, the
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short-termstaging drive (180) to attach a barcode to the set of emui
resulting fromthe particular collection. The barcoded data is then copied
and comruni cated to the long-term storage area network (190) for permanent
storage. Furthernore, the collections server (130) transnits the bar code
information.to the electronic dis ery m enent erver to pe

ot or ectH e CatEpaLaT TR NS G Y s IR E PrattE ek aliet il

profil erindd heagdhicl | £d LfcpRasRe 56&?021)&111‘1%&@ Itl?étﬁa%bdtc%t tﬂeeapﬁdf)h‘ﬁ@ data

i nfor mati on about the particul ar collection. Therefore, bar code can be
used feats melpeeéﬁmesterﬁga Thsethegaareh tm@etﬂébﬁméletiﬁe gt dgtmn@fhetrhwit;tat a.

Af ter en.copi.ed t.o th Ion t or ag network (190),
the colent PR ErdEi a8 St lifuora bon e kD ok R AR R per nanent
st or agﬁtahﬁgeh{’bﬁt &Itt@ﬁi&@Jdadﬁth&ndgﬂmkhﬁalﬁi iaghuags adﬁmmem (of&@s)un@ﬂaﬁid wdrkfidve hashi ng
is identical, purges the data fromthe staging drive (180). As such,

bar codPi§esses hat #BFsasesehic RYiHoghetheed to execute the barcoding tool on an
exchangg gy ver hyyra) the barcode
o oces el Locord e R il HRe R BB IFREAR S ARRHES (o0 o

bar coderovededbie aassiignedvigesncoansioidinenrt,of n&:rptdataa:ntvymtmnan@b tmﬁresﬁuﬁl‘ﬁby (i.e.,

case, tter, etc.) 0150] At en the coll ected data may be
associgﬁe%%wptﬁmﬁegb%@ﬁp”éC?@&%&W #%? %@Y@BPm@é$§an§ﬁ@ qﬁﬁél%ﬁﬁPch terns

are apphthede 184. Nekd, E@at&ﬁaﬁs@?@ fddegso AR AGOGH IRIU Sin IGLIUSO NG tlahQﬁt% th&r NS
(the "search termhit |ist") are presented to the revi ener and al’so stored

int hecmchmageﬁh?e o €re 11i20d Difthiory £33 evibe carayreilov Ndst, anrdpratiented bpn  of

this t nlc di scover agenent server 110, i ch t hen make
1 ot ePiar o ErBRoSear REE Ml SRR R B! Slaufe g SR fisp o
nore | bk eltphea@o @@zd heSRAAS kdrehe 40 115(1111&11115 Ev@nitidnkds tb B@a]?@Utl@&é@@ﬂ:hand
barcoded active emanil data is copied to a processin rive for subsequent

anal ysfesms [q pahepdddsetyivet ewwt@dtanﬁ hBlask3ap ecrpescaivdie dlemmang iy thatasut he
need t ?I Rl%dé oL n \glgét'l\(&rtﬁérg i 4 mg(té)r Gorggs? E%Qéel QP20 1ts b}g 19&31{ ?Lausc, At Event 516,

the active enail nto the analy d, at Event

518, t b&:sdﬁﬁt&atﬁr&itlcbgiare)ﬁbt)fe'qeﬁled (fmtdatemtp&q fesiheudn et‘lrib;emrpré@&s ana;hysse S.
[00152]Data Bl ock, 520 signifies other non-exchange server based email, such
as erraﬁtraiéédeélsceaﬂtahfewwféa@qOBﬁth%terQ;bfﬂw oRY ilett%tfét‘?f\?és ke EddTon, such

as Lot Hl'sdﬂl\pstt Q%Q a:) th%fl tﬁé"ﬁ chtl &t of Af%se@éﬁ@ﬁ N tsN%guﬂ; & ‘3 waﬁﬂ»ﬁl%t{@flf ile

types assoc at e non- exchange server ased emai |l 1's nanua
harvest@m42}ontaﬁhepﬁsmpam@emgﬁﬁﬂﬂshawnhnEkmﬂéﬂ4hawmmgnmﬂiMab@rative

capabilities, [ a Lotus,Dom no ser, er or the 00153 t Event
555 et ERinanged e et prdaBnt vt ik At durty s ? bh & reauke
short - h&l B mbagt Rey BE 'e%l&y%@ohstsﬁo@ﬁ iABHR 3@§rtﬁ9ﬂ§nﬁl@eittﬁ%c§ Rlod@fe
non- exchange server email ‘resulting fromthe partlcular col l ection. The

bar cod@dnsgatseperiodichemirsigpieltccamdcustndransi dae ediices mdyded sonigoveeemeid iod age ar ea
net wor k for, permanen ror e the callections server
(130) P iemhe B hER SRt s B OTS Enisk PaRrenSrLb o
minageﬁmiﬂéyssEWMREengﬂcﬂ-@))suI\beQnﬂfdlfv@ﬂtdﬁhrf'd‘}ets(i’ uARASE ds@ied SlechlZMto for
exanple, in the custodian's ﬁrofl e in the Unified Database (122), in

rel at i BiPoka20heswsyor i @reaiilorigsipiey aboihe semed wahe rasaipsetile &1 thesascon.
Ther ef 8£t§bats% h 184. b ﬂre %1%19 % ftﬁ?f@gg 3 ?f %fjll& %gsﬂglgftc? LE % c thﬁtgtér%gi%[ & atgi%flg

determ ne e orl Frer t he en’copi e {o t he
| ong- tamhkaﬁﬁﬁﬁgbwahﬂaqﬁeRMmen@bB&% t he coIIections server (130) conpares
t he ha hlngbof the data i n permanent storage to the original data in the
st agi néo e (186)L ahehowrrindHack i thig-fiscovgentmpager irﬁtirraéeceﬁeoeﬁtsa from

the staginge dak¥ero(l8se, which initialized collection of the custodian’s data. As shown in
Block 326, the e-discovery manager or the electronic discovery management server 122
accesses the custodian profile, determines the data types and location to be collected, and
initializes the applicable collection tools to go collect the data. Once the data has been
collected and a unique barcode has been assigned to each dataset based on the particular

custodian and storage location from which it originated, as shown in Block 328, the search
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[ 00154] At Event 526, the collected non-exchange server enmail data nmay be
associated with a specific search termset or sets. Wen the search terns
are applied, a listing of the files and docunents including those terns
(the -search termhit list") are presented to the reviewer and also stored
I n the database serve revi ewer vi de ndi cati on of

Lhi st B TR B DR T CEbary e nerabiaF dik Bt O ayothen make
a det erﬂnre@xtdn@ Redabdhp meh@aicﬁ@&hhrae MhescWchidh Ebr?nh%mgﬂ(ﬂf%h&@fdﬂ}@ Whtabdtahd ar e
more |likely to be responsive. [00155] At Event 52 | es or any

ot her fhclréstdfype‘s-dasbgprfa@léddwqchlewciﬁ»foem e server based email that may

be encry S ted Sk 4 n_accordance w t.h

enboat WA of *¢ REALBEERe 7 K021 A5 SREb AR PR oR R TR s
t he usgfoviddein a@@&daﬁd@%ﬁf m&:mﬂdﬁnblh@fu&eme&basmwmmaamprad riipeRarary for
decryptlon The decryption tool allows for decryption of the NSF file-type

dat a_ wPY ok 40Rea k @H’@é‘dé‘fd OB OF 68f€r Yibthas reggie thgsapiogian srreldlsl £ i nds
1D fil ﬁszE gﬂﬁﬁ&f%ﬁ&a& fimn%]é& ié %ﬂatv%ﬁtpcfalfi& ﬁé{é&‘;‘p M6" GALAS 1%19 E@base
I l[ t he }

of the asso |ates ase W encrypter
subseq tlertmk;zyjddﬁ erprpfile, 4 ht&t(dﬁmﬁscafcﬂlﬁﬂ(ﬁﬁl]laﬁmaﬁ%e einph3ad, stshshom@ tra Bkmhamg e

server _emmi.l ta set is |loaded into the analysis tool t BEvent 532,
t he dat. g‘“‘é@é‘" f@" %’)@%?‘f‘"‘éﬂlﬁa&d%%@laryédﬁj%g‘flbﬂ‘f 1 1%&\@#"‘?‘5‘1“0%&‘]"%

[ 00157]. L0 BaiBlvitkher 345 ﬁfe%btf)?faﬁ an‘aH{e”ﬁ‘ét%er@ste@xdeﬁHﬁ?atl%ﬁ &hzﬁ?éd&ﬁ%‘ sCer£ ONMIET CE

data stored on a repository for the purpose of regulation lance to
regul attha gusb(oﬂ:larescax chuohdwds wuilh ekSdounpet isranagdorExchaagb tl@oﬁmfszdlmmc(dSEC) or
t he I| criteria.s extra ted fro

At
munl 152 BheaPUER 1R GEh e rulen Riop Bk i St e P Y e AL
[ 00158hchEY 85l alR3Bihelch@sdabSadh G et @QJroW& thérﬂﬁs%ﬁi%%%oﬁ%s B &ha@finothe

| ocation, such as
intended custodian. In this way, the correct custodian is identified and the profile of that
custodian is linked to the appropriate case or matter.
[00145] As represented by Block 406, the electronic discovery management server 110
may determine whether the particular custodian added is a member of the enterprise “do-not-
call list.” In this regard, there may be an indication in the custodian’s profile in the Unified
Directory 122 that the particular custodian should not be contacted regarding collections, and
an alternative contact should be used, such as an administrative assistant of the custodian.
Alternatively, there may be a separate do-not-call list stored in the database server 120 that
must be accessed and searched to determine whether or not the custodian appears on that list.
In either instance, a determination is made as to whether or not the custodian should be
directly contacted, and in the event the custodian should not be directly contacted, the contact
information for the custodian’s assistant {or other stand-in) should be obtained. This
information will be used later for transmitting preservation notices and surveys.
[00146] Next, in accordance with Block 408, a determination is made by the electronic
discovery management server 110 as to whether the custodian has been added to a matter or a
case. If it is a case, then the custodian is verified, as shown in Block 424, supplemental data
may be added to the custodian profile in the Unified Directory 122 as required, as shown in
Block 426, and then the various collection tools are initialized by the electronic discovery
management server 110 for collection of the custodian’s data, as shown in Block 428, On the
other hand, if it is a matter, then preservation notices are required. Therefore, as shown in
Block 410, a preservation notice is sent via email to the custodian or custodian stand-in, As
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short-termstaging drive (180) to attach a barcode to the set of jounaled
data resulting fromthe particular collection. The barcoded data is then
copi ed and communicated to the | ongterm storage area network (190) for

per manent storage. At Event 540, the collected and barcoded jounal ed data
may be associated with a specific segrch termset or se OW 59] At Event

542 sotfeE %1086}5%%&%@%& odignpethenPe thachvatersiion tbwaﬁscilﬁsﬁ%é@esom es are
properlexq&peg@tdbeéimstme@d shandakdid 6dnf @F WBlodihd fthe ﬁftﬁx%a(vﬂen RGAL ding to

one enbodi nent of the Invention, [oose files are exam ned for rel evancy
and, i fimeed evldaet frost tbe egstodiag ﬂpar@pmdlcnlmﬁl Heoremaitvated ustshagnan B8Ekf42Re or t he

i ke. t adat assom ated w.t st andardi zed files.i r.etai ned
and 1 eMRTALT wi ¢ h TS PEPE HEY BG4 S BT GRUPE S T pPoE SerRgFi | e
conver giseieryBMnR a0 v&d 10Rs E%hétﬁélmaéuweq/ it kdo@fred, M@%aﬁ\@ﬁ mpBied 4fi k| es and
the I'ike. [00160] At Event 544, the jounal ed data set is |oaded into the

anal ysit§h@‘ddlbea1ﬂt¥d thyat 1Eelé¢rﬂat5¢@b0ﬂwnfﬁhqé¢%ﬁomatl avhgther josseast p@mtvem to the
request Jreef\ a gg 101 Eo Jend m prleselbléqoégé}igef rlhr)srulf,lnglt%rgz&?egl% Iﬁneg cﬁ%la bl ock

548 si g | es rom ac suc erprise

PC (14§)«)wey°~fs rEyefed, B oty b&:&and: 0Canp6int 6C1he PResta@lion AR 4nd, thopl.ecsnided to
col l ect. data from desi gnated PCs by taking a "snapshot"” of the device's

har d dFlilvlé*aﬂ%’é’erY the cestodipie Easstiominteqpired, fids travaptipd i cappclion #ith
coll ec Itvgf?(gn BRYee P aAHE 91?3%@5[1%%0}1%3(’&1 b)ptl%' tc rgﬁ WiRo? %ggﬁfﬂg iy menual

entry He -t scovery nanager or t n fer e ts of the
i nvent scemm tibennt epadd mahd: émabasa st¢roal ]2(01&25)11omw1biﬁoc&cnﬁléoymhmdnrthb@ct dat a

fromn rk storage. [001 At Event 5 the b d| ng tool i _
i mpl e”gﬁ\,\gﬂprgﬁeigdtg)gldbﬂ%@s ‘Fgcsgi’c‘ieé'ﬁmag &@HE"S?@HBW et }ﬁ%lﬁtgaiaﬁgﬂscf?lp\)’g 11180)
to att Bﬁt&k@z@amg%né@nqshﬁngﬁ; cdfect @RS GsHREA 16 BS4sbd A9 O WMakBLo

particul ar collection. The barcoded data is then copi ed and communi cated to
t he | otgtoasamas slorvayge Bipdad Heandthe \(an_l@@s) cdikﬂpthnewnh;nemmtsalaﬁ@ggtheAt Event

554, t coII cted and bgrco_ed Iqq PC 1d saoci,at e th a
cpeci f Feetdis FReaernMearRhRREER Boves R e SRR 186 fhbBessi ng
i's i nphepridk ads t ; hRsHb&ss, iRl a%&idxdxﬂ@ﬁx%f fd IhQBe @Eﬁieﬂmp&lfclry 1boiaRkEQEdI N a
standardi zed format. In this regard, according to one enbodi nent of the

i nvent ivoerder togietermirnedhe am@%)kmin@ﬁwmﬁtlv@@mdmwn@n@vwsw¢<bdféa/ant stored
ina P%ﬁﬁﬁ&w tash&{v{]%’{g?o ?J & té‘dl%STI %ta 1§co‘%fcc%c?e like. The netadata

associ ate e non-s a’n es Is retained and remains with the

r ef or mpgtigd] dat aRkfdresg toJapies 14 and 15, flow diagrams are presented of a method 500
for harvest data from various data sources, in accordance with embodiments of the present
invention. At Event 502, the collection of data ensues and, at Event 504, the type of data is
identified. Data Block 5006 signifies active email that is collected from an exchange system
or the like. At Event 508 the automated active email collection tool is implemented to collect
email from identified email address. As previously noted, and in accordance with present
embodiments of the invention, if a custodian profile (for a custodian released for collection)
includes an email address for an email account on the enterprise email server (160), then the
electronic discovery management server (110) may undertake to collect the files from the
enterprise email server {160) by initializing the active email collection tool (136) running on
collections server (130). In some embodiments, the active email collection tool (136) is
configured to access the particular Microsoft Exchange server within the enterprise email
server 160 on which the custodian’s account resides (which is known based on the
information included in the Unified Directory 122), copy all email located there, including
emails deleted up to a designated prior period, for example, seven days prior to the collection,

and transmit the copied ematils to the collections server (130).  The email collection tool is
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processing file conversions may be required on EM. formatted files, MG
formatted files, IPD fonnatted files and the |ike. [00164] At Event 558, the
| ocal PC files that nmay be encrypted are decrypted using a decryption tool,
in accordance with enbodi nents of the present invention. The decryption
tool al]ows for decryption,of the PC files.data w thout the know. edge of
the. uodpermfearPiome G2 el Gt PR A LA s GBS R  wher o
i n thes@mt LN Sehe yahetbll&HeAlRS ivaddai@hRs eabld dT®eldy ibipl@Sentiagsoci at es
t he database wth the user/encrypter and subseczuently decrypts the data.
I

[ 00165 FRErTRye Mideswl regiieesinyealvepdegatiors oatheilde| o solkut thetastivhemathalysi s t ool

and, at,..Event .hel.qeal - , ISy, E .£d. 50 the
reques%lg‘!‘rzyc%%vq’ gh%ezerma?locg)ngﬁg ytgl glg%%i%g}t%c?gg%?%gﬁ@gg% signifies data from
net wor kO(HHOT age, AsUbntas Oaa bineoddy drdl veinglerraneSpaceaginyg lobwent, sbdhitas t he
file server collection tool (13 is ipplemented to automatically collect
data_f PRAT-SHErAE qhgl»&“é%%ﬁfﬁ(ﬁ%@é@ﬁ%@? heroParRg! {9ubne oMbt ment  of
the inpeh@colddfiof. hfc SHLIRH daRl it BhicBich AR cbrhifbhic _t@ﬁlcﬂ%%ml oyed

t hus, viating the need for any manual entry by the e-di scovery manager or
t he | i kerageGodaw}workEVedtfobp8matére shango diungetnook, the collglienentred (Hi0)a

staging |ocatjon, such.as short-termstaging drive (180) to attach.a
M et U i AR SRS S R N o R s bl AR
col | eCliopdlt in The€dRHL088dcdab @, fot ck@pleCRRhE Susditial O PFofIN faheUniRedt he
| ong-term storage area net wor 'k (190) for permanent storage. At Event 570,

t he colDagadbneni(13AH ibenlaivdde theataved kntetmtimgebdaitthe pajickler exskodérat ed with a
speci fi.¢_searc ermset or sets. §00168] At Event 572 source-to- cessing
R i sEREeal bREMEH RubEiR e LRIt e Mk MEERI SR 85 T o
st andaiigiaz edid Bid@ita hdsbebhtspie®@ahd longoeh dioRgetateaatevaiiyodd)menrt of the
invention, loose files are exam ned for relevancy and, if relevant, stored
in a propetiopateve dt Hitcompaeh theshaghipgpfthe datain nefeanenkgoragpé thstoaigsiah

o500t STy RO RIREI e eh S LA g 1 th
requi r ethgog devie (1 &N matt eathf bdreslindis@cfformat tvaboftitheseed td*Exdcatarat t ed fil es
and t h%all'cio i?fg tool on an exchange server and, as such no human intervention is needed in the

barcode process. In accordance with embodiments of the present invention, one barcode may

be assigned per custodian, per data type and per event (i.e., case, matter, efc.)

{00150] At Event 512, the collected email data may be associated with a specific

search term set or sets. When the search terms are applied, a listing of the files and

documents including those terms (the “search term hit list™) are presented to the reviewer and

also stored in the database server (120). The reviewer may provide an indication of this to

the electronic discovery management server 110, which may then make a determination that

other documents within the search term hit list are more likely to be responsive.

{00151] At Event 514, the collected and barcoded active email data 1s copied to a

processing drive for subsequent analysis. It should be noted that the nature of email data

obviates the need to perform conversion and/or decryption on the data set. At Event 516, the

active email data set is loaded into the analysis too] and, at Event 518, the data set is exported

to the requestor/reviewer for analysis.

[00152] Data Block 520 signifies other non-exchange server based email, such as

email accessed through a client-server, collaborative application, such as Lotus Notes® or the

like. At Event 522, NSF files or any other file types associated with non-exchange server
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[ 00169] At Event 574, the network storage files that may be encrypted are
decrypted using a decryption tool, in accordance with enbodi nents of the
present invention. The decryption tool allows for decryption of the network
storage data wi thout the know edge of the user/encrypt er. The decryption

tool fi loasc TenriaHf ! %n%%fal{] aﬂ?cs atﬁ()%] | e:%{:ﬁmse é{arglg c%n &5 { ﬁz«ﬁvrg ygolfap})ra%r eat es a

dat abase 0 aSSOoCl a ase V\A ser encrypt er

and SUb@ﬁﬂUﬁi@ﬁ|s)dcld@§z[MQ@SU@M:l@@étﬁerm[tﬁw&H&] At Event 576 t he network
storage data set is |loaded into the analysis tool and, at Event 578, the

net wor K063t age ddfacier’?i sbagpipg 9! M!&M@Wi@%@aﬁt%%@?@% sycas’
anal ysgagc,gt eglﬁgs?alrgl@@r} Mt @%%ﬁ&’chsd &pbéd&ﬁ Rl see?@f 2@5 gxcgg%‘%?cbsfe%&%?ns' cs. At

Event o) ector too such as e executed on the
devi cescsohing ftoat éﬁ:tpattccutm) lcbdatiodatae bék(;:od)a‘ckidamfglqttlﬁmmmledrﬂmddx)mmn@tedt he
i nvention, the forensic coll ec be aut o aI I d‘fgl oyed on the

r 100
devi cel®de 1‘Pﬂgétt‘38§15“\’/\ﬁ‘&°l?6‘if‘t“‘1t‘i’1%1 ﬁ%é\h 86@‘8‘ w’i*ﬁ&“@é‘”\/ d’é“ﬁ%‘% e accor dance

Wi th apQiQebneaPRdi MY iafinid@cibanent h%hn%oﬁ%ﬁié%@éctﬁéﬁk@%v&? may be
i npl emented (not shown in Figure 15) that watches the network to determ ne

t he addianagameanpt ses*ucbt(ﬂ HOtto da stfecciortheit @nlzse @cxvhe(ia@)t, Worckaaketh tha 1Ds/ | P

dd t. 017 5 the.b
Poo T L bR R HERTS 1 oh i S B ol ST AR, "o f ve

(180) t Akhash Blifdiaod@eteforthfe 5&lo® cdndfcansd ordaferenteaid fateRdafkriom t he
particul ar collection. The bar coded data is then copi ed and comunicated to

the | odgtumémmﬂsq oragel Bedaton it the atobys Hasn coredrimidatongrigrageragkar@y ent

580, L Nengok 65 56: ANCRALCRMRS 19 Bl SRR MY, By AT BhAGALD 2

speci fi¢c search”termset or se sourc -t 0- processing

i's i npkemptethe@iging dim it Htstame dhvas@sd) mdsifaehphiopeas ldenfien MAkged in a
standardi zed format. In this regard, according to one enbodi nent of the

i nvent thsrata Gowdhe stpgine drive B8 ned for rel evancy and, if relevant, stored
ina pgt 3'51 data %{VWSZGS%% oﬁé &k T){c'hlal? Jep‘éxl}al Gta n}t}%&%&@éﬁﬁ

associ e non- st andar di zed §°S Tetal ned and remai ns W th the
ref or nm&er@daﬁa 9éa1 tleeermSeumcetst Mm:ﬂdnessardgtcnayaltceippbqu iafsdngof BM . |
Fornat th‘ll‘\ds afnld ldggumc'«:\x/ggnfc urdﬂg,tthgsq, thl‘n'llse the lslgg 0{1 tenrmhﬂ sc% )falula S?esgar‘!gd ‘E[oht cl ' ke.
reviewer and also stored in the database server (120). The reviewer may provide an
indication of this to the electronic discovery management server 110, which may then make a
determination that other documents within the search term hit list are more likely to be
responsive.
[00155] At Event 528, the NSF files or any other file types associated with non-
exchange server based email that may be encrypted is decrypted using a decryption tool, i
accordance with embodiments of the present invention. The encryption of NSF files occurs
at the user level and, therefore only the user has the password necessary for decryption. The
decryption tool allows for decryption of the NSF file-type data without the knowledge of the
user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise
system, creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.
[00156] At Event 530, the non-exchange server email data set is loaded into the
analysis tool and, at Event 532, the data set is exported to the requestor/reviewer for analysis.
[00157] Data Block 534 signifies journaled data, such as electronic commerce data
stored on a repository for the purpose of regulation, compliance to regulating bodies, such as

the Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is
4]



[00174] At Event 590, the forensic files that may be encrypted are decrypted
using a decryption tool, in accordance wth enbodi nents of the present

i nvention. The decryption tool allows thr decryption of the network storage
data without the know edge of the user/encrypt er. The decryption tool finds

ID files that. exist an V\/ner Se s e eat es at abase
of t heoEscfifgh it SR BT maBilealeE i RS VBBl rEl SRR R
subsequgntlay decrypts the data. [00175] At Event 592, the forensic data set
is loaded into the analysis tool and, at Event 594, the network storage
dat a sEW1PE] exporit Edent$3EHbe bwa@ggmqln%mrémemﬁtbm aa%glysmahqm@MGqSData

bl ock 96 nj fies, col e (dat a, ata t -di scovery
sites, 3 tsegﬁanﬁfné’ qfwe E?@ §ta°\ﬁa?‘r’hwdlet es&? ng’v%Wtangé% ep%“@t%%’ry site
col | ecmrpahmlaa 13Bectistic IThaSalﬁo&dd\/(ﬁilt-d 1@K]66n)00@)€8d|aﬁﬁtc6ﬁmh@ﬁﬂatdﬂi&y theloggecut ed on
the devices of interest to collect data. 44 Accord g% to one enbodi nent of
the i ntFERIBRLe Hehaetaprk(19Phior graapgatl sorags. eAE:%wnééﬁ% he gRflectedangr eser ves

at 'eaﬁéicg? Q964914 EtatnEéé; B Uk @z‘i%thhSd%F& géé:Mﬁgﬂ}§%tq}f%Et¥ site database

in the e- over I nc udln ecte and all revisions
of the[dflibes. | nAIt hrvmtrﬁ@gabwpe%mﬁrcﬁte&m;\nemy:p&nteatedod) bsoteahattangllock88 queri es

agai nst.. t he database to define what f to be retrieved, then copies
hose. filesate ARG BAmeil lflélsi&rlﬁdksiff%irfaﬂ%erg}ﬂ“ﬁ/é‘fg& PSCPLLLS ANy to the

files Lnb@hRhNeant hvkhGoL aRe TRRIAGCHRMInSY Bt TIARY 884, if &1@5&0&9%93 with
anot her enbodi ment of the’invention, the discovery site collector tool 138

col | ect grapredde Gumentssclamts PHE filedrthe Hkere tlhd amcadatidasasaated hfethm adata to
?%Fgan%thgcgaa léfc{ ﬁf%g?%ﬁ%drabhggm@hooagélh@ %gf)Er\rln%ch gatd ’h!ésheS(?ue}(r:g 2 ding tool is
processing file conversions may be required on EML formatted files, MSG formatted files
and the like.
{00160} At Event 544, the journaled data set is loaded into the analysis tool and, at
Event 546, the journaled data set is exported to the requestor/reviewer for analysis.
{00161] Referring to Figure 15, data block 548 signifies data from a local Personal
Computer (PC), such as enterprise PC (140). At Event 550, the local collection tool (132) is
implemented to collect data from designated PCs by taking a “snapshot™ of the device’s hard
drive. According to one embodiment of the invention, the local collection tool may be
autodeployed thus, obviating the need for any manual entry by the e-discovery manager or
the like. In other embodiments of the invention, the local collection tool (132} may be
employed to collect data from network storage.
[00162] At Event 552, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of local PC data resulting from
the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. At Event 554, the collected and
barcoded local PC data may be associated with a specific search term set or sets.
[00163] At Event 556 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-

standardized files is retained and remains with the reformatted data files. Source to
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short-termstaging drive (180) to attach a barcode to the set of discovery
site data resulting fromthe particular collection. The barcoded data is
t hen copied and communicated to the | ong-term storage area network (190)
for permanent storage. At Event 602, the collected and barcoded discovery

site data may he associated with a e i

001760 AL ETEHE §0% cCur et b el ST EML BB e oeaeag e e hat any
| oose ﬁqjgﬁﬂ@ﬁ@jgkggﬁahyqﬁ@rnatted in a standardi zed format. In this
regard, according to one enbodi nent of the invention, |oose files are
exani nE@164r rel g@éﬁ@y Sahdhe jqoal B dilesrihat neayopecencrypted a5e dpapigdusing ér mat |
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files. todbull®es ﬁo@daﬁﬂﬂ&ﬁﬁdﬂ]@e payilheldteqiths e dhotmdNeddeatird tedehdrlgs;. MSG
formatted files, IPD formited files and the_ |ike. [00179]At Event 606, the
di scovehgdegryrtiondpdl s 1PJleohalex st Apyvieie nhWﬁPp@ﬂ@S@@Wlanﬂeata‘t aEvent 608,

t he di S&Q%F%é %llstlﬁ fﬁ@é %ss%@fatéﬁh eﬁﬁ%&@@ltﬁ%l%&%ﬁ&?& %1 {d/ Srugs\,/éqrﬁow for

anal ysi's Thus, present Iments herein ose “de for
|nprovéamnﬁsﬂwnh&iectronlc di scovery. Enbodlnents hereln dlsclosed provi de

for prlse ni c server, 110 that vi des for
ot ot ST ont ;A1 Bic Bulabe freer g RATEGS s kiS by mhelasie St fhdyay s ened
and prpduged?ife ralhd e QB s @REhreash urS rfeéx?éqto‘f/@emél%r aclags the entire
enterprise system In addition, by structuring nanagenent of e-discovery

based 6ﬁﬂé@be/naDﬁ@ﬂﬂO@mﬁﬂom@aﬁuah@iﬂamanammkﬁﬁmmyd&n@c&@ﬁhmmdwageobetmeen

t he sa urth ef fi S.Are I al.iz tlfylng,
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e- di SCOWMBMhBEIM dolle® Waleim KIRGEE S Sos alixam%hmﬁh@ @REdraing t8%aepl ary _
enbodi nents have been descri bed and shown in the acconpanyi ng draw ngs, it

is to Pabedmenseidbelinvaaiions therfile spryen sedlsetsoraioel (Bfeigy be pufedemeyoddhet and
not re \F1519r£ght¥1g n@8h o 51(1?%1951911 ept\ff B%'tﬁ)e ¢-di Qéi/chhr%tan r{%\ Br fh@\f%@t ion not be

Ilnlte e specl ruc ns an arrangerents shomn and descri bed,
si nce EMbDUS ot heEvahMQ,et&e barcoding tool is implemented at a staging location, such as

short-term staging drive {180) to attach a barcode to the set of network storage data resulting
from the particular collection. The barcoded data is then copied and communicated to the
long-term storage area network (190) for permanent storage. At Event 570, the collected and
barcoded network storage data may be associated with a specific search term set or sets.
[00163] At Event 572 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-
standardized files 1s retained and remains with the reformatted data files. Source to
processing file conversions may be required on EML formatted files, MSG formatted files,
[PD formatted files and the like.

[00169] At Event 574, the network storage files that may be encrypted are decrypted
using a decryption tool, in accordance with embodiments of the present invention. The
decryption tool allows for decryption of the network storage data without the knowledge of
the user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise
system, creates a database of the 1D files, associates the database with the user/encrypter and

subsequently decrypts the data.
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conmbi nati ons, om ssions, nodifications and substitutions, in addition to
those set forth in the above paragraphs, are possible. [00182] Those skilled
in the art nay appreciate that various adaptations and nodifications of the
just described enbodi nents can be configured w thout departing fromthe

scope irit the .nvention., Therefore it is.t e understqod that,
ot ohniRHZ58cope BFEVE SRR bR SPfes iRhdt hledhy b R BESHAEL T oo
ot her titBnt BSerdBegthe Gakbloyk desgt ihadehicempdted HRTchR sGNNI 1. A

met hod of determining an origin |location of conprom sed information in a
st ruct 8k@¥idata file for an el ectronic discovery system conprising:

i dent i f t he ’ a til al§ YsSe t ropic.
discovgxgagbsten?%&ﬁgég{%§%ﬂ§&§8%%;§%$gﬁﬁﬂ?ﬂ¥g@%ﬁ%%%ﬁﬂﬁﬁg#ﬁgbsggﬁg?%ﬁed

dat a f cdleecie tquloquich at ngadetf wapat eoreuard ool thedévicasfodinmatestancollect data.

i dentifying. one of format information or content information in the

St uct (CERITERS opF F@?O@m&lbﬁﬂrﬁg@ HE ePopmate ORPBICTEALIPGH 8 BEESS t 0 how ¢ he
conpr o 9 §¥EL ' r.eg.i k b Jde€ic t he
conten?méﬁ%géﬂgﬁ{ n Fgeg§§n§§ﬂﬁgﬁ§g&g§h§g uggﬁ§¥€§§§@?%§9ﬁéh§¥$3%§hred dat a
file; heambwdangs with apotbeammiodgnedelf theanvinsiast a onepwér whtehdrovdlinhatbe

informati.on or the content infaqr i on associ ated wi.th the conprom sed

|t o PP GRER iE SEOPOGT tEUE DA PSS TEMA St oo fistune BROLBLErAS. devi ce
oper at kel GPHR R Qs B 18 NBFbrk BYdca@na DY/ 1R 26BN G @ hE@RoAENECE, and
configured to execute conputer-readabl e progam code of the scanning tool

aut omatetedif.y scanning a plurality of networked devices for origin
struct Hf(ﬁcb] At Event 584, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180) to attach a barcode to the set of forensic data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 586, the collected and barcoded
forensic data may be associated with a specific search term set or sets,

[00173] At Event 588 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-
standardized files is retained and remains with the reformatted data files. Source to
processing may be required on EML formatted files, MSG formatted files, IPD formatted
files and the like.

[00174] At Event 590, the forensic files that may be encrypted are decrypted using a
decryption tool, in accordance with embodiments of the present invention. The decryption
tool allows for decryption of the network storage data without the knowledge of the
user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise
system, creates a database of the 1D files, associates the database with the user/encrypter and
subsequently decrypts the data,

[00175] At Event 592, the forensic data set is loaded into the analysis tool and, at
Event 594, the network storage data set is exported to the requestor/reviewer for analysis.
[00176] Data block 596 signifies collaborative data, such as data residing at discovery
sites, for example LiveLink® or the like. At Event 598, a discovery site collector tool 138,

such as a LiveLink® collector tool may be executed on the devices of interest to collect data,
44



data .files wth sanme or simlar format information or content information
as the conprom sed information in the structured data file, using the
conput er processing device; and automatically conparing one of the formt
information or the content information of the origin structure data tiles

found i X i .Of WOr sdevice it h..a corresponding one of the
f oonat ALt SRt Hh8 b ailen DO e R E T S vl PR SEREPGIP R
I nf er - 138 peserfexmli¢ddea péiug bithedhid@dbaty sHae:d diblentiscoheycneputhBise Pk 0ResSsi ng
device; and auytomatically outputting a origin location for the conprom sed
" nf or iISPOHEY Patpscdpanging allatlasied s ad B Sedsians eldheftesni Inghe Fegiard: he

f or mat j.nf. Qi i.0 ] AN i e LOl.I

st uot o anes FP p Qe ARk a0l e ARl B BEAN Tt Medlda g

i nf or mhat ravmevied ptinet hepieotpseofifies bebed pf chamesuloof tha qguére. Metaditapethidag o il e,
mhereiﬂ the origjn lo&etion s a Iocation(associate w th the scanned

ori gi nUSHHELEGHEGed gt Be LA YEERY R BESETHAIES r INFccRdaS e THRARE . 2. The
met hod e@bo@hhM flithe WRBR ST 1AL QIR EHCHk K11 8SANBLING stdaG e Wealdch¥ieE and

net worked deviceorigin structured 'data files further conprises

aut onathcoalateyd mejadnts fiyd yrgs heheetddata formudorsdamiederamieghnfibsr uct ured dat a
N R e S R Y e T
data f kth@t-feuintshRingCdrom 8606 BB E&R! th Yot 6f dikdtves RaeNesOfing he
header in the scanned origin structured data tile, using the conputer
pr oces §Ppythg ggiticalar collection. The barcoded data is then copied and communicated to the
long-term storage area network (190) for permanent storage. At Event 602, the collected and
barcoded discovery site data may be associated with a specific search term set or sets.
[00178] At Event 604 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-
standardized files 1s retained and remains with the reformatted data files. Source to
processing may be required on EML formatted files, MSG formatted files, IPD formatted
files and the like.
[00179] At Event 600, the discovery site data set is loaded into the analysis tool and,
at Event 608, the discovery site data set is exported to the requestor/reviewer for analysis,
[00180] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise wide electronic
management server 110 that provides for data to be identified, located, retrieved, preserved,
searched, reviewed and produced in an efficient and cost-effective manner across the éntire
enterprise system. In addition, by structuring management of e-discovery based on
case/matter, custodian and data and providing for linkage between the same, further
cfficiencies are realized in terms of identifying, locating and retrieving data and leveraging
results of previous e-discoveries with current requests.
f00181] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative
of and not restrictive on the broad invention, and that this invention not be limited to the

specific constructions and arrangements shown and described, since various other changes,
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4. The nmethod of claiml, wherein automatically scanning the plurality of
net wor ked devices for origin structured data files further conprises
automatically identifying a sanple value in a scanned origin structured
data file, using the conputer processing device. 5. The nethod of claimd4,
wher ei ¢pretingoms. walksigny, dedificatiomsgpndsebsg ampire, malddionro thvee sa dontlech thei gi n
strucgi%%g qata Pilg n%ghger conprises automatically determning a formt
of the sanﬁ?ggvg VETHPRE scanned origin structured data file, using the
conput @01 grjocessimge deiiee & the Grt nhiCappridnegiaf valRis MbtatigeE N
automatically scanning the plurality of networked devices for origin

st r uctpdidceang of thegusidgrarived cabapincatscan besratiwed Mthaettdspaiting figna cont ent
of thes N ue Fa the naed ori gin ructured, data.til usi ng the
oo kS BHEof B A58 AL 8 8, USIANAR, IR Rubl o 15k

aut onadfitbahppensdabeisinmg theiith@nfbu halyibeypradftice biker thedl adepecifrall§ aescabbdi N
structured data files conprises automatically assiping a header nost |ikely
associ'#fel with the sanple value in the scanned origin structured data file
when the sanpl e val ue does not have the header, using the conputer
processing device. 8. The nethod of claim1l1l, wherein automatically
scanning the plurality of networked devices for origin structured data
files further conprises automatically conparing at |east one of a header or
a sanple value fromthe conprom sed information in the structured data file
wi th a correspondi ng header or sanple value fromthe origin structured data
files, using the conputer processing device. 9.The nethod of claiml,
further conpri sing: automatical ly determ ning one of nanes,

i dentification nunbers or account nunbers |ocated at the origin |ocation
that is potentially conprom sed by capturing headers and content
information | ocated at the origin |ocation that were not |ocated within the
structured data file, using the conputer processing device. 10. The net hod
of claim1, further conprising: automatically conparing identifier
information fromthe conprom sed information in the structured data file
with identifier information in the origin structured data file to determ ne
contact information for a custonmer whose accounts coul d have been

conprom sed, using the conputer processing device. 11. The nethod of claim
1, further conprising:
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automatically determning an identity of an accessing party to the origin
structured data files, using the conputer processing device. 12. A nethod
of determning an origin |ocation of conprom sed information in a
structured data file for an electronic di scovery system conprising:

identifying the structured datgyfd£é @Lg*m*:bq%:use of the electronic
in

di scovery system wherein the conprom se ormation in the structured
data file is one of proprietary information or client information;
identifying one of format .information or content .information in the

st ructlur ed ateanqd ofeletepmaning an pREINAGAHAR Of FATBPTRHYS PRBRAIENIND bow t he

conpr o Sed R LfiEbE AlelbSiroth OiSChveR & \F/‘ea S bkiphikihgd data file, and the

content Information Is one of nanes "o ues stored in the structured data
file; r ec dédentifgingitine sinsoaahdatg filothlkqughtust efidie ebrgowt distevdrgr mat

information or the content infornption assocjiated with the conpram sed
| nf or mat | orFYFEI AT e COPREPTRSE Infermgtiog & the SHuﬁPE?éé@iﬁﬁﬁl popRglaty

oper ati vel i fRMRli&GHof Qicht FBIMYioRteVi ce and a communi cation device, and
configured to execute conputer-readabl e program code of the scanning tool;

aut omati cal | y sddemifpigganpbfifaiiat infaatien wocdrdeht defpimoatsonf iprthostiugture
structured ta tiles. with | east. one. of format information or content

"t or mat § oGt el 4hEi b SreB TGl TS R Y Jif SRSt FIGPUHER dat a
tile, usingstffediheesRicABedlgnh 6, aMiMBleRoRtcAtin@TRatiBR ld dheITRAMED B
conprises: automatically identifying a header in a scanned origin

st ruct ur ed vdhuea sfor¢dein the structered datatlilal | y determining a content of the
header in the scanned arigin str 'écal ly

et fying & sanprongangeermas UEhihBRGRM e BrmnnpenBit b e,
content information associated with the compromised information in the structured
data file, using a computer processing device operatively coupled to a memory device
and a communication device, and configured to execute computer-readable program
code of the scanning tool;

automatically scanning a plurality of networked devices for origin structured
data files with same or similar format information or content information as the
compromised information in the structured data file, using the computer processing
device; and

automatically comparing one of the format information or the content
information of the origin structure data files found in the plurality of networked
devices with a corresponding one of the format information or the content information
from the compromised information from the structured data file, using the computer
processing device; and

automatically outputting a origin location for the compromised information in
the structured data file based on determining that the format information or the
content information of a scanned origin structured data file is similar to the format
information or content information from the compromised information in the
structured data file, wherein the origin location is a location associated with the

scanned origin structured data file using the computer processing device.

2. The method of claim 1, wherein automatically scanning the plurality of networked
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automatically determning a format of the sanple value in the scanned
origin structured data file; automatically determ ning a content of
t he sanpl e value the scanned origin structured data file;

automatically assigning a header nost |ikely associated with the sanple

dacs nirvipe B SHERRCAH AR, SINFE Bhnof B Sulo B R iR Rlen )

header a s¢anacdanigihatruetited dataofite] inngcihapompuiseprocedsiigrdgiicen in the structured
data file with the correspondi ng header or sanple value fromthe origin
structured data files; and automatically outputting a origin |ocation

for the co ] i haon. i : P i

det er i i g PP RS Riaaar ety ubBiGH Wi BRI in FoaARoRn, oy e
dat a f sthetursd dataifil@further ¢dneprives atomati calyrdeteemirdhgl eorftera mf thecheademin o sed
information in.the stryctured data file, wherein the origin locationis a
| ocat | SHNALLEE FEuctier AABHEC. 51 the SURRRFTBEEHREAST FF-eq Usi ng t he
processi ng device, 13. The nethod of claim 12, further conpri sing:
automatically determ ning one of nanes, identification nunbers or account
nunber 4. | ocihenetiodiofielagnilgivheteocatomatidaliztscanningthe phurdity pf cetmpriedi sed by
capturing headers and content..information. |l ocated.at the aqrigin |ocation
Chat v 03 gin e e AR re B P itise” Gb ey o nda Senblod of

cl ai m Jadye fnl §cARedCREM btPidhtted data file, usRgtRIBShGAkd pro&RBRBUENGe. | denti fier
information fromthe conprom sed information in the structured data file
with identifier information in the origin structured data file to determ ne

contact informtjon f.or.a pagty. whose account ot enti al ave been

compr o sea Mol of i BhbH TSR B E A Bl R B8
scanned origin structured data file further comprises automatically determining a format of
the sample value in the scanned origin structured data file, using the computer processing

device.

6. The method of claim 4, wherein automatically scanning the plurality of networked
devices for origin structured data files further comprises automatically determining a content
of the sample value in the scanned origin structured data file, using the computer processing

device.

7. The method of claim 4, wherein automatically scanning the plurality of networked
devices for origin structured data files comprises automatically assigning a header most likely
associated with the sample value in the scanned origin structured data file when the sample

value does not have the header, using the computer processing device.

8. The method of claim 1, wherein automatically scanning the plurality of networked
devices for origin structured data files further comprises automatically comparing at least one
of a header or a sample value from the compromised information in the structured data file
with a corresponding header or sample value from the origin structured data files, using the

computer processing device.

9. The method of claim 1, further comprising:
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automatically determ ning who had access to the origin structured data
files. 16. A file scanning tool systemfor deter= ng an origin | ocation of
conprom sed infotmation in a structured data file for an electronic

di scovery system conprising: a nenory device; a conmunication device; a

Commani cati S BEeURRELANENE dhTARLEL ey IPRRIe BV SIS, Lo am

conmuni cati on ure o execute conputer-rea

code tlocated at the otigianbddatiyn thue isSpotertially edm@adngiséd byecdphrrmgdieatidre ande of the
el ectroni c discovery system wherein the conpronjsed. information in the
st r uct ¢t gdernatiopdog dpﬂ‘é‘tﬁ?"&“&f‘&?aﬂ?ﬁ BahEETeoR! Icaied Man | sgPAEES%n:

identi(jaﬂ 2 Q48 ()le } fe&‘i év?& or content information in the
structureg dat agﬁllfelce, p\i}ﬁeﬁpe@n trﬁ%ﬁfor mat information relates to how the
conprom sed information is stored in the structured data file, and the

conten i”fﬂ{ mat i on '%s on g}; nanes or values stored in the structured data
file; 10 G1BglPd af geim LoLrthgh@MIIS{Nee format i nformation or the content

i nformati on, gsantdafay %S‘mng&ﬁﬂ‘g {1 SR RORAA R bR Y EBRbrBMideR ih e Sidniat ur ed
data file; automatically scan a plurality of networked devices for

ori gi rthestrenttned detadde avithiifl@gifier irforanatioe as theamigim$trfctrradtatadflotomat i on or
content .infoi iation simlar to the c rom sed infqaormation in the
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i nf or nRfdgRe 6smpiter £1OBERMe defcer mation of the origin structure data files
found in the plurality of networked devices wth a correspondi ng one of

format information or the content information fromthe conprom sed
| nf or MRt T onpfg QMGG SLEN TGS dRlfiddg & and
automatically determining an identity of an accessing party to the origin structured

data files, using the computer processing device.

12. A method of determining an origin location of compromised information in a
structured data file for an electronic discovery system, comprising:
identifying the structured data file through the use of the electronic discovery
system, wherein the compromised information in the structured data file is one of
proprietary information or client information;
identifying one of format information or content information in the
structured data file, wherein the format information relates to how the compromised
information is stored in the structured data file, and the content information is one of
names or values stored in the structured data file;
receiving, in a scanning tool, at least one of the format information or the
content information associated with the compromised information in the structured
data file, using a processing device operatively coupled to a memory device and a
communication device, and configured to execute computer-readable program code of
the scanning tool;
automatically scanning a plurality of networked devices for origin structured
data files with least one of format information or content information similar to the
compromised information in the structured data file, using the processing device,

wherein automatically scanning comprises:
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automatically output a origin location for the conprom sed information in
the structured data tile based on determning that the format information
or the content information of a scanned origin structured data file is
simlar to the format information or content information fromthe

conprom sed informati LD : - ' YheLg] Li.gi n

| ocation is a locati o%ﬂg@g%%:@%tlg t#%g%ﬁ]ag&g?a%%% %I’I ﬁs{s}ﬁtglgfl(g?{ead dat a
file. 17. The ffilee scanning tool system of claim 16, wherein the

processi ng device configured. to execute conputer-readahl e programcode to
aut omatical |y scan t h&tpmaficallydetegpiniag %?&E‘Hogé}%ﬁ@égerflwh%"ﬁg‘? & Rict ur ed
data files is fughhereganbhicgured to identify a header in a scanned origin
structured data file. 18. The file scanning tool systemof claim17,
wherei n the processi ngutdmaficadlyddentifyug edamplessabrlin @ scomed paginrstadibdde
program code to @at{t ﬁ?ﬁti cally scan the plurality of networked devices for
origin structure ddta files is further configured to determ ne a content
of the header in the $aamagchi9 detrRinthd ¥ Erinae6f takanplehalue id the sEhgnelii | €
scanni ng tool system of claim16, wherein the processing device configured
to execute conpuewginswadutsdalarigdgr am code to automatically scan the

Gont i gur ad to' i dent i fPEREL derap i h SRt a e gl foe it B et dat o
file. 20. The fjdignsGantted@ataofll; system of claim 19, wherein the
processing device configured to execute conputer-readabl e progana code to
automati cal |y scan t hevtpmaticallytagsigiing ahasiek awstlekaly: assoeigted ayitlyiha st ruct ur ed
data files is fu i gur . ] 0 f val ue
in the scanned o£r| ﬁ%véli}?&{c@g P ‘gagm%&;? gglijﬁl{e&tﬁ&ﬁqata]@ﬁl}eﬁethés%hgnﬂ?gglh ool
system of cl ai m d&s nohedveiaheath&; pr ocessi ng devi ce configured to execute

conput er -readabl e program code to automatically_ scan the plurality of
net wor ked devi ces f oraWpmaiiGallycompannsef lgast ang o1 akeader enp amwle ¥and i gured to

dctuA Mn. a conﬁ:ﬁ[gtt??{;%&@?nﬁ@emhﬁn% 'Winitﬂe 5t%{‘§§?§?t§$1‘8§viitﬂitﬂe structur ed.

data file. 22. anni ng tool systemo wherein the
processi ng devi cermepdriding leehdérooressmplet veaheofingan ttkee erigiadarbdteredrdagrfdes;code to
automatical ly sc%:(]ltthe plurality of networked devices for origin structured
data. files is f her configured to assign a header nost |ikely

automatically outputting a origin location for the compromised
information in the structured data file based on determining that the header or
the sample value from the origin structured data file is similar to the header or
sample value from the compromised information in the structured data file,
wherein the origin location is a location associated with the origin structured

data files using the processing device.

13.  The method of claim 12, further comprising:

automatically determining one of names, identification numbers or account numbers
located at the origin location that is potentially compromised by capturing headers and
content information located at the origin location that were not located within the structured

data file.

14.  The method of claim 12, further comprising:
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associated with the sanple value in the scanned origin structured data file
when t he sanpl e val ue does not include the header. 23. The file scanning
tool system of claim 16, wherein the processing device configured to

execut e conputer-readabl e program code to automatically scan the plurality

of networke I: L g0 8L ' ' : figured
to conpare %ltg@é%(ga?l §'§fﬁg{p8’$ﬁ%wﬁg%§%rrd@wg§s afrirp gh%/g(}lﬁémﬁ%ef%q{l 21% (lé:%&rrg{}lom sed
i nf or mhkisaocturedtdae Bl mdti ideeihied aifardidtioa imthdorigin etructspd ddiarfde keader or a

sanple value fromthe origin structured data files. 24. The file scannin
t ool s%?‘é‘ﬁ%?o%?céP‘FFP%%ﬁ‘\mg%PWXW O%5rASERLLS PRI have beqncopppspmised. -
configured to execute conputer-readable programcode to automatically
determ ne one of nanes, identification nunmbers or account nunbers | ocated
at thel®ri gihe methatliobnlaithd®, fuothendongirisyng: s conpromi sed by capturing headers
and content informgtion Iocategagt the origin.l.ocation .that_were not

| ocat ed wi t Hitpmeticallydetranimngwhg had peoess to thesorigip strpstpred Y1g tool system

of claim 16, wherein the processing device is thither configured to execute
conput er -readabl e program code to automatically conpare identifier
i nf or nkt.i onAffrle seanhingdoripystrinsferdétedunimgtanemi gimlocatéonsafragotpueraisedat a fil e

wth id(t-:nti et informaﬁ;iidon n.t he gegz}ggi.néistructur d data fi.le to determ ne
cont acTIGTHEGOR 4L PO ﬁtaﬁJ ¢ {97 AslssoRie SHERYLY SV ECBot MR SIE

conproni sed. 263 mEhRRry HéBcgcanni ng tool systemof claim 16, wherein the
processing device is further configured to execute conputer-readable
program code to aceropaniceddn gevikst er mi ne who had access to the origin

struct uged, dafa :]; inlro%gs'sing device, operatively coupled to the memory device and the

communication device, and configured to execute computer-readable program code to:

identify the structured data file through the use of the electronic
discovery system, wherein the compromised information in the structured data
file is proprietary information or client information;

identifying one of format information or content information in the
structured data file, wherein the format information relates to how the
compromised information is stored in the structured data file, and the content
information is one of names or values stored in the structured data file;

receive at least one of the format information or the content
information associated with the compromised information in the structured
data file;

automatically scan a plurality of networked devices for origin
structured data files with at least one of format information or content
information similar to the compromised information in the structured data file;

automatically compare one of the format information or the content
information of the origin structure data files found in the plurality of
networked devices with a corresponding one of format information or the
content information from the compromised information from the structured
data file; and

automatically output a origin location for the compromised information

in the structured data file based on determining that the format information or
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the content information of a scanned origin structured data file is similar to the
format information or content information from the compromised information
in the structure data file, wherein the origin location is a location associated

with the scanned origin structured data file.

17.  The file scanning tool system of claim 16, wherein the processing device configured
to execute computer-readable program code to automatically scan the plurality of networked
devices for origin structured data files is further configured to identify a header in a scanned

origin structured data file.

18. The file scanning tool system of claim 17, wherein the processing device configured
to execute computer-readable program code to automatically scan the plurality of networked
devices for origin structured data files is further configured to determine a content of the

header in the scanned origin structured data file.

19.  The file scanning tool system of claim 16, wherein the processing device configured
to execute computer-readable program code to automatically scan the plurality of networked
devices for origin structured data files is further configured to identify a sample value in a

scanned origin structured data file.

20.  The file scanning tool system of claim 19, wherein the processing device configured
to execute computer-readable program code to automatically scan the plurality of networked
devices for origin structured data files is further configured to determine a format of the

sample value in the scanned origin structured data file.

21.  The file scanning tool system of claim 19, wherein the processing device configured
to execute computer-readable program code to automatically scan the plurality of networked
devices for origin structured data files is further configured to determine a content of the

sample value in the scanned origin structured data file.

22, The file scanning tool system of claim 19, wherein the processing device configured
to execute computer-readable program code to automatically scan the plurality of networked

devices for origin structured data files is further configured to assign a header most likely
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associated with the sample value in the scanned origin structured data file when the sample

value does not include the header.

23.  The file scanning tool system of claim 16, wherein the processing device configured
to execute computer-readable program code to automatically scan the plurality of networked
devices for origin structured data files is further configured to compare at least one of a
header or a sample value from the compromised information in the structured data file with a

corresponding header or a sample value from the origin structured data files.

24.  The file scanning tool system of claim 16, wherein the processing device is further
configured to execute computer-readable program code to automatically determine one of
names, identification numbers or account numbers located at the origin location that
potentially is compromised by capturing headers and content information located at the origin

location that were not located within the structured data file.

25.  The file scanning tool system of claim 16, wherein the processing device is further
configured to execute computer-readable program code to automatically compare identifier
information from the compromised information in the structured data file with identifier
information in the origin structured data file to determine contact information for a party

whose accounts are potentially compromised.
26.  The file scanning tool system of claim 16, wherein the processing device is further

configured to execute computer-readable program code to automatically determine who had

access to the origin structured data files.
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