* Abstraet—The present invention ains to provide a nobile station % % 100
whi ch ¢ erformconfidentiality processing and integrity pro éJEE? g§ n
data | agﬁ‘ﬂmﬂm] ”MIWMr A confidentiality/ integrity processing unit 40 is 5
provi de mnal IF unit 10, a radi o comuni cation control unit

20, and a radewe*communi cati on unit 30.44The confidentiality/ integrity

pr ocessi it 40 perfornms only the confidentiality processing on
transpaylwwmm/w/ﬂ/wﬂ h as speech data transferred between the terminal IF
unit 10 an i 0 conmunication unit 30. The confidentiality/ integrity
10 processi‘fiY§o®mit 40 performs the confidentiality processing or/and the
integrity processing on non-transpaf®straghta transferred to/fromthe radio
comuni cation control unit 20. The confidentiality/ integrity unit 40

sel ectively perkhsr psesand bomenitiganeimsi toy pppvdesaiagbie stAEonnMY) 100
processing  on the data of |ayer 2 or upper. output, fromthe radio

communi ca¥hich gantperfgmocidentisdity Heraggssingj aad integrity processing on

data layer 2 or upper. A confidentiality/integrity processing unit 40 is

5 provided among a terminal IF unit 10, a radio communication control unit
20, and a radio communication unit 30. The confidentiality/integrity
processing unit 40 performs only the confidentiality processing on
transparent data such as speech data transferred between the terminal IF
unit 10 and the radio communication unit 30. The confidentiality/integrity

10 processing unit 40 performs the confidentiality processing or/and the
integrity processing on non-Uaﬁsparent data transferred to/from the radio
communication control unit 20. The confidentiality/integrity unit 40
selectively performs the conﬁdentiaiity processing or the integrity processing

on the data of layer 2 or upper output from the radio communication unit

15 30 based on the data kind.



