METHOD OF SECURI NG A PHYSI'CAL ACCESS AND ACCESS DEVI CE | MPLEMENTI NG THE
METHCD Technical field The invention is situated in the field of the
~control of " physical access to entrances to a sensitive area and nore
particularly checking the uniqueness of a person passing through a
controll ed passage. This field contains two types of problem a first
consisting of authenticating a person presenting hinself, the second
consisting of ensuring that only the authenticated person: passes through
the controlled passage so as to guard against fraud or an unauthori sed
person profiting fromthe passage of an authorised person in order to slip
through ("tailgating” in English). Prior art A nethod of detecting
uni queness in a |lobby is known from the docunent EP O 706 062. This nethod
couples a ticket reader for validating a transport pass and ultrasonic
det ecti on. CMEFHGReOT yFRCIBTINGe As BHYBSCHE cRCCER S0 ACCESHr BE¥EEE ng an
access based on the authentigcagtil S a single sensor systemis
known fromthe docunent US# d@@ﬁgyﬁﬁ%ﬁﬁﬁ.ﬂﬁﬁﬂgﬁ not sought to ensure
uni queness of the passage. 2 A nethod of protecting access by i nage
analysis is known fromthe docunent WO 03/088157 A. A detection of the
objects is carried out, these objects are classified, and

Technical field

The invention is situated in the field of the control of
physical access to entrances to a sensitive area and more
particularly checking the uniqueness of a person passing
through a controlled passage. This field contains two types
of problem, a first consisting of authenticating a person
presenting himself, the second consisting of ensuring that
only the authenticated person passes through the contreolled
passage so as to guard against fraud or an unauthorised
person profiting from the passage of an authorised person in

order to slip through {(“tailgating” in English).

Prior art

A method of detecting uniqueness in a lobby is known from
the document EP 0 706 062. This method couples a ticket
reader for validating a transport pass and ultrasonic

detection., Only one type of sensor is used.

A method of protecting an access hkased on the authentication
of persons by a single sensor system is known from the
document US 2002/097145 Al. It is not sought to ensure

uniqueness of the passage.




characteristics are extracted fromthemin order to determne attenpts at
fraud. An access control systemhaving three different zones is known from
the docunent FR 2 713 805. In a first -so-called toll zone, the users nake
the paynent. In a second zone, the persons are counted. In a third zone,
referred to as the passing zone, a bagrier may close where the nunber of
persons counted is higher than the paynent nunber. The aim here is to
count the persons rather than to identify fraud types of fraud. It is
known fromFR 2 871 602 A how to use a pressure nmat on the ground for
determ ni ng whet her one person or nore are j situated on the mat and
controlling the apeni of a door according to the result of this test.
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are known stRrougl heudesunento HRsk18002050n Abredtidrhicy daeunent, only one
type of sensor is used. It is also known through the docunent US

2002/ 0067259 eAtShéw Forrisd ddvertdieseyphicsts seirotlass idéedr nkhg t he

presence ohadacPersop: a0t Al Sl Gieacsson! Muddi £ A, it is described
how to correlate the data from several sensors, a eam cutof f

conf i gur atietprandeaaheatpdetactiorudi.n order to detect a non-human obj ect
so as to discrimnate a person wth luggage froman intrusion. As for the
docunment US 3 2004/0188185, this describes correlating the information

An access control system having three different zones is '

known from the document FR 2 713 B05. In a first so-called
toll zone, the users make the payment. 1In a second zone,
the persons are counted. In a third zone, referred to as
the passing zone, a barrier may close where the number of
persons counted is higher than the payment number. The aim
here is to count the persons rather than to identify fraud

types of fraud.

It is known from FR 2 871 602 A how to use a pressure mat on
the ground for determining whether one person 0r more are
situated on the mat and controlling the opening of a door

according tc the result of this test.

Systems for counting perscens using an entrance by video
image procéssing are known through the document EP 1 100 050
Al. In this document, only one type of sensor is used. It
is also known through the document US 2002/006725%9 Al how to
use several types of sensor to determine the presence of a
person and his uniqueness. In this document, it is
described how to correlate the data from several sensors, a
beam cutoff configuration and a heat detector, in order to
detect a non-human cbject so as to discriminate a person

with luggage from an intrusion. As for the document US




froma heat imge and an optical inmage in order to count the nunber of
persons present in a space. In the docunent EP 1 308 905 Al a description
is given of the use of a pressure- sensitive mat: for detecting the presence
of persons and their direction of novenent, and effecting a counting from
the data fromthe mat and their changesover tinme. These nethods are however
not sufficient to detect with reliability attenpts at fraud by a

determ ned person. Disclosure of the invention The invention ains to

i nprove the detection rate for attenpts at fraud when a person i s passing

t hrough a2ooat/vekbBedsspages ddsdrseasedrosl ibengsehaofindichtheresh sets of
paraneters issuing fromat |least two different sensor systens, sone of

t hese setérGW-6apgﬁ5téW§ngﬁqﬂ;3¥a§@318ﬁl EBA9RI Ht | FrHe Tof OnEa8TF eFBRIt s

i ssui ng freompubhese ¥Yarkons [SONseft SYShefpacdearii nthd Sictakkhedrpui so as to
| characterise different types of fraud in order then to allow the

i denti fi caliBoA06f AAna afle BHPIP T AgudiB§n cof ridiatissn ofhét weEeasuhe-

measur ement.§ ;Qht akngd: apd- the Lhanaciabi Satlonse &f eeaf%%n yRgq0f fraud for
each set of paraneters. The iInvention concerns a method o protecting

physi cal thedesdihavthgn aoplnavaimeny , obndenbrecsiyst engouhtdngliboml. 6), the
met hod be%gg ggggdfggmdégéhy ui_s ingrvglg agCCQ§ﬁnjroqka f raudul ent
attenpt at” access, conprising ne Foﬁﬂomnng %?eps: 4198 4 prelimnary
phase:

These methods are however not sufficient to detect with

reliability attempts at fraud by a determined person.

Disclosure of the invention

The invention aims to improve the detection rate for
attempts at fraud when‘a person is passing through a
controiled space. It is based on the use of different sets
of parameters issuing from at ieast two different sensor
systems, some of these sets of parameters being based on
correlations of measurements issuing from these various
sensor systems. Learning is carried out so as to
characterise different types of fraud in order then to allow
the identification of an attempt at fraud by correlation
between the measurements cobtained and the characterisations

of each type of fraud for each set of parameters.

The invention concerns a method of protecting phyéical
access having a plurality of sensor systems (1.4,'1.5, 1.6),
the method being aimed at distinguishing wvalid access from a
fraudulent attempt at access, comprising the following

steps:




- determining at |east one set of paranmeters issuing from sensor systens
including at | east one set of paraneters issuing fromat |east two
different systems (6.1); - determning by learning, for each set of
paranmeters and for each type of fraud envisaged, a class of values of the
parameters in the set corresponding togthis type of fraud for this set of

paraneters (6.2); during access: - determning sets of values fornmed by the
val ues taken by each paraneter of each set of parameters for this access
(6.3); - determining a probability of fraud associated with each type of

fraud for igashpsetiofnpay aireiwy:s, according to the set of val ues

determ ned during this access and the class corresponding to the type of
fraud for this set of paranmeters (6.4); - determining a global probability
of fraud ass@ciatBe Wt Br tBesBCERSSsACCH PandmbOethe: prohapididd es of
fraud obtained for each set of paraneters and for each type of fraud
(6.5). Accorshph &vatpast iegladinhbtdiltast ofhet Reti ol amyomriars

probabi 11ty flslihud Assael sade Wid £aGhHRe-0b. LiausTor, 5 each set of
paranmeters is esti'mated by calculating a I stance between the set of

val ues determned during this access and the class corresponding to the

type. of fLa%ﬁﬂLﬁ%ﬂﬁing by learning, for each set of parameters and

for each type of fraud envisaged, a class of values of
the parameters in the set corresponding to this type of

fraud for this set of parameters (6.2);
during access:

- determining sets of values formed by the values taken by
each parameter of each set of parameters for this access

(6.3);

- determining a probability of fraud associated with each
type of fraud for each set of parameters, according to
the set of values determined during this access and the
class corresponding te the type of fraud for this set of

parameters (6.4);

- determining a global probability of fraud associated with
the access according to the probabilities of fraud
obtained for each set of parameters and for each type of

fraud (6.5).

According to a particular embodiment of the invention the

probabkility of fraud associated with each type of fraud for




this set of parameters. According to a particular enbodi nent of the
invention, this distance is an al gebraic distance between the set of

val ues deter m ned and the barycentre of the class. According to a
particul ar enbodi nent of the invention the probability of fraud associ ated
w th each type of fraud for each set of paraneters is estimated by a
neurom netic network and the step of determ nation by |earning of the

cl asses conprises a step of training this neurom netic network. According
to a particular enbodi nent of the invention the sensor systens conprise a
system of ceapetas (i.Sardndersupplepicngapeafby ecdrmges il 8, 1.9, fig 3).
According to a partlcular enbodi nent of the _invention the sensor systens
conpri se &'pira8strBeREtSRyStemn Ah&agreante t I HeS EPPliyicnghpPessur e

i mages (1lzfhcebibdadd. cHbec1ventdon s |o§91ﬁ8”@5'1§t% t%;ﬁ@\efc%ra% prptecting a
physi cal access conprising: - a control space; - a plurality of sensor

systens i fhiRi §eEont rdraiRfery-1.4, 1.5, 1.6) 6 neans of analysing the
information issuing fromthe sensor system (1.9); and knowi ng that there
is determined at | east one set of paraneters issuing fromthe sensor
systens, PRecbuding &t a particular embodiment of the invention, this

distance is an algebraic distance between the set of values

determined and the barycentre of the class.

According to a particular embodiment of the invention the
prebability of fraud associated with each type of fraud for
each set of parameters is estimated by a neuromimetic
network and the step of determination by learning of the
classes comprises a step of training this neuromimetic

network.

According to a particular embodiment of the invention the
sensor systems comprise a system of cameras (1.5, 1.6)

supplying profile images (1.8, 1.9, fig 3).
According to a particular embodiment of the invention the
sensor systems comprise a pressure mat system on the ground

(1.4) supplying pressure images (1.7, fig 4).

The invention also comprises a device for protecting a

physical access comprising:
- a control space;

- a plurality of sensor systems in this control space (1.4,

1.5, 1.6}




| east one set of paraneters issuing fromat |east two different sensor
systens, being determ ned by learning, for each set of paranmeters and for
each type of fraud envisaged, a space class of values of the paraneters of
the set corresponding to this type of fraud for this set of paraneters,
the anal ysis neans conprising: neans @f determning sets of values forned
fromthe values taken by each paraneter of each set of paraneters for
this access; neans of determining a probability of fraud associated wth
each type of fraud and for each set of paraneters, according to the set of
val ues determned during this access and the class corresponding to the
type of fraud for this set of paraneters; neans of determ ning a gl obal
probabi | i ty rfarfsr @danassechat €k Wirtfd rilde iaaCcessuace orhmgnleo t he
probabilities of fraud obtained for each set of paraneters and for each
type of frad®ns8ri é¥588%8crttptlon of the drawings 7 The characteristics of
the invention nentioned above, as well as others, will energe nore clearly
froma reading of the follow ng description of an exanple enbodi nent, the
sai d desenfipkionitei W tgith@re asrdebeiornad athd castorpanyehget dr awi ngs,

among whi gh . Fi g 15 depl 648, 39 gvenal éeﬁé&grs%}?t%ﬁnsa}r_‘ 1GAREgL RNt Oof the
least one set of parameters issuing from at least two
different sensor systems, being determined by learﬁing, for
each set of parameters and for each type of fraud envisaged,
a space class of values of the parameters of the set
corresponding to this type of fraud for this set of

parameters, the analysis means comprising:

- means of determining sets of values formed from the
values taken by each parameter of each set of parameters

for this access;

- means of determining a probability of fraud associated
with each type cof fraud and for each set of parameters,
according to the set of values determined during this
access and the class corresponding to the type of fraud

for this set of parameters;

- means of determining a global probakility of fraud
associated with the access according tc the prcbabilities
of fraud obtained for each set of parameters and for each

type of fraud.

Brief description of the drawings




invention. Fig 2 depicts graphically a characterisation class for a type
of fraud in the space of a set of paraneters according to an enbodi nent of
the invention. Fig 3 depicts an exanple of a profile inage obtained by a
canera. Fig 4 depicts an exanple of a pressure imge obtained by a

pressure mat. Fig 5 depicts an exanpl eyof a pressure inmage correspondi ng

to a passage followed, back to back by "juxtaposing the feet". Fig 6
depicts a flow diagram of the nethod. Detailed disclosure of the invention
In the context of the control and protection of physical accesses, it is
often crudma dhareetekysthat & persanviestibndeat:idrednribpveneako have
passed throuqh a do corridor, a security |lobby, etc. Detection of

r, a |
uni quenes<'es @énoFBEHSbewgb%Kﬁﬁﬂﬁﬁ.m?ﬁ@ Fﬁ?ﬁ%%Yl§f9W1qlﬁ?aﬁéﬁﬁoogr t he
secure doublee fd0abwi Agale adF A torald 8%aBRLAS1Of e dMInRIRNt 8hE0B20f t he
detection of uniqueness. The neasurenent neans used can be of all types:
pressure GFESCEéRpérat Bpensenstin igptréalinpai’ {hamsi@nreagéndbeans etc).

Li kewi se the Angkyska Rl fihefreasurenents can be consolidated to a greater
or lesser extent (conbined or independent use of the data), interpreted

(taki ng dynam c or
Fig 1 depicts an overall diagram of an embodiment of the

invention,
Fig 2 depicts graphically a characterisation class for a
type of fraud in the space of a set of parameters according

to an embodiment of the invention.

Fig 3 depicts an example of a profile image obtained by a

camera.

Fig 4 depicts an example of a pressure image obtained by a

pressure mat.

Fig 5 depicts an example of a pressure image corresponding
to a passage followed, back to back by “juxtaposing the

feet”.
Fig 6 depicts a flow diagram of the method.

Detailed disclosure of the invention

In the context of the control and protection of physical
accesses, it 1s often crucial to verify that a perscn is
indeed the only one to have passed through a door, a

corridor, a security lobby, etc. Detection of uniqueness




static factors into account), etc. The system described here is based on a
system of detecting uniqueness using a pressure nmat on the ground. The
advant age of a systemof this type is observing the contacts on the ground
and their change over tinme in order to be able to deduce the nunber of
persons present according to the tracgs present on the ground and their
changes. Nevertheless, there exist very sinple neans of defrauding such a
system by reducing the contacts on the ground. For exanple, two persons
may pass sinultaneously if they are sufficiently close to each other. The
obj-ect of chhethevehti opoken taf .comsel ikdahetihe axitsid rgcrdevecthen of

uni gueness by usin conbi nati on of pressure sensors on the ground and
caner as- a~&d FE-PQBPfQO $-dbtP e S TBRL - 2B PR SsaCat t enpt s at fraud
with an aliggnihbatheioh her nBlgiRg ok idat ar anek hehrmwyour aheanal ysis of the
objects detected. Thus the algorithmnakes it possible to classify the
passage af€6PHrAYSED $?%P%yﬁ%ﬂgﬁﬁﬁo§§iBfeab&t%ﬂ%?“b@reééﬁﬁarpﬁg t he

measur eneRLs ERde, 20dsdhe, di denent fLagsescaAsseCihaled Wethstbecfypes of
fraud envisaged, and the 9 decision on fraud or not is then taken

accor di nglisevhee thassmalysishefexanpheasnwbytimentcadederi bed, the invention
s implempntediuithina | ophy, controhling. acgess. (MiidiheRby, i shown
schematically in frg 1. erson 1.1 passes

independent use of the data), interpreted (taking dynamic or

static factors into account), etc.

The system described here is based on a system of detecting
unigueness using a pressure mat on the ground. The
advantage of a system of this type is observing the contacts
on the ground and their change over time in order o be able
to deduce the number of persons present according to the
traces present on the ground and their changes.
Nevertheless, there exist very simple means of defrauding
such a system by reducing the contacts on the ground. For
example, two persons may pass simultaneously if they are

sufficiently close to each other.

The object of the invention is to consolidate the existing

detection of uniqueness by using a combination of pressure

sensors on the ground and cameras—andiler-—profile—detestiony
and to treat attempts at fraud with an algorithm for the
merging of data and behavioural analysis of the objects
detected. Thus the algorithm hakes it possibkble to classify
the passage according to the type of possible attacks by
comparing the measurements made and the different classes

associated with the types cf fraud envisaged, and the




t hrough the | obby fromleft to right. The |obby is equipped wth a certain
nunber of sensor systens. Sensor system neans a system allow ng the
acquisition of information and based on a plurality of sensors of the sane
type. The | obby is equipped at floor level with a first sensor system
consisting of a pressure-sensitive matgl.4. This mat supplies a '

t wo- di nensi onal pressure inage 1.7 supplying at each of its points the

| evel of pressure exerted. One exanple of these pressure inmages i s shown
in fig 4. These inmages nmake it possible to determ ne the contacts between

a persondeiciadncabpactrpa@sentndn ishehkabbykandzd¢derpgreund and 1 to
calculate its weight and to have an idea on the | distribution of this

wei ght i n $R€Spl ane. Moreover, the pressure belt is capable of acquiring
pressure imges periodically, which also nakes it possible to study the
dynam c behavi our of these objects and to deduce therefrom for exanple, a
mean noverdEnfthgpBEdTP & derd itsitafg sEhébed el Bte Vi ioiEmEntls bet ween

objects. TheibAbRY S, alam, Droyled B, 8 25Ot AeNsah 8y Sty consi sting

of video canmeras 1.5 and 1.6. Thése caneras are two in nunber 1nh the
exanpl e ensodhaent sbuendhietal numverf igay . beA hhgheyn dr- I epaesesaccording to

the quant it%%ogéai pf.or maLl ong that, J L LHS% woshed 1o Olbotb%%yn'i 1L L pogsible in

particul ar to add a cafera on top. ese”cameras supply ‘pr o tB T rages

1.2, 1.3 fwadrh a certain number of sensor systems. Sensor system
means a system allowing the acquisition of information and
based on a plurality of sensors of the same type. The lobby
is equipped at floor level with a first sensor system
consisting of a pressure—-sensitive mat 1.4. This mat
supplies a two-dimensional pressure image 1.7 supplying at
each of its points the level of pressure exerted. One
example of these pressure images is shown in fig 4. These
images make 1t possible to determine the contacts between a
person or an object present in the lobby and the ground and
to calculate its weight and to have an idea on the
distribution ¢f this weight in the plane. Moreover, the
pressure belt is capable of acquiring pressure images
periodically, which also makes it possible to study the
dynamic behaviour of these objects and to deduce therefrom,
for example, a mean movement speed, a direction and the
relative movements between objects. The lcbby is also
provided with a second sensor system consisting of video
cameras 1.5 and 1.6. These cameras are two in number in the
example embodiment but their number may be higher or lower
according to the quantity of information that it is wished
to obtain. It is possible in particular to add a camera on
top. These cameras supply profile images 1.2, 1.3 for

determining profiles 1.8, 1.9 associated with the persons or




determning profiles 1.8, 1.9 associated with the persons or 10 objects
present in the |obby. The floor and walls of the |obby can be in saturated
colours in order to limt the problenms caused by shadows cast by the
persons or objects present in the |obby. An exanple of a profile image is
shown in fig 3. This device can be suppl emented by ot her sensor systens
such as infrared barriers, diodes, lasers or the like for detecting the
arrival of a person or an object in the | obby, neasuring the heat emtted
by a person as well as any other useful paraneter. The |obby is also

gener al | yoprevidedraséh: autdrenticeati.onTReansooNnEShewn s sichnhas a badge
reader or _ bionetric identification nmeans such as a reader for the iris of

the eye ofOPPHgERrPrPRts} S Yadissy SPdorypi ¢4l Py tonifedtidd tt 6PReans of
acqui ri ngpt-Be1cfat dapsQdusedsihyydiae cgaﬂsgf,_ syst oIS o8 eanal ysi ng
these data, taking a decision and controlling. These nmeans "can consi st of
conput er Prgsepht iisthe olellet wiltth cfamatd ofi akereflilst driagg £Re i mages
received,sggﬁg prepsyre and profiles, as well as programs necessary for
processing these 1nmages and extracting therefromthe paraneters that are
used for determ ning whether passage is validated or not. In the case of

Sual L 9atet 2293008, LU %, PORMLLABL. Bl SHAIPL £, S0e0Lg, Ll opepina of =
remai ns ckesedfanftk@rarriers, dicdes, lasers or the like for
detecting the arrival of a person or an object in the lcbby,
measuring the heat emitted by a person as well as any other
useful parameter. The lobby is alsc generally provided with
authentication means, not shown, such as a badge reader or

biometric identification means such as a reader for the iris

of the eye or fingerprints.

The lobby is typically connected to means of acquiring the
data produced by the sensor systems, means of analysing
these data, taking a decision and contrclling. These means
can consist of computer 1.9 that is provided with a hard
disk for storing the images received, both pressure and
profiles, as well as programs necessary for processing these
images and extracting therefrom the parameters that are used
for determining whether passage is validated or not. In the
case of a validated passage, this computer may for éxample
enable the opening cof a door situated at the end of the
lobby. In the contrary case, the door remains closed and an
alarm may be emitted in the direction of a surveillance

staticn or the like.

A person wishing to defraud and therefore to enter without

authorisation generally attempts to profit from the passage




alarmmay be emtted in the direction of a surveillance station or the

i ke. A person wishing to defraud and therefore to enter w thout

aut horisation generally attenpts to profit fromthe passage of an

aut hori sed person in order to slip through the door via the |obby. This
attenpt may be made unknown to the awfhorised person, who will for exanple
assune that the person followng himis also authorised. This attenpt nmay
al so be made with the conplicity of the authorised person or by coercion.
It is therefore a case for the fraudster of attenpting to deceive the

sensor syskess dytleditedigd igegsba igonegat b sipassageughotde ddd:s, he may
attenpt to stick to the first person, for exanple_back to back, in order
to decei V&2t e chritas, BJHd ﬁ@tFHRFa%%%eb?ngﬁqﬁeépkﬁPBHgEPd%hethose of the

first per§99h§91££@tpéﬂ%r§Y$ﬁh%W@&§tEcﬂﬁuéz@ e QRlsYmkWehat afge” footprints,
see for exanple the pressure image in fig This type of fraud will be

referred perasn folhqwigesittiroas f s0daut v SachudShap ARyeBPSIAL t enpt to
pass croughing, doyn,e %J]tl%y t%%”ﬁbﬂhagcgfg%f Yerfd %’&Qﬁb??s&@e Aauthari sed

person. Certain particular cases ose proble recognltlon of
a child abgngs&tm&@m adul tisotheegénra @a@yﬁinknheharﬁsaoﬁstés @bt her. These -

attenpts agFe rqpnﬁigﬁg,ogh¥ogéggg (H£o%§| %ggc¥les of fraud. The

chal | enge® ISR Ucced ﬁ1%a%|ng val i d
passages @én@eél rtgls,e efssoR, Wnat &MEthléhaleSInb@a aln@dmpﬂake spj clstiance or
| uggage of this person in ,

the first person, for example back to back, in order to

deceive the cameras, and to juxtapose his feet alongside

those of the first person so that the system distinguishes

only two “large” footprints, see for example the preséure

image in fig 6. This type of fraud will be referred to as

“juxtapositions fraud”. The fraudster may also attempt to

pass crouching down, or by remaining exactly alongside the

authorised person. Certain particular cases may also pose

problems of recognition of a child alongside an adult or

even a baby in the arms of its mother. These attempts at

fraud represent only examples of possibkle types of fraud.

The challenge of the system is therefore to succeed in

discriminating valid passages cf a single person, whatever

the size, body make-up, stance or luggage ¢f this person in

an attempt at fraud such as the ones that have Jjust been

described.

According to these types of fraud that it is necessary to
detect, it is necessary to choose a certain number of
parameters issuing from the sensor systems. These
parameters may be data directly issuing from the sensors or

parameters calculated from the information supplied.




an attenpt at fraud such as the ones that have just been described.
According to these types of fraud that it is necessary to detect, it is
necessary to choose a certain nunber of paranmeters issuing fromthe sensor
systens. These paranmeters nay be data directly issuing fromthe sensors or
paranmeters cal cul ated fromthe informbion supplied. 12 For the canera
system it is possible to obtain, fromthe inmages taken, so-called profile
i mges. These images are obtained by discrimnation of the subject with
respect to the background. The digital inmage processing techni ques
necessary rare theaowame £ cey dthese ipr afsi beskMBUe st @ratadbt, aifreed, the 1S
possible to extract therefrom paraneters as illustrated by fi%%3. The

| ocati on dff20RE EBREPe BT~ GHaVA% Pro3 8ot "R He® obj Bta53 19829,Fs2hgi ght 3. 6
and its wiggthided BYedi£aSindhallal Red:hdhs@btgi-an analksbecef cbhe i mages
over tine, it is also possible to extract the nean speed 3.4 of the
centre of ‘grabpeloreends afhso Peddiel énpee apprse wiinmltgsPPLARERaki ng it

possi bl e 10.68unty NEAdSadi | 3Gk RN 18LEOLI LA halagiid L gount the

protrusions on the profi Inits upper part. ough crossing of the
profil es iopsaingd, f tom severdlbleaker astratt i sheatsrgropsirblneteoscas cul at e

the vol urg,of, Lhe, obiect,; as "“%%L'e %chpeo;?ios rhbution of this,, volume
accordlngn?o thé el g d%yﬁie 0 jecP. is°" possible for exanpte’to chose
to divide3thbhechetightobhjdar 3.2, its height 3.6 and its width 3.5 are
esasily obtained. Through an analysis of the images over
time, it is also possible to extract the mean speed 3.4 of
the centre of gravity. It is also possible to apply an
algorithm making it possible to count heads, in fact an
algorithm that will count the protrusions on the profile 5.1
in its upper part. Through crossing of the profiles ilssuing
from several cameras, 1t is also possible to calculate the
volume of the object, as well as the distribution of this
volume according to the height of the object. It is
possible for example to chose to divide the height into
three equal parts and to determine the percentage of the
volume situated in the bottom part, the middle part and the
top part of the object. These parameters represent only
examples of parameters that can be envisaged issuing from

the camera system.

In a similar manner, parametérs are extracted from the
senscr system formed by the pressure mats. The pressure
images, such as those illustrated in fig 4, here also make
it possible to obtain, for each object 4.2, its height 4.6,
its width 4.5 and the global centre of gravity of the
detected objects 4.3. A study of the changes over time in

the objects makes it possible to calculate the mean speed of




three equal parts and to determi ne the percentage of the volune situated
in the bottompart, the mddle part and the top part of the object. These
paranmeters represent only . exanples of paraneters that can be envi saged
issuing from the canera system In a simlar manner, paraneters are
extracted fromthe sensor systemforngd by the pressure mats. The pressure
i mges, such as those illustrated in fig 4, here also nmake it possible to
obtain, for each object 4.2, its height 4.6, its width 4.5 and the gl obal
centre of gravity of the detected objects 4.3. A study of the changes over

time in thecabhects4nkeshid qpossicbbe teacatguatwelilhasmeas speed of 13
nmovenent 4.4 of this centre of gravity as well as the nean _over tine of

the previ QU§TVEFTBSOT 1P PHEEYS0TeBFE t ol t caf cthsit 9§1°dR&F hei ght and

width. 1ntagealhed gfondie hdwfnasune wahues afdQsids@anesid #aki on of the
total weight of the objects present in the |obby. The same can be done
~with all PR8S8BASOY25YRT etfstalitt ant es§imghberrt ohissdotpdcedphthen i s abl e

to supply.parapgLers Eé@gn@QQ1Q%eU§%EHgbfor the detection of the various
types of fraud possi%le in the | obby. art fromthese paraneters issuing

fromeach system of sensors, using at | east two sensor systens nakes
possi bl e ,{he.cal culation gl SURR! ETENLALY. PALAMBLELS. | S9yLd; Lrom the
correlation of "1Tnformati on supplie y “‘each™o hHe "sensor

chosen to use. Each of them is able to supply parameters

that can be useful for the detection of the various types of

fraud possible in the lobby.

Apart from these parametfers issuing from each system of
sensors, using at least two sensor systems makes possible
the calculation of supplementary parameters issuing from the
correlation of information supplied by each of the sensor
gystems. It is for example possible to establish a
volume/weight ratio of the objects present in the lobby, or
the difference in speed of movement between the objects
detected by the cameras and the cbhjects detected by the
pressure belt. It is also possible to compare the positions
and number of contacts on the ground with the objects

detected by the cameras.

A choice is made among all these possible parameters. In
this way a certain number of sets of parameters are defined
as illustrated in fig &, step 6.1. The parameters chosen
issuing from a sensor system are matched to a set of
parameters. The parameters issuing from the correlation
between two sensor systems will also supply a set of
parameters. In this way one set of parameters per sensor

system and one set of parameters by correlation made between




systenms. It is for exanple possible to establish a volune/weight ratio of
the objects present in the |obby, or the difference in speed of nobvenent
bet ween the objects detected by the caneras and the objects detected by
the pressure belt. It is also possible to conpare the positions and
nunber of contacts on the ground wthyhe objects detected by the caneras.
A choice is made anong all these possible paraneters. In this way a
certain nunber of sets of paraneters are defined as illustrated in fig 6,
step 6.1. The paraneters chosen issuing froma sensor system are matched

to a set dfwo panhamet eystelfeapararetiers.i ssukngad amdde carpakati on
ly a set of paraneters. In this

bet ween t sensor systens will. also sup :
way one s eoﬁoggpan§§§r§y%@¥“§éh§%@re§9§Feﬁ?%%E#?nﬁ§'§@Fcﬁﬁa5éP§n%ters by
correl ati grtmade sbetweenvdued W 1S @RSEr s§}isb§m¥a§élﬁet@¥sai ned. For each
access through the | obby, the systemis therefore capable of calculating a

set of set®LEFSPANHesIfbP Eilkh a&Esst paraneters corresponding to this
access. In order to be able to deternmine the validity of an access, that
is to say to respond to the question whether this passage corresponds to
t he passage efdarstaghe peksore cietepotinei thesva histidford aecessasy, t o

determ ne et her.8 <60l Lectd onof (318,00, 08f ARLALS, (8! eulated during
this access correspondas to € passage or a sSi ngI e person or an
passage corresponds to the passage ¢f a single person or
not, it is therefore necessary to determine whether a
collection of sets of parameters calculated during this
access corresponds to the passage of a single person or an

attempt at fraud.

To do this, it is possible to proceed with a learning phase.
The values of the various sets of parameters defined above
will be recorded. Each set of parameters can ke seen as a
multidimensional space where each dimension corresponds to a
parameter. During a given passage, the values calculated
for each parameter define a vector in this space
representing the set of values. This is illustrated in
figure 2. In this figure a three-dimensional space is shown
corresponding to a set of three parameters. Each of the
dimensions 2.1, 2.2, 2.3 therefore corresponds to a
parameter of the set. The vector 2.5 corresponds to the
values measured or calculated during a given passage. The
successive measurements of various passages give a
coliection of vectors defining a class of values
corresponding to these passages. Such a class 2.5 is shown
in fig 2. For each set'of parameters a class is thus
defined corresponding to the measurements made during a

series of passages. If such series of measurements are made




attenpt at fraud. To do this, it is possible to proceed with a | earning
phase. The values of the various sets of paraneters defined above wll be
recorded. Each set of paraneters can be seen as a nmultidinmensional space
where each di nension corresponds to a paraneter. During a given passage,
the values calculated for each paramgger define a vector in this space
representing the set of values. This is illustrated in figure 2. In this
figure a three-di nensional space is shown corresponding to a set of three
paranmeters. Each of the dinensions 2.1, 2.2, 2.3 therefore corresponds to
a paranetfer ohlthepsetagdhe tieet dbr2phscageespondsdondihe tval ues neasured
or .calculated d ring 2 gi%eq] assa%e. The_ , successive neasurenents of

et B¢ ot &

vari ous pa$s&PBSSgR & & FLoBLi e d&¥ fiavg 861 88s of val ues

corresponguRgmketBesEa PASS agAScsPUENi AgCLESS Valid paShReyR =hAa fig 2. For
each set of paraneters a class is thus defined corresponding to the
neasur enefit§3ABaeCatF PFRPHI e tice $h6f tpASS agfestraud suFhR sseees ofn

measur enepys saygy "egerd 5 s T Makiyd RESSRPES 4hen ifnorfiga%s ages
corresponding to attenpts at fraud there are established for each set of

par anet er §- €l agsésfeoreagpoidi v§ reramehéis, passage andresbasdesy
corrgsponggngh%ovgg@béygﬁﬁxgft%rggdg§gggsaged. In this way there is
obtained, as iTlustrated in fig step 6.2, and for each set of
paranmeters, a class correspondi ng
When it is sought to classify a passage or access the first
step is therefore to require the information from each
sensor system. This information is then used to calculate
the parameters corresponding to each set of parameters. The
sets of values corresponding to each set of parameters, as
illustrated in fig 6, step 6.3, are therefore obtained. It
is therefore possible to calculate a distance measurement
between the values of parameters measured and/or calculated
of a set of parameters and the various classes corresponding
to the various types of passage. This distance measurement
may be a simple aigebraic distance between the vector
measured and the barycentre of the vectors of the class or
any other distance measurement in space. From this distance
there is derived a possibility that the passage belongs to
the class in question, as illustrated in fig 6, step 6.4.
Each set of parameters is thus classified and a probability
is associated with this classification. The passage 1is
classified by consclidation of the classifications obtained

for each set of parameters, as illustrated in fig 6, step

6.5.

Alternatively the steps of classifying a set of parameters

can be performed by a formal neural network, otherwise




to the various attenpts at fraud. Wien it is sought to classify a passage
or access the first step is therefore to require the information from each
sensor system This information is then used to calculate the paraneters
corresponding to each set of paraneters. The sets of val ues corresponding
to each set of paraneters, as illustfated in fig 6, step 6.3, are
therefore obtained. It 1is therefore possible to calculate a distance
nmeasurenent between the val ues of paraneters neasured and/or cal cul ated

of a set of paraneters and the various classes corresponding to the

vari ous typesrofdpassage nHlirsrdnsta0Cces RASUr emerise ABYwbeka sinpl e
al gebrai c di stance between the vector neasured and the barycentre of the
vectors ofURREIET R Gt RGP lothePRdiRE A RSAS G eEnt CFR@Epace. Fromthis

di stance pthergets deki wad ;a Posshbh | hdyrdhas etfff%c@%@agew@féﬂ@tfhgﬁ to the
class in question, as illustrated in fig 6, step 6.4.  Each Set of

par anmet er §upsof hifss cliasi s jaag! &ﬁélﬁlb@dﬁb&dﬁhlﬁt yaurf\ § assotiatad with this
classifi C%hkgﬁ‘ EE:? anﬁn ile$ m§ aﬁé'£ ¥ %‘?:’i%%b?at Len. of . the
ations obtained fo T

classific r each set o araneters, IlTustrated in fig
6, step Soﬁhlﬂti@atﬁd|ﬂuﬂq¢1BMesstbpssoﬁhﬁﬂsmgmdmﬂ ﬁgnatsen of Tipar anet er s
can be pe fo refqgred to as a

. ! $ r ormatQ%%r%kore I%he w ie gl

neurom ne P8W}£lre %vorck J'Innese networ UnCtI on O Oﬁ ﬁﬁﬁe?s%?

i nt er conneet tigw ofndgrimalveight of each neurone, these weights belng
calculated by learning. This learning is done by means of a
“training” algorithm, which consists of modifying the
synaptic weights according to a set of data presented at the
input of the network. The aim of this training is to permit
the neural network to “learn” from examples. If the
training is carried cut correctly, the network is capable of
providing responses as an éutput very close to the original
values of the set of training data. However, the entire
interest of neural networks lies in their capacity to
generalise from the test set. Such a neural network trained
on the paésages constituting the classes during a learning
phase is therefore in a position to carry out reliably a
classification of the passages and to give for each passage

a probability associated with each set of parameters and

each passage or access.

The pertinence of the cheoice of parameters constituting the
set of parameters for each sensor system, the use of sets of
supplementary parameters involving in their calculations
several sensor systems as well as the characterisation in
space of each set of parameters of the types of fraud by
learning are so many factors each contributing to the

robustness. and reliability of the classification.




neurones, each of its formal neurones effecting a weighted sumof its
i nputs and applying to this suma non-linear output function, which may be
a sinple threshold or a nore sophisticated function such as the signoid
function. The know edge or information stored in the network corresponds
to the synaptic wei ght of each neurong; these weights being calcul ated by
| earning. This learning is done by neans of a "training" algorithm which
consists of nodifying the synaptic weights according to a set of data
presented at the input of the network. The aimof this training is to
permt the neural network to "learn" fromexanples. If the training is
carried out correctl¥ the network is capabl e of rovi di ng responses as an
out put very PEFSSB £6 %ﬁ%do+?gWﬁh@rtvgﬁéésuB@ef?E?%gﬂjBﬁiFP&lnlng dat a.
However, tihgc@Rtibhe albheugstafcneunal thet weskss 14 qﬁ»ési},utrféeknétcaﬁ@CI ty to
generallse fromthe test set. Such a neural network trained on the
passages é@ﬁ@ﬁﬁtuﬁﬁﬁglﬂﬁbu%¢a@té%mﬁ@ﬁmﬁgWaYI%@ﬁ#ﬁqﬁ; sgsli@Ye SYStERBrefore in
a positiont-§ Gartyroutefebs s)éraba% %é%'sf'fﬁfdf cﬁfca%%a@,asaﬁlgﬁé and to
give for each passage a probability associate each sét par anet ers
and eachSwa§§ageooraa£0@$ﬁﬁr'mﬁanpepﬁlnéh@encmgtianﬂmmﬁm@nobnpahaneters
COﬂStItUtI% t@g osel gf garanet rs for eaf Ofensor sy%ﬁ%nhlthe gﬁe of sets
of supple nfary parane er’s i vo V|ng i thér rPiEHICul ations " sever al
sensor syih@rnfﬁtasml\&dzbcmbémammmcﬁeebsmime nthes paceueheeachrset of
paranmeters of the tgpes of fra%

presence o person, but 1t could just as easily apply to

other criteria, such as the unigueness of a vehicle or the

like.




| earning are so many factors each contributing to the robustness and
reliability of the classification. 17 A person skilled in the art wll
understand that the invention, although describing the use of a pressure
mat and canera, may include in the same way various sensor systens such
as infrared or |laser barriers, infrargg caneras, diode systens or any

ot her neans of obtaining information on the objects or bodies present in a
control space. Likew se, the invention described ains to discrimnate the
uni queness of presence of a person, but it could just as easily apply to
other criteria, such as the uni queness of a vehicle or the Iike. 18

CLAIMS 1. Method of protecting physical access having a plurality of
sensor systens (1.4, 1.5, 1.6), t he SY&EHMSd bei ng ai med at discrimnating
valid access froma fraudulent attenpt at access, conprising the follow ng
steps: in a prelimnary phase: determning at |east one set of paraneters

i ssuing frlom sHR§BPIsYStRMTSGIdINGdPhysatal eagEeohd &EMNIoR par anet er s

i ssuing framab;keast:two, differentsystgns, (8, 1), ¢ determning by |earning,
for each set of paraneters an for each ftype of fraud envisaged, a class
of val uesbefingheimpdratrederst imirahid ngevat odr espesslihgnt @ tthiasdtypet of fraud

attempt at access, comprising the fcollowing steps:
in a preliminary phase:

- determining at least one set of parameters issuing from
sensor systems including at least one set of parameters

issuing from at least two different systems (6.1};

- determining by learning, for each set of parameters and
for each type cof fraud envisaged, a class of values of the
parameters in the set corresponding to this type of fraud

for this set of parameters (6.2);
during access:

-~ determining sets of values formed by the values taken by
each parameter of each set of parameters for this access

(6.3);

- determining a probability of fraud associated with each

type of fraud for each set of parameters, according to the
set of values determined during this access and the class

corresponding to the type of fraud for this set of

paramaters {6.4);




for this set of paraneters (6.2); during access: determ ning sets of val ues
formed by the val ues taken by each paraneter of each set of paraneters for
this access (6.3); determning a probability of fraud associated with each
type of fraud for each set of paraneters, according to the set of val ues
determ ned during this access and the gl ass corresponding to the type of
fraud for this set of paraneters (6.4); 19 determ ning a gl obal
probability of fraud associated with the access according to the
probabilities of fraud obtained for each set of paraneters and for each
type of fraudteé&mdhing2a dMedthod megendiingyt orf cFaimd lashere dkdheiprobability
of fraud associated with each type of fraud for each set of paraneters is

esti mat ed By GAFEGFafFRg- &R starfde pecheshlithes ot graufhihés 186ter ni ned

during thirgraeaesssandot NearLlass Lancespendhfg tdhd her tameof of saud for
this set of paraneters. 3. Method according to cllaim2, where this
distance is an al gebraic distance between the set of val ues determ ned and
the barycentre of the class. 4. Method according to claim1, where the
probabi | i By otlethpduacea’sdiatted ddiadh dachheypetlst Hrahabifldiiveadh set of

paranet er §.h84e3bLHRL 8o fYu A N RUQMABL 6eNeLYRS ke AN e of
parameters is estimated by calculating a distance between
the set of values determined during this access and the
class corresponding to the type of fraud for this set of

parameters.

3. Method according to claim 2, where this distance is an
algebraic distance between the set of values determined and

the barycentre of the class.

4. Method according to claim 1, where the probzbility of
fraud associated with each type of fraud for each set of
parameters 1s estimated by a neuromimetic network and where
the step of determining the classes by learning comprises a

step of training this neuromimetic network.

5. Method according to any one of the preceding claims,
where the sensor systems conmprise a system of cameras (1.5,

1.6) supplying profile images (1.8, 1.9, fig 3}.

6. Method according to any one of the preceding claims,
where the sensor systems comprise a pressure mat system on

the ground (1.4) supplying pressure images (1.7, fig 4).

7. Device for protecting a physical access comprising:




the step of determining the classes by |earning conprises a step of
training this neuromnetic network. 5. Method according to any one of the
preceding clains, where the sensor systens conprise a system of caneras
(1.5, 1.6) supplying profile inmages (1.8, 1.9, fig 3). 6. Method according
to any one of the preceding clains, where the sensor systens conprise a
pressure mat systemon the ground (1.4) supplying pressure inmages (1.7,
fig4). 7. Device for protecting a physical access conprising: 20 - a
control space; - a plurality of sensor systens in this control space (1.4,
1.5, 1.6) neans of analysing the information issuing fromthe sensor

system (1.9); characterised in that, there being determ ned at | east one
set of parafeC@PsTPssiPag®from the sensor systenms, including at |east one
set of paranmeters issuing fromat |least two different sensor systens,
bei ng determ ned b¥,learning, for each set of paranmeters and for each type
of fraud end $agéality ehatd' I asYsEEvalieshb W 45 swecer slof  t he set
correspondi By §0gthis type of fraud for this set of parameters, the

anal ysi s means conprising: neans of determ ning sets of values formed from
the values taken by each paraneter of each set of paraneters for this

access,
- means ¢f analysing the information issuing from the sensor

system (1.9};

characterised in that, there being determined at least one
set of parameters issuing from the sensor systems, including
at least one set of parameters issuing from at least two
different sensor systems, being determined by learning, for
each set of parameters and for each type of fraud envisaged,
a space class of values of the parameters of the set
corresponding to this type of fraud for this set of

parameters, the analysis means comprising:

- means of determining sets of values formed from the values
taken by each parameter of each set of parameters for this

accessy

- means cof determining a probability of fraud associated
with each type of fraud and for each set of parameters,
according to the set of values determined during this access
and the class corresponding to the type of fraud for this

set of parameters;

- means of determining a glokal probabkility cf fraud

assocliated with the access according to the probabilities of




means of determning a probability of fraud associated w th each type of
fraud and for each set of paraneters, according to the set of val ues
determ ned during this access and the class corresponding to the type of
fraud for this set of paraneters; neans of determ ning a gl obal
probability of fraud associated wthothe access according to the
probabilities of 21 fraud obtained for each set of paraneters and for each
type of fraud.

fraud obtained for each set of parameters and for each type

of fraud.




