9 Septenber 2005 WD 02/073505 PCTJUSO02/ 07666 Met hod of Recovering a Flight
Critical Conputer After a kadiation Event BACKGROUND OF THE | N\&Béptdhber 2005
Techni calwgip850300011 This invention relates to real - tdcfRsO8%R4t | N Syst ens
and nore specifically to a nmethod fore recovering a real-tine conputer
system after a transient radiation event such as that caused by a cosmc
ray striking a trace within a sem conductor device. Background Art , 1100021

S |t t d . ef { i t hi
i or ool cct 1 Siptbodsefeieriiya Bl LI CompRt el RASARERBEVER! par i ol 05 i n

space radiation, including protons and heavy ions, can cause anonmalies in
el ect PNB h@\? I ight critical conputers, onboard
sat el P%tralg(;ﬁgpacecr?a an aerl aI vehicles flying at high altitudes. A

singl e energetic particle can deposit sufficient charge in an integrated

Ci r cUifeelifical FR@39€ the state of. internal storage elements and nay al so cause
nmore conpl ex internal behavior. The observable changes of state can

i nclude bit-flips, ‘latched. power conditions, and short circuits. A

bit-f fooe1 d] such s idvefidnOglats tdreal-Gmé eghmngsydmmmb@manﬁ té sansi ent,
faul t e known as a single event upset aﬁ tQ | at ¢che ower condltl on is
an exarrﬂ’l“?éh" fa“&&?’&ﬂﬁ‘&%r‘f}'"%&‘l’%@{‘?éﬁﬁ?’ﬁ A FaoHs @aﬁm vent spchiafgl e event
| at ch- upndr ehlska ﬁa%mxsmﬁhméummmmmﬁm&a&ﬂor%mwt typically results
in a hard .failure"” which is typi cally mtigated by redundant circuitry. I n

order, to protect a spacecraft "against a'single flight critical conputer:
fail uBQckgi-Gﬁbu]A&ﬂt conmputers are typically. enployed.. 100031, FIG | shows a
triple redundant flight critical conput er architecture that night typl cally
be ‘uded onboard "a spacecraft. Redundant sensors- 15 provide-inputs-to a first
conpU{®02}11, a Sevewhdtypesmolitrediation. asmckrawnhia dndusepadverse 1 gffedBa cvitimnput er

| Nl udeSyicl DU Snid GevitdsOR 35 b2 Kchwn B4t rlcfe bahiclkISn 9 Q%&ziﬁg om each of

t he redun conputers ar e ‘rout’ ant’ s or S
addi t i onpcludieg peaionsdandt heguynpuwscean dause]l gromabes nmelmMm@nxmbnw subh as

Cr 055~ C ) hilal Forkdfbs, (356 s ShhelkeP U Llihr GRARIL gl & tign VO

02/ 0735
altitudes. A single energetic particle can deposit sufficient charge i in an mtcgrated c:rcuxt to

change the state of internal storage elements and may also cause more complex mtemal
behavior. The observable changes of state can include bit-flips, latched. power conditions,
and short circuits. A bit-flip, such as from logic ‘0’ to logic ‘1’, is an example of a transient
fault mode known as a single event upset (SEU). A latched power condition is an example
of a potentially catastrophic fault mode known as a single event latch-up (SEL).. A short
circuit in an integrated circuit typically results in a hard failure,, which is typically mitigated
by redundant circuitry. In order to protect a spacecraft against a single flight critical

computer failure, redundant computers are typically employed.

{0003} FIG. 1 shows a tr,iplc.-,l:cdunda:nt flight critical cqgnpufer architecture that might
typically be used onboard a spacecraft. Redundant sénsoﬁ 1.5 provide inpuis to a first
computer 11, a second cdmputer 12, and a third computer 13. Each coﬁxputer includes
inputs 17, processing 18, and outputs 19. The outputs from each of the redundant computers
11-13 are routed to redundant sensors 16. In addition, the redundant computers 11-13 are

interconnected with a cross-channel data link (CCDL) 14 which allows the computers to
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I nt erchange data. 9 Septenber 2005 PCT/US02/07666 10004) It is inportant
that each flight critical conputer, such as a spacecraft navi ga? September 2005
conput er wo ¢eaf€ to detect and recover from both an SHéraRd @essSEL because
an undetected transient fault can possibly diverge to a hard failure. It is
known in the art to recover a flight critical conputer via
re-initialization schenes, for exanple by cycling power (on - off - on).
AIthougk}nﬁ((:zt(&llmiJ ng.power to the conputer clears SEU or SEL induced errors, it
al so results 74 a period of tinme when the conputer is not available for
such tasks as spacecraft-stabilization. 100051 FIG 2 depicts a block

di agr oﬁ{ a_t YRii€ fhpdriahtOfht dabtt highPéritkeQNBmipRler,! ok afB¥pdEeratt QdaipbOar d a
spacecraft. The conputer includes a central processing unit (CPU 21
connect egmipptenris akle taedptechangd recovarors bethiag Sﬁ&ﬁans_i@nt&ﬂebqq@m &h undetestedenpr y
(NVM 2 RPN JEREN N t ; access
menory E{fﬂ%fmhar d\E/\%’re nggb‘{eghgl{&zgh %Jgrfml{%}eeq?% k{?tg%glfj%}%%ft t%gér%tg‘rl%ladlr‘ngWZS S
connect editital computes via 7e-initialigatidnochemesnior e?sampg‘hw exgling powvegi(omt offoromdr t er s,
and to o ' f f P . nal flight
ot ogr am AR pcny B q o colthARP fars SBUb SEL RLCR ol PRES bR (9™
menory rayeibé of Gise Mbemthe computhein nevavaildbledfor o GRS 75 spasomitiswbilizatiorf:
recovering -a flight critical conputer in a radiation: environment, without
accessi ng another conputer via the CCDL 14 and re-initialing, is to save

t he s{t908] dat a BYG-2riepictngpblods diagrmmraf @ typical fHels rariticdlccomp marA¥) 26- 28,
to a ragifi b e r AfRs Wieh 1! ] ghat i onal
flight progrgﬁaﬁéﬁgﬁ&@%g'nr@gsﬁlu? ZxE/ent upse?al((aﬁégféj)&l}i)é;gg%?ggtgzg? for

exanpl e coynesteddryi anyaddrese kbus g eed # datg bypad to pmonyalattle mamesr ANYM)t 2% age back )
to the r 0 AL o Ha 52804 FHONEY Scess TBhSrvARE proach :
fails tﬂ;ﬂ%g] rngéi’ggf g?pﬁ?g .F§ %&%_ﬂ..,t_ﬁhé ;t_de_llra:ﬂjégrﬁ.ar._y?s_st o,%gggw)a%gw%gn, cause
t he redumatiies 2628p Jhe inputy Dutpgt captrplies S isqenhactedite inputsl7 usingfdtiexamnle, t he
recover “pe T p%ﬁ myé before the [ext;. ogcurs and
t here cgﬂalggqgﬁi ?zga‘%ﬁep aégigpg? kognm S.S_? gjﬁﬂé’u%n{;ﬁm!}éﬁa%?flﬁﬁgaﬁﬁzat ionis
not pr acpeetdnal Sligt peagramm (OFR) is 2daded durthg-angnitielization sequéB®0¥ theRmpdornl y, nuch
effort b&%c{?ﬁ%dg@%%-ﬁﬁlaﬁd’ism&%ﬁﬁrCh and design of fault- tolerant
control "systens. e primary interest of this research is the application of
faul t ‘ ' ' : ' o

[0006] A known method of recovering 'a flight critical computer in- a ‘radiation

environment, without accessing another computer via the’CCDL 14 and re-initialing, is to

save the state data of the computer, stored in random access memory (RAM) 26-28, to a
radiation-hardened temporary storage while executing the operational flight program (OFP).

When a single event upset (SEU) is detected, for example by a parity check; data is duniped

from the temporary storage back to the random access memory (RAM) 26-28. However, -
this prior art approach fails to insure data integrity in the temporary storage and also can )
cause the redundant computers 11-13 to lose synchronization. In addition, the recovered

computer needs to be re-admitted before the next SEU occurs and there can be critical

phases of a mission during which re-initialization is not practical, such as initializing a de-

orbit burn.

[0007] Recently, much effort has been devoted to the research and design of fauli-

tolerant control systems. The primary interest of this research is the application of fault -
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-2 9 Septenber 2005 WD.02/073505 PCTI US02/ 07666 detection, identification
and reconfiguration (FDIR) to control systems. The conmmon obj e@tSepterr(h‘erEﬂlDR
in flightp&)q{;_{“ﬂh systens is to prevent the loss of a vghi f? fde to faulty
sensors, y actuators, and damaged control surface |ns allatrons. A
typical FDIR design ains to prevent the flight critical conputer 11 from
using erroneous data fromfaulty sensors 15 and from sendi ng out inproper

control to faulty actuators 16. A typical flight critical conputer includes
both a f degtectiadetidantifieation rand j rgeqndigpsatien (BPIRY| tg gtontrplhsystmsa 13| gommon

accommd%bieawe quﬁﬁﬁflh R ChifRfbl s%r;sl i mrem@uieaués ofqe\t/e‘?&tlé 8 "ty

I dentification algorith typi call nbedded in the control |aws, |s devi sed
t o det ectserfsang) faylty antyatererand damageﬁecomhswﬁ@e instablgtiers. |Aosipisal FRIR design

reconfi t qgﬁg
mechani glré{ tJo(tlp pec‘g}rjltgg{ hx%ﬁ'{;@ﬂuﬁ v&e‘}r?| #l%/fé%{l \s(lgc%gljgglgﬁ Ese&?%ﬁﬁm ns‘lp}c{)sg)e nts, such
as  har d-16\eed ‘froac sending rosit @mommm rte fauity sactustors I@I A ypieal flight aiticalut ononous

rapid re [ for r ragdi ati on
event. S%ég Sﬁt&n&%ﬁ?s‘?ﬂﬁshoﬁ@t ac% ercrg[trh aﬁﬁefdh&ﬁﬂca&g’al *g Md%@c% agn faul t
det ecti o;accondnmalhucﬁn/ ce:cbnﬁgwamdalgenthnf | Therfath dm:c(jﬁurﬂ)ldahtﬁeadm al@mhdm able in

the art. H Th on o
sel f-rec &(Pé b%éf; EtP ?{'El\i/qawgeggiwﬁ 9 %%EJ gar“EY c%'ﬁ?"“ﬁ%r%hte meg‘ifst ens.
One of thaatma)rlo&pssns The rebaifighdatiorSalgorithine ioftypicatlgva cehicte-gpeéific cadaptivieo pr edi ct
accuratel | n_addition,. aut ono rec i s a cause for,concern because
s UPEP AP BB B =R ARG RS TRSALER oF EUY S YPREaHo e R AL TE-T€ possi bl o
for a f| aghitorsCritical conputer to performa systemreset due to false
alarm [0010] The present invention; for the real-tine self-recovery of a
flight critical computer, is based‘on t he concept of analytical redundancy
such t{i4808]i t cadbkre is @dbng &t nesd fpphi eutonampus Sagfid wegorerywnedhanismt foe aneed f or
addi tion Eati T 2 d r r e Lry to
i ncr ease(’ﬁtql?{eé‘lgt:ij‘%v|cva%ln ‘?&H raggaéhﬁs en?htﬁ%llrp?t?ga}#&% §h%¥1 al&k{?\ﬁ/g{n ageously,
t he pr eskysical redemamaemdefaﬁbdctd@es, ndcntlfrceﬁ@pm and reoomégmav@l (RIIR) abeadyons to

_present| real -time operating system (RTOS) software or
operati o%e‘{@(@k r?ﬁ’%?{%rograns (OFP) that may ,

SUMMARY OF THE INVENTION

[0009) The function of real-time self-recovery is not currently used in flight-critical
computer systems. One of the concems is that the SEU rate of a device is difficult to predict
accurately. In addition, autonomous ‘recovery. is. a cause for concern because an
unsupervised or uncommanded computer recovery means that it is possible for a flight-

) critical computer to perform a system reset due to false alarm.

[0010) The present invention, for the real-time self-recovery of a flight critical computer,
is based on the concept of analytical redundancy such that it can be realized in application
software, without the need for additional radiation-hardened devices or other proprietary
circuitry to increase the survivability of each flight critical computer. Advantageously, the
present inventive method does not require extensive modifications to presently available
real-time operating system (RTOS) software or operational flight programs (OFP) that may

be available in the prior art, but utilizes faster central processing units (CPU) and hardware
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be available in the prior art, but utilizes faster central processing units
(CPU) and hardware -3 9 Septenber 2005 WO 02/07350-5 PCT/ US02/ 0 §&fieiB&F2005
nodul es w storage capacity. [0011] Analytical dundancy uses the
functi onal\w $67§§'0nsh| p between system variabl es, whi cr?cér?lésoffﬂ?ﬁ‘essed in
the operational flight program (OFP), to generate synthetic outputs that
are conparable to the outputs from physical redundancy. These synthetic
outputs are created by sequentially running nultiple versions of the same
or sini | amewpe/maeduiesrith greatepstorags @pacirs (OFP) on the central processing
unit (CPU) 21 in each flight critical conmputer 11- 13 and conparing the

eret oM he' Sanaten SRRl bt ARRSH gl BES o SBie V'

pr ocessor wiich RieNprbb@sddi ifGhd bFei®Rion@I0Mpktqslodrem FOEF), @l Sénérdte! Synthetit bt OpY .

One aspect of ny invention is thg each _one of these nultiple OFPs is
associ at efjatgre ﬁoﬂpﬁé@F dathscPuRBL Fom kY sl Fesindagev dbesesynthetifi QUPHE @ehar dwar e
random acgessi bF Aﬂ? HJuﬂx 14 004k cE'QBe SXRB EmilbSpetaiBhAAMigh! | ght
critical corrputer |II rat e 2 could have three versions of t he
OFP, wherrrogramh (QEP:orothe |cgnttabzra9@amg nmremlﬁc?dun eachAfghtoyitica] ggmpyter 11-
respectiv V. I nt upset
(SEDy . stk PrpRARS B ol Th kR imed Bt 81 ety Buaipl BB o
dat a vaI u'eerszmtoéuﬂme@memr Gimeilar pemPIHE Rregrams 4o run ¢roibs Symaprecestortwithin ther at i onal
flight pr E»%L ot her
OFPs are és%ﬁﬁg%%ﬂd {ospr%gzdrsver Q%:gﬁ- ct@ﬁe con%écp { mvegﬁ% @m}éé%glnm bl e

f or cont raile afftherevinultiple@FRscls edsaciptedwitlf & |dg4lwatecbmmpzyapammmlwetpd iMhe
observer : np@g OFP or it can be an. alternate
desi gn th%:djre %%?é%dtgﬁ%?eg%Pwﬁ ta eM)gj#'Aﬁké controller. [0014] Each OFF

i ncl udes a fault detection and isolation algorithmin which the data

resul t fod12pm t hago(ExBmpled e ApREH! EBphtditital fding eetr@mrs&auatﬂm A dgioLher OFPs.
When the controller Pis eclared invalid;, one of the observers is

desi gnat ehregyersipas ©of ther @FP.eyhere g4ch; vgrsxoanaﬂq‘eeﬁed s BodM mdum 26, %7904 38 t hat

each i nvakifdcfl. 'ﬁcéo?cﬁ %’l&f 1 nménﬁ&ome'}%&s 8P4 &nglBR0&t v Cgiet Estmrfﬁmra\é
partition associ ated a valid OFP. The controller econes an’
that caused by a cosm)c ray event, will manifest itself in a data value contained in one

memory partition.

[0013] One of the operational flight progfa:ns (OFP). is designated as the ‘controller’
OFP and the other OFPs are designated as ‘observer’ OFPs. The controller OFP is
responsible for control of devices attached to the flight critical computer. The observer OFP
can be a copy of the controller OFP or it can be an alternate design that replicates the full

states of the controller.

[0014) Each OFP includes a fault detection and isolation algorithm in which the data
results from that OFP are compared with the data results of the other OFPs. When the
controller OFP is deciared invalid, one of the observers is designated as the controller.. It is
another aspect of my invention that each invalid OFP is recovered by copying a data image
of the memory partition associated with a valid OFP. The controller OFP becomes an

observer OFP after data set recovery.
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observer OFP after data set recovery. WO 02/073505 9 Septenber 2005

PCT/ US02/ 07666 BRI EF DESCRI PTI ON OF DRAW NGS Bri ef Descri pti on o9 September 2005
Several W@wsofked he Drawi ng 10015) A full understandi knvention can
be ascertained by review of the draw ng in which: 10012%12{15&%16k‘gepi cts a
set of triple redundant flight critical conmputers as may be found in the
prior art; [00171 FIG 2 depicts an internal block diagramof a typical

flight critical computer _including menory-nmapped i nputs and out puts; [0018J
FI G @ﬂ@FdDEFrQ}wPJ@NtOEPM%Z% ng a procedure for recovering a flight
critical conputer in accordance with an illustrative enbodi nent of the
prese 019 5...and 6 illustrate specific details of

Jd.nvention; =| GS. .
t he p[ﬁfd‘g ‘é"%ti'oq:?f(ﬁth?velrrPE%l%scgrt CREWVIE h the present invention; 10020]
FIG 7 depicts the layout of a nenory partition contained on a distinct

har dWqpdys) odul & ﬂﬂ%{?@:ﬁd&@ &1 Aol Oftbe Ui AR B rBich S efiPdrabil gt

crit onput er 1 nc ry-mapped i nputs and outputs; and~[ 0021]

FI G 8 dmpaikitls the bl ock diagram of an identity observer constructed
according to Luenberger's identity observer theoremthat is suitable for
use with ny invention. [0022] FIG 9 depicts the token of output priority
for ar0@hnpl e ERBodepiqit 2 et ofrifiple gdundant dlight cotical computers 29 mgi be deupdt he error

detecti op‘tﬁ%%got .menory partition | for an exanple enbodiment of ny
i nvention. iff"FlG 11 depicts the error detection flag to nmenory

partition 2 for an exanple -5 9 Septenber 2005 WD 02/ 073505 PCT/ US02/ 07666
[0017) FIG. 2 depicts an internal block diagram of a typical flight critical computer

) including memory-mapped inputs and outputs;

[0018] FIG. 3 is a flow chart illustrating a procedure for recovering a flight critical

computer in accordance with an illustrative embodiment of the present invention; .

[0019] FIGS. 4, 5, and 6 illustrate specific details of the procedure of FIG. 3, in

accordance with the present invention;

{0020] FIG. 7 depicts the layout of a memory partition contained on a distinct hardware
module depicts an internal block diagram of a typical. flight critical computer ‘including

memory-mapped inputs and outputs; and

[0021) FIG. 8 depicts the block diagram of an identity observer constructed according to

) Luenberger's identity observer theorem that is suitable for use with my invention.

[0022] FIG. 9 depicts the token. of output priority for an example embodiment of my

" invention.
[0023] FIG. 10 depicts the error detection flag to memory pa:tiiion 1 for an example

embodiment of my invention.

[0024] FIG. 11 depicts the error detection flag to memory partition 2 for an example
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enbodi ment of ny invention. [0025] FIG 12 depicts the error detection flag
to menory partition 3 for an exanple enbodi nent of ny inventi oR.Sepater 2005

FIG 13 dggisstasdsne menory recovery flag in nenory partjtj r an
exanpl e e?rt())og?'rrént of ny invention. [0027] FIG 14 depiféc lggbtzlr%&‘(r’)rermry

recovery flag in nmenory partition 2 for an exanple enbodi nent of ny
invention., [0028) FIG 15 depicts the nenory recovery flag in nenory
partition 3 for an exanple enbodinent of nmy invention. [0029] FIG 16
depi ct s embodimggt of SBYIBYEREORf “altitude' versus 'altitude reference’ for an
exanpl e enbodi nent of ny invention. [0030] FIG 17 depicts the system

architecture of | e .enmbodi pent o0 invention. TAI LED DESCRI PTI ON
oF THAOWANENT| oﬁ?gw%g% “.f"&rer@ér‘gf?ﬁﬁ‘@‘ éfﬁ%t REMPRRARHI,S 10 PR i dentity
obser ver gmb&imkstdif ghytiftensibt € data of the operational flight programof the
controller in distinct data partitions in the nenory nodul es. In accordance
with an aspect of nmy invention, a faulty controller can be recovered by
repl aqoogs)t he d&I@. i3ndepictsothe ntelmery rabteyy flag m pandry tpanitiondlt for tinatangfle a

heal t hy grgﬁa. arti.tian. A net hodol ogy of applying such an approach fromthe

fault to RSV IPVBEP L pect i ve is descri bed bel ow. [0032] Referring
again to FIG 1, there is depicted the functional coenponents of a generic

vehi cl nage _ | i i i Y ed and
oo B nar S0s RS by Etonl e ids et D kiRl BRRGRY C0 DO
vehi cl e embatpaemrof myonypastier.s (VMC) 11-13, redundant input sensors 15, and
redundant out put.-actuators 16. ldentical hardware apnd software are .used.in
all lanes of the systemfor redundancy. The VMC can be, for exanple, a
f1ight[0028i t i caFIGotpdspicts thg Bemophigcoveryfite ingaenory paktitignd feba pxmplews and'

managi ng 'gﬁ% FmvAdatbn. Si gnal s. I n general, a VMC m ght perform sone of
or all o?ljnt e f‘gl.lglv)\;jﬁpg ta,l,lsks: P . .

[0029] FIG. 16 depicts the time response of *altitude’ versus: ‘altitude reference’ for an

example embodiment of my invention.

[0030) F1G. 17 depicts the system architecture of an example embodiment: of my .

invention.
DETAILED DESCRIPTION OF THE INVENTION
Mode(s) for Carrying Out the Invention

[0031] The identity observers replicate the state data of the operational flight program of
the controller in distinct data partitions in the memory modules. In accordance with an
aspect of my invention, a faulty controller can be recovered by replacing the data image of
the faulty data partition with that of a healthy data partition. A methodology of applying

such an approach from the fault tolerant control perspective is described below.

[0032] Referring again to FIG. 1, there is depicted the functional components of a

generic vehicle management system (VMS), in which my invention may be employed and
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Navi gati on and Gui dance Flight Control Thrust Contr ol Fire Control ,

. Weapon- St or age- Managenent M ssi on Managenent [0033) The redund®feptdmtgh005
critical ters 11-13- are managed by a redundancy nanagenent system
(RVB). Th " the fault tol erant nmechani smthat, det&t*4iras
accommodat es the possible faults in the input and the output signals. In one
enbodi nent, the RMS uses nmpjority voting for fault detection. The redundant
conput ers conmuni cate with each other using a dedicated cross-channel

dat al i nk com@iking lahes iofi redundémt tvieliclR\Banagérs¢nt icompaterss@/MC) ddi-1dateaiuhdantn each

| ane for .voting. | ener.al stem )M ght

per  or m Ui sgors s fahdsnl plsfil AR/ IRAREE Brow BEOE AN ol

| sol at i omsed fmaall lanéceafotheragsadm dor reRedamiyi gTheaVM@hcanf beRéatuexdmpie, &dliplanent s
Recovery of. Faulty Conpopents. Lane Re-adm ttance [0034] G.ven the fact that
the i dentrifispl éﬁg‘é’%\%lﬁg%&g“q hégh& ﬂ}fgﬁé?%? iag‘inicﬁmbc\l q%‘ﬁi ﬁ?fgr‘{?f’?%%ﬂ mplute]&ﬁ‘idancy to
t he ori giodgut Sysdl€ M gamerdl GEVIMO i ghbpeefor Gori@of d2all A€ the Jolasvih@taklast or e t he
state vector of the original system Considering the VM5 functions as the
original systemNagtibhend GuianSept ember 2005 WO 02/ 073505 PCTI US02/ 07666
term'controller' herein denotes the VM5 functions in:general, an identity
observer cah be pipBncésnett ed to track the state data of the controller.

[ 0035) The identity observer is connected to the controller in series,

meani ng thay cofpek @bhed) of the controller and that of the observer can be
executed sequentially. This enables us to expand our concept of a single
observer to, serigs @hservers. An array of identity observers can be

desi gned accordingly. This-enables data recovery in both the controller and

t he '%eri es ,pbs:_e;rwggpgmsmmngap‘aggment»i

. Mission Management

[0033] The redundant flight critical computers 11-13- are managed by a redundancy
management system (RMS). The RMS is the -fault tolerant- mechanism that detects and
accommodates the possible faults in the input and the output signals. In one embodiment,
the RMS" uses méjority voting for fault detection. The redundant computers communicate
with each other using a dedicated cross-channel data link (CCDL) 14, in which the RMS
distributes selecied data from each lane for voting. 'In general, a redundancy management

system (RMS) might perform some of or all of the following tasks:

- Faulf Detéctioﬁ;axlvd Isole;tion o
) . Fault Acicommodation
. Reconfiguration of Redundant Components
. Recovery of F aulty Component;s:
. Lane Re-admittance
[00634] leen the fact ‘that the identity obseﬁer has the characteristic of an analy;ical

redundancy to the original system, an identity observer can be designed to restore the state

vector of the original system. Considering the VMS functions as the original system, and the
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[0036) Referring again to FIG 2, each partitioned random access nenory
(RAM) hardware nodul e 26-28 is operated by a dedicated data 9 September 2005

menory- paw&b},&gg}’s manager. Simlarly, the program code N 5135,9,%6& n the
program nenory 1S operated by a dedicated program partition manager. A

hardware tinmer connected to the input signal managenent (I1SM block is

devi sed to schedul e the execution of run-tinme operational flight program
(OFP). Another hardware timer is connected to fault detection,

i dent i f i teami'cntrolerdhereie deratss the MMRfunshenskintagneralg ah deatityhabserver vart bon of t he

FDI R-pro t 3, which shows the nethod steps of
one ill u‘g(f%rac?e\%w'g%%a:ﬁgn%ﬁ{atao%?%ﬁycgrtﬁggﬁi on and FIG 7; which depicts a

conputer menory , allocation schene. First" the program nmenory space

(SOftm i s pg’ﬁé ii&énagfgbs@areﬁns.c&&c@&fi@rtﬁé RfntidMer Blb%eﬁﬁp%&aﬁ&grﬁl\a@f e) of

system | 26-28 to Isolate blocks, of nenory, and provide spac )
r edundaneymputation ofiiepeontrplertandithat of dher ebseryerd¢andet axeentehseduentiallye iy devi ce

(N the Thilll us GOTRMER our EBRRE BRL qg@feeoﬂséxgkla{oegrig?g&reyvepé.O%Sarz% of N1 uding
program nenory data segnments /1 and program nmenory code segnents as
shown i nideitiyy obsereare catt boclasigntdt ascordinglyrmibbiatenati¢sedata a¢coveintin twth ttiee

oper at i ogo%,oilériagghe%ggro%%rce P).It is one aspect of nmy .invention that a
har dwar e”1 sol at ed nmenory ocK is assigned to the controller operational

flight program (OFP) and separate hardware isol ated nenory bl ocks are

assig 0 eac .ot hes e I i34 1 It is
anot hzgﬁgipect o?ﬁ%/ngi E@%‘gﬁg@{’t Eh’?&fﬁh@r un- tr:;'{rggm;gcrogigsgg{eg}%g%%P is
encapsul hardware onodule 26-28nlis opemiedi pyhian d¢dicatesls data nmemonyzpartitiono manpg®.38) A

(st op. - e By Hbeih GotP BT b Shietldh rBRS) BUbMIL bl 3 SAMEMAFET 1
criti cal prograpupastitionomemigert i Achandwane fimenkapeted toothe angivt gignalewpmageinest
b ock 1 LSRG e TEAR o LRERE, oAb of FEPene IRl ol TR EERRRIT L, o1
of the @OPP).sAapther hajdwart tignepssronnested tofaultaictection édenti@sagommnd mecvenyg t hat
the crp. CPIpA BT R e e BB BRI DR BBl L ogram (OFP) Ts run (step
33) and then each : : T S ‘
[0037] Refer now to FIG. 3, which shows the method. steps .of one illustrative
embodiment of my invention and FIG. 7, which depicts a‘..cromputg:“r,mgamory,allopation
scheme. First, the program memory-space (software) is partitioned (step.31) according to
the banks (hardware) of system RAM 26-28 to isolate blocks.of memory and provide space
redundancy, each memory partition corresponding to a hardware memory device in the flight
computer. These hardware isolated memory blocks 70, inciud‘ingv prégrém mémory data
~ segments 71 and program memory code segments 73 as shown in FIG. 7, are allocated to
accommodate the state data of the operational flight program (OFP). It is one aspect of my
invention that a hardware isolated memory block is assigned to the controller operational
flight program (OFP) and separate hardware isolated membry Elocks are éssighed to each of
the observer operational flight programs (OFP). It is another aspect of my invention that the -
run-time portion of each OFP is encapsulated to access only RAM wiAthin its assigned

partition.

[0038] A version of an executable operationat flight program (OFP) is downloaded (step =

-8-



observer OFP is run in a predeterm ned sequence (step 34) to provide tinme
redundancy. In a preferred enbodi nent of ny invention, the sequSeptember 2005
executio OFP is schedul ed. "by a dedicated ha ipmer. ) (00401
A fault éf‘%’&?%g% and isolation (FDI) procedure on thei)%yt%%@{og&gf t he
controller OFP is perforned (step 35) to determine whether the controller
OFP nenory partition is damaged. If it is determned that the nmenory
partition that is currently the 'control er' %§§ S dam;\ge , anot her,
menory @A} fromi the fight stqad fempyter panvelayle mempry (TYND ) toesac of gsRective n one
enbodi MgRtgwaRS isoRRENmeRoly Glocks 70, hehdateachihiraivaret Relak@niemblyeblogkRs menory
partition is checked by performng (st§f2351) a mpjority vote of that data

agai nst contained opcntssPegtiviabanki of YEEMORAM 26-d8.s diagh (versiamnefh the f3FR iig Abns. Waen

any dat a4l ptd Sefdfdh, thdi Gl BieNaribded BiMcbFespbhdifg Mar ked
(step 3551%'“5 ° a%éedé?&\}l\hdg%dgﬁg wﬁt@%\l?lr% t he cont rlol Fer CFCP ?)sgrti t%on IS

danmaged,valubeat theend2f an teratimnefdlnP¥BI | er' can be set (step 353). In other
enbodi nents, different fault detection and isolation schenes; such as parity
or cross-channel conpari instead of or in addition to

hecki ) .
(r:rajegr 'mr«')gﬂv ot i ngthe]cgpugier RB?‘%?‘?‘%B"S%EQE‘R% ﬁlésF%S igrun (step 33) epd thspcatht a i s

det ect eQpidv R @APAL nit§ 2 PREPlMninBfeqhdncORtep F4h @ proRdtiine radRamcy! e (step
37) with fault-free data from an undanmaged nenory partition.
Advant agesfersidyembadimeng pf Bygnyention, dhe segpgncedexectt teash PP igsdhedpled r om a

single . dbvaEldne thin a single iteration (time frame): [0043]
FIG 5 32%£a| lgé{?‘lﬁg&sué-stgps of the data overwiting nethod step (step.37).

First, it is determned (step 371)' whether nore than one nenory partition
has J})mao]darmged faultdekeetionvand Wolatich EFRTEplobalire @ the ldgplitstofSthé dbrgiéent upset
(SEY) has_occurred. If, for -9 9,Se%e e&sZOOS \ég 02/ 073505 PCTI ' US02107666
exanpl e;OFr?dPé’effH'éﬁ‘Fdoﬁﬁ@pﬁ‘ém geterming THhg coptreHer QR grsnory patitian d§ s s .
channel gg@hged! iThifs detdrmbhed et thelfensoy pdriiti @Ptha A2 puradhely ihee caraNe’ @FFON Whi ch
these nenory partitions had heen, ma |d reset and rebuild its nenory

partiti éydamaged, pRthermrmory Haa‘ﬁﬂ%'l ‘sﬁgsg%‘cﬁgﬁesgﬁl’cg%xm REsTEORNEE hods that are known
in the art. [0044] Wen the damaged data occurs in a single nenory
parti [0'09{]’ cor rlg 3 ngnegribggm;[egt, %s shown in FIG. 4, the data within the controller OFP
memory partitién is checked by performing (step 351) a majority vote of that data against
corresponding data in the other ‘observer’ memory partitions. When any data in a partition
does not match the majority results, it.is marked (step 352) as damaged. When data within
the controller OFP partition is damaged; then an ‘assign new contfoller’ can be set (step
353). In other embodiments, different fault detection and isolation schemes, such as parity
checking or cross-channel comparison, are used instead of or in addition to majority voting. .
) [0042) Referring back to FIG. 3, when erroneous data is detected in one of the hlefnory
partitions, that data is overwritten (step 37) with fault-free data from an undamaged memory
partition. Advantageously, this allows a flight-critical computer to recover from a single

event upset (SEU) within a single iteration (time frame).

[0043) FIG. 5 details the sub-steps of the data overwriting method step (step 37). First,
it is determined (step 371) whether more than one memory partition has been damaged,

which would indicate that more than a single event upset (SEU) has occurred. If, for
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singl e event upset (SEU), that damaged data is overwitten (step 373) with
fault-free data, as determned by the fault detection, identifi9%Sdptemibeaddos
reconfig t SO R) function discussed previously. rred

enbodi n13u‘(glél’&/?%s ie danaged data is located in the code L@égﬁ@h?&% as shown
in FIG 7, fault-free data is overwitten (step 374) over the code
firmvare, contained in nonvolatile nmenory (NVM 24, thereby precluding a
possible data error in the NVM [0045] Advantageously, the present

i nvent i onxarmﬂqms tlzanfong giemory partitecal hag bespidamagdds o ise SRS thadneladtadinkdr s i n
the CPU, pro r v/ ) segnent
73. By d&g1 |ca |ng ﬁ“ﬁ@?‘f@%gﬁ‘? mtrrlfamﬁ’ P%F]yg %\%ﬁnﬁgy par‘%rlyst}fagg&g% faulty
conput er dmaagebe:onmcm ragd rebwild itsimémary pattitiony vieftheOFiPss ¢hanndlidatesling 0946] FI G
6 details .the Le of deternj ning whether to continue (step 38)

oper at i oR~'8% mteﬁ’é’gf ﬁ'a % ﬁtugermafter a damaged nerory partition is
damaged. First, a ngj orlty vote on data contained within each partition is
per f or (step dhfaYochl1€ in TEHRE e?m 14iG8S b fpgaged.
For ool oy Wit ok RS dhlatoekilEn TRARE IR Pt biShoRife RAETD
operatio mglefeivcrg hpsq@ (&l@].ﬂ)aﬁmtadmaaai @taxs@vmmwmkwap fai&sl}eet@ta, esich

R R S L b S R eaﬁﬂ‘“ e

partiti odiseussled previsuslyl elnar prefesed evhbddieent,ribthe dbimagedoiaa mrdmmey upmetaoud: on

remai ns danage (st 385) t one ne mage
then a B‘E?"P‘Fg Eofit g}ﬁ’“@' mfli-lg'g%f g&itgffee(cg’fe'ﬁ SsBY \ﬁﬂl #ﬁij OX?{»[ %t t he
flight corawhel cafdnddinh®ntaitie nehiory MEM) Rdetheieby pfebhdinger pdsfiBk7datRef erri ng
now to FIG 86?5"\'9@{’% depicts the block diagramof an identity observer, -10 -
9 Sept enf8Pr '3 02/ 073505 PCTI US02/ 07666 constructed according to
Luenberger's identity 'observer thedrem Let a conpletely observable finite

i moarO8 ant ARl B BRTLE Gvcial R, ARG cRAG Hphlifs K o1 19

AX. ( k) +BSEW)induced errors in the CPU program memory data segment 71 and the program memory

code segment 73. By duplicating the data image in the healthy memory partition, a faulty

computer can be recovered in a minimal number of OFP iterations.

[0046] FIG. 6 details the sub-steps of determining whether to continue (step 38)
'operation of the flight computer ‘after a damaged memory partition ‘is damaged. - First, a
majority vote on data contained within each partition is performed (step 381) to reverify the -
memory partitions that are damaged. For each memory vpartition‘ that is determined (step
382) to be damaged, the operational flight program and data are downloaded (step 383) to
each damaged memory partition from the cross channel data link (CCDL) 14. Another
majority vote is performed (steﬁ 385) on the data contained within each paxﬁtion and it is
determined whether more than one memory partition remains damaged (step 385). If more

* the one memory partition is damaged, then a ‘do not continue’ flag is set (step 386) which

indicates that the flight computer should be taken off line.
Identity Observer

[0047] Referring now to FIG. 8, which depicts the block diagram of an identity observer,

-10 -



y, (k) = Cx,(k)+Dt4 k) x~(0) =[0;0;....01, Yo (0) =[0;0;...;0) 100481
where xc(k)E R' is the vector of systemstate, x,(0) and vy, (0) 2 Septetmber 2005
vectors al condition of the system u(k) aR tor of
systemlnputﬁ/%xdd yc(k) a R' is the vector of system oﬂ(l%put?/o%&CB C, and D
are appropriately d| mensi oned real constant matrices. 100491 Perturbation
of data in any conponents of the above equations results in anomalous, in
output y(t). In order to identify which conponent is altered in magmtude
due to chinstrustéianowrding toblsuenbesger's hidentity dhserver gheorehe nhethenempletely
descripti,on g ! b 0 f ate of
the ori g?tﬁﬁﬁva lei_ ‘?e RH ﬁ%ﬁ% %IWEY@Eﬂth s(garléér dggs?eé{:]r&ehgggiﬁﬁggw% ssesses a
gr eat degnieamomtfantroedﬂ'mtard)ffenemeteheat@ns ginal systemis the identity
observer. The identity observer reconstructs all state variables of the
original system 100501 A systemsuitable for use with ny invention

i ncl udgg la controller G:P and an observer OFP. The system RAM -is
partitioned for e e e of the partitionis equally allocated to
enabl e the di red‘kﬁﬁrﬁi‘)pl (g? @é%ry address. The program code of each OFP
resides in the ryed«)nd@m(kpfﬂgfrl@m menory. The run-time OFP block, the FDIR
bl ock, the bl ock ﬁ{) _d[@ha DECOV /YY) [glogob]thm and the bl ock of program
recovery al gorithm'are laced i'n a way" of representing the real-tine
program execution. The ar Chl tecture includes other necessary function

bl ockgoe48h as ivheretx&)gRAlis marvargarr@frsystémSMe ad) mdt;p_(ﬂ)asa tj;naazlectoﬁmfagerrent
(CsM. [00511 The Luenberger yté’?observer shown i Vd(

const r uctniigl pep &E’Bcﬂféf?frfé’gem*l 5 e y8Ter o YHEP ARPY: c?l“?jéﬁ hg Pf |‘ﬁ§’§r

Consyant véeRef & Qs@ﬂrt oﬁilbfrtf &, e@CQ Qﬁwiﬂ lafRN8p 8rg§}nate2y Xiuﬁé?\sibnfd real Aaoﬁl"&nt"‘ BU( k)

y, (k Cxc(k) + D(4 IVD) [O _; 01, yO( Eq.
matrices. .
[0049] Perturbation of data in any components of the above equations results ‘in

anomalous in output y(t). In order to ldentrfy which .component is altered in magnitude due
to disturbance, an observer that is built on the mathematrcal descnptron of the ongmal
system can be employed to track the state of the orrgma] system:. Among the known‘
observer designs, one that possesses a great degree of redundancy to the orrgmal system is

the identity observer. The identity observer reconstructs all state variables of the ongmal

system.

[0050] A system suitable for use with my invention includes a controller OFP and an
) observer OFP. The system RAM .is pamtloned for each OFP The size of the partmon is
equally allocated to enable the direct mapping of memory address The program code of
each OFP resides in the redundant program memory. The run-time OFP b]ock; the FDIR

- block, the block of data recovery algorithm, and the block of program recoverf/ algorithm are A
placed in a way of representing the real-time program 'execrrtion. The areﬁitecture“includes
other necessary function blocks such as input signal management (ISM) and output signal

management (OSM).

[0051) The Luenberger identity observer, shown in FIG. 8, is constructed in accordance
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X, (k+1) = AX, (k) +K[y, (k) -y, (k)] +Bu(k) vy, (k) = CK, (k)+DL4k) 9 Septenber 2005
PCT/ US02/ 07666 where x0(k) E R' is the vector of observer st ate9 Saptdmper 2005

RP i s theyyesbRksOf observer output. Ke RPis a coeffigiqptefpirix that
drives the state vector of observer to approximate the state vector of the

original system Oher conponents are identical to what are specified in
the original system (0052) When the initial condition of state vector x, (0)
in the observer equals the initial condition of state vector x,(0) in the
ori gi nal wislythedajlowihg linese prristapt copfisiepdifference£auationsit i cal | y redundant system
of the original system Qherw se, a properly designed K matrix can drive
the error vector between the state vectors of observer and original system
to zed 2Exanpl e Enbodi nent (0053) An altitude-hold autopilot controller is

presented in this, seqti BLLI strate an illustrative systemarchitecture
usi ng an exanpl é‘@*ﬁatg&%&n @cor dance with ny invention, 1in a

control | er - obsenés) =7(?1@%5&(’@){1*Pb‘fk)recovery. An exanpl e mat hemati cal
representation Qfﬁ@& [elor. CORf ty_)dyo@m.0F along the pitch axis serves as the
plant in this fufl-state feedback control system The plant is a continuous
systerﬁqqlgscri bed in Eq. 4 by the state space equation and output equation
in the s domain. -12 WO 02/ 073505 9 Sept enber 2005 PCT/ US02/ 07666 Eq. 4

X(1) =A%) +BU(t)  xy(4) HOARIKMKIYk- Y, (K)+ Butk)
Yolk) = Cx (k) + DUk)

where x,(k) € R" is the vector of observer state, and y,(k) € RP is the vector of observer
output. K & R™ is a coefficient matrix that drives the state vector of observer to approximate
the state vector.of the original system. Other components are identical to what are specified in

the original system.

[0052) When the initial condition of state vector xo(0) in the observer equals the initial
condition of state vector ic(()) in the original systehi: the identity observer is an analytically
redundant system of the original ‘system. Otherwise, a properly designed K miatrix can drive

the erTor vector between the state vectors of observer and original system to zero.
Example Embodiment

[0053] An altitude-hold autopilot contrdller is presented in this section o illustrate an
illustrative system architecture using an example K matrix, in accordance with my invention,
ina controller—obséi:ver design for recovery. An example mathematical representation of an
aircraft’s dynamics along the pitch axis serves as the plant in this full-state feedback control
system. The plant is a continuous system described in Eq. 4 by the state space ‘equation and

output equation in the s domain.
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U 8 - 0.006420.02630.0-32.20.0 -0.0941-0. 624820. 00. 00.0
A=- 0- 000222- 0, 00153- 0. 6680. 00. 0 0. 00. 01.00.00.0 0.0-1.00.0830. OEDSQ)témserQOOS
-32.7 -wd&n0758e® 0,0 C5[1.0 1.0 1.0 1.0 1.0] [0054] }_% g@gg
stabilized by a controller Hin the first menory parti on %th i nputs
href and zO(t), and outputpo(t). The representation of the plant is depicted
in Eq. 5. Egq. 5 WD 02/073505 0.0009 -0.0016 H = 1.883 7.603 -0.0018 | W
| zo =g B eh

Eq. 4

X(t) = Axt)+ Bu(t)

y(t) = CXt)
o
w
x=|q
6
b
[_0.00642  0.0263 0.0 -32.2 00
-0.0941 -0.624 8200 0.0 0.0
A=|-0000222 -0.00153 -0.668 0.0 0.0
0.0 0.0 1.0 0.0 0.0
) | 00 -1.0 0.0 830.0 0.0 |
[ 0.0 ] '
[-327
B=|-2.08
0.0
0.0

C= [10 1.0 1.0 1.0 10]

[0054] The plant is StablllZCd by a controller H in the ﬁrst memory partmon MPo with
inputs h,.rand ze(3), and output Ppot). The representatlon of the plant is dCPICth in Eq. 5.

Eq.5
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eh=h, -h po(t) = Hzo(t) 9 Septenber 2005 PCTIVS02/07666 [0055] FIG 17
depi cts a bl ock diagram of the control systeminplenenting an PlSep&mbat 2005
embodi menfyoQhnfi¥ed NVention. The bl ock di agram consists p§ ,Pgﬁk%k6scheduler
171, run-tinme controller 172, observers 173-174, FD R nodu 176, and
ertaln other function blocks The aircraft plant 180, such as the aircraft
dynam c pitch axis, is controlled by the consecutively connected controller
172 and observers 173-174. The nechani sm of keeping the equality of initial
condi ti ons anon 8 t he_controll er and observers resides in the nmaster
schedul er 171.| PP%R¢ enbodi ment, the first observer 173 and the second
observer 174 |us@00teg sane archltecture and settings as the controller 172.
In additiony & fagdst | detection (FD) process using the pair-w se conparison
generates the [residugl between outputs is added to the first observer in
the second menpr¥®arltiti on MP, as shown in Eq. 6. Eq. 6 z,(0) = zo(0)

p,(t) = Hz, (t)| 00018 = p, (t) - po(t) [00561 The second observer in the
third menory part tion MP2 is constructed in a simlar way as the first
observer. Eq. |7depicts the representation of the second observer. -14 A 9
Sept ember 2005 02/073505 PCT/ US02/ 07666 Eq. 7 Z2(0) = Z1(O P2(t) =
HZ2(t) elZ&L; 7 P2(t) P1(t) [0057] The fault node of each partition

MPi , status is é Iuated by a fault isolation process, such as those known
in the art. Wj an anomaly is detected in one of the nenory

Ah = hnf ~h
Po(t) = Hzy(1)

[0055} FIG. 17 depicts a block diagram of the control system implementing an
illustrative embodiment of my invention. The block diagram consists of master scheduler
171, run-time controller 172, observers 173-174, FDIR module 176, and certain other
function blocks. The aircraft plant 180, such as the aircraft dynamic pitch axis, is controlled
by the consecutively connected controller 172 and observers 173-174. The mechanism of
keeping the equality of initial conditions among the controller and observers resides in the
master scheduler 171. In one embodlment the first observer 173 and the second observer
174 use the same archltecture and settings as the controller 172 In addmon, a fault
detection (FD) process using the pair-wise comparison generates the residual between

outputs is added to the first observer in the second memory partition MP, as shown in Eq. 6.

- Eq. 6
z,(0) = z,(0)
py(t) = Hz,(t)
en(t) = Py(t) - po(t)
[0056] The second observer in the third memory partition MP; is constructed in a similar

way as the first observer. Eq. 7 depicts the representation of the second observer.
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partitions, first the output priority Tokenoutpus is evaluated for fault
accommodat i on, and then @#he data i mage replicati dprocess MR 9 Septembér2008
to recovgy ({1%%5 menory partition. Since the control L&/UQB ?6% t he out put
priority, e token of output priority changes in case aulty
controller. The token of output priority is assigned according to the fault,
node of the nenory partitions., The data imge in the nmenory partition that
obtains the token serves as the baseline to replace the data imge in the
faul t EG@nory partition. The generalized process is mathematically
described in Eq. 8 Eg. 8 O, MP,.,,, (t) = Faulty -Menory -Partition, Vi, i
e (1,2,3) Token".w (t) =1 M',,," (t) = Healthy _ Menory _Partition, 311
{1,2,3} MRq(t): z,{(wu)(e) o
I\/Pl(t)ITokena,, MP, p,,,,(t)=Faulty_ Menory Partition;i,je{l,2,3}) )
(0058] ReferrlnB?(Q SO ‘t( FIG 2, the system RAM 26-28 is partltloned to
accommodat et he,dpemratl) opdt)of the control ler 172 and the observers 173-174.
Sufficient menory is also allocated to FDIR functions. The size of the
partition is equally allocated anong the <controller and the observers to

enabl e the direct mapping of nenory address between the any given two
parti {0057k. EacTherfewlbmpdpefraach pastitionsMBpes th’éduﬁyd by alEuitdselatign progessy -

partitiog, }{(ngp %I&Mq [th@4FS Wihén Q{?raﬁ&ﬁ §11Y QefdEBR Y oR@lof ithd Mdmoly€ MENTOr'Y

manager s e equa ity of the initia condltlons I'n the controller 172
and obs granitiogs, i -tHe7dutpuf peiorityS Mo%/lﬂ%ﬁ@@d JorJeylt aorbwmodyvs, ardCi¢rUS02/ 07666

mast er hedul er | . | r t er and
obser ver%'fs%e gaqa lmagpl?%g%%'d }é@g E?Sséhn%m\%%% Ye%&i%g?ﬁ %n&%g%ﬁ&? §,8{;el, initial
cond:)t i dhsoon'ﬁmﬂctf bollls thtetugmit |ponntypﬂmdekcs qfrcmt;meqisomtm caemgnsakanm ofizd h the
readiness .of 0 uts-from | I 17 3-174. Theflnal
FDI R pr&slga'u H?l 1 r%lhgéogf% “g?‘g e és of} %accc?g gn(f Ifa"‘[Y m?q% of th elant 180.

I n addi tmmmrytphmnEﬂ FITprdataasragcmrthamdmoﬂykpenmnﬂray obtemsﬁrertykenaaageas 182- 184

;Of ;3: t;,t@t E%s é e gae iax:cr eC ata ru¥1a£t Qlctﬁd[tlau?ty r'ng]moerlytpg?tgnon 'ﬁlljl t%era?ntc{ ol ler or

process is mathematically described in Eq. 8.

Eq. 8

o i [0 MPcunlt) = Faulty _Memory _Partition,  vi.i e {123)
Okeowpu(} =i MP,..(t) = Healthy _Memory _Partition, 3i,ie{i23) . . )
MR(t) {MP(t)—>MP (£) | TOKeN 0y (1) = | A MP, g,,5(t) = Faulty _ Memory _ Partition; i, j € {12,3}}

)

{0058] Referring also to FIG. 2, ﬂle system RAM 26-28 is partitioned to accommodate
the operations of the controller 172 and the observers 173- 174 Sufficient memory is also
allocated to FDIR functions. The size of the partition is equally allocated among the‘
controller and the observers to enable the direct mapping of memory address between the
any given two partitions. Each memory partition is operated by a dedicated memory-
partition manager to configure the perspective memory partiﬁon. The memofy ménagcrs

keep the equality of the initial conditions in the controller 172 and observers 173-174. The
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100591 G ven the reference input as href = 1000.0, a 60-second nonreal -tine
simul ati on was conducted-by using SIMJLINKTM from Mat hwor ks. AsSapteniser 2005

SEU occur sygadandssed- 0 seconds interval in a period of 15 §T@§W9‘§’ dat a
errors were injected to sinulate these events. FIGS. 9-{ epicts the

sequence of detected single event upset (SEU). As shown in FIG 9, the SEU
Is detected at 10.0 seconds in the controller in the first nmenory partition.
FIG 10 shows that t SEU is detected at 15:0 seconds in the observer in

t he secoﬁ‘a’s‘cﬁéﬁtﬁa‘s}lebgﬁﬂ‘ '3 Sﬁ‘flsegntﬁ aﬁf‘@te?}f Bickiee fWﬂFrhé“dS PETS0 Bect ed at
20. 0 secopedsfihdd théfran®Pd&Bile/ Reeping thd)equaliiy’ ¢f inRIADEIIRRAS. | The faultdetsBtiod 4- 15
depi ct the sequence and duration of trjggered nenory recovery efforts after
each SEUPHSFigPraercds i ecqrance Mathyysi epdingsp ot rquiputs frampepndreller 17hand ont r ol

system | Bugds praspanati finail IR Ghoc it ¥ AREALE bifore e dulpRBE LHoPIoMd des

real -time recovery of a fli critical conputer after a single event upset

caused bplanh#iblt Inopdditien, isdUMR; progerecomemandsitee @amow reeavery maragewri83r nance of
the contnghl, njlidte AL ; qgcqva&g celilles GPBitle? téafau@c CHitFoBRF Or Qf fanly
may be de

Al ternate Enbodi ments t ernate enbodi ments vised w t hout "departing
from t heobgrvert or the scope of the invention. List of Acronyns used in the
Specification The following is a list of the acronyns used in the
specification in_al phabetical, order. -16 WO 021073505 CCA CCDL .CPU FD R
1/ 0 | 0PRRIM  OFSivencihe reference input as h, = 1000.0, a 60-second nonreal-time’ simulation -

was conducted by using SIMULTNKTM ‘from Mathworks. Assuming that SEU occurs at a

5.0 seconds interval in a period of 15.0 seconds, data €rrors were injected to simulate these

events. FIGS. 9-13 depicts the sequeénce of detected single event upset (SEU)! As‘shown in

FIG. 9, thé SEU is detected at 10.0 seconds in the  coritroller in the first memory pattition.

FIG. 10 shows that the SEU is detected at 15.0° seconds in theé observer in'the second

memory partition, and FIG. 11 shows that the SEU is detected at 20.0 seconds in the

observer in the third memory partition. FIGS. 14-15 depict the sequence and- duration of

triggered memory recovery efforts after each SEU being detected. FIG. 16 depicts the time

response of the control system in such a scenario.

[0060] Advantageously, my invention provides a real-time recovery of a flight critical
computer after a single event upset caused by radiation. As shown in the . example

embodiment, the performance of the controller is not-degraded after the continual occurrence

of SEU.
Alternate Embodiments

Alternate embodiments may be devised without :depart'ing from the spirit or the scope. of the

invention.
List of Acronyms used in the Specification

The following is a list of the acronyms used in the specification in alphabetical order.
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PID RAM RVM5 RTOS SEL SEU VMC CPU CPU circuit card assenbly cross
channel data link central processing unit fault detection, idenbiSepteaibePP005
and reconf y@uhAtdsg | nput/ output input signal manageme% Y dl% tile
menory operational flight program output signal manage G g og tional,
integral, and derivative (controller) random access nenory redundancy
managenent system real-tinme operating system (software) single event

| at ch-up single event upset vehicle nmanagenent conmputer central processing
unit ceffhal processi ggcuintard assemigdy Sept enber 2005 PCT/ US02/ 07666

CCDL cross channel data link
CrPU central processing uﬁit
FDIR fault detection, identification and recqnﬁguratiqn
1/0 input/ output
ISM input signal management
NVM nonvolatile memory
OFP operational flight program
) OSM - outi:ut s:gnal maf;agément
| PID propoxti(;nal, integral,rand deri'vativg (cdnﬁélle;) ‘_
RAM random access ménory
RMS redundancy management system- - -
RTOS real-time operating— system (software)
SEL single event latch-up
SEU | single evént uﬁéef .
vMC vehicle mlanagement éomputer
CPU ” central processing unit
) CPU central processing unit
PR
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WO 02/ 073505 9 Septenber 2005 PCT/ US02/ 07666 CLAIMS What is clained is:
tell 1. A nethod for real-time recovery of a conputer having neoSeptembdt260s
conpri si ngotehsr38¢s€Ps 0 partitioning each nenmory nodul e '5,@% sPlyrality of
menory partitions wherein each nenory partition corresponds.” to a hardware
device in the conputer, downl oading a version of an operational program for
the conputer into each of said nenory partitions, one version in one
partition being designated as a controller and the remaining versions in

t he ot hgi g@:titi ons being designated as observers; running said controller
and sai &L68¥5r ver prograns; . determ ning whether the nenory partition
containing said controller programis damaged and, if such determnation is
made, deggy i e of said observer prograns as a new controller

progr am%igﬁﬁ?%lb%?e\gﬁg“ ng the danaged partition with fault-free data 9

Sept enber 2005 WO 02/ 073505 PCTI US02/ 07666 [c2l 2. The nmet hod according to
claiml [e‘lzrt her CORRdIRIdTEr feRIGRRé O F 2 RinpuePiviR) mEhol RSy of said
damaged partition as an observer program A iethod for real-tine

sel f-recovery ofcompfisingthe stepiplit er, conprising the steps

[c3I3.of :partitioning programnenory space into a plurality of nenory
partitions where eachRattg®ry g9k tenyl wedvledpwnaspiumliyy 1odr Bamew device. in
the flight conput efssitiond WALGRLLED ntmbRf Parkifith CbrrdBoRRCHA h@fd¥ard | 1 T ¢
programto each of” sal éll menory partitions, wherelin one version of the
operational fli ghtdqyicedn thecomputer;

downloading a version of an operational prbgram for ihe computer
into each of said memory partitions, onc'\}ersi()n m 'one"'pér;ti't‘ion being ‘ )
designated as a controller and the ‘remaining versions in - the other |
partitions being designated as observers;

running said controller and said observer programs;

determining whether the memory partition .containing said controller
program is damaged and, if such determination is made, designating one

of said observer programs as a new controller progrém; and

overwriting the damaged partition with fault-free data. {

\.« S
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designated as a controller and the remaining versions of the operational
flight programare designated as observers; running the contr ol9 $eptember 2005

oper ati onglo faloh@d Program sequentially running each o d abserver
oper at i onal nlog%t prograns; -determ ning whether the n%ﬁ@% 28§W| tion

contai ning said controller operational programis danaged and, if such
determ nation is nade, assigning one of said plurality of observer
operational flight prograns as controller operational flight program and
over w 2] ng 2.he déwerngethodeamordingata ictaimynl viuther f ecmprisinge eeddsig@ating heaidret hod

according to cl gtrrg;l]? %r\é'gr eo'fgala Q&nrégﬁgﬁm%n % bpeQ’vér ?o%%t roller

Jc4J4. operationa program a equen y ru g each of sal d

nar awalrd) (1 bt (Do el bR TR tES r?SQEf‘Ebh* bt SR RRERL 70, o

sequenti al ly reafini ng each of said observer operational flight prograns
further conprises: perforning a majority vote on- data contained wthin each
of said nenory parpzirﬁii@liligpwamkimgmdat@aw into mpbmitty o mEemory pattitiphon t hat
does not match a r.esult.of sai ) an 19, WO 02/,0735

Sept enber 2005 FYOFSESEIIER gﬁr&h cme %“3 v\/nellgta'r SRR e B gﬁérmry
partition contai rofguesi d cont roller operatl onal flight programis
damaged.. [c6] 6. The method according to claim3, wherein the step of
overwiting a damagésknleaming y vaaiohi dfi annopmdtxbndlathght-;ﬁmgendai each wft dait

conprises: determnin t her .nore than .one f sal r artitions is
damaged and i f sd%%“%gtp\éﬁﬁwﬂﬁt"(’%ﬁe’?gnﬁaﬂé‘°“ S e %e’%"f?ﬁg%hg e at es
that nore than onesigea@las pedntrollércanditise rﬂﬁ@Mmcbf the operational flight

, ) program are designated as observers;

running the controller operational flight program;
sequentially running each of said observer operational flight programs;

-determining whether the memory partition containing said controller
operational program is damaged and, if such determination is made, assigning
one of said plurality of observer operational ﬂxght programs as controller

operational ﬂlght program; and

overwriting the damaged memory partition with fault-free data.

[c4] 4, The method according to claim 3, wherein the steps of running the controller
operational flight  program - and sequentially running' each of said observer

) operationatl flight programs are each initiated by a dedicated hardware timer.
[e5) S. The method according to c¢laim 3, wherein the step of sequentially running each

of said observer operational flight programs further comprises:
performing a majority vote on data contained within each of said memory
partitions;
marking data within each memory partition that does not match a result of

said majority vote; and
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overwiting data in a damaged nenory partition when said second flag is not
set. [c7] 7. The method according to claim®6, further conprising9 Skstembe&2005

of . det er nj,Righgrs¥fiet her damaged data is in a code segnme i d damaged
menory partit?g%‘and, if such determnation is nade,<né§%ﬁ$%§ﬁgg%ode

firmvare with fault-free data. [c8] 8. The nethod according to claim®6
further conprising, if said flag indicating that nore than one nenory
partition is damaged has been set, downl oading a version of the operational
flight programto ea€Hingfa dlagdwhenoflaty wighitrghs memory tnagiionf eantaiming said

cross- channel dat @oﬁt}dﬁléioﬂg%t)ggl%éﬁ?&)g%‘jgr- ge}iote on data contained within

each of said nenory partitions; i'ng as ged, data within each nenory
partition that does not match a result of said majority vote; and setting a

second ééd]ag v1en &Rt gnetfiddhicEortE Go tladh 30WRereih Heieh B?Wﬁhiﬁﬂéﬁ_tda}dag&ﬁ s
damaged. "The nethod according to claimg3, further conprising, if the nmenory
partition contmemprgpasition withfeylbfreedatniyehercomnesest | i ght programis damaged,
-20 9 Septenber 2005 redesignating said controller operational flight
program as an obser vastermining whethgs apore thap iope of said giemory partionsds gmaged

Initializing and gRoiARQIsRNMin2R& Rhiag during a fault recovery a conputer
that repeats a sequence of instructions according to a real-tine schedul e,

sai d-nmethod conpri si ngufd3es $agRAatOhdicatdy {hhe hiofd ﬂgnscﬁieqn&ﬁ&?%a%ﬁ&y is
downl oadi ng each of aplurality of operational prograns info a
correspondi ng each olamaggshiardhl ity of random access menory hardware nodul es;

desi gnating one of said plurality of operational. prograns as a controller
: overwriting data in"a damaged memory partition when said second flag is

not set.

[e7) 7. The method according to -cla‘iniv6, further compnsmg the Sfejﬁs of:
detérmining whether damaged data is in a code segment of said damaged
meéniory partition” and, if such determination is -made, overwriting code

firmware with fault-free data.

[c8] . 8. The methodraccording‘fo claim 6, further comprising, if said ‘ﬂavg indicating that

more than one memory partition is damaged has been set,

downloading a version of the preréﬁonal flight pfogfam to each of said

memory partitions from a cross-channel data link;

performing a majority vote on data contained within each of said memory

partitions;

marking as damaged, data within each memory partition that does not

match a result of said majority vote; and

- setting a second flag when data within more than one of said memory

partitions is damaged.

[9] 9. The method according to claim 3, further comprising, if the memory partition

containing said controller operational flight program is damaged,
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oper ational program and designating the remai ning of said pIuraIity of
operational prograns as observer operational progranms; running sai
control | er operational program and each of said observer operatl%ﬁﬁﬁmnmﬂ2005
prograns ‘i n sequential order on. a commobn processor; conparing controller
data stored within the nenory hardware nodul e containing the controller
operational programw th correspondi ng observer data stored within the each
of the nenory hardware nodul es containing the observer operational prograns;

.detecting whether the con troller datja has beep._  damaged and when such

detection has beenlSHHEPAIESI GHaFIHY oharartica] di %}Bs%'r%@lm SpeAPatPBHAr

.prograns as the \&at,gﬁmtﬂg\,\}?wgrﬁperatl onal program overwiting data within |

t he nenory hardware nodul e ere.the damaged data had been detected, and
whi ch previously contained an operational program, designated as the
contr ol 1@A mphbaibl in’iahhzihggﬂdmﬁmtyh!utobslfyaipktanfnlbeﬂlrmgteafahttammy hebmputer

. Menory- haacepdaes Aoelitlefce éﬂﬂlsfr@&ﬁﬁis%@érul}% tohereaPafmatscRedlle atdinathot t hi n the
‘menory Wﬂ%&'ﬁ'@ﬁ?«r thERHBL gpwher e the damage
(0]

data-has been defected as a new
rati onal program and repeati ng sai d steps of running

N

observer

Qamaged v i R B B ERPARy BFoL

bY
“cont i nu&fgg?mtsd“@ﬁ’e?%{feépg 183 EBTR R pUT ‘ﬂo TARAOFLRHESS TEEWYi ﬁﬁj"’t'zt'fecl aim 10

wher ei n medilesont rol | er data i s damaged by a radiation event. -21 9
Sept enber - 2005 12;. The nethod according to claim 10 wherein the steps of
running the cx:tmtgmeuhgeon@pésaadi pburaity gf epgradomanptogmats asfa saitblisbser ver

-oper at i apatatiphaigragim andéeigmniting ltheorefetinibg rof lseid plurtityidBspeadtnaiper at i onal

pr ogr amprbgrimg ak Bbidraérespebitichallpiceahsd hardware tiner. 13: The nethod
according to-claim10 wherein the step of conparing controller data stored

Wi thin the Meapkive @&H%Er%ll%@r&&ﬁﬂbﬁio?&ﬂ%&*&ﬁck@@f‘&zﬁ@hb%rvcr operauonal

oper at i gl PLOg ?xfau%ﬂ;h order ori. 2 COMMON Processor;

comparing controller data stored_wimin‘;the- memory hardware module containing
the controller-operational program with corresponding observer data stored within the
each of the memory hardware modules containing the obséryer operdtional programs;

detecting whether the controller data has been damaged. and when such detection
has been made

~ © designating one of said observer operational programs as the new
controller operational program; '

overwriting data within the memory hardware module where the damaged -
data had been detected, and which previously contained an operational program,
- designated as the controller operational program, with fault-frce data from another
memory hardware module; and

redesignating the operational program within the memory hardware
module where the damaged data has been defected as a new observer operational
program; and

- repeating said steps of running operational programs, comparing data, and
- detecting whether data has been damaged within one iteration of said real-time schedule
in order continuously to operate said computer.

11. 2The method éccording to claim 10 wherein the_ controller data is damaged by a radiation

event. o
- [
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correspondi ng observer data stored within each of the nmenory hardware

modul es contai ning the operational prograns further conprises FeSdptenibeng0os
majority vote on data contained within each of said nenory hardware

nodul es; :marking data within each nenory hardware nodul e that does not
match the result of said majority vote; and setting a flag when data within
the menory hardware nodul e containing said controller operational program

i s damaged. 14. The net hod-accordi ng toclaim-10 wherein the step of
overwiting data stored within the nenory hardware nodul e where t he damaged
data has been detected with fault free data further conprises determ ning
“whet her nore than one of said nenory hardware nodul es contains danaged data
and, if1%(idk dethedmcoatlingntoi daimaldewheseinthengers of nampinghe.comdillcaopsatidral - nor e
t han onepBefmIM Ynd 3ichel said'Bisie e r eparatibna plesragedn dedukntianskderfiniMert i ng dat a

in a hardwaies M%r@rﬁmaﬁgwo%@amegﬁﬂm Ly MedIcael Haddhage liepot set. 15.
The met hod according to claim 14 fufther corprising, if said flag indicating

that no t han,one hardware, menqpry nodyl e i s damaged has, been, set

down! oali TIed R LPLRs r8*rﬂ%gh&5§53¥wfaﬁmfsgp P E o Le g proged o
har dwar eVithigHBf Jrempryihasdyare soduls eprdaimgifie FoRAr eriapRIatiopal RIGBTAMR g1

maj or i t yeorgsRo hngabsereriata siewdwithin sagnehthsmerapry hvad Harrreodyesor y

modul es;contaikingghe aperdaorned edygraas furtliericompeiaeh har dware nenory nodul e t hat
does not match a result of said majority vote; and setting a second flag
when data W tpdrforih €a n§éri@net@bn adattoh til CBERY RhiNESHOR ¥f sdT@@heresryl s damaged.

_22 hardware modules;

marking data within.each memory hardware module that dees not match the result
of said majority vote; and '

setting a flag when-data within the memory hardware module containing said
controller operational -program is damaged.

14. The method-according toclaim 10 wherein the step of overwriting data stored within. the
memory hardware module where the damaged data has been detected with fault free data

determining whether more than one of said memory hardware modules contains
damaged data and, if such determination is made, setting a flag that indicates that more
than one memory hardware module contains damaged data; and

overwriting data in a hardware module containing damaged data when said flag is
not set, '

15. The method according toclaim 14 further comprising, if said flag indicating that more
~ than one hardware memory module is damaged has been set,

downloading a version of the operational flight program to each of said hardware
memory modules from a cross-channel data link;

performing a majority vote on data contained within each of said hardware
memory modules; '

- marking, as damaged, data within each hardware memory module that does not
match a result of said majority vote; and '

setting a second flag when data within more than one of said hardware memory
modules 1s damaged.
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