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PERSONAL IDENTIFICATION AUTHENTICATING WITH
FINGERPRINT IDENTIFICATION

FIELD OF THE INVENTION

The present invention relates to a system for
authenticating personal identification and more particularly to
a personal identification authenticating system for a client
terminal in communication with a server.

BACKGROUND OF THE INVENTION

Proving one’s identify is necessary when accessing a
computer whose users are limited. In order to prevent
individuals other than the registered users from accessing the
computer, @ password or a personal identification number is
issued with each ID card. Access to the computer is enabled
only when both a password ‘and an ID number corresponding
to the user’s number read from the ID card is entered through
the keyboard.

Transaction execution systems which enable the
performance of transactions, such as cash issuance at
terminals remote from and in communication with a host data
processing system having a central database in which account -
and other information is stored, are well known.,

Such systems, which are frequently used by banks to
extend their services, permit the issuance of cash or the
receipt of deposits through a terminal, for example, an
automatic teller machine (ATM). Such a terminal typically
includes a mechanism for receiving and reading information
from a card, a user input such as a keyboard, a display and
document entry and exit apertures. Issuing a personal ID
number with each credit card attains increased security for the
issuance of cash or other banking transactions without
intervention of a bank employee. A credit card transaction is
then enabled only when an ID number corrasponding to the
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conputer, a password or a personal identification nunber is issued with
each I D card. Access to the conputer is enabled only when both a password
and an I D nunber corresponding to the user's nunber read fromthe ID card
is entered through the keyboard. Transaction execution systens which enabl e
t he performance of transactions, such as cash issuance at termnals renote
fromand in conmunication with a host data processing system having a
central database in which account and other information is stored, are well
known, Such systens, which are frequently used by banks to extend their
services, permt the issuance of cash op the

account number read from the credit card is entered through
the keyboard. This required correspondence prevents a thief
or mere finder of a credit card from recelving cash, for
example, from a terminal. Upon entry by a terminal user or a
customer of a credit card and personal identification number,
the terminal is instructed to communicate the credit card data
and the personal identification number to the host for.
authorization of the transaction. At the host, a database of
identification numbers is accessed by the card dsta. The
identification number obtained from the detabase is compared
-with the personal identification number recelved from the
terminal to perform a host PIN check.

When ID cards, credit cards or other cards are stolen,
passwords and/or ID numbers read from cards are decrypted.
Thus, presenting a password or & personal identification
number with a card is woefully Inadequate in preventing
individuals other than the registered users from accessing the
computer.

It is known to use fingerprints in COH]UI)C"IOH with an
identification card to verify ownership of the card. JP-A 63-
288365 discloses an ATM wherein a selector button to be
pressed by a customer for transaction is transparent. A
fingerprint of the customer impressed on this transparent
button s recorded using optical system including a video
camera. The recorded fingerprint Information is compared
with stored fingerprint information. '

Jp-A 1-154296 discloses an ATM wherein a selector
button, such as a yen key; is provided with a fingerprint pickup
head of an optical fingerprint recording system.

Verious compact fingerprint sensors are disclosed by -US-
A 5,446,290 (issued on August 29, 1995) that is considered to
correspond to JP-A 6-325158, US-A 5,635,723 (issued on June
3. 1997) that is considered to correspond to JP-A 8-380173, - -
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recei pt of deposits through a termnal, for exanple, an automatic teller
machi ne (ATM, Such a termnal typically includes a nmechanismfor receiving
and reading information froma card, a user input such as a keyboard, a

di spl ay and docunent entry and exit apertures. Issuing a personal |ID nunber
wi-th each credit card attains increased security for the issuance of cash
or other banking transactions w thout intervention of a bank enpl oyee. A
credit card transaction is then enabled only when an | D nunber
corresponding to the 8.

and US-A 5,708,497 (issued on January 13, 1998) that Is
considered to correspond to JP-A 9-136328.

In transaction execution systems, a transaction terminal
fs designed for maximum likelthood that the user of the
terminal can perform the transaction in an error free manner
even Iif the use has never operated the terminal before, Such
a terminal typically includes a group of selector buttons which
allow the customer to perform the transactions and a keypad
which may be used the customer to enter money amounts.
Thus, the selector or key switches or buttons of the terminal
do not exceed a certain number in the neighborhood of 40.
-The transaction terminal may include a supply of cash and &
cash dispensing mechanlsm and may also include a depository
for receiving customer deposits. These components would
then be located within the security chest, In addition, the
main control- electronics for the terminal may also be located
within the security ¢chest so as to prevent any unauthorized
access to the control electronics. In addition to the
components of the terminal system located within the security
chest, a number of components may be located outside the
security chest. Thus, the terminal is not compact, In the
transaction execution systems, a highly reliable communication
means . such as sn exclusive line is used to establish
communication between each terminal with the host dats
processing system.

In a local area network (LAN) or a wide areg network
(WAN), personal computers and workstations are used as
terminals. Internet system with gréat number of servers and
clients allows the use of desktop or hand-held terminals. A
keyboard of such a terminal Inciudes a great number of key or
selector switches that amount in number to approximately
' 300. In the internet systems, each server may perform an
exclusive service for a group of autharized users and also may
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-2- account nunber read fromthe credit card is entered through the
.keyboard. This required correspondence prevents a thief or nere finder of a
credit card fromreceiving cash, for exanple, froma term nal. Upon entry
by a term-nal user or a custoner of a credit card and personal

ddentification nunber, the terminal is instructed to communicate the credit
~card data and the personal identification nunber to the host for

aut hori zation of the transaction. At the host, a database of identification
nunbers i s accessed by.the card data. The identification nunber obtained

fromthe database is conpared with the personal identification nunber
received fromthe - 4

perform an open service whose "users are unlimited.
Communication means used to connect each terminal to such
a server s not highly reliable,

It would therefore be desirable to provide a persocnal
identification authenticating system for use in a terminal that
can request both an exclusive service and an open service to a
server. The exclusive service requires authentication of
personal identification of the terminal user before access to a -
computer of the server although the free service requires
password only from the terminal user.

An object of the present invention is to provide a small~
sized personal identification authenticating system for
preventing unauthorized individuals from accessing a
computer.

SUMMARY OF THE INVENTION

According to one aspect of the present invention, there
is provided & system for authenticating personal identification,
comprising: '

a server including @ computer whose users are limited,
sald server having a database storing Information related to ID
numbers assigned to said users and information related to
fingerprints of said users,

an IC card storing personal information including
information related to an ID number of the card owner and
information related to a fingerprint of the card owner;

a client terminal In communication with said server, said
client terminal including a card reader for reading the stored
personal information on said IC card, and a fingerprint sensor
for sensing a fingerprint of the client terminal user;

an authenticator that compares the sensed fingerprint
information of the client terminal user with the stored
fingerprint information of the card owner and produces an
authentication signal if the sensed fingerprint Information .
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termnal to performa host PIN check. Wen ID cards, credit cards or other
cat.ds are stolen, passwords and/or |ID nunbers read fromcards are
decrypted, Thus, presenting a password or a personal identification nunber
with a card is woefully inadequate in preventing individuals other than the
regi stered users from accessing the conputer. It is known to use
fingerprints in conjunction with an identification card to verify -ownership
of the card. JP-A 63- 288365 discloses an ATM wherein a selector button to
be pressed by a customer for transactioM-is transparent. A fingerprint of
the customer inpressed on this transparent

matches the stored fingerprint information;

a transmitter that transmits personal information
including the sensed fingerprint information and the
authentication signal to said server if the authentication signal
is produced; and

an suthorizer that compares the transmitted personal
information of the card owner with the stored personal
information on the database and produces an authorization
signal if the transmitted personal information matches the
stored information on the database, thereby to give the client
terminal user an access to Said computer of said server.

According to another aspect of the present invention,
there is provided a method of authenticating personal
identification for a client terminal in communication with 8
server that includes a computer and a database, the methoc
comprising the steps of;

storing into the database Information related to
identification numbers and fingerprints of users who are
allowed to access into the computer of the server;

~ gtoring into an IC card information related to an
identification number and a fingerprint of each of the users;
presenting descriptive screen to a client terminal user to -
give instructions to the client terminal user;

sensing a fingerprint of the client terminsl user;

reading the stored information on the IC card;

comparing the sensed fingerprint information with the
stored fingerprint informatlon of the card owner;

transmitting the sensed fingerprint information of the
client terminal user and the stored information of the card
owner to the server from the client terminal If the sensed
fingerprint information matches the stored fingerprint
information of the card owner,

comparing the transmitted information with the stored - -
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button is recorded using optical systemincluding a video canera. The
recorded fingerprint Information is conpared wth stored fingerprint
informati on. JP-A 1-154296 di scl oses an ATM wherein a sel ector button, such
as a yen key, is provided with a fingerprint pickup head of an optical -
fingerprint recording system Various conpact fingerprint sensors are

di scl osed by US- A 5,446, 290 (issued on August 29, 1995) that is considered
to correspond to JP-A 6-325158, US-A 5,635,723 (issued on June 3. 1997)
that is considered to correspond to JP-/4.8-380173,

information on the database,; and

‘authorizing the client terminal use to access into the
computer if the transmitted information matches the stored
information on the database.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 lllustrates client terminals in communication
with a server incorporating & personal identification
guthenticating system according to the present invantion,

Figure 2 is a block diagram of the terminal,

Figure 3 is a perspective view partially broken away of @
fingerprint sensor.

Figure 4 is a flow chart illustrating a method of
authenticating personal identification.

Figure 5 illustrates a terminal and a server, in the form
of 8 single computer incorporating the personal identification
authenticating system according to the present invention.
DESCRIPTION OF THE PREFERRED EMBODIMENTS

_ The present invention will now be described more fully
hereinafter with reference to the accompanying drawings, in
which preferred embodiments of the invention are shown. The
terms “server,” “cllent terminal,” and “integrated circuit (IC)
card” are used throughout the specification. The term “server”
is meant to Include a data processing system that performs a
service for clients, The term “clienl terminal” Is meant to
include a terminal that requests services of a server, The term
“IC card” is used to mean cards that can store personal
information including information related to a fingerprint of the
card owner, and is meant to include cards whose purpose is |
purely Identification, and diverse other cards used for
additional purposes as well. |

Referring to Figure 1, the personal identification
authenticating system is designed to authenticate identification .
of 2 user of each client terminal 30. The client terminals 30 - -
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and US-A 5,708,497 (issued on January 13, 1998) that

correspond to JP-A 9-136328. In transaction execution systens, a
transaction termnal is designed for maxinmum |likelihood that the user of
can performthe transaction in an error free manner even if

the term na
thhe use has never operated the term nal before, Such a term na

s considered to

typically

includes a group of selector buttons which allow the custoner to perform

the transactions and a keypad which nmay be used the custonmer to enter

anounts. Thus, the selector or key switches or buttons of the term nal

not exceed a certain nunber in the nei gihborhood of 40.

are in communication with a server 32 through a network 34.
The server 32 Includes a computer. In this embodiment, the
server 32 can perform both an exclusive service whose users
are limited and an open service whose users are unlimited
although it may perform an exclusive service only.

The server 32 Includes a database 36 storing persona!
information 38. The personsal! information 38 includes
informeation related to ID numbers and fingerprints of users

authorized to access the computer of the server 32. The

server 32 also Includes an authorizer 40, which compares

“personal information transmitted from a client terminal 30 with

the stored personal information 38 on the database 36, The
authorizer 40 transmits an authorization signal to the. client
terminal 30 if the transmitted personal information matches
the stored personal information 38 on the database 36.

Each client terminal 30 includes a user input device in
the form of a keyboard 42, an IC card reader 44, and &
fingerprint sensor, preferably in the form of a semicohducter
ﬁngefprint sensor 46 (see Figure 3). It also includes a

communications section 48 for transmitting and receiving -

information to and from the server 32. The fingerprint sensor
may sense information related to e fingerprint using a muitiple
of small capacitors to detect the ridges and valleys of a
fingerprint. A client terminal user puts an IC card 48 into 2
slot of the IC card reader 44, Each IC card 48 stores personal
information of the card owner. . The stored personal
information Includes information related to an ID number of
the card owner and information related to a fingerprint of the
card owner. It is preferred that the fingerprint information be
encrypted.

The client terminal 30 as illustrated in Figure 2 carnes in
addition to the IC card reader 44 and the fingerprint sensor
40, and an authenticator 48. The authenticator 48 is
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The transaction term nal

may include a supply of cash and a cash di spensing

mechani sm and may al so i nclude a depository for receiving custoner
deposits. These conponents would then be |located within the security chest.
In addition, the main control electronics for the termnal nmay al so be

| ocated within the security chest so as to prevent any unauthorized access
to the control electronics. In addition to the conponents of the term nal
system | ocated within the security chest ga nunber of conponents may be

| ocat ed outside:the security chest. Thus, the termnal is not conpact. In

the transaction ef t}i_ql’&n Sésﬁégg qootfgé??gﬁmﬁﬁta?én%ﬁm IdCﬁ,tI? neans

such as an excl u8

‘ card reader 44. It compares. information related to a sensed
fingerprint with the stored fingerprint information on the IC
card 48 and produces an authentication signal If the sensed
fingerprint Information matches the stored fingerprint
information. A transmitter 50 is electrically connected to the
IC card reader 44 and the fingerprint sensor 46 for
transmitting the sensed fingerprint information, the personal
information read by the IC card reader 44 and the
authenticating signal to the server 32 only if the authenticating
signal has been produced, A receiver 52, for recelving an
authorization signal from the server 32, and a display 54, for
indicating that a client terminal user has been approved for
accessing the computer of the server 32, are preferably
included in the client terminal 30. The keyboard 42 is used by
the terminal user for entering information, The transmitter 50
is rendered responsive to the keyboard 42 for transmitting
information entered by the keyboard 42 to the computer of the
server 32 upon or after receipt of the authorizing signal from
the server 32. A controller 56 controls operations of the client
terminal 30.

The server 32 includes an access approval mechanism -

for receiving the personal information including the sensed
fingerprint information along with the authenticating signal to
compare this personal information with the stored personal
information 38 from the database 36 and for approving access

~ to the computer of the server 32, Specifically, the authorizer

40 transmits an authorizing signal to the client terminal 30 If
the personal information transmitted from the client terminal
30 matches the stored personal Information 38 on the
database 36. The authonzer 40 may transmit its signals over
the network 34.

Referring now to Figure 3, the fingerprint sensor 46 of
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communi cati on between each termnal with the host data processing system

In~a | ocal area network (LAN) or a wide area network (WAN), persona
conputers and workstations are used as termnals. Internet systemwth
great nunber of servers and clients allows the use of desktop or hand-held
term nals. A keyboard of such a term nal Includes a great nunber of key or
sel ector switches that anount in nunber to approximtely 300. In the

i nternet systens, each server may perform an exclusive service for a group
of authorized users and also may . .9

Figures 1 and 2 will be described. The fingerprint sensor 46 of
the illustrated type is disclosed In US-A 5,446,290 issued on
Aug. 28, 1995 to Fujieda et al., the disclosure of which is
incorporated in its entirety herein by reference. Briefly
explaining, the fingerprint sensor 46 includes a planar light
source 11, a two-dimensional image sensor 12, and optical
alement 13. The two-dimensional Image sensor 12 Includes a
great number of photosensitive elements 24 arranged two-
gimensionally on & transparent Ssubstrate 21, Each
photosénsitlve element 24 is formed on & light shielding plate

- 23 and connected to a terminal of a signal reading switch 22 in

" the form of a polycrystalline silicon thin film transistor (TFT).
The switch 22 is further connected to a signal reading line 26
and a switching line 25. The phatosensitive elements 24
arranged along the switching line are connected to & bias
applying line 27. An opening 28 is provided in an ares
unoccupied by the lines 25, 26 and 27 and the light shielding
plates 23.

A preferred method of authenticating personal
identification is illustrated by the flow chart of Figure 4. After
activation of a client terminal 30, a descriptive screen is
presented or shown by step S1. This screen offers a: client
terminal user instructions to put an IC card 48 into a slot of an
IC card reader 44 and place @ fingerprint on a fingerprint
sensor 46. In accordance with the instructions on the
descriptive screen, the user puts an IC card 48 into the siot of
the IC card reader 44 and places a fingerprint on the
fingerprint sensor 46 Dy step S2. Information related to the
fingerprint is sensed and the stored personal information is
read by step S3. The sensed fingerprint information is
compared with the stored fingerprint information by step -S4 to
determine if there is 8 match., The comparison result is
checked by step S5. If there is a match, the sensed
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perform an open service whose wusers are unlimted. Comunication
nmeans used to connect each termnal to such a server is not highly
reliable. I't would therefore be desirable to provide a personal

i dentification authenticating systemfor use in a term nal that can request
ot h an excl usive service and an open service to a server. The exclusive
service requires authentication of personal identification of the term nal
~user before access to a conputer of the server although the free service

requires password only fromthe tern n#. user. An object of the present
I nvention is to provide a small -

fingerprint information by the fmgerprmt sensor 46 and the
stored personal information read by the IC card reader 44 are
transmitted from the terminal 30 to a serve 32 along with an
authenticating signal by step S6. At the server 32, the
transmitted personal information including the sensed
fingerprint information Is compared with the stored personal
information 38 on 2 database 36 by step S7. If the
transmitted Information by the cllent terminal 30 matches the
stored information on the database 36, an autharization signal
is transmitted to the client terminal 30 by step S8. If there is
no match, a rejection signal or no signal is transmitted to the
client terminal 30 by step S9. If, at step S5, there is no match
between the sensad fingerprint information and the stored
fingerprint informatlon, an access reject message is presented
or shown by step S10. In this case, the information will not be
transmitted from the client terminal 30 to the server 32, This
reduces load carried by the server 32 and the network 34. _

From the preceding description, it is noted that the
sensed fingerprint information, which has been compared with
the stored fingerprint information, is transmitted to the server
34 along with the authenticating signal for comparison with the
stored Information 38 on the database 36. This authenticates
personal identification of a client terminal user with a high
degree of accuracy and security even if the network 34 is not
highly trustworthy.

Figure § illustrates a terminal 30A connected a server in
the form of a single computer 32 by a highly rellable
communication line 34A. The same reference numerals as
used in Figures 1 and 2 are used in Figure 5 to designate like
or similar parts. The system illustrated Figure 5 may
incorporate the personal identification authenticating system
thus far described without any substantial modification,

" If communications between client terminals and each

——

———
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sized personal identification authenticating system for preventing
unaut hori zed individuals fromaccessing a conputer. SUMMARY OF THE
| NVENTI ON According to one aspect of the present invention, there is

provi ded a system for authenticating personal identif
sefver including a conputer whose users are linted
dat abase storing Information related to I D nunbers as

and information related to fingerprints.igf said users;

personal information including:-
server are highly reliable and trustworthy

i cation, conprising: a

, said server having a

signed to said users
an | C card storing

like the one

illustrated In Figure 5, the sensed fingerprint information may
be transmitted directly to the server for comparison with

stored data on a database of the server.

If client terminal users are authenticated with a high

degree of accuracy end security, & server

is enabled to

perform such exclusive services as application software logon,

encryption of applicatlon data, decryption

of data with

encrypted key and electronic signature and its verification with

- a high degree of security.

Once one is authorized as a user of an exclusive service
performed by & server that performs various other open
 services, this user may feques_t such services to this server
through any one of client terminals that have incorporated the
personal identification authenticating system according to the

present invention.
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information related to an I D nunber of the card owner and information

related to a fingerprint of the card owner; a client termnal in
comuni cation W thsai-d-server, said client termnal including a card

reader fo red personal information on said IC card, and a
f¥ngerpri "mg m;"mam Hi}si ng a fingerprint of the client termnal user;
an aut hent i*catore ares the sensed fingerprint information of the
client termnal user with the stored fingerprint information of the card

owner and produces an authentication siﬂpal i f the sensed fingerprint
i nformation e

WHAT IS CLAIMED 1S:

1. A system for authenticating personal Identification,
comprising:

a server including @ computer whose users are fimited,
said server having a database storing information related to ID
numbers assigned to seid users and information related to
fingerprints of said users;

an IC card storing personal Informatlon including
-information related to an ID number of the card owner and

"information related to a fingerprint of the card owner;

a client terminal in communication with said server, said
client terminal including a card reader for reading the stored
personal information on said IC card, and a fingerprint sensor
for sensing & fingerprint of the client terminal user;

an authenticator that compares the sensed fingerprint
information of the client terminal user with the stored
fingerprint information of the card owner and produces an
authentication signal if the sensed fingerprint informsation .
matches the stored fingerprint information;

a transmitter that transmits personal information
including the sensed fingerprint information and the
authentication signal to said server if the authentication signal
is produced; and

an authorizer that compares the transmitted personal
information of the card owner with the stored personal
information on the database and produces an authorization
signal if the transmitted personal information matches the
stored information on the database, thereby to give the client
terminal user an access to said computer of said server,

2. The system as claimed in claim 1, wherein said server

“ﬁﬁ'ifn‘ti’iifﬁﬁi“i‘mu




mat ches—the-stored-fingerprint information; a‘transmtter that transmts

pekrson fornatlon |nclud|ng t he sensed flngerprlnt I nformati on and the
authen (D o said server if the authentication signal is )

pr oduc
infornatlon of the card owner with the stored personal

|zer that conpares the transmtted persona

i nformati on on the

dat abase and produces an. aut hori zation %gnal if the transmtted personal

i nformati on natches the stored infornmath

n on the database, thereby to give

the client tern1 user ﬁn access {o said, conputer of said server.
rms oth an exclusive service whose users are limited

and an open service whose users are unlimited.

3.  The system as claimed In claim 1, wherein the stored
fingerprint information on the IC card is encrypted.

4, The system as claimed 'in claim 1,

wherein said

fingerprint sensor is a semiconductor fingerprint sensor.

5. A method of authenticating personal identification for a
client terminal in communication with a server that includes a
computer and 3 database, the method comprising the steps of:

storing into the database information related to
“identification numbers. and fingerprints of users who are
allowed to access Into the computer of the server;

storing into an IC card information related to an
identification number and a fingerprint of each of the users;

presenting descriptive screen to a client terminal user to

give instructions to the client terminal user;

sensing a fingerprint of the client terminal user;
 reading the stored information on the IC card;
comparing the sensed fingerprint Information with the

stored fingerprint information of the card owner;

transmitting the sensed fingerprint information of the
client terminal user and the stored information of the card

owner to the server from the client terminal

if the sensed

fingerprint information matches the stored fingerprint

information of the card owner;

comparing the transmitted information with the stored

information on the database; and

authorizing the client terminal use to access into the
computer if the transmitted information matches the stored

information on the database.
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According to another aspect of the present invention, there'is provided a
method of—aut henti cating personal identification for a client terminal in
comuni cation with a ser -that includes a conputer and a database, the

met hod COU"ImﬂmP' E s of: storing into the database information
refated t "W Hpﬂnunbers and fingerprints of users who are allowed
to access |nto tthe Mcompu of the server; storing into an I C card
information related to an identification nunber and a fi ngerprint of each

of the users; presenting descriptive sgd.een to a client termnal user to
give instructions to the client term nal user;

6.  The method as claimed in claim 5, further comprising the
step of:

presenting access reject message to the c/:ent terminal
user if the sensed fingerprint information fails to match the
stored fingerprint information of the card owner,

8.. The method as claimed in claim 5, wherein the server

performs both an exclusive service whose users are limited
and an open service whose users are unlimited.
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sensing a fingerprint of the client termnal user; reading the stored

I nformation on the I C card; conparing the sensed fingerprint information
with the stored fingerprint information of the card owner; transmtting the
sensed fingerprint information of the client term nal user and the stored

i nformation of the card owner- to the server fromthe client terminal If the
sensed fingerprint informati on matches the s§gred fingerprint information
of the card owner; conparing the transmtted information with the stored

PERSONAL IDENTIFICATION AUTHENTICATING WITH FINGERPRINT
IDENTIFICATION

ABSTRACT

A personal identification authenticating system for a client terminal (30) in
communication with a server (32) is disclosed, The server includes a computer and a
database (36). The client terminal plays a role of an IC card authorizing device, while
the server plays a role of an approval center. The database (36) stores personal '
information on the service users. The IC card (48) stores personal information of a card
owner. The client terminal (30) includes an authenticator(48). The client terminal (30)
_'transmits the stored personal information of the card owner to the ser{rer (32) upon
occurrence of an authenticating signal. The server (32) incorporates an authorizer(40).
The authorizer (40) transmits an authorizing signal to the client terminal (30) if the
transmitted personal information of the card owner matches the stored personal
information on the database (36). Upon receiving the authorizing signal, the client
terminal user is authorized to access into the computer of the server (32).
Fig.1
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I nformati on on the database; and authorizing the client termnal use to
access into the conputer if the transmtted information nmatches the stored
i nfofmati on on the database. BRI EF DESCRI PTI ON OF THE DRAW NGS Fi gure 1
illustrates client terminals in comunication with a server incorporating a
personal identification authenticating systemaccording to the present

I nvention. Figure 2 is a block diagran1o} ghe termnal. Figure 3 is a
perspective view partially broken away of a -fingerprint sensor.
FIG. 1 |
SERVER \
' \\-_g -
COMPUTER
— . DATABASE
- 40 PERS |
AUTHORIZER |t - .. ONAL
_J’ \LINFORMATION
R / .. 38 .
NETWORK

CLIENT TERMINAL A CLIENT TERMINAL

'COMMUNI NI'CATONS"'] 30 | |COMMUNICATIONS] |.
SECTION . SECTION '

42 CARD

48

———
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Figure 4 is a flowchart illustrating a nethod of authenticating personal
identification. Figure 5 illustrates a termnal and a server, in the form
of .a single computer incorporating the persoral “i"dentification

aut henti cati ng system according to the present invention. DESCRIPTI ON COF
THE PREFERRED EMBODIMENTS The present invention wi'll now be described nore
fully hereinafter with reference to the acconpanyi ng drawi ngs, in which
preferred enbodi nents of the inventionsage shown. The terns "server,”
"client termnal,"” and "integrated circurt (1C) card" are used throughout
the specification. The term"server” is nmeant to include a data processing

system that perforPI@, 2
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service for clients: The term "client termnal” is neant to include a
term nal that requests services of a server, The term"IC card" is used to
nmean cards that can store personal |nfornat|on i ncl uding information
related to a fingerprint of the card owner, and is nmeant to include cards
whose purpose is purely identification, and diverse other cards used for
addi ti onal purposes as well. Referring to Figure 1, the personal
identification authenticating systemis d¥Signed to authenticate
identification of a user of each client terminal 30. The client termnals
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-7- are in comunication with a server 32 through a network 34, The server
327 includes a conpputer. In this enbodinent, the server 32 can perform both
an excl usive service whose users are limted and an open service whose '
users are unlinited although it may perform an exclusive service only. The
server 32 includes ‘a database 36 storing personal information 38. The
personal information 38 includes information related to I D nunbers and
fingerprints of users authorized to access the conmputer of the server 32.
The server 32 al so includes an authorlzeﬂlﬁo whi ch conpar es

FIG. 5
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personal, ¢ nformation transmtted froma client termnal 30 with the st or ed
personal information 38 on the database 36. The authorizer 40 transmits an
aut hori zation signal to the client ternbffal 30 if the transmtted personal
i nformation matches t X 4 perso ati on 38 on the dat abase 36.
Each client term nal 30inc|udesau 2 ale deV|ce|nt formof a

keyboard 42, an |IC card readep 4 preferably in
the formof a sem conductor f - -ee Figure 3). It also
i ncl udes a communi cati ons sec LJdg and receiving
information to and frqy ' 82sor may sense

information related tg a fi ngmpsﬂ'agmpmmmpbe

PUT YOUR IC CARD INTO SLOT

PRESS YOUR FINGERPRINT ON
FINGERPRINT SENSOR

READ PERSONAL INFO. ON IC CARD
INCLUDING FINGERPRINT INFO.

l 54

COMPARE SENSED FINGERPRINT INFO. |
WITH STORED FINGERPRINT INFO.

N

S5

CHECK ©
COMPARISON
RESULT

| ~or sQuaL

,’ SIOJ \
ESS REJECT | TRANSMIT
| AccEss PERSONAL INFO.
MESSAGE
—— TO SERVER

OSE TRANSMITTED INFb.
MATCH STORED INFQ. ON
DATABASE ?

NO

[ s

TRANSMIT R;{ZANSMIT
AUTHORIZATION 7-_’ CTION TO
TO TERMINAL ERMINAL

Sheet Has Been Re laced

\\II\I\\ \III|| l \ll\ e



Pa— ; Y%t0I6~
of smal |- capaci r@?%“ﬁlg? \'q?e r|S oes |and val l eys of a fingerprias A <
client ternjndlDeCAPUGRRIBEH 1, O RAEHC 22 ilnto a slot of the I1C card reader

44, Each | C} dadf@amgst orRages <8 rRased mati on of the card owner. The
stored per shn@Diawirg(®etpaged (.63P RAED inf dr nati on related to an I D nunber of
thie card owheE Abstractf or paged n-tﬂevi’@?@cf-uto a fingerprint of the card owner.
It is prefefred that the fingerprint infdrmation be encrypted. The client

term nal 30%ag ) 58 Rg(ggjprn*‘Fv”g@PaZ cadrries in addition to the IC card

reader 44 a ,Iand an aut henti cator 48. The
aut henticator 48 is T
- PERSONAL IDENTIFICATION AUTHENTICATING WITH

FINGERPRINT IDENTIFICATION

FIELD OF THE INVENTION

The present invention relates to a system for
authenticating personal identification and more particularly to
8 personal identification authenticating system for a client
terminal in communication with a server.

BACKGROUND OF THE INVENTION |

Proving one’s identify is necessary when accessing a
computer whose users are limited. In order to prevent
Individuals other than the registered users from accessing the
computer, a password or & personal identification number is
issued with each ID card, Access to the computer is enabled
only when both & password and an ID number corresponding
to the user’s number read from the ID card is entered through
the keyboard.

Transaction execution systems which enable the
performance of transactions, such as cash issuance at
terminals remote from and in communication with a host data
processing system having a central database in which account
and other information is stored, are well known.,

Such systems, which are frequently used by banks ro
extend their services, permit the issuance of cash or the
receipt of deposits through a terminal, for example, an
automatic teller machine (ATM), Such a terminal typically
includes a mechanism for receiving and reading information
from a card, a user input such as a keyboard, a display and
document entry and exit apertures. Issuing a personal ID
number with each credit card attains increased security for the
issuance of cash or other banking transactions without
jntervention of a bank employee. A credit card transaction Is
then enabled only when an ID number corrasponding to the
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electrically connected to the finger print sensor 46 and the | C card reader
44. 1t conpares information related to a sensed fingerprint wwth the stored
fingerprint information on the I1C card 48 and produces an aut henti cati-on
signal if the sensed fingerprint information nmatches the stored fingerprint
information. Atransmtter 50 is electrically connected to the I1C card
reader 44 and the fingerprint sensor 46 for transmtting the sensed
fingerprint information, the personal information read by the IC card
reader- 44 and the authenticating signal to the server 32 only if the

aut henticating ' 0

account number read from the credit card is entered through
the keyboard. This required correspondence prevents a thief
or mere finder of a credit card from recelving cash, for
example, from a terminal. Upon entry by a terminal user or a
customer of a credit card and personal identification number,
the terminal is instructed to communicate the credit card dats
and the personal identification number to the host for
authorization of the transaction. At the host, a database of
identification numbers is accessed by the card data. The
identification number obtained from the database is compared
with the personal identification number recelved from the
terminal to perform a host PIN check.

When ID cards, credit cards or other cards are stolen,
passwords and/or ID numbers read from cards are decrypted.
Thus, presenting a password or a personal identification
number with a card is woefully Inadequate in preventing
individuals other than the registered users from accessing the
computer.

It is known to use fingerprints in conjunction with an
identification card to verify ownership of the card. JP-A 63-
288365 discloses an ATM wherein a selector button to be
pressed by a customer for transaction is transparent. A
fingerprint of the customer impressed on this transparent
button is recorded using optical system including a video
camera. The recorded fingerprint information is compared
with stored fingerprint information.

JP-A 1-154296 discloses an ATM wherein a selector
button, such as a yen key, is provided with a fingerprint pickup
head of an optical fingerprint recording system.

Verious compact fingerprint sensors are disclosed by US-
A 5,446,290 (issued on August 29, 1995) that is considered to
correspond to JP-A 6-325158, US-A 5,635,723 (issued on June
3. 1997) that is considered to correspond to JP-A 8-380173, - -
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si gnal has been produced. A receiver 52, for receiving an authorization
signal fromthe server 32, and a display 54, for indicating that a client
ferm nal user has been approved for accessing the conputer of the server
32, are preferably included in the client term nal 30. The keyboard 42 is
used by the termnal user for entering information. The transmtter 50 is
rendered responsive to the keyboard 42 for transmtting information entered
by the keyboard 42 to the conputer of the server 32 upon or after receipt
of the authorizing signal fromthe serveg 32. A controller 56 controls
operations of the client termnal 30. Th& server 32 includes an access

approval mechanl S is.a 5,708,497 (issued on January 13, 1998) that Is

considered to correspond to JP-A 9-136328.

| In transaction execution systems, a transaction terminal
Is designed for maximum likellhood that the user of the
terminal can perform the transaction in an error free manner
even if the use has never operated the terminal before, Such
a terminal typically includes a group of selector buttons which
allow the customer to perform the transactions and a keypad

. which may be used the customer to enter money amounts.
Thus, the selector or key switches or buttons of the terminal
do not exceed a certain number in the neighborhood of 40.
The transaction terminal may inclfude a supply of cash and &
cash dispensing mechanism and may also include a deposftory
for receiving customer deposits. These components would
then be focated within the security chest, In addition, the
main control electronlcs for the terminal may also be located
within the security chest so as to prevent any unauthorized
access to the control electronics, In e&ddition to the
components of the terminal systern located within the security
chest, a number of components may be loceted outside the
security chest. Thus, the terminal is not compact. In the
transaction execution systems, a8 highly reliable communication
means such as an exclusive line is used to establish
communication betweén each terminal with the host dats
processing system.

In a local area network (LAN) or a wide area network
(WAN), personal computers and workstations are used as
terminals. Internet system with great number of servers and
clients aflows the use of desktop or hand-held terminals. A
keyboard of such a terminal Includes a great number of key or
selector switches that amount in number to approximately
300. In the internet systems, each server may perform an
exclusive service for a group of autharized users and also may .-
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for ‘receiving the personal information including the sensed fingerprint

information along with the authenticating signal to conpare this personal
Information with the stored personal information 38 fromthe database 36
and for approving access to the conputer of the server 32. Specifically,
~the authorizer 40 transmts an authorizing signal to the client termnal 30

i f the personal information transmtted fromthe client term nal

t He stored personal

30 mat ches
informati on 38 on the database 36. The authorizer 40

may transmit its signals over the network 34. Referring nowto Figure 3,

the fingerprint sensor 46 of

.4‘

perform an open service whose users are unlimited,
Communication means used to connect each terminal to such
a server is not highly reliable,

It would therefore be desirable to provide a personal
identification authenticating system for use in a terminal that
can request both an exclusive service and an open service to 3
server. The exclusive service requires ~authentication of
personal identification of the terminal user before access to a
computer of the server although the free service requires
password only from the terminal user.

An object of the present invention is to provide a small-
sized- personal identification authenticating system for
preventing unauthorized individuals from accessing a
computer.

SUMMARY OF THE INVENTION

" According to one aspect of the present invention, there
is provided & system for authenticating personal identification,
comprising.

a server including a8 computer whose users are limited,
sald server having a database storing Information related to ID
numbers assigned to said users and information relsted to
fingerprints of said users; -

an IC card storing personal information including
information related to an ID number of the card owner and
information related to a fingerprint of the card owner;

a client terminal In communication with said server, said
client terminal including a card reader for reading the stored
personal information on said IC card, and a fingerprint sensor
for sensing a fingerprint of the client tarminal user;

an authenticator that compares the sensed fingerprint
information of the client terminal user with the stored
fingerprint information of the card owner and produces an
authentication signal if the Sensed fingerprint Information
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-9-. Figures 1 and 2 will be described. The fingerprint sensor 46 of the
Illustrated type is disclosed in US-A 5,446,290 issued on Aug. 29, 1995 to
-Fujieda et al., the disclosure of which is incorporated in its entirety
her-ein by reference. Briefly explaining, the fingerprint sensor 46

i ncludes a planar -1ight source 11, a two-di nmensional inmage sensor 12, and
optical elenent 13. The two-di nensional inmge sensor 12 includes a great
nunber of photosensitive elenents 24 arranged two- dinensionally on a
t-ransparent substrate 21. Each .5

. matches the stored fingerprint information;

a transmitter that transmits personal information
including the sensed fingerprint information and the
authentication signal to said server if the authentication signal
is produced; and

an suthorizer that compares the transmitted personal
information of the card owner with the stored personal
information on the database end produces an authorization
slignal if the transmitted personal information matches the
stored information on the database, thereby to give the client
terminal user an access to said computer of said server.

According to another aspect of the present invention,
there is provided a method of authenticating persons!
fdentification for a client terminal in communication with a
server that includes a computer and a database, the method
comprising the steps of: _

storing into the database Information related to
identification numbers and fingerprints of users who are
allowed to access into the computer of the server;

storing into en IC card information related to an
identification number and a fingerprint of each of the users;

presenting descriptive screen to a client terminal user to -
give instructions to the client terminal user;

sensing a fingerprint of the client terminal user;

reading the stored information on the IC carg;

comparing the sensed fingerprint information with the
stored fingerprint information of the card owner;

transmitting the sensed fingerprint information of the
client terminal user and the stored information of the caro
owner to the server from the client terminal if the sensed
fingerprint information matches the stored fingerprint
information of the card owner;

comparing the transmitted information with the stored
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phot osensitive element 24 is formed on a light shielding plate 23 and
connected to a termnal of a signal reading switch 22 in the formof a

pol ycrystalline silicon thin filmtransistor (TFT). The switch 22 is
further connected to a signal reading line 26 and a switching |line 25. The
‘photosensitive el enents 24 arranged along the switching |ine are connected
to a bias applying line 27. An opening 28 is provided in an area unoccupi ed
by the lines 25, 26 and 27 and the |ight shiel ding plates 23. A preferred
met hod of authenticating personal identification is illustrated by the flow
chart of Figure 4. After activation of a client terminal 30, a descriptive

sereen is information on the database; and

authorizing the client terminal use to access into the
computer if the transmitted information matches the stored
information on the database.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 lllustrates client terminals in communication
with a server incorporating a personal identification
authenticating system according to the present invention,

Figure 2 is a block diagram of the terminal,

Figure 3 is a perspective view partially broken away of a
fingerprint sensor.

Figure 4 is a flow chart illustrating a method of
authenticating personal identification.

Figure 5 illustrates a terminal and a server, in the form
of a single computer incorporating the personal identification
authenticating system according to the present invention.
DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention will now be described more fully
hereinafter with reference to the accompanying drawings, in
which preferred-embodiments of the invention are shown. The
terms “server,” “cllent terminal,” and “integrated circuit (IC)
card” are used throughout the specification. The term “server”
is meant to Include a data processing system that performs a
service for clients, The term “client terminal” Is meant to
include a terminal that requests services of a server, The term
"IC card” is used to mean cards that can store personal
information including information related to a fingerprint of the
card owner, and is meant to include cards whose purpose s
purely Identification, and diverse other cards used for
additional purposes as well.

~ Referring to Figure 1, the personal identification
authenticating system is designed to authenticate identification
of a user of each client terminal 30. The client terminals 30 i

This is the replacement sheet

Bate: 15 MAR 1999



presented or shown by step S1. This screen offers a client term nal user

I nstructions to put an IC card 48 into a slot of an IC card reader 44 and
pl ace a fingerprint on a fingerprint sensor 46. |In accordance with the -

i nstructions on the descriptive screen, the user puts an IC card 48 into
the slot of the I1C card reader 44 and places a fingerprint on the
fingerprint sensor 46 by step S2. Information related to the fingerprint is
sensed and the stored personal information is read by step S3. The sensed
fingerprint information is conpared with the stored fingerprint information
by step S4 to deternmine if there is a matgh. The conparison result is

: cﬁecked by step S5. |If there is a match, "t he sensed

are in communication with a server 32 through a network 34,

The server 32 Includes a computer, In this embodiment, the

server 32 can perform both an exclusive service whose users

are limited and an open service whose users are unlimited
although it may perform an exclusive service only.

The server 32 Includes a database 36 storing personal
information 38. The personal information 38 includes
information related to ID numbers and fingerprints of.users
authorized to access the computer of the server 32. The
server 32 also Includes an authorizer 40, which compares
‘personal information transmitted from a client terminal 30 with
the stored personal information 38 on the database 36, The
authorizer 40 transmits an authorization signal to the cllent
terminal 30 if the transmitted personal information matches
the stored personal information 38 on the database 36.

Each client terminal 30 includes a user input device in
the form of a keyboard 42, an IC card reader 44, and &
fingerprint sensor, preferably in the form of a semiconductor
fingerprint sensor 46 (see Figure 3). It also includes a
communications section 48 for transmitting and receiving
information to and from the server 32. The fingerprint sensor
may sense information related to & fingerprint using a multiple
of small capacitors to detect the ridges and valleys of a
fingerprint, A client terminal user puts an IC card 48 into 2
slot of the IC card reader 44, Each IC card 48 stores personal
information of the card owner. The stored personal
information Includes information related to an ID number of
the card owner and information related to a fingerprint of the
card owner. It is preferred that the fingerprint information be
encrypted.

The client terminal 30 as illustrated in Figure 2 carries in
addition to the IC card reader 44 and the fingerprint sensor
40, and an authenticator 48. The authenticator 48 s
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-10- fingerprint information by the fingerprint sensor 46 and the stored
personal information read by the I1C card reader 44 are transmtted fromthe
terminal 30 to a serve 32 along with an authenticating signal by step S6.
At the server 32, the transmitted personal information including the
sensed fingerprint information is conpared with the stored personal

i nformati on 38 on a database 36 by step S7. If the transmtted information
by the client termnal 30 matches the -8

- electrically connected to the finger print sensor 46 and the IC
card reader 44. It compares Information related to a sensed
fingerprint with the stored fingerprint information on the IC
card 48 and produces an authentication signal If the sensed
fingerprint information matches the stored fingerprint
information. A transmitter 50 is electrically connected to the
IC card reader 44 and the fingerprint sensor 46 for
transmitting the sensed fingerprint information, the personal
information read by the IC card reader 44 and the
authenticating signal to the server 32 only if the authenticating
signal has been produced. A receiver 52, for recelving an
authorization signal from the server 32, and a dispiay 54, for
indicating that a client terminal user has been approved for
accessing the computer of the server 32, are preferably
included in the client terminal 30. The keyboard 42 is used by
the terminal user for entering information. The transmitter 50
is rendered responsive to the keyboard 42 for transmitting
information entered by the keyboard 42 to the computer of the
server 32 upon or after receipt of the authorizing signal from
the server 32. A controller 56 controls operations of the client
terminal 30.

The server 32 includes an access approval mechanism .
for receiving the personal Information including the sensed
fingerprint information along with the authenticating signal to
compare this personal information with the stored personal
information 38 from the database 36 and far approving access
to the computer of the server 32. Specifically, the authorizer
40 transmits an authorizing signal to the client terminal 30 if
the personal information transmitted from the client terminal
30 matches the stored personal Information 38 on the
database 36, The authorizer 40 may transmit its signals over
the network 34.

Referring now to Figure 3, the fingerprint sensor 46 of
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stored informati on on the database 36, an authorization signal is
transmtted to the client termnal 30 by step S8. If there is no match, a
rejection signal or no signal is transmtted to the client term nal 30 by
step S9. If, at step S5, there is no match between the sensed fingerprint
information and the stored fingerprint information, an access reject
nmessage is presented or shown by step S10. In this case, the information
‘Wi ll not be transmitted fromthe client termnal 30 to the server 32. This
‘reduces | oad carried by the server 32 and the network 34. Fromthe
precedi ng description, it is noted that "t'he sensed fingerprint information,
whi ch has been conpared with the stored fingerprint information, is
transmitted toFiguresel\and 2 will be described. The fingerprint sensor 46 of

the illustrated type is disclosed In US-A 5,446,290 issued on
Aug. 29, 1995 to Fujieda et al., the disclosure of which is
incorporated in its entirety herein by reference. Briefly
explaining, the fingerprint sensor 46 includes & planar light
source 11, a two-dimensional image sensor 12, and optical
element 13. The two-dimensional Image sensor 12 Includes a
great number of photosensitive elements 24 arranged two-
dimensionally on @& transparent Ssubstrate 21. Each
photosensitive element 24 is formed on a light shlelding plate

. 23 and connected to a terminal of a signal reading switch 22 in

-..the form of a polycrystalline silicon thin film transistor (TFT).
The switch 22 is further connected to a signal reading line 26
and a switching line 25. The photosensitive elements 24
arranged along the switching line are connected to a bias
applying line 27, An opening 28 is provided in an area
unoccupied by the lines 25, 26 and 27 and the light shielding
plates 23.

A preferred method of authenticating personal
identification is illustrated by the flow chart of Figure 4. After
activation of a client terminal 30, a descriptive screen is
presented or shown by step S1. This screen offers a client
terminal user instructions to put an IC card 48 into a siot of an
IC card reader 44 and place a fingerprint on a fingerprint
sensor 46. In accordance with the instructions on the
descriptive screen, the user puts an IC card 48 into the slot of
the IC card reader 44 and places a fingerprint on the
fingerprint sensor 46 by step S2. Information related to the
fingerprint is sensed and the stored personsl information Is
read by step S3. The sensed fingerprint information is
compared with the stored fingerprint information by step Sé to
determine if there Is a8 meatch. The comparison result is
checked by step S5. If there is a match, the sensed

This is the replacement sheet

pate: 15 HAR 1999



34 .along with the authenticating signal for conparison with the stored

I nformati on .38 on the database 36. This authenticates personal
“irdentification of a client term nal user with a high degree of accuracy and
seecurity even if the network 34 is not highly trustworthy. Figure 5

Il lustrates a term nal 30A connected a server in the formof a single
conputer 32 by a highly reliable conmmunication |ine 34A. The sane reference
numerals as used in Figures 1 and 2 are used in Figure 5 to designate |ike
or simlar parts. The system illustrated Figure 5 may incorporate the
personal identification authenticating §yStemthus far described w thout
any substantial nodification, | _ . )

- fingerprint information Dy the fingerprint sensor 46 and the

stored personal information read by the IC card reader 44 are
transmitted from the terminal 30 to a serve 32 along with an
authenticating slgnal by step S6. At the server 32, the
transmitted * personal information including the sensed
fingerprint information {s compared with the stored personal
information 38 on a database 36 by step S7. If the
transmitted Information by the client terminal 30 matches the
- stored information on the database 36, an authorization signal
is transmitted to the client terminal 30 by step S8. If there is
no match, a rejection signal or no signal is transmitted to the
client terminal 30 by step S9. If, at step S5, there is no match
between the sensed fingerprint information and the stored
fingerprint information, an access reject message is presented
- or shown by step S10. In this case, the information will not be
transmitted from the client terminal 30 to the server 32. This
reduces load carried by the server 32 and the network 34.

From the preceding description, it is noted that the
sensed fingerprint information, which has been compared with
the stored fingerprint information, is transmitted to the server
34 along with the authenticating signal for comparison with the
stored Information 38 on the database 36. This authenticates
personal [dentification of a client terminal user with a high
degree of accuracy and security even if the network 34 is not
highly trustworthy.

Figure 5 illustrates a terminal 30A connected a server in
the form of a single computer 32 by a highly reliable
communication line 34A. The same reference numerals as
used in Figures 1 and 2 are used in Figure 5 to designate like
or similar parts. The system illustrated Figure 5 may
incorporate the personal identification authenticating system
thus far described without any substantial modification,

If communications between client terminals and each
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| f communi cati ons between client term nals and each server are highly
reliable and trustworthy like the one illustrated in Figure 5, the sensed
fingerprint information may be transmtted directly to the server for
conparison wth stored data on a database of the server. If client term nal
users are authenticated with a high degree of accuracy and security, a
server is enabled to perform such exclusive services as application

sof tware | ogon, encryption of appli catiq{l-l'dat a, decryption of data with

server are highly reliable and trustworthy like the one
illustrated In Figure 5, the sensed fingerprint information may
be transmitted directly to the server for comparison with
stored data on a8 database of the server.

If client terminal users are authenticated with a high
degree of accuracy and security, a server Is enabled to
perform such exclusive services as application software logon,
encryption of application data, decryption of data with
encrypted key and electronic signature and its verification with
3 high degree of security. _

Once one is authorized as a user of an exclusive service
performed by a server that performs various other open
services, this user may request such services to this server
through any one of client terminals that have incorporated the
personal identification authenticating system according to the

_ present invention.
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encrypted key and el ectronic signature and.its verification w th a hi gh
deg%ee—e%*socuﬁmce one is authorized as a user of an exclusive

serv a server that perforns various other open services,
this ﬁ‘ﬂﬁ “I such services to this server through any one of

clie at have incorporated the personal Identification
aut henti cati ng syst em accordi ng to the present invention. WHAT | S
CLAI MED | S

12
WHAT IS CLAIMED IS:

1. - A system for authenticating personal [dentification,
comprising:

a server including a computer whose users are limited,
~ said server having a database storing information related to 1D
- numbers assigned to said users and information related to

fingerprints of said users;

an IC card storing personal Information including
-information related to an ID number of the card owner and
information related to a fingerprint of the card owner;
| a client terminal in communication with said server, said
client terminal including a card reader for reading the stored
personal information on said IC card, and a fingerprint sensor
for sensing & fingerprint of the client terminal user;

an authenticator that compares the sensed fingerprint
information of the client terminal user with the stored
fingerprint information of the card owner and produces an
authentication signal if the sensed fingerprint information -
matches the stored fingerprint information;

a transmitter that transmits personal information
including the sensed fingerprint information and the
guthentication signal to said server if the authentication signal
is produced; and

an authorizer that compares the transmitted personal
information of the card owner with the stored personal
information on the database and produces an authorization
signal if the transmitted personal information matches the
stored information on the database, thereby to give the client
terminal user an access to said computer of said server.

2. The system as claimed in claim 1, wherein said server
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1. A system for authenticating personal identification, conprising: a
server including a conputer whose users are |limted, said server having a
dat ab [ [ tion related to I D nunbers assigned to said users
and |3mumjﬂ"‘“ﬂr"mum to fingerprints of said users; an IC card storing
persondl inférnttion * including information related to an | D nunber of the.
card owner and information related to a fingerprint of the card owner; a
client terminal in communication with sa%d server, said client terni nal
|nclud|ng a card reader for reading the stored personal i nformati on on said
.C card, and pdrfogmspboth senexclusive service whose users are hmtted

i and an open service whose users are unlimited.

3. The system as claimed In clalm 1, wherein the stored
fingerprint information on the IC card is encrypted.

4, The system as claimed in claim 1, wherein said
fingerprint sensor is a semiconductor fingerprint sensor,

5. - A method of authenticating personal identification for a
client terminal in communication with a server that includes a
computer and 3 database, the method comprising the steps of:

storing into the database information related to
identification numbers and fingerprints of users who are
allowed to access Into the computer of the server;

storing into an IC card information related to an
identification number and a fingerprint of each of the users;

presenting descriptive screen to a client terminal user to

~ give instructions to the client terminal user;

sensing a fingerprint of the client terminal user;

reading the stored information on the IC card;

comparing the sensed fingerprint Information with the
stored fingerprint information of the card owner;

transmitting the sensed fingerprint information of the
client terminal user and the stored Information of the card
owner to the server from the client terminal if the sensed
fingerprint information matches the stored fingerprint
information of the card owner;

comparing the transmitted information with the stored
information on the database; and

authorizing the client terminal use to access into the
computer if the transmitted information matches the stored
information on the database.
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for sensing a fingerprint of the client termnal user; 'an. tentTcator _
that conpares the sensed fingerprint information of the cl H{é SEEﬁHés BEEN

user Wwt hl”mmﬂmtlm lll print information of the card opner HEPLACBRAuces |
an® aut hen U t he sensed fingerprint informatTon natches the
stored fi nger|6r| ht 'fnfsorrfatlon atransmtter that transmts personal
I nformation including.the sensed fingerprint information and the

aut hentication si gnhal to said server if the authentication signal is

produced; and an aut horizer that conmpar, gs the transmtted personal
i-af ormati on of the card owner with the*Stored personal

6.  The method as claimed in clalm 5, further comprising the
step of:

presenting access reject message to the client terminal
user if the sensed fingerprint information fails to match the
stored fingerprint information of the card owner.,

8. The method as cleimed in claim 5, wherein the server
performs both an exclusive service whose users are limited
and an open service whose users are uniimited.
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I nformati on on the database and produées .an authorization signal if the
transmtted personal infornmation matches the stored information on the
-dat abase, thereby to give the client term nal user an access to said

conmputer of said server. 2. The systemas clainmed’in claim1, wherein
sdid server perfornms both an excl usive service whose users are |[imted
and an open service whose users are unlimted, 3. The system as cl ai ned

igp claiml1l, wherein the stored fingerprint i ntHrmation on the 1Ccard is
encrypt ed. :

*

" PERSONAL IDENTIFICATION AUTHENTICATING WITH FINGERPRINT
IDENTIFICATION

ABSTRACT

A personal identification authenticating system for a client terminal (30) in
communication with a server (32) is disclosed. The server includes a computer and a
database (36). The client terminal plays a role of an IC card authorizing device, while
the server plays a role of an approval center. The database (36) stores personal
information on the service users. The IC card (48) stores personal information of a card
owner. The client terminal (30) includes an aixt.henticator(48). The client terminal (30)
“transmits the stored personal information of the card owner to the server '(32) upon
occurrence of an authenticating signal. The server (32) incorporates an authorizer(40).
The authorizer (40) transmits an authorizing signal to the client terminal (30) if the
transmitted personal information of the card owner matches the stored personal
information on the database (36). Upon receiving the authorizing signal, the client
terminal user is authorized to access into the computer of the server (32).

Fig.1

4
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4. The system as clained in claim 1, wherein said fingerprint sensor is
a.sem conductor fingerprint sensor, 5. A nethod of authenticating
personal identification for a client ternmnal in commnication with a
server that includes a conputer and a database, the nethod conprising the
Steps of: storing into the database information related to identification
nunbers and fingerprints of users who arlf(a all owed to access Into the
conput er of the server; storing into an T card i.nformation related to an

i=dentification ngrﬁ d a fingerprint of each of the users; presenting

gescriptive scre - l'i ent term’nl325er to give instructions to the
client termnal user;. ‘ 35
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sensing a fingerprint of the client termnal user; reading the stored
Jnformation on the IC.card; conparing the sensed fingerprint Information
wWith the stored fingerprint information of the card owner; transmtting the
sensed fingerprint information of the client term nal user and the stored
sInformation of the card owner to the server fromthe client termnal if the
sensed fingerprint information matches the stored fingerprint
“informati on of the card owner; conparing the transnmitted information with
“the stored information on the database@ nd aut horizing the client term nal
Zuse to access into the

' | FIG. 2
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conputer if the transmtted informati on matches the stored informati on on
he database. -14- 6. ~The: method as clained in claim$5, further
conprising the step of: presenting access reject nessage to the client
if the sensed fingerprimt information fails to match the
stored fingerprint information of the card owner. 7. The net hod as
clainmed in claim5, wherein the server perforns both an-exclusive service |,
“‘whose users are linmted and an open sergyxe whose users are unlimted.

term nal user
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6. The method as claimed in claim 5, further comprising the step of:

presenting access reject message to the client terminal user if the sensed fingerprint
information fails to match the stored fingerprint information of the card owner.
7. | The method as claimed in claim 5, wherein the server performs both an exclusive

service whose users are limited and an open service whose users are unlimited.
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