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Provi sional Patent Application Serial No. 60/637, 766

filed on Decenber 22, 2004. Field [0002] The

enbodi nents described herein r¢l-ate to nessage

conmuni cation for a wireless comuni cation devi ce.
Background [ 0003] When a user conposes a nmessage, such

as Zitles ENTERINGCONTAGTS ¢N ATl SAGEONA
communi cati on devi ce, thMOBRE D&EVIGEes t he body of

t he nessage and may attach one or nore rel evant
atRafdrared t6d Re1arY Applibstioger then enters header

i nformati on, WAl Cn w%gmﬁentering information into

t hE908dbj ect Thiel dpplicatiaadtianeneriasity niiem Hedi fireMisional Patent

© bt SR, BoBb o 108 a2y 2000

de j? s, these address fields are structured as
fr ormfields in which the user can enter any

Stfdap2) of ChPRECIGhBoditiefts!S BesElest S Pafisint hﬁleﬁés Y89emessage

to the®one or nore recipients. Recipients wi
hecaafriugicationrfef awirslessocemmenitadionglepmng. r eci pi ent
addresses wll hereafter be referred to as contact
adBaekgerund 0004] In certain nessage applications, the
user y be onpted to enter an e-mail address b .
se ing t NENEEN (3 CYSS{dGPEPOSER oA (THESTREG: c%“é’l%%a?n e-mail

adﬁ{e%§§%§’,°g(§d Sanidle, Wsid aire1ess agdmaflMiion! Yeie, | the user

the | oc ress book, the user typically manually
entemposese thm hiodyt ofathdr message anshsayi attacmong. or more relevant

N T e g A
adghchpfes Ekring ahfdrmatibs liftodtheryutbjece figiekand adiding one or more
manual |y entered contact address i's a vali

d address.
Foreaipiants-g)ail addressesrissensgef thppTCaiGener, "Bre” adgress fields. In
enter any  string of . a te
S04 g B bRl EAR5A T, Jhofe SHBIAS PV Brucured s
apfebdarin @8la¢l ihlwhich the user can enter any string of characters. The user
then sends the message to the one or more recipients. Recipients will

hereafter be referred to as contacts and recipient addresses will hereafter be

referred to as contact addresses.

[0004] In certain message applications, the user may be prompted to
enter an e-mail address by selecting the contact address from the device’s
local address book. If the desired contact address is not in the local address
book, the. user typically manually enters the contact address as a one-time
entry. However, there is no provision for allowing the user to select a contact
address that is not in the local address book, nor is there a way to check if a
manually entered contact address is a valid address. For example, in some
message applications, one may enter any string of characters as a contact
address, such as the string "XXYYZZ", and the message application will
consider this to be an acceptable contact address. The message application

can then provide a confirmation box asking the user to confirm that the



consider this to be an acceptabl e contact address. The

nmessage application can then provide a confirmation
woaneas&isng t he user to confirmthat thenmessageCcr&xAR@s/001801

be sent, but these nmessage applications do not provide

a validity check to ensure that each contact address

is correct. Sunmary [0005] |n-@&te aspect, at |east one

enbodi ment descri bed herein provides a nmethod of

contact address entry for nessages conposed by a user
onMeS§Bee g teoheLseabibihens imessagreapplicagans do not provide a

COPRRd |§/G§éwggﬂ)to Bk Ars £t g%@h Hﬁﬁgacé ?88{%‘3{% BbrbgAst one

contac ress 1 n an address € nessage; b)

chgglﬂﬁg Zor at | east one potentially incorrect

dress by identifying at |east one manual ly

enfeoes] cont aetorpsldigprst, t BRtledste DrROtenfiBAMBNEBASItNiBad herein

entry in a |l ocal contact address data store; and, c)
vanQj’#iQSn@ methast of cestach aeldpesse enirl oy measagesceomposed by a

(Restion B3GR comfiiitarioh dvicer 3H RGloY BiiRest °
cont act addre S da@a st entr

f :
the at |eastbne B?‘%Wﬁéﬁ%%ﬁ%&ﬁ? Ilggﬁtoﬂﬁ dontdct address in
adgh e@laredsOid In tHe Alessgpst sone cases, step (c)

includes allow ng the user to manually correct the at

| east one pogfnt | ahbdkihd GoF raqcfea%f’rﬁr%cEpo"l’éjr?ifaﬂﬁsmcorrgct contact

[0008] In at 1east sonme cases | east” one o
10( baddness lMes;dqmtﬁ)mngl atgleabe oneema\muahy anitéretd contactriabidress that
contact addresses, found con
Ho8E hef Ve A DR eh e 4 Toral it fiAisBees Bt sigre: and
i ncorrect contact address, and step (c) includes
provi di ng th® usevalifatingathe at leastsphe | patentiallyaincorrect contact
adgygesss found in the renpte contact address data
store corrpared to the at | east one potentially

ct co 0
cal0eR S o B TR cmatr Hget M e LAES ORI the user to
15enblea§ddaq@mcaet cc&ﬂdctea@dréeﬁ datastores Jort @matcBMtOentry for the at
| east some cases, step () includes contacting a
re‘?@ﬁko'&%ﬁt’m'aﬁﬁéﬂﬂﬁoé@d@ eoipchaddnegsuser to browse a

renpote contact address store to _ _
[000 In at least some cases, step (c¢) includes allowing the user to

manually correct the at least one potentially incorrect contact address.

[0008] In at least some cases, at least one of. step (b) includes
20 providing the user with a list of similar contact addresses found in the local
contact address data store compared to the at least one potentially incorrect
contact address, and step (c¢) includes providing the user with a list of similar
contact addresses found in the remote contact address data store compared

to the at least one potentially incorrect contact address.

25 [0009] In at least some cases, step (b) includes checking the at least
one entered contact address for proper syntax.

[0010] In at least some cases, step (a) includes contacting a remote
contact service to allow the user to browse a remote contact address store to
enter the at least one contact address.



enter the at | east one contact address.[0011] In at

| east sonme cases, step (a) includes allow ng the user
woaomnkexs7a few characters of one of a desiredpPcomAaats/001801

address and a nane associated with the desired contact

address and providing the user with a |ist of matching

contact addresses found in the3renote contact address

data store. [0012] In at |east some cases, step (c)

i ncludes providing a validation neans for allow ng the

uqge011p ei t Harataleaspsomkecaded, estsp (anngiudesnallewing the user to

L RIES 8, b MEERCe R ChOnEe BLE SRETHOORIAS) FgAress and a name
| nEQbEREdd GRAtReldaatd %%tét{t dRMBELANd b@&h@ihgftlhemsreec«nth a list

contact address for tﬂe at | east one potentia

i efomateting condadt adittessas fpoed 3p the wemweteecontaptaddress data
5at | east one enbodi nent described herein provides a

coifB® er program product for allowing a user of a

nobi | e device to enter contact

dd wh . oy
cdR98] ng o IRASEEE SHMEHESRELSI (RVNCEIST REOVGG.R yplidation
g:{,ﬁgéﬁ'@fef Oa(i’IBG\;in%qgg&!s%’rn@ @itﬁ@ﬁ%‘é&é{%ﬁ gﬁg%@hbﬁs%ﬂbumtentially

ying progra e neans executa y a processor
of intdreectotontactadiess fas ai crtestestnitag addressiscorrect the at least

: @%dhg%gw igl&g{;‘g:?)rr[%ggzﬁr]?t%p g ért%ssgrﬁ?rtﬁrg%@ggcg@&pagtcorrect contact
10 'rme%rl'fcfregé‘ foreAb edlidmRAbnd g‘?%ﬁﬁﬂ? iNreddt cBhfAGt dadress.

€ comuni cation device conprising a main

pmgfor fon %ﬂ&ﬂw@?!ésge& td1e1c0RE AL &Hbgairﬁé}ﬁ JORrb_d herein
C nt cati on devi Ce; communi cat’i on subsystem
coprogitiesch tomphterprograpt preieb for dllewingamser ofairoobile device to

subsyst em bei ng adapted for wrel essl ¥§sendi ng

 cBaby CRGIagh AR eb B uB: CARITSTIE PRCETARS PRI HgRle device
Wi fl EBfptRPTRRbGak _o@&’cﬁslééﬁ@ﬁ‘sh@ §e1§§’m90tbrr psiabie medium

nmessages, and to receive contact data froma renote )
15 c oembotlyiagr priogeamacddec meansnexsecutablier by @ @recessppof;the mobile

anitaics for adelernaaibypaets ampeeBiot ' ahaled Higege onty

i nn@tﬁﬂ%ﬁ§§lg§e§mg§%g¢e_usi ng the nessage application,
check tor at |east one potentially incorrect contact

oY 22ar HEEH AT pecEaRloROrRRIHBL NG dBSSRbed herein

t hprovides a mobile communication device comprising a main processor for
20 controlling the operation of the mobile communication device; a
communication subsystem connected to the main processor, the
communication subsystem being adapted for wirelessly sending and receiving
data; a message application that interfaces with the communication
subsystem to send and receive messages, and to receive contact data from a

25 remote contact service; a local contact address data store; and, a contact
lookup module for allowing a user to enter at least one contact address in an
address field in a message composed using the message application, check

for at least one potentially incorrect contact address by identifying at least one
manually entered contact address that does not have a matching entry in the

30 local contact address data store; and, validate the at least one potentially

incorrect contact address.



| ocal contact address data store; and, validate the at
| east one potentially incorrect contact address.- A -

wpQOkHkeIsn at | east some cases, the contact | oBKEULA2005/001801
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nodul e all ows the user to check a renote contact

address data store for a matching entry for the at

| east one potentially incorrec4-contact address.

[0016] In at |east some cases, the contact | ookup

nodul e all ows the user to manually correct the at

| §a815pne pdneaitleast goineccases;tthe cyontast ladisupseodule allows the

[0017] | t | east sone cases, during at |east one o

CHBBE I ha oV EPie Soaact A es At B8 £ Miaialifg ofty for the

adamed drie potemiall ihberéGeonthdtadarédsst of similar

contact addresses ' found in a contact address data

st onpared hiy

JBOFeECTT CaRt el BacfSofl bARE, (AP ARANDLRLS ¥nodule allows the

c ases to nenualiytcartect thekatgeastichriecpetapiilly inberreel eandact address.

contact addresses for proper syntax. [0019] In at

| gaet7pone clasas ledshesopaataases) daking atoldakt one eflapeeidng and

to contact a renote contact service to allow the user . :
q(; B‘@rus[e}qémth a list

t v/abieaiiee thercanAd IUtiPaRICdNlgIS AdapiathiPiayIqs,

at_d . t

ofafie PORGEL AR H5GTE n § U s 88 Ge compared
priovthd et least ysicaotertigiyiiscorgect contzick addmssce

including: a main processor for controlling the

oP0aB] on of Int heleaBbsbmedeaéars tha contattnosialp avodule checks the
subsystem connected to the main processor, the

coentarateentant addessassion PEPRRy MPted for wirel essly
sendi ng and receiving data; a nessage application that
i nj0OrBhces wint &t ledst sonencasesat thercositant Jeekin medylienig adapted to

b SCh P SRR A0 B BRI 5P By 2ot contact
| okt s8R Ebteqo fepteraht @Matst dnedntdd addtews. at | east
one contact address in an address field in a nessage

CO d on ' ' f . .
0 o@(r?t%? Il et BBt SAPECE &t ISAN Sheldbédimern Yessrised herein

ally rncorrect contact address bly i dentifying
at plovists @systeancamhprisiagtamabile sievicetineltidings & mai processor for

SCEuBing B8 oS Mot Bels AEPnEAEAGh subsysten

POLSHHdCR A Yo NROTMaRi robésedr, alEr esmmutticatiys tstisystem being

further includes a renpte contact service for L
adapted for wirelessly sending and receiving data; a message application that
interfaces with the communication subsystem to send and receive messages,
and to receive contact data; a local contact address data store; and, a contact
lookup module for allowing a user to enter at least one contact address in an
address field in a message composed on the mobile device, check for at least
one potentially incorrect contact address by identifying at least one manually
entered contact address that does not have a matching entry in the local
contact address data store; and, validate the at least one potentially incorrect
contact address. The system further includes a remote contact service for
providing the contact data to the mobile device, the contact data including at
least one contact address; and, a wireless network for providing

communication between the mobile device and the remote contact service.



providing the contact data to the nobile device, the
contact data including at |east one contact address;

wanae/oa63sr r el ess network for providi ng communi earican0s5/001801
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bet ween the nobil e device and the renote contact
service.[0021] In at |east sone cases, the contact

| ookup nodul e allows the user-§o check a renote

contact address data store for a matching entry for

the at | east one potentially incorrect contact

af02Hs. [omz]c Ieastasomeasasesorﬂw cantast lookup oradada allows the

| ook II t.h |

DL TREHLS e Sttt 455604 BalP TR o £ Bpifia bRy fo ne
[%Q?éistbﬂe%térﬁ%ﬂ? |ﬁ6&f¥b&@:§ﬁ%c’cdéﬂté’e‘>§ at |east one of

checki ng and validation, the contact | ookup nodule is

i@?ﬁg{j to m %\{'IQS?'E Q&ngﬁésaégcg% g:gbta}m%k@é Rddifle allows the

addr esses ress data
stuseete nrapariyl cowetitheat Iéasionequdentialyrincaireégt contact address.
incorrect contact address. [0024] In at |east sone

c3e@23] t he denitaletast eolnp casesi &umﬁgadtsleameoaetdrd@bcamg and
| east one contact address for g pe{e&ﬁ nt ax, 8021§]e h a list
atvann@amn dhesontact lokURATPEWE S adBRtesHIo REViredhe Ber with a lis

Vs'rﬂ ?r B3t ctcé’dHrégéesS?W lnaéﬁeﬁfa%t gdhﬁéshdéiﬁ%t&% Sompared

poraeen érprise and a websi These and
Ottbehebewast ese pbtdritially imticot nostapt addged. herein are
described in nore detail below Brief description of

t f[aoszn]avv' ng9n[41083t Femneacdmis| ¢hie ¢odtcs ieotdipnmodiilet bleecks the
nbodi ments descri bed herein and to show nore clearly

hcﬂmetedﬁﬁeﬁﬁ angr eordact addiess fEQroPereidkce will now
be made, by way of exanple only, to the acconpanying
dr[ﬂWZE];s whiloratshest someecasesoithe xvafs §99t3§h§%ﬂq$et$t provided

crvoch Reniac Sen/sroBr st Biinih e & % EfpEsRTReigrisg and 2

a Wweesite di agram of a conmuni cation subsystem conponent
of the nobile conmunication device of FIG 1; FIG 3

' 2[8@2@* ock dT 25hafotR8r ?éﬁﬂiésaéﬂtﬁéﬁéﬁfﬂioﬂﬁﬁéntgfpr@wded herein

awre ess network that the nobil
c canmeLdescaibedin thore cdetaf bélb®. 1

Brief description of the drawings
[0027] For a better understanding of the embodiments described herein

and to show more clearly how it may be carried into effect, reference will now
be made, by way of example only, to the accompanying drawings which show

at least one exemplary embodiment in which:

FIG. 1 is a block diagram of an exemplary embodiment of a

mobile communication device;

FIG. 2 is a block diagram of a communication subsystem

component of the mobile communication device of FIG. 1;

FIG. 3 is a block diagram of an exemplary embodiment of a
node of a wireless network that the mobile communication device of FIG. 1

may communicate with;



may communi cate with; FIG 4 is a block diagram of an
exenpl ary enbodi nent of a host systemthat the nobile

woansnaeasat i on device of FIG 1 nay communi cat eCWictAR(05/001801
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FIG 5 is a diagram of an exenplary enbodi nent of a

nmessage val i dati on w ndow for validating contact

addresses in a nessage; and, FdG 6 is a flow chart

diagramillustrating an exenplary enbodi nent of a

contact entry method for entering and validating

cggtzgi:t | addﬂ-‘le@sassiawblackrelma@a.oﬂmt exeraplad,eembioﬂirhent of a host
I W reci ated that for city and

Csyetary tht e mRRRIE: EoRMUNRAEN SHUPa SH Cap i cafimunicate

rgfigy-ence nunerals may be repeated anong the figures

to I'rdicate correspondi ng or anal ogous el ements or

steps. In agﬂbt 1500, o QIHTRE AU gﬁérﬁh%rﬂ W ddim h?o?ﬁtmessage

forth in order to pt OV deat oroug erstanlng of

t halidatiosivireiove fotastidatieyl chetaei addrideses Bra mdssage| and,
understood by those of ordinary skill in the art that

the enbodi mEs dessrabaewhenattn disgrahe iusieitingedin exemplary
wi t hout these specific details. In other instances

wetmbedigwnt mft aqentag enfed meibod er @sipinend walidating: contact
bee S tail so as not to obscure the
rﬁ)cgddgﬁ% %segg?ggd herein. Furthernore, this

cJ i, pt.i nis not to be considered as limting the
5@%@&9&%&% i ments descri bed herein, but rather

afr[,gmefl y dagqill Berdb ré@até&pﬂhéﬁﬁfﬂﬁhpﬁﬁlty@énél Rearitardf dsstration,

odi ents descri bed herein. [0029] The enbodi nents
desbeieheensiderednapprepriale, yeiesgnaa nuimesalstraay bejtaresded among

validation for S I

i B0URR: 60 insleqtBo S Rnahluld B 50bGad lerments of steps. In
e ngditione fﬁtﬁsné\ﬂohb dpecifiesdutaileare settforthin ofdefmolmovlde a thorough
address val i dation for e-nail nessages on a

wi Yrdessiandingmoi tbet pEWOGETERIE, dﬁ%‘f'r@ﬁdt &ereigs iq)qvé%"qro it will be
as ﬁd&gg'olie g o oc%fhef;dl agﬁﬂdlrF‘QHerﬁﬁe’ch‘é? W &rfSSdiments

medeagas U ERAnpl 85 appl e conmuni cation devi ces
| ngésutibedalgeren may Ibe pracmbedam,thanﬁl thalser specific details. In other

R e Sl A s 3 oS e ot been
described in detail so as not to obscure the embodiments described herein.
Furthermore, this description is not to be considered as limiting the scope of
the embodiments described herein, but rather as merely describing the

implementation of the various embodiments described herein.

' [0029] The embodiments described herein generally relate to contact
address validation for a message. To facilitate an understanding of the
embodiments provided herein, the embodiments will be described in terms of
contact address validation for e-mail messages on a mobile wireless
communication device, hereafter referred to as a mobile device, that can send
and receive wireless messages. Examples of applicable communication
devices include pagers, cellular phones, cellular smart-phones, wireless
organizers, personal digital assistants, computers, laptops, handheld wireless
communication devices, wirelessly enabled notebook computers and the like.



comuni cation devices, wrelessly enabl ed notebook
conputers and the |like.[0030] The nobile device is a

WO emeway3scomuni cati on device with advanced daPa@r/CA2005/001801
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conmuni cati on capabilities including the capability to
conmuni cate with other nobile devices or conputer

systens through a network of t7ansceiver stations. The

nobi | e device may al so have the capability to all ow

voi ce communi cation. Depending on the functionality
p{0o3aijed bymeemmuiiJIel deviegi lsea two-weay bemmufrication device with

dat d
cadvancad t RepHeMBINNGRtaR: £anebULEs ndRidghg: e gepaity to
V"'croﬁ{rﬁérzﬁcéfét %ﬂ\etot 'rhcﬂﬂ@ede?ibeé‘ Slatc@nfﬁwéﬁ-“%W@m@ﬁhrough a

devi ce or wt out tel ephony capabilities).
airbtwork of atlensdeivem dtationandihey makiles tdayigeurreapf alsﬁehave the

GcepeButifh AudH 8 cham RIRASRE o SEpdidiflg voichhe, unctionaiiy
t Cbr&'n@d by Y %Mlledfdewﬁ@oﬁlﬁaﬁetfeeféfeﬂ@dftbr§s§ d dafd Messaging

shown thereinis a b di agram of a nobil e device

1GdBVIqe, ofe teeanpy apggerrrplaerﬁ.ﬂﬂub?cru éﬁlephme nwih| dateymessaging

i&%@%ﬁ“ﬁ%ﬁéf@e@%ﬁ’gﬁ{g ﬁ% %@@Eag{&% gfa H‘i kéﬁﬁn device

ovithldr vRILAkéIephehy thasatimithis) €Tdleid tt@ ré@6er in understandlng the
Communi cation functions, including data and voi

C(ﬁ’fm@tur@eaﬂ f@@smoﬂle qﬁe/ﬂqeoan@dwqwfownnwnm#ﬁ%m@hpmﬁﬁ devices
SRV R4S et TOREALIVA Gk LA aUBTY FIGS) $irough 4.

rom and sends nessages t

k .
off°5h§fﬁ08ﬂﬁ£"%gﬁ£8rsfba FiE S SHRAE, e"%'.hﬁﬁ'ai b iagfom of a
1%ob|fe aev’begwoem bAe 5@ qmpaembntdnenernbahoﬁyesueme 100
for Mbile Communication (GS and General Packet

L OeseEreiionpeeis.dhe Crndr o@emwwm&r%@% a main

net rk is t

ShIBES 7 AL 6 308 SRR Hihe cvie 100
E@@ﬂﬁ%lé&m Ehtiomei rmauaimg Gﬁ%ancawdlddnlcmmmamcatlons are
Mobi | e Tel econmuni cati ons Servi ce

st@@fif&ﬁ‘@ﬁ #reughi B CORMMURIGRIION, 8RO SEﬁB%m {04 “\‘g@ capwgunication
&our 0|4| ré?% sst‘n@sé Stfl“8§l éﬁd ts'éﬁd@‘?ﬁé‘&{éges to a wireless

escr herel > and al so
unn@mtloQGObm this memmyluhmtemennaluen auf the Itmbltehéewce 100, the

mbodi nent s, d bed ded
ot PRI GICEU e SRR d4 Rago MR JB petae, Wi the Giobal

Fubiii&m fSPRABIlSE EFmiidhtioR (@MY bAE Gdieral Packet Radio Services
(GPRS) standards. The GSM/GPRS wireless network is used worldwide and
it is expected that these standards will be superseded eventually by
Enhanced Data GSM Environment (EDGE) and Universal Mobile
Telecommunications Service (UMTS). New standards are still being defined,
but it is believed that they will have similarities to the network behaviour
described herein, and it will also be understood by persons skilled in the art
that the embodiments described herein are intended to use any other suitable
standards that are developed in the future. The wireless link connecting the
communication subsystem 104 with the wireless network 200 represents one
or more different Radio Frequency (RF) channels, operating according to

defined protocols specified for GSM/GPRS communications. With newer



comuni cati on subsystem 104 with the w rel ess network

200 represents one or nore different Radi o Frequency
wWORb)e/0668@NNel s, operating accordi ng to defi nedPCT/CA2005/001801

protocol s specified for GSM GPRS conmuni cations. Wth

newer networ k protocols, these channels are capabl e of

supporting both circuit sw tchgd voi ce conmuni cati ons

and packet swi tched data conmuni cations. [0032]

Al t hough the wirel ess network 200 associated with the

nmogitwerkd @rbbeolkOGhése ah@bhkEPRs: veapabks ©f nenpporking rboth circuit

one .exenpl ary inplenentation, other W re|less networks.,.

Ry eq sibel caBRIUNGEHORP AR R BN GRL R BePOTTB Uations.

variant inplementations, The different t

WIPEREs' nevhBiougn: et wiralposeraBrbFn ASAGRIH Wigh the mobile

e e, ta-.cent ' ess; I i ee- trd
CPIRES, 10, T PR SRR o] i GRE! dierplary

5 sumpiErhehiatibny otivesr wirdledat netoanks mayatalsm beowassotibted with the
sane Fe'(hysi,cal base stati on

- anoblaceViReI 1B YAank MBPIGERT BHP R i QITERRA) types of wireless

Di \deS; td (LR .
Géigtt@l?’% ﬁt%tv\'grakgoé?%s i@nt | onec?ég’lbfgve) , gnd Qﬁaﬁdﬁﬁc wireless
t hetetodes) aoidd-oent(id Yirelessvoetvgorks kand-Daal-matieUneisiorks that can
Some ot her exanpl es, of  data-centrlc net V\/O{ ks incl uHIe.
W%tippgﬁzbqt.hlym bqq%%@{q&owrm@%om&\(% he sapg Physical base
10 C HTRRHEHEC %c?rﬁain%\dsal%mno@ ABRI ks Ghcl@dd utVateCiotarited ©, Code

data networks include Personal Communication Systens
( Aigisioret Maltipde | AteessSKCBMA)Tiare QRMAZDGH nefworkse GSM/GPRS

ol P oS B a0 e LR ERASAGE00 85 nehworks

RAEDAECS8§ URTE! Bohid dthet 8Ramplds efsdatamigntiic h8fvorks include

di splay 110, an auxjliary input/gutput (I/0O subsystem
L18lFiaBeaid, pavbite, and {RBEACI 11GWosk SFREERBINCERN' Systems.
m crophone 0, rt-ran nai. caf i 22

180 AR o &f o\ SET NRIBIAL TR ottt inéfile  Personal
supsshiBatidn t Bestemii (PCSVhetvdR® liley f{GBM and Time Division
communi cati on-rel ated functions, whereas other
suMylipieAscass (HMO) g¥stemssi dent” or on- devi ce
functi ons. B¥ way of exanple, the display 110 and the .
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communications 122 and other device subsystems 124.

[0034] Some of the subsystems of the mobile device 100 perform
communication-related functions, whereas other subsystems may provide
25 “resident” or on-device functions. By way of example, the display 110 and the
keyboard 116 may be used for both communication-related functions, such as
entering a text message for transmission over the wireless network 200, and
device-resident functions such as a calculator or task list. Operating system
software used by the main processor 102 is typically stored in a persistent
30 store such as the flash memory 108, which may alternatively be a read-only

memory (ROM) or similar storage element (not shown). Those skilled in the
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coupled to the main processor 102. In order to identify the subscriber, the SIM
card/RUIM 126 contains some user parameters such as an International
Mobile Subscriber Identity (IMSI). An advantage of using the SIM card/RUIM
25 126 is that a subscriber is not necessarily bound by any single physical mobile
device. The SIM card/RUIM 126 may store additional subscriber information
for a mobile device as well, including datebook (or calendar) information and
recent call information. Alternatively, user identification information can also

be programmed into the flash memory 108.

30 [0036] The mobile device 100 is a battery-powered device and includes
a battery interface 132 for receiving one or more rechargeable batteries 130.
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host system that the mobile device 100 communicates with.

[0039] Another program that is executed by the mobile device 100 is a
contact lookup module 138 that operates in combination with the message
application 136 for aiding with entry and validation of one or more contact
25 addresses in a message before the message is transmitted by the mobile
device 100. Aiding with contact address entry includes providing the user with
the ability to lookup a contact address. Validation includes checking the
accuracy of a contact address that has been entered by the user while
composing the message. Validation can further include correcting an

30 inaccurate contact address.
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addf @RS user. For a given contact in the address book, the information can
include the name, phone number, work address and e-mail address of the
contact (i.e. contact address), among other information. The address book
142 provides an example of a local data store of contact addresses that can
be used by the user of the mobile device 100 when composing an e-mail
message as well as the contact lookup module 138 during contact address

entry or validation.

[0043] The PIM 144 has functionality for organizing and managing data
items of interest to a subscriber, such as, but not limited to, e-mail, calendar
events, voice mails, appointments, and task items. A PIM application has the
ability to send and receive data items via the wireless network 200. PIM data

items may be seamlessly integrated, synchronized, and updated via the
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20 used to load an encryption key onto the mobile device 100 through a direct

and thus reliable and ftrusted connection to provide secure device

communication.

[0046] The data port 114 can be any suitable port that enables data
communication between the mobile device 100 and another computing
25 device. The data port can be a serial or a parallel port. In some instances, the
data port 114 can be a USB port that includes data lines for data transfer and
a supply line that can provide a charging current to charge the battery 130 of

the mobile device 100.

[0047] The short-range communications subsystem 122 provides for
30 communication between the mobile device 100 and different systems or
devices, without the use of the wireless network 200. For example, the
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and a supply line that can provide a charging current

to charge the battery 130 of the nobile device 100.

[0047] The short-range communil@ati ons subsystem 122
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20 device 100 is substantially similar, except that the received signals are output

to the speaker 118, and signals for transmission are generated by the
microphone 120. Alternative voice or audio I/O subsystems, such as a voice
message recording subsystem, can also be implemented on the mobile
device 100. Although voice or audio signal output is accomplished primarily
25 through the speaker 118, the display 110 can also be used to provide
additional information such as the identity of a calling party, duration of a

voice call, or other voice call related information.

[0050] Referring now to FIG. 2, a block diagram of the communication
subsystem component 104 of FIG. 1 is shown. The communication -
30 subsystem 104 comprises a receiver 150 and a transmitter 152, as well as

associated components such as one or more embedded or internal antenna
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and transmitter 152 can be adaptively controlled through automatic gain
control algorithms implemented in the DSP 160.

[0052] The wireless link between the mobile device 100 and the
wireless network 200 can contain one or more different channels, typically
25 different RF channels, and associated protocols used between the mobile
device 100 and the wireless network 200. An RF channel is a limited resource
that must be conserved, typically due to limits in overall bandwidth and limited
battery power of the mobile device 100. Accordingly, when the mobile device
100 is fully operational, the transmitter 152 is typically keyed or turned on only
30 when it is transmitting to the wireless network 200 and is otherwise turned off

to conserve resources. Similarly, the receiver 150 is periodically turned off to
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private network (Ilnterne 224
208, SGSN 216 and GGSN 21 to the public or private network (Internet) 224
(also referred to herein generally as a shared network infrastructure)
represents the data path for GPRS capable mobile devices. In a GSM
network extended with GPRS capabilities, the BSC 204 also contains a
Packet Control Unit (PCU) 208 that connects to the SGSN 216 to control
segmentation, radio channel allocation and to satisfy packet switched
requirements. To track mobile device location and availability for both circuit
switched and packet switched management, the HLR 212 is shared between

the MSC 210 and the SGSN 216. Access to the VLR 214 is controlled by the

30 MSC 210.
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to satisfy packet switched requirenents. To track

nobi | e device |location and availability for both
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transmtted to the nobil e device 100 in accor
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15 nocholdaltaition sshiearecand dpersie at dlfbremtu fréquienniesfthag i rasdes.
t han ot her nodes. [0056] For all nobile devices 100

r e[oBeEr ed Wrbh all bk fdevicest Y00 kegistarad veth a specific network,
configuration data such as a user profi

t heeraiguent sonfigdration defa syrk @S HESS H@oﬂleo@a% e ALR 212.
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VLR\e data of the mobile devices currently in its area of responsibility in the VLR

214. Further, the VLR 214 also contains information on mobile devices that
are visiting other networks. The information in the VLR 214 includes part of
the permanent mobile device data transmitted from the HLR 212 to the VLR
25 214 for faster access. By moving additional information from a remote HLR
node to the VLR 214, the amount of traffic between these nodes can be
reduced so that voice and data services can be provided with faster response

times and at the same time require less use of computing resources.

[0057] The SGSN 216 and GGSN 218 are elements added for GPRS
30 support; namely packet switched data support, within GSM. The SGSN 216
and MSC 210 have similar responsibilities within the wireless network 200 by
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ariogmabeed rafi an IRGUBNEIABRY canteither seesssditiest temet compatible
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20 Pr ¥k &nisat #R'the GRIRNIESS hefork TATD, ARbdfal as empr mserne glegice 100
security mechanismfor the wirel ess networ

i naustbe assigngd teopne @r dagiecAPNsoand the moblle dewces 100 cannot
exchange data without first performing a GPRS Attach to an APN that it has

been authorized to use. The APN may be considered to be similar to an

Internet domain name such as “myconnection.wireless.com”.

25 [0058] Once the GPRS Attach is complete, a tunnel is created and all
traffic is exchanged within standard IP packets using any protocol that can be
supported in IP packets. This includes tunneling methods such as IP over IP
as in the case with some IPSecurity (IPsec) connections used with Virtual
Private Networks (VPN). These tunnels are also referred to as Packet Data

30 Protocol (PDP) contexts and there are a limited number of these available in
the wireless network 200. To maximize use of the PDP Contexts, the wireless

network 200 will run an idle timer for each PDP Context to determine if there
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hcestuseysmfemeZmoMel Hevigei Q0 Ibeltngsa Tyrigallyata pigmiityeof mobile

IR G st BRI anSyeney Mg st 815 §pdfiroBoh one or

SYrﬁBPéThoééé ZGZW@Wnrérés%@fe!t@aﬂ( 20! enent ations. In
the exanple shown in FIG 4, the host system 250 is

ﬁﬁpggfd as Phd-ANogf %}’s&é}hg%@a&drﬁﬁnéé’s VWgi Gunabers&sf network

nobi | e device bel ongs. Typically, a
15 plcorapongntsf commedted devieaes other dymmetwort ecarinestiens|260. For

th the host t 250 th
e, RO B AR S 0 TR e 204
25@r ‘%I‘?ﬁﬁ’f ﬁgsméblwHB@lbeOfomééM%k3|ﬁ@E@@Wﬂéimmﬁéeﬁbn The

to eac net wor kK connecti ons 260. For
i noradiec264 &omthermsbltﬁe@a\u@@ 100rmsuthe courigd ip the gamputer 262a by

258 QBB L 3 LD B BB (3B BB SO SR SR Otner wer
20 g%@?gtgggggsmdzﬂ cirvalss bbQftuetsd de o netwastkt2B0; bad each may
or may not be equped with an accompanying cradle 264 that is suitable for a
mobile device. The cradle 264 facilitates the loading of information (e.g. PIM
data, private symmetric encryption keys to facilitate secure communications
between the mobile device 100 and the host system 250, etc.) from the user

25 computer 262a to the mobile device 100, and may be particularly useful for
bulk information updates often performed in initializing the mobile device 100

for use. The information‘downloaded to the mobile device 100 may include

certificates used in the exchange of messages.

[0061] It will be understood by persons skilled in the art that the user
30 computers 262a-262n will typically also be connected to other peripheral

devices, such as printers, etc. which are not explicitly shown in FIG. 4.
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not be equi pped with an acconpanyi ng cradl e 264 that
is suitable for a nobile device. The cradle 264
facilitates the |oading of iphgrmation (e.g. PIMdata,
private symmetric encryption keys to facilitate secure
conmuni cati ons between the nobile device 100 and the

hegirthaYipbrsn ciftf a Stisset &f Astwohie coagronemts of ¢he mga system 250
the nobil e device 100, and may be particuyl ar

f @re whown in &eatd dor egeat %fsemqsgwrpe@%rlhw‘ %ﬁ Gderstood by
i
:@p&#% é%.ﬁ@%ﬁp@ogagt gﬁ?todﬁt%kig&t]%gtérﬂ 256 Sl Ugﬁ‘nprlse additional

ents tthai cab enotisegblicitly t steovex cinafd@. of fnestbmgmemplary
[0061_] It will be underst (?@ {l)erso skilled in
aioPnfigueation Mese aersHRbE dhs Mo8bs ey yRprasen & smaller

a:p%?tt Be aCTH?QSFB wﬂ” Jieého%{ @mﬁ’fé‘br i &, M*&aﬁslnclude

ers re not X|ICIt shovvnln FI G
4 dlﬂFerehh e:orrmoe\,enmwlmdéors bbseﬂramgedw an waferent niopalegies #ian that
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shoue. q:é lFélsﬁﬁd ‘Hnafté’ FDe‘(\k)één 'fﬁ%e@?g‘oﬁé YRl 1 @' aAl 'c‘éﬂwpdﬂérn@s of the

genéra ystem 2 may represent a smal
p&fdst @fystenh 250¢ea member lof (\mmlemwmmmﬂcathm support components
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e W reless communication nmessages and
msb@edam serwdr 224 aa lvontant setves 276l @lobak/a%'ei@d}sma store
onenttEl .ﬁﬁﬁt he host system 250, a nunber of
&r'itini cati on support conponents 270 may be

P | T LSO B el g 10
%&%nﬁ&?@@%ﬁhéﬁbg@?&@% FQO 'THF&J data 20 ¥Ekhe wireless

contact server obal address |ist data
StthOZW&O(hladdtbesrhar‘ed n{emmls]lnirashrmtgregﬂ&ﬂpsgﬁy as a service

? @%ﬂigg r@%%rge,ﬂrgg qlﬁlllg VI Fr]%(gl o Co%ﬂ{iﬁ@%&?ﬁ%@r‘z% may be

provided through one or more routers (not shown), and computing devices of
the host system 250 may operate from behind a firewall or proxy server 266.
The proxy server 266 provides a secure node and a wireless internet gateway
for the host system 250. The proxy server 266 intelligently routes data to the

correct destination server within the host system 250.

[0064] In some implementations, the host system 250 can include a
wireless VPN router (not shown) to facilitate data exchange between the host
system 250 and the mobile device 100. The wireless VPN router allows a
VPN connection to be established directly through a specific wireless network
to the mobile device 100. The wireless VPN router can be used with the
Internet Protocol (IP) Version 6 (IPV6) and IP-based wireless networks. This
protocol can provide enough IP addresses so that each mobile device has a
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provi ded through one or nore routers (not shown), and
computi ng devices of the host system 250 may operate
frombehind a firewall or progg-server 266. The proxy
server 266 provides a secure node and a w rel ess

i nternet gateway for the host system 250. The proxy

s eledérat@b GPi addiekss gemdKing itopossibitata pusht idforomatiomcto a mobile

| Reylspeat Aty Ghen R s et YRGS acyitSiens YERY foHier S that it can
| e B e h%ifQﬁSN\é%%ﬂdP\'éhErar{d“%%§ Rerwquire a sepazrsaae wireless

facilitate data exchange between the host system ]
anghtéway mand | eeplarate ewireless Tirdragtiustuwes APNANuecennection can

CIRrEGaRPK e MBI e e el BB R B 1yger Datagram
devisestol QUDPNE ebhRb&toh YEINdERrfg ¢ae rAessisRd Wirkbtly to the
the Internet Protocol (IP) Version 6 (IPV6) and

| Prpbitsedevice 4004r this@liemadive implemeiatied! can provi de
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inforpation to a nobil e device a n i e,
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require a separate wreless gateway and separate .
wimessage inaf rhaverheanusent by a/pendenties thercogaputer 262b within the

f bl T 1SS P
ol 550kt 250 b S A e s Bl A58lmf SR to e
delirMess Metivbek PBBsages différent wirdless retwolk, |er flewmi e different
100 in this alternative inplenmentation. [0065

Meearapting :dlteéﬂﬁ?@eér faiher dgviep eapalie %@fen@nae%ne@éaa% via the
AT By b e 22 025 BRERN P Bpflcaily servi

NUsRRTdeP (ASPY bE Riterrfet seivise provider 41 SR)s Sargexamgle have
been sent by a sender fromthe conputer 262b within

t h[ao%eﬁt Sysrmnﬁeﬁé},agbrsm& 268 hasieally setidsetheeprimary interface
(not shown) connected to the wirel ess network 200 or a .
di for ethenexehangecof mesergas, partichi@myacdnal gpeggages, within the

conput i n I,C f ' ] nai ,
o8 laof Bl ind sHifest iRk PARRRPIRE A0 BSE user in the
posgjabl2atibh tRaORas hedR et et foosersk amil cecpive ressagesdB)typically
or I'nternet service provider (ISP), for exanple.
associated with a user account managed by the messade server 268. Some
exemplary implementations of the message server 268 include a Microsoft
Exchange™ server, a Lotus Domino™ server, a Novell Groupwise™ server, or
another suitable mail server installed in a corporate environment. In some
implementations, the host system 250 may include multiple message servers
268. The message server 268 may also be adapted to provide additional
functions beyond message management, including the management of data

associated with calendars and task lists, for example.

[0067] When messages are received by the message server 268, they
are typically stored in a data store associated with the message server 268. In

some embodiments, the data store may be a separate hardware unit (not
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[ 0066] The nessage server 268 typically acts as the
primary interface for the exchange of nessages,
paodsiocedsar | y e-mai |l nmessages, within the orgaRCTaARe13/001801
and over the shared network infrastructure 224. Each

user in the organization that has been set up to send

and receive nessages is typicaliy associated with a

user account nanaged by the nmessage server 268. Sone
exenpl ary inplenmentations of the nmessage server 268
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stored locally on the computer 262a. The data store )
asEQO@Bht ed wNhen pperaéisgdge mebierdeyie ¢80, tieppger may wish to

é\?%e%e??rigﬁ%‘éﬁgigﬁgbggtf& %iie'h\?&?htbﬁggzrgf)ﬁ% 88vitB®100. An e-

asﬁmlcﬂ!bﬂﬂ aWpﬁéthdﬂﬁopﬁ’r&ﬂﬂ@QJrﬁﬂfe/ﬁTobaéajevwe $00rmayaldlso request
of the messages for the user of the n%)bl lﬁ devi ce 100

anmecsﬁage%agﬁ@maf@d wm uger ﬁ@@%@%fs reRthgMeseRas) Seryer 268.
ipg%brlg f tcﬁgr\{f h8y b otn‘?i |fﬁ%r 'B?'ﬂr?]é %(lﬁerl: of b¥ an V\e/(z)dr?|(r)1|strator,
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devi ce 100. [0068] Vhen a |ng nobi | e

0B 0 ke i APt Eb i LR O e Jssiycd Soris pre-defined

re{lﬁeem%gproﬂﬁbbﬂ he Gc%uPrléﬁcHD@F LSmEeNeChefiHid efdnt. In some
implementations, the mobile device 100 is assigned its own e-mail address
and messages addressed specifically to the mobile device 100 are
automatically redirected to the mobile device 100 as they are received by the

message server 268.

[0069] The message management server 272 can be used to
specifically provide support for the management of messages, such as e-mail
messages, that are to be handled by mobile devices. Generally, while
messages are still stored on the message server 268, the message
management server 272 can be used to control when, if, and how messages
are sent to the mobile device 100. The message management server 272 also



client application operating on the nobile device 100

may al so request nessages associated with the user's
weacewas3sf r om t he nmessage server 268. The e- maPCTa&AR@I31001801

may be configured (either by the user or by an

adm ni strator, possibly in accordance with an

organi zation's information tecimology (I T) policy) to

make this request at the direction of the user, at

sonme pre-defined tine interval, or upon the occurrence

of fasilitateprthe dedndiiagd &veassages scomepdsepl eneheainobils ,device 100,
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devi ce 100 via the shared network i nfrastructure 224
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20t heessalié management server 272. These may mclude whether the mobile
device 100 may receive encrypted and/or signed messages, minimum
encryption key sizes, whether outgoing messages must be encrypted and/or
signed, and whether copies of all secure messages sent from the mobile

device 100 are to be sent to a pre-defined copy address, for example.

25 [0072] The message management server 272 may also be adapted to
provide other control functions, such as only pushing certain message
information or pre-defined portions (e.g. “blocks”) of a message stored on the
message server 268 to the mobile device 100. For example, in one instance,
when a message is initially retrieved by the mobile device 100 from the

30 message server 268, the message management server 272 may push only
the first part of a message to the mobile device 100, with the part being of a
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209f clients, etc., as well as contacts that are commonly accessed. For a given
contact, the contact server 276 can generally provide the name, phone
number, work address and e-mail address of the contact, among other
information. The contact server 276 and the GAL data store 278 are an
example of a remote data store that the contact lookup module 138 can
25 access during entry or validation of a contact address on the mobile device
100.

[0075] In some embodiments, the GAL data store 278 can also include
a separate list of contacts for each user that uses a mobile device associated
with the host system 250. In this fashion, the GAL data store 278 can provide
30 a backup of contact lists or the local address books that are stored on the

plurality of mobile devices associated with the host system 250. In some
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service to the mobile device can be referred to as contact data. Contact data
can include a confirmation or approval that a potentially incorrect contact
address has a match in a remote contact address data store. Contact data
can also include a disapproval that a potentially incorrect contact address
does not have a match in a remote contact address data store. Contact data
can also include a list of contact addresses found in a remote contact address

data store that are similar to a potentially incorrect contact address.

[0077] When the user of the mobile device 100 composes a message,
the user may enter a contact address by using the local address book 142
that is stored on the mobile device 100. For instance, the contact lookup
module 138 can provide the user with an option to look up a contact address
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option, the contact lookup module 138 can contact the contact server 276,
which then provides the user with the ability to search for a contact address in

the GAL data store 278. In some implementations, the contact server 276 can

25 provide the user with a list that the user can scroll through to locate and select
the desired contact address. In some implementations, the user can enter a

few characters via a dialog window. The contact lookup module 138 can then
provide these characters to the contact server 276, which then uses the
characters to search for matching contact addresses or contact names. The

30 contact server 276 can then provide the matching contact entries to the

contact lookup module 138, which then displays the entries to the user. The
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20 C%rwaﬁaldoyre%ﬁb@fenhaw prodireet costdetesddrabses. the
desired contact has not been found in the renote

ad@osa§ In some embodiments, the contact lookup module 138 can

attempt to verify each manually entered contact address in any of the “TO”,

“CC” or “BCC” address fields of the message by finding matching contact

addresses in the local address book 142. If all of the manually entered contact

25 addresses match with a corresponding entry in the address book 142, then
the e-mail message can be sent by the message application 136.

[0082] However, if the contact lookup module 138 cannot find matching
contact addresses in the address book 142 for at least one of the manually
entered contact addresses, then there is at least one potentially incorrect
30 contact address in the one of the address fields of the message. In the

example shown in FIG. 5, the string "XXXX" is an example of a potentially
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The user is then provided with several options. In this exemplary embodiment,
there can be an accept option button 304 in which the user chooses to
continue to send the message thereby accepting that the potentially incorrect
contact address is actually correct. There can be a decline option button 306
25 in which the user recognizes that the potentially incorrect contact address is
actually incorrect and decides not to proceed with sending the message.
There can also be a remote lookup option button 308 in which the user is not
sure about the accuracy of the potentially incorrect contact address and
wishes to check the accuracy of the potentially incorrect contact address with

30 the contact server 276.
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the appropriate address field in the message.

[0086] The contact lookup module 138 then checks to determine if
25 there are other potentially incorrect contact addresses in the message. If there

are no other potentially incorrect contact addresses, an additional message

confirmation screen can be displayed, as is commonly known to those skilled

in the art, to ask the user if the message should be sent. If the user chooses

to send the e-mail, then the e-mail message can be sent with no further
30 changes.
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address fields. After modifying the potentially incorrect contact address, in
some embodiments, the modified contact address is assumed to be correct

and the remaining contact addresses can then be checked. In some cases,

the modified contact address may be checked to ensure that the proper

25 address syntax is used. In some cases, the validation process may be
repeated on the potentially incorrect contact addresses that have been
corrected or modified. Once all of the potentially incorrect contact addresses
have been modified, and possibly checked and validated, a message
confirmation screen can appear asking the user to confirm sending the

30 message.



store 278 may have been inproperly entered. The

contact | ookup nodul e 138 can acconplish this by
wdebwroesasing i f the contact addresses have thePpTaP2005/001801

syntax for an acceptable e-mail address, in the case

of e-mail nessages. For other enbodi nents in which

ot her types of nessages are tgpoke sent, the contact

| ookup nodul e 138 can check to determ ne whet her the

syntax that corresponds to the particular type of

mfessale has Ihesomesadbbdimertis, thentraessagedvabdatijroggsdow may
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then go through the potentially incorrect contact addresses one by one by
selecting one of the different options (i.e. accept, decline, edit, and remote

lookup).

[0092] Referring now to FIG. 6, shown therein is a flow chart diagram
25 illustrating an exemplary embodiment of a contact entry method 400 for
entering and validating contact addresses in a message. The method 400
begins when the user composes an e-mail message and needs to enter a
desired contact address in one of the address fields of the message but is not
sure of the exact contact address or does not want to manually enter the
30 entire contact address. At step 402, the user uses the local lookup option to

search a local contact address data store to enter the desired contact



proper address syntax has been used. In sone

i npl ement ati ons, the contact | ookup nodul e 138 can
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the GAL data store 278 for a match for the corrected

contact address. In sone inplenentations, the contact

| ookup nodul e 138 can query what.her the user w shes to

check the corrected contact address with the GAL data

store 278 since this can result in perceptible delay
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ocal contact address data st h h
20 sdpung b(yht,h@dgﬁal Iq;gklgbﬁgtlegslzlsggr%ﬁéngfer}\engca# gt% aCconnectlon can

be made with a remote contact server that provides access to the remote
contact address data store and can display a list of contact addresses. In
some cases, this can be done via an Internet or other network interface. The
contact lookup module 138 can create a contact lookup request that is then
25 sent across the wireless network 200 to the contact server 276, or another
suitable server, which interfaces with a remote contact address data store. In
some implementations, if the user enters a few characters of either the
desired contact address or the name of the contact, the remote contact server
can produce a list of matching contact addresses from the remote contact
30 address data store and send the list to the mobile device 100. The contact

lookup module 138 can then display the list to the user.
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typed in thus far by the user. [0093] If the user does

not find the desired contact address using the |ocal

| ookup option, or does not chgpse to use the | ocal

| ookup option, the method 400 noves to step 404 at

whi ch point the user can use the renote | ookup option
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cAPCTHANRUE BOLSERst of mat ching contact addresses from

the renote contact address data store and send the,. )
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138 [ ¥

DG R o PR SEVAARL 9 phaa00 moves to step 416
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there is a matching contact address, the method 400 moves to step 408.

[0096] If there is no matching contact address, then the contact
address can be a potentially incorrect contact address. The contact lookup
module 138 then provides several validation options to the user at step 422.
The user can reject the potentially incorrect contact address in which case the
method 400 moves to step 414 and the message is not sent. Alternatively, the
user can choose to edit the potentially incorrect contact address and the
method moves to step 412. In this case, the user recognizes that the
potentially incorrect contact address is actually incorrect, knows the correct

contact address and corrects the contact address. Alternatively, the user can



choose to edit the selected contact address. |If the
user chooses to edit the selected contact address, the
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the contact address or enters an alternate contact

address and the nethod 400 then noves to step 408. If

the user chooses not to edit -t3Be sel ect ed cont act

address, the method 400 noves to step 414 and the

nmessage is not sent. [0095] If the user chooses not to
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the nmessage, and if so the nethod 400 then noves to
provides several benefits. For instance, one can assume that the remote
contact address store is always up to date. Further, usage of the remote
contact address store frees up memory on the mobile device 100. In addition,
the memory components of the mobile device 100 may not be large enough
to contain the entire contact list of larger companies. Further, the use of the
remote contact address data store minimizes local data entry. Not only does
one get the entire contact entry after typing in just the name of the contact (or
even just a part of the name or part of the contact address of the contact), but
typing errors which can be expected in the course of entering that same

information are eliminated. Further, the remote contact address lookup can be



step 408. O herwise, if there are no valid contact

addresses in the address fields of the nessage, then
woheoermeédsod 400 noves to step 414 and t he messBgE/dA2005/001801

not sent. [0097] The above-descri bed enbodi nents are

provi ded for exenplary purposes. Accordingly, there

can be simlar enbodi nents tha4 do not include all of

the features disclosed herein or that have slightly

nodi fied features. For instance, rather than there
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nenDry conponents of the nobile deV|ce 100 may not be
10| arge enough to contain the entire contact |ist of
| arger conpanies. Further, the use of the renote
contact address data store minimzes |ocal data entry.
Not only does one get the entire contact entry after
typing in just the name of the contact (or even just a
part of the name or part of the contact address of the
contact), but typing errors which can be expected in
the course of entering that sanme information are
elimnated. Further, the renote contact address | ookup
can beperfornmed wrelessly which neans that the user
does not need to be in the office to retrieve contact
informati on or contact data. [0099] It should be
under stood that various nodifications can be nmade to
t he enbodi nents described and illustrated herein,
wi t hout departing fromthe enbodi nents, the general
scope of which is defined in the appended clains. It
shoul d al so be understood that while the enbodi nents
wer e



descri bed for a nobile device, the enbodi nents are
generally applicable to any communi cati on or conputing
wdevictecIshat al |l ows a user to conpose a nmessagecritaRos/001801
requires contact addresses for delivery.Cains: 1. A
nmet hod of contact address entry for nessages conposed
by a user on a nobile communicggion device, wherein
the nethod conprises: a) allowng the user to enter at
| east one contact address in an address field in the
mGlagfe; b) checking for at |east one potentially
i ncorrect contact address by identifying at |east one
manuallré entere cont act address tfhat does not have

mat-chi rPoﬂtq‘c&?zﬂ ressheaty fof P§§§9%99”@P§?%%y a user
angh a‘?ﬁo i b&ﬂHd?\%ag gﬁ dilvides @\ﬁ{erﬂﬂ‘ih@%@tﬂbd %dnﬁlpnses

|ncorrec cont act ress. e nmet hod of claim1, _
wherei n stepa)c) allwingdlse aseota e@erlaéleﬂmneocorﬂecikadﬁress in

r enot Contfeié t%dress data store for a matching entry
51‘0’1‘”?1 dress el iy NS {RESAInt i al |y i ncorrect cont act

address. 3. gye ”@ﬁé&%gﬂﬁoﬂ'a@' iBBstl ofE Botemraﬁyemaoﬁéapcontact
(c) includes aI | owm ng the user to manual ly correct

he
atadohrass yh édendifying iadl legst ma@rmeeualb/oﬁnbafeda@tmtegtsaddlress that

st dr bt Hon o meRa briiig = HES uatiaddFe dfyfles and

Sim i ar contget aglidesiagstneoandedst driee podsrtiallyoincamect contact
address data store conpared to the at | east one

10poaddieBad | y i ncorrect contact address, and step (c)
i ncl udes providing the user with a Ilst of simlar

dg%]t act raddh ERRa St g@%ﬁﬂgﬂ Wh%ﬁ’épgsgé?t(@nﬁ%md%%talﬁgﬂ@?ﬁe user to

astore conp ared to the & e pot ent
i r@mdkeatrenmﬁé%dntamtdaMSs datd etoreefoncal noatching estry for the at

, wherejn i nc s checking the at
Ie|§§§t%'i*\%PQFﬁrﬁﬁaHWr&9ﬁréEF°%téH£% €$®r proper syntax. 6
. The nmethod of any one of clains 1 to 5, wherein step
% ' ”CEHQ%emtéPEﬂanﬁs% bEDUgh&Gom 3 &Y' Mck@ek Gllowing the

ow the user to browse a renote contact address
1sst wsar toananually cdreechthe shisasbore polentially ngeriest contact address.
The method of claim6 , wherein step (a) includes
al Alt.OW' n?htehrﬁelﬁ groftc?alms 1 or 2, wherein at least one of: step (b) includes
providing the user with a list of similar contact addresses found in the local
contact address data store compared to the at least one potentially incorrect
contact address, and step (c) includes providing the user with a list of similar
20 contact addresses found in the remote contact address data store compared

to the at least one potentially incorrect contact address.

5. The method of claims 1, 2 or 3, wherein step (b) includes checking the

at least one entered contact address for proper syntax.

6. The method of any one of claims 1 to 5, wherein step (a) includes
25 contacting a remote contact service to allow the user to browse a remote
contact address store to enter the at least one contact address.

7. The method of claim 6, wherein step (a) includes allowing the user to

enter a few characters of one of a desired contact address and a name



enter a few characters of one of a desired contact

address and a naneassociated with the desired contact
wadaregsessand providing the user with a |ist of POBCARINFP01801

contact addresses found in the renote contact address

data store. 8. The nethod of any one of clains 1 and 3

to 7, wherein step (c) includegg providing a validation

nmeans for allowi ng the user to either accept the at

| east one potentially incorrect contact address as a :

CAsseciateditache M'rredmom raddtestshan@prc\édmg theauser with a list

potentlally i ncorrec cont ddress or renotel

| skigtehing rosEct rgseendannl i 1B remmols cpuiast aggess data

paligtially incorrect contact address. 9 . A conputer

program product for allow ng a user of a nobile device

to enter contact addresses when conposing a nessage on

t I8 nmobThe ndethbdeof Bhy coemoft dains dgreadh grtmt?ctwherem step (c)

cqQnpri,sing a co eadabl e y

5 orBGPaRP G380 FBaR < IRElER AFE ol SPAa08 ST toygither accept
'mtﬁbl & st Ghel potentiBliye R rtaty c’bn@é&’tté@dre@ddéséfasc@méctycontact
net hod as specified in any one of clains 1 to 8. 10.

nmﬂdresaonmme¢tcﬁta &b lgash @eecmtsntlalimgﬁccaye% ¢RNtAct address or

roce r contr [ L td f 4t I

D RRIBBA e T RS REEe P ol BT fottialy
cqna@ﬁé@tcbdr@aéttg@dr@ggt pr ocessor t he contuni cati on
subsystem bei ng adapted for wi reI essly sending and

receiving data; c) a nessage, application that . .
101 rer f abEOMAYIEr DrRETEBY ARSI GHOWHR Fovsh a1ce Sighie device to

an&gﬁo%‘aht’a%t fé‘aa &% whaH c{g%ﬁo%ﬁ?c¥%69§‘ég”ébndtﬁbambbﬂéndewce

cont ac erV| ce; contact address
dathe sbatpaiteraptbgrain qarodmtacompnsmyparrodmpelteroreadable medium
allowing a user to epter at | east one contact ag?ﬁzﬁﬁe mobile

i ne@ﬁoﬁbj'ﬂ‘geﬁ@gf?"@l P95 Meanss X tablF BY & PIAFSSS
po? ?@ fﬁp%bléﬁ‘\te'nﬂﬂ & B8Rtact aldriss! @Rp} ntBod as specified in any

ncorre contact address by identifying
15atorh®a§t:|aame1rtar&4al ly entered contact address thatdoes
not have a rratchi ng entry in the local contact address

da% 8 Sty ebbl?e communication device comprising:

a) a main processor for controlling the operation of the
mobile communication device;

b) a communication subsystem connected to the main

20 processor, the communication subsystem being adapted for wirelessly
sending and receiving data;

c) a message application that interfaces with the
communication subsystem to send and receive messages, and to receive
contact data from a remote contact service,

25 d) a local contact address data store; and,

e) a contact lookup module for allowing a user to enter at
least one contact address in an address field in a message composed using
the message application, check for at least one potentially incorrect contact
address by identifying at least one manually entered contact address that



val idate the at |east one potentially incorrect

contact address. 11. The npbil e communi cati on device
woRowloas3sy 10, wherein the contact | ookup nodul ecaldaaoes/ 001801

the user to check a renote contact address data store

for a matching entry for the at | east one potentially

i ncorrect contact address. 12.37The nobile

comuni cation device of clainms 10 or 11, wherein the

contact | ookup nodule allows the user to manually

c atgeschott Heveah mamhtngomtrypm et loghl goﬁtacbadchetssaima abdre; and,

addr ...13..  Th C ni cation vi ce of any
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checki ng and validation, the contact | ookup nodule is

adgpt edried ngiKig @Srrfnli‘lﬁlébﬁtﬁfn Wetidedof cRimo1o, SWﬁbﬁ'@h the contact
contact addresses found in a contact address data

stlooku omoiaiesallows tthe user teeasecloagepwte contact pddress data store
orrect. contact. address. 14. The nohile
5 ¢ SRARLD G o bRt RSt i POferiALY iorget goniget address.
wherein the contact | ookup nodul e checks the entered

COTH. actTrad gtsiRe Sofumleation deyiekeasf cldimsThe dir’Oblﬂ &vherein the
communi cati on device of any one of clains 10 to

wHENERG lpplur sredide allowRupendRRn © rr@naaﬂbtcebrepbthe at least one
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address data store; and,
14. The mobile communication device of any one of claims 10 to 13,

15 wherein the contact lookup module checks the entered contact addresses for

proper syntax.

15. The mobile communication device of any one of claims 10 to 14,
wherein the contact lookup module is adapted to contact a remote contact
service to allow the user to browse a remote contact address store to enter

20 the at least one contact address.

16. A system comprising:
a) a mobile device including:
i) a main processor for controlling the operation of
the mobile device;
25 i) a communication subsystem connected to the
main processor, the communication subsystem being

adapted for wirelessly sending and receiving data;



v) a contact |ookup nodule for allowing a user to
enter at | east one contact address in an address field
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at | east one potentially incorrect contact address by
identifying at | east one manually entered contact

address that does not have a_-mggching entry in the

| ocal contact address data store; and, validate the at
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C) a wireless network for providing communication between

the mobile device and the remote contact service.

17.  The system of claim 16, wherein the contact lookup module allows the
user to check a remote contact address data store for a matching entry for the

at least one potentially incorrect contact address.

18. The system of claims 16 or 17, wherein the contact lookup module
allows the user to manually correct the at least one potentially incorrect

contact address.

19.  The system of any one of claims 16 to 18, wherein during at least one
of checking and validation, the contact lookup module is adapted to provide
the user with a list of similar contact addresses found in a contact address
data store compared to the at least one potentially incorrect contact address.

20. The system of any one of claims 16 to 19, wherein the contact lookup

module checks the entered at least one contact address for proper syntax.
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21. The system of any one of claims 16 to 20, wherein the remote contact
service is provided by a contact server associated with one of a corporate

enterprise and a website.



