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G phering And Deciphering Method And Apparatus BACKGROUND OF THE | NVENTEB QB0
1 Field of the Invention The present invention relates to the field of

cont ent Wi Rgsdon. More specifically, the present invention addresses the
provi si on of prot ection to digital video content to faci | RGHVEORRBNr
secure transm ssion froma video source device to a video sink device. .2.
Background | nf ; entertal nrrent education, art, and so
forth (hereina 2 TAE 13 e ri rdANEhberigphrieaged in
digital formoffer hi gher audl yality than their anal og
counterparts. However, content mfﬁﬁggcdeﬂ‘gi%p%a "Lsral ly those in the

entertai nment i ndustry, are still reluctant in totally enbracing the
digital form, The primary reason being digital contents are particularly
vul nerablmmmwm anal og form where sone anount of
qual ity degradation generally occurs with each copying, a pirated copy of
digital content is virtually as good as the "gold master”. As a result,
much effort hayg Meas 16pemMoPy the industry in devel opi ng and adopti ng
techniques to provide protection to the distribution and rendering of

di gital contenthe pleseot inantipn relates tmihenfisddiof oontent prdtectohemapen a vi deo

source devic @ysgﬁh as a jpersonal %nputer and a video sink device (such
as a noniPPGFY'“F € PIRSFYJNYHiGT addressprtie pravision of peoteetianstondigittleen
given to V, S ween source and
31 Ve o R R OARAEONel e D LEARSIEAV A, BELUSED L BefRUTS

t echnol ogiwsgeo ainkedevigpe of digital interface between video source and
sink devices is energing. The availability of this type of new digital
interface presents yet another new challenge to protecting digital video
content. ;Wi | %ac ﬁ.!fm,mt}ere Is a large body of cipher technol ogy
known, thée op stics such as the volune of the data, its 1

9 FEB 200 V\D W gkAdki, ERIEHERIRERZ8dcation, art, and so forth (hereinafter

collectively referred to as “content”) packaged in digital form offer higher audio

and video quality than their analog counterparts. However, content producers,
especially those in the entertainment industry, are still reluctant in totally
embracing the digital form. The primary reason being digital contents are
particularly vulnerable to pirating. As unlike the analog form, where some
amount of quality degradation generally occurs with each copying, a pirated copy
of digital content is virtually as good as the “gold master”. As a result, much
effort have been spent by the industry in developing and adopting techniques to
provide protection to the distribution and rendering of digital content.

Historically, the communication interface between a video source device
(such as a personal computer) and a video sink device (such as a monitor) is an
analog interface. Thus, very little focus has been given to providing protection for
the transmission between the source and sink devices. With advances in
integrated circuit and other related technologies, a new type of digital interface
between video source and sink devices is emerging. The availability of this type
of new digital interface presents yet another new challenge to protecting digital
video content. While in general, there is a large body of cipher technology

known, the operating characteristics such as the volume of the data, its




stream ng nature, the bit rate and so forth, as well as the Iocatiogeﬂ
intelligence, typically in the source device and not the sink device] £B 2004
present wowihtlise set of challenges, requiring a new and novel solution.
SUMMARY OF THE | NVENTI ON A vi deo source device provides aKdéi¥904a3de to a

symetri,c _ci Bheri&g/ﬁeci_pheri ng process to a video sink device, to which
the vi deGABRIRLIR e ItTaty anaﬁ@vfpﬁté. as welles tbetvegiton ghataliiglemesour ce
devi ce iGj r [ r. .transmssion to the video sink
dovi oo, TFRaM T HeRrEE Uiy o} Pl ok BREREr Presynt Arstige panet ; onal

t r ansf athaliehgeas, abquirthdoadiesy ¥ad wevellNguiiddeo source device further
verifies periodically that the transmtted video content is indeed being
symmetrical ly deci phered by the video sink device. BRI EF DESCRI PTI ON OF

DRAW NGS ;; LNy i ill be described by way of exenplary
enbodi %%M ,AQQ%EDIIH i , illustrated in the acconpanyi ng draw ngs
in which |ike references denote simlar elenents, and in which: Figure 1
illustrates an overview of the present invention in accordance wth one
embodi nent ; Avigepesdired Besiceairesidassy Fams VhkietbRNefhRgGECi phering process
based t hod for providing video content froma source device to a sink
devi ce CRNPNIQRGRREING RFO0ESsde acridedismmevide, dunddctBtha3bidebladsireat e t he
symet piLG: -G i ci.pherin racess,of Fig. 2, in accordance with one
enbodi BERic? 'E%Et@ég% 185 ehithet 1583 ek st deisanmiohats temdor g. 1in
f ur t heeoniel #dtrarign r iddd 5 ' neRLA | Llustrates

t he conbi ned bl ock/ s??@ﬁ?ﬁ%ﬁé&%?lng%vﬁwlﬁﬁ ﬁgﬁeg‘gg a ﬁalﬁ{sﬁ

accor dawber wey threnghdubotit mad itansForguatiantfithe batisataase t TRehli@sk Key section
of Fig, 5 in, further deta in accordance with one enbodinent; 1 9 FEB

|, in
7004 WPOERIERYCE V6193 gerioticglly that the trassmittaskvidre dointerit idat a sect i on
of Fi g; I : i L: rdance with one enbodi ment; and
Fi gur grsndggijgbcélﬁl E@{n;%tﬁ%&?*geg@%ﬁ@%ﬂ% %'@8? SBY V%6 9. 5 in further
detail,

BRIEF DESCRIPTION OF DRAWINGS

The present invention will be described by way of exemplary
embodiments, but not limitations, illustrated in the accompanying drawings in
which like references denote similar elements, and in which:

Figure 1 illustrates an overview of the present invention in accordance
with one embodiment;

Figure 2 illustrates a symmetric ciphering/deciphering process based
method for providing video content from a source device to a sink device, in
accordance with one embodiment;

Figures 3a-3b illustrate the symmetric ciphering/deciphering process of
Fig. 2, in accordance with one embodiment;

Figure 4 illustrates video source and sink devices of Fig. 1 in further
detail, in accordance with one embodiment;

Figure § illustrates the combined block/stream cipher of Fig. 4 in further
detail, in accordance with one embodiment;

Figure 6 iliustrates the block key section of Fig. § in further detail. in

accordance with one embediment;
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in accordance with one enbodi nent. DETAI LED DESCRI PTI ON OF THE INVEI\WJ&I I@
the foll owi ng description, various aspects of the present invention B B
descri bego oameksvari ous details will be set forth in order to provide a

. thorough understanding of the present invention. However PCE{USRRFI834e
apparent to those s,hi |led in the art that the present invention nmay be
practi ced wiTt'§US5RAIN LR tha blockdala sestien of hw. Friederther detait ion, and t he

presentadcgyﬁﬁc}quﬁme?egg&@ﬁérﬁegn%m thout the specific details. In other

i nst ances, _ ures"dre omtted or sinplified in order not to
obscure the RigasenBai8ty HOE{rate th¥asticts daRCEA I ANS !bip?uﬁﬁgrccﬁ%gd as

mul tiple discrete steps perforned in turn in a manter that is t hel pful
i n undd? ScEREARGEWIEh presamodimeaht i on.  However, the order of description
shoul d not be construed as to inply that these operations are necessarily
performed in the order they are presented, or even order dependent.

Last | y DEERREHESERPADN B RAE ENficige embodinment” does not
necessarily refer to € s . although it may. Referring now to
Figure 1, wherein a block diagramillustrating an overview of the present

invention, in acFor dance wi th one enbodi ment is shown. As illustrated,
vi deo sour cén i/ [llewing deserirtiale y2Epuk asRedts of titupersent owgntidntvall beach

ot her el Vi | i nk. 10 Vi d aur ce devi ce, 102 provi des vi deo
contemt.a g?gﬂ‘%‘%ﬁé‘dﬁ%ﬁ&&é\’%%&f hb?ﬁ?gﬁ)ﬂjﬁ 'Bioég?ratlo RICYES # tiwovgb. 1n
accor dangerstading chen@pRsRA invereBhi Mowle SPwiPHE SRdRYE 119% and vi deo
sink device 104 are equipped to be able to jointly Bractlce a symmetric
ci pher skilied &t thehadt ithvef themseserst inventior mavibe, praciicsd withteay seme deaipr ovi ded

in a e_r.obust ci phered igital ,formfromvideo source device 102 to
Vi deong%%‘?(daé’\lfl/iﬁ%eepi%fng mvsﬂgﬂﬂvmahe PIESRNY wenieimay Pe pigsteedi fficult to

pi r at ey u hdg 1SS Ql/ 17252
bCT: Ut 30 0S e a0 L ORRT TR e A, el Kol ieaiivies e ms

i ncor paimgliidd in order natds obisbed ther grebeht invdetiow, vi deo source device 102
and vi deo s'g(nk device 104 are both intended to represent a broad range of
such devi ce¥aKPdnAPErAtions Wil be desesibpr @s meitiplendiscrede stapsdperfomsed imcl ude

but n Wyy! f.al izes (frogm pal msize device to

deskt gttgn]a'gmdﬁ%i%&ﬁ%g&gh%tsh@g{u?ﬁpugti?{ggan g uth gresen mvention,
However, the order of description should not be construed as to imply that these
operations are necessarily performed in the order they are presented, or even
order dependent. Lastly, repeated usage of the phrase “in one embodiment” does

not necessarily refer to the same embodiment, although it may.

Referring now to Figure 1, wherein a block diagram illustrating an
overview of the present invention, in accordance with one embodiment is shown,
As illustrated, video source device 102 and video sink device 104 are coupled to
each other by digital video link 106. Video source device 102 provides video
content to video sink device 104 through digital video link 106. In accordance
with the present invention, video source device 102 and video sink device 104
are equipped to be able to jointly practice a symmetric ciphering/deciphering
process. As a result, video content may be provided in a more robust ciphered
digital form from video source device 102 to video sink device 104 through video

link 106, making it more difficult to pirate video content during transmission.




DVD pl ayers, whereas exanples of video sink devices include but not tggtﬁ‘?ﬂL
to CRT nonitors, flat panel displays or television sets. Digital vi

i nk 106W@en/iBks2 | npl enented in any one of a nunber of neclr@ﬁb%l @ﬂd
electrical fornms, as long as they are consistent with the operaﬁlng

may be 1 hat S DT teeSidsrdnE e St an il dirncGaii dodsont rol

i nf or nedesanibed rhereitipaRued, Bab¥RBNrAE 88AcS BRCE P i W 102 and
104 (hereinafter, sinply source and sink rcsllevi ces 9@?8?&%9%%6%(:@%% 2

i |1 ust rafeotintengediteviepfesentasyoadrange of pindr Jagbde &KnpherinnBe apr ocess

based od, for, providin I deo content froma source device to a sink
devi ceE%%ﬂglgéo?faE%SWW% %‘?Yéceesrfﬁ‘(i& t Nop liphies teransapwiens of sbur ce and

si nk deyj i ; hav, h epn_proyided with an
array of é{;&;ﬁ(/o;rﬁé aﬁg%ﬂ%%ﬁg@gg%ﬁgﬁ%ﬂ%%ﬁﬁi é’ﬁ?‘%’f?'ﬁqﬁ' B?/tglép EFETPcat i on
aut hor iDYD plagers| Whstead exampRSroNIIESs SPR d¥vidESIBELJEMIGRIdRY e 102 first

provi dgéRg basis value to the symmetric ciphering/deciphering process to
si nk déviédnanierepilaidranel gigplayoer televisiph gets. aDegitad mided e 06 hiwy hasi s
val ue i ) n e generated jn any one of a nunber
of tecHﬁllpgeurégﬂ%gjg}]\/\%m&{%éﬁgwmﬁ%ﬂoﬁﬁ{?%@ﬁﬁ],a"@f)‘?]FE IC3eiATEw, 853078 so
provi dess thiey drdeahiikidit witkind Sbsi i e 02 iy LESPONSE,
si nk devi ce§104 r epll i es V\III th i(l?%é—:algg%??%"géﬁ%gﬁg'e( g#)%gé &g@?.ar@p%oﬁ
exchandeiy). end awrdanisiolwhichanay deln terdwaresbninroleyt pastoddF iand 104

I ndependen erate. their ectg’)ve copi es of an authentication key

|
(Km lﬁ’é?wtae%\ﬁg%ﬂ‘a%?”é%' wﬂfé%ip%m 9 65FNangRd PaMEEN videpRosEceAabddi nent

sour ce sifleydhifes 982 36l | Lng private keys of its
pr ovi dé?clj array indexed ‘Eéyﬁ%{éﬁ‘\sﬁ‘ﬂ%f?@%k@é%@i‘%%k 882'&?& es its copy of
Km by sespratigelypri vate keys of its provided array indexed by Ak. At this

time, if both source and 4 1 9 F E S 20Ul WO 01/ 17252 PCTf USOOr 22834 si nk
devi ces 102 and 104 are authorized devices, they both possess and share a

ik devi cot a9 2TRELER 8R cEBN s VGt e g it
pri vat process HasedhfefiRid fof ibealiling Adsd ebhient b aisduicdlabich 15 andrg nunber,
and Kmis 56-bit long. For nore information on tﬁe

device, in accordance with one embodiment. In this embodiment, source and

sink devices 102 and 104 are assumed to have each been provided with an

array of private keys and a complementary identifier by a certification authority.

As illustrated, upon power on or reset, source device 102 first provides a basis

value to the symmetric ciphering/deciphering process to sink device 104 (block

202). For the illustrated embodiment, the basis value is a random number (An).

An may be generated in any one of a number of techniques known in the art.

Additionally, source device 102 aiso provides its identifier (Ak) to sink device 104

(block 202). In response, sink device 104 replies with its identifier (Bk) {block

203). Upon exchanging the above information, source and sink devices 102 and

104 independently generate their respective copies of an authentication key (Km)

using Ak and Bk (block 204 and 205). For the illustrated embodiment, source

device 102 generates its copy of Km by summing private keys of its provided

array indexed by Bk, while sink device 104 generates its copy of Km by summing

private keys of its provided array indexed by Ak. At this time, if both source and




above described authentication process, see co-pending U S. Patent 1 1
Application, serial nunber 09/275,722, filed on March 24, 1999, entiQFEaBj .
Met hod awe p1ApRaratus for the Generation of Cryptographic Keys, having
conmon inventorship as well as assignee with the present P&Hﬁl’ﬁ“&’é’%ﬁi‘én.
Havi ng authenticated sink device 104, source device 102 ciphers video

cont ent SNk vicesi fhered 10draretsstiorizad devdoed. ttheg bbtrepyiges mantkesie 4 0 si nk

devi ce C&Tg%ons?géej[{rrgﬁag@\ébﬁgwﬁqzh% ghers t he video content enploying a

symmetric clp fibcess, and using the random nunber (An)

as well as tieond Eﬂmﬁ%ﬂﬂ'éégﬂ%?%ﬁﬁpfed?ﬁﬁgﬂﬁfﬁ%@%g?%%ﬁ% @nn?ﬁ F&bl ock

206). Upon receipt of the video content 1Tn Cip EVice 104

deci pheprovides! witiplaer day 640 56dsind trtite XeEPk BYitE coRFTCEARR a%ﬁt’t‘i@f‘ﬁg.r iAG-|
Ci pheri.n%{]&e L phering processing, and using the provided An as well as its
i ndepenrld '&"H@H@PE‘(W@%PW Rnie ORIt long2 07 r. mbre edoonatancen thé h t he

present_i nyventd . nt,earal part of cipheri vi deo content, source
v co 53 iy Re Bl GR TprBSH issh accpEr@ngd) vaFiatent Appigaion,

pr edet eeriahadniven 097217 02 knid@®h Mb?&?ﬂ.sﬁ)i@%nﬁﬂea ﬂ&%ﬁ&&'an%ar t of
symmetrical ly deci phering video content sin evi ce al'so derives a set

of verABRafatusdier Ve Generatien pf ot eyraphidKery) tavinggtsmidcnsm ts t hese
derived_ v rifi.catioqr]leval ues to source device 102 (bl ock 209). Upon

recei ving: 8&‘-}1.‘{%?5_"{ dR3VVPNPE LA B8 RIBPeRIAPAYGEeR device 102 conpares
verifioat! on ek PLARARHed kel R 16, SOLLCEBRYfe A it idRd ¢ he

verification reférence value to determ ne

ci pher edntérddntoc nipheted forhebafrd fraRSiting 86 PRRbLEHNIOM tBiS’i‘lﬁ< deyicee 104
(bl ock 2103@.0 For the illustrated enbodi nent, both source and sink devices
u

102 andOfoPougendevice H0Rcipbersithe sidesnconteat empyinmlasgnirhetiat i on val ues
T4 1 o BiErbo P hd e ossr B DanBIhera itk ad PrcRRarinG .
ol or onte ARG var T catron ool e on keyaRMIERER ZRY Ui Cteladrorr, "
devi cetheuidgeanndest is miphered dvine esidld device H 04whedip igratthe gipralree Vido
it alcé:»% etnit %%pa}g%ns\égé %ag% er%r%%rtrr‘zacs ci})ﬂglrir?g?f]:jtégirphering processing, and
using the provided An as well as its independently generated copy of Km (block
207).
In accordance with the present invention, as an integral part of ciphering
video content, source device 102 derives a set of verification reference values in
a predetermined manner (block 208). Likewise, as an integral part of
symmetrically deciphering video content sink device 104 alsa derives a set of
verification values in a predetermined manner, and transmits these derived
verification values to source device 102 (block 209). Upon receiving each of
these verification values, source device 102 compares the received verification
value to the corresponding one of the verification reference value to determine
and confirm that indeed the ciphered video content is being properly deciphered
by sink device 104 (block 210).
For the illustrated embodiment, both source and sink devices 102 and 104
generate the verification reference and verification values continuously, but the

verification values are provided from sink device 104 to source device 102

penodically at predatarmined intervals.



Figures 3a-3b illustrate the symretric ciphering/deci phering process épr
further detail, in accordance with one enbodinment. In this enbodi men1t, £ el
vi deo copbQphsdss assuned to be a multi-frame video content with each frame
havi ng nul'ti pT e lines of video content. In between two |i ESI/6$008283¢danme is
an interval to allow a sink device to horizontally "retrace" itself,

comonl y knoWPngsemiiagiment, tbavatificatiorasdeienteraral vatfidatibhzani=] afl anki ng
i nt erval to allow a

Ilé{@t)" [Likt w se, .in, hetween two franmes is an interval

si nk deviceEtd" Vel ﬁcﬁ?ﬁf’“‘?%‘?‘f'%ﬁﬁ‘* RrP¥iges sogpsmBnYige iifdniths t he verti cal

retracea rib e | ' VB1) .. Source device 102
8t 8fivlaRiesVa! !ﬁﬂl%ﬁ%@t@(‘%&@ Eg?%@r ﬁ%gﬁ#. u vi

first generates a session § -agtrz?r. session (bl ock
302). For the illustrated enbodi nent, Ks is generated by block ciphering
the above nentioned random nunber An using the authentication key Km as
the bl ock ciffAEFe%Sp-Hndlushple thegsymametioe kighefihg/digipkisirong mbcass in

t ransmgssi sion. is.application d ndent. Typically, it corresponds to
a nat Jl?[glll]gpe%%?ﬁ'c@#%cr??%?%)%g% i%‘@oe'é‘ﬁﬁs%‘%f} - éfd%gt%b?‘?'m%ﬁi%’@i on of a

si ngl e vigdy GontEAYisCAInhéd ieba o intEFhAY ABeS BEREM witt eb e rLFansm ssion of

an episode of a sitcomnay constitute a transm ssion sesSion Instead. Upon
gener athian g meltipds ines ok e ekssordentr de todwieen tWOlinge e rafr8edl g Ni ti al

ver si on ,of <’il seﬁond r.anéém nunber . (M) (bl ock 304). For the illustrated
embodi HERIVA LR FahKdevigtor hergonflive ralrace dtseie cammenty dnobintas equence

IR o _. e e dleey émobinasequen
hanor " Ry A Sl SRR Sy e bR (0B G REH: 1 andom

nunber batwears tidGasidLanarcinideal kealow anphly H8GicE4o Vepidahy “RAkHGe device 102
derives MO fromthe pseudo random bit sequence, as the bit sequence is

gener atteefl, qammoniyoinewn @svhe velaz! irirreaiinterval or wertichldylatking iftervdlne next
frame g\g,Qhock 306). For the illustrated enbodinent, Ki is generated by
bl ock ciphering an inmediately.preceding version of the second random

purner N - LSuS aguieop s EEndie NCHELMESZ NG E RS o ),
frame, s¢ssiom (Qipck B8R koy theliliustratedezrabedinisntbKedk gehehred by Bibek above
ciphering the above mentioned random number An using the authentication key
Km as the block cipher key and applying C1 clocks. The duration of a
transmission session is application dependent. Typically, it corresponds to a
natural demarcation of the video content, e.g. the transmission of a single movie
may constitute a transmission session, or the transmission of an episode of a
sitcom may constitute a transmission session instead.
Upon generating the session key Ks, source device 102 generates an
initial version of a second random number (MO) (block 304). For the illustrated
embodiment, source device 102 first generates a pseudo random bit sequence
(at p-bit per clock) using a stream cipher with the above described random
number An and the session key Ks (in two roles, as another input random
number and as the stream cipher key), applying C2 clocks. Source device 102
derives M0 from the pseudo random bit sequence, as the bit sequence is
generated.
Next, source device 102 generates a frame key (Ki) for the next frame
(block 306). For the illustrated embodiment, Ki is generated by block ciphering

an immediately preceding version of the second random number Mi-1 using the



described initial version of the second random nunber M, using Ks, and
applying C3 clocks. Additionally, this operation is subsequently rept8té&a 2004
at each wygihy&al blanking interval for the then next frane, frame-2,
frame-3, and so forth. Upon generating the frame key Ki, SSdré®vgessiice 102
generates the current version of the second random nunber (M) (bl ock

302). F&Ssiaekey Keast thatiack pisher wet and epplytngi6diabeckb0 2THatristfogeer at es a

d b - bit | ock i t i ph i t h
Phe. pr dretiamelremss T R,k 155 GenaRian B kit ORheana e hove r ame. key. K
(in t Waids@riosd idGaPRALRRY of tb@%ohawgﬁ%amﬁggfp@eggﬁgf\%;qtﬁqeam ci pher

key), applying C4 clocks. Source device he pseudo

r andomapptyisg dikloeks agddditenilly, thieqpentioniis sgpsei Ry repRaROsNe at i ng the
current verﬁi n of the second random number M, sourcCe device 102 again
gener at'&&lGR Sgaéﬁi!fﬂ)g raRBE Y the Jegu ssxkirame, frapia-2pameed.card sb doth.pher t he

frame (bl oc . i rated_enbod; nent ource. device 102
generates t%gﬁgéﬁag%@ﬁgg%fﬁrﬁéi(ggu@h%%urﬁgio’ﬁ,&cg gﬁ 8%?@*%@16 with an

i mredi au;adey:tpemimdbﬂg}e@écsarfma@fdohhﬁuﬁ%saWi)r(ﬁmrﬁdﬂjﬁfiﬁgfrt -1 and frane
key Ki (in tw roles, as another input random nunber "and the stream ci pher

key), ?W@T%GE%)%W?CRL optresdedine ﬁﬁZJestdgmmramS a @segohﬁa@@ormbéuoer i o(rjm

an exc lye- X operation on e video stream and the pseudo random
bi t se&ééh%@?%@’@%&%&&&ﬂg@F*@@G‘L@HE@ WEh 4o preriees pewien ably at a
rate b &b e [ | R, g l,: lock.. Therefore, C5
S equglué {S%&d{rﬁiﬁar&d}n@é@ﬂﬁerbi ?léggrtﬂ%ifxel %??%‘In%y@%segﬁtﬁﬂé €t pi xel s

per | i mputagngehinasbehand asrbestrein tipher bey), Bppijing Earclédie. i Souskr at ed
enbodi nent , ‘ﬁ)@féé eam Ci gher t hat successively transforms M and Ki in the
ge

cour se®BY'c Ve MhEopsthearseudri@ndem bit sequenes assthenpt oyed.
Addi ti I ness of the ciphered video content is further
A

st rengt ncreasing the unpredictability of the pseudo random bit
sequence t hUpoglgeneragsg tive copehf v&rdlonast thE skkBAd SERASAtnEhBseg; of Ki at

the horizontal blanking intervals of the franme (block 310). 7 19 FEB 7flfl1
WO OVWERUTESdevicy USR@uRIegandates Ripssidn rdedomditl Sejudntel (ak e-bibperer , it
first QSEE)rf%t&ghéar t?l%stsrziar%g (EFO%}( 308). Forthe illustrated embodiment, source

device 102 generates the pseudo random bit sequence using a stream cipher

with an immediately preceding version of the second random number Mi-1 and

frame key Ki (in two roles, as another input random number and the stream

cipher key), applying C5 clock cycles. The video content is ciphered by perform

an exclusive-OR (XOR) operation on the video stream and the pseudo random

bit sequence. The pseudo random bit sequence is generated preferably at a rate

sufficient to cipher a pixe! of RGB signal per clock. Therefore, C5 is equal to the

number of bits per pixel muitiply by the number of pixels per line, as well as the

number of lines per frame.

For the illustrated embodiment, a stream cipher that successively

transforms Mi and Ki in the course of generating the pseudo random bit

sequence is employed. Additionally, the robustness of the ciphered video

content is further strengthened by increasing the unpredictability of the pseudo

random bit sequence through successive modification of then current states of Ki

at the horizontal blanking intervals of the frame (block 310).



(Ks) for the transm ssion session (block 312). Upon generating the session
key Ks, sink device 104 generates an initial version of the second T 8h@B Nk
nunber «M),40) ock 314). Next, sink device 104 generates the frame key

(Ki) and second random nunber (M) for the next frane (bPEERSEIBE34 This
operation is |likew se subsequently repeated at each vertical bl anking
interval foiOvdrdnsirendaexe Mrairelike manhbe iNRanenBrated helesgRMaLL | on of

each fr K i and M, sink device 104 generates a correspondi ng pseudo
r andon{’g?fffoé%gﬁ%”}*w%éﬁﬁw@ﬂ (Pleeki¥Zore Upobl gsoteratig) therbessiopheyed vi deo

cont enfeei S; | farm an_.exc) usi ve- X operation on the
vi deo ;s<tslr glg%ed;én%?}gg orreg%gngllﬁa%ﬁggﬁé@xPéﬁ‘&gﬁcﬁﬁﬁ fé‘@ggém@mbsr'nk devi ce

104 al ga0p(iboly 314).S NeRBHBItK BBGE: 1083 rSEe_SRbY nd Ki in
the course of generating the pseﬁdo at:’?E‘andom bi t ?ﬁ%g%ggﬁh S@f%%"r’r@r e, Ki

i s sucEREHAAUNLRICMI) &af the neixéfraore thiotkal 16)bl Bk bpgrativnee Vinkwisef t he frame
bl ock 0). Ki, the pseudo random bit sequence, and M are symetricall
éener asts@%séa%ue@iy I rﬁgpageég@tr?%gavqe%pa GF"&'@ngét\?P@é farghe thangst é’éﬁlﬁdi nent , &s
and ea ' i =~Bhh e+ : e 48 c¢lacks in

| engt hmé’?cwégﬁ@ét’ :ég%ggggﬁét&gn t %fﬁﬁaﬁggr}%@g%mbisﬁ)ﬁé ‘5% ﬁ%ﬁ(?g IS

gener agenerateLa-dor tespendirigpseudacndym bs sé4ubhde i dé@pBehiheGRampd C4 are
56 clo(%lis in length. Each 64-bit M is formed by concatenating the "l ower"
16- bi t AeTe3IBLi pre cirbiered vidso eantantis dm@heagdﬁvmmmsn Accor di ngl y,

vi deo A : Ly . mtted jn ciphered. formwth

i ncr eagé%&%g%hcg?ﬁégj? ro‘%gtggﬁ%@ﬁ&é@#%@%@@“t@%#@l@% p@é‘%ﬂﬂﬂf t hr ough
link 1fGeudd fardeduoad dueAtE NSifk 8EvicEO4" Bsd ehddide & at@sny Lke, Source and
sink devices of Fig. | in further detail, in accordance with one

enbodi thahsucaessiviniransiates Moand Ki imthestaikse dégenesating2handel@s i ncl ude

interf 1 d_108h di d.at th tiy d of Iink 106. Each
of i nt'8 ALY T60H MG, TUBRETSOGIN R Aase e BB eacH thrthereppiar 110 of

t he prtﬂgﬁﬁhﬁijﬁﬁé@@élg%tﬁgﬂaﬂg}a& 590pTiRC Hgggs%jb% ra“idiﬁﬁf’ﬁ%%hﬁfgf’cgr ot ection

met hod of the present inven n as descri above. y,' for ease
of exparahbti Bom syinmetritalhegé08mtéd aslenolics ieesbribed fereoigce Beeireproni ded with
a separate random nunper generator 114. Except for 19FEB2001s WO 01/1722
PCT/ USOOr 228%04'¢ embodiment, Ks and each Ki are both 84-bit in length. C1 and C3

are both 48 clocks in length. Each pixel is 24-bit, and the pseudo random bit

sequence is generated at 24-bit per clock. Each Mi is 684-bit in length, C3 and C4

are 56 clocks in length. Each 64-bit Mi is formed by concatenating the “lower”

16-bit stream cipher output of each of the last four clocks.

Accordingly, video content may be advantageously transmitted in ciphered
form with increased robustness from source device 102 to sink device 104

through link 106 with reduced pirating risk.

Figure 4 illustrates video source and sink devices of Fig. 1 in further
detail, in accordance with one embodiment. As shown, video source and sink
devices 102 and 104 include interfaces 108a and 108b disposed at the
respective end of link 106. Each of interfaces 108a and 108b is advantageously
provided with cipher 110 of the present invention and XOR 112 to practice the
video content protection method of the present invention as described above.

Additionaily, for ease of explanation, interface 108z is also shown as having

been provided with a separate random number generator 114. Except for




interfaces 108a and 108b, as stated earlier, video source and sink devices
102 and 104 are otherwi se intended to represent a broad category off § REg el
devi ces ki 40 the art. Random nunber generator 114 is used to generate
the earlier described random nunber An. Random nunber gerf&iTAUSH022834 may be
i npl emented in hardware or software, in any one of a nunber of techniques
known i ifterfRcesr 1083 and #108ér natsatenbtioenidep asrtdase swi bbedel Aghhe art

wil | ap%)r[fgb%‘te fromthe. degcri tion to follow, cipher 110 may al so used
to genefa Rre\RIDEYIEE IHENd Yy ssRERENtGT brpaskeripacry vithasmdevidesr
gener at i fowtiPi @10 is a novel conbined bl ock/stream ci pher capabl e of
operating in either a block node of operation or a stream node of

operation. TRapdestm@ebet heneialeo! THRI @RI B rRFE{ORBI O 0 lig Present
i nvention, cipher 110 is used in block node to generate the ABOVE

descr i H8AdeELBUmBER &Y. K3angemf numbekggnerakir 11dmday besitmpdenmenesteit 0 gener at e
the ps m.pit sequences for th various franmes (and indirectly M,
as theajfbgra\éfag%g?\%ﬁwﬂ%dﬁ% 9%8@%1@ eﬁiO?terngggwn imthgoartcdndevi ce
102, XQ@Reldztel SmBS8HN Ci Vi : L i t.with the pseudo
random bit sequences %@ﬁé?gpgddseb%/‘g%apﬁgﬁé%T{)Wg%%érap%ggm Yt?Ba. Over in

si nk delgsception fo KlRW, tiphier Uiethalyalsteosed 8 gendraes AR Witheat tont ent

conbining it with the pseudo random bit sequences generated by cipher 110
on i nt &FRIC¥MERERT aiep@rategandpiseyabesgematwinbi ned bl ock/ stream ci pher of

Fig. 4 in fuyt [ ' i.th nbodi t. As,

i : Igust rla?ed,té%lcq)%{)? %gc?ig gb’i"é’%ﬁ%‘?‘ﬁ@‘%:%d@5%’ﬁ%ﬁ\fmeich%lﬁ%ﬁ?d%g‘%EEERﬂ@wgsect i on

502, dat aitsecs ilicioMbdeficpriatideyr 5%%]3%595’0f%§)@rﬂ?c910.i 78 ac lon 508,
n

coupled to one another. Block key section 502 and data section 504 are
enpl oy & videsotantenkepisiteatiommethasofiel presenttitnesrtione aiphep de 00 LgRer at i on,

'n-the TP RER AL BRRGHUF 40 SROVEPSRIBET resokRy Koded BRBAKRE secti on
S0 e L2 oS SobhopneRnBRN kel RRIER SIS BAEL R FEST LESC,
provi dedrigis frates @@nai indireatty, M ushthay drbeefivad o eBre2P@atiVIOLR1117252

sequences).

In source device 102, XOR 112 is used to cipher video content, combining

it with the pseudo random bit sequences generated by cipher 110 on interface

108a. Over in sink device 104, XOR 112 is used to decipher ciphered video

content, combining it with the pseudo random bit sequences generated by cipher

110 on interface 108b.

Figure 5 illustrates the combined block/stream cipher of Fig. 4 in further
detail, in accordance with one embodiment. As illustrated, combined
block/stream cipher 110 includes block key section §02, data section 504, stream
key section 506, and mapping section 508, coupled to one another. Block key
section 502 and data section 504 are employed in both the block mode as well
as the stream mode of operation, whereas stream key section 506 and mapping
section 508 are employed oniy in the stream mode of operation.

Briefly, in block mode, block key section 502 is provided with a block
cipher key, such as the earlier described authentication key Km or the session

key Ks; whereas data section 504 is provided with the plain text, such as the



PCT/ USQor 2834 earlier described random nunber An or the derived rand‘ogn.erL
nunmber M-1. "Rekeying enable"signal is set to a "disabled" state, FLo it
oper ati wgby14e<seoupl ing bl ock key section 502 from stream key section 506
During each clock cycle, the block cipher key as well as FHE&/$9031834t ext
are transL.orrred.. TBe bl ock ci gher key 1is independently transforned,

wher eaE A HF T RELITBRIBM RWEDET AnrPttBRdarived dapdeierambar Mid .

hunber - SERey Bl N B8RO TRI10R HRSER Sl BEEL S shhbing e o
ci pher ddogiekey séetiort HB2 @M bREaFEIRSS £é’&%n}’§ﬂi§?0D‘EﬂH%%%Eh%l%l?ﬁ%%,”@gzt ihgd’

when bl ock key section 502 is provided with Km an ata sec
provi déXeH EiRhet key Ad wali ghtheedlaintexd aretidnsiormadd Tisedloak digtrersegsi on key

Ks. Wiep. bl ock = key secfion 502 is provided with _Ks and data section 504 is
pr ovi dé%lqdqpﬁnpﬁgﬁ%rgniforae&hé&@aeﬂﬂ@nﬁ rgtan sitheyp@inid ias the frame
key Ki ' ' ' | y .sectjon 2 and data
(o), oseBepeeaLabate VRS RL ARG o B HoRRL LD, 308 e

i nt er reddedied keaybér ofwtiock caclessther edvisyplainntext RItagssfbrsal ipps not
shown). The  stored internediate "keys" are then applied to the ciphered
text i ﬁ‘p]@&%ﬁj dad- rddhe eaflie dascriged idasecamenpprotéatigronetied ciirer ed t ext

back i t l.ai.n: f.ext. not her . approac o deci.phering the

ci pher gﬁke@ %%t'%hlg%dzdgspgppgtg i g\%‘ BPaéf?ta EE&}f%g?‘f‘&Pm@%ﬁaﬂt&at a
secti othdBh, bipherdean i weadelt 488 Uskhad the ResiiancRs. %E%%ﬁkﬁ‘c@r‘bod' ment
each, referencing Figs. 6-7. In stream node, stream key section 506 is

provi dEey &PEHCm 582 ie providetheith Keand siath sastidrh804 & piceidetbadthithedisessi on

key Ks,or. fra y. Ki. Block key  section 502 and data section 504 are

pr ovi dédC\R}j?HerchHﬁ'gdﬁrﬁﬁ%é'répdé{%ﬂ aass&etf@”%ﬁyi*@r descri bed session/frane

keys Ks/Ki } - Wi bl e" si gnal
%%éé?tﬁwé’rﬁbé‘é%éréﬂ%b%?@%[o%k 4, %cé.aﬁ%'g% A9 o502

is set to an "enabl e stat e, atively codpli oC ey section 502
to strsecticke§04 et ised FOBke Rerinediasaldsyribed apoedat gemersed thent erval s, such
as the ?arl icfr q,gscr,i bed horizontal blanking intervals, streamkey section
506 i sNESRFEBIEGEREP atighare plased @awmyt ¢ slorage pcainasineashowmdiThe t he

th L hen i n bl gck dat tion 502.
Dur oS Sre miffe el iKebE; AR RILARGLo3hE sitharfy Sl 8 P e SR80t 1
r andoniesiltifigeinghe deichshdritgtbfak dishers8ab¥acRAR AR SHfiRaSsisii @) 504 are

transforned. The random nunber provided to bl ock key “section % S
i ndepeﬁa@ﬁﬁr@ppmach to deciphering the ciphered text will be described after block

key section 502 and data section 504 have been further described in accordance

with one embodiment each, referencing Figs. 6-7.

In stream mode, stream key section 506 is provided with a stream cipher
key, such as the earlier described session key Ks or frame key Ki. Block key
section 502 and data section 504 are provided with random numbers, such as
the earlier described sessionfframe keys Ks/Ki and the derived random numbers
Mi-1. "Rekeying enable” signal is set to an “enabled” state, operatively coupling
block key section 502 to stream key section 506. Periodically, at predetermined
intervals, such as the earlier described horizontal blanking intervals, stream key
section 506 is used to generate one or more data bits to dynamically modify the
then current state of the random number stored in block data section 502.
During each clock cycle, in between the predetermined intervals, both random
numbers stored in block key section 502 and data section 504 are transformed.

The random number provided to block key section 502 is independently

10




1 9 FEB 2004 WD 01117252 PCTI US002204 transforned, whereas transfornﬁéi EE
of the random nunber provided to data section 504 is dependent on t FES 2004
t ransf orwatoioresbei ng performed in bl ock key section 502. %ﬁﬁg 9/?6%!:00‘( 506
retrieves a subset each, of the newy transfornmed states o 2 random

nunber ener at one bit of the pseudo random bit
sequen?g?@ﬁr&éjg&ﬂgﬁéare ggﬁisgoﬂﬂ%b ogﬁhecrlagng RYEPEE Preyidrdiridateandom bi t
sequenagctibn &0deisidep@ndeRgbh the HRRES A ' enbodi ment ,
by virtue of the erﬁ?ﬁgyrrent of the "rr eaﬁlegiﬂrfééﬁ%hggf@ngg?%hgﬁcﬁ Jr eam key
sect i orfBUEN MR¢. Hdapping kipek &0Bngtreres a sissengatheobiheciewipde, as its

outputg are effectively, discarded by the "rekeying enable” signal (set in
a "di sifﬁﬂ? "‘%%‘g?‘@}‘?s ?f’bﬂﬁ@’%m QR NHERess 13 dvsrsKBMslogdratatef Fig. 5
in furt i ' | ] o] bodi.nment . As il luystrated,

bl ock Igg%rbslggf ﬁglnp%éod%jq nci u egﬂ%%g\gqeép%r gﬂggg@-%eﬁﬁl,re%UBg‘rqet"L??F&’r?ﬁboxes

604, amgclespaarseudarahdomabit eaquende 608 desirad lﬂér@ﬁﬁ ii@gﬁeraﬁg@.i sters

602a- 602c are collectively initialized to a block cipher ey, e.g.

aut hent i cat iF&h tRRIugHaged sahadimerbypyrédrtug pf the emumloydent ofdbest er s

602a- 60 CLil initialized t random nunber, e.g. session key
Ks or %%gg@%k%%% é‘Eﬁ%L%FfS&Hh!‘e%BBQ‘m g?gﬂ??yn%‘%@‘t BPR2AAG 9vieRear

t r ansf QuUARYitRE bibtk moB86a8hdi fa: ' 02a-602c. More
speci ficall'y, _s,ubstrint?utign l?:)%%&s@gaorg%ggﬁ)gd{i%g%%%ggz?goge%%@gster 602a,
nodi f y enablea siinahésetgn o @izdded ssths)i t ut ed content into register 602c.

Simlarly, linear transformation unit 606 receives the content of

regi sters 602b and 602c, linearly transforns them and then

correspondi pghYreSé Al RSratdetHd | =T o) t_i,nfo registers 602a
and 602b. Sggést'}tutlronaboxtes @ggﬁgﬁﬁ%ﬁgﬁ%gf Fféni'inor}tﬁjﬁﬁ?f gﬁ%‘ﬂnlr‘[ 606 may be

i npl enentedance avitteohetynmfdimens Ae ilstatshiteckénssldn 502Wtiudes
crypt ogr aphi c rinci ples. One specific inplementation is given in nore
det ai | "HE$ERF 8PLO0L8e subslitptiopbPERS §04Fpnd linearransforr@ation usttG86es t he

o ock. (PbRREIENLEL oz bl Ul ISfe dEL il litey FESRISgCE M I cne
706 8l So Ao o e e e oy A BB e

602a-602c are collectively initialized to a random number, e.g. session key Ks or
frame key Ki. Each round, substitution boxes 604 and linear transformation unit
606 modify the content of registers 602a-602c. More specifically, substitution
boxes 604 receive the content of register 602a, modify it, and then store the
substituted content into register 602c. Similarly, linear transformation unit 606
receives the content of registers 602b and 602c, linearly transforms them, and
then correspondingly stores the linearly transformed content into registers 602a
and 602b.

Substitution boxes 604 and linear transformation unit 606 may be
implemented in a variety of ways in accordance with well known cryptographic
principlas. One specific implementation is given in more detail below after the
description of Fig. 7.

Figure 7 illustrates the block data section of Fig. 5 in further detail, in
accordance with one embodiment. For the illustrated embodiment, data section
304 is similarly constituted as block key section 502, except linear transformation

unit 706 also takes into consideration the content of register 602b, when

11




11 19FEB11l 14 WD 01117252 PCT/ USO0r 22 834 transform ng the contents of

regi sters 702b-702c. In block node, registers 702a- 702c are col |l ecty €Ly 1004
initialiwethwish the target plain text, e.g. earlier described random
nunber An or derived random nunber M-1. In stream node, rEgi/8$4823834

702a- 702¢ are collectively initialized with a random nunber. Each round,

subst i t UENYR BB SRS ofi iRgistets ZAR- 60 Aat inhloshinoddGenistedsy? (2w

cont ent j : .as scribed earlier for block key section

502 exc-ég%c £ (F)fg?lﬁée&rv%ily?' ﬁ%@%géi"‘ﬁ‘o’ﬁ%ﬁa&j‘-‘d@ .'“Z@ﬁti- f:9- SAkETdaRTBRIboxes 604

and | i neadotm aostber Pei boBevd r&RBARYnR NP W?t?éfrq th?é‘, P %Iisitgllsy of ways
es. In oNe

in accordance with well known cryptographic princip
i mpl enef?48/ 8Rc Ree colectiusly initrlizedi witia eaboainmentbeeaBich agirs er  602a,

602D, ; 02 702c.is 28-bit w.de. (Whenever registers 602a- 602c
or 702%‘5‘&%@?‘?@& ?%la{z‘%ﬁmetaf Pi”ifé?ﬂ“\ﬁ“?ﬂ uRitElf pedifi tie coatetdef nunber

| ess t he&istdrsbid .- ; ' IS Lnitialized to the | ower
order bi t@I pgsi tzi%oggh\%iétsh t hctggﬁpg%ée}ggjo@ag}r&gﬁ{eyﬁzegh???H XERt %‘?rltf'gd. ]

Addi t i glitietenceeacted aebooé. substituti on boxes 604 or 704 are constituted

with seven 4 in8ut b%.4_out put substitution boxes. Each I|inear
t r ansf or mat i 9 QYL YHEtien bones FP4dnsdiness trapsfqsmmationl Lunetst 05/ maynte ni ng

out put §mbi ' | ffusiQn tworks (each . produci ng seven out puts). More
speci fi R i Y, ﬁt!t?%gﬁoag{é%é%{' S VG SNsEPE WCSHW'HEW Ne¥AMFYRIogRaPNIEnear
t ransf grimefpled .unit 6061706 are specified by the four tables to follow

For substitution boxes 6041704, the Ith input to box J is bit I"7+J of
regi ster 6022PPgJEPlamentaliopior thatbbex désgytes embbdimért/ ¢hciofrediewrst er

602c17 |t i e S ignificant bit.] For each diffusion

net wor %%?F’r ﬁégfr)’ ?[r?%\%':?#"’mjto%ntméﬁﬁ? 2ot ‘H@%\AIW;‘%EEV%G?QESHQ 60@But s are
ener alglogcl : ; ] . e -,06. The extra

?nputs f%ﬁ: f@?g?ﬁ%?gwgﬁ%}”ﬁ%@@?ﬁ@ﬁ ﬁggﬁgﬁ{er%nr%?'(q?%w@ﬁeﬁnit 706 is

| abel ess0hre . 8400iR3466 8QIOthhh2d48 bit Hhnfidd 14 pRGAL26 %3 116 24¢d0dBier bit

5K1641;5)b§| %%g %v(?t 9&%7&8 grz o%lé%%%tlgc?s?t?ozngSQe]fg]ﬁllllggf 33.39.3ditionally, each set of
substitution boxes 604 or 704 are constituted with seven 4 input by 4 output
substitution boxes. Each linear transformation unit 606 or 706 produces 56
output values by combining outputs from eight diffusion networks (each
producing seven outputs). More specifically, the operation of substitution boxes
604/704 and linear transformation unit 606/706 are specified by the four tabies to
follow. For substitution boxes 604/704, the Ith input to box J is bit I"7+J of
register 602a/702a, and output | of box J goes to bit [*7+j of register 602¢/702c.
(Bit 0 is the least significant bit.] For each diffusion network (linear transformation
unit 606 as well as 706), the inputs are generally labeled 10-16 and the outputs
are labeled O0-O6. The extra inputs for each diffusion network of the linear

transformation unit 706 is labeled K0-K8.

SK| 8 14 5 g 3 12| 6 1 t1] 15 2 <4 7 1a) 13

SK 1 6 4 15 B 1 5 10 o 9 12 7 13§ 14
SK{ 0 4] 11 7 12 13| 15 4 8 1 9 10 5

SK| 12| 7| 15! 8| 11! 14 1| ai 6] 0] 3| 5! o 91 13
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SB12930147 ¢fy44-4 7815110 SB3814152111310497615120 SB7411011131431215602895
SB6314101215251411897013 SB3615124192581071113014 SB111468820/0900228%1 01390
SB1117425129136815140310 Table | - Substitution perforned by each of the
seven cohstfqut'i ng'2[sdbst? { uilor® bokas 1ol 1s{ibst]i tak iver X es | 6UAL 73]

FDi f f usi jon sket wor k7 Logi [c f£ungt|i gn C@KO1§D|1% el_;Zr]?i (rE%i 195 I5 81501 C EDO
E)I2(r)|3(rél4 ?ED%S 816 OpK2 (&)Iall 913 (¢)14 1k 6 03K3{ GFI|IQYBi elz
ej4 e 15 eT8|OiHg E] 18 [819] 92 $1B @) 615 {§) 16 08K E)Bq e5{ @213 9rq e
Ifi CbKg (sBio3(r)d 1l («9) 12| ()13

(rih 1440 lig P 16 5 IK2KBK4 K5 KB (7455) o
1oKzf | KyOKggKky 8y 12Ky 19Ky 2DKy24 1 1 5| 4, 15 6] of 2| 8| 9l s
sl 6| 3] 1| 4| 10] 12| 15 o 13
sB| 3| 6} 15{ 12| 4| 1| g s| el 1w0f 7] 1] 13| o 14
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3

2 51 14| 1 8 g 7
2
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9

o

SB 1 1 7 4 2 5 12 10

13 6 l 8 15] 14 0

‘Table I — Substitution performed by each of the seven constituting

substitution boxes of substitution boxes 604/704.

Diffusion Network Logic Function

OOK[)EB I1@I2@I3@I4@
I, @ I

O,Kl@Ig@ I,® 1.9 1,9
Io® I

Osz@Io®11® 1.8 I, 8
I, Ig

0,K3$I°®Ilezz® I.@
Is® I;

04K4@ Io® I, 1,8 1536
Is ® Ig

OJK:s® 108 1.0 1,® 1, ® I, ®
ig

OJKe® 1,0 ,® 1,D 1,0 14 © I
@ I

K1 | K2 | K3| K4 | K5| K| K7 | K8
I, |Kz0 |Ky0 |Kyd {KyB |Kyl12|Ky16| Ky20| Ky24




131 9 F E G7004 W 01/17252 Tables 11 &111 -Di ffusion networks forTB%tf'ﬁ?d’M
transformation unit 6061706 (continued in Table 1V). B1B2B3B4B5B6B7

| f | Bz QBy®RyeiRy&By 12By 16By20By24 11Bz 1Byl By5By95y135y17By2%§§
12Bz2By2By 6Byl 0By14By18By22By26 13Bz3By3By7Byl | By15By19By §00/22834

| 4Bz4Bz 7Bz 10Bz133z16B2198 z5B7z8B711Bz14Bz17Bz20Bz23Bz26
| 5B26B29Bz 12P415 B4 29 4R 7] Krkky DKY13] Kigg 7 Kyv@iy| My 25
s | -6kr23 PETLU 22834

K, Kyl - - - - Ky8 o <yl-6Ki23 PoTL
li Kz1j Kyl KypRy9 @Kyﬁ 21825 %21@2@@%6@@@@%:&%22@26

5151 8101 100 10T 7k 30K 9220, R oK DR oKL KRS | g e ko2
EE ISR 4] T SR G TagR Y i
6Ky 24Ky 2Ry 2B Tk ABN) SENA AT, DL LepREa0 1lo7as] 12353 Table IV -
Di ffusi on netor KkzB0T K hNe Az 10N ST Pk & PR 3T k5974586
O, |Kx0O [Ky0 |Kyt [Ky2 [Ky3 |Kx7 |Kx8 | KxS
0, [Kx1 [Kyd [Ky5 | Ky | Ky7 | Kx10| Kx11| Kx12
0, | Kx2 [Ky8 [Kya [Ky10] Ky11|Kx13| Kx14| Kx15
0, |Kx3 [Ky12|Ky13] Ky14|Ky15| Kx16 | Kx17 | Kx18
O, |Kxd [Ky16[Ky17|Ky18] Ky19] Kx19| Kx20| Kx21
Os |Kx5 |Ky20 [ Ky21|Ky22|Ky23] Kx22] Kx23 | Kx24

O, |Kx6 |Ky24| Ky25] Ky26 | Ky27| Kx25 | Kx26 | Kx27

Tables !l & lll - Diffusion networks for linear transformation unit 606/706
(continued in Table IV).

B1| B2| B3| B4| B5] B6| B7]| BB
I, |Bz0 |By0 |By4 |By8 |By12|By16|By20] By24

, |Bz1 | Byl | By5 |By9 |By13|Byl7|By21|By25
I, | Bz2 | By2 | ByS |By10|By14|By18| By22| By26
I, | Bz3 | By3 | By7 {By11|By15]|By19| By23| By27
I, | Bz4 | Bz7 [ Bz10{Bz13|Bz16| Bz19| Bz22| Bz25
l; | Bz&6 (Bz8 | Bz11|Bz14| Bz17| Bz20| Bz23 | Bz26

ls | Bz6 |Bz9 | Bz12{Bz15| Bz18| Bz21| Bz24 | Bz27

Ky0 - - - - [ Ky7 | Ky14]| Ky21
K, | Ky1 - - - - | Ky8 | Ky15| Ky22
Ko | Ky2 - - - - | Ky9 | Ky16] Ky23

14



(continued from Tabl es 11
a ci phered text nmay be

&

- and appl Wiongydzem backwar d.

.the inverse of substitution boxes

1),

Referring now back to Fig. 5,
deci phered by generating the internediate
Al ternatively,
6041704 and |inear trad$T&/$8EBA units

f or

rec

atégkﬁ‘?&m

an enbodi nent where either

6061706 are phcluyded qr they may he ynanj cally reconfigured to operate in
an i nverse npnHen Kithg crphered ext ray- le(ydecwghér as| follows. First,
the ci pher kpy—dsedtd cipher-t plaln te | caded into bl ock key
section 502, ala | KYck kery sectijon S0P i aéi\yaﬂcé@‘lla) K325 | rounds, i.e. one
round short pf-thenupber—at—rounds—(R—applied!to cipher jthe plain text.
After the in tr(al 1|rodnds, the cfphered] &l |iKy1B0aded i nt o data
section 504, —apd sectiions, -brockkey—seei+o6a-o02-anddata section 504,
are operated Kbqizq?\l@ar ", 0| e With shbsTi Byl on Ky8Re Ky8341704 and | i near
transf or mat i NS0 )", &ap g‘h se—stpst-tdt i ons and | i near
t ransf or matilons® resEe( ‘IER/\Q ;p.yq]Fi g%¥ S %‘é- "HF?I u ?t" af he stream key
section of H b o . @et )ne enbodi ment - As
illustrated iﬁo BXQ qtgyh eBm kg%”/ c$¥7 B§#)g F”HET @é 23 number of Iinear
f eedback shifftgregyst £Rsg(T ) qtgzo SO ?gjtgﬂ—g
Ky3----- KleKyl’?(yz?i . y4----KyI ‘s‘@ﬁx K fé Yy 19Ky 26
K6Ky6- - - - - K11 35y PBKY 2] 008 8
0. Bx1By4By5 v6B§7Bx10 Bx11Bx12 04 BXZByBBiFBI; %1?@17135%13[%15
03Bx3By12By 13Gy; LBRy 1b 16[3 B 58, B 19Byd 'BY3® Bg(%ﬁs 19Bx20Bx21
06Bx5By20By1By2PBy23Bx221 BVMBx24 0r , Ex68v24By258y268 2/Bx25Bx26Bx27 15 1 9
FEB 2001 WO 0101852 | By20 | By21| By22 | By23| Bx22 | Bx23| Bx24

O, | Bx6 | By24 | By25| By26 | By27 | Bx25 | Bx26 | Bx27

Table IV — Diffusion networks for linear transformation unit 606/706

(continued from Tabiles |1 & III).

Referring now back to Fig. 5, recall that a ciphered text may be

deciphered by generating the intermediate “keys” and applying them backward.

Alternatively, for an embodiment where either the inverse of substitution boxes

604/704 and linear transformation units 606/706 are included or they may be

dynamically reconfigured to operate in an inverse manner, the ciphered text may

be deciphered as follows. First, the cipher key used to cipher the plain text is

loaded into block key section 502, and block key section 502 is advanced by R-1

rounds, i.e. one round short of the number of rounds (R) applied to cipher the

plain text. After the initial R-1 rounds, the ciphered text is loaded into data

section 504, and both sections, block key section 502 and data section 504, are

operated “backward”,

i.e. with substitution boxes 604/704 and linear

transformation units 606/706 applying the inverse substitutions and linear

transformations respectively.

Figures Ba-8c iltustrate the stream key section of Fig. 5 in further detail, in

accordance with one embodiment. As illustrated in Fig. 8a, stream key section
506 includes a number of linear feedback shift registers (LFSRs) 802 and
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PCT/ USaal 22834 conbi ner function 804, coupled to each other as showq Efasﬁﬁa
802 are collectively initialized with a stream cipher key, e.g. arlg

descri b § key Ki. During operation, the stream cipher key is
successie's)ellgl/ﬁg%i fted through LFSRs 802. Sel ective output 8CHUSIYRREN from

LFSRs 802, and conbiner function 804 is used to conbine the selective
out put §0”Fbi”‘§ff@&ﬁpmﬂ% Cangiad tsheadh otheelkeyshogvr. sLEBAbISED)aret he conbi ned

ul t u 0Q,. m)dl a.then current state of a bl ock
E.eﬁher Ry eq\b “d%ﬁ'%?g}]"@é@t ﬁf&eyt &&- icarlipsdescabed fisot kent f(lzur
LFSRs ut,s are taken
from tﬁ(g Poﬂiﬁ@éraklgﬂggﬁ%%ﬁgm al s @?5§2é§§%§%}}§p%dﬁ%§%%d the bit
posi t i &SRS B0Re &dfeﬁelesmtsum‘ are BEBN At WFS RY 802 MRNcdYibiee fiskls to

foll ows;: LFSRa | 0 Pol nom al V17+Xi s+X11 + x+ 1 X16+xi S+x12+x8+x7+ xs +
1yl 4\1,;95 R 2 )3‘?135'(’@"b'53§$ reteclive odiouts! iln-stteem modequbdar whithng Fu Taps

112 rekeying is enabled), the combined result is used to dynamicaily modify a then
current state of a block cipher key in block key section 502.
For the illustrated embodiment, four LFSRs of different lengths are
employed. Three sets of outputs are taken from the four LFSRs. The
polynomialé represented by the LFSR and the bit positions of the three sets of

LFSR outputs are given by the table to follows:

Combining Function
LFSR Polynomial Taps

0 1 2

3 X"+ xPrxt e+ 6 12 17

2 [ X xP+x?+xP+ x4+ 6 10 16
X+ 1

1T [ X+ x"+x"+ X"+ x°+ 5 3 14
X+ 1

0 | XP+x x4+ 1 4 8 13

Table V — Polynomiais of the LFSR and tap positions.

The combined result is generated from the third set of LFSR outputs,
using the first and second set of LFSR outputs as data and control inputs
respectively {o combiner function 802. The third set of LFSR outputs are
combined info a single bit. In stream mode (under which, rekeying is enabled),
the combined single bit is then used to dynamically modify a predetermined bit of

a then current state of a block cipher key in block key section 502.
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10 9 8 Table V - Polynom als of the LFSR and tap positions. nction th%g @?[][]l.
14 13 The conbined result is generated fromthe third set of LFSR ou E k
usi ng t hedgifisis;and second set of LFSR outputs as data and control inputs
respectively to conbiner function 802. The third set of LPSR/B¥M0FEES are

I n. stream node (under which, rekeying is

mbined intg.a single bit.
onabl ed) .t RIS-BRUSEAIas sRmBineT funiorta Uskedheoddymai actdiyanssi fy a

det egmined. bit of . a. t t state of a bLock cipher key in bl ock
oy seohih Ut Ghnboimetlt t AE B SRR RS R BaaBd sadudes gigs | O
i 11 ust rastesrk @us med XORGUBABIHRY seRally F:Bhﬁt%d%te%ics ’&Eﬁé‘r Qﬁ&ggg‘i‘%ﬁﬁ% Wi th

one enbodinment. As illustrated, conbiner function Inclu l e
net wor kA86BoWAd Parhe(Bisteneh ermbmdinmkhy, shotf setwiork 886hnatiBes fand LFSRs 802

as shown. For the iI.J {éﬁag g{aerrbo?li ment , shuffle network 806 includes four
bi naryV@HaM?’«]ﬂu Fi 4y SEEL T sgepimrPypied dpeash otherawithdirseand sth fir st
and | asi; | @k f | 1 | ed OR 808a and 808b
res pectsgis 'C%B)y%@%%%séﬂa;ﬁ&sﬁ? ﬁéng iugsu?[Céj %r%@ﬁc @@iﬁ%ﬁtﬂg’éﬁﬁ&ﬁeeaw%onbi ned

t hem as<@Rs80®p takes thei firpLigrolprof URER loaitat WK Fine BitHaY: §%§Hd'$ units
810a-8]t8d_ serially propagate and shuffle the output of X038 a.” The
second Ryt Bapt &1 shirdfe nstwkB06arRingseahyifecmitsi@n0at 80 d befidlly ng at

She tniaPageodid sBlukl A8 ol SR OR A0 T SERORREIowR A b Bhurf Lo uni t
810d. RiugputGark!dsest o Sfrd e bhirig m&&ih@po%meg rg@% ?Té %g%}iﬁﬂ%i ggreyof

a-d) in further detail, in accordance wth one
shuf f | &nitai&10a:810d. XOR 888b combines the third set of LFSR outputs with the

output of last binary shuffle unit 810d.

Fig. 8c illustrates one binary shuffle unit 810* (where * is one of a-d) in
further detail, in accordance with one embodiment. Each binary shuffle unit 810*
includes two flip-flops 812a and 812b, and a number of selectors 814a-814c,
coupled to each other as shown. Flip-flops 812a and 812b are used to store two
state values (A, B). Each selector 814a, 814b or 814c receives a corresponding
one of the second group of LFSR outputs as its control signal. Selector 814a-
814b also each receives the output of XOR 808a or an immediately preceding
binary shuffle unit 810* as input. Selector 814a-814b are coupled to flip-fiops
812a-812b to output one of the two stored state values and to shuffle as well as
modify the stored values in accordance with the state of the select signal. More
specifically, for the illustrated embodiment, if the stored state values are (A, B),
and the input and select values are (D, S), binary shuffle unit 810* outputs A, and
stores (B, D} if the value of 8 s *0". Binary shuffle unit 810* outputs B, and
stores (D, A) if the value of Si1s “1".

Referring now to back to Figure 5, as illustrated and described earlier,
mapping function 508 generates the pseudo random bit sequence based on the
contents of selected registers of biock key section 502 and data section 504. In
one embodiment, where block key section §02 and data section 504 are

implemented in accordance with the respective embodiments iliustrated in Fig. 6-
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includes two flip-flops 812a and 812b, and a nunber of selectors 81§a%?éfﬁ]
coupl ed to each other as shown. Flip-flops 812a and 812b are used t s

two stSoyphses (A B). Each selector 8l4a, 814b or 814gﬁ/§§@i€§%§ a
| ol

. corresponding one of the second group of LFSR outputs as

signal. Selector 8l4a- 814b al so each receives the output of XOR 808a or an

i medi at elrymapgiag dimgion Bos gsersBsi el BeUfd tan8d@ bitasqddHadtat 2561t g6t or
8l4a-814b are coupled to flip-flops §12a-812b t o out put_one of the two
stored st &08x ParSTes” HIF RS SHIfFaEeadf et Kado2hedrs ¢ i Ay $1b¥@d val ues in

accor dancegph 7024 hiord siRirhiyt BRensthRCls Silsnaknerl 8y peREMiAd ®al |y, for the
illustrated enbodinent, if the stored state values are (A , and the

i nput and X§¥} eparatieyt arReing NG agsprdAmre with theHoawieg leATYIAB10* out puts A, and -
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and stores (Dd, A) ﬁe\(t he \)/al(ue %? S(is ﬁ})ié¥_ Re?er(ri ng )no%%?o )gack to
Figure 5, @B7&E KlUstrated and descri bed earlier, mapping function 508
generates the . i ed ) of sel ected
Pegi sters of blDE pryPReREs bab IR hehBR ot sBRah g AT AR

enbodi mentyncibreraadhhe tlpukeyies ando fdo @i 2nelitphatttits aect i on 504 are

i npl emented in accordance with the respective enbodinents illustrated in
Fig. 6 17 1 9 F E B 2004 WO 01/ 177252 PCT/ USQQ 22834 7, mapping function

508 TeRsudt @s| T &e] peejudo [T enficem [Diss [ sequende kaf EAf bisi] paf ke[ ool Baged on
the jcontents of reéi‘aglt ers gKy and Kz) 602b-602¢ and (By and Bz) 1702b-702c.
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Accordingly, a novel method and apparatus for ciphering and deciphering
video content to protect the video content from unauthorized copying during

transmission has been described.

Epilogue

From the foregoing description, those skilled in the art will recognize that
many other variations of the present invention are possibie. In particular, while
the present invention has been described as being implemented in interfaces
108a and 108b, some of the logic may be distributed in other components of
video source and sink devices 102 and 104, Additionally, non-LFSR based
stream key section, more or less block key registers, larger or smaller block key
registers, more or less substitution units, including altemative substitution
pattems, as well as different linear transformation units may be employed. Thus,
the present invention is not imited by the details described, instead, the present
invention can be practiced with modifications and alterations within the spirit and

scope of the appended claims.
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What is claimed is:

L. In a video source device, a method comprising:

providing a basis value for a symmetric ciphering/deciphering process to enable a video
sink device to receive video content from the video source device:

ciphering the video content for transmission to the video sink device, including

generation of a first cipher key through functional transformation of the basis

value in a block mode of operation and performing stream ciphering based on the first cipher key;
and

verifying periodically symmetrical deciphering of the transmitted video content by the

video sink device.

2. The method of claim 1, wherein said ciphering process comprises subsequent generation

of a plurality of cipher keys using the first cipher key.

3. The method of claim 1, wherein the functional transformation comprises employing an
authentication key generated as an integral part of an authentication process authenticating the

video sink device.

4, The method of claim 3, wherein said authentication key is generated using identifiers of
the video source device and the video sink device, and said authentication process comprises

exchanging the identifiers.

5. The method of claim 1, wherein said periodic verification comprises receiving selected
ones of a plurality of verification values from the video sink device at predetermined points in
time during said ciphering/deciphering process, and comparing the received verification values to

corresponding ones of a plurality of verification reference values.

6. The method of claim 5, wherein said ciphering process comprises generating a pseudo
random bit sequence for ciphering the video content, said verification reference values are

symmetrically derived from the pseudo random bit sequence.

7. In a video source device, a method comprising:
authenticating a video sink device to receive a video content from the video source

20



25 12 5 13 Accordingly, a novel nmethod and apparatus for ciphering and
deci phering video content to protect the video content from unauthdr§ EERi2004
copying during transm ssion has been described Epilogue Fromthe
foregoi ng description, those skilled in the art will recognize that many

ot her variations of the present invention are possible. In particular,
while the present invention has been described as being inplenented in
interfacesd 108a @gd.lOSb,.SOﬂE o; the.lq%ip may be distributed in other
conponent s 9§°% eldie getsratian ghap WSRIGENKEES 102 and 104. Additional Iy,
non- LFSR based ciphétigthdefeo@natentdor, traibfiigsiq, td e sided aeikddeRy il €gieah @fode of

| arger or smaller. block key registers, nore or |less supstitution units,

| ncl udi ng SPTEIRFYGRE eactarion oh AJAe! cphis K6 ySing ddeaiiihs SLLSRLFRIORKEHR 3] | near

t ransf or mabicekmdikd éfSopb@dod@neenpl oyed. Thus, the present invention is not
limted by the detajls described, instead, the present .invention can be
practiced with NEFfYMBEEHRLY é}waneaiﬂfazﬂ%ﬂn ghing qfitheriranspified WAt qopteri Ry thescope
of the appenrdesinclidides. 19 1 9 F E B 2004 What is clained is: 1. In a video
source device, a nethod conprising: providing a basis value for a symetric
ci phering/ deci phering process to enable a video sink device to receive

video cont@nt fmaghkih8d ¥f A8/ 7S AHEGR AR Viph@ingprRBE MG Edheprisbtapsegaani ent for
transm ssion to the video sink device, includin generation of a first

ci pher key g¢srabiaon A ¢ Rinetty oh siher kaysap g thetdics sichs kehe basis value in a bl ock
node of operation and perform ng stream ci phering based on the first cipher
key; and verifying periodically symetrical deciphering of the transmtted
vi deo cont ént byFhe method prrdaim kergiaspid authentication keppis igensraied ysing;idpntifierypfor e n
sai d ci phegieRgheB 5QFESHhd GRRBETISE Snd INE SANRNEatiR PRE&S béifprised ex@hddling alel ty Of

ci pher keys using the first cipher key.
identifiers.

10. The method of claim 7, wherein said periodic verification compriscs receiving selected
ones of a plurality of verification values from the video sink device at predetermined points in
time during the ciphering/deciphering process, and comparing the received verification values to

corresponding ones of a plurality of verification reference values.

11. The method of claim 10, wherein said ciphering process comprises generating a pseudo
random bit sequence for ciphering the video content, said verification reference values are

symmetrically derived from the pseudo random bit sequence.

12. An apparatus comprising:

a first control unit to provide a basis value for a symmetric ciphering/deciphering process
to enable a video sink device to receive a video content from the video source device;

a cipher unit coupled to the first control unit including a stream cipher unit to cipher the
video content for transmission to the video sink device, and further including a block cipher unit
that generates a first cipher key through functional transformation of the basis value in a block
mode of operation;

wherein output of the block cipher unit is input into the stream cipher unit and input back

into the block cipher unit as feedback; and
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3. The method of claim1l1l, wherein the functional transformation conprises
enpl oyi ng an authentication key generated as an integral part of anl 9 FEB 200
aut henti cati on process authenticating the video sink device. 4. The nethod
of claim3, wherein said authentication key is generated using identifiers
of the video source device and the video sink device, and said

aut hentication process conprises exchangi ng the identifiers 5. The nethod
of claiml1, wherein % E a odildt rificati Qn _co 1Ses. recei ng sel ected
ones of a pl uraf ¥y of"VertfiCHR R \Féi'P&S'”“f’ oA gaf Wy SR d‘évu ce at

pr edet er m denbtpongmfsha tmnsthitte® videw ¢cangnstg thle cidghwiuk degiceleci pheri ng process,
and conparing the received verification values to corresponding ones of a
plurality of verification reference values. 6. The nethod of claimb5,

wher ei n saildl ci ffheaﬂpagttpbﬁdeissl?cwh@eihsaﬁé biyeln elpltr iunigisdundse twdwnerata n gwnalipi t
seqguence fo;mﬁtg ri ﬂ% t he vi q§ conthnlE said verification reference

val ues are syirm% Tl I'i%“(‘:f’ |vee FFROR eﬁ/e pseudo random bit sequence. 7.
In a video source deV|ce a met hod conpri si ng: authenticating a video sink
device to cei a vi ont nt fronit e, Vi 20 F E B 2004
devi ce, i ndbudi ni GemeRael JRToE Hhersle HUARY Ep TR Wﬁ%fit%ﬁ%tit"ﬁgﬂtt e vi deo
content fowides einisdavis Iam:hgen'emtetah eumexdeﬂioeikaj(am\integan partaf dienahenticnde of
operation, includi e tio ng, at l.east the
a0t hent | capieafie ey B pRER SRk R b HanGoRRE o&iRialR PPy Sing

peri odi cal bythgyicaieh kexcal deci phering of the transmtted video content by
the video sink device. 8 The nethod of claim7, wherein said ciphering
process further conprises subsequent generation of a plurality of cipher

keys usi nglf.he fhe gipamiup bemaikem, whBereill haid seebintbebnod! unktaecrives seleved enes ofai d

aut henti cat K I. ener at sour.ce and
Sk devi bl Pet STl Fomfy e idebet EafiPeoubiGaiERSmiating

i dentifi er said dlﬁherﬂigfdedtpﬁehmglproéess hed ttﬁnﬁmreWﬂElt@ieﬁe&%rdicﬂemlvahibﬂoverI fication
conprises receivin of verification val ues

fromthe viAEEPER °ﬂeé\? 381%55[]'%&6‘"83{3‘? 1%%&‘%(59“6%?%%{% in time during the

ci phering/ deci phering process and conparing the received verification

val ues to orr ondi of .veri fi on, ref erence
val ues. 16 The%ﬁrréé %prﬁ: 1309 ]DP i 12, \Jy_gerg\rll\her ehe 5 %aérlt taphe_r uwl ?‘ur‘:hcr to &cneratc a

conpris es genetr mndmgblasqqmdfm cipberohg mhebilcteoselqcremé szhdi seconcpctmtrolnglttihevev i deo
content, saligl Y&l RESESAGR @il $Radh Bit sequence.

17. An apparatus comprising:

a first control unit to authenticate a video sink device to receive a video content from the
video source device, including generation of an authentication key;

a cipher unit coupled to the first control unit including a stream cipher unit to cipher the
video content for transmission to the video sink device, and further including a block cipher unit
to generate a first cipher key using at least the authentication key; and

a second control unit coupled to the cipher unit to verify periodically symmetrical

deciphering of the transmitted video content by the video sink device.

18. The apparatus of claim 17, wherein said block cipher unit is further to generate said first
cipher key using at least said authentication key, and to successively generate a plurality of

additional cipher keys using the first cipher key.
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symmetrically derived fromthe pseudo random bit sequence. 12. An apparatus
conprising: a first control unit to provide a basis value for a symme8ritd 2004
ci phering/ deci phering process to enable a video sink device to receive a

vi deo content fromthe video source device; a cipher unit coupled to the
first control unit including a streamcipher unit to cipher the video
content for transm ssion to the video sink device, and further including a

bl ock ci ph uni t ha er s.a fir. i.pher key thr.ough .functiona
Cranst or mat Ton o e s Sf RGN B d s T RS L R SHRPER o8 wher o n

out put of idestifizrsowith the pides sinindeviceSand EEmetatdsnlicautheaticatisrelenusing therdevics t  and

i nput back. iq;o the bl ock ci pher unit as feedback; and 21 1 9 F E B 704 a
second contd®B it coupled to the cipher unit to periodically verify
symmetrical deciphering of the transmtted video content by the video sink

device. 13, The aratus_.qf. claim12, wherejn said.block cipher unit is
Curther t obenois oaap g iy WhIro Seif S1eaRon s I FoRET el rERRENPRER £ 1 st
ci pher key pludity oFverifafafiat allues fioi thd dlda sink,dewbeitprddesmhided poimd inc@iktducihg uni t
is further to. authenticate the video sink devicge d.generate an

bt hent | ot SRR BEPEARE RLogEs AP SRRt HE B ORISR0 pr ocess, and
t he bl ock eérRBsIndinBiohestoBa blurutity emalifioatib RRsdneE Malkde basi s val ue enpl oyi ng
the authentication key. 15. The apparatus of claim 12, wherein said second
control unit receives selected ones of a plurality of verification val ues
fromthe video Shodppaiaiuk 6€cisiin J0[ @B@tiR cAH BipRerin@idadisheting the WRled tdriteng saigai d

ci phering/ decj phering process, .and . conpares the received verification

val ues to XBHIERPISHEA V&ﬁ’@%”ﬁﬁ“&""ﬁ%’ﬁf“&fﬁ? WU%&TW@H 15604 ref er ence

val ues. 16_ The apparatus of claim15, wherein said the stream ci pher unit
is further to geperate a _pseudo.random hi.t sequence for ciphering the

U deo. cont Bt Mhiereans oLlRR T . BHRF SOTHIAS He T8 eorening S piry o B
reference vahéiRs fdr cpiRrinaRleFIpRIHEQ tHea 3o Bdldidt, 6.6 AMAIREE dediving AftifR AN at us
conprising: .a first control unit éo @ythenticate a video sink device to
recei ve a {AIESC XyHEdnm e Birtdq@ndem BLYINDET-ce devi ce, including generation

of an authentication key; a cipher unit coupled to the first control unit

i ncl udi ng str antgiph r.unit to %iphet.the vi deo content for
t ransmi ssi t o't hBE9SP e¥icte RARAEBMPUSIAE f ur t her i ncl uding a bl ock ci pher

unit to gener atReidinf hbsdis @iliTera JyRynettsl difthedg/deCiphidrirgpeocasitiand vidat i on key;
and a second control unit coupled to the cipher unit to verify periodically
symetric qfource device;

deciphering received video content in ciphered form from the video source device using a
stream mode of operation, including generation of a first decipher key through functional
transformation of the basis value in a block mode of operation and performing stream ciphering
based on the first cipher key; and

providing periodically verification values to the video source device to trigger

verification that the ciphered video content is indeed being symmetrically deciphered.

24, The method of claim 23, wherein said deciphering process comprises subsequent

generation of a plurality of decipher keys using the first decipher key.

25. The method of claim 23, wherein the functional transformation comprises employing an

authentication key generated as an integral part of an authentication process authenticating the

video source device,
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deci phering of the transmtted video content by the video sink device. 18.
The apparatus of claim 17, wherein said block cipher unit is further!86EB 2004
generate said first cipher key using at |east said authentication key, and
to successively generate a plurality of additional cipher keys using the
first cipher key. 22 1 9 F E B 2004 19. The apparatus of claim 17, wherein
said first control unit also exchanges device identifiers with the video
sink devic an ener at 1 t hentjcati on key usin e devjce

dont £ 1 er 86 50 hémanaR pEa . BHeeOn e Cuntes ks SR ety o

uni t recei iesidekastemd draimkakviae, apd taidduttieytiafion/gbiekd inaludedichamling shef r om t he
vi deo sink. e%ice at predetermned points in tinme during the

ci phering/ B ®ring process, and conpares the received verification

val ues to corresponding ones of a plurality of verification reference

val ues. 21,_The aratus of c¢la m. 20, erei.n said ciphering/deciphering

t he video ZEnteﬁF?B%‘QP © %Pizfc‘i‘c‘f ‘?'BFP“?E%‘F@H@&"?P&%% MRFSESEEPTTHE 2 r om t he

pseudo r ang@ﬂa@iah?&@ﬁu SdiGéhce Bo? dechﬁriﬁgJﬂga Efiﬂ&dlcgon&f'l% _@Ai@béﬂoaﬁ,prmm?ﬁmelectcd
conprising neans for, generatihg a pseu random bit. . sequenc or

ci pher i ng/ B PPHEHIAHPI AR gy SBIeaHalY degringdierifigiio éﬁrﬁf?ff?gl the pseudo
verificati gidom 6fi eéaaee. val ues fromthe pseudo randombit sequence. 23. In
a video sink device, a nethod conprising: receiving a basis value for a
symmetri c ci phering/ deci phering process froma video source device;

deciphering&recg{yﬁdmyﬁﬂﬁﬁvﬁgQhﬁmmﬁuamgﬁgmgred formfromthe video source
device using a stream node of operation, |ncluding generation o&ag first
deci pher key t hP¥heMicHtRg avidsp apurcerdening insiyding oneraonof an yuhsnticaign kY N4 5

bl ock nmodepRtk ARG stop&atisHd perform ng stream ciphering based on the first
ci pher key; and pnodeinqlperLodically me%{gicg}io val ues to the video
source device t BeqiRtelERIPhelrdvidep caftens Feceineq from e VidsA &PUEee APV IR BSIREHTRHT | s

i ndeed bei RRdSyIBFBlatibs; Mclidind @ehdpliRh 0fla firddeciPhé KaR LidiRlat Mfasiah@dutRedBeativhier ei n
sai d deci phering process_conprises subsequent generation of a plurality of
deci pher k@?§“ﬁgﬁﬁ5"PH%OEm*gB°ﬁéﬁqpher key 25. The nethod of claim 23,

wherein the funE;dvmnﬁglpems(ﬂmrfyG}érﬁmaii@mmmth@ﬂaccﬁﬁ%suém t@ frigger
aut henti cati on key qene[ated as an integral part of an %géhﬁntication
process aulHElspHIEhdt iy sinhsredyidge gontenyisd eefLRAingsymastrically geeiphergd 4

29. The method of claim 28, wherein said deciphering process further comprises subsequent

generation of a plurality of decipher keys using the first decipher key.

30. The method of claim 28, wherein said authentication key is generated using identifiers of
the video source and the sink device, and said authentication process include exchanging the

identifiers.

31 The method of claim 28, wherein said deciphering process comprises generating a pseudo
random bit sequence for deciphering the video content, and said verification values are

symmetrically derived from the pseudo random bit sequence.

32, An apparatus comprising:
a first control unit to receive a basis value for a symmetric ciphering/deciphering process

from a video source device;
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26. The nethod of claim 23, wherein said authentication key is generated
using identifiers of the video source and the sink device, and sai d J FEB 2004
aut henti cati on process include exchanging the identifiers. 27. The nethod
of claim 23, wherein said deciphering processes conprises generating a
pseudo random bit sequence for deciphering the video content, said periodic
provi sion of selected ones of verification values include symetrically
deriving the verification values fromth eudq. rapndom,bit sequence. 28. .
In & video o nkedeieimeoBrh i feret vt elidinenc e roiphs dEo sour ce
devi ce, i ndidihengplgeaideidibicomnerd fromnhavilhenice dedi¢e mddathdr mchudingladddek node of
operation; ,deci pherjng ci pher vi.deo, coptent.received fromt vi deo

Sbur ce. dovEPTEETIGh SRS A THSRGT G BEa BRI PRG RR PS80 of a
first deci piissink@yock Hiodgobdpetatiagtand he aut hentication key in a bl ock node
of operation; and providing.periodicgally verification values to.the video
sour ce device tBSTCP?CBﬁ’éFOI @QFPTHI@GFP%&@%H}%F{ upthte P&T‘ffﬁ%a,”éa“m‘ EMBHent i s

i ndeed bei ngusyonRiides adukit ddaicd PhegREveriZiQatioh Mitat MAtdiqbk ipheeddaliido28ntentizer ei n
sai d deciphering} rocess further conprises subsequent generation of a
plurality Bfn&. Hplly depdphgefing the first decipher key. 30. The method of
claim 28, wherein said authentication key is generated using identifiers of
t he video source, and the sink devjce, and said, authentjcation process

i ncl ude exchangil Ag2Rparatus pERleim i heicin ad g‘?ﬁ'édw?ﬁd&“d% fogfegiarpesBrm i i n
sai d deci phgEiidhglPhasRehatba Pk 585 GARES neAf the MRALARIphéARIQmM ki t sequence
for deciphering the video coptent,. an aid verification values are

synmet ri caPYc§essly suyrats LRipRRL © §‘@Ef&l9glr‘§ﬁ8'ﬂﬁh\ﬁf)’i5t“5'§é%éﬁﬂé'?°'§? E‘?@&1 appar at us
conprising: a first control unit to receive a basis value for a symetric

ci phering/ deci pherin rocess _froma video source device; 24 1 9 FEB 2004
a deci pher 9’hni t TE%%P@%"@E‘S PTC)CI?‘H‘G??’f ‘r"P?‘f‘né"ﬂﬂgfsbfonﬁfﬁ\r‘tmﬁ'ﬁ%ﬁitﬁéutgengfﬁ’%tgﬁ]

deci pher uRidto $cRrce A@GEINE leerk BT RitheMticdBsh 169 At BNIntdzfadpart ff@hd/dudiRntsatisic e
device, and furth inclug' i i

r iing a,bl qck, deci pher unit that generates a first
deci pher kBVc‘TSFnaBEEiﬁ bk Etst ’él‘l‘““tt?gﬁtf“ﬁ'f‘ﬁ?éi’gﬁ%”l} e jgess B"ﬂ%‘f éﬂpq%‘r ®in a
bl ock nodeaghen@ipfioakéyon; and a second control unit coupled to the decipher
unit to periodically provide verification values to the video source
device to trigger verification that indeed the ciphered video content is

35. The apparatus of claim 33, wherein said stream decipher unit is further to generate a
pseudo random bit sequence for deciphering the video content, and said second control unit

derives said verification values from the pseudo random bit sequence.

36. An apparatus comprising:

a first control unit to authenticate a video source device, including generation of an
authentication key;

a decipher unit coupled to the first control unit including a stream decipher unit to
decipher ciphered video content from the video source device, and further including a block
decipher unit to generate a first decipher key using at least the authentication key; and

a second control unit coupled to the decipher unit to provide periodically verification
values to the video source device to trigger verification that the ciphered video content is indeed

being symmetrically deciphered.

37 The apparatus of claim 36, wherein said decipher unit comprises a block decipher unit is

further to generate said first decipher key using at least said authentication key, and to
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being symmetrically deci phered. 33. The apparatus of claim 32, wherein said
bl ock deci pher unit is further to performsaid functionally transfdr$aER &l
of the basis value to generate the initial decipher key, and to
successively generate a plurality of additional decipher keys using the
first deci pher key. 34. The apparatus of claim 33, wherein said first
control unit is further to authenticate the video source device and
generate a .hent | cation k s.an integral part qof aut henti cation
roceos.  amittHLaPhiERtd SRRy of Som UeFEh ke B e e b BePMhFBhe “bas <
val ue enpl oying the authentication key. 35. The apparatus of claim 33,
wherein saiLgd strgam deci r, it is furt.ner to generate a seudo random
bt sequentss 1 orreserais Pl R b e s BT Gn® EERE TG R BRE Cont ro

uni t deri idestifees withaibhe vikecwirco dewia, treisgefi¢rams thh euthsecaddion keynakimnthe deveequence.
36. An appar atdis conprising: a first control unit to authenticate a video
sour ce devI€EM el udi ng generation of an authentication key; a decipher
unit coupled to the first control unit including a stream decipher unit to
deci pher cipher vi deo cont.ent. fromthe videp source. device, and further
ol ba ng. 25 b1 olke SaBEs RETAE e, ST h gt e Bephy L sk ErecRe el ng - a
| east the pustidvemaidonatiit @Gudneyfor itipharitiondecantehnbaidivdrific&tuphines dr@ t he

deci pher unit %& [ﬁrovi de, periodically verification values to the video
source deviiTied Forp fhepyrydosandombisequsice hat the ciphered vi deo content is

i ndeed being symetrically deci phered. 37. The apparatus of claim 36,
wher ei n sai deﬁirnghﬁar uni t. .conprises a bl ock decipher unit is further to
generate sald fi{refhodsemBHEte key using at | east said authentication key,
and to 25 19FEBg00Mdingudasds sidlmeiny ag eRaifihonckep fdifaalyintnyriofciphekdhigideoipldring

deci pher keys usi ng t he %i rst deci pher key. 38. The apparatus of claim 36,
wher ei n saP'§°FT PATEEONME G i t al so exchanges device identifiers with the
vi deo source demrkéiging anidegifiiaticaaties fromehandtdivang desitkej on key using the device
identifiers. 39. The aggﬁ{eat us. of, clai m 36, .wherein said s%r eam.dq(ci pher
unit is further R YEAHDE HE&ecqIv g8t o StBIRER PTG IEHEE UG HRL Sher i ng
t he vi deo bRed @oh a psbitiguesdiafrag ot privhte keysuas aidentifidesssactded widnthé feeeipiagudo
random bit ,sequence. 40. A nethod conprising: providing a basis value and
an identi fijcé’é{‘gi on key for a symretric ciphering/deciphering process to a
recei vi ng devi Céiphering content for transmission to the receiving device using a first cipher key, the

first cipher key based upon block ciphered basis value using common secret authorization key;
and

transmitting the ciphered content from the source device to the receiving device.

41. The method of claim 40, further comprising:
authenticating the source device to provide content to the receiving device, wherein the
authenticating the source device comprises generating a source device authentication key;
receiving the ciphered content from the source device; and
symmetrically deciphering the ciphered content, wherein the deciphering the ciphered

content comprises generating a first decipher key using at the source device authentication key.

42, The method of claim 40, wherein the receiving device and the source device comprise

identifiers, wherein the authentication keys are based on their corresponding identifiers.

43, The method of claim 40, wherein the periedically verifying the symmetrical deciphering
26



receiving an identification- key fromthe receiving device; authenticating
the receiving device by generating a common secret authentication kely9 FEB 2004
based upon a preconfigured array of private keys and an identifier
associated with the receiving device; ciphering content for transm ssion
to the receiving device using a first cipher key, the first cipher key
based upon bl ock ci phered basis val ue using conmon secret authorization
key; and t @Q%nagt'ng tpe cLEhered.c ntenh Qronchg sqgrce.devhce todthe
recei ving devi cR AR ORBIRG & 6 eIk T AT R LY REFCTE SR FEPRGTYoe 2

aut hent i catemmgritng the yenificagorchenues evith chepoowipdslingoueti@attioh ceférbee valoai detivig

devi ce, whggein H@S %ﬁuthﬁnticating t he source device conprises generating
a source déviéd® f ?T@ fFBﬁNny; recei ving the ciphered content from

t he source device; and symetrically deci phering the ciphered content,
wherein the, decipherin he ci.p ed content .co i ses generating a first
oo phor - k&Y ot PO ot G RREE rod HemeifrE R bl R0t Hhd ot oo
of cl ai m 48;mnidif¢ EplitrinfydedighRfhyprogessiR\therecevith dehiRe SOt R thedplepedaonmpiti Se

i henti.cati gn keys are hased on their
aih the PSR LAY SO

identifier?, M?EFEIH t he aut
cor r espond g HeFORES AaFs Wiy HPAS A RTBE S IR RAU™BHer ei n t he

periodically verifying the symretrical deciphering 26 1 9 FEB 200; of the
ci phered cggtent CQ drises.re_ceiving the verification values fromthe
recei ving dbvi c& WP CBRPUPE NG the verification values with the
correspondi ng vauthdnticAing @ fece@ngrdeviceio vakive Somieit fru@d sofircO©davive psigdothe andom
bit sequence, 44. The nethod of claimA40, further. conprisin roviding a
basi < val UENGSUA HE A e Vs ArmhBes Eehect iR etroR el Sh AP AR ECS | o
t he recei vi ng davhdeécitiag (RGBINEddvive teprplidd QulteanDb i ttceiiigddavichevtRait he

devi ce, wherein the basis Xalue co&grises.a randoH1nunb§J..45. A met hod
conpri si ng® RHFALAE e P RGeSy IoF SUBPIFHEFEfAUREASOIGE FRAE R LEAYEEYE r om a
source device, vipRdridgthetddftentdot thbrhissiad toig: rededvingade@icy, wigretiete Cipheing)tei ses
generating a_receiving devicefauthgrizatLon @gg; authen?[catigg,the source
device to DI RIPESTHESATraing 21 Tjfe iRy riRe Hesridhe reqHEPR Gy ythorization

aut henti cakdyng the source device conprises generating a source device

aut henti cati on ke i

. ...Ciphering,the content for transm ssi.on to.the
recei vi g devi cBMEEFEA PRESLTqBRar o T AR e M BREPPS 88 Foner at i ng a
first cipher kejecei$ingtheaiphbRadsénténhGomaovicageviteyande aut horization key;
Ejlresln (8:21 tting t hSec?[;hQrQIlegrtﬁg ci(l::ll?c% C%E\[CIL{ 8! er:[:ig(t?hes eé:"i{:l?c?ing%\élc?p%eltcg C(Enrgcerlt Eoen(l:per{s:\:/sl ng

generating a first decipher key using at the source device authentication key.

46. The method of claim 45, further comprising:

periodically providing verification values from the receiving device to the source device
to trigger verification of the deciphering of the ciphered content;

receiving the verification values from the receiving device; and

verifying the deciphering of the ciphered content.

47, The method of claim 45, further comprising:
providing a basis value associated with a ciphering/deciphering process from the source
device to the receiving device;
recerving the basis value associated with the ciphering/deciphering process;
ciphering the content, wherein the ciphering the content comprises generating the first
cipher key through functional transformation of the basis value; and
27



receiving the ciphered content fromthe source device; and deci phering the

ci phered content, wherein the deciphering the ciphered content conpri $&EB 2004

generating a first deci pher key using at the source device authentication

key. 46. The nethod of claim45, further conprising: periodically providing

verification values fromthe receiving device to the source device to

trigger verification of the deciphering of the ciphered content; receiving
MMmetric

the verification values fromt.he.receiving device. and .vyerifying the

deci pher i ng-of _RETeHERY SEAMEAAE ik ERl) DiRe VbR AOMoinf Ehla el
conpri si ngeonmmosantgirings gndratirigsho/fabideciphks Gey thtoagh funttivnal teingflosunatiog bitbebgstser i ng
process fr%mmt he source device to the receiving device; receiving the

basi s val ue associ ated with the ciphering/deci phering process; ciphering
the content, wherein the ciphering the content conprises generating the
first cipher key through f.unctional transformation of the basis value; and
27 1 9 E EQ% 2084“&%%?8?‘”‘%‘%1 y deci phering the ciphered content, wherein

t he deci pheri ngplohingiahads edue feanmi snkcecloips foaasimkgleviet, athrr thdiasisivalat is a

deci pher k ytthéoul%h 1;u,ncti onal transformation of the basis value. 48. A
net hod COH‘ﬁI’SI BPH" MBPSVi di ng a basis value froma source device to a sink
devi ce, wher ei npioh@ingasosrcd Bentdichtfondkey fromalie soame demdeuothersink dedwd, di ng a

source identificat.ion keﬁ.%r om E.h source dev,j ce l:o t{he.iiflgk. devi ce;
receiving a si nESTYRRE SR PRIy 4ty purEsirce RN YRt he si nk

devi ce; i ndepemdependiontiggereragitig aghantitdtienkéycathieaourkedevat abda tisminkalevidevi ce
and at the gi nk devi ce \M]er&h,.n IE? soyrce devi ﬁe and tﬂg SitFk .gagiv}]ﬁe_

havi ng resPBEENE LUEF B 5Ane & SIBh ARAF RS R <oPieg 8HEF APRETURD KFi ¢ al
sessi on key f or génemrisgramsiait@nsesstmie forlndadistda sedsiph by blegk tipkering shedbasival ue
usi ng the aythentication. ke S a ck cipher key; generating a second
random nun%ag'f]e; usglﬁr“éea"’r%ﬂ}?f“b%@/q lﬁeé' a&&ﬁlogh?'plﬁég??'g the initial session key; and
generating a fr geieraknya fcoond dasdopendmber,ame by bl ock ci phering an i medi ately
precedi ng version of .the second. random nunber using the initial session
key as the bl oc%”ca“pﬁ‘l’é‘lﬁ'%‘i?.“wﬂ@’.s'”%ﬁéc IREPlERIOg ey ci?m 48, further conprising
generati ng a cugdnentiny£framokeydbr thé1gexs fanaby blvendgheringinbiemmediatedeprededingng a

pseudo ange?'srpoP cl)tt thes s% (l)“ln nrgn%o%sr{un eraumsntgrtl%aimtigll SQSQ‘,%) k\é\gf gs}}hé pl%ck cipher key.

49 The method of claim 48, further comprising generating a current version of the second
random number by generating a pseudo random bit sequence using a stream cipher with the

previous version of the second random number and the frame key.

50. The method of claim 48, wherein the source device generates its copy of the
authentication key by summing private key of its provided array indexed by the sink

identification key.

51, The method of claim 48, wherein the sink device generates its copy of the authentication

key by summing private key of its provided array indexed by the source identification key.

52. An apparatus comprising:
a source device to provide a basis value to a sink device, wherein the basis value is a first
random number;
the source device to provide a source identification key to the sink device;
28



previ ous version of the second random nunber and the frame key. 50. The

met hod of claim48, wherein the source device generates its copy of theER 100
aut henti cati on key by summ ng private key of its provided array indexed by
the sink identification key. 51. The method of claim48, wherein the sink
device generates its copy of the authentication key by sunm ng private key
of its provided array indexed by the source identification key. 52. An

apparatus conpri,sing:. source .devi.ce. tq..provide.a basi al ue ;to.a, sink
Govrce, whor o n (iR B RSO L e R TR T P kB
devi ce t o pinbideddfiatieokaydegdandmnrti by theatnkaeavikey to the sink device;, 28 1 9

FEB 2004 the souyrce deyice.to.,eceive a sink identification key fromthe

C ok dovi coc whdleaPera e e RetRaTm eheid % e cntoniBhorRrety mpedfle’ o
devi ce; t heosaiftieauthemticator ieyiinddependend bythgenkedate; an aut henti cati on key,
wherein a respective . copy..of the authenticatjon key is .also.qgenerated by
the. oi i devi nod tioeReighied e B ashifis i il yeskih kdorsFhompbeiPn el gl Mtk oy 1 or
transm ssi oiphaingshotusivyalid oxig thenphaticangn kdyens hdkick ciphdrkey;usi ng the

aut henti cati on @ﬁ%@a?eiwg%OCk CIEher kﬁﬁ??the ource device generating a

second random n pr EER P BREPR " 8" Feam ci pher content using
the initial sessispéunkeptier afichtotstreans cipliet eorteany Lgigy the ingtéah sescidrekey; dndame key for

t he next frane bl ock ci pherin [ di at el recedi ng. yersi on of the
e ome T andom nilasBirog et ameih o Fame KELEE Hop Py sk SR 28! pr
key. 53. Themedipealy ptededind veediai dNtlieXecort] @andbi nlbBersiSig de isianMisesioh Reyf asitlicher to
generate aag)l#ge{‘gré versi on of the second random nunber by generating a

pseudo ran PEr&Euence using a stream cipher with the previous version
of the second random nunber and the frame key. 54. The apparatus of claim

52, wherein,the_source deyice generates its GOpy .o he authentication key
by sunm ng Bt i v IPEEEGREEL oD S BUFRdieiohly SRS b o sfErl e
i denti fi cakéion sPe sdebnd ridnopetefbyigenertifd BpseadoZandomaissequehdeaisiig alstrebdyv i ce
generates ifs caopy,of the authentication key by summ i vate key of its
Brovi ded af PR TSRy veRendl thesteons Gafer Fymtey POTREGTE K. The appar at us
of claim52, means for generating a copy of the authentication key for the
2'03:( Cge:”dgﬁﬁblyl il'g?{an@ﬁxgaugrolf g]%gnesfg%ergfn tf'let s%u cE- c\elvlic%eggneafa(tfresai}/s clolrnl}(fj gfxtﬁ’\ed by the
authentication key by summing private key of its provided array indexed by the sink

identification key.

55, The apparatus of claim 52, wherein the sink device generates its copy of the
authentication key by summing private key of its provided array indexed by the source

identification key.

56. The apparatus of claim 52, means for generating a copy of the authentication key for the
sink device by summing private key of its provided array indexed by the source identification

key,

57. An apparatus comprising:

means for providing a basis value to a sink device, wherein the bagis value is a first
random number;

means for providing a source identification key to the sink device;

means for receiving a sink identification key from the sink device;
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key. 57. An apparatus conprising: neans for providing a basis value to a
sink device, wherein the basis value is a first random nunber; meanmsg¥tpg 00
providing a source identification key to the sink device; mneans for
receiving a sink identification key fromthe sink device; 29 1 9 FEB 2001
means for independently generating an authentication key; neans for
generating an initial session key for transm ssion session by bl ock

ci phering the basis.va ue(gg&n t he auth&ntication key as a bl ock cipher

key; means for ﬁgﬁgr%PpﬁEmé séi-ﬁgmwgﬁﬂgﬁ1ﬁﬂﬁggwf£#9ans for stream

frame key for the next fra by bl qck ci pheri. n imediately preceding
ver si on ofﬁ?ﬁ%“%%@ﬁﬁﬁmﬁ&Hﬁ%ﬁ?ﬂﬁﬁﬁ@ﬁwﬁé?%@“ﬁﬁ@aﬁhﬁ?ra| session key as the

bl ock ci pher kegans3&. gefidratimgppacoat umdah nohberm 57, further conprises nmeans
for generating a current version of random nunber by generating

t he secon
a pseudo randonFﬁ?ngéﬂﬁ@ﬂﬁﬁ‘ﬁ@?ﬁﬂ“ﬂ“g??%éﬁFW? FEH" §8t 1'% he previ ous
versi on of the measmor geadtatinpatimediey &mchetreer ffan@rty bkey ciph&ing Bhemapdiaeiat us of

claim57, further conprises ans for generating.a cq of th .
AuUChent | aPTeEHMERg TR e SEPR ERaRTD PTEOHE e I SoTORLS AUy e cpber
provi ded akdvay i ndexed by the sink identification key. 60. An apparatus

conprising: neans for providing a basis value for a synmetric

ci phering/ deci phering process to enable a video sink device to receive a
vi deo cont efit f Theappardiud epclsimB7cRirta\codprisermans Hraendatpigardurrent tvireion bfieo
content in_a stream node of operation for tr nsnission to the video sink
devi ce, anHeFYrPRAERdom Avube BY BSHERE? PY Oafa’?‘{% BIL PAVRES USKia P FRIDEERE

functi onal with B2 pedvisusBérsion ofxhe tddendrasdos nualbecanid thedfrdaledel. node of operati on
and perform ng stream ci phering based on the first cipher key;, and neans
for periodically verifying symmetrical deciphering of the transmtted video
content byst¢he Thagpaituslst clgivn Fefurthidr.cothplsea pioats dbripsnddbtinglaciopy 6Qhe f urt her

i Si f ti a pl l.i ty. of ddi tional, ciph
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conpri si ngtheemR sdehtficagenisyat i ng a pseudo random bi t

60. An apparatus comprising:

means for providing a basis value for a symmetric ciphering/deciphering process to
enable a video sink device to receive a video content from a video source device;

means for ciphering the video content in a stream mode of operation for transmission to
the video sink device, and further means for generating a first cipher key through functional
transformation of the basis value in a block mode of operation and performing stream ciphering
based on the first cipher key; and

means for periodically verifying symmetrical deciphering of the transmitted video

content by the video sink device.

61. The apparatus of claim 60, further comprising means for generating a plurality of
additional cipher keys using the first cipher key.

62. The apparatus of claim 60, further comprising means for generating a pseudo random bit
sequence for ciphering the video content, and means for deriving verification reference values

from the pseudo random bit sequence.
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sequence for ciphering the video content, and nmeans for deriving
verification reference values fromthe pseudo random bit sequence. B®FEB 2004
FEB 2004 63. An apparatus conprising: nmeans for authenticating a video sink
device to receive a video content froma video source device, including
generating an authentication key; neans for ciphering the video content in
a stream node of operation for transm ssion to the video sink device, and
further neans faqr generatin a first cipher key using at |east the

aut henti cation E@V‘Pﬂmﬁ§%wgﬁ%nﬁnde of operation; and neans for verifying
peri odi cal | y sy meedsfocakhettatiphevidegsidf detbetdrea@nen vidcodomend &om anadoent by
the video sink device. 64. The.aggangtgs ofkcLain163, further conprising
means for QERer&Yicndiluding gepgranead shhentigalion kesi g at | east sai d

aut henti cati on keyns fandpHefifig e eles sinwat i agetwmt mbdesf operatioir fat réngmBion to

addi tional , cipher keys usj the first cipher_key. 65. An ar.at us

Compr i oi ngthevidia sk S, ittt Aoy s Sadipa et Rliedy e ATRR 6

gi p_heLi ng/ dﬁﬁ@xﬁﬁﬁfehlﬁ@y fﬁgﬂﬂ&ﬁ%&dé ofMdp@rativit; AR sourcg devi ce; neans ;or )
ecl phering ciphered viaeo content 1n a stream nbde operati.on fromthe
e sour Co. dev B Larem BRSSP O HBRT EHeaP I P ot e ERBMAIIRE0 1 hr ough
functional codtérabpihevimb sigkd&ficet he basis value in a block node of operation
and perform ng stream ci phering based on the first cipher key; and neans
for periodically providing verification values to the video source device
L or triggesing Trifﬁﬂpﬁiaﬁl_@bir: élﬁlin{d @@guéﬂh&dﬁﬁgriiiﬁ@nsdn@ hﬁl‘gfeﬁbrzl\ting@ﬂ% g&lﬂ?iﬁlﬁﬁr ﬁé;s

eing symetric y deci pher ed. : e apparatus of cl ai urt her
conpr i si ng" ﬁ?ﬁﬂﬁwgﬁéﬁ}‘F'&Pﬁ‘i“H‘d‘WﬁﬁéEFBH‘F&FSSIV‘E'Pféﬁ'?F%PﬁﬁtP?‘B‘ﬂ}%‘Pf WEomhsi s
val ue for g@ﬂ@m@yhﬂggEMthngaa&ydecipher key, and for successively
generating a plurality of aaditional decipher keys using the first decipher
key. 67. The apparatus of claim®65, further conprising neans for generating
a pseudo r gndomaliappar@i@skéRipeising:or deci phering the video content, wherein

said verification values are derived.fromthe pseudp random bit sequence.
68. An appar at u§*eH r‘ie%ﬁ“ﬂ'@g,a@f‘sfglﬁEE’Eﬁﬁﬂ“'ﬁ‘étﬁﬁg'gﬁ?SF‘g%ﬁ‘f' RPE BRETHYT™ 2vi deo
sour ce deviviies sdufeldedltddg generating an aut henti cation

means for deciphering ciphered video content in a stream mode of operation from the
vide source device, and means for generating a first decipher key through functional
transformation of the basis value in a block mode of operation and performing stream ciphering
based on the first cipher key; and

means for periodically providing verification values to the video source device for

triggering verification that indeed the ciphered video content is being symmetrically deciphered.

66. The apparatus of claim 65, further comprising means for performing functional
transformation of the basis value for generating the initial decipher key, and for successively

generating a plurality of additional decipher keys using the first decipher key.
67. The apparatus of claim 65, further comprising means for generating a pseudo random bit
sequence for deciphering the video content, wherein said verification values are derived from the

pseudo random bit sequence.

63, An apparatus comprising;
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key; nmeans for deciphering ciphered video content in a steam node of
operation fromthe video source device, and nmeans for generate a fiTS¢fER 200i
deci pher key using at |least the authentication key in a block node of
operation; and neans for providing periodically verification values to the
vi deo source device for triggering verification that the ciphered video
content is indeed being symetrically deci phered. 69. The apparatus of
claim 68, further car rh§iqgfneana for 9§nera1HQ§ said f.irst deci per
using at |east SEMYSAHEMTELET GATAEY T S nBaHS s 87 RN LY 6’8‘1‘% o
generatingka;plurality of additional decipher keys using the first
deci pher key. 70. The apparatus,of claim®68, further copprisin ans for
Gonerati ng x peBtb ARRBRBEE PhEY AR B et in askrBAeHF R TERIoL Mg ont ent
wher ei N savidewsiutck idevdtd, anil midns &8 geetatckefidsvazdiphdr@ey tidigg at paauskoautemctandbi t
sequence.

key

2 . .
Eey in a block mode of operation; and
means for providing periodically verification values to the video source device for

triggering verification that the ciphered video content is indeed being symmetrically deciphered.

69. The apparatus of claim 68, further comprising means for generating said first decipher
key using at least said authentication key, and means for successively generating a plurality of

additional decipher keys using the first decipher key.
70. The apparatus of claim 68, further comprising means for generating a pseudo random bit

sequence for deciphering the video content, wherein said verification values are derived from the

pseudo random bit sequence.
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