1 5Met hod and Apparatus for Detecting the I P Address of a Conputer,
and Lo- cation Information Associated therewith The invention rel ates
to a nethod for.operating a conputer network, a conputer . 10 network,
and an apparatus for use in the network. In particular, the invention
relates to a method and an apparatus fer detecting an address, in
particular, an I P address of a conputer in a conputer network, and/or
country / location informati on associated with the conputer and/or
the I P address. 15 The Internet is a worldw de, publicly accessible
network of interconnected conputers / conputer networks that transmt
data by packet switching using the Transm ssion Control Protocol
(TCP), and the Internet Protocol (IP). The Internet can be seen as a
"network of networks" that consists of mllions of 20 smaller
donmesti c, academ c, business, and governnment networks, which together
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ete. 2 address of a computer in a computer network, and/or country / location informa-

tion associated with the computer and/or the IP address.

15 The Intemet is a worldwide, publicly accessible network of interconnected com-
puters / computer networks that transmit data by packet switching using the

Transmission Control Protocol (TCP), and the Internet Protocol {IP).

The Internet can be seen as a “network of networks” that consists of millions of
50 smaller domestic, academic, business, and government networks, which together
carry various information and services, such as electronic mail, online chat, file
transfer, and interlinked Web pages and other documents of the World Wide Web.

The Internet and the World Wide Web are not synonymous: the Internet is a col-
75 lection of interconnected computer networks / computers, linked by copper wires,
fiber-optic cables, wireless connections, etc.; the World Wide Web is a collection
of interconnected documents and other resources, linked by hyperlinks and URLs
(Uniform Resource Locators). The World Wide Web is accessible via the Internet.

30 An Intranet can be understood as a “private version of the Intemet”, or as a ver-

sion of the Internet confined to an organization, e.g., a bank, an insurance com-

pany, etc.



An Intranet is a private conputer network that uses Internet
protocols, such as TCP/IP, network connectivity, and possibly the
public tel econmunication systemto securely share part of an

organi zation's information with its enployees. 5 Sonme web based
applications, stored in a respective wab application server, require
information regarding the country / location fromwhere a user - e.g.
via a web client - accesses a respective application. 10 Wen the
application is deployed within an Intranet, for this purpose, a table
or list or,file maght r S
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HTTP proxy servers, the IP address of the client does not correspond to the “re-
mote-address” of the respective TCP/IP connection. However, the HTTP proxy
servers can be configured to extend the standard HTTP header “X-forwarded-For’
with the client's IP address. More precisely, the HTTP proxy servers may be con-

25 figured such that the respective “X-forwarded-For” HTTP header is
added/modified such that the HTTP header received at the web application server
does not only comprise the IP address of the HTTP proxy server (directly) con-
nected with the web application server, but also the IP addresses of all other
HTTP proxy servers between the web application server, and the client, as well as

30 the client's |P address.



10 used. TLS / SSL are cryptographic protocols that allow client /
server applications to conmunicate in a way to prevent eavesdroppi ng,
tanpering, nessage forgery, etc. However, if an HITP connection is
established using TLS / SSL, respective HTTP 15 proxy servers between
a client and a web application server @nnot add or nodify HTTP
headers, because the content exchanged between the client and the
server - including HTTP headers - is encrypted, and therefore, ]
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to communicate in a way to prevent eavesdro_pping, tampering, message forgery,

efc.

However, if an HTTP connection is established using TLS / SSL, respective HTTP
15 proxy servers between a client and a web application server cannot add or modify
HTTP headers, because the content exchanged between the client and the server
— including HTTP headers — is encrypted, and therefore, immutable by the HTTP

proxy servers.

20 Hence, the HTTP proxy servers cannot exiend the HTTP header "X-forwarded-
For” with the client's IP address, as explained above. Therefore, the web applica-
tion server cannot detect the client's IP address, and thus cannot determine the
country / location  associated with the respective IP address by use of the “coun-

try / location lookup table”.

25
For these or other reasons, there is a need for the present invention.
According to an embodiment of the invention, there is provided a method for op-
erating a computer network, comprising the steps:

30 (a) from a first device of the network, requesting access to a second de-

vice of the network;
(b)  redirecting the request to a third device of the network;



at least a first, second, and third device, wherein the second device
is adapted to redirect an access request of the first device to the
third device for detecting |location information associated with the
first device. 10 Advantageously, the access request of the first
device is a secure Internet! Intranet eonnection request, and the
redirected request is a normal, un-secure Internet / Intranet
connection request. 15Further, advantageously, the third device
detects the | ogeti odeﬁenﬁmg loeation irffyrnastiont assbeiatpdt with 1R Brgtidewee by uske
first device. qﬁ eously, the third device transmts the
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15 Further, advantageously, the third device detects the location information by de-
tecting the IP address of the first device.

Advantageously, the third device transmits the detected location information by
again redirecting the access request. Particularly advantageously, the detected
20 location information is transmitted by use of URL encoding.

Further features and advantages of the present invention will become apparent
from the following detailed description of the invention made with reference to the
accompanying drawings.

25

The accompanying drawings are included to provide a further understanding of
the present invention and are incorporated in and constitute a part of this specifi-
cation. The drawings illustrate embodiments of the present invention and together
30  with the description serve to explain the principles of the invention. Other em-
bodiments of the present invention and many of the intended advantages of the



10 Figure 3 schematically illustrates nmethod steps used according to
an enbodi rent of the invention to detect the |IP address of a client,
and the country / locationassociated with the respective |IP address.
Figure 4 schematically illustrates the interaction of conponents of
the Intranet 15 conputer system shown isn Figure 1 to performthe

met hod steps according to the enbodi nent of the invention. In the
follow ng Detailed Description, reference is made to the acconpanyi ng
20 dr awi ngsesemtirskenfion willkbgaatilh eppeiciatahds theywieicomei etten endersjo
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4, 5, etc. 6 Between the conputers 2, 3, 4, 5 data m ght be
exchanged using the Transm ssion Control Protocol (TCP), and the
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bank, an tipsur aseeiztewANthe @ispectMed Pl addresset conmputer system 1 -
here: of a bank - m ght be used to securely share part of the
respective organi zation's information with its enpl oyees. 10

Figure 4 schematicélly ilustrates the interaction of components of the Intranet
15 computer system shown in Figure 1 to perform the method steps according to

the embodiment of the invention.

In the following Detailed Description, reference is made to the accompanying
20 drawings, which form a part hereof, and in which is shown by way of illustration
specific embodiments in which the invention may be practiced. it is to be under-
stood that other embodiments may be utilized and structural or other changes
may be made without departing from the scope of the present invention. The fol-
lowing detailed description, therefore, is not to be taken in a limiting sense, and
25 the scope of the present invention is defined by the appended claims.

Figure 1 schematically illustrates a section of an Intranet computer system 1 ac-
cording to an embodiment of the invention. The system 1 comprises a piurality of
30  computers (or, more generally speaking, electronic devices) — e.g. respective PCs

(personal computers) 2, work station computers, server computers 3, 4, 5, etc.



To the Intranet conputer system 1, hundreds or thousands of conputers
2, 3, 4, 5 mght be connected. The conputers 2, 3, 4, 5 mght be
| ocated at a plurality of different |ocations / 15countries. Sone web
based applications, stored in a respective web application server
(e.g., the above server conmputer 4), réquire information regarding
the country / location fromwhere a user accesses a respective
application. 20 For this purpose, a table or list or file mght be,
used, wherBstwebnithd Pompdiees 8e8, 46f 5 datpeughtbe exahanged using the Lrangnis-

t he associ ated ¢ ry / tion.intormatd i ored ("country /

| ocati on Isb‘?fkﬁﬁn?ég:l;rg%c'?l, 'i%r?ag]hhregn%"q&fgg%comﬁ&hom in Figure 2,

each | P address e.g. mght conprise four groups of nunbers, separated
by respective dots. As is furthe hown in Figure the co b
| ocation | MWHa_f‘ﬁtb‘FQi"‘?”tﬁf ﬁﬁte‘@o{ﬁ;ﬁ‘ﬁ?’f@% f%egl i ﬁgrugggrs ?cgc[:%é%mp "
data fiel date Persionsdf 186 MBrnel’, 8ahg af verbidh Behe ftemBtcordiie@do famr organi-
storing respective |IP addresses of conputers 2, 3, 4, 5 conprised in

t he above ZPHOM.h8+ adFRBLARINSYIANCE FOMRARNY &IC- of clients A, B, C, D of
the conputer sys- tem etc.), and a second group of data fields 8a,
8b, 8c, 8d for storing information 7 regarding country / | ocation

i nf or mat i Jive- Ingraget, corapyet sysiemcbunbere: @g@elgank adaight Bt agedi tersacHesly
respectiv . . ot i B, C
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client A wit I d 163 72" '
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t he | F adenigisihe dofme6®d228. 79" is located in Spain (here: country
code "ES"), that a third client Cis located in the USA (here:
country code "US"),

The computers 2, 3, 4, 5 might be located at a piuraiity‘of different locations /

15 countries.

Some web based applications, stored in a respective web application server (e.g.,
the above server computer 4), require information regarding the country / location
from where a user accesses a respective application.

20
For this purpose, a table or list or file might be used, wherein for IP addresses of

respective computers 2, 3, 4, 5, the associated country / location information is

stored (“country / location lookup table” 7, see Figure 2).

25  As is shown in Figure 2, each IP address e.g. might comprise four groups of num-

bers, separated by respective dots.

As is further shown in Figure 2, the country / location lookup table 7 might com-
prise two — or more — groups of data fields: A first group of data fields 6a, 6b, bc,
30 6d for storing respective \P addresses of computers 2, 3, 4, 5 comprised in the
above Intranet computer system 1 (here: of clients A, B, C, D of the computer sys-
tem, etc.), and a second group of data fields 8a, 8b, 8c, 8d for storing information



10 and that a fourth client Dislocated in Switzerland (here: country
code "CH'). As country code, any suitable code m ght be used, in
particular, for exanple, the 2-digit country code according to

150- 3166, etc. 15l nstead of the above country information (and/or in
addition thereto), respective (further) location information might be
stored in the table 7, e.qg. |nforrrat|on regardi ng the canton /
province / state / C|ty Wnereares ctive clien cate
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router conputers 12, firewalls 13, etc., i.e., respective "network

' nf ' aigr u?rli#%gd ot #k GBS %ﬁﬁ’rpﬁr@é’rﬁﬁaﬂ%ﬁ andfor lif adﬁﬁrohstgérbgc‘ﬁ? régpective

user accesses |cat|on stored on fhe server
corrput er (lfuvthar)dqeatmn inéorevatibn ahighhbe a&b@r‘ed irMthe tablex®: &er inereqtiearre:

docs not SarHa RS Gy lrohs distepint WRelsy afREbERRe e S Rl

connect i oetc., etc.

20 According to a first embodiment of the invention, for each and every computer 2,
3, 4 of the Intranet computer system 1, the respective 1P address, and the associ-

ated country / location information is stored in the tabie 7.

In a further — alternative — embodiment, for the computers 2 of a first group of the
25 computers of the Infranet computer system 1, the respective [P addresses, and
the associated country / location information 1s stored in the table 7. However,
for the computers  of a second group, the respective IP addresses are not stored
in the table 7 (or e.g. the IP addresses, but not the associated country / location
information, etc.).
30
If a user accesses the web application stored in the server computer 4 directly —-
without any intermediate HTTP proxy server - via a respective web client (here:



20 However, all the (tens or hundreds or thousands) HTTP proxy
servers 1l1a, 11 b, 1 1 c in the Intranet conputer system1l shown in
Figure 1 are configured to extend the "X-forwarded-For" HTTP header
with the client's I P address. More precisely, the HITP proxy servers
11a, 11 b, 11c are configured such that8 25 the respective
"X-forwarded- For" HITP header is added/ nodified such that the HITP

header received at the web apggl(i cation _server does not gnl g(gce? I S§
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web application server, and the client (here: the HITP proxy servers

11a, 11b), as well as the client's IP address (here: the |P address
of the sclizftdr aeimudetect2)l .the Bligkdai IR, adare sy, tiaabong theusiry éibcatien lookup

client's I P address (.here: e | F address.of ' .
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used to defted withehawespecthaiF addréss.ocation is associated with the
respective | P 5address (i.e., the detected |IP address of the client

conputer 2). If a user via a respective web client (here: the client

conput er s RCURRECShEWE iNVERLRE P, itha thtihet lcohditérnsyistem Sleasercomprises
conputer 4 by use of a "secure" Internet / Intranet co%?ctl%ng(; n
parti 0@l aseveratHI TPrproxy s6Pvers djar 118 A Fi fopjercoqugutersaid, AEewaisdsh £l <
Layer) conggct; ' ST 418 111BY $1Y, 1198, tenker
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stored in the server conputer 4. For this purpose, the respective web

addr esﬁ! H@'ag %néﬁgvbmnREi%Blrg ?Q trll‘é) ﬁgéroargc’esgegthe web application stored on the
server computer 4 via one or several of the above HTTP proxy servers (here: the
HTTP proxy servers 11a, 11b, 11c), the IP address of the client does not corre-

spond to the “remote-address” of the respective TCP/IP connection.

20 However, all the (tens or hundreds or thousands) HTTP proxy servers 11a, 11b,
11c in the Intranet computer system 1 shown in Figure 1 are configured to extend
the “X-forwarded-For’ HTTP header with the client’s IP address.

More precisely, the HTTP proxy servers 11a, 11b, 11c are configured such that
25 the respective “X-forwarded-For” HTTP header is added/modified such that the
HTTP header received at the web application server does not only comprise the
IP address of the HTTP proxy server which in the chain of HTTP proxy servers
between the client and the web application is closest to the web application server
(here: the HTTP proxy server 11c¢), but also the IP addresses of all other HTTP
30 proxy servers between the web application server, and the client (here: the HTTP
proxy servers 11a, 11b), as well as the client's IP address (here: the IP address of

the client computer 2).



"https:// myapp. nyconpany. conf app-path/™ 20 is entered into the web
browser, and is "clicked" by the user (see also Figure 4, arrow "A").
Thereby, "https" signifies that the connection is to be a "secure"
Internet / Intranet connection (whilst "http" would have signified
that the connection is to be a normal, 9un-secure" connection).
Further, nyapp.nmyconpany.com' is the web address / URL of the server
conputer 4 on which the web application 4a is 25 stored, and

"app- pat hr the nane of the path where the web application 4a is
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3, arrow "didrgss (s.éQtﬂ'élaatec&adrlé’oamﬁéséofthebh&t%oug:uhe@ e.g., an

apache nodul e, stored on the web server / server conputer is issued
(see Figure 4, arrow "C"). The LLS-Plugin 3a - as will be described

in furthery deligyrlvid el @apectileenks cbet hete:therclieat c@mﬁureeaomems the
country / location informgti on for the client co has,, I rea

been det ergthaaplicalign istefgdanhe Servgy oqpyter by, yge ‘fﬁe Sepep) ﬁt&p‘he

for the fﬂﬁﬁé‘ﬁéﬂc\bﬁné%ﬁﬁ Eaﬁmm&? é/\/?bstvrmﬁbrta_%yaﬁaééa’it?ﬁ/ sanséame
key (here: par anet er

see gure , arrow i efs
t he gefer aﬁcé‘dfetsalrﬁi@ﬁi qz@anqcﬁen I%ﬁféfd'v@altq aaenehpdimephel thwm’%'é@gq &? ol-

cont ext ofj I -
redirects 1 ‘& Srpequéédg{r @M@%@.egrtgm{%g ?%Fiéérggclg@%é%gggﬁoﬁoun
Iookup senryerlodatiopexssbiigtedewith thernespectiveiP addreast | as Figure 3, arrow
"2."). Thereby, the originally entered web address / URL of the
server conputer 4 on which the web application 4a is stored, and the

nane of tRrshahé uskeriey ube of Thewelzbalppliseala aondiagian tteoclzt onmphéﬁr 2,

server _conputer 4 are vided (here: by use of ar anet rl

oel | 48t MBS rianeas, Rurar el sbiiAtoneia P&Red P SeARREpbetl o Fot®
above par W@bﬁg)dsbrkbrebﬂecﬁﬁrétww&@dresé heRaOWdom Reseliekd_dcator), eagnd
'lrk are provided as URL encoded request paranmeters of the redirected

request of the web browser 2a to the central |ocation |ookup server
S. “https://myapp.mycompany.com/app-path/”

20 is entered into the web browser, and is “clicked” by the user (see also Figure 4,

' arrow “A"). Thereby, “https” signifies that the connection is to be a “secure” Inter-
net / Intranet connection (whilst “http” would have signified that the connection is

to be a normal, “un-secure” connection). Further, “myapp.mycompany.com” is the

web address / URL of the server computer 4 on which the web application 4a is

25 stored, and “app-path/’ the name of the path where the web application 4a is

stored on the server computer 4.

As is shown in Figures 3 and 4, the https — request of the user is e.g. intercepted
by a web server 3 located between the client computer 2, and the server com-
30 puter 4 on which the web application 4a is stored, or a specific program 3 stored
on the server computer 4 (see also Figure 4, arrow “B", Figure 3, arrow “1.7).



20 For instance, the request of the web browser 2a nay be redirected
by the LLSPlugin 3a using a redirection web address

"http://11s. nyconpany. com || s/ | ookup?I | url =htt psc/ 03A%RFY¥2Fnyapp. nyco
npany. 25conP@Fapp- pat h%2F&l | r k=wahczernssrrnr| x1lpuv". Thereby,

"http" signifies that the connection i$0to be a normal, "non-secure"
Inter- net / Intranet connection (whilst "https" would have signified
that the connection is to be a "secure" TLS- / SSL-connection).
Further, "Then myreoppsinig. 2 bhS-Plyginhia. e, 30 apsehegsodulgrstorgd oméhe web
central Iqg ' v bch t is redi-
rected, an%%%rﬁsgﬁk@%é&ﬁ%% 'ggsstﬁﬁé?%at Hgamﬁeggrgﬁ?es ective | ocation

| ookup service programba is stored on the central |ocation | ookup

vent | oned, THCUR EGa 2 o PEPERINgS IR Vs Jegel below - checks whether
" myapp.sy csnanbie eesPective dolintpp/ favation irfognatidrefor tihe cliert adunegers2 has
AN R Y W D e AL
stored on th8feSRICKeE réQIEN 08 1thé webnbialdit RA@Mgenerates a random key (here: a
parameter lIrk) (see Figure 4, arrow "C2"), and stores the generated random key
for later validation in the HTTP session context of the client computer 2.
10
Further, the LLS-Plugin 3a redirects the request of the web browser 2a to a cen-
tral location lookup server 5 (see Figure 4, arrows “D", as well as Figure 3, arrow
“2."). Thereby, the originally entered web address / URL of the server computer 4
on which the web application 4a is stored, and the name of the path where the
15 web application 4a is stored on the server computer 4 are provided (here: by use
of a parameter flurl), as well as the random key generated by the LLS-Plugin 3a
(here: the above parameter lirk). In particular, the above parameters liurl and lirk
are provided as URL encoded request parameters of the redirected request of the

web browser 2a to the central location lookup server 5.

20
For instance, the request of the web browser 2a may be redirected by the LLS-

Plugin 3a using a redirection web address

“hitp://lls.mycompany.com/lis/lookup?uri=https%3A%2F %2Fmyapp.mycompany.
25 com%2Fapp-path%2F&lirk=wahczcrnssrrmrixipuv”.

Thereby, “hitp” signifies that the connection is to be a normal, “non-secure” Inter-
net / Intranet connection (whilst “https” would have signified that the connection is
to be a "secure” TLS-/ SSL-connection). Further, “lls.mycompany.com” is the web
30 address / URL of the central location lookup server 5 to which the request is redi-
rected, and “lls/” the name of the path where a respective location lookup service
program 5a is stored on the central location lookup server 5. Further, as already



5 as al so already nentioned, the URL encoded request paraneter Ilrk
(here: uwahczcrnssrnrl xlpuv") signifies the above random key
generated by the LLSPlugin 3a. As the (redirected) connection between
the client conputer 2 / web browser 2a, |o and the central |ocation

| ookup server 5 is a normal, "non-secutk"” Internet / Intranet
connection (in particular, not a TLS- / SSL-connection), the |ocation
| ookup service program 5a stored on the central |ocation | ookup

server 5 rmgntidred, cothespddRii nglepceded | alfewséxplparafé@leabowé”det@@fe

the I P adds w
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| ocation Imgd§HBaserver 5 via one or several of the above HTTP proxy
servers (here: the HTTP proxy servers 1lla, 11 b, 1l1c), 25 the IP
address of the web client / client conputer 2 does not correspond to

the "renotgs dddrefRcted) &hﬁeétﬁﬁpSé’Me\éﬁ the rcﬁ@rhtré%ﬁﬁ;ﬁﬂer 2 TG&ét Browser 2a,

connection. However, as explained above, all the (tens or hundreds or
t housdfids @andtire cgntﬁalyogamelpgkmaervmé is @ nogmih ﬁ%sefﬁﬂrfaaké@rnebhwrﬁer

system 1 %?‘é’ﬁgﬂ;é’btﬂé}ll%[ ﬁaﬁgﬁ%raﬁ&h&@ﬂ’ﬂs -qug 8. cBﬂnﬁ;foﬂzdththcatlon lol%up

" X-f or war ded the clrient dress
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e headsPPERRy T4 4F meP Rl BB R EEE T U weBIeBEF,
conpri ses clidvé compatehr22ss of the HITP proxy server which in the chain
of HT'II'? proxy servers be-
In particufar, if the web client / client computer 2 via the above redirected connec-
tion accesses the central location lookup server 5 directly — without any interme-
diate HTTP proxy server -, the [P address of the web client / client computer cor-
responds to the “remote-address” of the respective - redirected - TCP/IP connec-

20 tion.

If — as is shown in Figure 1 - the web client / client computer 2 via the above redi-
rected connection accesses the central location lookup server 5 via one or several
of the above HTTP proxy servers (here: the HTTP proxy servers 11a, 11b, 11c),
25 the IP address of the web client / client computer 2 does not correspond to the
“remote-address” of the respective — redirected - TCP/IP connection.

However, as explained above, all the (tens or hundreds or thousands) HTTP
proxy servers 11a, 11b, 11¢ in the Intranet computer system 1 shown in Figure 1
30 are configured to extend the “X-forwarded-For” HTTP header with the client's IP

address.



5 tween the client computer 2 and the central |ocation | ookup server
5 1is closest to the central |ocation | ookup server 5 (here: the HITP
proxy server 1l1c), but also the |IP addresses of all other HITP proxy
servers between the central |ocation |ookup server 5, and the client
conputer 2 (here: the HTTP proxy servet? 1la, 11b), as well as the IP
address of the client conputer 2. 10 In particular, the IF address of

the client conputer 2 corresponds to the |last entry of th
"X t or war dMaTeFBFeiFel> A arBlinat abous Hie H1d P BRAYARSMEE 18N 11Bollf
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| P addrses sween éhe clidrd coatpeiberedl ang tiael derisal lodationdoekureserveoificlepestyto

(see 20 Fi,gur a = " ry ' t o
10e s sHBtreriienBERY oKy sghRy SR he RS BB saBar R BOY fiso
| P- Lookup thi lIP sddrésdeabsindll oy HRTRIproxe sewety betwesratheoreried tegation
server 5 25 For instance, .if |t was detected by th catj o K
service proRiuRnseiesPoriad Cl'?»@ @éﬁ‘?"ﬁﬁf I(Eg?ft ?ﬁa‘?'n ‘“f@cfﬁﬁg‘%’!é‘eg%’lé§85wa’
that the I{Rbpddresibadihe IPeaddréensf theenedtdionputer 2.163. 52. 128. 72",
according to the table 7 shown in Figure 2, the respective client
computl@r 2 is located in Switzerland (country code: "CH'). 30 13 if

the associjgihgichpithe)PGRIRfesd & thb tlierFtomiténs tyrBSpdritR! totthe I entryy
/ location is unknown, it Is detected by the |ocation | OOkE% se[w ce -

pr ogr am 5&f the“Xrfarasdad-Fpr) HTJEahpaden Eecgived catathegcentral lppation lookup
respectiveglR,gddress. SAfter detecting the country / location, a
token (string sequence) is created by the |ocation | ookup service )
program 5a stored on the central |ocation | ookup server 5 conprising

R
computer 2), the above “country / location lookup table” 7 shown in Figure 2 is
used by the location lookup service program 5a stored on the central location
lookup server 5 to determine which country / iocation is associated with the re-
spective IP address (i.e., the detected IP address of the client computer 2) (see

20 Figure 4, arrow “E").

The “country / location lookup table” 7 — as is shown in Figure 3 — e.g. might be
stored in a respective IP-Lookup File or Databank (DB) 7a of the central location

lookup server

25
For instance, if it was detected by the location lookup service program 5a stored
on the central location lookup server 5 that the IP address of the client computer 2
is "163.52.128.72", according 1o the table 7 shown in Figure 2, the respective cli-
ent computer 2 is located in Switzerland (country code: “CH").

30

if the detected 1P address is not contained in the table 7 shown in Figure 2, or if
the IP address is stored in the table 7, but without an associated country code, or



10 The string <serial-id> (e.g., "4131213") is an ID to nake the

t oken uni que. For instance, a first token generated by the |ocation

| ookup service program 5a stored on the central |ocation | ookup
server 5 may be given a first nunber, a second token generated by the
| ocation | ookup service program 5a maylbe given a second, 15

di fferent nunber, a third token generated by the | ocation | ookup

service program may be given a third nunber (different fr
first and l&g@oaﬁssoa@rﬁsé@;ntrye@@e e.g. i§."XBy, %@fydﬁg hat thenequnt Wﬁ%ﬁ'{"’é‘ 5.
|'s reset aﬂrfkﬁBwﬁ ﬁ?sfaéﬂegteg%a)tﬂe & atiohTBoku sétvige pk@girawm{ate}aldownt

reset after havi hg reac certal n maxi nrum nunbe 20 Further, the
string <ti/fecatianys axsosigted with the cepertivioBuabiess") signifies the tine
when the respective token was generated (by giving the respective

i nformati on regarding e.g. the date (year, nonth, day of the nont %
ti me (BourAfterrdaterting, the econtrs) locktiomn,-z token (etrmg)seqﬂsnﬁe)aawmaf@ﬁ bytthe

of 11 daPvateR B eerei R Phe Bt wEstols onghd cenfalforateTeollh, SR RL s

is valid (dbng)risirmherf@llowWQﬂlﬂﬁ@ﬁ]aﬁbnseconds, preferably, a relatively
short amount of tine, e.g. less than 40 or 20 seconds, etc.).
30Further, the string <version> (e.g., "1") signifies the version
used for the kekardstisyairmxGMBuohlidishaindsr<gysidraxcatntfyf codestanfenokeyt he
synt ax expl ai ned here m ght also be used in the future (under a

di fferl@nt <versi on> nunmber (e.g., "2")). 14 Still further, the
string <cdtwet stying cderal-ig>t(eqy. cOUBHRY3Y dsl@ndi &x mexkeathecopemiuniiealiove

Y ot on TR B F BEh SRRP R Bt B06th SPleRride 8h sorec
table" 7 ©op.tfe.cehttal 1BBAGE Bokdp Ser@b 5aAMNDE YIVeMOE fifst Grrthienga taecond to-

| SO 3166) . Finall y, the string <random key> is trég above random k r}éi
gener at ed k8) generatespy g localio g’( jookup SEB’HCree%rBQFﬁfE dNEHES FHGNA Seco

paramgker gltdrént(AlEhSer, aWRIE THSASSEHehted Ilihe)ldcation lookup service program
5a may be given a third number (different from the first and second numbers),
etc., e.g. by use of a counter (which e.g. is reset after a certain period of time, or
e.g. is automatically reset after having reached a certain maximum number).

20  Further, the string <timestamp GMT> (e.g., “20050714084300GMT") signifies the
time when the respective token was generated (by giving the respective informa-
tion regarding e.g. the date (year, month, day of the month), time (hours, minutes,

seconds), time-zone, etc.).

25 In addition, the string <valid seconds> signifies for how long — e.g. from the point
of time defined by the string <timestamp GMT> - the respective token is valid
(e.g., several minutes or seconds, preferably, a relatively short amount of time,

e.g. less than 40 or 20 seconds, etc.).

30  Further, the string <version> (e.g., “1") signifies the version used for the token’s
syntax, such that a syntax different from the syntax explained here might also be
used in the future (under a different <version> number {e.g., "2")).



10 The above token (string sequence) / the above information
contained in the token is then signed with a private key 5b of the

| ocati on | ookup service programba / the central |ocation |ookup
server 5 (see also Figure 3), e.g. using a sign algorithmsuch as
SHA1wlt hRSA. 15 The token (string sequéfice), and the token's
signature are then URL encoded, and added to the originally requested
web address / URL (nore exactly, the web address / URL of the server
conputer 4 on which the web application 4a is stored, and the path

wh h : . .
20 dof i nod BT HEn (b Sy Xeffesits e CEnET S o & edoiafiod
| ookup serabiave py tur beatien feediup esergce ipcograguéatstofedt ¢re thaepenfrajieeatiopa
back to t b t ! di=

back 0 goliPLena8S K7Lk A Sy AR CCRORTAN U714 e 6505
Fi gure 54, diit evumtwscode accardingetd [SB-3fF6@Gure 3, arrow "3."). Thereby,

t he above token (string sequence) and the token's signature are
provi ded (here: by use of a paranmeter thrift)) as URL encoded request

par amet er mﬁalmﬂf Qfﬂi?g&?émbrﬁ keyess thef abd\e aplohT keysgsnctated byt the LLS-
server conputer 4. 1 )
"https: // MEFP. mpBonfh&ny . EofeERANdSat I 21the n 3Roveaqd Pafgireiek. Ik (here:
Thereby, "“fhhBscrnsdrgpilip@dyt hat the connection is to be a "secure”
Internet / Intranet connec{ | on, here: aTLS- SSL- connection. Further, 5

"nyapd9myconpany. cont app-patte signifies the web address / URL of the
originall t , . .
9 T HeSEBtve tﬁserf gﬁ@?mgﬁé %1% ate. uhx*&?maﬁ‘é'??c&ﬁtafnag [@ﬂ%ﬂoeken

where the original l'1cation 4a I's store
server conptitesrsigned wittadgirivaterkeyab of the dahatinn meakepagrviee pragremeigcidbied

token,  andetie Epetor Bokifigr (e tb e 3), OIS S0 itin
such as SHATwithRSA. .

15
The token (string sequence), and the token's signature are then URL encoded,
and added to the originally requested web address / URL (more exactly, the web
address / URL of the server computer 4 on which the web application 4a is stored,
and the path where the web application 4a is stored on the server computer 4, as

20 defined by the above parameter liurl).

In more detalil, the location iookup service program 5a redirects the request of the
web browser 2a back to the above server computer 4, and the respective redi-
rected request - again - is intercepted by the above LL.S-Plugin 3a (see Figure 4,
25 arrows "F”, as well as Figure 3, arrow “3."). Thereby, the above token (string se-
quence) and the token's signature are provided (here: by use of a parameter
linfo) as URL encoded request parameter of the redirected request of the web

browser 2a to the server computer 4.

30 Forinstance, the request of the web browser 2a may be redirected by the location
lookup service program 5a to the LLS-Plugin 3a using a redirection web address



10 The LLS-Plugin 3a then takes the provided token, and the

associ ated signature by perform ng respective URL decodi ng. Then, the
LLS-Plugin 3a verifies the token and the token's signature by using a
15 public key 3c of the LLS-Plugin 3a / the web server / server
conputer 4, corresponding to the abovelprivate key 5b of the |ocation
| ookup service program5a / the .central |ocation | ookup server 5 (see
also Figure 3). Further, the LLS-Plugin 3a verifies that the regceived
random key (i . éhttps:fayapmaveempaRegomarn-prthy lindoTAHAdRH MYV %r andom
key> of the above token) corresponds to the above random key
generated by the LLS-Plugin 3a (i.e., corresponds to the above

par anet er Tharkby, l{bites” sigrifies that ther eonneciio is) tp, bexadsequse” Inkasnet / Intranet
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use of t ey reaiistet Fadel Simpciard: aBne Amecr e syt Whste 1R Sy
t (r)]ken (e. Qe?uéste@ h@bkéamgicmh@i karis gtoradionahp Giemterdfornputer 4lekni arkﬂtlidjy as
t he point of tinme accordi to the string <tinestan > R

beri bd of oAl BERIRIPdyng HIRG shopgecd.iank Bl BeRe MRE d e ot
passed). gihiSix ] ) $igrtiBS the hberetbRed] didithe Sekepnesiyhatofet her or not
the token ID defined by the string <serial-id> had been used al ready
wi t hi 10t he period of tine defined by the above string <valid seconds.

SThen, 't h?fﬁe’-&ﬁbl’@ir{'ﬁ@hé{ 2k8$ thd'FrolE8NokdR, Ghdhe abfRiAkA siature by
>), so as to

<serial -i
performing respective URL decoding.

Then, the LLS-Plugin 3a verifies the token and the token’s signature by using a
15 public key 3c of the LLS-Plugin 3a / the web server / server computer 4, corre-
sponding to the above private key 5b of the location lookup service program 5a /

the central location lookup server 5 (see also Figure 3).

Further, the LL.S-Plugin 3a verifies that the received random key (i.e., the random
20 key according to the string <random key> of the above token) corresponds to the
above random key generated by the LLS-Plugin 3a (i.e., corresponds to the above
parameter lirk (here: "wahczemssrrmrixipuv”)), and that the respective random
key was previously issued by the LLS-Plugin 3a (e.g., within a predetermined
amount of time, e.g., several minutes or seconds), i.e., that the random key is still

25  valid,

In addition, the LLS-Plugin 3a checks whether or not the token is still valid by use
of the strings <timestamp GMT>, and <valid seconds> of the above token (e.g.,
by checking whether or not a point of time defined by the point of time according
30 to the string <timestamp GMT>, plus a period of time defined by the string <valid

seconds> has already passed).



be able to conpare future token IDs of future requests with the
stored token ID (to detect whether or not a future token ID - al so
defined by a respective string <serial-id> - had been used al ready
within a period of time defined by a respective string <valid
seconds>, as expl ai ned above). 10 Furthier, the country / | ocation
information as defined by the string <country code> is stored by the
LLS-Plugin 3a in the HTTP session context of the client co

nputer 2
(see Fi gurStilfurtaen dive LESPlughida ehagks whetharortnet dhe kenHe dgfigebydha
3a - as explaj . v Fl.aur I N .5 : L
Pt ur o wncRe: 25oridia St M bl ety Fin bariqa EURG HRhntd b 1Re
i nf or mat i ;abovestitrige<\Elidesetondsmput er 2 has al ready been det er m ned.
The above storing in the HITP session context can e.g. be realized
using the SSL-Session-1D, a session cookie, or URL-rewiting. 20 \Wen
al | of st hertrlboue Cheeiagih Jaestofdscht itoken IDR(l.ehethe stirgr esarfakid>); be as to
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above tOk%ﬂir(rgeéﬁﬁege\%oﬁa@?%yé&slaﬁ{éﬂ AY¥veprovi ded as URL encoded

request parareter. For i1nstance, the request of the web browser 2a
may" bdoOredirected by the LLSPlugin 3a using a redirection web address

17 i.e., r i : t
or i gi nai 1 38 6 BB e TGP fGraRAGH sl B yife SHfTCSOUPIr code>
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The above storing in the HTTP session context can e.g. be realized using the
SSi-Session-ID, a session cookie, or URL-rewriting,
20
When all of the above checks / verifications had been successful, the LLS-Piugin
3a newly redirects the request of the web browser 2a to the above server com-
puter 4, and the respective new redirected request - again - is intercepted by the
above LLS-Plugin 3a (see Figure 4, arrows “H", as well as Figure 3, arrow “4.").
25 Contrary to the previous redirect, however, in the new redirected request, the
above token / token’s signature are not provided as URL encoded request pa-

rameter.

For instance, the request of the web browser 2a may be redirected by the LLS-

30 Plugin 3a using a redirection web address

“https://myapp.mycompany.com/app-path/”



As as said above the country / location information as defined by the
string <coun- try code> was stored by the LLS-Plugin 3a in the HITP
session context of the client conputer 2 (see Figure 4, arrow "G'),
for the newredirected request, it is 15 detected by the LLS-Plugin
3a that the respective country / location information for the client
conputer 2 had already been determ ned (see Figure 4, arrow "I"). The
respective country / location information is then forwarded by the
LLS-Plugin as HTTP header to the originally requested web application

4a stored.on the, 20, server. conputer Fi ' " Ki, .
by addi ng i&n 3{¢R aﬁ’é’é%%rWE"ﬁﬁ\ FEB%%% %’?\tﬁg Weg#ﬂgrev\%t?%g%% &a e}%crilﬁ.ﬁg
t hen r espaqpéswdhobidweser.eipiestiginblly heicked by tve ese ésefesalso Figuneed, Jarrow
arrows "L"), and the content as provided by the web application 4a is
25 shown oft the user's web browser 2a. The content shown at the web
browser, 2a, and/or the rights of the user may depend on the country /
| ocation information as detected above. 18 respegti ve,,ve;eb cl.i ?r% / ¢
client corperay, stns” sisrifiesdhat thg qoneaeics IsitRdE 2 IRTHFS IMteret4ITiane
(or a preqghacgined sefe@f countriggg. |ocatiomyl.coilEcass or Farther,
addi tion, correspondi ngﬁy simlar, sonme (other) data may not be ac- 5
cessed (slioyapamychmpasi coméapepathl)signifies the wab addresse’ Witk Ridbe pyigr-
the user if.i h ' ' ol
comput or 521 e BSEEEFECEarbTy i End BRPRERE o 7 BREL bl tho Loy
pr edetigr mrequbstat web applicationes is stavedon dines pervet computer 4.

As as said above the country / location information as defined by the string <coun-
try code> was stored by the LLS-Plugin 3a in the HTTP session context of the
client computer 2 (see Figure 4, arrow “G"), for the new redirected request, it is

15  detected by the LLS-Plugin 3a that the respective country / location information for
the cfient computer 2 had already been determined (see Figure 4, arrow “I").

The respective country / location information is then forwarded by the LLS-Plugin
as HTTP header to the originally requested web application 4a stored on the
20 server computer 4 (see Figure 4, arrow "K”), e.g. by adding an HTTP header “X-

Auth-Location”.

The web application 4a then responds to the request of the web browser 2a (see
Figure 4, arrows “L"), and the content as provided by the web application 4a is

25 shown on the user's web browser 2a.

The content shown at the web browser 2a, and/or the rights of the user may de-

pend on the country / location information as detected above.

30 For instance, some data of the web application 4a may only be accessed (shown
at the web browser 2a), and/or amended by the user if it was detected that the



10 Still further, sone (further) data may not be accessed, and/or nmay
not be amended if the detected country code for the respective web
client / client conputer 2 is "XB", signifying that the country /

| ocation is unknown. Although specific enbodi ments have been
illustrated and described herein, it W31 15be appreciated by those
of ordinary skill in the art that a variety of alternate and/or

equi val ent i npl enent atj. on be substityte or the,specifi.c
embodi ment €S8 W%Clﬁgéﬁrﬁ%éﬁc"@?ﬁ_ﬁﬁ '_ﬁi‘ff.ﬂ??(; ﬁgaf9r8pr?(fgﬁgm§go wniry /
t he presenpcativebf h Predeléinfinéd® Bt SfabuAfies$ Iddatiensled to cover any
adaptations or variations of the specific enbodi ments di scussed

herein. Therefore, it is intended that this invention be 20 limted

only by thgsehaidin aassﬁbh,ec&%grp\sa?ﬁ ySsitl1SF, @Be (cHSerPdaiahal rbdt Wetdrod
for operating a conputer network (1), conprising the steps: (a) from
a firsts dessisged (shpwpratithe webt browren 23), and/quensyingd b&mﬁeﬂd)yathgé@srm&

5devi ce ( I t F

ntor net | dbiiEe REIAF IR o ona ot fer ARRPIERTE (RS 28 ItaRREM( &
devi ce (2)gredetdrriinedncotietre/ fasation ko al prksletarmined 54t effcountiesdtlorations),

(1), V\/nereitn the request redirected to the third device (5) is an

un- secur e it ernet connecti on request;

10 Still further, some (further) data may not be accessed, andfor may not be
amended if the detected country code for the respective web client / client com-

puter 2 is “XB", signifying that the country / location is unknown.

Although specific embodiments have been illustrated and described herein, it will
15 be appreciated by those of ordinary skill in the art that a variety of alternate and/or
equivalent implementations may be substituted for the specific embodiments
shown and described without departing from the scope of the present invention.
This application is intended to cover any adaptations or variations of the specific
embodiments discussed herein. Therefore, it is intended that this invention be

20  limited only by the claims and the equivalents thereof.



10 (c)detecting an address of the first device (2) within the network
(1) and de- tecting location information associated with the first
-device (2) by use of the third device (5); (d)redirecting the request
i ncl udi ng said detected | ocation information to the second device
(4). 15 2.The nethod of claim1, wherejg the,address is an |P
address. 3. The nethod of claim2, wherein the address is conprised in
an HTTP header. 20 4. The nethod of any of the clains 2 - 3, wherein
step (c) conprises: deter- mning |ocation information associ at ed
with the detected IF address. 5. The nethod of any of the preceding
clainms, wherein the |location inforns- 25tion is information regarding
the country where the first device (2)Cisgng ocated. 6. The net hod of
any of the preceding clains, wherein the first or second or third
device (2, 4, 5) conprises a conputer.

1. A method for operating a computer network (1), comprising the steps:

(@) from a first device (2) of the network (1), requesting access to a second
5 device (4) of the network (1), where the access request is a secure internet
connection request;
(b} redirecting the request to the first device (2), and from there fo a third de-
vice (8) of the network (1), wherein the request redirected 1o the third device
(5) is an un-secure Internet connection request;
10 (c) . detecting an address of the first device (2) within the network (1) and de-
tecting location information associated with the first device (2) by use of the
third device (8);
(d) redirecting the request including said detected location information to the

second device {4).

15
2, The method of claim 1, wherein the address is an (P address.
3. The method of claim 2, wherein the address is comprised in an HTTP
header.
20
4, The method of any of the claims 2 — 3, wherein step (c) comprises: deter-

mining location information associated with the detected |P address.

5. The methed of any of the preceding claims, wherein the |ocation informa-
25  tion is information regarding the country where the first device (2) is located.

8. The method of any of the preceding claims, wherein the first or second or

third device (2, 4, 5) comprises a computer.

30 7. A computer network (1), adapted - 1o performn a method as defined in any of

cleims 1 —-6.



20 8. A conputer programw th program code for perform ng the nethod
steps indicated in any of clains Ito 6 when the programis executed
on a plurality of conputers. 9. The conputer programwth program
code according to claim8, wherein the conputer programis stored on
a conput er-readabl e storage nedi um 20

8. A computer program with program code for performing the method
steps indicated in any of claims 1 to € when the program is executed on a plurality

of computers.

9. The computer program with program code according to claim 8, wherein
the computer program is stored on a computer-readable storage medium.



