
1 DESCRIPTION RE-ENCRYPTION KEY GENERATOR, RE-ENCRYPTION APPARATUS, AND
PROGRAM Technical Field        Embodiments described herein relate
generally to a re-encryption key generator, re-encryption apparatus, and
program. 10Background Art In a file sharing system in which the user
uploads a file onto a server, and that file is shared by a plurality of
users, as a method of maintaining the secrecy of file         with respect
to the server, the following three methods (1) 15to (3) are used.
(1) An individual key system for encrypting a file by means of an
individual encryption key for each user.        (2) A common key system for
encrypting a file by means of an encryption key common to respective users.
20(3) A re-encryption system for encrypting a file using a proxy
re-encryption system.       In the systems (1) to (3), assume that a user A
uploads a file onto a server, and the user A shares the file with users B
and C. 



25In the individual key system (1), each user has a pair of a private key
and public key, which are different for each user. The user A encrypts a
file by means of a public  key of the user B, and uploads the encrypted
file onto the server. Note that the public key of the user B is an
individual encryption key for the user B. Likewise, the user A encrypts a
file by means of a public key of the user 5C, and uploads the encrypted
file onto the server. The public key of the user C is an individual
encryption key for the user C. That is, the user A encrypts a file
individually for the users who share that file. In the common key system
(2), each user shares a pair 10of a private key and public key, which are
common to the respective users. The user A encrypts a file by means of a
public key (as an encryption key common to the respective users), and
uploads the encrypted file onto the server. The respective users share an
identical private key. 15In the proxy re-encryption system (3), each user
has a pair of a private key and public key, which are different for
respective users like in the individual key system (1). However, unlike in
the individual key system (1), the user A need only encrypt a file by means
of a public key (to be 20referred to as a group public key hereinafter) of
an entity (to be referred to as a group administrator hereinafter) who
manages a group of users. The server re-encrypts the encrypted file
(uploaded by the user A) based on a re-encryption key. By the
re-encryption, an encrypted file 25which can be decrypted by each user is
generated. Details of the proxy re-encryption system will be described
later. In the individual key system (1), when a file is to be  



shared also by a new user D, the user A has to encrypt a file by means of a
public key of the user D, and has to upload the encrypted file onto the
server, thus posing a problem. Note that the public key of the user D is an
5individual encryption key for the user D. Therefore, the system (1) is not
suitable for the file sharing system since troublesome processing is
required at the time of addition of a new user when the number of new users
or the number of files to be shared is large. 10In the common key system
(2), when a file sharing permission for a certain user is canceled from a
certain timing (to exclude that user from the file sharing system), a
mechanism for updating the private key and public key common to the
respective users is additionally required, 15thus posing a problem. In the
common key system (2), if the private key common to the respective users
has leaked due to some reason, a person who acquired the leaked private key
can decrypt all encrypted files, thus posing a problem. For this reason,
the common key system (2) is not 20suitable for the file sharing system.
On the other hand, in the proxy re-encryption system (3), since the server
re-encrypts one ciphertext to that which can be decrypted by each user,
using a re-encryption key, a configuration which does not notify the users
of the 25re-encryption key is adopted, thus solving the aforementioned
problems. For this reason, the proxy re-encryption system (3) is suitable
for the file sharing  system. Citation List Non-Patent Literature
Non-Patent Literature 1: B. Libert and D. Vergnaud, 5"Unidirectional
Chosen-Ciphertext Secure Proxy Re-encryption", Proc. PKC 2008, LNCS 4939,
pp. 360 - 379, Springer, 2008.       However, in the proxy re-encryption
system (3), when the server and users collude, a decryption right is re- 



10delegated. More specifically, when the server and users B and E collude,
an authentic re-encryption key (rkAE) required to re-encrypt ciphertext for
the user A to that for the user E is generated without any permission of
the user A using a re-encryption key (rkAE) required to 15re-encrypt
ciphertext for the user A to that for the user B, a private key (skE) of
the user B, and a private key (skE) of the user E.       A solution to such
problem of the present invention is to provide a re-encryption key
generator, re-encryption 20apparatus, and program, which cannot generate a
re- encryption key without any permission of a transfer source even when
the server and users collude. Summary of Invention A re-encryption key
generator according to an 25embodiment generates a re-encryption key
required to re-encrypt, without decrypting, ciphertext data obtained by
encrypting plaintext data by means of a first public key of  5 a first user
device to obtain re-encrypted text data which can be decrypted by a second
private key of a second user device. The re-encryption key generator
comprises first 5storage means, second storage means, first random number
generation means, and re-encryption key generation means.       The first
storage means stores a first private key corresponding to the first public
key. 



The second storage means stores a second public key 10corresponding to the
second private key.       The first random number generation means
generates a first random number. The re-encryption key generation means
generates the         re-encryption key based on the first private key, the
15second public key, and the first random number. Brief Description of
Drawings       FIG. 1 is a block diagram showing the arrangement of a
re-encryption system according to the first embodiment. FIG. 2 is a
sequence chart for explaining the 20operation of key setup processing
according to the first embodiment.       FIG. 3 is a sequence chart for
explaining the operation of encryption processing according to the first
embodiment. 25FIG. 4 is a sequence chart for explaining the operation of
re-encryption key generation processing according to the first embodiment.
FIG. 5 is a sequence chart for explaining the operation of re-encryption
processing according to the first embodiment. FIG. 6 is a sequence chart
for explaining the 5operation of decryption processing according to the
first embodiment.       FIG. 7 is a block diagram showing an example of the
arrangement of a file sharing system according to the first embodiment.
10FIG. 8 is a diagram of the file sharing system according to the first
embodiment. 



Description of Embodiments       Embodiments will be described hereinafter
with reference to the drawings. Note that each of the following
15apparatuses can be implemented by either a hardware arrangement or a
combined arrangement of hardware resources and software. As the software of
the combined arrangement, programs, which are installed from a network or
non-transitory computer-readable storage media M1 to M5 in 20a computer in
advance, and are executed by processors of the computer to control the
computer to implement functions of corresponding apparatuses, as shown in
FIG. 1, are used. (First Embodiment) A proxy re-encryption system will be
described first. 25A basic model of the proxy re-encryption system includes
five functions (to be also referred to as algorithms hereinafter), that is,
key generation, encryption,  decryption, re-encryption key generation, and
re-encryption. The key generation, encryption, and decryption functions are
the same as those of normal public key cryptosystem. 5(Key generation)
KeyGen(lk) -* (pk, sk)       A key generation algorithm KeyGen outputs a
pair (pk, sk) of a public key pk and private key sk when a security
parameter lk is input. (Encryption) Enc(pkA, m) -+ CA 10An encryption
algorithm Enc outputs ciphertext CA for a user A when a public key pkA of
the user A and a message m are input. (Decryption) Dec(skA, CA)m 



A decryption algorithm Dec outputs the message m when 15a private key skA
of the user A and the ciphertext CA for the user A are input.
(Re-encryption key generation) ReKeyGen(pkA, skA, pkB, skB) -> A
re-encryption key generation algorithm ReKeyGen 20outputs a re-encryption
key rkA_*B when the public key pkA of the user A, the private key skA of
the user A, a public key pkg of a user B, and a private key skB of the user
B are input. (Re-encryption) ReEnc(rkA_+B, CA) -* CB 25A re-encryption
algorithm ReEnc outputs ciphertext CB for the user B when the re-encryption
key rkA_>B and the ciphertext CA for the user A are input.        The basic
model has been described. However, according to the re-encryption
implementation method used, models having different inputs to functions,
and those        including functions and keys other than those described
5above have also been proposed.       For example, like in the
re-encryption method to be described in this embodiment, a model called
"non-interactive", which obviates the need for the private key skB of the
user B in inputs of the re-encryption key 10generation algorithm has been
proposed. Also, a model in which the re-encryption key rkA_>B for the user
B and a private key skc of a user C are input in place of the private key
skA of the user A has also been proposed. In addition, a model called
"unidirectional" which 15allows re-encryption of ciphertext CA -* CB by
means of the re-encryption key rkA_>B, while inhibits inverse conversion of
ciphertext CB -* CA, and a model called "bidirectional" 



which permits that inverse conversion are known. Note that in the
bidirectional model, the re-encryption key rkAB is 20also expressed as
rkAB.       Furthermore, a system based on ID-based encryption of the
public key cryptosystem has been proposed. In this case, function setup
processing is added for master key generation, and a master key and ID are
added to inputs of 25the key generation algorithm. In the ID-based
encryption, the public key pk is an ID itself. The arrangement of a file
sharing system according to  this embodiment will be described below with
reference to FIG. 7. The file sharing system includes a server Sv as an
information processing apparatus possessed by a service provider which
provides a service, and user devices A, B, 5C,... as information processing
apparatuses possessed by users of that service. The server Sv and user
devices A, B, C,... are connected via a communication network. The
communication network includes, for example, a wireless LAN (Local Area
Network), wired LAN, optical communication 10network, telephone
communication network, intranet, EthernetTM, Internet, and combinations
thereof. Note that FIG. 7 shows only one server Sv connected to the file
sharing system, but a plurality of servers may be connected. Also, the user
devices A, B, C,... will also 15simply referred to as users A, B, C,..., or
will be referred to as a first user device, second user device,...
hereinafter.      FIG. 8 is a diagram showing the file sharing system. This
file sharing system includes a server Sv, user A, user 20B, user C, group
administrator, and user administrator. The user administrator is an entity
for managing all the users. The user administrator issues an ID and initial
password which allow each user to log into the file sharing system for the
user. 



25As an advance preparation, assume that each user has a public key pkGr of
the group administrator. Also, let m be file of plaintext to be shared.
Assume that the server Sv  - 10 - has a re-encryption key rkGr_*A (or
rkGr_*B or rkGr_.>c) required to re-encrypt ciphertext E(pkGr, m) for the
group administrator to ciphertext E(pkA, m) (or E(pkg, m) or E(pkc, m)) for
the user A (or the user B or user C). 5Assume that each user i has a
private key ski. That is, the user A has a private key skA, the user B has
a private key skg, and the user C has a private key skc.       Next, the
user C encrypts the file m by means of the public key pkGr of the group
administrator, which is stored 10in a public key storage unit 1, and
uploads obtained ciphertext E(pkGr, m) onto the server Sv. The server Sv
stores this ciphertext in a ciphertext storage unit 2. Now assume that the
user A wants to share the file m. The user A transmits a re-encryption
request of the 15ciphertext E(pkGr, m) to the server Sv. In response to the
request received from the user A, the server Sv re-encrypts the ciphertext
E(pkGr, m) to ciphertext E(pkA, m) for the user A based on the
re-encryption key rkGr_*k for the user A stored in a re-encryption key
storage unit 3, and 20transmits the obtained re-encrypted text E(pkA, m) to
the user A. Note that the re-encrypted text is ciphertext 



obtained by re-encrypting ciphertext. The user A decrypts the re-encrypted
text E(pkA, m)         downloaded from the server Sv by means of the
private key 25skA in his or her possession, and uses the obtained file m.
In the aforementioned file sharing system, the file m has never been
decrypted from encryption by the user C  until decryption by the user A,
thus blocking information leakage during the processes of file sharing. The
user C need not determine file sharing users at the ciphertext upload
timing. That is, the user C need 5only encrypt the file m by means of the
public key pkGr of the group administrator, and requires only the public
key pkGr of the group administrator as a key to be managed in association
with encryption, thus reducing the key management cost. 10In this file
sharing system, the server Sv does not have any decryption key skGr
required to decrypt the ciphertext E(pkGr, m). Therefore, the server Sv
cannot decrypt this ciphertext. This means that there is no threat of
leakage of ciphertext decrypted by the illicit 15server Sv, thus the server
Sv need not be managed so strictly, resulting in a management cost
reduction of the server Sv. The same applies to a case of file sharing by
the user B. 20FIG. 1 is a block diagram showing the arrangement of a 



re-encryption system according to the first embodiment. (The correspondence
relationship between FIGS. 1 and 8 will be described later.) This
re-encryption system includes a         key generator 10, encryption
apparatus 20, re-encryption 25key generator 30, re-encryption apparatus 40,
and decryption apparatus 50. Note that the key generator 10 generates
various parameters of the re-encryption system,  - 12 - and a pair of keys;
a public key and private key of the apparatuses 40 and 50.       The
encryption apparatus 20 transmits ciphertext data obtained by encrypting
plaintext data using a public key 5corresponding to a private key of the
re-encryption key generator 30 to the re-encryption apparatus 40.       The
re-encryption key generator 30 generates a re-encryption key using the
private key of the re-encryption key generator 30, a public key of the
10decryption apparatus 50, and a random number.       The re-encryption
apparatus 40 transmits re-encrypted text data obtained by re-encrypting,
without decrypting, the ciphertext data received from the encryption
apparatus 20 by means of the re-encryption key to the decryption
15apparatus 50. The decryption apparatus 50 verifies the re-encrypted text
data using a public key of the re-encryption key generator 30, and decrypts
the re-encrypted text data using a private key corresponding to a public
key of the 20apparatus 50, thus obtaining plaintext data. Note that a
plurality of apparatuses may be arranged as each of the re-encryption key
generator 30, re-encryption apparatus 40, and decryption apparatus 50, but
this embodiment will exemplify a case in which the system includes one each
as 25these apparatuses. 



The correspondence relationship between FIGS. 1 and 8 will be described
below. The apparatuses 10 to 50 are held  - 13 - by entities which execute
the corresponding processes. If a user generates a pair of a public key and
private key of himself or herself, the user holds the key generator 10.
Note that when, for example, the user administrator or  5 group
administrator generates a pair of a public key and private key of each
user, the user administrator or group administrator holds the key generator
10. The user holds one or both of the encryption apparatus 20 and
decryption apparatus 50. The group administrator holds the 10re-encryption
key generator 30. Note that when, for example, the user administrator or
server Sv generates a re-encryption key, it holds the re-encryption key
generator 30. The server Sv holds the re-encryption apparatus 40. In the
file sharing system exemplified in FIG. 8, the 15server Sv holds the public
key storage unit 1, and the user C who executes encryption acquires a
public key used in encryption from the public key storage unit 1. However,
the present invention is not limited to this, and the user C may acquire
the public key used in encryption from the 20key generator 10 (which
generates the public key used in encryption). Also, the server Sv stores
the ciphertext E(pkGr, m) generated by the user C in the ciphertext storage
unit 2. Alternatively, the ciphertext storage unit 2 may be included in the
re-encryption apparatus 40 or may 25be an external storage device which is
not included in the re-encryption apparatus 40. The entities and
apparatuses to be held by the  - 14 - entities are not limited to the
aforementioned example, and various variations are possible. The user
administrator or group administrator may or may not also serve as the user.
The respective user devices used by the respective users 



5 may also be referred to as a first user device, second user device,....
Likewise, public keys and private keys of the respective user devices may
also be referred to as a first public key and first private key of the
first user device, a second public key and second private key of the second
10user device,....       The arrangements of the respective apparatuses 10
to 50 will be described in detail below. The key generator 10 includes a
key generation parameter storage unit 11, temporary data storage unit 12,
15 public parameter generation unit 13, public key/private key generation
unit 14, communication unit 15, and control unit 16.       The key
generation parameter storage unit 11 is a storage device which stores key
generation parameters. 20The temporary data storage unit 12 is a storage
device which stores temporary data such as intermediate processing data,
processing result data, and the like of the respective generation units 13
and 14.               The public parameter storage unit 13 generates public
25parameters of key generation. The public key/private key generation unit
14 generates a public key and private key for each user.  - 15 -       The
communication unit 15 is a communication interface required to communicate
with other apparatuses 20 to 50, and has, for example, the following
functions (f15-1) and (f15-2). 5(f15-1) A function of transmitting public
key/private key pairs of 30 and 50 in the temporary data storage unit 12 to
the apparatuses 30 and 50 under the control of the control unit 16. (f15-2)
A function of transmitting a public key of  10 the re-encryption key
generator 30 in the temporary data storage unit 12 to the encryption
apparatus 20 under the control of the control unit 16.       Note that in
the following description, a description about mediation of the
communication unit 15 and 



15transmission/reception timings may be omitted to avoid redundant
descriptions. The same applies to communication units of other apparatuses
20 to 50.       The control unit 16 has a function of controlling the units
11 to 15 to execute the operations shown in FIG. 2. 20The encryption
apparatus 20 includes a temporary data storage unit 21, communication unit
22, encrypted data generation unit 23, ciphertext generation unit 24, and
control unit 25. The temporary data storage unit 21 is a storage device  25
which stores the public key of the re-encryption key generator 30 received
from the key generator 10, and tentative data (to be also referred to as
temporary data  - 16 - hereinafter) such as intermediate processing data
and processing result data of the generation units 23 and 24.       The
communication unit 22 is a communication interface required to communicate
with other apparatuses 10 and 30 to 550, and has, for example, the
following functions (f22-1) and (f22-2). (f22-1) A function of acquiring
the public key of the re-encryption key generator 30 published by the key
generator 10 and writing the acquired public key in the 10temporary data
storage unit 21.        (f22-2) A function of transmitting ciphertext data
in the temporary data storage unit 21 to the re-encryption apparatus 40
under the control of the control unit 25. The encryption parameter
generation unit 23 has a 15function of generating encryption parameters.
The ciphertext generation unit 24 has, for example, the following functions
(f24-1) and (f24-2). 



(f24-1) A function of generating ciphertext data by encrypting plaintext
data using the public key (the first 20public key of the first user device)
of the re-encryption key generator 30, which key is read out from the
temporary data storage unit 21.        (f24-2) A function of writing the
obtained ciphertext data in the temporary storage unit 21. 25The control
unit 25 has a function of controlling the respective units 21 to 24 so as
to execute operations shown in FIG. 3.  - 17 - The re-encryption key
generator 30 includes a private key storage unit 31, temporary data storage
unit 32, communication unit 33, re-encryption key generation unit 34,
control unit 35, and random number generation unit 36. 5The private key
storage unit 31 is a storage device which stores the private key of the
re-encryption key generator 30 received from the key generator 10.
The temporary data storage unit 32 is a storage device which stores the
public key of the decryption apparatus 50 10received from the key generator
10, and temporary data such as intermediate processing data and processing
result data of the re-encryption key generation unit 34.       The
communication unit 33 is a communication interface required to communicate
with other apparatuses 10, 20, 40, 15and 50, and has, for example, a
function of transmitting the re-encryption key in the temporary data
storage unit 32 to the re-encryption apparatus 40 under the control of the
control unit 35. The re-encryption key generation unit 34 has, for 



20example, the following functions (f34-1) and (f34-2).       (f34-1) A
function of generating a re-encryption key based on the private key (the
first private key of the first user device) of the re-encryption key
generator 30, which key is read out from the private key storage unit 31,
25the public key (the second public key of the second user device) of the
decryption apparatus 50, which key is read out from the temporary data
storage unit 32, and a random  - 18 - number generated by the random number
generation unit 36  (this function does not require any parameter (more
specifically, a random number) at the time of encryption). (f34-2) A
function of writing this re-encryption key 5in the temporary data storage
unit 32. The control unit 35 has a function of controlling the respective
units 31 to 34 and 36 so as to execute the operations shown in FIG. 4.
The random number generation unit 36 has a function of 10generating and
outputting a random number to the re-encryption key generation unit 34.
The re-encryption apparatus 40 includes a re-encryption key storage unit
41, temporary data storage unit 42, communication unit 43, re-encryption
processing 15unit 44, re-encryption parameter generation unit 45, and
control unit 47.       The re-encryption key storage unit 41 is a storage
device which stores the re-encryption key received from the re-encryption
key generator 30. 20The temporary data storage unit 42 is a storage device 



which stores temporary data such as intermediate processing data and
processing result data of the re-encryption processing unit 44. The
communication unit 43 is a communication interface 25required to
communicate with other apparatuses 10 to 30 and 50, and has, for example,
the following functions (f43-1) and (f43-2).  - 19 -       (f43-1) A
function of outputting ciphertext data received from the encryption
apparatus 20 to the re-encryption processing unit 44. (f43-2) A function of
transmitting re-encrypted text 5data in the temporary data storage unit 42
to the decryption apparatus 50 under the control of the control unit 47.
The re-encryption processing unit 44 has, for example, the following
functions (f44-1) and (f44-2). 10(f44-1) A function of obtaining
re-encrypted text by re-encrypting, without decrypting, ciphertext data
received from the encryption apparatus 20 using the re-encryption key read
out from the re-encryption key storage unit 41. (f44-2) A function of
writing the obtained 15re-encrypted text data in the temporary data storage
unit 42.       The control unit 47 has a function of controlling the
respective units 41 to 45 so as to execute an operation for delivering a
re-encrypted text verification program (not 20shown) and operations shown
in FIG. 5.       The decryption apparatus 50 includes a private key storage
unit 51, temporary data storage unit 52, communication unit 53, decryption
processing unit 54, and control unit 56. 



25The private key storage unit 51 is a storage device which stores the
private key of the apparatus 50 received from the key generator 10.  - 20 -
The temporary data storage unit 52 is a storage device which stores the
public key of the apparatus 50 and that of the re-encryption key generator
30, which keys are received from the key generator 10, and temporary data
such as 5intermediate processing data and processing data of the decryption
processing unit 54.       The communication unit 53 is a communication
interface required to communicate with other apparatuses 10 to 40, and has,
for example, the following functions (f53-1) to 10(f53-3).        (f53-1) A
function of writing the private key of the apparatus 50 received from the
key generator 10 in the private key storage unit 51. (f53-2) A function of
writing the public key of the 15apparatus 50 and that of the re-encryption
key generator 30, which keys are received from the key generator 10, in the
temporary data storage unit 52. (f53-3) A function of outputting
re-encrypted data         received from the re-encryption apparatus 40 to
the 20decryption processing unit 54.       The decryption processing unit
54 has, for example, the following functions (f54-1) to (f54-2). (f54-1) A
function of obtaining plaintext data by decrypting re-encrypted text data
received from the 25re-encryption apparatus 40 based on the private key
(the second private key of the second user device) of the decryption
apparatus 50, which key is read out from the 



- 21 - private key storage unit 51.        (f54-2) A function of writing
the obtained plaintext data in the temporary data storage unit 52.
The control unit 56 has a function of controlling the 5respective units 51
to 54 so as to execute operations shown in FIG. 6.       The operations of
the re-encryption system with the aforementioned arrangement will be
described below with reference to the sequence charts shown in FIGS. 2, 3,
4, 5, 10and 6.       The following operations will be described taking, as
an example, a case in which they are executed in an order of (1) key setup
processing, (2) encryption processing, (3) re-encryption key generation
processing, (4) re-encryption 15processing, and (5) decryption processing.
However, the following operations need not always be executed in the
aforementioned order. For example, the re-encryption key generation may be
executed before the encryption processing. Also, ciphertext data may be
decrypted without 20executing the re-encryption processing.        (1) The
key setup processing is executed by the key generator 10, as shown in FIG.
2 and following steps ST1 to ST12.               Initially, the public
parameter generation unit 13 of 25the key generator 10 generates or
externally acquires public parameters (p, X, G, GT, g, gl, g2, u, v, (step
ST1). More specifically, the pubic parameter  - 22 - generation unit 13
generates, based on a security parameter X. stored in advance in the key
parameter storage unit 11, bilinear map groups (G, GT) which satisfy the
prime order p > 2, members g, gl, g2, u, and v of G, and a one-time 



5signature algorithm Sig(G, V) which satisfies strong unforgeability. Note
that Zp* is a set of integers (= (Z/pZ)*) which are coprime to Zp and p,
and may also be called a multiplicative group Zp* for the prime p. Z is a
set (= (Z/pZ)) of integers not less than 0 and less than p. 10The term
"member" is a term having a mathematical meaning, is also called an
element, and indicates each individual one in a set including a plurality
of "ones". Also, in the one-time signature algorithm Sig(8, KT) (to be also
referred to as "Sig" hereinafter), 8 means a function of generating 15a
one-time key pair (ssk, svk), 'S means a function of generating a signature
a for a message M, and V means a function of verifying authenticity of the
signature a.       As for details of the one-time signature, please refer
to [A. Menezes, P. van Oorschot, S. Vanstone, "Handbook of 20Applied
Cryptography", CRC Press, (1996) pp. 462 - 471, (1996)]. The bilinear map
(to be expressed by "e") is a map e: G x G -* GT, and satisfies the
following three properties.                1. For arbitrary (g, h) EGxGand
a,bEZ, e(ga, 25hb) = e(g, h)ab holds where Z is a set of integers.
2. For arbitrary (g, h) E G x G, e(g, h) is calculable.  - 23 - 3. When g,
h # 1G, e(g, h) # 1GT always holds where 1G is a unit member of G, and 1GT
is a unit member of GT. The bilinear map groups (expressed by G and GT) are
groups of prime orders p including the bilinear map e: G x 5G -* GT. If gl
= ga and g2 = gP for the members g, gi, and 



g2 of G, the aforementioned definition means that the following equation
holds: e(glg2, g) = e(g, g1g2) = e(g, ga  gP) = e(g, ga+P) = e(g, g)a+P =
e(g, g)a  e(g, g)P 10(where a and p are power indices related to the
members g, gl, and g2 of G).       Note that the plurality of members g,
gl, and g2 of G are a plurality of predetermined system fixed values. The
plurality of system fixed values are not limited to the 15 three members of
the bilinear map group G, and a plurality of members (for example, two or
four or more members) of G can be used as needed. The term "system fixed
value" may be read as "fixed value", "member", or "system parameter". The
plurality of system fixed values are a plurality of 20members of a bilinear
map group as a group of prime orders including a bilinear map. This
specification adopts a notation which assumes both G and GT as
multiplicative groups. However, the         present invention is not
limited to this, and G and GT can 25be expressed by a notation which
regards them as additive groups. That is, for example, G may be expressed
as an additive group, and GT may be expressed as a multiplicative  - 24 -
group. As the bilinear map, a map e: G1 x G2 -* GT for bilinear map groups
Gl, G2, and GT (G1 and G2 are different groups) may be used. The same
applies to other embodiments. 5Subsequently, the public parameter
generation unit 13 writes the generated public parameters in the temporary 



data storage unit 12. The key generator 10 publishes the public parameters
(p, k, G, GT, g, gl, g2, u, v, Sig) in the temporary data storage unit 12
(step ST2). Note that 10when the public parameters have already been
published before execution of step ST1, these public parameters may be
written in the temporary data storage unit 12, and steps ST1 and ST2 may be
skipped. Letting i be identification information of the 15re-encryption key
generator 30, the public key/private key generation unit 14 generates a
private key xi, yi, zi e Zp*, and generates a public key pki = (Xi, Yli,
Y2i, Zi, Zli) (for Xi = gxi,= glYi, Y2i =Z = gzi, and Zli = gizi) of the
re-encryption key generator 30 using 20this private key ski = (xi, yi, zi)
(step ST7).       Subsequently, the public key/private key generation unit
14 writes the generated public key/private key pair in the temporary data
storage unit 12. The communication unit 15 transmits the private key ski in
the temporary data 25storage unit 12 to the re-encryption key generator 30
under the control of the control unit 16 (step ST8). The key generator 10
publishes the public key pki of the  - 25 - re-encryption key generator 30
in the temporary data storage unit 12 (step ST9). Likewise, letting j be
identification information of the decryption apparatus 50, the public
key/private key 5generation unit 14 generates a private key skj = (xj, yj, 



zj) of the decryption apparatus 50, and generates a public key pkj = (Xj,
Ylj, Y2j, Zj, Z1j) (for Xj = gxj, Ylj = glYi, Y2j = g217, Zj = gzi, and Zij
= glzi) of the re-encryption key generator 30 using this private key skj =
10(xj, yj, zj) (step ST10).       Then, the public key/private key
generation unit 14 writes the generated public key/private key pair in the
temporary data storage unit 12. The communication unit 15 transmits the
private key skj in the temporary data storage 15unit 12 to the decryption
apparatus 50 under the control of the control unit 16 (step ST11). The key
generator 10 publishes the public key pkj of the decryption apparatus 50 in
the temporary data storage unit 12 (step ST12). Also,         if required,
the same processes as those in steps ST10 to 20ST12 may be executed for a
private key skh and public key pkh of the encryption apparatus 20, the
private key skh may be transmitted to the encryption apparatus 20, and the
public key pkh may be published. With the above processes, the key setup
processing is 25 complete. After that, the apparatuses 20, 30, 40, and 50
can acquire and use the public parameters and public keys published in
steps ST2, ST6, ST9, and ST12 as needed.  - 26 -         (2) The encryption
processing is executed by the encryption apparatus 20, as shown in FIG. 3
and following steps ST21 to ST24. That is, the encryption parameter
generation unit 23 5of the encryption apparatus 20 generates a key pair
(ssk, svk) = G(k) of a signature key ssk and verification key svk in the
one-time signature using the security parameter k and the key pair
generation function  in the public parameters (step ST21), and sets the
verification key svk 10in encrypted data C1 (C1 = svk).       Also, the
encryption parameter generation unit 23 generates a random number r e Zp*,
and outputs it to the 



ciphertext generation unit 24.               The ciphertext generation unit
24 generates encrypted 15data C2x, Cy, C2z, C2z1, C3, and C4 for a message
m E GT as plaintext data using this random number r and the public key pki
of the re-encryption key generator 30 (step ST22). These encrypted data are
respectively given by: C2X = Xj7, Cy =Ylir C2Z Zir, C2Z1 =Zlir cr3 =
e(gig2) g)T ml C4 (usvk vy After completion of step ST22, the ciphertext
20generation unit 24 generates, for the encrypted data C3 and C4, a
one-time signature cy by means of the signature generation functionin the
public parameters and the signature key ssk generated in step ST21 (step
ST23). The signature a is described by:  - 27 - = (ssk, (C3, C4))
After that, the ciphertext generation unit 24 generates ciphertext data Ci
= (C1, C2x, C2y, C2z, C2z1, C3, C4, a) including all the encrypted data C1
to C4 and 5the one-time signature a, and writes the obtained ciphertext
data in the temporary data storage unit 21. Note that the ciphertext data
Ci = (C1, C2x, Cy, C2z, C2Z1, C3, C4, a) may be modified to ciphertext data
Ci = (C2X, C2Y, C2Z, C -2Z1, C3) by omitting verification data 10(C1, C4,
a) which is not used in decryption when verification is skipped. In this
case, the processing for 



generating the verification data (C1, C4, a) is also skipped. In either
case, the communication unit 22 transmits 15 the ciphertext data Ci in the
temporary data storage unit 21 to the re-encryption apparatus 40 under the
control of the control unit 25 (step ST24).       With the above processes,
the encryption processing is complete. 20Note that in this embodiment,
verification may be skipped and generation of the verification data may be
skipped, as described above (or as will be described later). This applies
to the following embodiments and modifications. 25(3) The re-encryption key
generation processing is executed by the re-encryption key generator 30, as
shown in FIG. 4 and following steps ST31 to ST33.  - 28 -       That is,
the communication unit 33 of the re-encryption key generator 30 acquires
the public key pkj of the decryption apparatus 50 published from the key
generator 10 and writes it in the temporary data storage 5unit 32 under the
control of the control unit 35 (step ST31). Also, in step STS described
above, the communication unit 33 received the private key ski of the
re-encryption key generator 30 from the key generator 10 and wrote it in
the private key storage unit 31. 10The random number generation unit 36
generates a random number 0 e Zp*, and outputs it to the re-encryption key
generation unit 34. 



The re-encryption key generation unit 34 generates a re-encryption key Rij
based on this random number 0, the 15private key ski of the re-encryption
key generator 30 in the private key storage unit 31, and the public key pkj
of the decryption apparatus 50 in the temporary data storage unit 32 (step
ST32). The re-encryption key Rij is described by: = (41, Rij2, Rij3) 20for
at' ji = (X. g 0)i/x. 3 a s. --sj2 = Y2i = g Yj Rii3 = (Xi . y2
g0)i/z.xi+Oyi+ei 3 = g zi Note that in the above, equations are described
by                                 - 29 - rewriting gl = ga and g2 =
After that, the re-encryption key generation unit 34 writes the generated
re-encryption key Rij in the temporary        data storage unit 32. The
communication unit 33 transmits 5the re-encryption key Rij in the temporary
data storage 



unit 32 to the re-encryption apparatus 40 under the control of the control
unit 35 (step ST33).       With the above processes, the re-encryption key
generation processing is complete. 10(4) The re-encryption processing is
executed by the re-encryption apparatus 40, as shown in FIG. 5 and
following steps ST41 to ST43. The communication unit 43 of the
re-encryption         apparatus 40 writes the ciphertext data Ci
transmitted in 15step ST24 and the re-encryption key Rij transmitted in
step ST33 in the temporary data storage unit 42.       The re-encryption
processing unit 44 verifies the ciphertext data Ci in the temporary data
storage unit 42         using the public parameters and the following
verification 20formulas (step ST41). e(C2x, uv) = e(Xi, C4) e(C2y, uc'  v)
= e(Yii, C4) e(C2z, ucl  v) = e(Zi, C4) e(C2zi, %Lc' v) =C4) V(Ci , (C3,
C4)) = 1 Note that when all five verification formulas hold,  - 30 - the
verification has succeeded; when at least one verification formula does not
hold, the verification has failed. If the verification has succeeded, the
re-encryption 



5parameter generation unit 45 generates three random numbers s, t, and k e
Zp*, and outputs them to the re-encryption processing unit 44. The
re-encryption processing unit 44 generates re-encrypted data C2x', C2X",
Cy', C2Y", C2ZI, C2Z", 10C2Z1', C2Z1", C2m, C5x, C5y, and C5z using these
random numbers s, t, and k, the ciphertext data Ci in the temporary data
storage unit 42, and the re-encryption key R.i in the temporary data
storage unit 42 (step ST42). j These re-encrypted data are respectively
described by: 21/ = Yht, Cl2Iy =c2Cz2iY:==bYlirt) CI2x Xis) il2IX C2Xsirs
=C == X 7 C112z = Zik 61/2/z = C2zk =Cd2z1 =Cd2/z1 =k 7iirk) 1ri1 ri C5X
Rijl s ) (-j5Y = R2 t, U5Z = Itij3 k 15After completion of step ST42, the
re-encryption processing unit 44 replaces the encrypted data C2x, Cy, C2Z,
and C2z1 in the ciphertext data Ci by all the encrypted data re-encrypted
data C2x1 to C5z to generate re-encrypted text data Cj = (C1, C2x1, C2X",
C2YI, Cy", 20C2ZC2X", C2Z1', C2Z1", C2m, C5x, C5y, C5z, C3, C4, a), 



and writes the obtained re-encrypted text data Cj in the  - 31 - text data
Cj = (C1, C2x', C2X",C2Y", C2Z', C2X", C2Z1I C2Z1", C2m, C5X, C5Y, C5Z, C3,
C4, a) may be modified to Cj = (C2X", Cy", C2X", C2Z1", C5x, C5y, C5z, C3,
C4, a) by omitting verification data (C1, C2x1, C2y', 5C2Z', C2Z1I, C2m,
C4, a) which is not used in decryption when the verification is skipped. In
this case, the processing for generating the verification data (C2x1, C2YI,
C2ZI, C2Z1', C2'") is also skipped. In either case, the communication unit
43 transmits 10the re-encrypted text data Cj in the temporary data storage
unit 42 to the decryption apparatus 50 under the control of the control
unit 47 (step ST43).       With the above processes, the re-encryption
processing is complete. 15(5) The decryption processing is executed by the
decryption apparatus 50, as shown in FIG. 6 and following steps ST51 and
ST52.       That is, the communication unit 53 of the decryption apparatus
50 receives the re-encrypted text data Cj 20transmitted in step ST43, and
writes it in the temporary data storage unit 52. The decryption processing
unit 54 verifies the re-encrypted text data Cj in the temporary data
storage     unit 52 using the public parameters, the public key pkj of
25the apparatus 50, and the following verification formulas 



(step ST51).  - 32 -        ucl  v) = e(C.x., C4) e(qy, uCl- v) = e (qy c4)
e (qz uci. v) = e (cvz c4) e (qzi uc1 v) = e(qzi c4) e(C5z qz) = e(C5x
Ci.,c)  e(Y2i g) e(C5z, qz1) = e(C5y, Cf-1,)  e(Xj,gi) V(Ci, g, (C3, C4)) =
1       If all seven verification formulas hold, the verification has
succeeded; if at least one verification formula does not hold, the
verification has failed. If the verification has succeeded, the decryption
5processing unit 54 decrypts the re-encrypted text data Ci using the
private key ski of the apparatus to obtain the message m (step ST52). This
decryption is described by: Tit = C3 (e(C5z G) e(C5z GO Xj e(C5x) qx))
e(C5y ,qy))1        Whether or not the decryption result of the above
equation is m can be verified by: 10  



- 33 - 1       C3/ e(C5z, qz) 4 (e(C5z, C2'zi)  \ xi { ( e(C5X ,Cl2fx )
)e(C5Y , C121y) f } /e(g(xj+Pyi+0)/zik, gzirk) Yli/ e(g(x jffil -0) 1 zik ,
gazirk) { \(g(xj+0)1 xis , gxirs)\ e(g(Yi-1-0)/yit, gayirt) = C3/
(e(gxi+(xo+yjo+or, g)r)\e (g  (784:i+ +, 0 ag) rar) ) m e(gig2, 9)77(4e(g,
g)r) " m. Note that this equation is described by rewriting gl = ga and g2
=          Note that the decryption processing unit 54 may skip the
verification processing of step ST51, and may execute 5the decryption
processing of step ST52. Also, when the re-encrypted text data Cj does not
include any verification data, the decryption processing unit 54 skips the
verification processing of step ST51 and executes the decryption processing
of step 5T52. Furthermore, m may be 10a key in place of the message itself.
For example, as for a symmetric key "key" in the symmetric key
cryptosystem, m = key may be set to replace m by "key". In this case, 



ciphertext obtained by encrypting a message using the symmetric key "key"
may be appended to the ciphertext data 15or re-encrypted text data. The
same applies to the following embodiments and modifications. Note that the
order of processes may be changed as  - 34 - needed in this embodiment. For
example, the order of the decryption processing and ciphertext verification
processing may be changed. Likewise, since the re-encryption key generation
processing does not require 5any parameter (more specifically, a random
number) used upon execution of the encryption processing, the re-encryption
key generation processing may be executed before the encryption processing.
As described above, according to this embodiment, 10since the re-encryption
key Rij is generated based on the random number 0, even when the server and
users collude, the decryption authority can be prevented from being
re-transferred without any permission of a transfer source. In this manner,
since extremely high reliability need not 15be required for the server, a
file sharing system which can be used by the users more securely can be
provided. [Modification 1]       In the example described in the first
embodiment, the encryption apparatus 20 generates- ciphertext data, the
20re-encryption apparatus 40 re-encrypts the ciphertext data to generate
re-encrypted text data, and the decryption apparatus 50 decrypts the
re-encrypted text data. However, the first embodiment may be modified to a
mode in which ciphertext data is decrypted without re-encryption. In 25this
case, only the key setup processing, encryption 



processing, and decryption processing can be executed. The key setup
processing in this modification is the same as  - 35 - that in the first
embodiment. The encryption processing and decryption processing in this
modification will be described below. The difference between the encryption
processing of 5this modification and that of the first embodiment is only
in the final step. In order to give the following description while using
the aforementioned symbols, let i be the identification informant of the
decryption apparatus 50 for the sake of convenience. In this case, the
10communication unit 22 of the encryption apparatus 20 transmits ciphertext
data Ci in the temporary data storage unit 21 to the decryption apparatus
50 under the control of the control unit 25 (step ST24').               The
decryption apparatus 50 verifies the ciphertext 15data Ci generated by the
encryption apparatus 20 in the same manner as in step ST41. If the
verification has succeeded, the decryption apparatus 50 decrypts the
ciphertext data Ci using the private key ski to obtain a message m. This
decryption is described by: m = C3 / e(g1g2) C2X) 20Whether or not the
decryption result of the above equation is m can be verified by: 1 In
e(g1g27 g)r e(g1g27 612) = m .e(gig2,g)r e(gig2, g') xi = m
.e(gio,g)rle(gig2,g)r = m. 



- 36 - [Modification 2]        In addition to modification 1, as will be
described below, the first embodiment may be modified to a mode in which
ciphertext data is decrypted without re-encryption. 5In this case as well,
only the key setup processing, encryption processing, and decryption
processing can be executed. The key setup processing and decryption
processing of this modification are the same as those in the first
embodiment. The encryption processing and 10decryption processing of this
modification will be described below. Note that j refers to identification
information of the decryption apparatus 50 in this modification.
The encryption parameter generation unit 23 of the 15encryption apparatus
20 generates (ssk, svk) (step ST21') in the same manner as in step ST21 and
sets the verification key svk in ciphertext data C1 (C1 = svk). Also, the
encryption parameter generation unit 23 generates five random numbers; r,
s, t, k, and 0 e Zp*, and 20outputs them to the ciphertext generation unit
24. The ciphertext generation unit 24 generates encrypted data C2x1, C2X",
C2YT, C2Y", C2ZT, C2Z", C2Z1I, C2Z1", C2m, C5x, Cy, C5z, C3, and C4 with
respect to a message m e GT         as plaintext data using these random
numbers r, s, t, k, 25and 0, and the public key pkj of the decryption
apparatus 50 (step ST22'). These encrypted data are respectively given by:
- 37 - 



y23S7 qx yzirs qv.=, xiirt C2Z Y2ik C121 Z = Y2irk C2Z1 = Xik, C2Z1 ____
.rk =7                       C3 = e(g1g2) g)r  7711 C4 = (U"k  Or  C5X =
(m.  g)17 C5Y = g0 t+1 (-).5Z = (g1 g9+1)1       After completion of step
ST22', the ciphertext generation unit 24 generates a one-time signature a
in the same manner as in step ST23. After that, the ciphertext generation
unit 24 5generates ciphertext data Cj = (C1, C2x1, C2X", Cy', Cy", C2Z',
C2Z", C2Z11, 02Z1", C2m, C5x, Cy, C5z, C3, C4, a) including all the
encrypted data C1 to C4 and the one-time signature a, and writes the
obtained ciphertext data in the temporary data storage unit 21. 10The
communication unit 22 transmits the ciphertext data Cj in the temporary
data storage unit 21 to the decryption apparatus 50 under the control of
the control unit 25.               The decryption apparatus 50 verifies the
ciphertext 15data Cj generated by the encryption apparatus 20 in the same
manner as in step ST51. If the verification has succeeded, the decryption
apparatus 50 decrypts the ciphertext data Cj using the private key skj to
obtain a message m. This decryption is described by: n m c3/ (ee((cC5Z)
cC2llz))(ee((Cci5z,ICc2/1/z1 1))) }  



- 38 -       Whether or not the decryption result of the above equation is
m can be verified by:  ee((cC55C) Yi e ) e((Cc55zylC } xz c"2121":)
7cczyi?    /e(g(i+a-1-9)/k1gpyirk)\ yi/e(g(i+a+0)/k, gxjrk) zi e(g(a+0)/s
y@yirs)4(0+1)It gzirt) = C3{(e(g(i-Faa++0 01 gi37.13;)e (g(1+0+a-1-: 01
rg)r) = me(9192)9)r/(6(919)fir  e(g7 g)r) = m.  



Note that the above equation is described by rewriting gl = ga and g2 =
g13. 5[Modification 3]       In the example described in the first
embodiment, the public parameters include the three members g, gl, and g2
of the system fixed values. However, the present invention is not limited
to this. For example, the member g2 may not 10be generated, and the public
parameters may not include the member g2. In this case, in the first
embodiment, g2 = g may be set to replace g2 by g. The same applies to the
following embodiments and modifications. [Modification 4] 15In the example
described in the first embodiment, the public parameters include the three
members g, gl, and g2 of the system fixed values. However, the present
invention is not limited to this. For example, the public parameters  



- 39 - may include four or more members of the system fixed values. For
example, when the public parameters include four members g, gl, g2, and g3,
g2 = g2g3 may be set to replace g2 by g2g3 in the first embodiment. Also,
for 5example, when the public parameters include five members g, gl, g2,
g3, and g4, gi = g1g3 and g2 = g2g4 may be set to respectively replace gl
by g1g3 and g2 by g2g4 in the first embodiment. The same applies to the
following embodiments and modifications. 10(Second Embodiment)       This
embodiment will explain an example in which a re-encryption key is updated
every certain period. As a parameter which expresses a period, a time
parameter L is used. Of the key setup processing, encryption processing,
15re-encryption key generation processing, re-encryption processing, and
decryption processing, the encryption processing, re-encryption key
generation processing, and re-encryption processing use the time parameter.
The time parameter is used as follows. For example, when the 20encryption
processing is executed in a certain period tl, the encryption processing to
be described later is executed to have L = t1; when the encryption
processing is executed in the next period t2, the encryption processing to
be described later is executed to have L = t2. The key setup  25
processing, encryption processing, re-encryption key generation processing,
re-encryption processing, and decryption processing of this embodiment will
be described  - 40 - below. Note that parts common to the first embodiment
described above will be described using the same reference numerals and a
description thereof will not be repeated. (1) Key Setup Processing 



5Public parameters are the same as those in the first embodiment. Letting i
be identification information of a re-encryption key generator 30, a public
key/private key generation unit 14 generates a private key xi, yi, zi, wi
e Z * of the re-encryption key generator 30, and generates 10a public key
pki = (xi, Yli, Y21, Zi, Zli, wi, Tali) (for Xi gxi,= glYi, Y2i = g217i, zi
= gzi, zli = glzi, Wi = gwi, and Wli = giwi) of the re-encryption key
generator 30 using this private key ski = (xi, yi, zi, wi) (step ST7).
Likewise, letting j be identification information of a 15decryption
apparatus 50, the public key/private key generation unit 14 generates a
private key skj = (xj, yj, zj, wj) of the decryption apparatus 50, and
generates a public key pkj = (Xj, Y1j, Y2j, Zj, Zij, Wj, W1j) (for Xj =
gxj, Ylj = glYi, Y2j = g217, Zj = gzj, Zlj = glzj, Wj = 20gwi, and Wlj =
giwj) of the decryption apparatus 50 using this private key skj (step
ST10). (2) Encryption Processing       As in the first embodiment, an
encryption parameter generation unit 23 of an encryption apparatus 20
generates 25(ssk, svk) (step ST21), and sets a verification key svk in
ciphertext data C1 (C1 = svk). Also, the encryption parameter generation
unit 23  - 41 - generates a random number r E Zp*, and outputs it to a
ciphertext generation unit 24. 



The ciphertext generation unit 24 generates encrypted data C2x, Cy, C2z,
C2z1, C2F, C3, and C4 with respect to a 5message m e GT as plaintext data
using this random number r, the public key pki of the re-encryption key
generator 30, and the time parameter L (step ST22). These encrypted data
are respectively given by: (71V ==C2.117 == y1.r Q/Z " z, C2F Fi(L) C3 _
e(gig21 g)T rn, cf4 _ (usvk vy where a function F1(L) is defined by: F(L) =
gL wj = gL+WZ (L E Z) 10After completion of step 3T22, the ciphertext
generation unit 24 generates, for the time parameter L and the encrypted
data C3 and C4, a one-time signature a by means of a signature generation
functionin the public parameters and the signature key ssk generated in
step ST21 15(step ST23). The signature a is described by: a =(ssk, (L, C3,
C4))       After that, the ciphertext generation unit 24 generates
ciphertext data Ci = (L, Cl, C2x, Cy, C2z, C2zi, C2F, C3, C4, a) including
the time parameter L, all the 20encrypted data C1 to C4, and the one-time
signature a, and writes the obtained ciphertext data in a temporary data  -
42 - storage unit 21. 



(3) Re-encryption Key Generation Processing       A random number
generation unit 36 generates three random numbers; 0, 8x, and 5y e Zp*, and
outputs them to a 5re-encryption key generation unit 34.       The
re-encryption key generation unit 34 generates a re-encryption key RiiL
using these random numbers 0, 8x, and 8y, the private key ski of the
re-encryption key         generator 30 in a private key storage unit 31,
and the 10public key pkj of the decryption apparatus 50 in a temporary data
storage unit 32 (step ST32). The re-encryption key RijI, is described by:
RijL = (Rij L1) RijL2) Rij L3 Rij L47 Rij L5) for x--1-0 RijL1 =- pc .
99)1/xi . Fi(L)(5x =. g -1x7i7 +(-L+11.4)(ix 1 RiiL2 =- (172j - g)1/Yi..
Fi(Ly5v = g --Y-vri2-1----1-(L-Fwi)sy 7 xj-FOY4 +0 RiiL3 = (Xi . y2 j .
90)11.zi = gzi./ . 7  1ijL4 = Xj5x = gxiax 7 1,iiL5 = -171i5y = gayi (5y
Note that in the above, equations are described by 15rewriting gl = ga and
g2 = gP. 



(4) Re-encryption Processing A re-encryption processing unit 44 verifies
ciphertext  - 43 - data Ci in a temporary data storage unit 42 using the
public parameters, the time parameter L, and the following verification
formulas (step ST41). e(C2x, uCi.  v) = e(Xi, C4) e(C2y, uC  v) = e(Yii,
C4) e(C2z, uC v) = e(Zi, C4)   e(C2z1, ucl v) =C4) e(C2F, uci  v) =
e(Fi(L), C4) V (Ci, , (L, C3, C4)) = 1 Note that when all the five
verification formulas 5hold, the verification has succeeded; when at least
one verification formula does not hold, the verification has failed.
If the verification has succeeded, a re-encryption parameter generation
unit 45 generates four random numbers; 10s, t, k, and h E Zp*, and outputs
them to a re-encryption processing unit 44. The re-encryption processing
unit 44 generates re-encrypted data C2x1, C2X", C2YT! C2Y", C2ZI, C2Z",
C2Z11, C2Z1", C2FI, C2F", C5x, Cy, C5z, C5Fx, and C5Fy 15using these random
numbers s, t, k, and h, the ciphertext 



data Ci in the temporary data storage unit 42, the re-encryption key RijL
in the temporary data storage unit 42, and the time parameter L (step
ST42). These re-encrypted data are respectively described by:  - 44 - CI 2x
=X ' i, Cl2lx =C S 2xX rs i, Cif = Yht,=C2Yt = 'f rt li) cd r z k i,C/ 2z c
k 2z _ zrk i,_ z k .,, cuzi _ci It2u2Z1k7 rk =D1i, C/ 2F =Fi(L)h)C2iF =C h
2F = 11111 C5X = RULls,C5Y = RuL2 t 9 C5Z = RUL3k 9 C5FX = RijL4h 9 C5FY
=RijL51       After completion of step ST42, the re-encryption processing
unit 44 replaces the encrypted data C2X, C2Y, C2Z, C2Z1, C2F in the
ciphertext data Ci by all the encrypted data re-encrypted data C2X' to C5FY
to generate 



5re-encrypted text data Cj = (Cl, C2X', C2X", C2Y', C2Y", C2Z', C2X",
C2Z1', C2Z1", C2F', C2F", C5X, C5Y, C5Z, C5FX, C5FY, C3, C4, a), and writes
the obtained re-encrypted text data Cj in the temporary data storage unit
42. (5) Decryption Processing 10A decryption processing unit 54 verifies
the re-encrypted text data Cj in a temporary data storage unit 52 using the
public parameters, the public key pkj of the apparatus 50, and the
following verification formulas (step ST51).  - 45 - e(qv , 21,(4 v) ==
e(qx 1C4) e(q(? 71,(71 v) == e(C'n( , C4)  e(Cz, v,(71 v) =, e(qz, (74)
e(C2izi) v) = e(C2zi) C4)                      e(CF , C1 7)) == e(qF, 1C4)
e (C5Z) qz) e(C5FX CF) == e(C5x, Cx) ' e(172, g) e(C5z ,- e(C5Fy , qF) -=
e(C5y , qy) e(X7i , gi) V(Ci, a- , (L , C3, C4)) = 1       If all the eight
verification formulas hold, the verification has succeeded; if at least one
verification formula does not hold, the verification has failed. 5If the
verification has succeeded, the decryption processing unit 54 decrypts the
re-encrypted text data Ci using the private key ski of the apparatus to
obtain a message m (step ST52). This .decryption is described by:  



1 [ e(C5z, C121z) . e(C5Fx i Cpi) \e(C5z) 612'zi) . e(C5FY) C2IF)\ 4
e(c5x,qx)/er5Y I 0210I m=C3         10Whether or not the decryption result
of the above equation is m can be verified by:  - 46 -    Yj = C3 



= C3 { e(g(xj+0)4(Lizi)xi6x , gr) e(g3;.; +flyi +0, gr) , e(gxi 6, 7
g(L+111i)r) \ 7.1.i1 (+fiy1.9ccr) . e(g,yiby, 9(1,2,",),) \ zi 1 I'  i , e
(g Oh + OH. (L-fivi)Yi 4 , gar)i ,1 = m .49192,g)r/(eig,g1r e(9,9)) = m.
Note that this equation is described by rewriting gl = ga and g2 = Note
that the order of processes may be changed as 5needed in this embodiment.
For example, the order of the decryption processing and ciphertext
verification processing may be changed. Likewise, the re-encryption key
generation processing may be executed before the encryption processing.
10As described above, according to this embodiment, since the re-encryption
key RijI, is generated based on the random numbers 0, 8x, and 8y, and the
time parameter L, whether or not to transfer the decryption authority can
be decided for each period, thus allowing flexible access 15control, in
addition to the effects of the first embodiment. Thus, even after the
decryption authority about ciphertext for a user A is transferred to a user
B in a certain period, the decryption authority about ciphertext  - 47 -
for the user A is not given to the user B in the next period, that is, the
decryption authority of the user B (about ciphertext for the user A) can be
invalidated, thus providing a more convenient file sharing system. 



5[Modification 5] In the example described in the second embodiment, the
encryption apparatus 20 generates ciphertext data, a re-encryption
apparatus 40 re-encrypts the ciphertext data to generate re-encrypted text
data, and the decryption 10apparatus 50 decrypts the re-encrypted text
data. However, the second embodiment may be modified to a mode in which
ciphertext data is decrypted without re-encryption. In this case, only the
key setup processing, encryption processing, and decryption processing can
be executed. The 15key setup processing in this modification is the same as
that in the second embodiment. The encryption processing and decryption
processing in this modification will be described below. The difference
between the encryption processing of 20this modification and that of the
second embodiment is only in the final step. In order to give the following
description while using the aforementioned symbols, let i be the
identification informant of the decryption apparatus 50 for the sake of
convenience. In this case, a 25communication unit 22 of the encryption
apparatus 20 transmits ciphertext data Ci in the temporary data storage
unit 21 to the decryption apparatus 50 under the control of  - 48 - a
control unit 25 (step ST24').       The decryption apparatus 50 verifies
the ciphertext data Ci generated by the encryption apparatus 20 in the same
manner as in step ST41. If the verification has 5succeeded, the decryption
apparatus 50 decrypts the ciphertext data Ci using the private key ski to
obtain a 



message m. This decryption is described by: m = C3 / e(g1.92) C2X) zz
Whether or not the decryption result of the above equation is m can be
verified by: m e(M.92 g)r e(g1g2, C2x)'i 1 = m ' e(9192) g)r e(9192) eir) =
m ' 41927 gY/e(9192) g)r = m. 10[Modification 6]       In addition to
modification 5, as will be described below, the first embodiment may be
modified to an aspect in which ciphertext data is decrypted without
re-encryption. In this case as well, only the key setup processing,
15encryption processing, and decryption processing can be executed. The key
setup processing and decryption processing of this modification are the
same as those in the second embodiment. The encryption processing and
decryption processing of this modification will be 20described below. Note
that j refers to identification information of the decryption apparatus 50
in this  - 49 - modification.       The encryption parameter generation
unit 23 of the encryption apparatus 20 generates (ssk, svk) (step ST21') in
the same manner as in step ST21 and sets the 5verification key svk in
ciphertext data C1 (C1 = svk). 



Also, the encryption parameter generation unit 23 generates eight random
numbers; r, s, t, k, h, 0, 6, and 8 E Z*, and outputs them to the
ciphertext generation P unit 24. 10The ciphertext generation unit 24
generates encrypted data C2x', C2X", C2Y', Cy', C2ZT, C2Z", C2Z1', C2Z1",
C2FT, CF", C5x, C5y, C5z, C5Fx, C5Fy, C3, and C4 with respect to a message
m E GT as plaintext data using these random numbers r, s, t, k, h, 0, 6,
and 8y, the public key 15pkj of the decryption apparatus 50, and the time
parameter L (step ST22'). These encrypted data are respectively given by:
cia = yzis,= yzirs, qy = xit, C/2/y. = xiirt cd2z = yzik= yzirk 7= v k7
rill U2Z1 = CF = (L)h,= (L)rh  - 50 - cr3 e(91.921g)T ml C4(usvk vy, 6
10:+e-F(L+19)5y  C5)( == (91 .g .F.J(L) 9.5 =9s 1 s 111-0-1-(L+wj)ax C5y :=
(g1+0 . Fj(L) x)._ == g 



t t a+1+0 c5zgl.-1-0)1kg  k 7 5 Ix/ C5FX V2j) h u5Fy = (Xj)(*       After
completion of step ST22', the ciphertext generation unit 24 generates a
one-time signature a in the same manner as in step ST23. After that, the
ciphertext generation unit 24 5generates ciphertext data Cj = (L, C2x',
C2X", Cy', Cy", C2ZI, C2Z", C2Z11, C2Z1", C2FI, C2F", C5X, C5Y, C5Z, C5FX,
C5Fy, C3, C4, a) including the time parameter L, all the     encrypted data
C1 to C4 and the one-time signature a, and writes the obtained ciphertext
data in the temporary data 10storage unit 21. The communication unit 22
transmits the ciphertext data Cj in the temporary data storage unit 21 to
the decryption apparatus 50 under the control of the control unit 25. 15The
decryption apparatus 50 verifies the ciphertext data Cj generated by the
encryption apparatus 20 in the same manner as in step ST51. If the
verification has succeeded, the decryption apparatus 50 decrypts the
ciphertext data Cj using the private key skj to obtain a 



- 51 - message m. This decryption is described by:  1 / { ( e(C5z) C2z) '
e(c5Fx,qF)\ Y3        Whether or not the decryption result of the above
equation is m can be verified by: 1 e(C5Z) 6121Z1) ' e(C5FYI *)\ 7j e(C5y,
0'2y), = 401i \e(9,sti ) \_7_4_, / e(g '41,14 , gkrk) . e( g1y-
hn(1471)3)rhl \ Yi a+0+p-Oby \i  kJ!,  



t Jrt e(g fijlh 1+8-F(Li-tvi )(ix1 g(L+1123 )7i) / i } x . 2 1 / e(9a-11+0,
gi3r) . e(g/36y 1 9(L+ 1V))2') \te(go+1+0,21 . e(g6z, g ( L + if; j )r ) \
{ \e(gal 0+ (L-1-toi)by , gi3r)i\e(g12-0-4+v)3)6,, gr)/ = m . 492) gri(e(g)
Oft ' e(g19)T) = m.        Note that the above equation is described by
rewriting gl 5ga and g2 = g13.       According to at least one of the
aforementioned embodiments, since a re-encryption key is generated based on
a random number, even when the server and users collude, the decryption
authority can be prevented from being 10re-transferred without any
permission of a transfer source.      The method described in each
embodiment can also be stored in a storage medium such as a magnetic disk
(floppyTM disk, hard disk, or the like), an optical disk (CD-ROM, DVD, or
the like), a magneto-optical disk (MO), or  - 52 - a semiconductor memory
as a program which can be executed by a computer and distributed. 



As the storage medium, any configuration which is a computer-readable
storage medium in which a program can be 5stored may be used regardless of
a storage format.       An OS (operating system) which operates on a
computer on the basis of an instruction of a program installed from the
storage medium in the computer, database management software, and MW
(middleware) such as network software may 10execute a part of the processes
to realize the embodiment.       Furthermore, the storage medium according
to each embodiment includes not only a medium independent of a computer but
also a storage medium in which a program transmitted through a LAN, the
Internet, or the like is 15downloaded and stored or temporarily stored.
The number of storage media is not limited to one. A case in which the
process in each embodiment is executed from a plurality of media is
included in the storage medium according to the present invention. Any
medium 20configuration may be used. A computer according to each embodiment
is to execute the processes in each embodiment on the basis of the program
stored in a storage medium. The computer may have any configuration such as
one apparatus constituted by a 25personal computer or a system in which a
plurality of apparatuses are connected by a network. A computer in each
embodiment includes not only a  - 53 - personal computer but also an
arithmetic processing apparatus, a microcomputer, or the like included in
an information processing apparatus. The computer is a generic name of an
apparatus and a device which can realize 5the functions of the present
invention by a program.       While certain embodiments have been
described, these embodiments have been presented by way of example only,
and are not intended to limit the scope of the inventions. Indeed, the
novel embodiments described herein may be 



10embodied in a variety of other forms; furthermore, various omissions,
substitutions and changes in the form of the embodiments described herein
may be made without departing from the spirit of the inventions. The
accompanying claims and their equivalents are intended to cover such forms
or 15modifications as would fall within the scope and spirit of the
inventions.  - 54 - CLAIMS       1. A re-encryption key generator (30),
which generates a re-encryption key required to obtain re-encrypted text
data, which is configured to be decrypted 5by means of a second private key
of a second user device, by re-encrypting, without decrypting, ciphertext
data obtained by encrypting plaintext data by means of a first public key
of a first user device, the generator characterized by comprising: 10first
storage means (31) for storing a first private key corresponding to the
first public key;       second storage means (32) for storing a second
public key corresponding to the second private key;               first
random number generation means (36) for 15generating a first random number;
and re-encryption key generation means (34) for generating the
re-encryption key based on the first private key, the second public key,
and the first random number.       2. The re-encryption key generator of
claim 1, 20characterized in that the re-encryption key generation means
(34) generates the re-encryption key based on the first private key, the
second public key, and the first random number independently of ciphertext
data before re-encryption. 



253. The re-encryption key generator of claim 1, characterized in that the
first public key is generated based on the first private key and a
plurality of system  - 55 - fixed values, and        the second public key
is generated based on the second private key and the plurality of system
fixed values. 54. The re-encryption key generator of claim 2, characterized
in that when the first private key is represented by ski = (xi, yi, zi),
the second private key is represented by skj = (xj, yj, zj), the first
random number is represented by 0, the plurality of system fixed 10value
are represented by g, gl, and g2 (for g, gl, and g2 E G if bilinear map
groups as groups of prime orders p including a bilinear map e: G x GG1 are
represented by G and GT), letting p be a power index related to the
respective system fixed values (for g2 = 0), and Rij be 15the re-encryption
key, the re-encryption key Rij is described by: = R1,Rj2, -R-4j3 (for
x3+0+0 =xi 7 Rii2g7 Rip =x3 +fiztY.3 +0                when the first
public key is represented by pki, the 20first public key pki is described
by: pki = 



- 56 - Xi= gX, y1 = g1Yi, Y2i = g2Yi , Z= gzi, Z1j = gi'       when the
second public key is represented by pkj, the first public key pkj is
described by: pkj=(.X (for X.=gxj 9 Y.=gYi Y =gYi Z =gzj-gzj 111 9 2/2jj- 1
5),       when the plaintext data is represented by m (for m E GT), a
second random number is represented by r, and the ciphertext data is
expressed by Ci (the bilinear map e: G x G -* GT is expressed by e(,)), the
ciphertext data Ci is 10described by: Ci = (C2X, Cy, C2Z, C2Z1, C3) (for
C2x =Xir, C2Y =y1.rC2Z = Zj, C2 Z1= Zlir) C3 = e(g1g2)g)r ) , when the
re-encrypted text data is represented by Cj 15(third, fourth, and fifth
random numbers are represented by s, t, and k), the re-encrypted text data
Cj is described by: 



ci = (C2X", C2Y", C2Z", C2Z1", C5x, Cy, C5z, C3)  - 57 - C121x = C2Xs =
Xirs)2iy = G2yt _ YC/21Z = C2Zk = Zirk) C12/Z1 c= 2zik C5X = Hifi s C5Y =
j2 t, (-)5Z = Rij3k ), and a relationship among the plaintext data m, the
re-encrypted text data cj, and the second private key ski is expressed by:
1 e(C5z,C2"z)(e(C5z,q'zi)) 711, = C3/e(C 5x x)e(C5Y, C2Y) 5       5. A
re-encryption apparatus (40) configured to communicate with a re-encryption
key generator (30), which generates a re-encryption key required to obtain
re-encrypted text data, which is configured to be decrypted 10by means of a
second private key of a second user device, by re-encrypting, without
decrypting, ciphertext data obtained by encrypting plaintext data by means
of a first public key of a first user device, the apparatus characterized
by comprising: 15storage means (41) for storing the re-encryption key
received from the re-encryption key generator;       re-encryption means
(44) for obtaining the re-encrypted text data by re-encrypting, without
decrypting, the ciphertext data received from the first 



20user device by means of the re-encryption key in the storage means; and
means (43) for transmitting the obtained re-encrypted  - 58 - text data to
the second user device,       wherein the re-encryption key is generated
based on a first private key corresponding to the first public key, a
second public key corresponding to the second private key, and a first
random number generated by the re-encryption key generator.       6. The
re-encryption apparatus of claim 5, characterized in that the re-encryption
key is generated independently of ciphertext data before re-encryption.
107. A program which is executed by a processor of a re-encryption key
generator (30), which generates a re-encryption key required to obtain
re-encrypted text data, which is configured to be decrypted by means of a
second private key of a second user device, by 15re-encrypting, without
decrypting, ciphertext data obtained by encrypting plaintext data by means
of a first public key of a first user device, and which is stored in a
non-transitory computer-readable storage medium (M3), the program
characterized by comprising: 20a first program code (33) for controlling
the processor to execute processing for writing a first private key
corresponding to the first public key in first storage means (31) of the
re-encryption key generator; a second program code (ST31) for controlling
the 25processor to execute processing for writing a second public key
corresponding to the second private key in second storage means (32) of the
re-encryption key generator;  - 59 - 



a third program code (36) for controlling the processor to execute
processing for generating a first random number; and a fourth program code
(32) for controlling the 5processor to execute processing for generating
the re-encryption key based on the first private key, the second public
key, and the first random number.        8. The program of claim 7,
characterized in that the processing for generating the re-encryption key
is executed 10by the processor independently of ciphertext data before
re-encryption.        9. A program which is executed by a processor of a
re-encryption apparatus (40) configured to communicate with a re-encryption
key generator (30), which generates a 15re-encryption key required to
obtain re-encrypted text data, which is configured to be decrypted by means
of a second private key of a second user device, by re-encrypting, without
decrypting, ciphertext data obtained by encrypting plaintext data by means
of a first public key 20of a first user device, and which is stored in a
non-transitory computer-readable storage medium (M4), the program
characterized by comprising:       a first program code (43) for
controlling the processor to execute processing for writing the
25re-encryption key received from the re-encryption key generator in
storage means (41) of the re-encryption apparatus;  - 60 -       a second
program code (44) for controlling the processor to execute processing for
obtaining the re-encrypted text data by re-encrypting, without
decrypting, the ciphertext data received from the first 5user device by
means of the re-encryption key in the 



storage means; and       a third program code (ST43) for controlling the
processor to execute processing for transmitting the obtained re-encrypted
text data to the second user device, 10wherein the re-encryption key is
generated based on a first private key corresponding to the first public
key, a second public key corresponding to the second private key, and a
first random number generated by the re-encryption key generator. 1510. A
program which is executed by a processor of an encryption apparatus (20)
configured to communicate with a re-encryption apparatus (40) using a
re-encryption key required to obtain re-encrypted text data, which is
configured to be decrypted by means of a second private key 20of a second
user device, by re-encrypting, without decrypting, ciphertext data obtained
by encrypting plaintext data by means of a first public key of a first user
device, and which is stored in a non-transitory computer-readable storage
medium (M2), the program 25characterized by comprising: a first program
code (22) for controlling the processor to execute processing for writing
the first  - 61 - public key in storage means (21) of the encryption
apparatus;       a second program code (ST22) for controlling the processor
to execute processing for obtaining the 5ciphertext data by encrypting the
plaintext data using the first public key in the storage means; and       a
third program code (ST24) for controlling the processor to execute
processing for transmitting the obtained ciphertext data to the
re-encryption apparatus, 



10wherein the re-encryption key is generated based on a first private key
corresponding to the first public key, a second public key corresponding to
the second private key, and a first random number generated by the
re-encryption key generator (30). 1511. A program which is executed by a
decryption apparatus (50), which decrypts re-encrypted text data received
from an re-encryption apparatus (40) after the re-encryption apparatus
re-encrypts, without decrypting, plaintext data by means of a first public
key of a first 20user device to obtain the re-encrypted text data
configured to be decrypted by means of a second private key of second user
device, and which is stored in a non-transitory computer-readable storage
medium (M5), the program characterized by comprising: 25a first program
code (53) for controlling the processor to execute processing for writing
the second private key in storage means (51) of the decryption  - 62 -
apparatus; and       a second program code (54) for controlling the
processor to execute processing for decrypting the re-encrypted text data
received from the re-encryption 5apparatus based on the second private key
in the storage means to obtain the plaintext data,       wherein the
re-encryption key is generated based on a first private key corresponding
to the first public key, a second public key corresponding to the second
private key, 10and a first random number generated by a re-encryption key
generator (30) which generates the re-encryption key. 



12. The program of any one of claims 9 to 11, characterized in that the
re-encryption key is generated independently of ciphertext data before
re-encryption. 15 


