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(1) An individual key systemfor encrypting a file by means of an

i ndi vi dual encryption key for each user. (2) A common key system for
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Embodiments described herein relate generally to a
re-encryption key generator, re-encryption apparatus, and
program.
10 Background Art
In a file sharing system in which the user uploads a
file onto a server, and that file is shared by a plurality
of users, as a method of maintaining the secrecy of file
with respect to the server, the following three methods (1)
15 to (3) are used.
(1) An individual key system for encrypting a file by
means of an individual encryption key for each user.
(2) A common key system for encrypting a file by
means of an encryption key common to respective users.
20 (3) A re-encryption system for encrypting a file
using a proxy re-encryption system.
In the systems (1) to (3), assume that a user A
uploads a file onto a server, and the user A shares the
file with users B and .C.
25 In the individual key system (1), each user has a pair
of a private key and public key, which are different for

each user. The user A encrypts a file by means of a public



25%In the individual key system (1), each user has a pair of a private key
and public key, which are different for each user. The user A encrypts a
file by neans of a public key of the user B, and upl oads the encrypted
file onto the server. Note that the public key of the user Bis an

i ndi vidual encryption key for the user B. Likew se, the user A encrypts a
file by neans of a public key of the user 5C, and upl oads the encrypted
file onto the server. The public key of" tHe user Cis an individual
encryption key for the user C. That is, the user A encrypts a file
individually for the users who share that_file. In the compn key system

(2), each us&FYsRir é%‘.eauﬁz%rr By 082 YaHicAd % W %Wq XS, OWH? chP&r e
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respective users like inthe indivi system (1). Hovever, unlike in

the individual, kew syp3le@s( bhe R s Merd QY @erydiver fi lendy nmeans
of a public key (to be 20referred to as a group public key hereinafter) of

an entity (teubgicekess ed ttheahisRrgrouR adniitdtviahel]l heiehRsd 1eh ) kedo
manages a group of users. The server re-encrypts the encrypted file
(upl oaded by folre theenush)y ltased'hant d s, e-tdrecrygudn an &eyryys tdiefile
re-encryption, an encrypted file 25which can be decrypted by each user is
gener at ed. Dengiiivd dpflilye figrospher erseresy ywitd ahasystémmwifilde descri bed
later. In the individual key system (1), when a file is to be _
In the common key system (2), each user shares a pair
10 of a private key and public key, which are common to the
respective users. The user A encrypts a file by means of a
public key (as an encryption key common to the respective
" users), and uploads the encrypted file onto the server.
The respective users share an identical private key.
15 In the proxy re-encryption system (3), each user has a
pair of a private key and public key, which are different
for respective users like in the individual key system (1).
However, unlike in the individual key system (1), the user
A need only encrypt a file by means of a public key (to be
20 referred to as a group public key hereinafter) of an entity
(to be referred to as a group administrator hereinafter)
who manages a group of users. The server re-encrypts the
encrypted file (uploaded by the user A) based on a
re-encryption key. By the re-encryption, an encrypted file
25 which can be decrypted by each user is generated. Details

of the proxy re-encryption system will be described later.

In the individual key system (1), when a file is to be



shared,al so by a new user D, the user A has to encrypt a file by neans of a
public key of the user D, and has to upload the encrypted file onto the
server, thus posing a problem Note that the public key of the user Dis an
5i ndi vi dual encryption key for the user D. Therefore, the system (1) is not
suitable for the file sharing system since troubl esone processing is
required at the tine of addition of a new user when the nunber of new users
or the nunber of files to be shared is 1 argge.- 10l n the common key system
(2), when a file sharing perm ssion for a certain user is canceled froma
certain timng (to exclude that user fromthe file sharing system, a
nmechani sm f oFTGFESt PG Y Fr iNBxt &6y and-suBiS ey e &b rereryhe a
respective u;ghs is additionally required, 15thus posing a problem In the

common key s 2yieans Ofe GpPAURIHE KEY Imidie t88thd r cdé R3S et@ser s

has | eaked due.to ne reason, erson who acquired the | eaked private key
can decrypt gﬂl%ﬁ£g§ﬁiﬁﬁqﬁﬂgigét ﬁ5§¥h§%f[ﬁ?ﬁﬂ%ﬁn ?ﬁﬁst?ﬁ%f#%d§om
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On the ot her , 1IN proxy re-e pti on-system since tfe server
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using a re-encryption key, a configuration whi es not noti

of the 25re-ageiypti@) kay oy adaRted.c tiyss SR Wing té}@aﬁ%mé@ned

probl ens. For this reason, the proxy re-encryption system I's suitable
for the fil esihae ngoudysiseme Qricaidseying Sts NernRatentad idies at i€ of

Non- Patent Literature 1. B. Libert and D. Vergnaud, 5"Unidirectional
Chosen- G pheetiektt iSec urfe aPhexy uBere ndreppttihen nunPreac .o PKew 0d8s r 4 NGS #4939,
pp. 360 - 379, Springer, 2008. However, in the proxy re-encryption
system (3), waaberhefsdrives dodbesehsiredl lisdd armealecryption right is re-

10 . In the common key system (2), when a file sharing
permission for a certain user 1s canceled from a certain
timing (to exclude that user from the file sharing system),
a mechanism for updating the private key and public key
common to the respective users is additionally required,

15 thus posing a problem. In the common key system (2), if
the private key common to the respective users has leaked
due to some reason, a person who acquired the leaked
private key can decrypt all encrypted files, thus posing a
problem. For this reason, the common key system (2) is not

20 suitable for the file sharing system.

On the other hand, in the proxy re-encryption system
(3), since the server re-encrypts one ciphertext to that
which can be decrypted by each user, using a re-encryption
key, a configuration which does not notify the users of the

25 re-encryption key is adopted, thus solving the
aforementioned problems. For this reason, the proxy

re-encryption system (3) is suitable for the file sharing



1Qdel egated. Mdre specifically, when the server and users B and E col | ude,
an authentic re-encryption key (rkAE) required to re-encrypt ciphertext for
the user Ato that for the user E is generated w thout any perm ssion of
the user A using a re-encryption key (rkAE) required to 15re-encrypt

ci phertext for the user Ato that for the user B, a private key (skE) of
the user B, and a private key (skE) of the user E. A solution to such
probl em of the present invention is to pro¥ide a re-encryption key
generator, re-encryption 20apparatus, and program which cannot generate a
re- encryption key without any perm ssion of a transfer source even when
the server and ‘s collude. Summary of Invention A re-encryption key
generator aceardiing tq ;an 25enbodi ment generates a re-encryption key
required to re-encrypt, w thout decrypting, ciphertext data obtained by

encrypting plai nt ey, data by means,of-a first public key of 5 a first user
device to obtain re-encrypted text data which can be decrypted by a second

private key of a seaohisel devdELrudber ! e-gNcrypEionak&ypyenetahatd,
conprises first 5storage neans, second storage neans, first random nunber

gener atsi on neans.,diardt tieredlc qHd an- keyh genetat $ &aupeapsoxy The first
storage neans stores a first private key corresponding to the first public
key. Re-encryption", Proc. PKC 2008, LNCS 4939, pp. 360 - 379,
Springer, 2008.
However, in the proxy re-encryption system (3), when
the server and users collude, a decryption right is re-

10 delegated. More specifically, when the server and users B
and E collude, an authentic re-encryption key (rka_,g)
required to re-encrypt ciphertext for the user A to that
for the user E is generated without any permission of the
user A using a re-encryption key (rka_yg) required to

15 re-encrypt ciphertext for the user A to that for the user

B, a private key (skg) of the user B, and a private key

(skg) of the user E.

A solution to such problem of the present invention is
to provide a re-encryption key generator, re-encryption
20 apparatus, and program, which cannot generate a re-
encryption key without any permission of a transfer source
even when the server and users collude.
Summary of Invention
A re-encryption key generator according to an
25 embodiment generates a re-encryption key required to
re-encrypt, without decrypting, ciphertext data obtained by

encrypting plaintext data by means of a first public key of



The seg¢ond storage neans stores a second public key 10corresponding to the
second private key. The first random nunber generation neans
generates a first random nunber. The re-encryption key generation neans
generates the re-encryption key based on the first private key, the
15second public key, and the first random nunber. Brief Description of

Dr awi ngs FIG 1 is a block diagramshow ng the arrangenent of a
re-encryption systemaccording to the first embodinent. FIG 2 is a
sequence chart for explaining the 20operati on of key setup processing
according tot fi.rst e di.nent.. . FIG 3 is a sequence_chart far -
expl ai ni ng t e c}ﬁgrtatuis&?n%fevelr?cerfﬁ io%taﬁ}l'bcrees_s?rhcgr%%%cf T O t%ati%ew}?}r&%t
enbodi nent . I i ) ce chart. for. e i ni ng- the, operation of
re-encrypti o% e?egée&neecﬁr |t§§9p% ocaessseirgrjlbgnda cl{)lrvf%gq%%’t e 37Tt hent .
FIG 5 is a ggqQuence chart for explaining the operation of re-encryption
processing according to the first enbodinent. FIG 6 is a sequence chart

for explaining theRopesadd fi decreptdone L 06LSSh G AEEOT dl pgeto the
first enmbodi nent. FI G is a block di agram showi ng an exanpl e of the

arrangenent afcoaabid eeghay,i neayR evacery didihd 0 thes d | raiderhodient .
10FIG 8 is a diagramof the file sharing systemaccording to the first
enbodi ment. generation means, and re-encryption key generation means.
The first storage means stores a first private key
corresponding to the first public key.
The second storage means stores a second public key
10 corresponding to the second private key.
The first random number.generation means generates a
first random number.
The re-encryption key generation means generates the

re-encryption key based on the first private key, the

15 second public key, and the first random number.

Brief Description of Drawings

FIG. 1 is a block diagram showing the arrangement of a
re-encryption system according to the first embodiment.

FIG. 2 is a sequence chart for explaining the

20 operation of key setup processing according to the first
embodiment.

FIG. 3 is a sequence chart for explaining the
operation of encryption processing according to the first
embodiment.

25 FIG. 4 is a sequence chart for explaining the
operation of re—encryption key generation processing

according to the first embodiment.



Description of Enbodi nents Enbodi ments will be described hereinafter
with reference to the drawi ngs. Note that each of the foll ow ng
15appar at uses can be i nplenented by either a hardware arrangenent or a
conbi ned arrangenent of hardware resources and software. As the software of
t he conbi ned arrangenent, prograns, which are installed froma network or
non-transitory conputer-readable storage nedia ML to Mb in 20a conputer in
advance, and are executed by processors oféthe conputer to control the
conputer to inplenment functions of correspondi ng apparatuses, as shown in
FIG 1, are used. (First Enbodinent) A proxy re-encryption systemw/ll| be
described first. I35 -basil® RofETVG G & HioxyE Fe-BRIFA A St em i ncl udes
five functions (to.be also referred to as algorithns hereinafter), that is,
key gener at | SRETGTATb i or &~ SRR Bh DI BRI ST RGP Gerfor BT on, and
re-encrypti or%.irgr%e K L Jener ation, encryption, and decryption functions are

the sanme as those o nornaeintp’ubl ic key cryptosystem 5(Key generation)

KeyGen(lk) -* (pkg$K) ¢ iigy%ﬁrﬁﬁ{}%gyﬁ%y%f -rﬂilggg}/%peout puts a

pair (pk, sk) of a public ate eén a security

parameter | KoperiatRn &R QN R iy g A AN SNCKY PE 1 P8k
al gorithm Enc outputs ciphertext CA for a user A when a public key pkA of
the user A ardbadimssage mare i nput. (Decryption) Dec(skA, CAYm
FIG. 7 is a block diagram showing an example of the
arrangement of a file sharing system according to the first
embodiment.
10 FIG. 8 is a diagram of the file sharing system
according to the first embodiment.
Description of Embodiments
Embodiments will be described hereinafter with
reference to the drawings. Note that each of the following
15 apparatuses can be implemented by either a hardware
arrangement or a combined arrangement of hardware resources
and software. As the software of the combined arrangement,
programs, which are installed from a network or
non-transitory computer-readable storage media M1 to M5 in
20 a computer in advance, and are executed by processors of
the computer to control the computer to implement functions
of corresponding apparatuses, as shown in FIG. 1, are used.
(First Embodiment)
A proxy re-encryption system will be described first.
25 A basic model of the proxy re-encryption system includes
five functions (to be also referred to as algorithms

hereinafter), that is, key generation, encryption,



A,decryption al gorithm Dec outputs the nessage m when 15a private key skA
of the user A and the ciphertext CA for the user A are input.
(Re-encryption key generation) ReKeyGen(pkA, skA, pkB, skB) -> A
re-encryption key generation algorithm ReKeyGen 20out puts a re-encryption
key rkA *B when the public key pkA of the user A, the private key skA of
the user A -a public key pkg of a user B, and a private key skB of the user
B are input. (Re-encryption) ReEnc(rkA ¥B, 7CAy -* CB 25A re-encryption

al gorithm ReEnc out puts ciphertext CB for the user B when the re-encryption
key rkA >B agﬂ the cjphertext CA for the user A are input. The basic
nmodel has bedtF deRTHed. T HoweverP t 1ok ok 8Y ngSR8r & haORe- 8REr ypt i on

i mpl ement ati on_net hod used, dels having djfferent inputs to functions,
and those re_e??ﬁ#?ﬁﬁ%@'fﬂﬁ%?i%ﬁ% %ﬁﬂgﬁﬁ§%08th@?cfﬁgﬁlPﬁos@n escri bed

bove h d 1€ chLES LD L '
Sabove aVEi%é%E#ﬁgﬁ?%rﬁﬁgéglons are.ggéhgéggﬁ%ngh%ﬁg,bg thgFICQFPé&C

re-encryption net e described in

"non-interactjMue" i jates the need for the private key skB. of the
user Bin inpd%g %?y$$g£¥%g%%bryption key 10generation al gorithm has been

proposed. Al so, a | gdile MM £oh | Ny €28 NERYPLY O ikeysik KA >B for the user
B and a private key skc of a user C are input in place of the private key

SkA of the user A Adseplgondeeri ¢ opDsELithi REPEEH0ButBuEBdEl paakl edxk,
"unidirectional” which 15allows re-encryption of ciphertext CA -* CB by
means of the sk entry phulohi keyey kpk >dhdwhrieatahkbit ski wiense senvetsion of
ci phertext CB -* CA and a nodel called "bidirectional”

parameter 1¥ is input.

(Encryption) Enc(pka, m) — Cp
10 An encryption algorithm Enc outputs ciphertext Cp for
a user A when a public key pkpa of the user A and a message

m are input.

(Decryption) Dec(skp, Ca) —» m

A decryption algorithm Dec outputs the message m when

15 a private key skp of the user A and the ciphertext Cp for
the user A are input.
(Re-encryption key generation) ReKeyGen(pkp, skp, pkg.
skp) — rkap
A re-encryption key generation algorithm ReKeyGen
20 ~ outputs a re-encryption key rka_,p when the public key pkp
of the user A, the private key skp of the user A, a public
key pkp of a user B, and a private key skp of the user B
are input.
(Re-encryption) ReEnc(rka_,g, Cap) — Cgp
25 A re-encryption algorithm ReEnc outputs ciphertext Cg
for the user B when the re-encryption key rka ,p and the

ciphertext Cp for the user A are input.



whi ch-permts that inverse conversion are known. Note that in the
bidirectional nodel, the re-encryption key rkAB is 20al so expressed as

r kAB. Furthernore, a system based on | D based encryption of the
public key cryptosystem has been proposed. In this case, function setup
processing is added for master key generation, and a nmaster key and ID are
added to inputs of 25the key generation algorithm In the |ID based
encryption, the public key pk is an ID7itself. The arrangenent of a file
sharing systemaccording to this enbodinment will be described below wth
reference to FIG ,{. The.file aring .systemincludes a_server Sv as an

i nf or mati on procegi'ien aﬁﬁfar“l’ﬂ%g ﬁ&?s%et%%eéh %%chjsté‘? i celP¥OUTher whi ch
provi des a servi ce,. user_ device B, 5C ... as informati.on.processing
Popar at uses pscsetisy e s SRt in Tt a i B I

devi ces A, Bpdgels HaR8ngOMIGHLLM %rﬂawi £3td es%{;%ﬁ#i_tﬁg‘?e Area

communi cati on network includes, for exanple, Wre oca

Net wor K) , Wi ri@gh1hAMn0Blined TN Gady O et ol K, + 184 EPMOSEr i bed

conmuni cation network, intranet, EthernetTM Internet, and conbi nati ons

t her eos. Not eddvatl Halve al ssh@seromnopyiederver Sv connected to the file
sharing system but a plurality of servers nmay be connected. Al so, the user

devices A, B, C . Forwekampllsg ISamly utef erg-eshdmoympsi sisaficcodBio e .., or
will be referred to as a first user device, second user device,...

herei nafter. descrifle@ i8 ithis dimdgprdmestowiangnddesl fedEladhari ng system This
file sharing systemincludes a server Sv, user A, user 20B, user C, group
admi ni st r at or' LO&TG ESER CAdYiIati s tWhat@dY .ObMia igferthrimerdt et ofhe somivameity

for managi ng e . . The er_ adm nistratar issues an ID and initial
password whi é%valsw%oggﬁ%uggreﬁ ol]|3S 16 J‘lnr}l)tl‘lonC 3 hoe@ftic}fee Shart Hg RYEY_ it $%r ¢ he

user. . . .
10 generation algorithm has been proposed. Also, a model in

which the re-encryption key rkp_sp for the user B and a
private key skc of a user C are input in place of the
private key skp of the user A has also been proposed.
In addition, a model called "unidirectional" which

15 allows re-encryption of ciphertext Cp — Cp by means of the
re-encryption key rkpa_,p, while inhibits inverse conversion
of ciphertext Cg — Cp, and a model called "bidirectional"
which permits that inverse conversion are known. Note that
in the bidirectional model, the re-encryption key rkp ,p is

20 also expressed as rkaep-

Furthermore, a system based on ID-based encryption of
the public key cryptosystem has been proposed. In this
case, function setup processing is added for master key
generation, and a master key and ID are added to inputs of

25 the key generation algorithm. In the ID-based encryption,
the public key pk is an ID itself.

The arrangement of a file sharing system according to



25As am advance preparation, assune that each user has a public key pkG of
the group admnistrator. Also, let mbe file of plaintext to be shared.
Assune that the server Sv - 10 - has a re-encryption key rkG_*A (or
rkG_*B or rkG _.>c) required to re-encrypt ciphertext E(pkG, m for the
group adm nistrator to ciphertext E(pkA, m (or E(pkg, m or E(pkc, m) for
the user A (or the user B or user Q). 5Assgnn that each user i has a
private key ski. That is, the user A has a private key skA, the user B has
a private key skg, and the user C has a private key skc. Next, the

C he .fil. by | he. lic,k G th
adm ni st at o A4y e T e gé%%%ﬁlgg(ﬁel Sio8rubeh u-a%’i 5 c0
| oads obt ai i ph : .
Slores thi's Cighertoxtih o0l Phevi il Srerahotifitds RetPat€ink”: Akt ne

user A wants ;tF3hane Jhefdde&s 'né”’bfg;%%t té@@é&éé%c\i/ab{(eéeé‘éw%ieon

request of the 15ci pherteéext E(pkG to the server n response to the

request receiptef fdedMiieISHFo addIe SEEMPIcSY 484 CRSEY PESy] BEs CAPhBT t ext
E(pkG, m to ciphertext E(pkA, m for the user A based on the

re-encrypti o, key. EeGiffodimytidie pisefeds SAPrLobdfatus s epcEypE 08 Koy
storage unit 3, and 20transmts the obtained re-encrypted text E(pkA n to
the user A Noterst et tHeer reemnicrey/pt erthd exérver csphand ex¢er devices A,
B, C,... are connected via a communication network. The
coﬁmunication network includes, for example, a wireless LAN
(Local Area Network), wired LAN, optical communication
10 network, telephone communication network, intranet,
Ethernet™, Internet, and éombinations thereof. Note that
FIG. 7 shows only one server Sv conneéted to the file
sharing system, but a.plurality of servers may be
connected. Also, the user devices A, B, C,... will also
15 simply referred to as users A, B, C,..., or will be
referred to as a first user device, second user device,...
hereinafter.
FIG. 8 is a diagram showing the file sharing system.
This file sharing system includes a server Sv, user A, user
20 B, user C, group administrator, and user administrator.
The user administrator is an entity for managing all the
users. The user administrator issues an ID and initial
password which allow each user to log into the file sharing
system for the user.
25 As an advance preparation, assume that each user has a

public key pkgry of the group administrator. Also, let m be

file of plaintext to be shared. Assume that the server Sv



obt ai ned by re-encrypting ciphertext. The user A decrypts the re-encrypted
text E(pkA, m downl oaded fromthe server Sv by neans of the
private key 25skA in his or her possession, and uses the obtained file m
In the aforenmentioned file sharing system the file m has never been
decrypted fromencryption by the user C until decryption by the user A

t hus bl ocking information | eakage duri ng tBe processes of file sharing. The
user C need not determne file sharing‘usé s at the ciphertext upload
timng. That is, the user C need 5only encrypt the file mby neans of the

publi ¢ key Pl of ddergnaun adinlsthaton, agd Kaqul Leseenkk the publ i c

key pkG of the group admnistrator as to be ged inG5§§5c!ation
Wi th encrypt ir@Rpu it dduci dihhs @%W%p@&,t -mL O t S éi‘(l)@p
ec

sharing system the server Sv does not have any yption key sk

required to degfiyfilsdhedx pherdigte (PG E (PR, , Ther edorepkhe seryer Sv
cannot decrypt this ciphertext. This neans that there is no threat of

| eakage of cifaimdrt,ext) )derry pited Uner e (dd ithd dbservesr Svset hws. t he server
Sv need not be managed so strictly, resulting in a nanagenment cost

reduct iSon of Asiseimgertat ScThs evane fppld asrtvmte deze of; fi |Bhghai$ng by

the user B. 20FIG 1 is _a block diagram show ng the arrangenment of a
the user A has a private key skp, the user B has a private

key skg, and the user C has a private key skc.

Next, the user C encrypts the file m by means of the

public key pkgr of the group administrator, which is stored

10 in a public key storage unit 1, and uploads obtained
ciphertext E(pkgr, m) onto the server Sv. The server Sv
stores this ciphertext in a ciphertext storage unit 2.

Now assume that the user A wants to share the file m.

The user A transmits a re-encryption request of the

15 ciphertext E(pkgy, m) to the server Sv. In response to the
request received from the user A, the server Sv re-encrypts
the ciphertext E(pkgy, m) to ciphertext E(pkp, m) for the
user A based on the re-encryption key rkgr—a for the user
A stored in a re-encryption key storage unit 3, and

20 transmits the obtained re-encrypted text E(pkp, m) to the
user A. Note that the re-encrypted text is ciphertext
obtained by re-encrypting ciphertext.

The user A decrypts the re-encrypted text E(pkp, m)

downloaded from the server Sv by means of the private key

25 ska in his or her possession, and uses the obtained file m.

In the aforementioned file sharing system, the file m

has never been decrypted from encryption by the user C



re-enciyption systemaccording to the first enbodinent. (The correspondence
rel ati onship between FIGS. 1 and 8 will be described later.) This
re-encryption systemincludes a key generator 10, encryption
apparatus 20, re-encryption 25key generator 30, re-encryption apparatus 40,
and decryption apparatus 50. Note that the key generator 10 generates
various paraneters of the re-encryption system - 12 - and a pair of keys;
a public key and private key of the apparafuses 40 and 50. The
encryption apparatus 20 transmts ciphertext data obtained by encrypting

pl ai ntext data using a public _key 5corresponding to a private key of the
re-encrypti oft é’gér?é?ryé’ctdror%é)yt Fhhe s dherypts i ppar@attrfgpration  The

re-encryption k enerator 30 generates a re-encryption key using the
e vat e Key QRS Croad s b A St o it 10 S| ¢ key of the
10decrypti on appar.atus. 5 nunber . The, re-encryption

0 d d :
apparat us 40 transmd &5 éﬁg’r régg %t%ﬁ?%bﬁ%%eﬁjwrﬁ-%ﬁ%‘? pt¥ng,
i t hout d | NG, i.phert : i f i
w thout decr yé %ghe@&e%{tﬁ ghted tcﬁqﬁntangr.ecﬁﬁeﬁ’ya?ol%,ﬁ@.k%&sﬁ%{ré’%égﬁ'

apparatus 20 ns e‘re-encryption e ion
15appaat us ShlyThercdgety piheort idppar awsnezhy esf files el 1e-leag ryptedof ext

data using a public key of the re-encryption key generator 30, and decrypts

the re-encrypired dreytp GRnd it o1l I MRE &RV 1€ I @SSP NEh G191 Be P i €
key of the 20apparatus 50, thus obtaining plaintext data. Note that a
plurality of Peparcdt (rdes armprbedarirsmjeth iy esche dfey heo riee encryped oin key
generator 30, re-encryption apparatus 40, and decryption apparatus 50, but
thi s enbodi memstsosildt iexenp/tlf eramass am wiiwh tdibicirsy erhe nicdywides one each
as 25t hese appar at uses.

management cost.

10 In this file sharing system, the server Sv does not

have any decryption key skgr required to decrypt the

ciphertext E(pkgy, m). Therefore, the server Sv cannot

decrypt this ciphertext. This means that there is no
threat of leakage of ciphertext decrypted by the illicit

15 server Sv, thus the server Sv need not be managed so
strictly, resulting in a management cost reduction of the
server Sv.

The same applies to a case of file sharing by the user

20 FIG. 1 is a block diagram showing the arrangement»of a
| re-encryption system according to the first embodiment.
(The correspondence relationship between FIGS. 1 and 8 will
be described later.) This re-encryption system includes a
key generator 10, encryption apparatus 20, re-encryption
25 key generator 30, re-encryption apparatus 40, and
decryption apparatus 50. Note that the key generator 10

generates various parameters of the re-encryption system,



The cokrespondence rel ationship between FIGS. 1 and 8 will be described
bel ow. The apparatuses 10 to 50 are held - 13 - by entities which execute
t he correspondi ng processes. |If a user generates a pair of a public key and
private key of hinmself or herself, the user holds the key generator 10.
Not e that when, for exanple, the user adm nistrator or 5 group
adm ni strator generates a pair of a public key and private key of each
user, the user adm nistrator or group adnitdi strator hol ds the key gener at or
10. The user holds one or both of the encryption apparatus 20 and
decryption ap atus .,50. The group administrator_holds the 10re-encryption
key égneratorapn%.a KRGt t%?‘%n,apf%%?e’)&aﬁ%,arﬁ‘?}ep{]%‘é‘?t%d]ﬁ?%i?;fr'é Br or
server Sv generates a re-encryption key, it holds the re-encryption ke

genE A} e n P B8 yp y

gener at or 30.2PH56 SServer S the re-encryption apparatus 40. In the

file sharing systemexemlidies, L,FL.G 8 08 Asserver Syhol ds. the. pyblic

key storage unit user 0 execut es encryption acquire

publ i ¢ Key SR diimeRNehy Rid AR, QM8 thes pUblic &@yasagiﬁ@eaugc&m%c koyever,

the present invention i's not Timted to this, and the user may acquire

the pullic keyrieegonaientodptd Py fvars e, 20Keynh densr ah o301 bMhk e
generates the public key used in encryption). Also, the server Sv stores

the ci phert exien=pk@r, 30 W@endiated dct e Useragparathe €ophertext storage
unit 2. Alternatively, the ciphertext storage unit 2 nmay be included in the
re-encryption appdtat o4 crymmyor? Hey ggerextaronl 36t gengeadeyige which is
not included in the re-encryption apparatus 40. The entities and
appar at uses treieadfeRdieop they using -thentnniwstarkenoef | theted to the

af orement i oned exanpl e, and various variations are possible. The user

admi ni st r at o SCORTGEYRS 1@dmkeYs irensratmy Ot mypPwellal key sef vehas the user.

The r ective user .devices used hy the respectjve users
E%p decryption apparatus 96, ané ai}an om number.

The re-encryption apparatus 40 transmits re-encrypted
text data obtained by re-encrypting, without decrypting,
the ciphertext data received from the encryption apparatus
20 by means of the re-encryption key to the decryption

15 apparatus 50.

The decryption apparatus 50 verifies the re-encrypted
text data using a public key of the re-encryption key
generator 30, and decrypts the re-encrypted text data using
a private key corresponding to a public key of the

20 apparatus 50, thus obtaining plaintext data. Note that a
plurality of apparatuses may be arranged as each of the
re-encryption key generator 30, re-encryption apparatus 40,
and decryption apparatus 50, but this embodiment will
exemplify a case in which the system includes one each as

25 these apparatuses.

The correspondence relationship between FIGS. 1 and 8

will be described below. The apparatuses 10 to 50 are held



5.may.-al so be referred to as a first user device, second user device,....

Li kewi se, public keys and private keys of the respective user devices my
al so be referred to as a first public key and first private key of the
first user device, a second public key and second private key of the second
10user device,.... The arrangenents of the respective apparatuses 10
to 50 will be described in detail below The key generator 10 includes a
key generation paranmeter storage unit 11, 18enporary data storage unit 12,
15 public paraneter generation unit 13, public key/private key generation
unit 14, communi catiaon unit, 15, and control unit 16. The key

generati on p&¥afetel oMy ufRectts L£he GFERPMII RS NP EePSSedr eslkey
generation paranmeters. 20The tenporary data storage unit 12 is a storage
devi ce whi ch3{U5REs IRFAEY H&HE Sith APHRET el A ROEEREE ngeal s,
processing result ta, .and t l.i,ke of the respective generatjon its 13
A i Tk A i R L TR S
25par anet er s, af _k engrati T bl i ey i . ke eneration unit
14 generatesN§t€u§%F% &§§§3n ;ﬁi%%%ﬁ?ﬁéﬂfﬁ%% éég: %ﬁé;$& EéaEpg bt The
conmmuniscati o [y 1 ' i i ' ; icate
i s s b e Th
functions (fE5ilhtantelf BF Dacrddskd 1)cre fuet imoli 4 ¢anses téi ngroubl i c
key/private key pairs of 30 and 50 in the tenporary data storage unit 12 to
t he appar at useisidQ sane ol Hydels the @t Igdndfatidie TENt ride Widér 6ol dé 15- 2)

A function of transmtting a public key of 10 the re-encryption key
gener at or 30one bhre bioeip @rfaryhed &tracrstporiage appdrdiid @ @ hend ndsypin ohon
apparatus 20 under the control of the control unit 16. Note that in
t he fo!lom@ngpﬁég@ﬁmﬁtﬁ@n, ahde ooy iashnigbiguitr ateed o lode ofhe he
ConnuqbcatlOgegggtrigt?g% key generator 30. Note that when, for
example, the user administrator or server Sv generates a
re-encryption key, it holds the re-encryption key generator
30. The server Sv holds the re-encryption apparatus 40.
In the file sharing system exemplified in FIG. 8, the
15 server Sv holds the public key storage unit 1, and the user
C who executes encryption acquires a public key used in
encryption from the public key storage unit 1. However,
the present invention is ﬁot limited to this, and the user
C may acquire the public key used in encryption from the
20 key generator 10 (which generates the public key used in
encryption). Also, the server Sv stores the ciphertext
E(pkgr, m) generated by the user C in the ciphertext
storage unit 2. Alternatively, the ciphertext storage unit
2 may be included in the re-encryption apparatus 40 or may
25 be an external storage device which is not included in the

re-encryption apparatus 40.

The entities and apparatuses to be held by the



15transm ssion/reception timngs nmay be omtted to avoid redundant
descriptions. The sane applies to comunication units of other apparatuses
20 to 50. The control unit 16 has a function of controlling the units
11 to 15 to execute the operations shown in FIG 2. 20The encryption
apparatus 20 includes a tenporary data storage unit 21, conmunication unit
22, encrypted data generation unit 23, ciphertext generation unit 24, and
control unit 25. The tenporary data stGraéé unit 21 is a storage device 25
whi ch stores the public key of the re-encryption key generator 30 received

fromthe ke enerator 10, and tentative data (to be also referred to as
t enpor ary d;t(%‘tl-tli%s -aﬁeerré‘?thg]ﬂr%‘r’ﬁe uth ei%é%?%ﬂ?%%%nﬁiioﬁe?ﬂ’ﬂﬁfdﬁflg

d i esult_ data of th ti its 23 and.24. . Th
communi cat | ort T 1122 155 Mt AT Pt or f Boe PEGhi PEA- oS EBRNAR E4t o

conmmmuni cat i on tmi1-22"%%
Fol Lowt ng. f uly o SRR EHELED ddly O30 P08 alo0 s Panag; chilusern,
the public k@%éﬁreéﬁbééEf%rﬂéggi&%bf@ésgfggéaﬁyrtﬁg ﬁ%gé%égfgebﬁseygarey

generator 10 and wi'ting e acquired public key Int tenporary a

storage unit mdly also be (feerdded fNEE I ONE DEst ransH &&iNgeCi BREbhEXLsdat a
in the tenporary data storage unit 21 to the re-encryption apparatus 40

under the cordawcef. t he qorkewlsenidubic Theyenaend pbiOvapar REREEHE the
generation unit 23 has a 15function of generating encryption parameters.
The ci phert extesgeneriate arsemideRidcdmsnay cal exanpl eeféheefiotbonkng funsti ons
(f24-1) and (f24-2).

public key and first private key of the first user device,

a second public key and second private key of the second

10 user device, ..

The arrangements of the respective apparatuses 10 to
50 will be described in detail below.

The key generator 10 includes a key generation
parameter storage unit 11, temporary data storage unit 12,

15 public parameter generation unit 13, public key/private key
generation unit 14, communication unit 15, and control unit
16.

The key generation parameter storage unit 11 is a
storage device which stores key generation parameters.

20 The temporary data storage unit 12 is a storage device
which stores temporary data such as intermediate processing
data, processing result data, and the like of the
respective generation.units 13 and l4f

The public parameter storage unit 13 generates public

25 parameters of key generation.

The public key/private key generation unit 14

generates a public key and private key for each user.



(#24-1) A function of generating ciphertext data by encrypting plai ntext
data using the public key (the first 20public key of the first user device)
of the re-encryption key generator 30, which key is read out fromthe
tenporary data storage unit 21. (f24-2) A function of witing the
obt ai ned ci phertext data in the tenporary storage unit 21. 25The control
unit 25 has a function of controlling the_respective units 21 to 24 so as
to execute operations shown in FIG 3.7 - $7 T The re-encryption key
generator 30 includes a private key storage unit 31, tenporary data storage
unit 32, conmuni cation unit.33,.re-en0ﬂ¥§#%an key generation unjt 34

control unit 35, and rSAGSRNTTHES d8ie orF (hi TOBRINESHEL O | VAt e Kage
storage unit i t or vi.ce whi t.ores the private, key of.the
re-encrypti oﬁ%ljggﬁsrge?nzcroatcgog%eirdeagce? \\I/‘\'{gehaﬁrrogt%%ﬁea%@r gtelﬁse(?%t %(5 ‘)1/%. go’

The tenporar t t j 2 | t : i ce: whi ¢ of es e
public key Of%r?ﬁé%(ﬁcg;o%?réé&#ﬁ{%pe;r a%%%@l%@g&?@}é%&ﬁ%.t E%fice){/ﬁg%rtrlfgr at or
10, and tenporsarsy2data such as internedi ate processing data and processing
result data of the re-encryption key generation unit 34. The
comuniscat i on uni t(£f3%-i19 aACcEUNROYiGaL i drHreiiace e g Bl tieew apFie €at e
w th ot her apparatuses 10, 20, 40, 15and 50, and has, for exanple, a
function of teangriittsi g Bite aret etcriypthiton teeypdratheld €por Grygelais t
storage unit 32 to the re-encryption apparatus 40 under the control of the
control unit 135 toThéer eppacaypisean IKeyargeidr atrider whe SEhtas] ddrthe

control unit 16.
(£15-2) A function of transmitting a public key of
10 the re-encryption key generator 30 in the temporary data
storage unit 12 to the encryption apparatus 20 under the
control of the control unit 16.
| Note that in the following description, a description
about mediation of the communication ﬁnit 15 and
15 transmission/reception timings may be omitted to avoid
redundant descriptions. The same applies to communication
units of other apparatuses 20 to 50.
The control unit 16 has a function of controlling the
units 11 to 15 to execute the operations shown in FIG. 2.
20 The encryption apparatus 20 includes a temporary data
storage unit 21, communication unit 22, encrypted data
generation unit 23, ciphertext generation unit 24, and
control unit 25.
The temporary data storage unit 21 is a storage device
25 which stores the public key of the re-encryption key
generator 30 received from the key generator 10, and

tentative data (to be also referred to as temporary data



2Qexanpl e, the follow ng functions (f34-1) and (f34-2). (f34-1) A
function of generating a re-encryption key based on the private key (the
first private key of the first user device) of the re-encryption key
generator 30, which key is read out fromthe private key storage unit 31,
25t he public key (the second public key of the second user device) of the
decryption apparatus 50, which key is read out fromthe tenporary data
storage unit 32, and a random - 18 - nunBér generated by the random nunber
generation unit 36 (this function does not require any paraneter (nore
specifically, a random nunber) at the tinme of encryption). (f34-2) A
function of\MQEQ%ﬁfﬂqﬁ¥9r%#%ﬂuﬁ%qﬁWQﬁFW@§4@W¢l@?@P?%ﬁ%@gaﬁ@t@aﬁﬁdstorage
unit 32. The control, unit 35 has a function of controlling the respectlve

units 31 to IFURFSIRSF et %&%Lﬂ% tlhe SPRPERTINR Whbwh Fh FRE 2

The randon1nunbertﬁ§nerat|on u function of 10generati
outputting a randonlnﬁﬂﬂQHQ%F qe?%ﬁk @%t}%n Key " hener At t 3h ﬁﬂ?grg e
The re- encr yptdon ARPAIALUG, AR, | %ééld&lt@ SEIENCLYRLLON, KEY $HOLAGE,HNLL

41, tenporary orage u confuni ca re-eficrypti on

processj Ng 1M tarfifh ndE- SNGF VDI Lar et £571 JSPEL AT FQR-LNbL s 4pr220¢)

control unit 47. The re-encryption key storage unit 41 is a storage

devi ce whi ch siore a1ty re-encryption key received fromthe re-encryption

key generator 30. 20The tenporary data storage unit 42 is a storage device
(£22-1) A function of acquiring the public key of the

re-encryption key generator 30 published by the key
generator 10 and writing the acquired public key in the
10 temporary data storage unit 21.

- (£22-2) A function of transmitting ciphertext data in
the temporary data storage unit 21 to the re-encryption
apparatus 40 under the control of the control unit 25.

The encryption parameter generation unit 23 has a

15 function of generating encryption parameters.

The ciphertext generation unit 24 has, for example,

the following functions (f24-1) and (f24-2).
(£24-1) A function of generating ciphertext data by
encrypting plaintext data using the public key (the first
20 public key of the first user device) of the re-encryption
key generator 30, which key is read out from the temporary
data storage unit 21.
(£24-2) A function of writing the obtained ciphertext
data in the temporary storage unit 21.
25 The control unit 25 has a function of controlling the
respective units 21 to 24 so as to execute operations shown

in FIG. 3.



whi ch stores tenporary data such as internedi ate processing data and
processing result data of the re-encryption processing unit 44. The

comuni cation unit 43 is a comunication interface 25required to

comuni cate with other apparatuses 10 to 30 and 50, and has, for exanple,
the follow ng functions (f43-1) and (f43-2). - 19 - (f43-1) A
function of outputting ciphertext data received fromthe encryption
apparatus 20 to the re-encryption procéssﬂﬁg anit 44. (f43-2) A function of
transmtting re-encrypted text 5data in the tenporary data storage unit 42

to the decryption aratus 50 under. the control of the control unit 47.
The re-encr ?;Bt i on Tﬁ&&'ﬁ%@ﬁ’t“ﬂd‘%ﬁeﬁ%a%nﬁ et ¢ HedeD| & o hYRte
functions (f44-1) and (f44-.2).,.10(f44-1) A function of obtain

re- encrypt (edi[eé/xzs S5 99 eur‘rnlclf%/ﬁtli 'nd; =R 3 ypriree c‘ilrbh%r?%xt data
received fro ‘L . rat.uys I e- ion _key read
out fromt hegﬁg&gﬁgﬁﬁ%{nqﬁéﬁpgﬁdr a%% eﬁ%%t%gorf p%ﬂ}; 23&2&#%{2%%?0%5%
witing the abtaiqed 1ar ‘%Ji'rﬁ’?;c@‘sp,t %ﬂ)h& dn %d&é%‘egér?é.@é){ﬁé{ Sﬂﬁ gkorage
unit 42. The control unit 4 as a function of” controll'ing the

respecti ve units 4hd @rd%as@ a&yl & QY it operad i Pnsforaslel hyeiiag a
re-encrypted text verification program (not 20shown) and operati ons shown

in FIG 5. whichThedesr \id @riapha aidis SO il telesn@ryst val ek&py st orage
unit 51, tenporary data storage unit 52, comrunication unit 53, decryption
processi ng ugiehexétoand 0c adaedlvaifirdmb.the key generator 10.
The temporary data storage unit 32 1s a storage device
which stores the public key of the decryption apparatus 50
10 received from the key generator 10, and temporary data such
as intermediate processing data and processing result data
of the re-encryption key generation unit 34.
The communication unit 33 is a communication interface
required to communicate with other apparatuses 10, 20, 40,
15 and 50, and has, for example, a function of transmitting
the re-encryption key in the temporary data storage unit 32
to the re-encryption apparatus 40 under the control of the
control unit 35.
The re-encryption key generation unit 34 has, for
20 example, the following functions (£34-1) and (£34-2).
(£34-1) A function of generating a re-encryption key
based on the private key (the first private key of the
first user device) of the re-encryption key generator 30,
which key is read out from the private key storage unit 31,
25 the public key (the second public key of the second user

device) of the decryption apparatus 50, which key is read

out from the temporary data storage unit 32, and a random



2%The private key storage unit 51 is a storage device which stores the
private key of the apparatus 50 received fromthe key generator 10. - 20 -
The tenporary data storage unit 52 is a storage device which stores the
public key of the apparatus 50 and that of the re-encryption key generator
30, which keys are received fromthe key generator 10, and tenporary data
such as 5internedi ate processing data and processing data of the decryption
processi ng unit 54. The connunicatiég unit 53 is a comunication
interface required to communi cate with other apparatuses 10 to 40, and has,

for exanple, the follow ng functions (f53-1) to 10(f53-3)., . (£53-1) A
function of \Wﬁnﬁeﬁg eSS Pa Y orfantcﬁ%'“ éb’ﬁ%?eéf HETRF 3 et VL § rofn t he
key generator, 1Q in the .private key storage unit 51. (f53-2) A function of
writing the p Jiscr%kl&fet&font %éﬁ%ar‘?ﬁq}élgr@%garﬁ“g%‘?eﬁh ?ES encrypti on
key gener at or, : i keys _are received fraqom.the ke enerator 10, in the
t enporary datsg%g’jt%\ryayggqa/ﬁi t)é gfn%(ornbgl- eﬁ)f uancttﬁloen % eoﬁ?%u??‘fﬁéptldn{ ’

re-encrypted data f34-5) heGeiy SAE;}{Q;@ Rﬂ%ﬁ'gigg“&{iysméé)—%&&%@{&? ©#a, to

the 20decryption processing unit _ ecryption processing it
54 hass for examplee .t ek iy fuiieldonmid % 1) to (f54-2). (f54-1) A
function of obtaining plaintext data by decrypting re-encrypted text data
recei ved from the 12 eceneioiptindit amalal us Ahdasad on dhecsl vane ey
(the second private key of the second user device) of the decryption

- appar at us 50 resipectt ikey urs tredd aut 4 emd s so as to execute the

operations shown in FIG. 4.

The random number generation unit 36 has a function of

10 generating and outputting a random number to the
re-encryption key generation unit 34.

The re-encryption apparatus 40 includes a
re-encryption key storage unit 41, temporary data storage
unit 42, communication unit 43, re-encryption processing

15 unit 44, re-encryption parameter generation unit 45, and
control unit 47.

The re-encryption key storage unit 41 is a storage
device which stores the re-encryption key received from the
re-encryption key generator 30.

20 The temporary data storage unit 42 is a storage device
which stores temporary data such as intermediate processing
data and processing result data of the re-encryption
processing unit 44.

The communication unit 43 is a communication interface

25 required to communicate with other apparatuses 10 to 30 and
50, and has, for example, the following functions (f43-1)

and (£43-2).



-.21 -.private key storage unit 51. (f54-2) A function of witing
the obtained plaintext data in the tenporary data storage unit 52.

The control unit 56 has a function of controlling the 5respective units 51
to 54 so as to execute operations showmn in FIG 6. The operations of
the re-encryption systemw th the aforenentioned arrangenent will be
descri bed below with reference to the sequence charts shown in FIGS. 2, 3,
4, 5, 10and 6. The foll ow ng opeFatF@nsWM |1 be described taking, as
an exanple, a case in which they are executed in an order of (1) key setup

ing, (2 3 pt K eperation
D ocossi ng. (4) o hErpt Fbrt FEnRE rféltrliw‘ﬁg oh Poiie et frbeese ng.
Ho t he foll. t d. not b ted th
af grE\e/renrsntl oﬁec?oor gf\émr&gflf%oere%alrrgﬁr}gcﬂfe??tlé}g %‘%%?§%‘?‘f‘%ﬁ )e(tfe/ggtéﬁ%r :’;I?I onemay be

execut ed befqr, so, ciphertext data may be
&Ptdx%e%f LGESSING:

decrypted mﬁthout 20executing t re-encryption processing. (1) The

key setup processim3-9)executgd oyt her k@b’aﬁ?&ﬁ'ﬁ'ﬁ@i ? ﬂ“@a»ef’i‘ér ¥y h@xgl G
2 and follow ng steps STl to ST12. ially, the public

paraneter gemeital 110N tHY ttekpfadptdier K ey genes a&x@it 162 gepetmées or
externally acquires public paraneters (p, X, G GI, g, gl, g2, u, v, (step

ST1). Mre specidviptdldry apgdeer gty G Parradet ethe -c@2c royeder ehé otontrdl 13
generates, based on a security paraneter X. stored in advance in the key
par aneter stowdge 4/nit 11, bilinear map groups (G GI) which satisfy the
prime order p > 2, nenbers g, gl, g2, u, and v of G and a one-tine

The re-encryption processing unit 44 has, for example,
the following functions (f44-1) and (f44-2).

10 (£44-1) A function of obtaining re-encrypted text by
re-encrypting, without decrypting, ciphertext data received
from the encryption apparatus 20 using the re-encryption
key read out from the re-encryption key storage unit 41.

(£44-2) A function of writing the obtained

15 re-encrypted text data in the temporary data storage unit
42 .

The control unit 47 has a function of controlling the
respective units 41 to 45 so as to execute an operation for
delivering a re-encrypted text verification program (not

20 shown) and operations shown in FIG. 5.

The decryption apparatus 50 includes a private key
storage unit 51, temporary data storage unit 52,
communication unit 53, decryption processing unit 54, and
control unit 56.

25 The private key storage unit 51 is a storage device

which stores the private key of the apparatus 50 received

from the key generator 10.



5signature algorithm Sig(G V) which satisfies strong unforgeability. Note
that Zp* is a set of integers (= (Z/ pZ)*) which are coprine to Zp and p,
and may al so be called a nultiplicative group Zp* for the prime p. Zis a
set (= (Z/pZ)) of integers not less-than O and | ess than p. 10The term
“nmenber” is a termhaving a mathematical meaning, is also called an

el ement, and indicates each individual one in a set including a plurality
of "ones". Also, in the one-tine S|gnafur% al gorithm Sig(8, KT) (to be also
referred to as "Sig" herelnafter) 8 means a function of generating 15a

-ti k [ K f t t t
2 Tor o mstage MITEnGYHRHRY 2AMATGR GHT 94 n:gse%?@te%{‘e?%@@e%{‘%‘ﬁée
- Si t As f t I f.th o tu f
T TA MonozEBich, SR B Shato St NG Onach s RN b SoRSb Ta OF
Crypt hy'y; 4. |
O JPL00T 200 LB B P e P fico T (45081 LR o

fol l owi ng t hreeg,ProRentd tor 10, and Led@rPiddd Yoddh dd EGxGand
a, bEZ, e(ga, 25fr1nb) = e(g,e%e)naebr é)rds V\hearne Zeis arse %taa(i nst&egers.

2. For sarbi t iateri@dilk £ geocdas i@l .ddVa isnE PLadad g datdd of hdhen g,
h # 1G e(g, h) # 1GT always holds where 1Gis a unit nenber of G and 1GT

is aunit nedeerypftiGh phwedddimeamirmEgroups (expressed by G and GI) are
groups of prlne orders p including the bilinear map e: Gx 5G-* GI. If gl
= ga and g2 = gP The tdoswmenimertsiogy wiit &Bd is a communication interface
required to communicate with other apparatuses 10 to 40,
and has, for example, the following functions (f53-1) to
10 (£53-3).
(£53-1) A function of writing the private key of the
apparatus 50 received from the key generator 10 in the
private key storage unit 51.
(£53-2) A function of writing the public key of the
15 apparatus 50 and that of the re-encryption key generator
30, which keys are received from the key generator 10, in
the temporary data storage unit 52.
(£53-3) A function of outputting re-encrypted data
received from the re-encryption apparatus 40 to the
20 decryption processing unit 54.
The decryption processing unit 54 has, for example,
the following functions (£54-1) to (£54-2).
(£f54-1) A function of obtaining plaintext data by
decrypting re-encrypted text data received from the
25 re-encryption apparatus 40 based on the private key (the

second private key of the second user device) of the

decryption apparatus 50, which key is read out from the



g2 of G the aforenentioned definition neans that the follow ng equation
hol ds: e(glg2, g) = e(g, 9192) = e(g, ga gP) = e(g, gatP) = e(g, g)a+P =
e(g, g)a e(g, g)P 10(where a and p are power indices related to the
menbers g, gl, and g2 of Q. Note that the plurality of nenbers g,
gl, and g2 of Gare a plurality of predeterm ned systemfixed val ues. The
plurality of systemfixed values are not |limted to the 15 three nenbers of
the bilinear map group G and a pIuraIFtyZ&f menbers (for exanple, two or
four or nore nenbers) of G can be used as needed. The term "system fi xed
val ue" may be _r.ead as "fixed val ue"., "menber", or "system paraneter”. The
plurality of %srﬁg’ta%n% fskl%éledg Hidfss Wi lurality of 20nmenbers of a bilinear

MAp group as a ar oufk Oy prIATE Al dels, I (g & Bl T Aeals I8P o T St e

specification adopts a notation i assumnes

nultipIicati%gtgrqu%héﬂ%@%g?faQJNEata stordf£S&N ¢ igwention is not

limted to this, and G and can 25be expresse y a notation which

regards them as addid idhtHAURRI TR Has 4 OFufX@iBY & ¢ Gdrmyr e eXPr essed
as an additive group, and GI may be expressed as a multiplicative " - 24 -

group. 5As t heekidddtgare mafitd SEES5GEX 4R 3 Hedie hiddNeas ofE@ Ps 96w PS
d, &, and GI (Gl and & are different groups) may be used. The sane
applies to otimefFI&nbddi nents. 5Subsequently, the public paraneter
generation unit 13 wites the generated public paranmeters in the tenporary
The operations of the re-encryption system with the
aforementioned arrangement will be described below with
reference to the sequence charts shown in FIGS. 2, 3, 4, 5,
10 and 6.
The following operations will be described taking, as
an example, a case in which they are executed in an order
of (1) key setup processing, (2) encryption processing, (3)
re-encryption key generation processing, (4) re-encryption
i5 processing, and (5) decryption processing. However, the
following operations need not always be executed in the
aforementioned order. For example, the re-encryption key
generation may be executed before the encryption
processing. Also, ciphertext data may be decrypted without
20 executing the re-encryption processing.
(1) The key setup processing is executed by the key
generator 10, as shown in FIG. 2 and following steps STl to
ST12.
Initially, the public parameter generation unit 13 of
25 the key generator 10 generates or externally acquires

public parameters (p, A, G, Gp, g, g1, 92, u, V, Sig@ié,@ﬁ

(step ST1). More specifically, the pubic parameter



data storage unit 12. The key generator 10 publishes the public paraneters
(p, k, G GI, g, gl, g2, u, v, Sig) in the tenporary data storage unit 12
(step ST2). Note that 10when the public paraneters have already been

publ i shed before execution of step ST1l, these public paraneters nay be
witten in the tenporary data storage unit 12, and steps ST1 and ST2 may be
ski pped. Letting i be identification info gation of the 15re-encryption key
generator 30, the public key/private key neration unit 14 generates a
private key xi, yi, zi e Zp*, and generates a public key pki = (X, VYli,
Y2i, Zi, zZli) (for Xi = agxi,5-9lYi, Y2i =Z.= qgzi, and Zli = gizi) of the
re-encrypti oﬁel(?(%}:a avet Aot 316‘ L?Js":'i%egr i sbap%%/a?% "?(eile%%lgy(%%]fa@??eﬁi ) .
(step ST7). q I t:he |, j j,vat e ke i uni t
14 wites ind SEETR an SoBrrE SRS BB HSE BRI S oot
storage unit bidinte e@PNyticiald oG UG4) Whidiansdisty hehorpyvohe kegeskd in
the tenporary data 25storage unit 12 to the re-encryption key generator 30
under the cont 28], olerideescant ral, Wit U6 Arst ep BT]), ik Keynagenenat or 10
publ i shes the public key pki of the - 25 - re-encryption key generator 30
i n t he 5t enporsagpadatrs @tlmoag&ImniSigl(Q, :(S,s‘f)apvrgrcg).sa_tti@ﬁ\iesse,stmmd;ng j be
identification inforpation of the decryption apparatus 50, the public

key/ privat e K&fosge&dtiton uNatelfhpdhdist 6 & e keveskys =(7xj, vj,

(Z/pZ)*) which are coprime to Zp and p, and may also be

called a multiplicative group Zp* for the prime p. Zp is a

set (= (Z/pZ)) of integers not less than 0 and less than p.
10 The term "member" is a term having a mathematical meaning,
is also called an element, and indicates each individual
one in a set including a plurality of "ones". Also, in the
one-time signature algorithm Sig«i@,@) (to be also referred
to as "Sig" hereinafter), G means a function of generating
15 a one-time key pair (ssk, svk), S means a function of
generating a signature o for a message M, and V means a
function of verifying authenticity of the signature o.
As for details of the one-time signature, please refer
to [A. Menezes, P. van Oorschot, S. Vanstone, "Handbook of
20 Applied Cryptography", CRC Press, (1996) pp. 462 - 471,
(1996) 1.
The bilinear map (to be expressed by "e") is a map e:
G x G - Gp, and satisfies the following three properties.
1. For arbitrary (g, h) € G x G and a, b € zZ, e(g?,
25 hP) = e(g, h)@P holds where 7 is a set of integers.
2. For arbitrary (g, h) € G x G, e(g, h) is

calculable.



zjy) of «the decryption apparatus 50, and generates a public key pkj = (X,

Ylj, Y2, Z, Z1j) (for X =g9xj, YIj =glYi, Y2 = 9217, Z = gzi, and Zij
= glzi) of the re-encryption key generator 30 using this private key skj =
10(xj, yj, zj) (step ST10). Then, the public key/private key

generation unit 14 wites the generated public key/private key pair in the
tenporary data storage unit 12. The conmunication unit 15 transmts the

private key skj in the tenporary data stoPdge-15unit 12 to the decryption
apparatus 50 under the control of the control unit 16 (step ST11l). The key

generator 10 publ i3she§m,}et}le uiq{‘i 121kc(e,>slteg ', )2;%161@]%8%]}'&&%0%3&?%\%5%50 in

t he tenporary data ‘'storage “uUn reguired,

t he sane process - i t ST10.tp 20 uted-~for a
privat e Koy on End” Rubl SRS o (HAL ot vt | o aepa STt 20¢ Che
private key skh maphDhetrans thgd SHddhe engiypiion @pp@rgﬁ&%ﬁp,a@@d the
public key pkh may be published. th the above processes, the key setup

processing i - Af > r 0 0,.and_ 50
can acquire %@éée)rgtyh?%ﬁ% i%Ie%%%%%tleéé%@n%%uﬁ#ig@e%e%%@? h%(']laclt’]n><
steps ST2, ST6,5SEQ,. amd §[12 &% meeded. = gP26or the membeds Ehe gncratpt i on
processing is executed by the encryption apparatus 20, as shown in FIG 3
and fol | owi n@gstap$,ST2e taf Ekaden thhated sjef el ehen ypéans paaaneher
generation unit 23 50of the encryption apparatus 20 generates a key pair

(ssk, svk) = fqK)owdneg <hgtatan endieys ssk and verification key svk in the
one-tinme signature using the security paranmeter k and ¢ he key pai [,
generation functi GH9192t K8 pulR T pardaveters(Ist@h " SM1)= s <Et St he
verification key svk 10in encrypted data Cl1 (Cl = svk). Al so, the
encryption paraneter generati chi@nia) gerrefat ez 4 reabora)funber e Zp*,

and outputs it to the o
10 (where a and B are power indices related to the members g,

g1, and gy of G).

Note that the plurality of members g, g1, and gy of G
are a plurality of predetermined system fixed values. The
plurality of system fixed values are not limited to the

15 three members of the bilinear map group G, and a plurality
of members (for example, two or four or more members) of G
can be used as needed. The term "system fixed value" may
be read as "fixed value", "member", or "system parameter".
The plurality of system fixed values are a plurality of

20 members of a bilinear map group as a group of prime orders
including a bilinear map.

This specification adopts a notation which assumes

both G and Gp as multiplicative groups. However, the

present invention is not limited to this, and G and Gp can

25 be expressed by a notation which regards them as additive

groups. That is, for example, G may be expressed as an

additive group, and Gp may be expressed as a multiplicative



ciphertext generation unit 24. The ci phertext generation unit
24 generates encrypted 15data Cx, Cy, Cz, C2z1, C3, and C4 for a nessage
m E GI as pl aintext data using this random nunber r and the public key pk
of the re-encryption key generator 30 (step ST22). These encrypted data are
respectively given by: CX = X7, C =Ylir CZ Zir, CZ1 =Zlir cr3 =
e(gig2) 99T mM &4 (usvk vy After conpletiogn of step ST22, the ciphertext
20generation unit 24 generates, for the e%éryﬁted data C3 and ¢4, a
one-tinme signature cy by neans of the signature generation functionin the

public paranmgters andgd %egi&qqtrt%% Ig&;d_)bls%(i@eégt(%gki Q%%_e,p ;I')%JOI( step

ST23). The signature a is descri

After that, Gl i o ni e i t g3 G
A G BBt AR W OR N e DI MR 6 ML e e AR D

to C4 and 5t t5ﬁ§' [.gn e a [ by t ai ci phertext
data in the tggr?g%r%gry a?aegsutastoe;%ge%&rﬁ P‘;%ﬂg aFﬁgcf’:lele?‘tﬁa‘?éjtCﬁlta}?gc;]?phertext dat a
G = (Cl, C2%nmpMimedts C2Z71, C3, C4, a) may be nodified to ciphertext data
G = (CX 2y, Cz, C-2z71, C3) by omtting verification data 10(Cl, 4,

a) whigh is not usetsicin@desiiynt it Wil iverddr Gadd on dsnskd e uhetin s

case, the processing for
writes the generated public parameters in the temporary
data storage unit 12. The key generator 10 publishes the
public parameters (p, A, G, Gp, g, g1, g2, u, v, Sig) in
the temporary data storage unit 12 (step ST2). Note that

10 when the public parameters have already been published

before execution of step ST1, these public parameters may
be written in the temporary data storage unit 12, and steps
STl and ST2 may be skipped.

Letting i be identification information of the

15 re-encryption key generator 30, the public key/private key

generation unit 14 generates a private key x3i, vi, zi €
Zp*, and generates a public key pkj = (Xj, Y1i, Y2i, Zi,
Z1i) (for Xi = g*1, Y11 = glyj-, Yoi = g2yj-, Zi = gZ?i, and
2141 = glzi) of the re-encryption key generator 30 using

20 this private key ski = (xi, Yi, 2i) (step ST7).

Subsequently, the public key/private key generation
unit 14 writes the generated public key/private key pair in
the temporary data storage unit 12. The communication unit
15 transmits the private key ski in the temporary data

25 storage unit 12 to the re-encryption key generator 30 under

the control of the control unit 16 (step ST8). The key

generator 10 publishes the public key pk; of the



generating the verification data (Cl, C4, a) is also skipped. In either
case, the communication unit 22 transmts 15 the ciphertext data G in the
tenporary data storage unit 21 to the re-encryption apparatus 40 under the
control of the control unit 25 (step ST24). Wth the above processes,
t he encryption processing is conplete. 20Note that in this enbodi nent,
verification may be skipped and generatlon of the verification data nay be
ski pped, as descri bed above (or as wlTl bé5descri bed | ater). This applies
to the follow ng enbodi rents and nodifications. 25(3) The re-encryption key

generation proce55| |s executed by the re-.enc tion ke enerator 30, as
Shown i n_FI GF S SEd RGBS SESe 5P 15 igragle tempprary Gatapy g
t he conmuni cat.i on un|t 3 f the. r cryption key generator 30 acquires
the public k& RS of l%ecfaﬁ %rrfr%gppar atus 50 published fromthe key

generator 10 and w. ‘%‘ﬁse 'l%gtt?%tgt gn*%c%q)é/e%ﬂcsétq&g% a@gorlf'rkgﬁr t he

control of the contr uni’t I'n step descr

above, the CQHIINLALIRN i goé?a%art‘%fse'%ed dHe R Sc&eMpSKiatd

re-encryption key generator omthe key génerator I0 and mwote It in
t he pribvat e keyestedriage wmitt lalger&mqsarajmrmﬁmrk@enﬁfﬁt? ofk{IniyY4 36
generates a random nunber O e Zp*, and outputs it to the re-encryption key
gener ati on urijt! 3£ the decryptlon apparatus 50, and generates a public
key pkj = (Xj, Yljr Y2j, Zj, le) (for Xj = ng, Ylj =
g1¥3, Yp4 = g2¥d, 24 = gZJ, and 215 = g1%3) of the
re-encryption key generator 30 using this private key skj =
10 (Xj, Yy, Zj) (step ST10).
Then, the public key/private key generation unit 14
writes the generated public key/private key pair in the
temporary data storage unit 12. The communication unit 15
transmits the private key skj in the temporary data storage
15 unit 12 to the decryption apparatus 50 under the control of
the control unit 16 (step ST1l). The key generator 10
publishes the public key pk4 of the decryption apparatus 50

in the temporary data storage unit 12 (step ST12). Also,

if required, the same processes as those in steps ST10 to

20 ST12 may be executed for a private key skp and public key
pkp of the encryption apparatus 20, the private key skp may

be transmitted to the encryption apparatus 20, and the

public key pkp may be published.
With the above processes,.the key setup processing is
25 complete. After that, the apparatuses 20, 30, 40, and 50
can acquire and use the public parameters and public keys

published in steps ST2, ST6, ST9, and ST12 as needed.



The re«encryption key generation unit 34 generates a re-encryption key R |
based on this random nunber 0, the 15private key ski of the re-encryption
key generator 30 in the private key storage unit 31, and the public key pkj
of the decryption apparatus 50 in the tenporary data storage unit 32 (step
ST32). The re-encryption key R j is described by: = (41, Rj2, Rj3) 20for

at' ji = (X gO0)i/x. 3 as. --sj2=¥Y2i =gV¥Y] Ri3=(Xi . y2
g0)i/z.xi+Oyi+ei 3 = g zi Note that i n"t hébabove, equations are descri bed
by - 29 - rewiting gl = ga and g2 =

After that, the re-encryption key generation unit, 34 wites_the generated

re-encryption key R/ i HREGRRIcrR pProcessing1s pEPQYeSanPY 88 The
communi cat i on, i 33,1 0SS, SU, T8 QNGIHPH OKEY B kel e L enporary
data storage
steps ST21 to ST24.
That is, the encryption parameter generation unit 23
5 of the encryption apparatus 20 generates a key pair (ssk,
svk) = G(L) of a signature key ssk and verification key
svk in the one-time signature using the security parameter
A and the key pair generation function G in the public
parameters (step ST21), and sets the verification key svk

10 in encrypted data C1 (Cq1 = svk).

Also, the encryption parameter generation unit 23
generates a random number r € Zp*, and outputs it to the
ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted

15 data Cox, Coy, Cpgz, C2z1, C3, and C4 for a message m € G

as plaintext data using this random number r and the public

key pkj of the re-encryption key generator 30 (step ST22).

These encrypted data are respectively given by:

Cox =X, Coy =Y1i", Cogz =77, Coz1 = 244,
Cs = e(g192,9)" - m, Cq = (u** - )"

After completion of step ST22, the ciphertext

20 generation unit 24 generates, for the encrypted data C3 and
Cq, a one-time signature o by means of the signature
generation function S in the public parameters and the
signature key ssk generated in step ST21 (step ST23). The

signature ¢ is described by:



urit 32 to the re-encryption apparatus 40 under the control of the control
unit 35 (step ST33). Wth the above processes, the re-encryption key
generation processing is conplete. 10(4) The re-encryption processing is
executed by the re-encryption apparatus 40, as shown in FIG 5 and
followi ng steps ST41 to ST43. The conmunication unit 43 of the

re-encryption apparatus 40 wites _the ciphertext data C
transmtted in 15step ST24 and the re-énc?ﬂptron key Rij transmitted in
step ST33 in the tenporary data storage unit 42. The re-encryption

processing unit 4%\&H§(é§§ t he C|@hg?text data G in the tenporary data
storage unit 42 u3|ng th Gbli ¢ paraneters and the foll ow ng

verification 20for step ¢ T41 4). e , uc

= e(Yii, C4) e(czzA h%t % 3‘%91%%?’8’22?%“%&‘&105* ‘E;ll’f %/?(2) ,

C4)) = 1 Not @dﬂfe&taaémemlqiﬂeﬁuebet viid i catt oncf provkaschgl doyn; 895 ,the
verification has succeeded; when at |east one verificatron fornula %oes not
hol d, the verd+f, cat,i an mnrﬁuﬂﬂmgialf tie erecrypcadi datbdas)suocegdedd the
re-encryption

5 the one-time signature o, and writes the obtained

ciphertext data in the temporary data storage unit 21.

Note that the ciphertext data C{ = (Cq1, Cox. Cayv, Ca7,
Coz1., C3, C4, ©) may be modified to ciphertext data Cj =
(Cox, Coy, Coz, C2z1, C3) by omitting verification data
10 (C1, C4, o) which is not used in decryption when
verification is skipped. In this case, the procesSing for
generating the verification data (Cq, C4, o) is also
skipped.
In either case, the communication unit 22 transmits
15 the ciphertext data C; in the temporary data storage unit
21 to the re-encryption apparatus 40 under the contfol of
the control unit 25 (step ST24).
With the above processes, the encryption processing is
complete.
20 Note that in this embodiment, verification may be
skipped and generation of the verification data may be

skipped, as described above (or as will be described

later). This applies to the following embodiments and
modifications.
25 (3) The re-encryption key generation processing is

executed by the re-encryption key generator 30, as shown in

FIG. 4 and following steps ST31 to ST33.



S5paranet er generation unit 45 generates three random nunbers s, t, and k e
Zp*, and outputs themto the re-encryption processing unit 44. The
re-encryption processing unit 44 generates re-encrypted data C2x', C2X',
oy, a@2y', Cczi, z', 10C2z1', C271", C2m GC5x, C5y, and C5z using these
random nunbers s, t, and k, the ciphertext data G in the tenporary data
storage unit 42, and the re-encryption key Ri in the tenporary data
storage unit 42 (step ST42). | These ré-e @ryﬁted data are respectively
described by: 21/ = Yht, d2ly =c2Cz2i Y:==bYlirt) Cl 2x Xis) i121 X C2Xsirs

=C == X 7 Cl112z = _Zi k 61/ 2/ C2zk =Cd2z1 =Cd2/z k k) ril ri C5X
Rjl s) (- j5YZ éfat Jﬁszé’q GPRURIEEA R %13& %% ©step ST42, the

r - encrypt i OB PIePEeSH BNy Agﬂer{e%@tﬁﬁe%d he- ekt @tk dald {2XcePVpk £22,
and C2z1 in the ciphertext data G by all the encrypted data re-encrypted

ol it ARy ARIEL Syl B cred g Ra X
generator 10 and writes it in the temporary data storage
5 unit 32 under the control of the control unit 35 (step
ST31). Also, in step ST5 described above, the
communication unit 33 received the private key skj of the
re-encryption key generator 30 from the key generator 10
and wrote it in the private key storage unit 31.
10 The random number generation unit 36 generates a
random number 6 € Zp*, and outputs it to the re-encryption
key generation unit 34.

The re-encryption key generation unit 34 generates a

re-encryption key RiS based on this random number 6, the
15 private key ski of the re-encryption key generator 30 in

the private key storage unit 31, and the public key pkj of

the decryption apparatus 50 in the temporary data storage

unit 32 (step ST32). The re-encryption key Ri 5 is

described by:

Ri; = (Rij1, Rijo, Rija)

20 for
z:+6 ﬂyz'-i-ﬁ
1/z; —%—_ 1 1 ;
Rajl—(]g)/z =g ’aRij2:(Y2j'g)/y:g v
z;+By;+0

Rijy = (Xj - Yo -¢°) /% = g™ =

Note that in the above, equations are described by



apnd wites the obtained re-encrypted text data ¢ in the - 31 - text data
g =(C1, C2x', Cx',cy', Ccz, CcX', Czil czi*, &@2m C5X, GC5Y, C5z, C3,
C4, a) may be nodified to g = (C2X', Cy", CG2Xx', C2z1", C5x, Cby, Co5z, C3,
C4, a) by omtting verification data (Cl1, C2x1, Qy', 5Cz , C2zZ1ll, Cm

C4, a) which is not used in decryption when the verification is skipped. In
this case, the processing for generating the verification data (C2x1, C2Yl,
c2zl, Cz1', C2'") is also skipped. | n"ei ¥Rer “case, the communi cation unit
43 transmts 10the re-encrypted text data ¢ in the tenporary data storage

unit 42 to t@@&#ggﬂﬁ&i&T293¥?E§%ﬁ§xngqugr the control of the control

unit 47 (step ST43) bove processes, the re-encryption
processing is conplete. 15(5) The decryption. processing is_execute t he
decryption apparg?ﬁgxgbfﬁgghsﬁb_ i {éy%Fb. %Nl%ﬁﬁ 5751 ePsRT 1?énd
ST52. Thaltdss, tHdeyaUmatE L atd-Odh &bt Bh Ofey N, dech yphb OPe@PPRL AL US
50 receives the re-encrypted text data G 20transmtted in step ST43, and

wites it indhe taMAL Yo flat &5t orage &S}Muéi?caéfﬂﬁn deciypis 0E'r§£8ﬁ§§§i ng
unit 54 verifies the re-encrypted text data § 1n the tenporary data
storagé Uit 52 arsimptiie fudyt iRy parraneter sempdrea pyibda ca keyopage of
25t he apparatus 50, and the follow ng verification formnul as
unit 32 to the re-encryption apparatus 40 under the control
of the control unit 35 (step ST33).
With the above processes, the re-encryption key
generation processing is complete.
10 (4) The re-encryption processing is executed by the
re-encryption apparatus 40, as shown in FIG. 5 and

following steps ST41 to ST43.

The communication unit 43 of the re-encryption:

apparatus 40 writes the ciphertext data C; transmitted in

15 step ST24 and the re-encryption key Rj transmitted in step

ST33 in the temporary data storage unit 42.

The re-encryption processing unit 44 verifies the

ciphertext data C; in the temporary data storage unit 42

using the public parameters and the following verification

20 formulas (step ST41).
e(Cox,u”* - v) = e(X;, Cy)
e(Cay, u! - v) = e(Y13, Cy)
e(Caz,uC - v) = e(Z;, Cy)
e(Coz1,u’? - v) = e(Zy;, Cy)
V(Ci,0,(Cs,Cy)) =1

Note that when all five verification formulas hold,



(step ST51). - 32 - ucl v) =e(Cx., 4) e(qy, ud- v) =e (qy c4)
e (gz uci. v) = e (cvz c4) e (gzi ucl v) = e(qgzi c4) e(Coz qz) = e(Cobx
C.,c) e(Y2i g e(C5z, gzl) = e(Coy, C-1,) e(X,gi) V(C, g, (C3, C4))
1 If all seven verification fornmulas hold, the verification has
succeeded; if at |east one verification fornmula does not hold, the
verification has failed. If the verificatiqn has succeeded, the decryption
5processing unit 54 decrypts the re-enéryb@ed’text data G using the
private key ski of the apparatus to obtain the nessage m (step ST52). This

decrypti on i S eShi et B crlho 3. (SLESE Qe B2 CBA s(E5) o))

e(Cy ,qy))1 er or mot I On Tesu above

equation is moan e el FA G s dfs not hold, the verification has

failed.

If the verification has succeeded, the re-encryption
5 parameter generation unit 45 generates three random numbers
s, t, and k € Zp* . and outputs them to the re-encryption
processing unit 44.

The re-encryption processing unit 44 generates

re-encrypted data Cox', Czx", Covy', Coy", Coz', Cogz",
10 Coz1's, Coz1", C2™, Cgx, Cgy, and Cgy using these random

numbers s, t, and k, the ciphertext data Cj in the

temporary data storage unit 42, and the re-encryption key

Ri S in the temporary data storage unit 42 (step ST42).

These re-encrypted data are resgspectively described by:
/ t t Tt
Coy = X7, oy = Cox* = X%, Coy =Yy, Coy = Coy" =1yi",
! k k k o _og koot k_ otk
Cyy=2i"\Cog = Cog" = I, Cygy = 4o, Cogy = Cot”" = Zi™

1 1 1
Csx = Rijis, Csy = Rigg?, Csz = Rigs'
15 After completion of step ST42, the re-encryption
processing unit 44 replaces the encrypted data Cyx, Cov.
Coz., and Cyy1 in the ciphertext data C; by all the
encrypted data re-encrypted data Cyx' to Cgy to generate
re-encrypted text data C; = (C1, Cox', C2x", Cov', Covy",
20 C2z'+ C2x". C2z1'. C2z1", C2", Csx, Csy, Csz, C3. C4, O),

and writes the obtained re-encrypted text data C5 in the

temporary data storage unit 42. Note that the re-encrypted



-.33 -1 ' C3/ e(C5z, qz) 4 (e(Csz, C'zi) \ xi { ( e(CX ,d2fx )
)e(C5Y , Cl21y) f } /e(g(xj+Pyi+0)/zik, gzirk) Yli/ e(g(x jffil -0) 1 zik
gazirk) { \(g(xj+0)1 xis , gxirs)\ e(g(Yi-1-0)/yit, gayirt) = C3/

(e(gxi +(xo+yjo+or, g)r)\e (g (784:i+ +, 0 ag) rar) ) me(gig2, 9)77(4e(q,
g)r) " m Note that this equation is described by rewiting gl = ga and g2
= Note that the decryption processing unit 54 may skip the
verification processing of step ST51, and3hmy-execute 5the decryption
processi ng of step ST52. Al so, when the re-encrypted text data C does not

i ncl ude an i fi i on dat t decrypt, o rocessi,ng Unit 54 skips the
tnctu y %%E(It Id%.%% % (%é_p §3§1 ’acé%eXec%Lf{)Yes’ { d’l %

verification processingJlof st n ( decﬁVbVioﬁ”brbpessing
For " exanpl o, CAE1 br T4 iyrinSer ' dedy TRy SR 11D eqrhter) dteye e
Crypt osyst emmoti 71key tdRY:;Pe L0 KeRlace oy ckew . ddy this cass, -

C3, C4, o) by omitting verification data (Cqp, Cox', Cav',

5 Copz', Caz1', C2"™, C4, ©) which is not used in decryption
when the verification is skipped. 1In this case, the
processing for generating the verification data (Coyx',
Coy', Cpz', Coz1', C™) is also skipped.

In either case, the communication unit 43 transmits

10 the re-encrypted text data C5 in the temporary data storage
unit 42 to thé decryption apparatus 50 under the control of
the control unit 47 (step ST43).

With the above processes, the re-encryption processing
is complete.

15 (5) The decryption processing is executed by the
decryption apparatus 50, as shown in FIG. 6 and following
steps ST51 and ST52.

That is, the communication unit 53 of the decryption
apparatus 50 receives the re-encrypted text data Cj

20 transmitted in step ST43, and writes it in'the temporary
data storage unit 52.

The decryption processing unit 54 verifies the

re-encrypted text data C5 in the temporary data storage
unit 52 using .the public parameters, the public key pkj of
25 the apparatus 50, and the following verification formulas

(step STH1).



ckphertext obtained by encrypting a nessage using the symmetric key "key"
may be appended to the ciphertext data 15or re-encrypted text data. The
sanme applies to the foll ow ng enbodi nents and nodifications. Note that the
order of processes may be changed as - 34 - needed in this enbodi ment. For
exanpl e, the order of the decryption processing and ciphertext verification
processi ng may be changed. Likew se, since the re-encryption key generation
processi ng does not require 5any paranete@ (nore specifically, a random
nunber) used upon execution of the encryption processing, the re-encryption
key generation processing may be executed before the encryption processing.

As descri bed above, according to 1S endodi i ncg, the re-encryption
key Rij is generated based on t k? ddfn nunh r—09&§§ n the server and

users collude, the decryption au ;ty n be preyepted from being

re-transferred without any pern1 gy3d1 ¥ prsfe(Csgur€Ce.) In this manner,

since extrenely high reliability need no&715be required for the server, a
(2

file sharing system which can bQQQCé hey &ﬁrégéﬁ?ﬁ gurely can be
provi ded. [Modification 1] e exanp e de n the first
enbodi nent, the encryption appa en xt data, the
20r e- encryptlon appar at us 40 re(QE%%ths t he C|p§g zg%tqggsa to generate
re-encrypted text data, cry n_a tus rypts the
re-encrypted text data‘aﬁgggbg? 3h€‘2¥£§ixégg (igm Be nodified to a
node i n which ciphertextdat ecr d w4 ncryption. In 25this
case, only the key set 2222[1& ég mtdwy e\Aj, g1

V(Cl, o, (03) C"4)) =1

If all seven verification formulas hold, the
verification has succeeded; if at least one verification
formula does not hold, the verification has failed.

If the verification has succeeded, the decryption

5 processing unit 54 decrypts the re-encrypted text data C5

using the private key sk4 of the apparatus to obtain the

message m (step ST52). This decryption is described by:

1 1
e(Csz2,Caz) \ % [€(Cs2,Cyz1)\ =
(63X7 QX) C(C%Y, 2Y)

Whether or not the decryption result of the above

m = O3

equation is m can be verified by:

10



pkocessi ng, and decryption processing can be executed. The key setup
processing in this nodification is the sanme as - 35 - that in the first
enbodi ment. The encryption processing and decryption processing in this
nodi fication will be described below. The difference between the encryption
processing of 5this nodification and that of the first embodinent is only
inthe final step. In order to give the follomtng description while using
the aforenentioned synbols, let i be the |§enrlf|cat|on i nformant of the
decryption apparatus 50 for the sake of convenience. In this case, the
10conmuni cati on unlt 22 of the encryptlon apparatus 20 transmts ciphertext

data G in the te unigy 2 to|the decryption apparatus
50 under the cgg @?%Zh g;gfng%ﬁQ%Z 2 fp ST24'). The
t

decryption app e n 5data G generated by the
encryption apparat s Xn tz)ﬁ e&@ﬁﬁ@@mﬁ injstep ST41. If the

verification has succeeded, the decryption apparatus 50 decrypts e

ci phertext data G SI th vate Kk b This
decryption is dezfr @& i#ﬁ G%é% é%g Gig@'%@V£@?% %%? n H he
decryption reswU3of §t n
(01057 Q)1 o(0103] Q1b) clgh TREGh gaTe) r ol oilgoelay TBIG gL
.e(gio,g)rle(gig2 g)r m

e

e Pt )\ u  [elg
@) )\ gt o)

pr

1
T; +ﬁy]+0 on' E'

—~

=m-e(ggn,0)" /(elg,9)”" - elg,9)

Note that this equation is described by rewriting g1 = g%
and gy = gﬁ.
Note that the decryption processing unit 54 may skip
the verification processing of step ST51, and may execute
5 the decryption processing of step ST52. Also, when the
re-encrypted text data C5 does not include any verification
data, the decryption processing unit 54 skips the
verification processing of step ST51 and executes the
decryption processing of step ST52. Furthermore, m may be
10 a key in place of the message itself. For example, as for

a symmetric key "key" in the symmetric key cryptosystem, m

key may be set to replace m by "key". In this case,
ciphertext obtained by encrypting a message using the
symmetric key "key" may be appended to the ciphertext data

15 or re-encrypted text data. The same applies to the
following embodiments and modifications.

Note that the order of processes may be changed as



-.36 -2 [Modification 2] In addition to nodification 1, as wll be
descri bed below, the first enbodi nent nmay be nodified to a node in which
ci phertext data is decrypted without re-encryption. 5ln this case as well,
only the key setup processing, encryption processing, and decryption
processing can be executed. The key setup processing and decryption
processing of this nodification are the sane as those in the first

enbodi ment. The encryption processing and f0d€crypt|on processing of this
nodi fication will be described below. Note that | refers to identification
i nformation of t decr tion apparatus 50 in this nodjfication.

The encrypti dif ﬁ%@ﬁgf Tni t %ﬁ?cﬁX?WRQﬁSeEE?y%¥$%ﬁ apphPs&t us

20 K, Svk ST21' ST21 and
setge?ﬁreatvif.é%si%ti% (St TG Hbrt eﬁ%‘%@ef”tﬁmag%%“ipso the

& Pk “ana e q‘?fog o T T RE S her Pt Saner at s on uni

24. The ci pherd ¢ egﬁccrg%;ar&{ hon, L%ﬁe?a“tﬂﬁ{'%fé@ésﬂ&%y@é@g H@&aréaes}re@f'

C2YT, Qy', C2ZT C2Z711°, Z1" , and 4 wi
respects to a a{fgﬁ%%%n@t%ﬂ (more spe@fﬂla’ﬂl’%exé ﬂé\:&@oﬂsﬁ@ﬂbéfﬁsﬁséandom
nunbers r, s, k, 25and 0, and the public key pkj of the decryption

apg$ratus 50Lﬁ&kemgiﬁﬁtﬁqnTh@agugmmgﬁypﬁh@ﬁupt@mégggﬁ@ecthgely gi ven by:
. . re-encryption key generation processing may be executed
before the encryption processing.
As described above, according to this embodiment,

10 since the re-encryption key R is generated based on the
random number 6, even when the server and users collude,
the decryption authority can be prevented from being
re-transferred without any permission of a transfer source.
In this manner, since extremely high reliability need not

15 be required for the sefver, a file sharing system which can
be used by the users more securely can be provided.

[Modification 1] |
In the example described in the first embodiment, the
encryption apparatus 20 generates—ciphertext data, the

20 re-encryption apparatus 40 re-encrypts the cibhertext data
to generate re-encrypted text data, and the decryption
apparatus 50 decrypts the re-encrypted text data. However,
the first embodiment may be modified to a mode in which
ciphertext data is decrypted without re-encryption. 1In

25 this case, only the key setup processing, encryption
processing, and decryption processing can be executed. The

key setup processing in this modification is the same as



y23S7 gx yzirs qv.=, xiirt CZ Y2ik Cl21 Z = Y2irk CZ1 = Xik, Cz1

.rk =7 C3 =e(glg2) gr 7711 A4 = (Uk O C5X =
(m g)17 C5Y = g0 t+1 (-).5Z = (g1 g9+1)1 After conpletion of step
ST22', the ciphertext generation unit 24 generates a one-time signature a
in the sane manner as in step ST23. After that, the ciphertext generation
unit 24 5generates ciphertext data g = (Cl, C2x1, CX', &', ", CZ
Cc2z", C2z11, 02z1", C2m GC5x, Cy, C5z, ~C33°C4T a) including all the
encrypted data Cl to C4 and the one-tinme signature a, and wites the

obt ai ned ci phertext tad.n the tenporary data storage unit 21. 10The
commun; cat | ORSG £ oS R didt ETREEA D | SHE GG E 1 (O ar y
data storage_unit, 21 to.the decrypt.ion.a r.at us 50..under the, trol of

t he .control ﬁﬁ?td§§¥yp%lon prOCééSlFﬁélﬁggﬁyﬁif%%éﬁ%ﬁﬁgé(ﬁé vg??fies t he

ci phertext 15@§E§i§% gensrai ed by the encryption apparatus 20 in the same
manner as in step 1. 1f the verification has succeeded, the decryption

apparatus 50 decrypesS JdihHe LIRS totyeda! arld AR EIh ityad&s K8y §Ki to
obtain a nmessage m This decryption is described by: n mc3/ (ee((cC52)
cC2l I z}y) (ee( geekS5aobCed/cHtZbnl)gk)d Jthat of the first embodiment is only
in the final step. 1In order to give the following
description while using the aforementioned symbols, let i
be the identification informant of the decryption apparatus
50 for the sake of convenience. 1In this case, the
10 communication unit 22 of the encryption apparatus 20
transmits ciphertext data Cj in the temporary data storage
unit 21 to the decryption apparatus 50 under the control of
the control unit 25 (step ST24').
The decryption apparatus 50 verifies the ciphertext
15 data Cj generated by the encryption apparatus 20 in the
same ﬁanner as in step ST41. 1If the verification has
succeeded, the decryption apparatus 50 decrypts the

ciphertext data C4 using the private key sk; to obtain a

message m. This decryption is described by:

1
m=C3 [ e(g192, Cax )

20 Whether or not the decryption result of the above

equation is m can be verified by:

1
m-e(gign 9" | elguge, Cox )

1
=m-e(g192,9)" | {192, 6™)% =m-eggn, 9 felor2,9)” =m.



-0 38 -u Whet her or not the decryption result of the above equation is
m can be verified by: ee((cC55C) Yi e ) e((Cch5zylC} xz c"2121":)

7cczyi ? le(g(i+a-1-9)/klgpyirk)\ yi/e(g(i+a+0)/k, gxjrk) zi e(g(a+0)/s
y@irs)4(0+1)It gzirt) = C3{(e(g(i-Faa++0 01 @i 37.13;)e (g(l+0+a-1-: 01
rg)r) = me(9192)9)r/(6(919)fir e(g7 g)r) = m
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[Modification 2]

In addition to modification 1, as will be described
below, the first embodiment may be modified to a mode in
which ciphertext data is decrypted without re-encryption.

5 In this case as well, only the key setup processing,
encryption processing, and decryption processing can be
executed. The key setup processing and decryption
processing of this modification are the same as those in
the first embodiment. The encryption processing and

10 decryption processing of this modification will be
described below. Note that j refers to identification
information of the decryption apparatus 50 in this
modification.

The encryption parameter generation unit 23 of the

15 encryption apparatus 20 generates (ssk, svk) (step ST21')
in the same manner as in step ST21 and sets the

verification key svk in ciphertext data C1 (Cp = svk).

Also, the encryption parameter generation unit 23
generates five random numbers; r, s, t, k, and 6 € Zp*, and
20 outputs them to the ciphertext generation unit 24.
The ciphertext generation unit 24 generates encrypted

m

data Cox', Cox", Coy', Coy", Caz'. C2z", C2z1', C2z1", C2",
Csx, Cgy, Cgz, C3, and C4 with respect to a message m € G

as plaintext data using these random numbers r, s, t, k,

25 and 0, and the public key pkj of the decryption apparatus

50 (step ST22'). These encrypted data are respectively

given by:



Note that the above equation is described by rewiting gl = ga and g2 =
gl3. 5[ Modification 3] In the exanple described in the first

enbodi ment, the public paraneters include the three nenbers g, gl, and g2
of the systemfixed val ues. However, the present inventionis not limted
to this. For exanple, the nenber g2 nay not 10be generated, and the public
paraneters may not include the nenber gn this case, in the first

enbodi ment, g2 = g may be set to replace % by g. The sane applies to the
foll ow ng enbodi ments and nodifications. [Mdification 4] 15In the exanple
described in the flrst enbodlnent the ubI|c paraneters |nclude the t hree

menbers g, gl, a -af Yi h# Hﬁ%ﬁv Tt he- oY § nt
i nvention is not I?%fte ?E thi A?For %?npl t he p bl'i ¢ r anet k
— . T Y. T
Coz = Yai*, Cyz = Yo ’C2Z1_XJ Coz1 = X

C3 = 6(91927g)r -m, Cy= (u™* o),

Csx=(g1-9°)%, Csy =g+, Csz=(g1-g"")*

After completion of step ST22', the ciphertext
generation unit 24 generates a one-time signature o in the
same manner as in step ST23.

After that, the ciphertext generation unit 24

5 generates ciphertext data C§ = (Cp, Cpx', Cox", Coy', Cov",
C2z'. C2z"+ C2z1%, C2z1", C2", Csx, Csy, Csz, C3, C4s O)
including all the encrypted data C; to C4 and the one-time
signature ¢, and writes the obtained ciphertext data in the
temporary data storage unit 21.

10 The communication unit 22 transmits the ciphertext
data C5 in the temporary data storage unit 21 to the
decryption apparatus 50 under the control of the control
unit 25.

The decryption apparatus 50 verifies the ciphertext

15 data Cy generated by the encryption apparatus 20 in the
same manner as in step ST51. If the verification has
succeeded, the decryption apparatus 50 decrypts the

ciphertext data C5 using the private key skj to obtain a

message m. This decryption is described by:

1 1
e(Csz,Co7) V¥ [e(Csz,Cop)\ %

m=C i
*/ | \eGsx, CL) e(Csy,Cly)




-439 -«may include four or nore nenbers of the systemfixed val ues. For
exanpl e, when the public paraneters include four nmenbers g, gl, g2, and g3,
g2 = 9293 may be set to replace g2 by g2g3 in the first enbodi nent. Al so,
for S5exanple, when the public paraneters include five nenbers g, gl, g2,
g3, and g4, gi = glg3 and g2 = g2g4 may be set to respectively replace gl
by gl1g3 and g2 by g2g4 in the first enpodagen[. The sanme applies to the
foll ow ng enbodi nents and nodi fications. (Second Enbodi nent) Thi s
enbodi ment will explain an exanple in which a re-encryption key is updated
every certain perifd. £y 3 PYAMELEr JNLCH QXN 65585 2 PEMIAL 51 e
paraneter L is used. t he key setup prdcessihg, encrypti on processi ng,
15re-encryptEQQBKQ%ngqgeﬁpgaﬁy&gQ&ﬁﬁ%ﬂgﬁ £ encryption processing, and
decryption processing, the encryption processing, re-encryption key
generation processing, and re-encryption processing use the time paraneter.

The time paraneterf s, ysed,as,fhll F@ﬁ e, when the 20encryption
processi ng iSCFX t ed-57n Zijﬂﬁai”ﬁZéZB ézsl %ithe encryption processing to
be descri bed Vat/ef |i dto hﬁ&f“t‘=rfi en the encryption
processing i s exequ @@%thgnﬁ next\ p ﬁbézm%, the encryption processing to

be described later is executed to have L = Ef. he key setup 25
processi ng, encryption ogess$i NG, k.e-Lr io rafj

re-encryption pr ocesgi | (@& (yﬁ(feag'rez/gtg@%%r otegst rggp#é]?r%ﬂﬁi%t’}ekg‘o
40=Ubel

ﬁT cessi ng,

di prent wi I

be described - co 3 enmpodi nent
ﬁ@l( i nc@’ntl,) rals and a

descri bed above wll b e.c@i %ﬁ)usﬂﬂé he sa er
description thereof will \not be repeated. (1) Key Setup Process$in

-of [ ()

=m-e(g192,9)"/(e(9,9)"" - e(g,9)") =m.

Note that the above equation is described by rewriting g1 =
g% and g3 = gB.
5 [Modification 3]
In the example described in the first embodiment, the

public parameters include the three members g, g1, and gj

of the system fixed values. However, the present invention

is not limited to this. For example, the member gy may not

10 be generated, and the public parameters may not include the

member gp. In this case, in the first embodiment, gy = g
may be set to replace gy by g. The same applies to the
following embodiments and modifications.

[Modification 4]

15 In the example described in the first embodiment, the

public parameters include the three members g, g1, and g3

of the system fixed values. However, the present invention

is not limited to this. For example, the public parameters



5Publ i€ paraneters are the sane as those in the first enbodi nent. Letting
be identification information of a re-encryption key generator 30, a public
key/prlvate key generation unit 14 generates a private key xi, yi, zi, W

e Z* of the re-encryption key generator 30, and generates 10a publlc key
pki = (xi, Yli, Y21, zi, Zli, wi, Tali) (for Xi gxi,=glVYi, Y2i = g217i, zi
=9zi, zli =glzi, W =gw, and Wi = giw,) of the re-encryption key
generator 30 using this private key ski ="(xi, yi, zi, wi) (step ST7).

Li kewi se, letting j be identification information of a 15decryption

appar ai us S0n g pUblAC eyl B Vabe Kiydeneral g wdcdd gensgates

private key ecryption paratus , and
generates a i ke ] an%ﬁj ] =
9xj, YIj glpf\%}ltiILl $2J foqk 17,782 \%e,n }ﬁ =£ @ﬁlzljzé %ﬁgmeéf%fvé ,%%U%J
giw) of t he fdeer m[etrio@rrsa;goarga_; ugyo50 ausi ng t s Pravad endieybsksgetf step
ST10). (2) Encryption Processing As in the first enbodi nent, an
encrypti on paepdecer ggefar aiggn iumithe2 ¥ igfs mremdnpiyptn on Aplpse at Isr 20
generates 25(ssk, svk) (step ST21), and sets a verification key svk in
ci pher text datam@le( Civherswdhe pAitdd,c tdeerseredrem iiorc paianteiws gemesat | on
unit 23 - 41 - generates a random nunber r E Zp*, and outputs it to a
ci phertext g&ier 32irof3unidP® g4, 91 = 9193 and gz = g2g¢4 may be set to

respectively replace g1 by gjg3 and g3 by gpgq in the first

embodiment. The same applies to the following embodiments
and modifications.
10 . (Second Embodiment)

This embodiment will explain an example in which a
re-encryption key is updated every certain period. As a
parameter which expresses a period, a time parameter L is
used. Of the key setup processing, encryption processing,

15 re-encryption key generation processing, re-encryption
processing, and decryption processing, the encryption
processing, re-encryption key generation processing, and
re-encryption processing use the time parameter. The time
parameter is used as follows. For example, when the

20 encryption processing is executed in a certain period tq,
the encryption processing to be described later is executed
to have L = tq; when the encryption processing is executed
in the next period tjp, the encryption processing to be

described later is executed to have L = tj. The key setup

25 processing, encryption processing, re-encryption key
generation processing, re-encryption processing, and

decryption processing of this embodiment will be described



The ciphertext generation unit 24 generates encrypted data C2x, Cy, C2z,
C2z1, C2F, C3, and C4 with respect to a bSnessage me GI as plaintext data
using this random nunber r, the public key pki of the re-encryption key
generator 30, and the tinme parameter L (step ST22). These encrypted data
are respectively given by: (71V ==C2.117 == yl.r QZ " z, CF Fi (L) C3
e(gig21 g)T rn, cf4 _ (usvk vy where a function F1(L) is defined by: F(L) =
gL w = gL+WZ (L E Z2) 10After conpletidn 6P step 3T22, the ciphertext
generation unit 24 generates, for the ti me paraneter L and the encrypted
data C3 and a one:ti signature a means_.of nat.ur eneration
functi oni n t%élp?lﬂjl i g\lopta?'n:trpeﬁtg R %Ii‘gth%ttif?% €Je gs%@ﬁé‘ﬂﬁ?@d in
step ST21 15 ST23).. e si-gnhat ur SClbed ,
P tlh%%dg athho i pjhlgl abe c?egcrlsb F3Ed 10 t]&% S%IH%r aa%érgnc‘:e

C4)) ertext gernera |on Ut t

ci phertext d%h%é?als(&qq ! 1 ZOeﬁgyypteJl - f?f &B bgnreﬁéataﬁ[ud'ng

the tinme paraneter , and the one-tine

signature a, and erl teq@lheséqpﬁﬁume%%text data in a tenporary data -
42 - storage unit 21.

5 Public parameters are the same as those in the first
embodiment. Letting i be identification information of a

re-encryption key generator 30, a public key/private key

generation unit 14 generates a private key xi, yi, z3i, w3

€ Zp* of the re-encryption key generator 30, and generates
10 a public key pkj = (X3, Yi1i, Y21, 23, Z14i, Wy, Wyp3) (for X4

= o*i, vij = g1¥i, vp; = gp¥i, zy = %, 295 = gr%, Wy =

g¥i, and wWq; = g1Wi) of the re-encryption key generator 30

using this private key skj = (xi, yi, 2i, Wj) (step ST7).

Likewise, letting j be identification information of a

15 decryption apparatus 50, the public key/private key

generation unit 14 generates a private key skj = (Xj, Y5,
z5, Wj) of the decryption apparatus 50, and generates a
public key pky = (X5, Y14, Y24, 25, Z15, W5, W14) (for Xj =
ng, Ylj = glyj, Y2j = gzyj, Zj = gzj, le = glzj, Wj =
20 g¥l, and W14 = gle) of the decryption apparatus 50 using
this private key sky (step ST10).
(2) Encryption Processing
As in the first embodiment, an encryption parameter
generation unit 23 of an encryption apparatus 20 generates
25 (ssk, svk) (step ST21), and sets a verification key svk in

ciphertext data Cq1 (C1 = svk).

Also, the encryption parameter generation unit 23



(3) Resencryption Key Generation Processing A random nunber
generation unit 36 generates three random nunbers; 0, 8x, and 5y e Zp*, and
outputs themto a 5re-encryption key generation unit 34. The
re-encryption key generation unit 34 generates a re-encryption key RiilL
usi ng these random nunbers 0, 8x, and 8y, the private key ski of the

re-encryption key generator 30 in 2 private key storage unit 31,
and the 10public key pkj of the decryptioﬁ apparatus 50 in a tenporary data
storage unit 32 (step ST32). The re-encryption key RijI, is described by:

RjL = (R bbheRhitkd) aRirank3nRnurbl B je b))+ fan&-cdeduddjid S HC .
99)1/xi . Fi(L)(5x =. g -1x7i7 +(-L+11.4)(iXx 1 RiL2 == (172 - g)1/Yi..

Fi (Ly5v = g == L 2-1---=1-(L-Fw 7% -FOY4 +0 RiL3 = (Xi . y2]j .
90)11. zi = gEul?g}l\é&éxjcli‘-’jefkrgtijogx)@igtxiz)g‘lx 7 1,iiL5 = -171i5y = gayi (5y

ggtg ; hat in the abeve:pSQURhANG R alSeh! BAE D4 LR ddd Gty and
. data Cyx, Cgv, C27, Coyz1, CoF, C3, and Cyq with respect to a
5 message m € Gp as plaintext data using this random number
r, the public key pkj of the re-encryption key generator
30, and the time parameter L (step ST22). These encrypted

data are respectively given by:
Cox =Xi", Coy =Y4", Caz = 7", Cog1 = Z3f,
T k
Cor = F(L)", C3 =e(g1g2,9)" -m, Cy= (u™" -v)

where a function F; (L) is defined by:

F(L)=g" - Wi=g"" (Lel)

10 After completion of step ST22, the ciphertext
generation unit 24 generates, for the time parameter L and
the encrypted data C3 and Cy, a one-time signature ¢ by
means of a signature generation function S in the public
parameters and the signature key ssk generated in step ST21

15 (step ST23). The signature o is described by:

o = S(ssk, (L, C3, Ca))
After that, the ciphertext generation unit 24
generates ciphertext data C; = (L, Cq1, Coyx, Cov, Coz, Coz1,
Cor, C3, Cq4, o) including the time parameter L, all the

20 encrypted data C1 to Cg4, and the one-time signature o, and

writes the obtained ciphertext data in a temporary data



(4) Resxencryption Processing A re-encryption processing unit 44 verifies
ci phertext - 43 - data G in a tenporary data storage unit 42 using the

- public paraneters, the tine paranmeter L, and the followi ng verification
fornmulas (step ST41). e(C2x, uC. v) = e(Xi, C4) e(Cy, uC v) = e(Yii,
4) e(Cz, uCv) =e(zi, 4 e(C221 ucl v) =C4) e(C2F, uci v) =
e(Fi(L), &) Vv (G, , (L, G, &) = %‘? that when all the five
verification formulas 5hold, the verlflca on has succeeded; when at | east
one verification formula does not hold, the verification has fail ed.

If the verlflc‘tatl n has Sy ceeded, a re- encryptlon par amet er generation
unit 45 generat eS ol ran om nunbers 10s, t, k, and h E Zp*, and outputs

uni 1 44 Gener ot 65 0d- Z%&?L%ﬁ@ﬂ X, Phoge 11 AR 8gp 7 ogS3 ™0

Coz11, C271", C2Fly E2fion o odiitea G urdld £PTerddiisiag Liese random

nunbers s, t, k, and h, the ci phertext
random numbers; 6, 8y, and 6y € Zp*, and outputs them to a

5 - re-encryption key generation unit 34.

The re-encryption key generation unit 34 generates a

re-encryption key RijL using these random numbers 0, J,

and Sy, the private key ski of the re-encryption key

generator 30 in a private key storage unit 31, and the

10 public key pkj of the decryption apparatus 50 in a

temporary data storage unit 32 (step ST32). - The
re-encryption key Ri4L is described by:

Riir = (Rijpa, Rijra, Rijis, Rijra, Rijrs)

for
o712 5o (Ltws)s,
Rijz1 = (X5 -¢9°)/" - Fy(L) ’ :
By,;+6
R’&]LZ — (YZJ . 90)1/% (L)Jy _ g——L——y +(L+w'¢)5y’
m2'+ﬁy2-+6

L 0z __ T;0 ) _ &y __ L ayid
'RdjL4—Xix—gzzaRdgL5—Yizy“g i
Note that in the above, equations are described by
15 rewriting g7 = g% and gy = gb.

(4) Re-encryption Processing

A re-encryption processing unit 44 verifies ciphertext



data G in the tenporary data storage unit 42, the re-encryption key RjL
in the tenporary data storage unit 42, and the tinme paraneter L (step
ST42). These re-encrypted data are respectively described by: - 44 - Cl 2x
=X"'" i, d2lx =CS 2xXrs i, Gf =Yht,=C2Yt ="'f rt li) cdr z ki,d 2z c
k 2z zrk i,_z k .,, cuzi _ci 1t2u2zZ1k7 rk =Dli, C 2F =Fi(L)h)C2iF =C h

2F = 11111 C5X = RULIs,CBY = RuL2 t 9 C5Z = RUL3k 9 C5FX = RijL4h 9 C5FY
=Ri j L51 After conpletion of step‘STéé, the re-encryption processing
unit 44 replaces the encrypted data C2X, C2Y, C2zZ, C2Z1, C2F in the

ci pher text dai Oc;Dyi-ald ddip&nany Rt datdrdss slerypipd, datg (X to CSFY

to gener ate
public parameters, the time parameter L, and the following

verification formulas (step ST41).

e(Cox,ul? - v) = e(X;, Cy)
e(Czy,u 1. v) =e(Y1;,Cy)
e(Caz,u’" -v) = e(Z;, Cy)
e(C’zZl,u L. v) = e(Z14,Cy)
e(C’gF,uCl -v) = e(F;(L),Cy)
V(Ci1,0,(L,C3,C4)) =

Note that when all the five verification formulas
5 hold, the verification has succeeded; when at least one
verification formula does not hold, the verification has
failed.
If the verification has succeeded, a re-encryption
parameter generation unit 45 generates four random numbers;
10 s, t, k, and h € Zp*, and outputs them to a re-encryption
processing unit 44.
The re-encryption processing unit 44 generates
re-encrypted data Cpx', Cox", Cay', Cpy", Czz', Coz"
C2z1's, C2z1", Cor', C2r", Csx, Csy, Csz, Cspx, and Cspy

15 using these random numbers s, t, k, and h, the ciphertext

data Ci in the temporary data storage unit 42, the
re-encryption key RijL, in the temporary data storage unit
42, and the time parameter L (step ST42). These

re-encrypted data are respectively described by:



5§e-enerypted text data g = (d, CX, CX', C2y', C2y', CzZ', CX',
c2z1', C2z1", CF, C2F'", C5X, CbY, C5Z, C5FX, C5FY, C3, 4, a), and wites
the obtained re-encrypted text data C in the tenporary data storage unit
42. (5) Decryption Processing 10A decryption processing unit 54 verifies
the re-encrypted text data ¢ in a tenporary data storage unit 52 using the
public paraneters, the public key pkj of ?e appar atus 50, and the
following verification formulas (step ST5 - 45 - e(qv , 21,(4 v) ==
e(gx 1C4) e(qg(? 71,(71 v) == e(Cn( , &A) e(Cz, v,(71v) = e(qgz, (74
e(Cizi) v) = e(Czi) C4) e(CF, C1L 7)) == e(qgF, 14)
e (C52) qz) e(C5FX CF) == e(Cbx, " e(1l72, 9) e(C52 ,- e(CFy , qF) -=

Csy X7 L |CA I If a rithe ei ght
\e/(eri 1¥i ca?iyz)ne1S or :ﬁgxaglkyd@xhe Qrsfﬂf.ngst )) él-'eGQYl f~ af; l,east gne

verification for adoes not hoId the veri |cat|on as falled 5If t he

verification ha suc fi i gn pr gssiig unj pts the
re-encrypted t (@?’ =i @ % kb ? p:;zaz sto
Zn (stée Th| S ti d byﬁ

obtain a nmessage T52 scr
Gip=F{L)' G = Cor* = F{LJ",
1 1 1 1 |
Csx = Rileg’CSY - RijLZZ’CSZ = RijL3E’C5FX = RijLAE’CSFY = RijLsH
After completion of step ST42, the re-encryption
processing unit 44 replaces the encrypted data C2X, C2Y,
C2Z, C2z1, C2F in the ciphertext data Ci by all the
encrypted data re-encrypted data C2X' to C5FY to generate
5 re-encrypted text data Cj = (Cl, C2X', C2X", C2Y', C2¥",
c2z', C2x", Cc2z1*, Cc2z1", C2Fr', C2F", C5X, ChY, C5zZ, Cb5HFX,
CSFY, C3, C4, o), and writes the obtained re-encrypted text
data Cj in the temporary data storage unit 42.
(5) Decryption Processing

10 A decryption processing unit 54 verifies the

re-encrypted text data C5 in a temporary data storage unit

52 using the public parameters, the public key pkj of the

apparatus 50, and the following verification formulas (step

ST51) .



1,[ e(C5z, Cl21z) . e(C5Fx i Cpi) \e(C5z) 612'zi) . e(C5FY) C2IF)\ 4

e(chx,gx)/er5Y | 02101 m=C3 10Whet her or not the decryption result
of the above equation is mcan be verified by: - 46 - Yj = C3
- 45 -

e(Cox,u* - v) = e(Cyx, Ca)
(C” U ) (CQYW C4)
(CBZa -v) = e(Caz,Cs)

e(Chz1,u”* - v) = €(Chz1, Ca)
e(Cap, u -v) = e(Cyp, Ca)
e(Csz,Caz) - e(Csrx, Cop) = e(Csx, Cax) - e(Y25, 9)
e(Csz,Cyz1) - €(Csry, Cop) = e(Csy, Coy) - e(X;, 91)
V(Cy,0,(L,C3,Cq)) =1
If all the eight verification formulas hold, the
verification has succeeded; if at least one verification

formula does not hold, the verification has failed.

5 If the verification has succeeded, the decryption

processing unit 54 decrypts the re-encrypted text data C5

using the private key skj of the apparatus to obtain a

message m (step ST52). This decryption is described by:

1 ' 1

_0 e(Csz,Cy) - e(Csrx, Cop) \ 4 (elCsz, Cazy) - €(Ciry, Cop) \ &
m=4 ' T
6(05)(, 2x) 6(C5y, ZY)

10 Whether or not the decryption result of the above

equation is m can be verified by:



= C3 {-e(g(xj+0)4(Lizi)xibx , gr) e(g3;.; +flyi +0, gr) , e(gxi 6, 7
g(L+111i)r) \ 7.1.i1 (+fiyl.9ccr) . e(g,yiby, 9(1,2,",),) \ zi 11" i , e
(g Oh + OH (L-fivi)Yi 4, gar)i ,1 = m.49192,9)r/(eig,glr e(9,9)) = m

Note that this equation is described by rewiting gl = ga and g2 = Note
that the order of processes may be changed as 5needed in this enbodi nent.
For exanple, the order of the decryption ?éocessing and ci phert ext
verification processing may be changed. Lrkew se, the re-encryption key
generation processing may be execuﬂed before the encryption processing.
10As descri bed a b i 5 € [ ilnce the re-encryption
key Rijl, is g (%ﬂig; aﬁb & é@hbgﬁ dggwé%p , and 8y, and the
tinme paraneter% etn? m pot to i p ion authority can
be deci ded for eaf perq y\Yoghus dl | owi ng € Sé | e agcelss 15control, in
addition to the effects of the first enbqodi ment. Thus, ‘even after the
decrypti on author{ Bpput C|phe text f ha us gy +A |s traqsferred # a user
Bin a certain pe[f e qdﬁ, ﬁﬁg t% r fy—ab Max% J147 -
for the user:ﬂ%is | j' < g use gthe n ﬁ rio ils, the
decryption aut of (fhdkise): B (abo t |pherMEﬁWm @wMﬁhe user A)f can be
invalidated, th s 0 dﬁlng a nnrg%%onv ni ent mg e sharin Q@W te

1
1

/ 1 B
0 e(gﬂij+ﬂyj+6’ 7): e(gm,ﬁ;) g(L-Hu,-)r) Yj | | gzjq.ﬂy},;ﬂ,gm) ne(gayiéy:g(l’+wi NE
3 e(g(rj H b ) e[ g(ﬁijre)Jr (Ltus)yidy )

\
=l g] (elg.9)" - elog)") =
Note that this equation is described by rewriting g1 = g%
and gy = gB.

Note that the order of processes may be changed as

5 needed in this embodiment. For example, the order of the
decryption processing and ciphertext verification
processing may be changed. Likewise, the re-encryption key
generation processing may be executed before the encryption
processing.

10 As described above, according to this embodiment,

since the re-encryption key RijL is generated based on the

random numbers 0, 8y, and 6y, and the time parameter L,

whether or not to transfer the decryption authority can be
decided for each period, thus allowing flekible access

15 control, in addition to the effects of the first
embodiment. Thus, even after the decryption authoriﬁy
about ciphertext for a user A is transferred to a user B in

a certain period, the decryption authority about ciphertext



5{ Modidication 5] In the exanple described in the second enbodi nent, the
encryption apparatus 20 generates ci phertext data, a re-encryption
apparatus 40 re-encrypts the ciphertext data to generate re-encrypted text
data, and the decryption l1lOapparatus 50 decrypts the re-encrypted text
data. However, the second enbodi nent may be nodified to a node in which

ci phertext data is decrypted without re-encryption. In this case, only the
key setup processing, encryption processi 5, and decryption processing can
be executed. The 15key setup processing in this nodification is the same as

h [ h nmbodi T dd
pr ocessi ng i R CER BT aioom i 19 B et crh Dot Balbuf® THES diPF et ence
bet ween the GaGrYRl i Q e ol L g TR CALY of: a0 tat of the

second enbod I's onl'y i’ the fina to give fol | owi ng

description V@'ﬂo%tu%l@ﬂiérgf‘eﬁ cﬁ:g'caﬂl}f/ Q,{l:.eéir syrhal$ . ?bn\}a]pfd% thu

identification | nfornant ption apparatus for the sake o

conveni ence. g tikiiSHLaSGord 2RERABAUNLALE O LHHatrlzr?g af dhen encrypti on
apparatus 20 transmts ciphertext data G in the tenporary data storage

unit 2%k to the deaqmuydilfdrcsayipal @us 50 under the control of - 48 - a
control unit 25 (step ST24'). The decryption apparatus 50 verifies
t he ci phertext dattaa Ghegenxanatled dusdrhitdahciry piho s apped admiso@{némt: | hehsane
manner as in step ST41. If the verification has 5succeeded, the decryption
appar at us 50 edeepition eranstert &0 armterdieusiimhetesyr idate, key ski to
obtain a re-encryption apparatus 40 re-encrypts the ciphertext data
to generate re-encrypted text data, and the decryption
10 apparatus 50 decrypts the re-encrypted text data. However,
the second embodiment may be modified to a mode in which
ciphertext data is decrypted without re-encryption. In
this case, only the key setup processing, encryption
processing, and decryption processing can be executed. The
15 key setup processing in this modification is the same as
that in the second embodiment. The encryption processing
and decryption processing in this modification will be
déscribed below.
The difference between the encryption processing of
20 this modification and that of the second embodiment is only
in the final step. In order to give the following
description while using the aforementioned symbols, let i
be the identification informant of the decryption apparatus
50 for the sake of convenience. 1In this case, 'a
25 communication unit 22 of the encryption apparatus 20

transmits ciphertext data C; in the temporary data storage

unit 21 to the decryption apparatus 50 under the control of



message m This decryption is described by: m= C3 / e(gl.92) C2X) zz

Whet her or not the decryption result of the above equation is mcan be
verified by: me(M92 g)r e(glg2, Cx)'i 1 =m"' e(9192) g)r e(9192) eir) =
m' 41927 gY/e(9192) g)r = m 10[ Modification 6] In addition to
nodification 5, as will be described below, the first enbodi nent may be
nodi fied to an aspect in which ciphertext data is decrypted w t hout
re-encryption. In this case as well, only4Bhe-key setup processing,
15encrypti on processing, and decryption processing can be executed. The key
setu rocessi ng_and _decryption processing of this nodification are the
sanepag t hos& © nfﬁglség&ﬁd2@nﬂéﬁ¥ﬁbﬁF24Tﬂe encryption processing and

decryption processjing of this nodification wll be 20described bel ow. Note
that ' rofers to: ABSERArYRIISN AREGARIRor bV EHE T o | AP BARHebe us 50

inthis - 48atanedi Gepdtria@d by thelhé@REIBARI %%Mé\{@é efo ggnefiéion
unit 23 of the encryption apparatus 20 generates (ssk, svk) (step ST21') in

t he same man as, ;| t 2 {4 t £ cati in
o hertoxt darmedfaphot! 88 2k Loapf selss the RS IJdCotd Al k&Y rak

5 succeeded, the decryption apparatus 50 decrypts the

ciphertext data Cj using the private key ski to obtain a

message m. This decryption is described by:

1
m = Cs / e(g192, Cax )=

Whether or not the decryption result of the above

equation is m can be verified by:

1
m-e{g1g,9)" | elgign, Cox )
1
=m-e(gig2,9)" / e(g192,6°") % =m-e(g192,9)" Je(g192,9)" =m.

10 [Modification 6]

In addition to modification 5, as will be described
below, the first embodiment may be modified to an aspect in
which ciphertext data is decrypted without re-encryption.
In this case as well, only the key setup processing,

15 encryption processing, and decryption processing can be
executed. The key setup processing and decryption
processing of this modification are the same as those in
the second embodiment. The encryption processing and
decryption processing of this modification will be

20 described below. Note that j refers to identification

information of the decryption apparatus 50 in this



Al so, ¢ he encryption paranmeter generation unit 23 generates ei ght random
nunbers; r, s, t, k, h, 0, 6, and 8 E Z*, and outputs themto the

ci phertext generation P unit 24. 10The ci phertext generation unit 24
generates encrypted data C2x', &X', QY , C', CzT, Cz', Cz1', C2zZ1",
C2FT, CF'", Cox, Cby, C5z, C5Fx, C5Fy, C3, and C4 with respect to a nessage
m E GT as plaintext data using these random nunbers r, s, t, k, h, 0, 6,
and 8y, the public key 15pkj of the deCryéPioﬁ apparatus 50, and the tine
paranmeter L (step ST22'). These encrypted data are respectively given by:
cia = yzis,:é%%ﬁrs, = xit, C2/y. =xiirt cd2z = yzik= yzirk 7= v k7
rill W2zl = LEAORFION - Yy rh - 50 - cr3 e(91.921g) T m CA(usvk vy, 6

- +e- F(L+ == = -0- 15 ( L+w P =
10: +e F(L-19)5y g%é&e cé?%%ié%'ggfg%'té%fgeég}a fo&J&hP 12§Lb¥dgﬁé Sy
(gl+0 . Fj (L) x). == 5
encryption apparatus 20 generates (ssk, svk) (step ST21')
in the same manner as in step ST21 and sets the
5 verification key svk in ciphertext data Cq1 (C; = svk).
Also, the encryption parameter generation unit 23

generates eight random numbers; r, s, t, k, h, 0, 8, and

6y € Zp*, and outputs them to the ciphertext generation

unit 24.

10 The ciphertext generation unit 24 generates encrypted
data Cpx', Cax", C2vy', Ca2v", C2z', C2z", C2z1', C2z1",
Cor', C2Fr", Csx, Csy, Cs5z, Cspx, Cspy, C3, and Cgq with
respect to a message m € Gp as plaintext data using these

random numbers r, s, t, k, h, 6, 8, and Sy, the public key

15 pk4 of the decryption apparatus 50, and the time parameter
L (step ST22'). These encrypted data are respectively
given by:

I K] I VAR I vt N _ yort
CZX“Y2J7C2X'"Y2] 702Y"‘ Ja-C2Y"XJ 3

I _v.k ot _vrk _ vk o _ yrk
CzZ—Y2J ) CQZ—Y2J )CZZl“XJ ) szl—XJ ,

e =EWL)", G = F(L)™

20



t«t a+l+0 c5zgl.-1-0)1kg k 7 5 Ix/ C5FX V2j) h uSFy = (X )(* Af t er
conpletion of step ST22', the ciphertext generation unit 24 generates a
one-tine signature a in the sane nanner as in step ST23. After that, the

ci phertext generation unit 24 5generates ciphertext data ¢ = (L, Cx',
cx', o', oy, Cz, cz', C2zi1, C2zi", C2FlI, C2F", C5X, C5Y, C5Z, C5FX,
C5Fy, C3, 4, a) including the time paraneter L, all the encrypted data
Cl to &4 and the one-tine signature a, "and’wr i'tes the obtai ned ci phert ext
data in.the tenporary data 10storage unit 21. The communication unit 22
transmts the ciphertext data G in the tenporary data storage unit 21-to

the decryption apparatus 5 nde T ol f T 25. 15The
decryption apparatus 50 veri |esé giﬁgﬂgﬂ}rtg7€ r:t%)energ? d’ by the
encryption apparatus 20 in the same manner as |n ste|q1 éL+Lj ghe
verification has suc ded... Bf dzf%yap edegb tu§-56—dee+y%@f¥
ci phertext data ¢ us ﬁﬁgtﬁé L v ey o 6btdin a ’
146+ (Ltw ;) oy
_ (146 5oy 1 _- J
Csy = (g7 - F(L)*®); =g ¢ :

n
1 at148
Csz = (91 g E =g,

o iz
Cspx = (ng) , Cspy = (X;)

After completion of step ST22', the ciphertext

generation unit 24 generates a one-time signature ¢ in the
same manner as in step ST23.

After that, the ciphertext generation unit 24

5 generates ciphertext data Cy = (L, Cox', Cox", Coy', Cov",
C2z', C2z", C2z1', C2z1", C2Fr', C2Fr". Csx, Csy, Csz. Cspx.
C5Fy, C3, C4, ©) including the time parameter L, all the
encrypted data C1 to C4 and the one-time signature o, and
writes the obtained ciphertext data in the temporary data
10 Storage unit 21.
The communication unit 22 transmits the ciphertext

data Cj in the temporary data storage unit 21 to the

decryption apparatus 50 under the control of the control
unit 25.

15 The decryption apparatus 50 verifies the ciphertext
data C5 generated by the encryption apparatus 20 in the
same manner as in step STHh1l. If the verification has

succeeded, the decryption apparatus 50 decrypts the

ciphertext data C5 using the private key sky to obtain a



-«51 -«message m This decryption is described by: 1/ { ( e(C5z) C2z)

e(c5Fx,gF)\ Y3 Whet her or not the decryption result of the above
equation is mcan be verified by: 1 e(C52) 612171) ' e(GC5FYlI *)\ 7] e(Chy,
0'2y), = 401i \e(9,sti ) \ 7.4, | e(g "41,14 , gkrk) . e( gly-
hn(1471)3)rhl \ Yi a+0+p-Cby \i kJ!,

10

- 51 -
message m. This decryption is described by:

m=C; / (e(cf% (gz)'e(CSFX, Q'F)) ((Csz, o) €Csry, gp))%j

e(Csx, Coy) e(Csy, Coy )

Whether or not the decryption result of the above

equation is m can be verified by:

( . 1 : 1
; e{Csz,Cyg) el Csrx, Crp) \ 5 [#lCsz,Co)- {Cepy, Cop)\
3 Cor O | (-
e( 58X 2}(’) P’( 5 2}/)
-6 n N ¢:0g I
_03/ | g™ ) g T s
- atbH{L4w;)é 1+ 9+(b+w )iy
) 77
P it R e W e T)-e(gé’»g(L+”f’r)
3 olgrtbbtulh ghr glghtHLtusll gr)

\

=m-elngn 9 felog)” - 9)") = N
Note that the above equation is described by rewriting g1 =
g% and gy = gB.

According to at least one of the aforementioned
embodiments, since a re-encryption key is generated based
on a random number, even when the server and users collude,
the decryption authority can be prevented from being
re-transferred without any permission of a transfer source.

The method described in each embodiment can also be
stored in a storage medium such as a magnetic disk
(floppy™ disk, hard disk, or the like), an optical disk

(CD-ROM, DVD, or the like), a magneto-optical disk (MO), or



teJrt (g fijlh 1+8-F(Li-tvi )(ix1 g(L+1123 )7i) / i } x . 2 1/ e(9a-11+0,
gi3dr) . e(g/36y 1 9(L+ 1V))2') \te(go+1+0,21 . e(g6z, g ( L +if; j )r ) \
{ \e(gal O+ (L-1-toi)by , gi3r)ile(gl2-0-4+v)3)6,, gr)/ = m. 492) gri(e(9g)
Ot ' e(gl9)T) =m Not e that the above equation is described by
rewiting gl 5ga and g2 = gl13. According to at |east one of the
af orenenti oned enbodi nents, since a re-engéyption key is generated based on
a random nunber, even when the server and-tisers collude, the decryption
authority can be prevented from being 10re-transferred w thout any
perm ssion of a _transfer squrce. Epe net hod qgsgaibed I n each

ra M st

enbodi nent c&n “at &6 éiuscttgrreglelmr?ré’ %o djero%cﬁnh P aberraedﬁee?f%e%i sk
(1L000yTH a8 ol 06 (1B kot oPL 01 o K (O v o
as a program whi cRCambe et el COPWUST s ARt M 83L& 15 a
computer-readable storage medium in which a program can be
5 stored may be used regardless of a storage format.

An OS (operating system) which operates on a computer
on the basis of an instfuction of a program installed from
the storage medium in the computer, database management
software, and MW (middleware) such as network software may

10 execute a part of the processes to realize the embodiment.

Furthermore, the storage medium according to each
embodiment includes not only a medium independent of a
computer but also a storage medium in which a program
transmitted through a LAN, the Internet, or the like is

15 downlcaded and stored ér temporarily stored.

The number of storage media is not limited to one. A
case in which the process in each embodiment is executed
from a plurality of media is included in the storage medium
according to the present invention. Any medium

20 configuration may be used.

A computer according to each embodimeﬁt is to execute
the processes in each embodiment on the basis of the
program stored in a storage medium. The computer may have
any configuration such as one apparatus constituted by a

25° personal computer or a system in which a plurality of

apparatuses are connected by a network.

A computer in each embodiment includes not only a



As the- storage nedium any configuration which is a conputer-readabl e
storage nediumin which a program can be 5stored nay be used regardl ess of
a storage format. _ An OS (operating systen) which operates on a
conputer on the basis of an instruction of a programinstalled fromthe
storage nediumin the conputer, database managenent software, and MW

(m ddl eware) such as network software may_lOexecute a part of the processes
to realize the enbodi nent. Furt her nBre e, the storage nedi um according
to each embodi nent includes not onIy a nedlun1independent of a conput er but

| t t AN, th
?nfgrﬁef oraggﬁ ﬂgge pggébmﬁ1oa e anéls%gﬁﬁ%&%ﬁg% nporarl stored?
The nunber 05@%&95@95 méd'm"iér% 9@1}8 | ted 19,008y q*déh ‘C’i‘ﬂ-'écght he

process in each enbodi'ment i's executed froma plura |ty 'S

included in theoshakage pRduDAl @%Oa%ﬂé&attﬁlé he THES&IHpd dsenid on.  Any
medi um 20configuration may be use conput er according to each enbodi nent

is to execut gehbeipr ee@sses iah eqaphrerhedidmnta eiedites hasi ch Adart headr DHE am
stored in a storage nmedium The conputer may have any configuration such as

one appar at usheofishctibed by ahZbpersseml coritiem dy a Sypsiemmn which a
plurality of apparatuses are connected by a network. A conputer in each
embodi ment i ncl udebifet cemitpia emiE@limgrerss dreate durrputdesduitbed sotlaese
arithmetic processing apparatus, a mcroconputer, or the like included in
an i nf or mat i 6AbpAdEEBSEN aa*@péae@tmyréﬁﬁél evay i e orke Andn
apparatus and a devi ¢ce which can realize 5the functions of the present

i nvention byaéepP8§réﬁFended Ophilidvide ) £ ORSoA Ingits KD

and ar e not PRCERTedorS PPt EHOCLOEts GHRS T AIGHaL™ (HogtE the

novel 8nb0d|gﬁgoalegscrlbe%aQ%% nc&ﬁ%é%%r forms; furthermore, wvarious
omissions, substitutions and changes in the form of the
embodiments described herein may be made without departing
from the spirit of the inventions. The accompanying claims
and their equivalents are intended to cover such forms or

15 modifications as would fall within the scope and spirit of

the inventions.



19enbodied in a variety of other forms; furthernore, various om Ssions,
substitutions and changes in the formof the enbodi nents descri bed herein
may be made wi thout departing fromthe spirit of the inventions. The
acconpanyi ng clainms and their equivalents are intended to cover such forns
or 15nodifications as would fall within the scope and spirit of the

i nventions. - 54 - CLAIM 1. A re-ggcryption key generator (30),

whi ch generates a re-encryption key required to obtain re-encrypted text
data, which is configured to be decrypted 5by nmeans of a second private key
of a second user device, by re- encrnglnqq:%n Egut decrypting, ciphertext
dat a obt ai ned by encrypting pl ai ntext dat’a y ans of a first public key

of a first user degvice fgm%¢§¥2§ Irstf%g.@&% ggp yogonwﬂiéhng 10first

storage neans (31) for stori ey corresponding to the

first public vt secQndl SEArRge ol S 9 a second
public key cé%%egsbﬁﬁiﬁb to the second prlvat e& o 594 first

random nunbercgeneidijtem neans d=34), f“mlc%glemf&ml@l@eéliétbé aqderyprager ;
and re-encryption key generation neans (34) for generating the

re-enchypti obykepabased en sddwrfd rativde st ke, a tder et ongke puddvtckey,
and the first random nunber. 2. The re-encryption key generator of
claim 1, 20char aet-eniczagptiimg, hati thue tr elesnoyptpitnon kgyhegernexatdoava means
(34) generates the re-encryption key based on the first private key, the
second publ i ebkeynegndyt e ciriviodti noamdernriiarierdd el épe musan s yo bfa cf phetr t ext
data before re encr&Ptlon
ey of a first user device, the generator

characterized by comprising:

10 first storage means (31) for storing a first private
key corresponding to the first public key;

second storage means (32) for storing a second public
key corresponding to the second private key;

first random number generation means (36) for

15 generating a first random number; and

re-encryption key generation means (34) for
generating the re-encryption key based on the first private
key, the second public key, and the first random number.

2. The re-encryption key generator of claim 1,

20 characterized in that the re-encryption key generation
means (34) generates the re-encryption key based on the
first private key, the second public key, and the first
random number independently of ciphertext data before
re-encryption.

25 3. The re-encryption key generator of claim 1,

characterized in that the first public key is generated

based on the first private key and a plurality of system



253. The re-encryption key generator of claim1l, characterized in that the
first public key is generated based on the first private key and a
plurality of system - 55 - fixed val ues, and t he second public key
i s generated based on the second private key and the plurality of system
fixed values. 54. The re-encryption key generator of claim2, characterized
in that when the first private key is rep sented by ski = (xi, yi, zi),

t he second private key is represented by §E (Xj, Vi, zj), the first
random nunber is represented by 0, the plurality of system fixed 10val ue

are represented hy. g,k apd 92 (for g, gl, and g2 E Gif bilinear map
groups as groups of prinme orders p |nclud|ng a bilinear map e G x GEH are

eopecti ve. syatemT keT VA haL RSy 5 S MBI AR Pt ancr ypti on

key, the re-gBebypt beAvker R Ia%&%qﬁlﬁ%mtyﬁls@guem Re Aklg (T or
x3+0+0 =xi 7 Rii2g7 Rip =x3 +fiztY.3 +0 when the first

public key isaflepsesented by pki, the 20first public key pki is described
by: pkg.= 4. The re-encryption key generator of claim 2,
characterized in that when the first private key is
represented by ski = (x3, yi, 23i)., the second private key
is represented by skj = (Xj, \'or Zj), the first random
number is represented by 0, the plurality of system fixed
10 value are represented by g, g1, and gy (for g, gj, and g2
€ G if bilinear map groups as groups of prime orders p
including a bilinear map e: G x G — G are represented by
G and Gp), letting P be a power index related to the
respective system fixed values (for gp = gB), and Rj 5 be

15 the re-encryption key, the re-encryption key Ri 4 is

described by:

Rij = (Rij1, Rij2, Rij3)

(for

246 By;+6 w2+ﬁy2+0

Rji= 9%, Rp=g =N Rag3 = i

when the first public key is represented by pkj, the

20 first public key pkij is described by:
pki = (X3, Y3, Yas, 2, Z13)

(for



-« 56 -~ Xi= gX, yl = glYi, Y2i = g2Yi , Z= gzi, Z1 = gi' when t he
second public key is represented by pkj, the first public key pkj is
described by: pkj=(.X (for X =gxj 9 Y.=g¥i Y =g¥i Z =gzj-gzj 111 9 2/2jj- 1
5), when the plaintext data is represented by m(for mE GI), a
second random nunber is represented by r, and the ciphertext data is
expressed by G (the bilinear map e: G X G * GI is expressed by e(,)), the
ci phertext data C is 10described by: G (CZX Cy, @z, C2z1, C3) (for
Cx =Xir, QY =yl.rQzZ = 275, C Z1= Zlir) C3 = e(glg2)g)r ) , when the
re-encrypted text data is represented by G 15(third, fourth, and fifth

random nunber s e re@fe nted b and ) he re:e rypted‘gext dat a
‘X[? i =49 yy Y2[z—929th %:

C is describe

),
when the second public key is represented by pkj, the

first public key Pk is described by§

pk; =X ,.%,,%,,.2,,7,;)

(for
iy v bi . .
X;=g".Y;=8" %=’ Z,=¢" . Z;=¢’

when the plaintext data is represented by m (for m €

Gr), a second random number is represented by r, and the
ciphertext data is expressed by Cj (the bilinear map e: G x
G — Gr is expressed by e(,)), the ciphertext data Cj is
10 described by:
Ci = (C2x, C2v, C2z, C2z1, C3)

(for

Cox=X{, Coy =Yof', Cog =72, Com =Zsi', Cy = e(qrp, g)" - m

)l .
when the re-encrypted text data is represented by C5
15 (third, fourth, and fifth random numbers are represented by
s, t, and k), the re-encrypted text data C5 is described
by:
Cj = (Cax", Coy", C2z", C2z1", Cs5x, Csy, Csz, C3)

(for



ci = (€2Xx', Yy, Cz', Ccz1", C5x, Cy, Cbz, C3) - 57 - Cl21x = CXs =
Xirs)2iy = @yt _ YO 21Z = C2Zk = Zirk) Cl2/Z1 c= 2zik CX = Hifi s C5Y =
j2-t, (-)5Z =R j3k ), and a relationship anong the plaintext data m the
re-encrypted text data cj, and the second private key ski is expressed by:
1 e(Coz,C2"z)(e(C5z,q'zi)) 711, = C3/e(C 5x x)e(C5Y, C2Y) 5 5. A
re-encryption apparatus (40) configured tg communi cate with a re-encryption
key generator (30), which generates a re- %cryption key required to obtain
re-encrypted text data, which is configured to be decrypted 10by neans of a
second private key of a second user device, by re-encrypting, vvithout
decrypti ng, hertext dat a obtalned by encryptlng plgln ext nmeans

of a first pu@ (key=oX;"a () I;G%? £ é§/| Gﬂ@r:azlgerl zed
4

by conpri sing: 155torage mean for stor‘izng the re encrypt| on key
received fromthe re-encryption key generator; re- enlcryptl on geans
% ou

(44) for obtaining the re-encrypted text data encpyp;
decrypting, the ciphertext data received Yom He’&YstR”m Oﬁ \H”

), and
a relationship among the plaintext data m, the

re-encrypted text data C5, and the second private key skj
is expressed by:
/ <e(csz,cgz))af7 <e(C5z,Cng)>51;
m = C3 e Y R S 7 e R
e(Csx,Coy) e(Csy, Coy)

5. A re-encryption apparatus (40) configured to
communicate with a refencryption key generator (30), which
generates a re-encryption key required to obtain
re-encrypted text data, which is configured to be decrypted

10 by means of a second private key of a second user device,
by re-encrypting, without decrypting, ciphertext data
obtained by encrypting plaintext data by means of a first
public key of a first.user device, the apparatus
characterized by comprising:

15 storage means (41) for storing the re-encryption key
received from the re-encryption key generator;

re-encryption means (44) for obtaining the
re-encrypted text data by re-encrypting, without
decrypting, the ciphertext data received from the first

20 user device by means of the re-encryption key in the

storage means; and

means (43) for transmitting the obtained re-encrypted



20user~ devi ce by neans of the re-encryption key in the storage neans; and
nmeans (43) for transmtting the obtained re-encrypted - 58 - text data to
t he second user devi ce, wherein the re-encryption key is generated
based on a first private key corresponding to the first public key, a
~second public key corresponding to the second private key, and a first
random nunber generated by the re-encryptg?n key generator. 6. The
re-encryption apparatus of claim5, characterized in that the re-encryption
key is generated independently of ciphertext data before re-encryption.

107. A progrg%k@uh%?aj§Ip§§%y%%%gﬁeahégfméggggeof a re-encryption key

generator (3 h generatés a re-encryption key required to obtain

re-encrypted text  gdaha; ireh Js SOEHOW & 1O, bes desky Pl €8 by 888NSn 08 a

second private key of a second user device, by 1l5re-encrypting, wthout

decrypting, e¢hpher bexivatal kbidimedgin®Eng WY i 1 pt 2t 9t exibTaE akdy, neans
of a first public key of a first user device, and which is stored in a

non-transi t ogyceadp pudyl-irce &bl rteymrgal itesli ton {iB)s ed died popvare key,
characterized by conprising: 20a first program code (33) for controlling

t he pr 6cessorntio aexécute ranaces siundpdorgemeta tred oy i rlse pe+emteyieyon
corresponding to the first public key in first storage neans (31) of the
re-encrypti ofekegegeretator; a second program code (ST31) for controlling

t he 25processor to execute processing for witing a second public key
correspondi ng to the S&oiEPIGAMREIRY RPN f of k3" neans (32) of the

re-encryption, ke enerator; - 59 - , ,
yp char%c%efized in that the re-encryption key is generated

independently of ciphertext data before re-encryption.

10 7. A program which is executed by a processor of a
re-encryption key generator (30), which generates a
re-encryption key required to obtain re-encrypted text
data, which is configured to be decrypted by means of a
second private key of a second user device, by

15 re-encrypting, without decrypting, ciphertext data obtained
by encrypting plaintext data by means of a first public key
of a first user device, and which is stored in a
ﬁon—transitory computer-readable storage medium (M3), the
program characterized by comprising:

20 a first program code (33) for controlling the
processor to execute processing for writing a first private
key corresponding to the fifst public key in first storage
means (31) of the re-encryption key generator;

a second program code (ST31) for controlling the

25 processor to execute processing for writing a second public

key corresponding to the second private key in second

storage means (32) of the re-encryption key generator;



a~third programcode (36) for controlling the processor to execute
processing for generating a first random nunber; and a fourth program code
(32) for controlling the 5processor to execute processing for generating
the re-encryption key based on the first private key, the second public
key, and the first random nunber. 8. The programof claim?7,
characterized in that the processing for nerating the re-encryption key
i s executed 10by the processor independengsy of ciphertext data before
re-encryption. 9. A program which is executed by a processor of a

re-encryption apparatus (40) configured comuni cate. Wth re-encryption
key gener at or (30)‘—’1,_at 1i°¢ch fyeerat ego elg’é@-e %?y%??%ﬂopéﬁﬁ/n?eg]ﬁ?red to

obtain re-encrypled bext, dala. Whigefhd S LaNt | G edkio. be; docf vpLed. by neans

of a second private key of a seco user i'ce, Dby re-encrypting, wthout

decrypting, ¢i-phent exinfat.a 0t ai ned by encrypting plaintext data by means
of a first public key 20of a first user device, and which is stored in a

hon-transitory conpuRirdiegtal) amstesage Iedi tor (MhierdDeiRbogham
characterized by conprising: a first program code (43) for

controbl i ng phedeseeesser dxeE@xed Hrodqeacassi Mg fosnaratimg tihe
25re-encryption key received fromthe re-encryption key generator in

st orage neanse(4hcrobtilom kevebasgdt icon @ppatiatats;privéte -key, tha second
program code (44) for controlling the processor to execute processing for
obt ai ni ng t heaceneherypptied keaxt aget £ty figrsnorarptamgyumbehout

decrypting, the ciphertext data received fromthe first Suser device by
neans of the re-e ry&hqmpqggpqm1q@“§lalm 7, characterized in that the

processing for generating the re-encryption key is executed
10 by the processor independently of ciphertext data before
re-encryption.
9. A program which is executed by a processor of a
re-encryption apparatus (40) configured to communicate with
a re-encryption key generator (30), which generates a
15 re-encryption key required to obtain re-encrypted text
data, which is configured to be decrypted by means of a
second private key of a second user device, by
re-encrypting, without decrypting, ciphertext data obtained
by encrypting plaintext data by means of a first public key
20 of a first user device, and which is stored in a
non-transitory computer-readable storage medium (M4), the
program characterized by comprising:
a first program code (43) for controlling the
processor to execute processing for writing the
25 re-encryption key received from the re-encryption key
generator in storage means (41) of the re-encryption

apparatus;



st orage neans; and a third programcode (ST43) for controlling the
processor to execute processing for transmtting the obtained re-encrypted
text data to the second user device, 10wherein the re-encryption key is
generated based on a first private key corresponding to the first public
key, a second public key corresponding to the second private key, and a
first random nunber generated by the re-egﬁryption key generator. 1510. A
program whi ch is executed by a processor an encryption apparatus (20)
configured to communicate with a re-encryption apparatus (40) using a

re-encryption key rqu!&&? to‘¥%ﬁ“£§é§'RﬂffyB%Pdcé§§t09€£§ %Qich IS

configured to be é%é?yﬁiedzﬁ§3 ans a second private eyg2 of a second

user devi ce, [ e- r.ypt | i i i e dat a obt ai ned
by encrypti né)q)élcae%ﬁ?é@xt%gaéta Lﬁ/e,gné{ayr)ls eoﬁg{gﬁfr%{g%% +$12ﬁ%ye(%? a first user

devi ce, and W@JQ%&f?ﬁﬁé&%%é%#]&EHHNBJrfgﬁgﬁé¥9béfwgytﬁiﬁﬂ abl e storage

medi um (M2), the program 25characteri'zed by conprising: a first program
code (22) fogee@RtQly, NGHN&IHRCOSSH db L0850 By OLLSH tige f OIryki ting
the first - 61 - public key in storage neans (21) of the encryption

appar asus; user @esgeceNhypmHENCDAhd ST2ndoFpchnt riody i g tihe processor
to execute processing for obtaining the 5ciphertext data by encrypting the
pl ai nt ext datsaoxrsigreg mdamsf;i regtd public key in the storage neans; and a
third program code (ST24) for controlling the processor to execute
processing for transgmimd my adrearnbteiaedSTs phereexconaral t ong hehe

re-encryption apparat us, _ o
processor to execute processing for transmitting the

obtained re-encrypted text data to the second user device,

10 wherein the re-encryption key is generated based on a
first private key corresponding to the first public key, a
second public key corresponding to the second private key,
and a first random number generated by the re-encryption
key generator.

15 10. A program which is executed by a processor of an
encryption apparatus (20) configured to communicate with a
re-encryption apparatus (40) using a re-encryption key
required to obtain re-encrypted text data, which is
configured to be decrypted by means Qf a second private key

20 of a second user device, by re-encrypting, without
decrypting, ciphertext data obtained by encrypting
plaintext data by means of a first public key of a first
user device, and which is stored in a non-transitory
computer-readable storage medium (M2), the program

25 characterized by comprising:

a first program code (22) for controlling the

processor to execute processing for writing the first



lOwherein the re-encryption key is generated based on a first private key
corresponding to the first public key, a second public key corresponding to
the second private key, and a first random nunber generated by the
re-encryption key generator (30). 1511. A programwhich is executed by a
decryption apparatus (50), which decrypts re-encrypted text data received
froman re-encryption apparatus (40) aiteélthg re-encryption apparatus
re-encrypts, wthout decrypting, plaintext data by neans of a first public
key of a first 20user device to obtain the re-encrypted text data

configured t .decrypt.ed ans of a on ri vate key .of second user
devi ce, and &H?gﬁgige t6Pe&%¥ﬁg§enoﬁgpfaé?ﬁﬁoé% ggﬁb&?%?: BaAdabl e st or age
nediun1(N6),angrgE9 5an1characterized by conprising: 25a first program

code (53) for controlling the processor to execute processing for witing

the second privatg kekdnl $rdfads WS (b )ofrdM&dRTF PR the 62 -
appar atus; and a second program code (54) for controllihg the

processor topeyeedterProceseicugef ofodeskiply Fhrt dd=BrAry WHeed text data
received fromthe re-encrypti on Sapparatus based on the second private key

i n the5st or agépheansxtodahbaby therpbainigexhedatl@intext dshwer eigirddieche
re-encryption key is generated based on a first private key correspondi ng
to the firstfpubki pukéyc &eyedondheubltiosakrey meamsgs@ordi ng to the second
private key, 10and a first random nunber generated by a re-encryption key
generator (30) whifchhgerepaiossamheade difdiafpt ifor kwptrolling the

processor to execute processing for transmitting the
obtained ciphertext data to the re-encryption apparatus,

10 wherein the re-encryption key is generated based on a
first private key corresponding to the first public key, a
second public key corresponding to the second private key,
and a first random number generated by the re-encryption
key generator (30).

15 11. A program which is executed by a decryption
apparatus (50), which decrypts re-encrypted text data
received from an re-encryption apparatus (40) after the
re-encryption apparatus re-encrypts, without decrypting,
plaintext data by means of a first public key of a first

20 user device to obtain the re-encrypted text data configured
to be decrypted by means of a second private key of a.
second user device, and which is stored in a non-transitory
computer-readable storage medium (M5), the program
characterized by comprising:

25 a first program code (53) for controlling the
processor to execute processing for writing the second

private key in storage means (51) of the decryption



12. The program of any one of clainms 9 to 11, characterized in that the
re-encryption key is generated independently of ciphertext data before
re-encryption. 15

10

15

apparatus; and

a second program code (54) for controlling the
processor to execute processing for decrypting the
re-encrypted text data received from the re-encryption
apparatus based on the second pri&ate key in the storage
means to obtain the plaintext data,

wherein the re-encryption key is generated based on a
first private key corresponding to the first public key, a
second public key corresponding to the second private key,
and a first random number generated by a re-encryption key
generator (30) which generates the re-encryption key.

12. The program of any one of claims 9 to 11,
characterized in that the re-encryption key is generated

independently of ciphertext data before re-encryption.



