TI TLE "METHOD FOR CODE GENERATI ON' FI ELD OF THE
I NVENTI ON The present invention relates to a nethod of

w@enenadeiisrg encrypti on codes to be used to encPgpPAU2006/001159

data. BACKGROUND COF THE | NVENTI ON The applicant’'s own
earlier International Patent application nunber
WO2004088917 di scl oses a system and net hod for
encrypting comuni cati on IQLESS a contmuni cati on
network, hi that document, the described system
utilises synchroni sed code generation nmeans at both

ends of the c‘quﬂdﬁl ] Rk »generation
nmeans each regular yﬁgggjé)jr?ﬁg%%ﬁg‘éﬁ?@gﬂ on, change

the codes used s t_at _any tine, encrypted nessages

sent from one paim&ﬁ&errectly

decoded by the encryption code that is current at that
The pregent Thyestieny slates tosmpthed of pencthting cacryplicutaies tgbet teed to

code to be able to maintain synchronization for
encexitelaged periods of tine. Wth many battery powered

devices, this arrangenent may be difficult to enpl oy.

The present iEWERGEROUND OFPFEEIRVAYRTEORE at least in
part the afomm—en%—pmm-g ng a net hod
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. of the present invention there is provided a nethod
dis¢lgses a system and method for encrypting communication across a communication

network. In that document, the described system utilises synchronised code generation
means at both ends of the communication link. The code generation means each
regularly, and in synchronization, change the codes used so that at any time, encrypted
messages sent from one party to another can be correctly decoded by the encryption code
that is current at that time.

This system requires the device calculating the code to be able to maintain
synchronization for extended periods of time. With many battery powered devices, this
arrangement may be difficult to employ.

The present invention attempts to overcome at least in part the aforementioned problem

by providing a method for generating changing codes for securing data.

SUMMARY OF THE INVENTION

In accordance with one aspect of the present invention there is provided a method for
generating codes for encrypting data of an encrypting device and for decrypting said data

by a decrypting device comprising the steps of:



generating codes for encrypting data of an encrypting
devi ce and for decrypting said data by a decrypting
walearoe6tHONPri sing the steps of : providi ng a pePGDAER006/001159
identification code to the encrypting device, the
personal identification code being known or obtainable
by the decrypting device; selecting froma set of code
proyédieg at iperondr RIRBfifda%ion €oder BNthe e@yp@peidatic@nthe personal
paraneter; and generating said encryption code for
: [ t] ' y an
deERBEHR e bl Rt 5 QI ROY YRR AR b
cyrrent code_.generati gn paraneter and the persona
selfef T £ S0 oA PAP PG LA aiiS gBRRuston parameter
eneration paranmeter is either known to the decrypting
an@evi ce based on its position in the sequence of said
code generation paraneters, or is transmtted to the
genbeatingphidncogribn eodaifol ehdraptirighthe detarof plid ¢igrygheivip devicaby an
generate the encryption code using the current code
alg@RiHeE akd ﬂgom&@m &4 furfefién HEhHE RRent 'cg@é‘éénfefa@i%h I@AnfeR4nd
and the algorithmto allow decryption of the data.
BRI EF DESCR| PTI ON OF THE DRAW NGS The present
thﬁ@%%%ﬁ#%%#%@%wo$%%ﬁge descri bed, by way of exanple,
W th reference to the acconpanyi.ng draw ngs, .in which:.
wherein thg cyrrpnt cqde gineration PamRtelss s e krpyan @gh%ﬁlmmg d§Hice
a sequence of code generation paraneters using an
basgtl goits positidreinie sequdviod ofkesdccale gendrtiong paFenggiers, o i tiagsmitted
tabl e of encryption codes generated in accordance with

to thB@eq@yBiERHevich y@htthmhe‘de@mﬁﬁhgdw@a&ﬁ GEncRdte BRABcryption code
generation paraneters of the table of Figure 1 and a

using the current code generation parameter, the personal identification code and the

algorithm to allow decryption of the data.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will now be described, by way of example, with reference to the
accompanying drawings, in which:

Figure 1 is a table of encryption codes generated from a sequence of code generation
parameters using an algorithm being an MD5 Hash algorithm;

Figure 2a is a table of encryption codes generated in accordance with the present
invention from the sequence of code generation parameters of the table of Figure 1 and a
personal identification code of a first encrypting user; and

Figure 2b is a table of encryption codes generated in accordance with the present
invention from the sequence of code generation parameters of the table of Figure 1 and a

personal identification code of a second encrypting user.



personal identification code of a first encrypting

user; and Figure 2b is a table of encryption codes
w@enensteed i n accordance with the present i nvePtT/an2006/001159

fromthe sequence of code generation paraneters of the

table of Figure 1 and a personal identification code

of a second encrypting user.DESCRI PTI ON OF THE

| NVENTI ON Thep i ¥ RIPTPONCOFATE INVENTEIdNd of securing
data by generaring encryption codes that nay be used

Thc:é3 ﬁgﬁ%{ %En}%gtgg a %@%ﬁ S gcgc@%(lﬁé l[jﬁg g? ggrié?gftgl%%)r}@gpﬁon codes that

decrypting device on an decrypting user. |n

mayy e upaskip ancrypiklataraviansacIyBiiRg davics ob e PRAILHE uses dBd tq Jpsrypt
change so that different encryption codes nmay be used

saitl alaen by yptledrygingadevict omiah fdeceypting jusers In Pagicelaer thetmethod
codes may be used by the encrypting user to encrypt

gefldhtas dRfyphibA BSdEs S5 Blihn@6 5OHSt AffSeATBABHPEbA Cotles Btapde ksed to
to the décrypting user. Alternatively, the data may be

encr.ypted : r [ 3
enGIBRURR AR ShERTE. The REARISIRL Aty HoRba b e diBiogne
be the sane as the decrypting user/device. The .
S YRS A DR BB N8 Cor Bl ORI @help s dsyping

paraneter that changes through a known sequence of
userod Bemetiealy thedatpmen heensrypted andstasedbibiba premRtingsaifor lter
Figure 1, the code generation paranmeters conprise a

ac&dsETh @hS QALE ke cdryptitigager/devic whaldrbei the tsiree bk tist decrypting
colum of the table. It wll be appreciated however

usééﬂ&&icfehe code generation paranmeters do not necessarily
need to be integers, sequential nunbers or decim

val ues. For, exanpl e, the code generati
TR LB PAR T RIGP G §ERar ey SRR AR through
appropriate algorithm Further, the c%d , genehr at i.o%. 1
alg@mmngoqﬁ;pog@gm@mt@g@ﬁmtem In the embodinient shown in Figure 1,

the code generation parameters comprise a simple sequence of integers as shown in the
first column of the table. It will be appreciated however that the code generation
parameters do not necessarily need to be integers, sequential numbers or decimal values.
For example, the code generation parameters may be pseudo random numbers generated
by an appropriate algorithm. Further, the code generation parameter may be represented
in a graphical format, for example as a character or symbol defined to represent a
corresponding binary value.

The table of Figure 1 shows a method of generating eﬁcryption codes based on the code
generation parameters that could be used to encrypt data transmitted between the
encrypting user and the decrypting user. The encryption codes are generated by applying
an algorithm to each of the code generation parameters to create a sequence of pseudo-

random encryption codes. In the embodiment shown, the algorithm used comprises an
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in a graphical format, for exanple as a character or
synbol defined to represent a correspondi ng binary

we 20000196The tabl e of Figure 1 shows a net hod OPCT/AU2006/001159
generating encryption codes based on the code
generation paraneters that could be used to encrypt
data transmtted between the encrypting user and the

MIOS E P4 SYethihS Rwill DB @presibitRhbRBydr deke Sthat SlgaeihedsadhBheised
applying an algorithmto each of the code generation
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al gorithm used conpri ses anVD5 Has rith [t wll
thapay, gpsraie og theo %&‘E&‘Féﬁtlo{lﬂi’éﬁnﬁ%éucgﬂﬁéﬁg 81 ﬁ’gﬂq ecase

used to achieve the desired result. The termal gorithm
of 4 binatyswde gentratwngracaongierss any function that may
operate on the code generation paranmeter, such asXOR

Th3méth@hinap bé fideditd gérdeeate as enc@fptRdnRbidstthCatteyHiap asatd &dd to
paranmeter. This nethod may be used to generate an

en(g'g;gtrdépat. iTgQ d@&g@%@[ %ﬁ%pﬁ SRS AL DL HSIRE i:o?iee%ﬂeljéﬁo 1 parameter

rypt data. crypti'ng user 1s also Pprovi
with the co geperati on paraneter sequence.and
sedhlit A hEor Y L P QoMo R ROy SABPER 9 both the
known to both the encrypting user and the decrypting
enGYRingavT ttRe s dewypiing beer wee dherefosnepy e uged 40 encrypt data

transmtted between the encrypting user and the

trankaittyd bietvgpei IBE endrppting ngr tahdtthé decrghetirgy pder.NBnsusiap that the
knows the current code generation paraneter may be

decgg;sthfgrﬁ%ﬂkmwsath% Wobah! ®dERERQG S aRstes AP IbY péffbAfled by a

e next code generation paraneter in the sequence for

. h Lcat.ion in [ of ' '
o ATl bl R B SR b BB PP Mg peauence
Alternatively, the current code generation parangeter
foregch epmmpnigatignip @ gengs S coMEBHEHORsY hehyecndas encyyptipg user and

decrypting user, for exanple in the header of
the decrypting user. Alternatively, the current code generation parameter may be

transmitted from the encrypting user to the decrypting user, for example in the header of
the transmitted data.

The encryption code is then generated only at the time required by the encrypting user for
encrypting and transmitting, and the decrypting user for receiving and decrypting the
transmitted message. The encryption codes previously used or to be used in the future are
not stored at either the sending or receiving ends.

The tables of Figures 2a and 2b show the method in accordance with the present
invention, in which the above mentioned method is modified to produce different
encryption codes for different encrypting users. In the embodiment of the invention as
shown in Figures 2a .and 2b, the code generation parameter is again a sequence of

integers. Each encrypting user using the method of the present invention is provided with
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the transmtted data. The encryption code is then

generated only at the tine required by the encrypting
wais@r/ofwi4 encrypting and transmtting, and thePCT/AU2006/001159

decrypting user for receiving and decrypting the

transmtted nmessage. The encryption codes previously

used or to be used in the future are not stored at

a pSisdifised 8ntHRAAONEL IR as'sBEWH Ui thE seRBfkScolUhR of BtaBRs 6f Figures
Figures 2a and 2b show the nmethod in accordance with

th resent invention, in which the above nentioned
2aﬁ%fﬂ§d is nodified to produce different encryption
codes for different encrypting, users. |n the,

The RASEHLIABIPOeSArE BRCTARFOR H1OGHDSLaaRb S WY @PIQMP& theMD3 figsh
2b, the code generation paranmeter is again a sequence
algofithinntoeapeoduct B4 tte code gyrprativg pasanetersind ghe prssamel idewtifishtion

the present invention is provided witha personalised

codel&Ré bAdrFRton@Dd&sddvevasSm nkfteds applghipdomelotien fiaktion
the tables of Figures 2a and 2b. The encryption codes

of Fe g R ek, B pE B e lon R A Bt sy
paranmeter and the personal identificatio de. Th

bR B ish AR OS HBRCDE R L s anep i SmBglisp ofegits

_ sone other function of the code generation paraneter

in adidferanesed ef ensrmtion dedesibping aﬁm%ﬂeg fodl @ first gRCTHEEEIS Yy 3SShown
bei ng the product. As can be seen, the inclusion of

in FigereParnsad B &dcond emdriptingaiséras shodeinfégurt 21, The uae of an algorithm
different set of encryption codes being generated for

suh 44 4 Sle ROF hYIRLLADts Y8 SheryRforSEyAN tHaf) if i'n%ﬂée?te%@ wWAH Rake it

second encrypting user as shown in Figure 2b. The use

. af al,gorithm such as a.o0 h, r.es y
i T B T rleb Rl e Sp R MRt B8 SR L pppmeter

difficult for the interceptor to use to identify
seqenpeer the persenid dsafilisation sadsar anet er

For communications between various users, it may be required to employ a central code
generation server that includes information including the personal identification codes of
each user. As each user has only information of their own personal identification code
and not the personal identification codes of other users, communication between users
would need to be transmitted via the server. However some groups of users may utilise
the same personal identification code. These users would therefore form a closed group in
which direct communication would be possible without the need to obtain the personal
identification code of other users.

The above mentioned method allows the use of a system having changing encryption
codes without the need to having complete synchronisation in code generation at the
sender and receiver ends. The method is therefore more suitable for devices such as

mobile phones in which synchronisation may be more difficult to maintain,
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sequence or the personal identification code. For
communi cati ons between various users, it may be

WO egaiorw4 t o enpl oy a central code generati on BEF/%B2006/001159
that includes information including the personal
identification codes of each user. As each user has
only information of their own personal identification

S 11810 ehSRBRAbA hid§ Bk ki 4 N enefPeexOiformation
Inlglte er usggr@,}ecdg%mni cation bgtv\eegﬁﬁ’gersn\/\gﬁ d need to

be . 1 tted, vi he . .
reafiubET RRPet Fbote BoondS a8 e Gl oS R KRBT LR B o
implamgeg 1 2% 0BT T2 8 TP 0ei b e JpPldaton

Wi thout the need to obtain the personal identification
softwate podvideshibe fusaionalityhd geheratiomefh thicomstyptienfdeeyptianogesdes

the use of a system havi ng changi ng encrypti on codes
(thefebP Aldwihp endig@tbrl dechgvibdies@ifel ptevicglydtumo thesaté gonetation

code generation at the sender and receiver ends. The

paﬂngi?%?gnél erb Gl Rk \'Iﬁcfagﬁﬁ @o&gjﬁho ér?oﬁapfdeﬁﬁ‘i’éaﬁglzc&ié%‘eﬁﬁcted

€ pnones 1 n syncnr I sat1 on nmay nore

ifficult t intain.]n il e.phopes for ex | e, .
to PhriAtda Haghee SimPReatEn SHBPYHE o7 R BTG i he
transmtted between nobile phones in the formof sns
code s thyswentthas arpbesad gravinyassieserist aheys, éPramoyadea seOfPhenes
application software on the nobile phone. The
ha@ipp thecahieqrrsoailtidatdicpiiaviodess proeidbd teach msdriof yhecgroup. The
generation of the encryption/decryption codes (thereby

pe?s?hﬁ%ﬂl@ﬁ@ﬁgfenyogﬁé BhReR ?Y@Iiélé?lrﬁl 1149h6hé PRGeOIre Mafkks kich that

omthe co eneration paranmeter and personal
identification code. .The persopal i | f] ' :
o 4s5F G sopals VP BOAB AT el P i che b Tuchitftation
i mpl enentation without the user actually know ng the
cogdde. In the event that a closed group, as described
above, is enployed, a set of phones )
A remote means for purging the personal identification code or disabling the application

software will also be provided. For example, the application software may include the
ability to recognize one or more command messages transmitted to the device. The
command messages will include a command that upon receipt by the application software
either purges the personal identification code so that no transmissions can be encrypted or
decrypted, or entirely disables the application software. In the event that an
encrypting/decrypting device is lost or stolen, such a command may be sent to prevent
unauthorised access. In the case of encrypted sms messages between mobile phones,
certain characters may be used to indicate that the information transmitted comprises a
system command, rather than a text message.

As described previou.sly, the method may be employed for encrypting data for the

purpose of storage and later retrieval by the same user. The use of constantly changing

6



havi ng the sanme personal identification code is
provided to each user of the group. The persona

w0 d@nvideicat i on code woul d be provided in the PODAB2G0K001159
a secure manner such that a user, or soneone who
obt ai ns the phone cannot uncover the persona
identification code. A renote neans for purging the

en&gﬁtfo%n@({dels Wt d h@@ér's%}fet? Qﬂﬁ 287 a1 S SBRY §RE dshe One-Way Hash

cation so twar e so be provided. For

exa th ation. s

ARy o e B B ech oG ety neU g e cach
transmtted to the device. The command nmessages W||

engryeted desa Hleto rinsdvidually dsenpicd éad prengptainiag %S of sqmegpdes
software either purges the personal identification

gedsted souldhat anew disaasdty sfihessqueace dicodn genguaten marameters.
decrypted, or entirely disables the application
software. In the event that an encrypting/decrypting
device is lost or stolen, such a coomand may be sent

It tbsr%sngg?cgtga ttﬁ,g Vggxge't}z ﬂgﬁﬁ& B2 ﬁerf&% fig?ocl‘%?s?lg% ﬁgans trogllc}]ed to
characters may be used to, i hat the
the senderrand irensiver dndsrithe cogt r@bﬂ%’-‘f talle s ¥t em command,
rather than a text nessage. As descri bed previously
Modificatisnk ank vaiatibes armpddy &d apparens he o sigtlehepdaesses 4 Fieftnlifél to
pur pose of storage and |later retrieval by the sane
bel’lﬁﬁﬁn thENRoptsSEr tRE presdi irdiehiion changi ngencrypti on codes
that are never stored and an al gorithm such as a
One-Way Hash Al gorithm neans that decrypting a
significant anount of data would require each
encrypted data file to be individually decrypted and
even obtai ning sanes of sone codes generated woul d not
al | ow di scovery of the sequence of code generation
paraneters. It is expected that the above nethod woul d
be perforned processing neans provided to



t he sender and receiver under the control of suitable

software. Moddifications and variations as woul d be
wappanewst4to a skill ed addressee are deened t oP@EAU2006/001159

within the scope of the present inventionCLAIMS 1. A

met hod for generating codes for encrypting data of an

encrypting device and for decrypting said data by a

decrypting device conprigLAgvishe steps of: providing a

personal identification™code to the encrypting device,

t he personal identification code being known or

obt ai nabl e by the decrypting device; selecting froma

set of co gener ati on. par anet er.s current caode .
L. gené%rlalﬁ%eg ?gageaﬁré%lag codes 30rge@ﬁw3f1$ ﬁ@ta 5 Py eRGTES degige and
code for encrypting the data of the encrypting device
fortslgcrypting spod datanby & a@r)aitige devineredraprgingthesteps Pbn of t he
current code generation paranmeter and the personal
prdviding i f ipgRbhanideatfcatioheswientd fige eneryptiig cediee, the personal
generation paranmeter is either known to the decrypting

iddiBHEARNRBIE Heif chdin BOSBhn AN bY tidRcABANEBERCO! sal d

e generation paraneters, is tr tted to the

decrypting device such that the decrypti devi.ce can . .
selffia e ST S G PORY PROREE H e o e i et
eneration paraneter, the personal identification code

angnd the algorithmto all ow decryption of the data. 2.
A method for generating codes in accordance with claim
geflgratidppoait¢rerymsied code fdrahetyhng thd elagperfehatncoyptingrdamet by an
is transmtted to the decrypting device with the
al PR Rh& Hlg8lAathdh being a function of the current code generation parameter and
the personal identification code;
wherein the current code generation parameter is either known to the decrypting device
based on its position in the sequence of said code generation parameters, or is transmitted
to the decrypting device such that the decrypting device can generate the encryption code

using the current code generation parameter, the personal identification code and the

algorithm to allow decryption of the data.

2. A method for generating codes in accordance with claim 1, characterised in that
the code generation parameter is transmitted to the decrypting device with the encrypted

data.

3. A method for generating codes in accordance with claim 1 or 2, characterised in
that the encrypting device transmits to the decrypting device encrypted data having

header information and the header information includes information from which the



3. A nethod for generating codes in accordance with
claim1l or 2, characterised in that the encrypting
walea7o®6t4 ansmits to the decrypting devi ce encPGpPABE2D06/001159
dat a havi ng header information and the header
i nformation includes information from which
t hedecrypting device can identify the code generation
et ibiP ParathetefrdiRirb@ebrideéryption.
o BB lec BTN, (b Lo MRl Berpthetolh RO fbr datyp
characterised in that the selection of the code
generation paraneters conprises selecting the next
code generation paraneter fromthe sequence of cade,
4. gendy mether fgyenerating cadse i aceordancs with ?Ciélafu T chgrepigrised in that
encrypt data. 5. A nethod for generating codes in
theaselentidanafethei dokle @enératich petarneters eoinprisksi selecting thenaext code
code generation paraneters conprise a sequence of
geﬁé?&tﬁglcejﬁa?améter HofEihb Rty defte gPaRIAehHGiGOPRGmEeRT each time is it
accordance wi th any one of the preceding clains,
charact eri in that the algorithm conprises a
rm&wgg%%éugﬁgﬁgglgorithn1 7. A nethod for generating
codes in accordance with any one of the preceding
clainms, characterised in that the encryption code is
generated by applying the algorithmto the product of
5.1 he A ngthoddorgeatiating pedea freacsprdanes Wil clgin 4 ghgracterised in that
identification code. 8. A nethod for generating codes
thé SbRGeREERGICRrvhétBrsadhppisea eéquehe ¢liireges.ng cl ai s,
characterised in that the personal identification code
of the encrypting device and the receiving device are
the same. 9. A nethod for generating codes in

accoydance, wi th any one, of. cl aj f. :
6.cha &Ifeg}i“?dsga %eﬂer?%%’t o9qes 1y 38?%’%?%}0%& lgle%yc%neogg the preceding
t he personal jdentjfication code of the e rs%p [ niglgp
claimgi eharactesigehingbaitthaploedbe ¢ranRitsst # SneEmie? éﬁﬁ% ed
to both the encryptingand decrypting devices via a
communi cati ons net wor k.
7. A method for generating codes in accordance with any one of the preceding

claims, characterised in that the encryption code is generated by applying the algorithm to

the product of the code generation parameter and the personal identification code.

8. A method for generating codes in accordance with any one of the preceding
claims, characterised in that the personal identification code of the encrypting device and

the receiving device are the same.

9. A method for generating codes in accordance with any one of claims 1 to 7,
characterised in that the decrypting device obtains the personal identification code of the

encrypting device from a central code generation server connected to both the encrypting
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10. A nethod for generating codes in accordance wth

claim9, characterised in that the comruni cations
wmeiorordeld s the Internet: 11. A nethod for genBCEAUZY6/001159

codes in accordance with any one of the preceding

clainms, characterised in that a neans for renotely

purgi ng the personal identification code fromthe
andléarytping rigvidesrvie @ cofmndinsabibhdwgktivbik. decrypti ng devi ce

fromdecrypting and received data is provided. 12. A

nmet hod for generating codes in accordance with any one

of the preceding clains, characterised in that the

encrypting.and decrypti ng devi.ces ar.e.i. ement ed as
100 B i B el e R s eie T B e tha

generating codes in accordance with claim 12,
thequpummieationeaetpark is she Intpangteans for di sabling t he

decrypting device disables the application software.

14. A nethod for generating codes in accordance with

claim12 or 13, characterised in that the neans for

11.r empt @kthoB YO bAMRrdiE Jof ' ik GAaL i
t he decr;c/)pti ng d(revi ged%oéssgiiqgégg{({aﬁgg Yﬁgcﬁgcﬁsggﬁﬁgpié&mlg

:H’:fél i ﬁgraétrer?ggdqg Hhat pat | Q%xﬁ?ﬁ{t f’etngogel? %W{Eﬁlggd ﬁag\rneegsg)i_nglelgeliﬂ&cation

cl
header Tnformation tr

O

code from the decrypting device or disabling the decrypting device from decrypting and

received data is provided.

12. A method for generating codes in accordance with any one of the preceding
claims, characterised in that the encrypting and decrypting devices are implemented as

application software on the device.

13, Amethod for generating codes in accordance with claim 12, characterised in that

the means for disabling the decrypting device disables the application software.

14, A method for generating codes in accordance with claim 12 or 13, characterised
in that the means for remotely purging the personal identification code from the
decrypting device or disabling the decrypting device from decrypting acts on commands

received in header information transmitted to the device.
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