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A CRYPTOGRAPHIC COMMUNICATIONS
' METHOD AND SYSTEM

The present invention relates to a cryptographic method and system and, in

particular to 2 smart card and method of initialising a smart card.

Cryptographic techniques arc used 1o cnaypt and dearypt scasitive
communications between two terminals. A particular problem exists in cns.uring s-ccurc
communications between credit cards and a central processing station, or host, and the
problem becomes morc acute with respect 10 smarnt cards, which arc intended 10 transmit
and receive sensitive data. Conventional cncryption techniques require that the smart card
have a secret key before any seasitive data can be loaded onto the card. Present solutions
for smart cards arc usually bascd .around onc of two techniqucs. The' ﬁrs_t involves
loading the card with sccret information through a physically sccurc cétﬂfnuniations
channel, which unfortunately is not alway# practical. The sccond tcchﬁiquc involves
relying on the card manufacturer to place an initial secret key on the card, and the card

owner then uscs the secret key 10 load the sensitive' data required for card applications.

Unfortunately, the card manufacturer then has at its disposal all of the information

necessary to decipher communications with the card and to recover any sccret information

loaded on the card.

European -patcm publication 138386 dcscribes 'a' system for smart card
communication with a host where the cncryption and decryption keys arc gencrated
internally by the card and the host on the basis of a random number gcncratcd by the host
and a ptc—assignc:_i codc number PIN allocated to the card. The system, however, again
suffers from thic disadvantage that the pre-assigned code number needs 0 be stored ia
the card on manufacture or clse™ it nilist_' be pl.a.ocd on the Gmd'_ir': a Physiczﬂy secure

cavironmeat. If the pre-assigned code number PN cannot be transferred in a physically
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. Ssecurc cavironment, then there is 2 nsk it may become known 10 someonc other than an

authoriscd uscr. The card could then be uscd in an unauthorised manncr by simply
providing an approprnatc random numbcr to the card, oncc the PN and logic uscd to
gencrated the cnaryption key are known. 1t is therefore advantagcous to providc a systcm
which could be uscd for smant cards, and which docs not requirc any third panty to be, |
provided with information from which an cncryption key can be simply derived. or a

sccurc cnvironment within which a pre—assigned code number must be transferred.

Maost encryption techniques usc a kcy which is generally a large number on which
thc coaryption and decryption processes arc b-as<:d. Public key encryption techniques,
whcrc the transmitting terminal cmploys a public kcy 10 cncrypt the transmitted data, and
the rcoci\ing'£cnninal uscs: a sccret key to dearypt the data, have been f.ound. to be
particulady advantagcous.. Data can be readily coarypted widxout rcquiring a secret key;
yct cacrypted communications cannot be intcrocpted and then daﬁyptod without
knowledge of the scoret key. The scaret key needs 1o be such that it is related to the
public key but cannot be cfficicatly derived from the [;ubiic key. An caayption method
whiich uses such a public key and sccres key technique-is known s the RSA method, and
is described in USS. patent specification 4,405,829, According to thé RSA method, a
message M is eacrypted into ciphertext C using the following: '

C = M“(mod n)

where n = p.q, p and q arc pamc numbers and ¢ is' a number relatively’ prime (¢

(p-1)(q-1)- The message, or plaintext, is reconstructed from the transmitted ciphertext
using the foltowing:.

M = C%mod n)

where d is determined from p,q and c by the following rclationship:

cd = 1 (mod (fam (p-1).{q-1)))

lcm being the acronym for lcast common multiple. The cxponcat ¢ and the modulus n
arc uscd as the public key and the primes p and q and cxponcnt d arc kept secret and
coastitute the ‘sccret key. Provided n is madc sufficicntly large, such as 512 bits, the
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primes cannot be cfficieatly detcrmincd from n. The RSA mcthod, however, is

computationally intcnsive and is primarly suitable for powerful processing systems.

Public key techniques, or algorithms, being computationally intensive have been
considered 100 slow to cxccute and requiring t00 much memory in order to be practical
for usc on smart cards without additional specialiscd hardwarc. Most smart cards have
vc':y- limited memory for both data and pmgiam storage, and cmploy miaopMom,
such as 8 bit microprdocssor, which arc very slow comparcd with morc powerful
processors cmployed in personal computers and computer workstations. Many smart card
applications require all of thc program memory available on the card, and as much
memory as ‘passiblc for data, which renders permancnt hardwarc and  software

implementations of public key algorithms -impractical.

The present invention provides a cryptogmphic communications mcthod
comprising:

storing a random key-on a smant card;

cocrypting said random key on the -basis of a public key and providing the
encrypted random key to a central processing station; |

" decrypting said cncrypted random key at said central station on the basis of a

sccret key; |

cncrypting datz on the basis of said random key and transmitting the encrypted

data from said central station to said smart card; and
decrypting the encrypted data at said smart card on the basis of said random kcy.

The present invention also provides a communications systcm comprising Smart
card means and a central processing station, said smart card means incluging:
mcans for storing 2 random key on-a smant card,
micans for cncrypting said. random: key on the basis of a public key, and
mecans for decrypting data encrypted on the basis of said random key; and
said central station including:
mcaans for déaypting the encrypted random key on the basis of a secret

key, and
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mecans for cncrypting data on the basis of s2id random kcv and

transmitting the cncrypted data to said smart card.

The present invention further prov{dcs a mcthod of initialising 4 smart card
comprising:

generating a random key;

storing said random kecy in 2 memory arca of said smart card which 1s not
externally addressable;

encrypting said random key on the basis of a public key;

providing a central processing station with the encrypted .ra.ndom key;

_ decrypting said encrypted random k;y at said central station on the basis of &

secret key; . U

chcryﬁting sccret data at said central station on the basis of said random key;

transmitting the encrypted secret data to said smart card; and

decrypting said encrypted sccret data at said smart card on the basis of said

random key.

The present invention also provides a smart card comprising:
read protected memory for storing a random key and a public key;
means for encrypting said random key on the basis of said public key; and

means for decrypting encrypted data on the basis of said random key.

A preferred embodiment of the present invention is hereinafter described with
reference to the accompanying drawing, wherein:

_Figurr; 1 is a block diagram of a preferred communication system according to the

present invention.

A_communicatious system 2, as shown in Figilrc 1, includes a key generation
ccntre 4 and a smart card 6. The key gencration centre (KGC) 4 is a cential host station
and inciudcs a processing s_\'stcr;n 8 connected to 2 memory storage unit 10. The KGC
may be implemented by a personal computer 9. The processing unit 8 is adapted to be

connected to the smart card 6 by a public switched teleccommunications network (PSTNN)
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12 on a tclccommunications linc 14. The KGC 4 storcs in the unit 10 information on all
of thc smant cards 6 which can bc connccied 0 the processing system 8, and the
information is stored with reference to the scrial numbers of the cards 6. The smart cards

6 cach includc an 8 bit microprocessor 16, EEPROM mcmoty 18, a truc random number

generator 19, and a communications interface 20 for conncction to the linc 14 or (0 an .

intcrmediary terminal, such as a smart card reader 21, connected 1o the line 14 and which
is able to communicate with the computer 9 of the KGC 4. The EEPROM 18 inch'sdcs
an arca 23 of rcad protected memory and another area 25 for the sxéragc of codc 10 be
exccuted from the EEPROM 18. The arca 25 is alse preferably rcad protected. The read
protected arca 23 cannot be addressed by an extcinal device. The card 6 also includes
a respective scrial number storéd thercin.  The card reader 21 may be part of a
point—of—sale: (POS) tcrminal. The card 6 and the KGC 4 may bc associated with 2
banki'ng system or a mobile tcleccommunications system whercin  mobile
tcleccommunications terminals arc provided which can only bc uscd when a smart card

6 with appropriatc authcnﬁating data is inserted in a tcm_iinal.
The computer 9 of the KGC 4 and the smart card 6 include softwarc to computc
a Mont_power function dcfined as follows:
Mont_power(a,bm) = a® « @H® " (mod m)

where in the picferred implementation R = 512, The exponent b for encryption on the
smart card 6 is sclocted to be small and cqual to 3. The Mont_power furiction is 3

. variation of thc RSA algorithm which improves {he performance and program size of the

RSA algorithm by using the Montgomcery modulo reduction method discusscd in P.L.
Montgc){ncry. “"Modular Muluplication without .‘I‘rial Division~, Mathcmatics of
Computation, Vol. 44, No. 170, pp 519-521, April 198S, hercin incorporated by
reference.  The anticle discusses an efficient algomhm for cxccuting the Mont_powct
ﬁncﬁom The modulo reduction step cam bc incorporated in @ multi—precision
multiplication loop 10 calculate the Mont _pow& ‘function. The modulo reduction Step
iavolves scrting least significant bits to zero and shifing the resultant bits at cach
multiplication stcp. This is particularly advantagcous as it removes the need © perform

computationally intcusive long division.
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The corﬁputcr 9 also includes software to generate the large compositc number,
m, which is difficult to factorise, 2*'' < m < 2***, from the product of two primes, p and
q, cach of which produces a remainder of 2 when divided by 3,ic.pmod 3 =2, and q
mod 3 =2, and arc such that (p— 1)(q-1) is not divisible by.3.

" The EEPROM 18 of the smart card 6 is loaded with executable program code to
extend the standard application and communications functions of the card 6 to include
the following routines:

1. A Cl1 routine 10 generate a 512 bit random number, r, using the random number
generator 19, such that 2! < r < m, and store t in the read protected part 23 of the

EEPROM 18.

2. A C2 routine 1o calculatc and output on the communications interface 20
X= Mont_powcr (r.3,m), which is r encrypted by the Mont_power function using an
exponent of 3.

3. A C3 routine which inputs 512 bits of data and exclusive-ORs the data with T,
and stores the result in the read protected arca 23. The mutinc then deletes m, r and

routines C1, C2 and C3.

To establish the communications system 2, the KGC 4 generates the two primecs,
P and q, as discussed previously, such that factorisation of the product of p and q is
mfc351blc The primes are generated for each card 6, or for a batch 22 of cards 6 which
would make thc manufacturing process simpler. The KGC 4 is then able to calculate
m=pgq, ¢ = (p—-1Xq-1) and the decryption key d, where 3d = 1 mod ¢. Plaintext z
encrypted using “Mont_power (z,_3,ni) can then be dcqryﬁicd using the Mont_power
function as follows:
(@) « @ « @ mod(m)

Mo @« @Y modm)

238 < (2-11)36-1 mod(m)
z mod (m)

Mont_power(Mont_power(z,3,m).d,m)

m mowm om

as 7** = Z mod m for any integer Z, 0 < Z <m.

The RSA encryprion algorithm nommally utilises large exponcats, and the usc of

ERIRSE AR ]
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a small cxponent of 3 is particularly advantageous as it cnablcs the smart card 6 o
exccute the public encryption function of RSA, using thc Mont_power function, in a
rcasonable amount of time with small program size and memory usage, notwithstanding

the limited power of the processor 16.

The KGC 4 provides the scrial numbers and the products m to a card
manufacturer (CM) who makes a batch 22 of cards 6. The product m is given
confidentially to the card manufacturer as it can be used as a basis for detcrmining the
authenticity or validity of the card 6 during subsequent communications with the KGC
4 at a POS outlct, as discussed hereinafter. The primes p and q, ¢ and the sccret key d
arc alt kept sccret and arc stored in the storage unit 10 of the KGC 4 against a scrial

number of a card 6.

The card manufacturer stores m in the read protected part 23 of the EEPROM 18,
and stores the program code, including the routines C1, C2 and (3, in the arca 25.
Exccution of the program code may be protected by a requirement that a personal scrial

number (PIN) be provided for execution 0 occur.

Following manufacture, thc; CM distributes the cards to the point of sale (POS})
outlets where a card 6 can be sold to a customer. On having sold a card 6 to a customer,
it is connected to a point of salc tcrminal 21 and the card 6 opcrates to execute the Cl
routine and gencrate intemally a random number r. The card 6 thea executes the C2
public key cacryption routinc and outputs x and the scrial aumber to the KGC 4 on the
line 14. Thc random n_u_mbcr.r and the serial number are stored ‘at the KGC 4 after
decrypting x using r = Mont_power (x.d,m). The KGC 4 then produces an application,
master or autheatication key K; as a mn&om valuc for the card and this is transmittcd
with any other scﬁsiti-vc and sccret information, such as a GSM subscriber identifier
number for a GSM digital telccommunications network, to the card 6. The applicaiion.
key K; and the other scnsitive information are encrypted for transmission to the card 6
on the basis of thc random number r. The cncryption technique is simply
exdlusive-ORing r with K; and the dtht_:r sensitive data to obtain ciphertext X. The card -
6 is able to decrypt X to obtain the application key and the other data on the basis of the
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r = Moat_power (x.dm). Sccret information can then be sent 10 the card 6 by
exclusive~ORing Ithc sccret data with r, and then receiving and decrvpting the sceret dat-a
using the card routine C3, as discussed previously. Information gencrated intemnally by
the card 6, such as the value x, can bec used 10 authenticate the card instcad of the
modulus m. The CM and POS outlets arc siill not able to obtain the random key ¢

without destroying the integritv of the card 6.

When the CM exccutes the routine C1 and C2, they may, instcad of being
cxecuted on the card, be exccuted on a device connected to the card which has a secure
communications cnvironment with the card 6. This. of course, does significantly reduce

the sccurity of the system as the random number 1 is not gencrated on the card 6.
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key r stored therein which is simply exclusive—ORed with X using the C3 routinc. Once
the application kcy and the other data have been stored on the card 6 and the routine C3
complcted the card can be allowed to leave the point of sale. The application key is uscd

in applications which arc loaded on the sman card 6, and can bc uscd as a basis for

generation of scssion Keys for subsequent communications.

The routines CI, C2 and C3 and m and r arc crased by the routine C3 after the
authcatication kcy and the other data has b<;.cn stored on thc ‘card 6 so as to
advantagcously allow the card 6 to usc the memory spacc previously occupicd by the
routincs and m and r. Thercfore the card § which reccives -(hc initial sccret data only
needs to perform the public encryption part of the RSA algorithm and the mcmory used
10 exccutc this part is recovered after the sccret data is rcceived.  Public key

ayptosystems arc not conventionally used in this manncr.

The above method of sending the seasitive data from the KGC4tothe card 6 is
a!so particularly advantageous as the modulus m can be gwcn to the mrd manufacturer
t'or placcment on the card without the manufacturer gaining any addxuonai information
which would assist in recovering any sccret data to be passed to the card 6. The
encryption ey r is-gencrated and stored internally within the card without requiring the
key r to be divulged to any third party, such as the card manufacturer, the personncl at
the point of salc oud& or thc customer. As r is intemally gencrated and stored it can

only be obtained by destroying the integrity of ihe card 6.

Altcmatively, the card manufacturer can be asked 10 executc the routines C1 and

Q2 once the card has been manufactured so s to store the key r in'the cards pror to

dxspatch to POS outlets. The cipher value x produced by the routine C2 is sent (o the
KGC 4 vﬁ(h-dlc corresponding scrial number of cach card 6. The scral numbers and
comresponding x vatues of the cards 6 arc placed in a securc file which:' is protected from
modifications and pamcd to the KGC 4 for storage 'thcrcin. The cards 6 arc then.
distributed, and on connecting the card 6 10 a card reader 21 at a POS tcrminal, the card
6 scads its scrial numbr 10 the KGC 4. The KGC 4 accesses the corsponding x value
on the basis of thc scrial numbcr, and decrypts the x valuc 1o obtain 1 using
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CLAIMS:

1. A cryptographic communications mcthod comprising:

storing a random key on a smart card; ‘

encrypting said random key on the basis of a public key and providing the
encrypted random key to a central processing station; |

dccryéting said cncrypted random key at said central station on the basis‘ of a
secret key;

encrypting data on 'thc basis. of said random key and transmitting the encrypted

data from said central station to said smart card; and

decrypting the encrypted data at said smart card on the basis of said random key

2 A communications method as claimed in claim 1, wherein said random key i

Ao

stored in a memory area of said smart card which is not externally addressable.

3. A communications method as claimed in claim 2, whercin said data includes an

application key for said card.

4. A communications method as claimed in claim 3, including gencrating said

random key on said smart card.

5. A communications method as claimed in claim 4, including deleting at lcast oni:
said random key, said public key and program code for encrypting on the basis of said

public key, after receiving said data.

6. A communications method as claimed in claim 5, including storing an
identification number on said smart card, transmitting said identification number to said

central station, and accessing said sccret key at said central station on the basis of said

identification numbecr.

7. A communications method as claimed in claim 6. including generating said public

and sccrct keys at said station and storing said sccret key on the basis of said

¥
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identification number.

8. A communications mcthod as claimed in claim 7, wherein said public and sccret

kcys are unique for said smart card.

9. A communications method as claimed in claim 7, wherein said public and sccret

keys are unique for a batch of smart cards.

10. " A communications mecthod as claimed in claim 7, whercin the pubic key
encrypting and secret key decrypting steps comprise an RSA based algorithm, using a

modulus m and a small encryption exponent.
11. A communications method as claimed in claim 10, wherein said exponent is three.

12. A communications method as claimed in claim 10, including kecping said

modulus secret and using said modulus as a basis for authenticating said smart card.

13. A communications method as claimed in claim 10, including using said cncrypted

random key as a basis for authcnticating said smart card.

14. A communications method as claimed in claim 10, whercin said algorithm

comprises encrypting and decrypting a value Z using:
y A (2-R)(b~l) (mod m)

where b is the exponent and R 1s a constant.

15. A communications system comprising smart card means and a central processing
station, said smart card means including:

mcans for storing 3 random key on a smart card, )

means for encrypting said random key on the basis of a public key, and

means for decrvpting data .cncryp(cd_on the basis of said random kcy; and

said central station including:
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mcans for decrypting the cncrypted random key on the basis of a secreg
key, and ’
mcans for cncrvpting data on the basis of said random key apg

transmitting the encrypted data to said smart card.

A communications system as claimed in claim 15, wherein said storing means is

not externally addressable.

17

A communications system as claimed in claim 16, wherein said data includes an

application key for said card.

18.

A communications system as claimed in claim 17, wherein said smart card means

includes means for gencrating said random key on said smart card.

19.

includes program code.for encrypting on the basis of said public key, and at least one of

A communications system as claimed in claim 18, whercin said smart card

said program code, said public key and said random key are deleted after said smart card

receives said data,

20.

A communications system as claimed in claim 19, wherein said smart card

includes a identification number, and means for transmitting said identification number

to said ccntral station, said ccntrat station including means for accessing said sccret key

21

on the basis of said identification number.

A communications system as claimed in claim 20, ‘whercin said central station

¥

Tt

includes means for generating said public and secret keys and storing said secret key on

the basis of said identification number.

it

-~

A communications system as claimed in claim 21, whercin said public and secret

keys are unique for said smart card.

a3.

A communications systcm as claimed in claim 21, wherein said public and secrct
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- keys arc unique fog a batch of sman cards.

74. A communications systcm as claimed in claim 21, whercin said public key
encrypting means and said sccret key decrypting means exccute an RSA bascd algorithm;

using a modulus m and a smiall cncryption cxponent. .

25. A communications systcm as claimed in claim 24, whercin said cxponent is threc.

. 36. A communications systcm as claimed in claim 24, whercin said modulus is kept

secret and ‘used as a basis for authenticating said sman card.

27. A communications system as claimed in claim 24, whercin said cocrypted random

key is uscd as a basis for authenticating said smart card.

28. A coinmunications system as claimed in claim 24, whercin said algorithm

compdiscs cncrypting and decrypting a valuc Z using:
Z¥ & @ (mod m)

where b is the exponent and R is a constant:

29. A method of initialising a smart card comprising:
generating a random kcy;
’ .storing said random key in a memory arca of said smart card which is not
cxtemally addressable; . | |
_ cucrypting said random key on the basis of a public key;
providing a ccntral processing station with the encrypted random key;
decrypting s.mid cucrypted .random key at said central station on the basis of a
sceret key;
) cncryphcin%ie%gt data at said ccatral station on the basis of said random kcy;
transmitting the encrypted scorct data to said sman card; and
decrypting said cncrypted scoret data at said smart card.on the basis of said

random key.

Y
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30. A method as claimed in claim 29, wherein said secret data includes an application
key for said smart card.

31. A mcthod as claimed in claim 30, whercin said random key is gencrated on said .

card.

32. A mcthod as claimed in claim 30, including deleting at least onc of said random
key, said public key and program code for encrypting on the basis of said public key

from said smart card after receiving said secret data.

33. A method as claimed in claim 30, including géncrating said public and secret keyt

for said smart card at said central station.

34. A mecthod as claimed in claim 30, whercin said public key encrypting and secret
key decrypting stcps comprisc- a Montgomery modulo reduced RSA based algorithm,

using 2 modulus m and a.small encryption exponent.

35. A smart card comprising:
read protected memory for storing a random key and a public key;
means for encrypting said random key on the basis of said public key; and

‘mcans for decrypting cncrypted data on the basis’ of said random key.

36. A smart card as claimed in claim 35, whercin said data includes an application
key.

37. A smart card as claimed in claim 35, including means for generating said random
kéy. |

38. A smartxcard as claimed in claim 353, including means for deleting at least onc of
said keys and program code for encrypting on the basis of said public key after receiving

said data.
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39.  Asmarn card as claimed in claim 35, whercin said means for encrypting cxccutes
.2 public kcy component of a Montgomery modulo reduced RSA based algorithm, using

a modulus m and a small encryption cxponent.
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A CRYPTOGRAPHIC COMMUNICATIONS
METHOD AND SYSTEM

bstrac

A method for loading secret data, such as an application key, on a smart card (6),
which involves storing a random key on the card (6), encrypting the random key on
the basis of a public key, and providing the encrypted random key to a central
processing station (4). The encrypted random key is decrypted at the central station
on the basis of a secret key, and the station (4) encrypts data on the basis of the
random key and‘transmits it to the smart card (6). The smart card decrypts the
encrypted data on the basis of the random key. The random key can be generated
internally and stored on read protected memory (23) of the card (6). The public key

encrypting and secret key decrypting steps may be based on the RSA algorithm, using
a small encryption exponent.
Fig. 1




