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A CRYPTOGRAPHIC COMMUNICATIONS 

METIIOD AND SYSTEM 

. 
The present invcncion refaces to a aypc?,graphic method and· system and. m 

panicular co a smait card and method of initialising a sman card. 

Cryptographic techniques arc used to cnaypt and decrypt sensitive 

communications between two tcnninals. A particular problem t:xists in ensuring secure 

communications between aa:iit cards and a central processing station, or host, and the 
. . 

problem becomes mon:. aOJte with rt:spect lO smart ~.which arc intended 10 uansmir 

lS and rc:ccivc sensitive daca. Con\"entional encryption techniques require chat the smart card 

have a scaet key before any sensitive data can be loaded onco the c3ro.. _Present solutions 

for smarc cards arc usually based .around one of two techniques. The· first involves . . .• 

loading chc card with smet information through a .physically SCOJrc ~mmunications 

~el. which unfortunately is not always practical. The scco~d- tcclmiquc involves 

:!O relying on· the card manufaaurcr to place an initial secret key on the card. and the card 

owner then uses the secret key to load the sensitive· data required for card applications . 

. Unfortunately. the card manufaaun:r then has at its disposal all of che informacion 

nc:casary to deciphcrc.ommunicarions with the card and t-o n::covcr any secret informarion 

loaded on the card. 

European pacent publication 138.386 describes a system for smzrt card 

communication wiJh a host where the cncrypcion and decryption keys arc gcncracc.d 

internally J_>y ..che caid and the host on the basis of a·Jandom number generated by chc host 

and a ptt:-assignc4 code number ~N allocated to the cud. The s)-scan. however. again 

30 Stiffas from the disadvantage ~at the pre-assigned code number needs- to be stored in 

!he card on manufacture or clsc"it ni~- be pl~p:d on the c:aro·_i~ a physically ~urc 
environment. If che pre-assigned code n~mbcr PN C3IIQ.Ot be transfcfrcd in a physicall '! 
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. sccuic cm:ironmcn1. then 1hcrc is .a risk it may become known to someone och~ than an 

authorised user. The card could then be used in an unauthorised manncc by simply 

providing an appropria1c random number co the card. once the PN and logic used to 

generated the encryplion key arc known_ h is thercf~rc a?vantagcous 10 provide a sys1em 

5 which could be used for smart cards, and which docs not require any third party-to be. 

provided with information from which an encryption key can be simply derived. or a 

secure environment within which a pre-assigned code number must be transfc:rrcd. 

Most cnct}-ption lcchniqucs use a key which is generally a large number on which 

10 the CD.CIJ'ption and dcarption processes arc based. Public key ~ncryption techniques. 

where che cransmitcing terminal employs a public key 10 CZ?<:cypl che transmiuCd data. ancf · 

the rccx:h:ing ·terminal uses· a secret key to dcaypc the data, have been found to be 

paaiadarly advantageous. Data can be readily cnaypccd without n::quiring a secret key; 

ycc· encrypted communicacions cannoc be intcn::cp[cd and then dcayptcd wichouc 

15 knowledge of the scat:t key. The sccrct. key needs co be. such d131 il is rcla.tcd lo the 

public key buc cannoc be cfficicndy derived from the public key. An ciiccyption method 

which uses such a public key and SCQl:.C key ccdmique-is known as che RSA.method. and 

is dcscnOcd i~ U.S. patent specification 4,405.829. According lo the Rs.A. method. a 

mcs:sagc M is encrypted imo ciphencxt C using the following: 

C = ·M c.{mod n) 

20 where n = p.q. p and q arc prime numbers and c is· a number rdativcly· prime cc; 

(p-IXq-1). The m~gc. or plainccxt. is n:construacd from che cransmittcd ciphcnc.xt 

using the following:. 

M = C 4(mod n) 

wha-c d is dct.cnnincd from p.q and c by ·the folloWing rdationship: 

c.d = l (mod (Ian: (p-_l).{q-1))) 

(an being chc acron~ for lease common mulciplc. The cxponcnl e and the modulus n 

::!S aIC used as chc public key and che primes p and q and cxponenc d an: kept scacc and 

conscirucc chc ·SGCl"Cl key. Provided n is ~e sufficicndy large. Such as .512 bits. lhc 
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primes cannoc be efficiently dcccnnincd from n. The RSA method. however, 1s 

comput~tionally inccnsi"·e and is primarily suitable for powerful processing systems. 

Public key techniques, or algorithms. being computationally inccnsivc have been 

. 5 considered too slow ~o execute :1.nd requiring coo much memory in order to be praC:tical. 

for use on smait cards withouc additional specialised hardware. Most smart cards have 

very· limited memory for both data and program storage, and employ microprocessors, 

such as 8 bic microprocessor, which arc very slow compared with more powerful 

processors employed in pccsonal computers and computer workstacions. Many smart card 

10 applications require all of the program memory available on c~e card, and as much 

mcmorj as ·p0ssible .for data, which renders permanent hardware and software 

implementations of ·pu~lic key algorithms ·impraaical. 

The plCSCDt invention provides a cryptographic communications method 

15 comprising: 

storing a random key·on a smarc card; 

encrypting said IaDdom key on the basis of a public key and providing the 

cnaypt¢ random key to a central processing scation; 

dCCIJ'Ptlng said cnaypted random k-ey at said central station on the basis of a 

20 scat:t key; 

cnaypting data on the basis of said random key and transmiccing the encrypt~ 

data from said central station to said sman card; and 

deayptiJ!g the cnayptcd dam at said smart card on the basis of said random key. 

25 The present invention also provides a cornmunicacions' system comptjsing smart 

card means and a central processing scacion, said -smart card means induoing: 

mq.ns for storing a random key on- a smart card, 

means for cnaypcing said. random· key on the basis of a public key. and 

means for dCQ"}-pcing data encrypted on chc bas_is of said random key; and 

30 said central- station ·including: 

1J1cans for d~ypcing the encrypted random key on the basis of a secret 

key, and 

., . 



4 
means for encrypting data on the basis of said random kc~· and 

transmining the encrypted data to said smart card. 

The present invention further provides a method of initialising a smart card 

5 comprising: 

generating a random key; 

storing said random key in a memory area of said smart card··which is nor 

externally addressable; 

encrypting .said random ~ey on the basis of a public key; 

10 providing a central processing station with the encrypted random key; 

dcaypting said encrypted random key at said central station on the basis of ;j_, . . 
secret k~y; . 

encrypting ~cret data at said central station on the basis of said random key; 

transmitting the encrypted secret data to said smart card; and 

15 decrypting said encrypted secret data at said smart card on the basis of said 
random ·key~ 

The present invention also provides a smart card comprising: 

read protected memory for storing a random key and a public key; 

20 means for encrypting said random key on the basis of said public key; and 

means for decrypting encrypted data on the basis of said random key. 

A preferred embodiment of the p~sent invention is hereinafter described wi1h 
reference to the accompanying drawing. wherein: 

. . 
25 Figure 1 is a block diagram of a preferred communication system according to the 

present invention .. 

A communications system 2, as shown in Figure l, includes a key generalion 

centre 4 and a smart card 6. The key generation cencrc (KGC) 4 is a central host station 
30 and includes a· processing system 8 connected to a memory ~torage unit 10. The KGC ' - . 

may 1>e implcmc)ltcd by a personal computer 9. The processing unit 8 is adapted to be 
connected to the smart card 6 by a public;: switched telecommunications network (PSTN) 
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l::! on a tclccommunicuions Jinc 1-L The KGC -I stores in the unit lO information on alt 

of lhe smart cards 6 which can be conncacd to the processing sys1cm 8, and the 

information is stored with rcfcrcnec to the serial numbers of the cards 6. TI1c sman cards 

6 each include an 8 bit microprocessor 16. EEPROM memory 18, a true random number 

5 generator 19. and a communiccicions interface 20 for connca:ion lo the line 14 or io an • 

intermediary terminal. such as a smart card o:adcr 21, oonnca:cd to the line 14 and which 

is able to communicacc with th¢ computer 9 of the KGC 4. The EEPROM 18 includes 

an area 23 Of n:ad protected memory and another area 25 for the S(Orage Of code to be 

exeaJtcd from chc EEPROM 18. The area 25 is also preferably read prmccled. The read 

IO protected area 23 cannot be addressed by an external device. The card 6 also includes 

a n:spcctivc serial number storai chcrcin. The caid }cadcr 21 may be pan: of a 

point-of-sale: (POS) ccnninal. The card 6 and the KGC 4 ma~· be associated with a 

banking system or a mobile tdccommunica.tions system wherein mobile 

telccommunicacions. t~inals arc provided which can only be used when a smarl card 

15 6 with appropriate authenticating data is inserted in a tcm1inal. 

The computer 9 Of the KGC 4 and the sman cam 6 include software to oompme 

a Mont_.power function defined as follows: 

Mom:_powcr(a.b.m) = ab • (2-ll)(b-I) (mod m) 

.. 
where in the picfcm:d implcmcncation R = 512. The. exponent b for encryption on 1hc 

20 smart card 6 is . scleacd to be small and equal lo 3. The Mont_power furtciion is a 

variation of the RSA algorichm which improves the pcrfonnancc and program size of the 

RSA algQrichm by using..thc Montgomery modulo .reduction method diSOJsscd in P.L 

Montgo~cry. "Modular Multiplication without Trial Division-. Mathcmalics of 

Computation, Vol. 44. No. rio. pp 519-521, April 1~85, herein incorporated by 

25 reference. The artic:lc discusses an dficicnc algorithm for eXCOJtin~ the Mont_powcr 

function. The modulo R:d.uction step CJ.n be incorporated in a: multi-precision 

~ulciplica.cion _lopp to calculace che Mont_powcr · funaion. The modulo reduction step 

involves" setting lease significant bifS to zero and shifcing the resultant bics at each 

multipl~cacion seep. This is parcicularly ach.·ancagcous as. ic removes che ·need to perform 

30 computationally intensive long division. 



5 

6 

The computer 9 also includes software to generate the large composite number, 

m, which is difficult {0 factorise, 2Sll < m < 2m, from the produce or two primes, p and 

q, each or which produces a remainder of 2 when divided by 3. i.e. p mod 3 e 2, and q 
. . 

mod 3 = 2, and arc such that (p-l)(q-1} is not divisible by.3. 

· The EEPROM 18 of the smart card 6 is loaded with executable program code to 

exccnd the standard application and communications functions of the card 6 to include 

the following routines: 

1. A Cl routine to generate a 512 bit random number, r~ using the random number 

10 generator 19, such that 2su s r < m, and store r in the read proccacd part 23 of the 

EEPROM 18 . 

., A C2 routine to calculate and output on the communications interface 20 

x = Mont_power (r,.3,m), which is r encrypted by the Mont_powcr function using an 

exponent of 3. 

15 3. A C3 routine which inputS 512 bits of data and eX:clusive-ORs the data with r, 

and stores the result in the rc;ad protected area 23. The routine then deletes m, r and 

routines ·Cl, C2 and C3. 

To establish the communications system 2, the KGC 4 generates the two primes, 

20 p and q, as discussed pr:eviously. such that faaorisacion of the product of p and q is 

infeasible. The primes ace generated for each card 6, or for a batch 22 of cards 6 which 

would make the manufaauring process simpler. The KGC 4 is then able to calculate 

m = p.q. 4> = U?-lXq-1) and the decryption key d. where 3d e; 1 mod cf>. Plaintext z 

encrypted using ·Mont_powcr (z,;3,m) can then be d~ted uSing the Mont_powcr 

25 function as follows: 

Moru_power(Monl_power(z.3.m).d.m) = ((z3) c ci-R)2)d "' ci-R')(d-l) mod(m) 
5 ~Jd· * (rR)ld * (2-R)Cd-l) mod{m) 

= z:ld * (2-R)ld-1 mod{m) 
= z mod (m) 

as Z34 
.. Z mod m for any inccger Z. 0 :s: Z < m. 

The RSA en~cion algorithm normally utilises large exponents. and the use of 
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a small cxponcnl of 3 is particularly :id\.·ancagcous as it enables -the smart card 6 to 

execute the public encryption function of RSA. using the Mont_powcr function. in a 

reasonable amounc of time with small program size and memory usage, notwithstanding 

the limited power of the processor 16. 

The KGC 4 provides the serial numbers and the produccs m to a card 

manufacturer. (CM} who makes a batch 22 of cards 6. The product· m is given 

confidentially to the card manufacturer as it can be used as a basis for determining the 

authenticity or validity of the card 6" during subsequent communications with the KGC 

IO 4 at a POS outlet. as discussed hereinafter. The primes p and q. cf> and the secret key d 

arc all kept secrot and arc stored in the storage unit 10 of the KGC 4 a~ainst a serial 

num~ of a card 6. 

The card manuf~crurer scores m in the read protected pan 23 of the EEPROM ~8. 

15 and stores the pro~ code. including the routines Cl, C2 and 0, in the area 25 .. 

Execution of the· program code may be prote~cd by a requirement that a personal serial 

number (PIN) be provided for excanion to ~r. 

Following ~anufacture, the CM distnbutcs the cards to the point of sale (POS) 

20 outlets where a card 6 can be sold to a customer. On having sold a card 6 to a customer. 

it is conncacd to a point of sale terminal 21 and the card 6 operates to execute the Cl 

routine and gcnerale -inlcmally a random ·number r. The card 6 then executes the C2 

public key encryption routine and outputs x and the serial 1!~mber to the KGC 4 on the 

line 14. The random number rand the serial number are stored ·ai the KGC 4 after 

25 dcaypting x using r = Mont_powcr (x.d,m}. The KGC 4 then produces an application. 

master or authentication key ·K; as a random value for the ca.rd and this is transmitted 

with any other sensitive and sc:crct information, such as a GSM subscriber identifier 

number for a GSM digital tclccommunicacions network. co the card 6. The application· 

key K; and the other sensitive information are encrypted for transmission to the card 6 

30 on the basis of. the random number r. · The encryption tcdmique is simply 

cxdusive-ORing r with K; and the other sensitive data to obtain ciphatcxt X. . The card -

6 is able tO decrypt x to obtain the applicat~on key and the other dm on the basis of the 
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r = Mont_powcr (x,d.m). Secret informa(ion can then be sent IO lhe card 6 by 

cxdusivc-ORing the secret data wilh r. and then receiving and dccr~·pting th<; secret data 

using the card routine C3, as discussed previous!}'· Information generated inccmally by 

the card 6, such 3S the value x, can be used to authcncica'cc the card i~stcad of the 

5 modulus m. The CM and POS outkcs arc still not able to obtain the random key r 

without destroying the inccgrit~· of che card 6. 

When the CM execmes the routine Cl and C, they may. instead of bei_ng 

executed on chc card, be executed on a device connected to the card which has a secure 

10 communications environment wirh the card 6. This. of course, do~ significantly TCducc 

the security of the system as the random number r is noc gcncraled on the card 6. 
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key r scored chcrcin which is simply cxclusivc-ORcd with X using rhc 0 routine. Once 

the applicacion key and chc ocher data have been stored on chc card 6 and the roucinc CJ 

complclcd che·card c:m be allowed co leave chc point o( sale. The application key is used 

in applications which arc loaded on the sman card 6. and can be used as a basis for 

5 gcncracion o[ session keys for subsequent communications. 

. 
The routines Cl, C2 and C3 and m and r arc erased by the routine 0 after the 

authentication key and chc other daca has been scored on the card 6 so as to 

advantageously allow the c:ird 6 to use the memory space previously occupied by the 

10 routines and m and r. Therefore ·the card 6 which rcc.civcs the initial secret data only 

needs to pafonn the public cnaypcion part of chc RSA algorithm and the memory usce 

to execute this pan is recovered after che secret daca is received. Public key 

ayptosystcms arc not convcn~ionally used in chis manner. 

15 The above method of scndiOg lhc sensitive data from the KGC 4 to the c3rd 6 is 

also paniaJlarly advantageous as the modulus ni. can be given co the card _manufacturer 
. . 

for placement on che card without the manufaaurcr gaining any additional .. jnfonnation 

which would assist in recovering any scacc daca to be passed to the card 6. The . 
cnaypcion key r is-gc:ncrated and Stored inccmally within che cacd wicho.ut requiring the 

20 kC}'." r to be divulged to any thitd party, such as the card manufaaurcr. the pasonncl at 

the· point of sale outlet or the cuscomer. As r is incemally generated and stored it can 

only be obcaincd by dcscroying. the. integricy of the card 6. 

Alternatively; the alrd manufaau·rcr can be asked to execute the: routines Cl and 

25 C! Once l~ card has been ~Ufaaurcd SO as lO score the key r in. the cards prior to 

dispatch (O POS outlclS... The cipher value x produced by che roucine C! is senc to .the 

KGC_ 4 with-the corresponding serial number of ca~ c;a:rd 6. The serial numbers and 

com:spOnding x values of chc cuds 6 arc placed in a sceun: file which, is protcctcd from 
. . 

modifications and passed to the KGC 4 for scorage thcccin. The cards 6 arc then . 

30 distributed, and on conncaing the ~ 6 to a card reader 21 at a POS t~inal. the card 
. . 

6 sends ics serial number co the KGC .:t. The KGC 4 acccssc:s chc com:sponding x value 

on the basis of the serial number. ~cl ·dC:.cryptS the x value to obtain r using 
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CLAIMS: 

1. A cryptographic communicacions method comprising: 

scoring a random key on a smarr card; 

encrypting said random key on the basis of a public key and providing th~ 

encrypted random key to a central processing station; 

decrypting said encrypted random key at said central station on ·the basis of a 

secret key; 

encrypting data on the basis. of said random key and transmitting the encrypted 

10 data from said central scation to said smart card; and 

decrypting the encrypted data at said smart card on the basis of said random kc} 

2. A communications method as claimed in claim 1, wherein said random key i 

stored in a memory area of said smart card which is not externally addressable. 

15 

3. A communications method as claimed in c_laim 2, wherein said data includes an 

application key for said card. 

4. A communications method as claimed in claim 3, including generating said 

20 random key on said smart card. 

30 

5. A communications method as claimed in claim 4, including deleting at least onb 

said random key, said public key and program code for encrypting on the basis of said 

public key, after·receiving said data. 

6. A communications method as claimed in claim 5. including storing an 

ident-ification number on said smart card, cransmitting said identification number to said 

central station, and accessing said secret ke}' ar said central station on the basis of said 

identification number. 

7. A communications method as claimed in claim 6. including generating said public 

and secret keys at said sra.cion and .storing said sccrcc kc)' on the basis of said 
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identification number. 

8. A communications method as claimed in claim 7, wherein said public and secret 

keys arc unique for said sman card. 

5 

9. A communications method as claimed in claim 7, wherein said public and sccrel 

keys arc unique for a batch of sman cards. 

10. ·A communications method as claimed in claim 7, wherein the pubic key 

I 0 encrypting and secret key decrypting steps comprise an RSA b~d algoridun, using a 

modulus m and a small enayption exponent. 

11. A communications method as clai~cd in claim 10, wherein said exponent is three. 

15 12. A communications method as claimed in claim 10, including keeping said 

modulus sc;crct and using said modulus as a ~asis for authenticating said smart caret. 

13. A communications method as claimed in claim 10, including using said encrypted 

random key as a basis for authenticating said smart care!. 

:!O 

14. A communications mcchod as claimed in claim 10. wherein said algorithm 

comprises encrypting and decrypting a value Z using: 

where~ is the exponent and Risa collStant. 

:!5 15. A communications system comprising sman card means and a central processing 

station. said smart card means including: 

means for storing ~ rapdom key on a smart qrd. 

means for encrypting said random key on the basis of a public key, and 

means for dc~'Pting daca .encrypted. on the basis" of s:i.id random key; and 

30 said central staeion including: 
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means for dec~~·~<ing the cncr)•pted random key on the basis of a secret 

key, and 

means for encrypting data on the basis of said random key and 

cransmiccing the encrypted data to said smart card. 

16. A communications system as claimed in claim 15, wherein said storing means is 

not extemall y addressable. 

17. A communications system as claimed in claim 16, wherein said data includes an 

10 application key for said carci. 

15 

18. A communications system as claimed in claim 17, wherein said smart card means 

includes means for generating said random key on 5aid smart card. 

19. A communicatio~ system as claimed in claim 18, wherein said smart card 

includes program code. for encrypting on the basis of said public key, and at least one o.f 

said program code, said public.key and said random key are deleted after said smart card 

receives said data. 

20 20. A communications system as claimed in claim 19, wherein said smart card 

includes a identification number, and means for transmitting said identification number 

to said central station, said central station including means for accessing said secret key 

on the basi~ of said idencification number. 

25 21. A communications system as claimed in claim 20, ·wherein said central station 

includes means for generacing said public and secret keys and storing said secret key on ' 
. . 

the basis of said identification number. 

22. A communi~tions sysrcm as claimed in claim 21, wherein said public and secret 

30 keys are unique for said smart card. 

23. A communications system as claiqied in claim 21, wherein said public and secret 



·~ 

,. 

. . 

\ \llllll llll\l lll\l l\1111\ \Ill 
* C L M S * 

13 

· kc)'S arc unique fof a. batch of smart cards. 

24. A communicalions s~-slcm as claimed in cl~im 21. wherein said public key 

cnaypcing means and said scetet kc}~ dccrypling means excculc an RSA based algorithm; 

5 using a modulus m and a sniall. cncrypcion exponent. 

25. A commµnications S}'Stcm as claimed in claim 24, wherein said exponent is three. 

26. A communications sysccm as claimed in. claim 24. wherein said modulus is kepc 

10 sc6cc"3.nd'"used as a basis for authenticacing said sman card . 

27. A communications system as claimed in claim 24, wherein said encrypted random 

key is used as a basis for authencicating said smait card. 

15· ~- A coinmunications system as claimed in claim 24, wherein said algorithm 

comprises encrypting and deaypting a value Z using: . . 

where b is the exponent and R is a constanc; 

29. A method of initialising a smart cud comprising: . . 

generating a random key; 

· storing said random key in a memory area _of said smart card which is noc 

cxtcmally addrc:Ssable; . ·· 

. encrypting said .random key on the basis of a public key; 

providing a central processing station wich the ·cnayplcd random key; 

25 dc:ayp_cing said cncrJ'Ptc:d .random key ac said central stacion on the basis of a 

scact key; 

. cnayptjng ~t data ac said cattraI station on the basis of said random key; 
·r~~ . . 

tCa.nsmittin~ the cnaypccd sc:ro:c data to sai(j Slll3lt card; and 

decrypting said cnaypccd secret &ca al said smart c:m1. on chc basis of said 

30 Clild.om key. 

l 
-~ 
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30. A mclhod as claimed in claim 29. wherein said sccrcc daca includes an application 

key for said sman card. 

31. A method as claimed in claim 30, wherein said random key is generated on said . 

5 card. 

10 

32. A method as claimed in claim 30. including deleting at least one or said random 

key, said public key and program code for encrypting on the basis of said public key 

from said smart card after recciying said secret data. 

33. A method as claimed in claim 30, including g~erating said public and secret keyr 

for said smart card. at said Central station. 

. . 
34. A method as claimed in claim 30, wherein said public key encrypting and secret 

15 key decrypting steps ·comprise. a Montgomery modulo reduced RSA based algorithm, 

using a modulus m and a.small encryption e~nent. 

35. 

20 

36. 

key. 

25 

37. 

key. 

A smart card comprising: 

read protected memory for storing a random key and a public icey; 

means for encrypting said random key on the basis of said public key; and 

means for decrypting encrypted data on the basis· of said random key. 

A smart card as claimed in claim 35, wherein said data includes an application 

A smart card as claimed in claim 35. including means for generating said random 

38. A smart'.CU"d as claimed in claim 35. including m~ for dclet~ng at lease one of 

30 said keys and :program co~c for encrypting on the b~is of said public key after receiving 

said data. 
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39. A smart card as claimed in claim 35. wherein s~id means for encrypting executes 

a public key c~mponenc of a Montgomery modulo reduced RSA based algorithm, using 

a modulus m and a small encryption exponent. 

:_.· .. 
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A CRYPfOGRAPHIC COMMUNICATIONS 

METHOD AND SYSTEM 

=···· 

A method for loading secret data, such as an application key, on a smart card (6), 

which involves storing a random key on the card (6), encrypting the random key on 

the basis of a public key, and providing the encrypted random key to a central 

processing station (4). The encrypted random key is decrypted at the central station 

on the basis of a secret key, and the station (4) encrypts data on the basis of the 

random key and transmits it to the smart card (6). The smart card decrypts the 

encrypted data on the basis of the random key. The random key can be generated 

internally and stored on read protected memory (23) of the card (6). The public key 

encrypting and secret key decrypting steps may be based on the RSA algorithm, using 

a small encryption exponent. 

Fig. 1 


