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The present invention relates to a relay center in a data comruni cation
connected to a network is able to comruni cate
with a host on either a wide area network or a cl osed l,mm
relay center and either one of the to_petworks. Relate
configuration of a data network system for
connecting service. In the system a 15 termnal 11 can establish a dial
connection with a gateway serverDESURIPAIQ@ON i c network 12, and al so
establish a Point to Point Protocol

.system i nrodgsediza term nal

Field

(PPP) connection between the term nal

PRRAITHL o < re

provi di ng users «swhkd an | nternet
_up

and gateway server 13. The termnal is then able to acce [@W mjmﬂternet 14

t hrough the communi cation |ink ;‘{1 accordance with Trans
Protocol /I nternet Protocol (TCP

PAFaB4Si ng a host

Internet 14, termnal 11 is able to speC|fy t he desti nati on §&pe®* by -

designating the Internet Protocol

,othe

address which is a unique worl d-w de

(hereaf t erechfi @I Pikldo as wide area | P address). In general way, however,

the term nal 25 specify the destination host by the host nane of it in a

predet erm ned dbhei presest SyveatioWeslatée food mday oentée desd i dadd on is
designated by termnal 11, gateway server 13 transmts an inquiry regarding
an | P addeesynsmica@onosysteanant whinb afeemisal onntotednto a wetwankea | P
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F0458/ 3
0 communicate w1tth a host on e1gher a wide area network or

a closed area network via the relay center and either one of the

networks.

Related Art

Fig.1 shows the configuration of a data network system for
providing users with an Internet connecting service. In the system, a
terminal 11 can establish a dial-up connection with a gateway server
13 via a public network 12, and also establish a Point to Point
Protocol (PPP) connection between the terminal and gateway server
13. The terminal is then able to access the Internet 14 through the
communication link in accordance with Transmission Control
Protocol/Internet Protocol (TCP/IP).

In accessing a host connected to the Internet 14, terminal 11
is able to specify the destination host by designating the Internet
Protocol address which is a unique world-wide (hereafter, referred
to as wide area IP address). In general way, however, the terminal
specify the destination host by the host name of it in a
predetermined domain name system. When the host name of the
destination is designated by terminal 11, gateway server 13
transmits an inquiry regarding an IP address of the host name to the

Internet 14, obtains a wide area IP address corresponding to the host



-2 nanme, and notifies the address to termnal 11. In the case that the
corresponding wide area IP is not found, gateway server 13 notifies the
fact to t&oabsral3lll. In the description, information specifying the host is
referred to as "host nane", regardl ess of whether the 5 information

i ncl udes a donmai n name or not. Wen gaeway server 13 obtains a w de area

| P address in response to an inquiry including a hostnane, it correl ates
and stores the host name and the obtained wide area | P address in a cache
for a predetmejanddnperfies the addeesst to geepanal fbl. in sthiesegeenthdtntiuery in
to which the sane host name is designated. Specifically, when gateway
server 13 qostesperdirg wige aied hRIisdnogfaundsgatamay seevead swagtidéeser

searches for w de area cpnversion table .in.which.the host nanes of hosts
ot oaet nitBe Byl BRESnERIE T el BRsGrPRiLR. ENRARGY SBEs Tution
tinmes are r . 0.Fi I he t hat S ame
and the wtgg g?égtlgg;eggg{rée‘istbo? Et %(lag%]togtarhaés’i 6%3? g%lja‘;é; p ﬁe%gp%gam@are
storedsi n jhiigrmabioh ind1ede’! LHmERT HamObraigys the wide area | P address
fromthe table; whereas if the wide area | P address has not been stored,

t he gateway ser Whenegate veay i seqwieryl 8 hobtaiins! at eidet adeh tIP ablidriesst e

address. 20 In the case that gateway server 13 transmts an inquiry and in
response GESRPASE d0rningudydin¢ludingsa hestpame,dé sarrentesand 6o ea

comver ! o30S ek TSy B0 PR IRLa BB IS adfudilE B
o The s BRORBLARRIL pRORld BN A RS IR AR LT,
US_ed- 16N twikictothe/Bhfifd hodt Ause R db@igﬁﬂ@dﬁsp_@@if@@élilih%am adeway _
up-connection to a renote connecting server 24 inside LAN 23 rough public
networ k 13erwer k¥erocentean ikGuhd/ dneliding a host name, the gateway
server searches for a wide area conversion table in which the host
names of hosts on the Internet 14, their wide area IP addresses, and
their expiration times are correlated (Refer to Fig.2). In the case
15 that the host name and the wide area IP address of the host
designated by the host name are stored in the table, the gateway
server obtains the wide area IP address from the table; whereas if
the wide area IP address has not been stored, the gateway server
makes an inquiry through Internet 14 to obtain the address.
20 In the case that gateway server 13 transmits an inquiry and in
response obtains a new record, it adds the new record to the wide
area conversion table. When a preset holding term for a record on
the gateway server expires, the record is deleted. A holding time is
set since a relationship between a host name and an IP address may
25 change in time.
On the other hand, a communication system as shown in Fig.
3 is generally used. In the communication system, terminal 21

establishes a dial up-connection to a remote connecting server 24
inside LAN 23 through public network 12, and terminal 21



-3 establishes a PPP connection between the termnal and the renote
connecting server. Termnal 21 can access each host on LAN 23 through:the
‘connect i onFo48833183t abl i shed. In LAN 23 utilizing TCP/IP as comuni cati on
protocol, an 5 I P address identified uniquely inside LAN 23 (hereafter,
referred to as closed area | P address)_Bs assigned to each of a host on LAN
23, including termnal 21 connected to the LAN. In a LAN which is larger
than a determ ned scale, a host name is provided for each host and a
communi cat establestiesnat PBP icondestipmibedween thehterimnaiteand ahBheemote

requi renent for namng of a _host nane is different fromthat used in

| nter net 14onagatiaghservennd esminahodl ¢an La9ecess ieachehoist eantb AN 23i que
only insid In a com‘ruHi cati ogglssést emin which a destination host

t he ,LAN.
i s desi gnat ‘ﬁ%}l Lhe cCQNNRGRON ANYS £54Q &dzonversion table correlating

e provided i n 1o AN GhSATHHE T CBAL A SRR A PokBeplrat™ °

connecty NgIB eiddiesplidentiesd athigquely linsi@e st AN Q?%Héré’dﬁéﬁ' fRfRIFESTS PY
designating the host nane. It is poSsible to I ncorporate thHe function of

bot h term agiclade@@read R address) &l assigred sanzadleofi ndostWel ANISS,
accesses a netwyrk using such a termnal, the user selects a comrunication

desti nat i oHiclngiBgeterminalcédssonpectrd dosithedlhdindik a LiaNugehids ishe
LT a3 cRFhSR's EShineD oA o AR B R ey el e BT o1
conmu S2t 448, SXSERMECHN, AahBidn 14 BRI e TOSURRAR,
UL TRt st ar s T OHA s giRatad foi ie
used in Internet 14; and a host name of a host in LAN 23 is required
to be unique only inside the LAN. In a communication system in
which a destination host is designated by a host name, a closed area
conversion table correlating host names of hosts and closed area IP

15 addresses assigned to the hosts is provided in remote connecting
server 24 for example; and the remote connecting server processes
an inquiry about a closed area IP address by designating the host
name.

It is possible to incorporate the function of both terminal 11

20 and terminal 21 in the same terminal. When a user accesses a
network using such a terminal, the user selects a communication
destination. However, to access to the desired network, the user of
the terminal must select a destination telephone number, which is
inconvenient for the user.

25 To overcome this disadvantage, it is possible to provide a
communication system as shown in Fig.5. In this communication
system, a router 25 having a wide area IP address is provided in
LAN 23, and the router is connected to gateway server 13 through a

dedicated line 26. A terminal 51 can access either LAN 23 or



F0458/ 3131 -4 Internet 14 via gateway server 13. In this case, when
termnal 51 transmits an inquiry designating a host name of a host inside
.LAN 23, gaf@s8i3l18krver 13 transmits the wide area | P address of router 25
in response to the s inquiry. Furthernore, the packet transmtted from
termnal 51 to gateway server 61 will b4 -routed inside LAN 23 on the basis
of the destination host nane designated in the packet. However, when LAN 23
provi des service only to termnal 51, router 25 nust be accessed by

term nal Sinteanet ddceksghtewayrsaaviestl130 14 nust be precluded. It is

difficult for router, 25 to determ ne whethe gl access-origin is termnal
51 or another tdihi HAS ofiaste MWhHeR ndeTmERaLuskl {FRNYRAISt aRoutRGU HYom

t 13.t t 25 i ket . | ith TCP/IIR, tOo b
Il 'ty rerignatingaiosEhafils F AnB3T Tk dE LARCPdaRTe WA sE ¥ bndis”
| nt er net ]ﬁ‘anﬁﬁ#itt?rth%%\)iﬁer grey rIPdaHBrQ%’%thYSE{éf oRN AN GRd phiide! t@theand
t he execution of such functions place a great burden on an adm nistrator of

LAN 235 | nimfldiry] ®urthengrore, pdak gackestt tfarymitied | fitoennedrmindlo S1ANO23
runs through dedicated |line, there is also a disadvantage that traffic of

dedi cat ed gatesvay semser 6N wed] beesottad 2osideliANg3t on ther basis b ther mi nal
51 increases. .Thus, as shown in Fig 6,1t hsﬁgg sible to connect LAN 23 and
gat eway se‘f naomny, 9%8@@%@%&&’8@?%1%1‘ £ t inside LAN 23 in
addition to the functio [\ EF r o i . |4 pe, and
to perfor m apCeSlg%ﬁ%vrﬁ({,]é’?h{:ﬁ:l;ﬁg@?@g5{%&1(}%@&&&*c;é.ggng)é%ﬂggg’h%%léa_, When
term nal Sly|RAWS efusPBEladd Qﬂsﬁg%frﬁliﬂ 18 Noghd 1eted8 frOth aﬁt%ﬂi’éteway
server 61 transmts its own wde area |IP address In response to the

i nqui ny. | M4 anmsisbguprechededs Ittise difficals forareutért &5 froorddtermimal 51

to gateway server 61 wll be routed insjide LAN 23, including the gateway
server, onwhieshprndns agcessruiga 3srermsinaleS Yk angthen tessrinadmen the

desi t inth ket s. t hi t [ t | ect
an acess WHERIEhe Heriaiswe: e PackER Totedn oL B PR AT VEr dditOat od
line 26 wild, dpt pRe;pagr e@3n fc%%&lhgneé AAERST B AP 'fHec?]é‘eéblje‘l'to.
Further, since 5 gatlewa server Gf can determné whet'hef such access is
fromtermmaleibé acckkonfeomerteradhadnsintwhilt precluléhig hecsds NERsmf or

hi ghl y enhanced access control.

15 Internet 14, router 25 is required to have highly enhanced function,
and the execution of such functions place a great burden on an
administrator of LAN 23. In addition, since a packet sent from the
Internet 14 to LAN 23 runs through dedicated line, there is also a
disadvantage that traffic of dedicated line 26 that LAN 23 uses for

20 providing the service to terminal 51 increases.

Thus, as shown in Fig 6, it is possible to connect LAN 23 and
gateway server 61 that has the function of the host inside LAN 23 in
addition to the function of gateway server 13 through a dedicated
line, and to perform access from terminal 51 to LAN 23 within a

25 closed area. When terminal 51 inquires about the host name of a
host inside LAN 23, gateway server 61 transmits its own wide area
IP address in response to the inquiry. In a subsequent access, the

packets transmitted from terminal 51 to gateway server 61 will be

routed inside LAN 23, including the gateway server, on the basis of



However, the problemin the comuni cation systemshown in Fig.6 is that the
time it takes to solve an inquiry about a host nane to when termnal 51
accesses EAmMb&313r the Internet 14. Mre specifically, when responding to
the inquiry, not only a search of a wide area conversion table, but also of
a closed area conversion table is requi§ged, and thus a processing demand on
gateway server 61 increases. 15 Disclosure of Invention An object of the
present invention is to provide a relay apparatus that provides a high

qual ity i terdestimatienrhostename deseégnatedant thevpaskeys alpthdes ysoe e

I nformati on service provider of 2Q closed area network even when both

cl osed ar EHGfeBABEN BhSRVEE G &£ aetsvdik agcessniamethe tnsernetay dappar at us

Cerminal FotNect i s AoraR, Fandy0f £ C@@%Fﬁi{{eﬁ%ﬁ%ﬁﬂ%@f“‘%“ "
_ _ _ B
and o t nef 2ERRER" ARCHTTEIUIS O1° R gES PO PROM TREAAR Y, Hhrt Pr. difiteem

i nvents ongpt@whgeseraer 263t Vagoadéterimin® whethef Suéhi BBEYs$ Ol efrdiRN
tabl e having a record correlating a hostnane of a host on the w de area

net wor k wtetminal 50468/f8af1 a- Gernitealapaal ntidnes sl 4nthere ésaral mewd doat i ng a
host nane of a host on the closed area network with a cl osed area network
i dentifi cgigm ERAANS CEeRCRR I goBH®ler si on tabl e having a record

correlating a npRiaVEr, AhepP8bleR il e Lor R AL SRS YRtEm SR Owh £ 05

Fig.6 is that the time it takes to solve an inquiry about a host name

10 when terminal 51 accesses LAN 23 or the Internet 14. More
specifically, when responding to the inquiry, not only a search of a
wide area conversion table, but also of a closed area conversion
table is required, and thus a processing demand on gateway server
61 increases.

15
Disclosure of Invention

An object of the present invention is to provide a relay
apparatus that provides a high quality information service to a user
without imposing a burden on the information service provider of

20 closed area network even when both closed area network and wide
area network are included.

The relay apparatus of the present invention comprises a data
communication system in which a terminal connected to a network
is able to communicate with a host on either a wide area network or

25 a closed area network via the relay center and either one of the
networks.

The relay apparatus in the present invention provides (a) a

storage unit for storing a primary conversion table having a record

correlating a hostname of a host on the wide area network with a



5 address of the host in the closed area network, (b) a receiver for

recei viing an access demand to a host fromthe term nal through the network,
(c) a firgopasespglring unit for acquiring informati on corresponding to a
host nane included in the received access demand fromthe primary conversion
table, (d) a wide area relay to unit f£gg. when information acquired by the
first acquiring unit is a wide area address, relaying the access denmand to
a host specified by the wide area address, (e) a second acquiring unit for,

when i nf orvidde arephidairess dnd taheedordcoreelditingth WdstnamedCh dFest anea
network identification, acquiring a closed area address in the closed 15
area net wbhe closedcargemedmarkaadithss doseds poealinetwork Hdemdifioation,
included in the access demand fromthe secondary conversion taple, (f) a

cl osed ar 880 & SFCORMATY o CONNEXSIOR tahleahasdagyahdseord csTelatingpacifi ed
by the id itflcati i red tthe first i ri it dt | d
 ea adar EOSURRGR! bECR Bt 08U a0Sel FRin SN A WitE B\Elised Gerciry,
the ol Hoodadress T HEVIREs CIAARS LI60EN AT Rt OPh), I TR BLy S TdR0S, o"

area whi chec¢eiviingsan adyesst demiand ed rd Boak .frond theotegsnimd thaowgh the
correlating the 25 hostnane of the host on the wi de area network with the

wi de ar eangtiwiosks (@) ap diest wdquirisgnaxnitsfigrecaeguirengetinfovaiatiahe

termnal is a cellular phone, for exanple. Brief Description of the

O awi ngs COEponding 9'a| hastame.cknehudsdnin ndengeseivedi gecasson of

ana\IMn?gfnare ('Teﬁ'bin?nth grr? xyh SB (Ié A)lu_g%g RLO ﬁeggi n %h Igff. F?S.g

is a di agra?#@ﬂow ng a ?e/j)a ﬁ%’rﬁ il@u 4t ?gln f Q é’m gg a eglg nggf irgrllaYab! e

used {@ tQail To£" Mert SAPGEIAOIbIE MRIgTTed %gh% fits? a?c@ﬁhrp%%ﬁﬁ%?ssaow ng
f I ch has been pr

a configuration of a renpte access system posed 1 n the

past. Fi gwidesarealaddress, siedaying shdacressrdé mamt toa hbsaspeosfiddal ga
conversion table used in the renpte access system Fig.S is a block diagram
showi ng atk@nWiggr arean askdrgssy st@ma oserradnagquiring vadt sfar;, avbener

t whigh h b d i h t..Fig.6 is.a block di

Show ng att et POREUIEETY e, Fst Vi yirind; piifean diloskd Baers of a
wng a _ . tRén BBt net) drioeRe B

Shovi np ancEyTERIRRTITPAART A dir g eEflsed, r Rdbret A URENIAY Gl

accorg§ ngatea aetworkgiherslostdtdreardiddsys ¢oMeRpaidin b Shé hostiiaggeam
show ng one aspect of a protocol configuration according to the data

communi cainemdadirithe Aegasy. demsingd fiawkthi ageamdanyvéomy ersionf tahleat i on
O S e S O O o e s Sk cat 1 on
strver ooshspeRificl Bl TaeRRAERTNT SR8k B Heghudt PR Yrar
showi ng agn#caadstlk®W1bekdPiRGEadress acquired by the second acquiring
20  unit.
3. More preferably, the storage device stores a record
correlating the host name of the host on the closed area network
with the closed area network identification in an area which is
first subjected to retrieval, and stores the record correlating the
25 hostname of the host on the wide area network with the wide area
address in an area which is next subjected to retrieval. The

terminal is a cellular phone, for example.

Brief Description of the Drawings



(control process of access fromcellular phone M5) performed by gateway
server GAB. Fig.l3 is a diagram showi ng an exanple of the data F0458/ 3131
_g_ configpoggsimapiof first conversion table Tl stored in gateway server
GA5. Fig.l4 is a diagram showi ng an exanpl e of the data configuration of
second conversion table T21 stored in gateway 5 server GA6. Fig.lIS is a
di agram showi ng an exanple of the data configuration of second conversion
table T22 stored in gateway server GA5. Fig.16 is a view of an address
conversi on when Eig.lulisrat blptkndidgrancehossingP & ecorfigt®ativr hef daha
communi catjon system Fig.l7 is a view of an address conversion when
cel lul ar phugenescapoestion systegnywhivh has beendprapaesedrimithat past.syst em
Fig.18 is a vi evis.of an address conyer sion V\&en cel |l yl ar phone M5 accesses
t t

|P server WS in Hige2di 3 dingaamcaliovnngyaidata condfiguratipn af\a ewide t he

address co rsi r e P server WL in the data
comruni catiﬂ(;e gﬁ’/‘g?ﬁﬁmg %ﬂig%%daﬁ?gﬁgﬁgﬂ&& égﬁﬁﬁﬁﬁBP Y8 dr ess

conver g on when [ ; P. !

com*runi%cat i on syFs:lgglé%%g{)bﬁ?gg?fwggagpgﬁggﬁgg %%?ﬂwﬁ%u%ébgoﬁfgn@hggef i rst
conver si ona¢@dssesyStent,owhdch rhagab esm\proposed @éhe past. Mode for Carrying
Qut the Invention Hereinbel ow, description will be given with respect to
one 25 enbodi nedtige# ishe diagsam shewemg endata gondiguratient of taheladsadi ngs.

Cont | gur at#is GPRLCTHPR blmdbciin ThE saiash 8655 DY URtbuay sorver NS
(Relay Center) 365059k NPbiGcRMagrRAAAER ng a LoORPEE AT SWEYYHem

10 obtained on the basis of another system, which has been proposed in
the past.

Fig.6 is a block diagram showing a configuration of an
alternative system obtained on the basis of a system, which has been
proposed in the past.

15 Fig.7 is a block diagram showing an overall configuration
using Gate Way Server (Relay Center) GWS according to an
embodiment of the present invention.

Fig.8 is a diagram showing one aspect of a protocol
configuration according to the data communication system.

20 Fig.9 is a block diagram showing a configuration of LANC 1
comprising the data communication system.

Fig.10 is a block diagram showing a configuration of LANC
2 comprising the data communication system.

Fig.11 is a block diagram showing a configuration of

25 gateway server GWS comprising the data communication system.

Fig.12 is a flow chart showing an access control process
(control process of access from cellular phone MS) performed by
gateway server GWS.

Fig.13 is a diagram showing an example of the data



F0458/ 3131 -9 In the figure, a cellular phone M5 is a nobile station which
is entitled to a packet comruni cation service of a nobile packet

.conmuni cat Fo46843wor k MPN (connecting network), and which can be connected
to nobil e packet communi cation network MPN and to 5 a nobil e tel ephone
network via a wireless link (not shown)g§ -Cellular phone M5 has a function
to access a Wb server through nobil e packet conmunicati on network MPN, so
as to browse Wb pages. Note that, the nobile tel ephone network is a

net wor k f ocopfiguinditran afgfiner abnvebsicn phbhe Thstorsd ahi gateseayi serveand i o
cellular phone M5 is entitled to utilize the communication service. Mbile
packet confiWiat i on network MPN i ncl udes pl ural base stations BS, plural
packet subscrib at eway server

com(;runi cation | ?E'Eé'rlggﬁﬁzi(:g?ﬁlggé%ﬁﬁs _ﬁg‘_’%\é’?ggatqrbnéxﬂ@ﬁﬁe q%\_f’éhggd%ta
O tral ty SPACIEEEH e QBN conyerigh GifeodRst SIOLAEPI "ERiduarh base

station i ssgBlegd GWW.rel ess communi cate with cellul ar phone M5 which is
inside a radio zone fornmed by the base station. Packet subscriber
processi ng devi cBigR$5i sisa aodpagerms ystiewingowmedxamplepasketh@o data
subscri ber exghange, serving nultiple base stations BS. The packet
subscri ber CQR 3t qdyis€eondc sionersHeR etabdgc IRA%istgred ntmdgafeway
cel lul ar phonesl\éﬁl and relays the received packets to the destination
cel lul ar pﬁ%‘ﬁ@r ﬁrough at | east one of another packet subscri ber

o1 ocessi ng dovi coLE Thef - VIgN™oEoRE; SHREsy coRPARIC whBn KR IaR T

processi ng device urt her, pac SCTi ber rel ays

t he paaketpheneaefs aettsiey [PRepeer VB3aiidlgadata ) orRifiica®on sGateMay
server GA6 is a conputer system provided in a nobile packet gatéway

rel ayi ng/ swi t chilRig.éXchangevicant of aor addres$s¢ansersiohd wherr cebhdari ng

nobi | e packﬁt C ni cati on etvvorké&/PN, nd networks such as the |Internet
(wi de ar eaPRER acResses MR Sery ek M 4aneth e, 8aks Gommunicati ama yste Mor s

| i i i , | i . 4P |

convor i on 5 rerar 180T YRk B2, afiodaghEsE BhRtRITan SR oeE AT ced i n
bi | KCaf { : i t t
INET or LA e 1 B e TS o R dRtR e muipearidh S9Siel *) Rer

responds, includere.¢Omsim caieivonoHridieoceldreys hceavetfionP whent eelleilwpr k and
transport |ayers, and a conmunication protocol such as a HTTP utili zing

TcP/ 1 P. THRhesa M aseewsespiRserver Wa imnthe daticoan paukieatioat wyste PN
responds, includes muni cati on protocol .TL ich is . a sinplification of
TOR TP, and comtib-20t PR eaediale Af Siel of bie adefesst prerSian

Her ei nbel %eﬁes@élwgrﬁpl’mﬁﬁé. REST! AR WEE N 1PESRGGEr QuoOTInG At HgPa
protocols 1nplemented in the inportant parts of the data communi calion

system FigoBmsnicaticwsgstemnow ng the protocol configuration of a part -~of
the communi cation data system In the follow ng description, 20 if there is
no neéd to distiligu2dns| @ diegvam showsting the comteats iof first conversion

table T1 stored in gateway server GWS.

Best Mode for Carrying Out the Invention
Hereinbelow, description will be given with respect to one
25 embodiment of the present invention with reference to the drawings.
(1) Overall Configuration
Fig.7 is a block diagram showing the overall configuration of
a data communication system using a gateway server GWS (Relay

Center) according to one embodiment of the present invention.



referred to as | P server Was shown in the figure. IP server Winplenents
TCP/ I P as a conmuni cati on protocol for network and transport |ayers and '
i npl enent sFr¢d58/B18s t he upper | ayer communi cation protocol. On the other
hand, cellul ar phone M5 25 inplenents protocol TL as a conmuni cation
protocol for network and transport |ayegs, and inplenments protocol AL as an
upper commruni cation protocol. In addition, gateway server GA5 inpl enents
TCP/1 P and protocol TL as communication protocol for network and transport

|l ayers, and i npllandrd §igdreR aasellnéartphone M®45% dilcHile btatiayewhichtgcol of
TCP/ I P, and prot ocol AL as the upper |ayer protocol of protocol TL.
Cel | ul ar padelstac de paskatheommarmeaticEenviceNof 2 andbde ymiaket

Phese. pr oGBS eatigh drietsr ls%‘iﬁ%%n%rcﬁhfgi‘?{@i ), @@tb«?efq a0
|1 ul | [
etvor k vARY coptiestad B, BEMHEPALR R MR FeRPPEEMENE GR wher o

a conpgt erg viridhide NGl fidde PheeRvTkNYia0id T Wirdfesk! JyhRe %6? -Shba) nal

and the termnal 1s to connected to gateway server a id band

comuni catCelubet wirdne M$aihaiseaahinectiennoalcchlsi s Webesmvﬂ@* thebugh
mai nt ai ni ng/ control | ing gateway server GAS5, conprised of general conputer

system THBObalmp@ﬂémecqmmunmatwmrsetyperlat Ny sanasstaabromsst Webr of
or Gt ¢+ PR ol it ol bl telebii Tevodndace NaMeTRIToRT
whi ch dir epldMdif aﬁeaér&(ﬁaﬁ‘erﬂéﬁﬁ%mpﬂcgr?(@nﬂ?iﬂ}ﬂu%lea 1‘6’?1“%&%% grgﬁgat' ng

a first conversio conver si on or a secon

tabl e;gd 211ceTﬁﬂa¥%% looné M s eatitfed b6 lﬁ@ﬁ&étﬂ&”c@fmhbﬁléﬁlﬂbﬁ' &rvaker as
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onli ne contract servers ere are not onIy servers

to connecpedctegsﬂx% QId\Qbe' ST igSa n@GinipRited sparetn PréviRle ihPasSpavRES
provided in LANs Cl and . Figs. 9 and 10 dare bl ock di agrams i ch show

the cOhfi gubétcrthcroctmm,g@sxermmg maultiple base stationssBS.i giltespatReser ver

WB is provigded in N Cl, .and | P.servers Wi and W5 artf'l prqvided in LAN C2.
LANS Cl1 afyos&sr lgfg BB(t)ﬁessmg device receives packet exchanging demands

from cellular phones MS, and relays the received packets to the
destination cellular phone MS through at least one of another packet
subscriber processing unit and the base station served by the packet
25  subscriber processing device.  Further, the packet subscriber
processing unit PS relays the packet between cellular phones MS

and gateway server GWS.
Gateway server GWS is a computer system provided in a

mobile packet gateway relaying/switching exchange center for



15 cl osed area networks, and only all ow access through nobil e packet
communi.cati on network MPN. | P servers WB to W5 provide contents assuned to
be used oAi&5$/8i3kel | ul ar phones MS. In Figs. 9 and 10, routers RTl and RT2
respectively route packets fromdedicated lines L 1 and L2 to destination
hosts in LANs C 1 and C2, 20 and route lflackets from LANs G and C2 to the
dedicated lines. {2) Configuration and Function of Gate Way Server Fig. 11
is a block diagram show n
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storage device &4 such as a sem conductor device or hard di sk capabl e of
storing basferprtoginies-oconvarsions ofabl eensmemiaatidbh pratocdRskeb dni led
| at er and cagaﬁlre of rewiting the stored data, .a nmaintenance term nal
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controll en C in of~t he conponents of the gateway server.
Radi o sysggg%mgﬁaﬂrgng}gcileec is provided as a receiver, and storage
device GA IS preielethaingnf Ai8AC pBtocolORb! Whith ehanraddt IRET! of

perform ng various control to processes, or storing a control

progr am exespbadshyirfdlddesl .coanthenicati B 3pustscels suulk ag eRCR/1PPYJE61.
CPUG51 reads out and execute the control programstored in ROMG 62 to
contr0 Rowtesxk magiteasspadt layess, @nd @ Gemmpaicationopro@aleswduias t he

uncti on. SeRTEY nillisie SERIR. O sommbnicBian witosli fg piickss
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server G\prog6ebyesTR) asfleich dagana 2Qif{ i fiaafon €. of CyCpgPandagf HITP)
froma cellular phone MS, it searches the "host nane of the accesSs point

i ncl uded icomimuniwatioh f rprotpciotar xLgonwdrichonis atd e stibsest epf SHTTR.st
acquiring.unit). Fig.13 is a diagram show ng an exanpl e of data
conf i Yir atleieiabeloMrar Wessrntienon widbl ebe 1 gixenshowith n kaspert fitgure,
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and the r 'Qé%m%ﬁﬂfbéﬁéﬁkxgg@ﬁr sion table T1 are only those

corresponding to pre-contrac servers W as long as no record is added

automati cal |y b¥Figh® isabediaggamidtesiwiaghthe firé48c31 Ponfigupnoiers»f a

"Address information” is identjification of a _host corresponding to a record

or identi Paghiofotheocommugniestionadata isystdmen: the hoBlowmng deiscdigtion,
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referred to as IP server W as shown in the figure. IP server W

implements TCP/IP as a communication protocol for network and
transport layers and implements HTTP as the upper layer
communication protocol. On the other hand, cellular phone MS
25 implements protocol TL as a communication protocol for network
and transport layers, and implements protocol AL as an upper
communication protocol. In addition, gateway server GWS
implements TCP/IP and protocol TL as communication protocol for

network and transport layers, and implements HTTP as the upper



5 expires. The records relating to pre-contracted |P server Ware
elimnated only at a tine when the contract changes. Therefore, an .
expirati oX04p¥el3ls not set for these records, as shown in the Fig. 13. In

t he exanple shown in Fig.l3, a record corresponding to IP server W8

i ncludes "ipl.lanl.ccccc.co.jp" as hosllmrane, closed area to identification
information CID 1 identifying LAN C 1 (or dedicated |ine L1) as address

i nformatign. Records corre ing to I P servers WI and W5 al so
respect i vdayer RrQigeol; e, ﬁpéﬁﬁ?l'&cé@dcd?qqioc dAkpas| dhe. 9PReT. d8Yies” as a

h ; d h i pcl d id ifj

ofor mat - arotecd B PEAGRVI, LRMESE BhOREIMST Bcesths the latdhagtess

i nf or mati qNEfr}ﬁ_ L%’Nrél aqfs?%(ilhgg%tcgolc%ls‘g ver W1 includes
"keitai.adaaa.co.]p" asS a host nane; e area I'P address "XxXXX.XXX.XXX.XXX"

as address i nf opRiellRilar ThieoAat npPémeintef pfdtaceds PE andaWLfBEFRUsebUt it
is preferable for it to be in a 20 different data format froman | P address

"xxx. xxx. theseprotocoksf areaklesiged tosadapt ¢raandata prdcedisgng abititryabf
" t tai ni ng, the host n f th
oo T et hpme, MESand: o Hendy s o S Hpaaiis. s
f dt .1 i dycl d. t. kK i dentificati
(o ot or eq <efufficaRo, hEHOTKOMENT RIEFEERIPIER, EEaYRUEnERT g TP "
retrieves gpjge 1‘%?‘/1]’35@ %f stéi?ﬁeﬁ‘lccﬁﬁl%reo'a“tcé Jte?e.vfﬁﬁorhdaﬁy KOdut4S! on
on e clo Identifti % p

tabl e corresp ing tot sed area networ cation Jsteps S2 to
S4: secongraceassingnability) is prod4884343la- térniilalreahdothehirmeindlngs
address in the record is a closed area network identification or a w de
area 1® agonmested Hasegadewalyor sexeenp| 3 WiSdathraughata Amoadhatbardy,

j udgment may be perf.orned b attern matching 'on address information
stored i n®O S?H()@on%t‘f’ééf- an address corresponding to the previously

nformat on, antt ot R DreReteds IeERTRATLOMAC, Wo, A helwah By °" for

expl anat i %in‘t@iﬂ'ﬂn‘g‘/céﬁﬁﬁﬂ%% gate%gn@&yvéxeew@wo §egi o fe%lérgf are
provi ded as a nunber of LANs connécted to gateway server G\/\é; and in the
present ecbmputert systeaonddrey mamtenance tethmal? M Tstowperatéd by 4n
corresponding to LAN C1 and secondary conversion table T22 (shown in

Fig. |8 cadnadistiaton o6 Batewayarsenyasvi @GNS, aandhoascprdimgsto14hasng 15,

ond " adar SERrER ERASHL AasPalGiGhe (o7 Ao realSkaT Ry B Sverci on
table is g %ﬁ@ﬁbﬂSéfﬁﬁhmaﬁ@%atéerﬁ%r RET) wHiChNdire c¥R} Fefate’ ide LAN

corresponding to the table. In the secondary conversion table correspondi ng
to LAN Clthe lpresentridveaticrs denalifiugdtooh Pfcio upelaténg BB fitstecdHnversicaeord in
secondary conversion table T21) includes closed area | P address-:

"ppp. ppp. Pplepfronywersignrtadde) nf by onta second cpavessiomisabledrdby §i2h tabl e

di to LAN th d [ to | d W5
(the 71 sonaghe Batisral The sirrafiors ol sha- BB AL oA dasce Hedater. ™"
tively i " _ _ f
" aa. aqq. qqa. qaa HERIPCHENRE W FBcEl AL e GEF AR BP SPRITIROR s AL
figure, ctlosedoatents Pspddified dy | RIAHoren Wessutde Iandatey C{ORIY) area

| P address of |P server WI. However, as closed area |IP address 1s an IP
addr ess vin¢laded yni the deEflhalamand. FIR5$¢n3s W1 and W2 shown in
Fig.7 are servers connected to Internet INET, and provide the
25 contents to terminals using WWW. IP server W2 is an ordinary
WWW server, and the contents provided by IP server W2 are
assumed to be used by PCs. On the other hand, the contents
provided by IP server W1 are assumed to be used by not only by

PCs but also by cellular phones MS. The hostname and IP address



- 16 repetition of the sane closed area |IP address does not cause a

probl em \VWen a record having the host nanme of the destination host is
found in dHPadPidval usi ng the secondary conversion table (hereafter, 5
referred to as secondary retrieval), gateway server GAS establishes a TCP
connection connecting cellul ar phone Mb2and the destination host identified
by cl osed area identification CID corresponding to the hostnane and cl osed

orea | P diies Mo Seersy Serer, Sl any (G dedcated | g 80 e
prouh g BRAR R STNESA RPN RTINS StRing G5 e’ &
destinat! AmdeRe E=alaest & poitoRREIRORE LB aip el

server G/\3egvenli WS eperal&Ptiso meinitenancenashind aektobadanbengifybat o the
host identified by the wide area |IP address through gateway server GA5 and

t he | nber reantragirmadk batyeeara earbes athsobirapacket natwackdviP Neandd
received from }he cel | ul ar P(bﬁonﬁ to t host , aﬁpl conpl.etes,t hgwpr Qcess
(steps S2,anmsinfermapgnsproyiggryhayng fiysegver Yel .oy Qhenwisgettoringst
nanme of d ,Nat. j t.f0 I | Yok riev .qat eway
server G\/\(gﬁ égn ;e g‘“‘r‘?ﬁ‘é@{‘xﬂé’ :méer??gﬁleerd;e#p%ér@%roc\i/é@ a‘r"é?’l bﬁagial?légg :

correspondigiftrhét.t he host nane, and receives the response (step S7). Wen a
wi de area I P address 25 is included in the response, gateway server GA5
establ i shes a TA} dPnsentérsnWotlneret iang met lanlyr IPheewvers W1t hndh¥eR
identified by the wide area | P _address through gat eway server GA5. The

Gat ewdy saoreatpdio Integnet INIBE ax seertioaeshaboyeeibigdaksoo kP cegnviarsr

h M5 to th t it th t F0458/ 3131 - 17
porforms Provafie it LANSHG I ahdl CPos E18Spoospic  posispbISeR piRgrams 1 n
th h t (/s (O | |

peri oa of THigk rol (BEaRFIRRDIE LA O WEGET ARSI 20, o

time fromthesefigdieyy Hersepdep Wi i probededt @VWAYA BEITVES ahldeIP syerivesysa new
record COT@I’ISI ng the determ ned expiration tinme, the host nanme of IP

server W Wrdandd®W 3razg prouitidss LANrC2ar y LodNseGl amd £52 earelbotht eway
server GA5.elinpinates the recor V\/r} he hol di ng periqd of tjnme of the

en
recor A5t o Hased ATeAREt VePrksean rﬂ’?é’r?h%&?%@sﬁi ojtgh mpbilgipaskets not

does not 1 RubFUERBRIE CneRBHE JRIPRECCOR tehlars W T ST oS Tk Ney
or ohi bi £ o RO RS SEARTELO MRILBE KL RIG BERUIl BhdmePMES) - TR KT o e
destinati éh drid sEQyaowtess NRT landnRT2ndesipectvadyt heute cpask desvaired.m ( 3)

Qper ati ons e%xt iﬁ{ati ons rel ati ng tQ address conversion in a data 2o
comuni catd Cééf‘éi) asalrilngnd He2 dend el paticsh hasds ianbA s ddsandped,above

Wil bs el fose packets from LANs Cland C2 to the dedicated lines.
(2) Configuration and Function of Gate Way Server
Fig. 11 is a block diagram showing the configuration of
gateway server GWS constituting the data communication system.
As shown in the figure, gateway server GWS includes a radio
25 system communication device G1 for performing radio
communication with cellular phones MS through base station BS
and packet subscriber processing device PS, an Internet connecting
device G2 for connecting to Internet INET, a dedicated line

connecting interface G3 for connecting to dedicated lines L1 and L2,



(3-1) Upon accessing IP server WB Fig.l16 is a view show ng an address
conversion when a cellular phone M5 accesses |IP server WB. In the exanple -
shown 25 F946%813] gure, an access denand to | P server WB sent from cellul ar
phone M5 to gateway server GOA5 includes a host name "i.p 1. 1 an 1. ccccc.
co. jp" of IP server WB. In gateway sel¥er GAS which has received the
access demand, closed area network identification ClID1 corresponding to the

host nane is obtajned b rimary F0458/313] -18 retrieval using primry
conver si oftQEAS % ‘,’lc§n£3‘£ YR A # LMy deyiceppr phat ¢ ppisk

2%22‘33;?9%%3’%?2?5@?}0?% B kPR Bl fn Al O BB Rl SR T, 1
comnect] o Foriee Rg oL fieh, aPd,akabll bf {efrithid ol gLy, fra

cl osed ar gpaimgenankel derminalcaomedting limedfad®s@8 Foeacbinadeimssto
" ppp. ppp. ppp. ppp" through gateway server GA5 and dedicated line L1 is

est abl $ shedainmtBeaaceeterminalelvhhd af contdlenl@é pomtrelNBg sachaofrthet ed to

| P server WB from &Zt? server GA5 thr ouq%di.he est abl i shed connecti on.
Her eaf t er COLBRANIAN QEAEWAYy SEEVERFTP 10 SYSiEdRt 6 FHRUBAEAHOR

15 Fig 1 780Ee B S B EEeE atop ctel dumbe ART SERERE BiPer Gfche N
accesses WRo%§d¥8 as% stofhgd'infkanpl e shown in the figure, the access
demand to I P server W ser% Frorh cel lul ar phone MS to gateway server GA5

i ncl udes host n@ontroHet.G6 lsay a CPCU:(G6tOf-orjdpérf@frIﬂilﬂgSealfiqus\/\Bonhfblgat eway
server GA5 which has 20 received the access demand, primary retrieval and
secont@r y precesssml a ROMeG@? for storong a cantsebpragramaxaguted by

i dentificatdon 2 and cl ar | P aqddress "RQpp. pPpp- pPp !
correspongﬁlé]g tcg15 he?R s?nﬁé%@sé@ use tassﬂgqmna’%di(gfoq?;ﬁl)'(ﬁ6l~
connecti o t] e I p 2 erx.er i if i;ed by

cl osed ar g:apenae V\grk@?dd%n{)lilri %g?i ggggfl@ g&r)l% g?ggre é)\rfggr% a rggs if

" ppp. ppp. ROMGPH2t ty eofifr dROMYGEL VRA VG 6 dndedhidt 6d td GSLlands
est abl i shed éstep SSin Fig. 12). Since the process follow ng the foregoing

i s the sameadouthandiexecutestheobasix psegnam stdriedsian seorajfe devptar@di on of
it wll be orritt.ad. d530458/,313 - 19 Furthernore, as is obvious fromthe
presel? opRPIovade thedfallewinglunediondescri bed operations, even if nodes

O ao Lo Upee 1 s hIfloW Bhaft SRBf R thd BoRENl Sthnr8RliRE PR '
performed by gateway server GWS, more specifically, the
controlling process for access from cellular phone MS. As shown
in this figure, when gateway server GWS receives an access demand

20 (for example, a Get demand of HTTP) from a cellular phone MS, it
searches the host name of the access point included in the demand
from primary conversion table T1 (step S1: first acquiring unit).

Fig.13 is a diagram showing an example of data
configuration of primary conversion table T1. As shown in the

25  figure, first conversion table T1 stores records having "host name",
"address information", and ‘"expiration time". Each record
corresponds to one host and the records in the first conversion table
T1 are only those corresponding to pre-contracted IP servers W, as

long as no record is added automatically by the later described cash



5 Fig.18 is a view show ng address conversi on when cel |l ul ar phone M
accesses | P server Wo. In the exanple shown in the figure, access demand to
| P server XE58E481from cel I ul ar phone M5 to gateway server GA5 incl udes
host nane "ip2. lan2. ccccc. co. jp" of IP server Wo. I n gateway server GA5
whi ch has received to the access denand4 a primary search and secondary
search are perforned, and closed area network identification informtion

Cl D2 and cl osed arep, |.P addres to the

: " 4qq. 999~4qq~q9gq~~ i
host name P UHSai ngﬁdgyeﬁ%e IPEPFF?&?H?%Q(gggpg %’tiffct%rtrglel'?!oo‘ir’]ﬂl t dile%n, a

TCP connec} | i | ul.ar ph . r I t.i.fied
by cl osed %¢‘3§Sﬁ§mﬁk F(geér:lﬁjieﬁ%égt Pgnﬁ{},‘){erﬁg/ﬁgaag“%rfoégc}ﬁgr }eégéﬁ%fa%%‘r%gs@
"qqqqqqqg%-'eﬁtﬁhéhhwghjgafrﬁéa/ﬁneaerve'rE f?aditth dEMER BRI HrifdRmatibh
establ i she step SSin Fig. 12). As is obvious fromthe present operations
and the prehowisgyanespirdteédnoginreant omhicleeretention tepmefoPthemeensdare 20
included in the sane LAN, no problemw || arise. (3-4) Upon accessing |IP
server 5W lexpigeso ThearegerdsHelatiggaioapieeenianted sibnsewvar W 1arear
phone MS acgcesses [P server W1. |

th le shown i fi.gure,
Fonand o PbioBaed anly Sed tanew Beh B Ombt tREDEeE o ThRtEidibaanyer
G\ | | ud . "kel i i o y.0f, | ReT| t
server OnCRRITREL dHRE T if & (AR Pedhdas Shag B (iR, P Y

perforned, and Qﬂﬂil@eﬁbﬂi’pﬂepsﬁgﬁﬁﬁ? Fi?ﬂ%%éﬁé@@fd&‘éﬁ%eﬁgbﬁﬁﬁﬁ@ﬂﬁ TP to
the hostnane is obtained in the retrieval (step S 1in Fig. 12).

F0458/ 3131ser¥erMW orehides 'TipH .tambamdaancogprieas hogt aeirhal elopbdrarelS t o
| P server W1 identified by wide area IP a €SS " XXX. XXX. XXX, XXx" through
1

. P add
gat ewdy sekdeartiiopationg 1nfrmation, 61D Neadend1fagngplLiANe&. 1 {rE dedcadedenand
f [ 1 uy). M5 t iti.ed t P WL | . gat
o0t hr oughibnd o addreds  SRETAEN o Rcdhls orthsnoBB 8 Selprer '
i catd WOR P i I VS
iaatiptibgus il e L N E e (P e o Sl 2 eV 1

showi ng an"j aImiE.c@Eca.CKU.ﬁfgﬁ &id v eI i Dhest oeet b Ypdr aphanbo agarsses | P
server W2. [n the exanple shown in the figure, access demand to |IP server

W2 sent framddbel cach necond iveludegatlosayd arca ademifi¢ateondiedoamationane
"www. bbbbb ' of |P.serv ) In the case fhat a ord hayjn

" W, B@bbbCi’g’:z' ‘zfi,e‘&lm%ié\ﬁs (:rit (er o?‘é‘r&llpﬁteﬁfi ﬁﬁlﬁy L2hvassiianess) ¢ T ,
an i nquiry: : i a . r i t nane
'S sond 1 ArifBEHERORD ST et Rech i diiiingg 26 NRAYEIW P fluags ] 00

server conmnegitgilah@ad Woejpret asNEL, oSt | pavhéey wideo! veda anP 2qdd@gsar ea
| P address "yyy.yyy.yyy.yyy" of IP server W2 1 s announced to gateway server

GN8 (st eps"XXAXXRXxxanMx8? as BEdgredo)infonamtidnP cbheedatan fohmaigiof
Pent 11 oCkD ol b an APy abOFBIL DSy it95. PISLETApe iRl Bed abaven and
25 couhit g PhAlG, Bual FoHGES T RN, HP0TARHL 2 KERSHE Bk Sevt s shea
R L R T G T R e B S
XXXXXXXXXX".
When the record containing the host name of the target is
found in retrieval of primary conversion table T1 (hereafter,

25 referred to as primary retrieval), and closed area network
identification is stored as address information in the record,
gateway server GWS retrieves the host name of the access point
from the secondary conversion table corresponding to the closed

area network identification (steps S2 to S4: second acquiring unit).




-21 At this stage, a cash process relating to IP server W2 (step S 10) is
al so perforned and a new record having expiration tinme (for exanple, 13:15,
Jul. 30. 2000458(fdB&r ni ned based on the hol ding term obtained from | P server
W2, hostnane "www. bbbbb. conf, and wide 5 area | P address "yyy.yyy.yyy.yyy",
is stored in primary conversion table Id-(refer to Fig. 21). On the
contrary, when an access demand i ncl udi ng host nanme "www. bbbbb. com " of IP

| fr. | 1 ul ar. ph d
igrné?[; ord SAETIRRE, SRS e 14 cAddins dRoreatredrd isha RUOSGATRIbn
T pri marbelsatk, Mg WIS At RBFRE I R Chen ©
the.cel | %ﬁa?@epﬁ M a2FHINAES tAbRefEaﬁ%re\ry,rjdlagg{erﬁft%_ySbé ﬁé}lfg!‘rﬁi%%i and

S6in Fig. 1 n gateway server GA5, the Treco el atrng to server W2

woul d be byipatinarxednatc:hﬁn;gr omeagddeesy énformatdy gtdiedrinllie vedotd Hp 2000.
(3-6) Upon accessing a non-existent IP server Finally, description will be

gi venbwi tthateapeaddressarcapespondingotpdhicoprevionsly st¢oced pettend i t he
| P server,sent from cel] ul hone M5 tp the teway server GA5 i ncl udes a
host - el ST minadag: 105 ath denastworR eI Ricatitn, dRtormation; Aad v

retri evalof'hsergez[gc Wiﬁ%d%x%'ﬁd P'&%r{qgfi s issued to the Internet | NET, the w de

area | P server cannot be obtained {steps S|, S2, and S7). Therefore, 25

notification tIRertthe gakei oRlexPlahBeicti,Vee iwilloiuppyse thatapgowassd to
cel lul ar phone M5 fromthe gateway server GA5 (steps S8 and S11).

expl ai nedsedondaryt vomwdrayonpreblesusref proeigedsanta i myarbérowfj Ldydis
whet her the dest i(ﬂat ion host in conmunication is F0458/ 3131 -22 in w de
ar ea 1Aet vENIRN@EtEd, tQ | BRfeW aY SETVRE (BVKS; aikh 1B he presenthemhediment of

host. By condugting two-sta retriseval, the.hqgstn Is efficientl

obt ai neé.Seﬁeéﬁ%yngpyyerwigg‘f%@s‘fgﬁ ?%‘é%é&f?ﬁ‘sa&g@%‘;m{eéHOPﬁ‘én&%e ar ea
net wor k e C Ni [ n rgynal  and
nost_can BAN 1) AP MR AR R fon “RIBI" P23 | B R CFIE TR

assi gned d@réhpoﬂﬂ@ﬁ?d@LﬁN@QWd(prd;v\fdrljdr,at ion fromthe w de area network

will not enter the closed area network. Accordingly, there is no need to
t ake hi gh securAsyshowm dnnFager ek tangr édencacinf sé¢condary sgonviarsion

15 table stores records including a "host name" and "address
information". Address information in each secondary conversion
table is an IP address (closed area IP address) which is unique in the
LAN corresponding to the table. In the secondary conversion
table corresponding to LAN Cl1, the record corresponding to IP

20 server W3 (the first record in secondary conversion table T21)
includes closed area IP address "ppp.ppp.ppp.ppp" as address
information. In the secondary conversion table corresponding to
LAN C2, the records corresponding to IP servers W4 and W5 (the
first and second records in secondary conversion table T22)

25 respectively includes closed area IP addresses "ppp.ppp-pppP-pPPP"
and "qqq.qqq.qqq.qqq" as address information. In the example
shown in the figure, closed area IP address of IP server W3 is the
same as closed area IP address of IP server W4. However, as

closed area IP address is an IP address valid only inside the LAN,
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‘the cl osé“@%@é%@hetmrk and the relay apparatus for conmmunication with a
termnal, the host and a term nal user  on the closed area network are able
to receive a high quality service. 151F6referably, the records relating to
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cellular phone MS to the host identified by the wide area IP address

through gateway server GWS and the Internet INET. Gateway

server GWS then transmits the access demand received from the

cellular phone to the host, and completes the process (steps S2, S3,
20 and S6 in Fig. 12, wide area relay unit).

When a host name of destination IP server W is not found in
primary retrieval, gateway server GWS sends a request to the
Internet for a wide area IP address corresponding to the host name,
and receives the response (step S7). When a wide area IP address

25 is included in the response, gateway server GWS establishes a TCP
connection connecting cellular phone MS to the host identified by
the wide area IP address through gateway server GWS. The
Gateway server then transmits the access demand received from

cellular phone MS to the host. In addition, the gateway server



20 F0458/ 3131 -24 CLAIM S What is clained is: 1. Arelay apparatus to be
connected to a termnal connected to 5 a network, a host on a closed area
network, ahe#58/3dLt on a wi de area network, the rel ay apparatus conpri sing:
a storage unit for storing a primary conversion table having a record
correl ating a hostname of a host on thd7wi de area network with a wide area
address and a record correlating a hostnane of a to host on the closed area
network with cl osed aflea network jdentificatigpn, and a secondafy
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access demand to the host 'specified by the identification acquired by the
first acqutliimipates thamdcohé whenedeahedd arg pessodafutinee dfythdecsoednd
acqui rliong hangf(g?r/es .31 -25 unit.
On the contrary, when a wide area IP address is not included
in the response from the Internet INET, or when gateway server
GWS does not receive the response by a predetermined time limit,
the gateway server performs an access prohibiting process (step
15 S11). In the access prohibiting process, gateway server GWS
informs the cellular phone that the destination IP server was not
found, and discards the access demand.
(3) Operations
Next, operations relating to address conversion in a data
20 communication system having the configuration and function
described above will be explained.
(3-1) Upon accessing IP server W3
Fig.16 is a view showing an address conversion when a
cellular phone MS accesses IP server W3. In the example shown
25 in the figure, an access demand to IP server W3 sent from cellular
phone MS to gateway server GWS includes a host name "ipl. lanl.
cccec. co. jp" of IP server W3. In gateway server GWS which has
received the access demand, closed area network identification

CID1 corresponding to the host name is obtained by primary



2. A relay apparatus according to claim, wherein the storage device stores
a.record correlating the host nane of the host on the 5 closed area network
with the EP986d34rea network identification in an area which is first
subjected to retrieval, and stores the record correlating the hostnane of
the host on the wi de area network wi tH8&he wide area address in an area
which is next subjected to retrieval. 10 3. A relay apparatus according to
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between cellular phone MS and IP server W3. '
(3-2) Upon accessing to IP server W4
15 Fig.17 is a view showing an address conversion when cellular
phone MS accesses IP server W4. In the example shown in the
figure, the access demand to IP server W4 sent from cellular phone
MS to gateway server GWS includes host name "ipl. lan2. ccccc.
co. jp" of IP server W3. In gateway server GWS which has
20 received the access demand, primary retrieval and secondary
retrieval are performed to obtain closed area network identification
CID2 and closed area IP address "ppp.ppp.ppp-ppp" corresponding
to the hostname (steps S1 to S4).
In addition, TCP connection connecting cellular phone MS to
25 IP server W4 identified by closed area network identification CID2
and closed area IP address "ppp.ppp.ppp.ppp" through gateway
server GWS and dedicated line L2 is established (step S5 in Fig. 12).
Since the process following the foregoing is the same as that in a

case of accessing to IP server W3, explanation of it will be omitted.
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(3-3) Upon accessing IP sever W5 |
5 Fig.18 is a view showing address conversion when cellular
phone MS accesses IP server W5. In the example shown in the
figure, access demand to IP server W5 sent from cellular phone MS
to gateway server GWS includes host name "ip2. lan2. ccccc. co.
jp" of IP server W5. In gateway server GWS which has received
10 the access demand, a primary search and secondary search are
performed, and closed area network identification information CID2
and closed area IP address "qqq.qqq.qqq.qqq" corresponding to the
hostname are obtained by the retrievals (steps S1 to S4).
In addition, a TCP connection connecting cellular phone MS
15 to IP server WS identified by closed area network identification
CID2 and closed area IP address "qqq.qqq.qqq.qqq" through
gateway server GWS and dedicated line L2 is established (step S5
in Fig. 12). As is obvious from the present operations and the
previously described operations, even if multiple IP servers are
20 included in the same LAN, no problem will arise.
| (3-4) Upon accessing IP server W1
Fig.19 is a view showing an address conversion when cellular
phone MS accesses IP server W1. In the example shown in the
figure, access demand to IP server W1 sent from cellular phone MS
25 to gateway server GWS includes a host name "keitai.aaaaa.co.jp" of
IP server W1. In gateway server GWS which has received the access
demand, primary retrieval is performed, and a wide area IP address
"XXX.XXX.XXX.XXX" corresponding to the hostname is obtained in the

retrieval (step S1 in Fig.12).
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INET is established. The access demand from cellular phone MS is
5 transmitted to IP server W1 from gateway server GWS through the
established connection (steps S2, S3, and S6). Hereafter,
communication according to HTTP (AL) is performed between

cellular phone MS and IP server W1.

(3-5) Upon accessing IP server W2

10 Fig.20 is a view showing an example of address conversion
when cellular phone MS accesses IP server W2. In the example
shown in the figure, access demand to IP server W2 sent from
cellular phone MS to gateway server GWS includes a hostname
"www.bbbbb.com" of IP server W2.

15 In the case that a record having "www.bbbbb.com" as a
hostname is not stored in primary conversion table T1, an inquiry
requesting a wide area IP address corresponding to the hostname is
send to Internet INET by gateway server GWS. As IP server W2 is
a real server connected to Internet INET, the inquiry is solved and

20 wide area IP address "yyy.yyy.yyy.yyy" of IP server W2 is
announced to gateway server GWS (steps S1, S2, and S7 in Fig. 12).

Then, TCP connection through gateway server GWS and
Internet INET is established between IP server W2, identified by
wide area IP address "yyy.yyy.yyy.yyy" described above, and

25  cellular phone MS. The access demand from cellular phone MS is
transmitted from gateway server GWS to IP server W2 through the
established connection (steps S8 and S9). Hereafter,
communication according to HTTP (AL) is performed between
cellular phone MS and IP server W2.



L f#109& () -f 2! #10%m& () - 2! ~>#109&' () -f 2! #10%& () -f 2! ?2#109%& () - f 2! #109&" (
)-f21F1GLHLI 1T1X112uV4 , .
|11 Hy9! 109B04AS/813) - L1 10%4| & ()-,, 10%} & ()-110%| & ()- 10 10 10 !#10%
& ()-f221222334}[:uv4 111 X3#10%4| 4| & ()-m ! aH3#10% | & ()-m
| 3#10%4| 4| & ()-m | f10%4| & ()-! LI M 10%4P4| & () - 10%| & () - 455551 677{ Y7)
10| | ' fH. #10% | & () -!. #10%| 4| & () -
~. #109%g& ()-)! ky)#10% | & ()-F @0%!| & ()- ! CY9$' ! 10%}| 4| & ()-777778C9: a?
10| | ! f H I MB10vEst this. sta8@180@EE (Drocessvlaiang: to) 1P @ewer W 2oastens. () -
1011 1011 'S 1:(7):1>s>3fs>(<)J f)erformed and a new record having expiration time (for
example, 13:15 Jul.30.2000) determined based on the holding term
obtained from IP server W2, hostname "www.bbbbb.com”, and wide
5 area IP address "yyy.yyy.yyy.yyy", is stored in primary conversion
table T1 (refer to Fig. 21).

On the contrary, when an access demand including hostname
"www.bbbbb.com." of IP server 2 is sent to gateway server GWS
from a cellular phone MS under a condition in which the primary

10 conversion table is in the condition shown in Fig.21, since a record
having "www.bbbbb.com” as a hostname exists in primary
conversion table T1, the same operation is carried out as when the
cellular phone MS accesses the IP server W1 (steps S1 to step3, and
S6 in Fig. 12).

15 In gateway server GWS, the record relating to IP server W2
would be eliminated from primary conversion table T1 on 13:15
Jul.30.2000.

(3-6) Upon accessing a non-existent IP server

Finally, description will be given with respect to an operation

20 performed when access demand to the IP server sent from cellular
phone MS to the gateway server GWS includes a host name of
non-existing IP server. In this case, even if the primary retrieval is
performed and inquiry is issued to the Internet INET, the wide area
IP server cannot be obtained (steps S1, S2, and S7). Therefore,

25 notification that the destination IP server is not found is announced
to cellular phone MS from the gateway server GWS (steps S8 and
S11).

As explained above, the relay apparatus of the present

invention judges whether the destination host in communication is
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5 network, communication between terminal and host can be relayed.
In addition, since a wide area IP address is not assigned to the
closed area network, information from the wide area network will
not enter the closed area network. Accordingly, there is no need to
take high security countermeasures to prevent unfair access, and

10 joining an service provider is greatly facilitated. Further, since it
is possible to provide a complete bandwidth of a communication
channel between the closed area network and the relay apparatus for
communication with a terminal, the host and a terminal user on the
closed area network are able to receive a high quality service.

15 Preferably, the records relating to the closed area networks
are stored in areas of the conversion table from which records are
read out early in the retrieval process. In this embodiment,
retrieval of a hostname can be efficiently performed. This is
because, records relating hosts in closed area networks which are

20 fewer than those in wide area networks are first subject to retrieval.
If a negative determination is made, records relating to wide area
networks will then be subject to retrieval.

(4) Supplements
Cellular phones are information processing terminals which

25 are in more widespread use as compared to PCs, and it is expected
that a large number of users will receive data communication
services through a gateway server GWS. In general, cost
performance resulting from improvements in throughput of gateway

server GWS can progress only to a certain level, and when cost
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In addition, since there are a great number of potential users,

and information processing ability of a cellular phone MS is still
10 lower than a PC, and also since mobile packet network MPN has a

narrow band and a high delay, it is expected that a large number of

carriers will emerge who provide a service dedicated to cellular

phones. In that case, improving relaying efficiency by means of the

data communication system described above would have an
15 exponential effect.

It is to be noted here that the present invention is in no way
limited to the concrete configuration described in the above
embodiment, and is susceptible to a variety of modifications within
the scope of the appended claims.

20
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record correlating a hostname of a host on the wide area network
with a wide area address and a record correlating a hostname of a
10 host on the closed area network with a closed area network
identification, and a secondary conversion table having a record
correlating a hostname of a host on the closed area network with a
closed area address of the host in the closed area network;
a receiver for receiving an access demand to a host from the
15 terminal through the network;

a first acquiring unit for acquiring information corresponding
to a hostname included in the received access demand from the
primary conversion table;

a wide area relay unit for, when information acquired by the

20 first acquiring unit is a wide area address, relaying the access
demand to a host specified by the wide area address;

a second acquiring unit for, when information obtained by
the first acquiring unit is an closed area network identification,
acquiring a closed area address in the closed area network, the

25 closed area address corresponding to the hostname included in the
access demand from the secondary conversion table; and

a closed area relay unit for relaying the access demand to the
host specified by the identification acquired by the first acquiring

unit and the closed area address acquired by the second acquiring
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2. A relay apparatus according to claiml, wherein the storage
device stores a record correlating the host name of the host on the
5 closed area network with the closed area network identification in
an area which is first subjected to retrieval, and stores the record
correlating the hostname of the host on the wide area network with

the wide area address in an area which is next subjected to retrieval.

10 3. Arelay apparatus according to claim 1 or 2, wherein the terminal

is a cellular phone.



