WD 2005/ 093671 PCT/ GB2005/ 000231 Electronic Voting

Systens This invention is generally concerned with
wayaseos7and nmet hods for el ectronic voting. APCT/GB2005/000231

el ecti on poses many chall enges for the system used for

voting, whether this is a manual system a nechanica

one or an electronic one. Traditionally nmanual systens

have been used and are still w dely used. For sone

decades nechani cal systens have been used in sone

countries, and in recent years electronic voting

systens have had their breakthrough in a nunber of

countries. Common to all is that very high standards

have to be set on the Eegtonid Vo@ice §Tikerpd ocess of

voting, such that voters can be confident that the

result of the election correctly reflects the votes

cast, whereas at the sane time secrecy of the votes

cast shall be ensured. In fact a long |ist of

ditpaimvention s@ehdrally Eorgerned quitll §RRAsTnd anethalsFooélectronic voting,

Common for the systens used for general elections in a

| arger scale today is that they duplicate the basic
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Sagregy ahidie vptepagst Bkalbrserisbred. Inofacteayloag lishel aphaien@y tonflicting
the.ti b en entering the choice on the
Egﬁlﬁe{{%ﬁs‘?ﬁ?}%ﬁgﬁa‘% it into the container. After the

el ection the votes are counted. Throughout the whole
process it is ensured that at every step everything
iomman fertheisysiens wed dgr ssnersbolpttionsum f largerschly todagrigthat they

: +.q_he. ed 2005/ 093671 11 .
Rt Bl P s 3iel s SRR PR S et by pryiow. A
sped enerd ooty siteewbashigidemiy i @Rckdd) af@Gihith hé 8BRBBres a ballot
that the core elenent in the design of such systens is
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ballot into a container. The whole process is monitored by a sufficiently large and

diverse group of people such that it can be trusted not to cheat. A number of special
cases may exist in the process. For example the first voter may have the opportunity to
verify that the container is initially empty and it may be possible to regret the choice in
the time span between entering the choice on the ballot and dropping it into the
container. After the election the votes are counted. Throughout the whole process it is
ensured that at every step everything is monitored by a group of people sufficiently

large and diverse to be trusted.



Recordi ng Engi ne) e-voting systens, store individual

votes on a nenory card such that they can be counted
wa@baosng@rds i nstead of just keeping track on tPET/GB2005/000231

statistics to be reported. However, when using

el ectroni c devices a nunber of ,properties of the

original process are altered ?n di sfavour of the

Siefettanicnl sleblbdtfoniodtide S serRESISY tife dafRprincip®sh. Id fAct it seems

particular the follow ng properties are always
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one vote is recorded for each voter. c) The

ey 9@@%@%&%&#@%@% instegd of Biskkasping trask|opribe statistics to be
gjfr) £nt since nobody can see what really happens

ing counting. This has been known for many years in
academ c circles and has led to a nunber of
alﬁltlatlves 1) Sonme have.tried to informthe public
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e-Vote (IST 2000- / www. I nst ore. /evot
Cyber vighas if 1egT:de8.99- 20338
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®an ﬂmacmtomﬁ tiy mlmtma;mﬁsals oobongeneffiTient Siheomgbody can
and I %y% dan El ect.roni c Voting Systent,
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initiatives;

1) Some have tried to inform the public and decision makers about the situation
and have been driving a debate that has recently been rather heated as DRE
machines have become more widespread.

2) Some have developed the technology for dealing with the new challenges posed
by electronic voting system. This has been done as basic research in universities
worldwide and in applied research projects like the e-Vote (IST 2000-29518,
hitp://www.instore.gr/evote) and Cybervote (IST-1999-20338,

http://www.eucybervote.org) projects as well as in private high tech companies

like Cryptomathic.

For background prior art reference can be made to the following:



applications of Pailliers public-key systemwth

applications to electronic voting”, In Public Key
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1992, 2001. [NEFO 1] C. Andrew Neff. "A verifiable

secret shuffle and its appli cagi ons to e-voting”. In

proceedi ngs of the 8 th ACM conference on Conputer and

Communi cations Security, pages 116-125. ACM Press,
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Crypt ogr aphy 2004, LNCS series, Springer Verlag, pages

319- 332. L@FMVDS Jun Furukawa, Hiroshi M yauchi, Keno
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pages 16-30. WO 2005/ 093671 PCT/ GB2005/ 000231 4 [FS]
Furukawa and Sako: "An efficient schene for proving a

DU C TR Sfborpt ORRE e Y h0% R, UBFERpES. Proprnt
Seaitable Ghwiviw, eotelierblasnor phi ¢ Encryption”, Public Key

Crypt ography 2003, LNCS series 2567, Springer Verl ag,
pages 145-160 [GW] Juan A. Garay, Philip D.
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[DF] Ivan Damgéard and Eiichiro Fujisaki: “A Statistically-Hiding Integer Commitment
Scheme Based on Groups with Hidden Order”, ASIACRYPT 2002, LNCS series 25 01,
Springer Verlag, pages 125-142

[F] Jun Furukawa: “Efficient, Verifiable Shuffle Decryption and Its Requirement of

Unlinkability”, Public Key Cryptography 2004, LNCS series, Springer Verlag, pages
319-332.

[FMMOS] Jun Furukawa, Hiroshi Miyauchi, Kengo Mori, Satoshi Obana and Kazue

Sako: “An Implementation of a Universally Verifiable Electronic Voting Scheme based

on Shuffling”, Financial Cryptography 2002, LNCS series 2357, Springer Verlag, pages
16-30.




El Gamal encrypted data for secure nmulti-authority
el ections”, patent application 2002. Further

whawkgewond i nformati on useful for understandi PQr/GB2005/000231
i nvention can be found in "Verifiable e-Voting" by
C. A Neff and J. Adler, August,6, 2003. Pursuers of 1)
require printed ballots to be produced for voters to
wat ch and store the traditional way such that they

C e Used for recountjing. The pilot system devel oped
a[ﬁg] ? a2 eRd Saleo: e Apsiicipntschenpe fry psovdngp shuffly”, CRYPTO 2001,

TR g SIS etV ellas BB B8 i Vi ol vote, |1

also utilizes a secure protocol based on hononor phic
ryptio d . zero-know edge proofs (see [DGS], . )
(165 S G A Yt SeaiRcS R of Hgmoriseelis Epgtyptions”, Public
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an i ndependent observer to verify that the votes are

ic,,correctl. 0 ted an e been counted
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i ssue nmentioned in a), that each voter shal e able
tSwringer Yerlagangdsil§7el98i ce is actually what is
recorded in his vote. Votes with the e-Vote systemare
generated and signed in an applet on the PC of the
\[Npefent] Yhdiew ORI, VRt er At MbleRbOtEERIN A flehbr féﬁld%a, such as
and verifying that it perforns correctly (by ns o
iFSeae] @n@yntﬁg fafa parrsequrs afulivanidprity ¢hostions?, pateni sppdichtjon 2002,
works for Internet voting and it cones together with
the expense that receipt-freeness is only
Canliet baeRgtouyd PEBEhalod uskfuld fdriingés@bdig thdBiveMdn can be found in
2005/ 093671 PCT/ GB2005/ 000231 5 One purpose of
eniseidinbke et ¥oigng thyeC by Nedhandsly ddken August652008g t oget her
the two approaches in a novel way by show ng how an
e-voting system can be designed with existing

tRacduenyl ofdy requdie pringdd thllotshie bp periReed £ vofereRALENRM Sore the
of the systemare such that none of the issues a),

b
Sraditionalopray suchithat theysgagherused for reconnting  hepélat system dgveloped

SN SRS R, e RO 0. 008 S5, oy o
sasured that theck is (aentrdmf,fwhfc&st Eibhl ihdlig?ﬁs{quwlﬂﬁhl@@bﬁﬁzes a secure
level of integrit the result of the electionis
DEv1S5 B389 3P HTEHRATPRIcHONBHOR Aaipp daWedss RLasts (see [DGS],
SIS 148 i ARl SRR i
secrecy. Universally verifiable means that it is possible for an independent observer to

verify that the votes are authentic, correctly formatted and have been counted correctly
without breaking the secrecy of the election. However, it does not deal directly with the
issue mentioned in a), that each voter shall be able to verify that his choice is actually
what is recorded in his vote. Votes with the e-Vote system are generated and signed in
an applet on the PC of the voter, so a) can be ensured by intercepting the applet and
verifying that it performs correctly (by means of installing third-party software).
However, this only works for Internet voting and it comes together with the expense

that receipt-freeness is only conditionally possible with Internet voting.



can be nmade avail abl e quickly, whereas in a tense

political climte, where current nmanual procedures
wae@sigssaf fi ci ent to ensure integrity of el ectPONEB2G05©00231

| evel of security can be increased. Previous

el ectronic voting systens as dgscribed above by Neff

et al. provided voters wth receipts which they can

take away and after polls close use to confirm for

exanple by telephone or the internet, that their

9 BEPYEST smbpaiggrdeef theprse sysemts t bying togetherdhe two

I j &0 le, at | t fr. :
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saistiag tdchnology suwhvkat | onal paper - based or nanua

voting system Nonetheless manual systens are by no
nmeans perfect despite their relative transparency
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an electroni c systemto guarantee a high | evel of
" nt ol SOt acur |y, WO 2005/ 093671
PCT/ GB2005/ 000231 6 According to a first aspect of
the present invention there is therefore provided an
dhaeg iy aiglaxed politiepl slimptemostsisen by saverhand fipel rebulty;of dhe election
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bot h. havi ng voter selection data indicating a said
Gt g mgreagddi ce, said el ectronic ballot including
information to link it to said printed ballot and
said printed ballot including information to link it
Previmis@leetrenicrvoting siadhois deaerilddembi OBy Neff@ € provided voters

decr $tion S sgen1configured to receive electronic

[V I% capts Wé‘%ﬁ){’st PYIcaoieky g esesndcatier pals eloselessity gonfim, dor example
' : [ ' sai g i nkin

P B oA ththortbdioh KA HERROIORE, Bpulhe sieh a system

confbilgtramsgatency ankit ieprdfeai@taptbastdi@n tesdReitdranew!at fublic

and Jinking . information fromsaid vote decryption

BYSTRien Y 18 et 75 {TeP S eanyertionl prncebased O mankiigpting

Qnpare. ..
ot CReh AR SRAl SRt HO Sl AR UEe IR ative
hrspereney andpas lescsibed fuiciher batow athelrel ik sdps dorl dbi@IpEBA indibh is

{1 Q. . .
uﬁlkely to be detected without fairly extensive recounts.

There is therefore a need for electronic voting systems which provide security and
integrity but which nonetheless will engender public trust. In embodiments of the
invention described below this is achieved by retaining a printed ballot system which

works in conjunction with an electronic system to guarantee a high level of integrity and

security.



verify the voting. Either the electronic ballots or

the printed (paper) ballots may be sanpled but it is
w@e@besambl e to provide a system which all ows pPCTHG8B2005/000231

ballots to be sanpled and then 1linked to decrypted

electronic ballots to save ting in | aboriously

searching through |l arge nunbelfs of printed ball ots.

Théordiag tde fitd abdect Gt pRYeiTBAN 1O RRCK tRdrefd®d hokidd@%n

which T's configured to sanple the paper ballots and,

opedtionid Yojingsystpmethe sHEEm compaisinghe vetingdayite doafipated to generate,

In _such t hat the .sanpl e. ballots cannot .
o R QBB el ol RO BRTR 1 s B EpSSBS bcctonic
Hadlekarin pidited baltbtdth ﬁ&ﬁn% ableeselédtivn datagadic@tela said voter’s
encrypt ed baIIotalggeferab y the voter verification
¢

Sheicensaid cleefrmie mcuding Bvferimpsionfiatink #(tp saiderinted ballot and
RGP B SR 0 O B i o

balté décrypiva siystain dohfigumedinereceiive placiibiid bbbtk Glos $asd Voighg device
sa s the nunber of electronic bal|ots, for exanple
é@ggﬁa?qrm if spmtsdRieqtroaiqhaliotssacivding seidl linking inéormation; and
R B s Tl BB Rl s
reddehinérimafion frat said vote deaptih dysem, ehtdicei®t ydtePbelbdtdn data

voter and jnformation J]jnking the printed ballot to an
@Péi i RIOBRAYICR romid Hrm’ﬁ%%??éﬂﬁtsrﬁf&tﬁﬁt)méﬁfewéﬁw choices for a
RASbRS GHahi gifked SRNUddbnld ¥Rl !bg s%ﬁ 'n@tqﬁfoh%ation, to
break secrecy of an election, provided tha e

olea€t thervolisg.secret) and it shall preferably be in a WD

2005/ 093671 PCT/ GB2005/ 000231 7 difficult-to-read (at
| east for a human) format such as a bar code and shal

migketpliesubaic balstsion iﬂé{ﬁﬁﬁ&ﬂ(pla?(eﬁ B&%g@%& b6 s BnBled Bt it is

to prevent coercion, again provided t he election
ipsefgrablectp provige @xystqph wvhidh allowts primfesibabibisdn be sampled and then

hdentifier of, the distrjct followed a ar ge random
HERBLIC At Sl msbilsfe s8v S8 i Bbofars i it broven large
tnufbefof\pPintedtballoR! IMhihnibR fAciRBedaRBedR'T8bec® bhfl§ box which
printed ballot. The |inking information my be

ds Sefigyradgnisampleyhepanece balkals afds optiseatiybat preféralllyystan the printed
icati di.gj t al
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information is cryptographically protected, the
cry ngraphic,protection may al so Erotect t he choi ces
Jp fesilitaliesammnding; apdohersehecking pejntad balbybyatipr dianl dledtionty

| ' ' : her baklots with .
SFUSBER 900 A0 Rl iy, IO BBbLBA b in
albitipy priveied baltoteomrypditferendligking devinidtionathhOshch BeiRtedballot links

t he voter's . .
to an electronic ballot, and that the number of printed ballots is the same as the number

of electronic ballots, for example automatically counting the printed ballots. Making

these checks enables the sampling of printed ballots.

A printed ballot may comprise, for example, human readable information indicating the
choice(s) of the voter and information linking the printed ballot to an electronic ballot.
The linking information shall preferably not identify the voter (in order not to break

secrecy of an election, provided that the election is secret) and it shall preferably be in a



name and encrypted information, preferably
el ectronically signed, this encrypted information

w0 pabso2d6rng t he voter's choice. The encrypted PCT/GB2005/000231
information may al so include information |inking the
el ectronic ballot to a printed_ballot and/or this
linking information nmay be pr%vi ded separ at e! y from
tdifficanab ¥eie@: 1abtabMRhinain) BHhARLENE fbarBHE bnd® shall preferably not
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d i bed further. later,.during.the counting.
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- : i.nent s..each shuf
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lathdr bukots et differenkcimidc dgeotersy.of s or such a process
are described later. Wth such a systemit is also
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' i, t [ . .Br S ,
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anavichead easppiet infbrmon, prdntblyrldtronicay signead) WL bed; ) ted
temfor verifying an electronic voting system e
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: s NG
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the processor to: receive decrypted voter .
glechonin dallots Rrayyeferablp sepatatashirémootes adantifiostéon information so that

t1 t [ i.ve voter selection data and .
PR R st e s B e 5ol B vors 6% Beciing ain 0 o
SR F Randg). ETlis @B-@eﬁs@ﬁalfs_@ﬁorﬁnﬁgﬁp hedeked@é By nfdbhdW&fhe or more
and el ectronic ballots |inked by said I[inking

cleraemiasheitles of the elecironindallets, wejch mBydeipevforrhédin satls @ way that

[ [ r.collecting ballots, .the device .
B B B el DS B P G o ing o
saibedli Zet@lndyledgdisioof. B sbieintoaihéits bhdgnficqhaasshRbaily
bal | ots for checking;, a second ballot holder; and a

deayptthe enqrypied elsclpnieheldels;mewsasto-kaowledge proofs or such a process

are described later. With such a system it is also possible to separate the shuffling and

gradual decryption process from the verification process, which facilitates more rapid

data processing.

In another aspect of the invention provides a computer system for verifying an
electronic voting system, the computer system comprising: data memory operable to

store data to be processed; program memory storing processor implementable



signal to the device an intention to submt said

bal | ot; and a selector responsive to said signal to
w@et0so9363ubst anti al |y at random one of said fiPGL/GBa@S/000231

second ballot holders to receive said submtted

ball ot. The skilled person wl| recognise that

sel ection as random does not nécessarily inply equal
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nf.i qur.abl £ such_t ha(i%{sai d linking information and
: e’_dn PR éiso ipafé‘ﬂik?sf% tGedar ?ﬂk@?%‘?‘ﬂ%%sa éhféf_lqy@ftewompﬂsmgi a
r
e Qe RA TR ARERIR e AT ERE bl e
dyplote fior dhleekingget seodndioatiot heldag and alikadhierfcatovadlo® faidiBer to

3ietet Bahs S5 rmldem 1o bt Sl plbcind Adriseicsrepanaive o said
Rignat 18 dcRBCkuBNGATALEA r&l B 6&'Bf<‘sﬁidf1ﬁ1sﬂ epcﬁﬁrﬂa’flt%h}éolders o

information linking it to the other; displaying
pedeticesdidombmitted tmllohe  voter; col lecting the printed
bal |l ot; repeating said collecting, outputting,

di splaying and «collecting for a plurality of other
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sanple and said linked ballots to verify a result of

j [ j [.on. th ' t hod .
B o o B sl RAAGH bR e o maed Rl L 7 e RSB R ting
systgn configratloavuhngedramitisdlRe dodlekpordatertatalio’Nehid
a.su oyp of the multiplication group Z" k" of
Prifieq bRUCkHGwaua bormstian goRinaiies ballt foss s elsdaonic bbllaband
PR ARORRE oS BE ROLASARER RN B 381k bt being

substanti a ran §

canfigutetentcoufipureblorsach thai shidligling 1fbenAiinAnd 2hidehaRe

sai d.substanti al | .
1d%nt1ﬁcalf1on in ormatlonyare both visible, but not simultaneously.

The invention further provides a method of operating an electronic voting system, the
method comprising: collecting a vote from a voter; outputting vote as both an encrypted
electronic ballot and a printed ballot, each of said printed and encrypted electronic
ballots bearing information linking it to the other; displaying the printed ballot to the
voter; collecting the printed ballot; repeating said collecting, outputting, displaying and

collecting for a plurality of other voters; decrypting and counting said electronic ballots;



random nunber using said subgroup. The invention

further provides a nmethod of providing information for
wae0sfgieny correctness of a permutation of enPClpEBe@s/000231

nmessages performed using one or nore data processing

entities, the nethod conprising: sending a conm tnent

(cs) to a first set of values”(a) defining said
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conbi nation of said fourth and fifth sets of values to
said verifier; sending a check value (E) derived from
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determining a fifth set of random values (A) and sending a commitment (ca)toa
combination of said fourth and fifth sets of values to said verifier; sending a check value
(E) derived from a further random value (R) to said verifier; receiving a further
challenge value (e) from said verifier; and sending values (£, z, Z) determined from said
further challenge value, said pair of challenge values, said further random value, and
said permutation to said verifier; whereby said verifier is able to verify said correctness

using a zero-knowledge protocol.



defining said pernutation to a verifier; receiving a
second set of values (t) fromsaid verifier;
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per mut ed second set of values to said verifier;
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The invention also provides a method, in a computer system, of providing data for

verifying that messages of a set of messages provided from a corresponding set of
entities are authentic, the method comprising: selecting, for each said entity, first second
and third random numbers; determining, for each said entity, first and second

verification values from, respectively, said first and second random numbers and said



where Vis a verification function, in particular a

homonor phic function, in such a way that the nessages
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conmput er program code to inplenent the above descri bed

systens and net hods. Such codﬁlnay be provided on a

data carrier such as di sk, or DVD- ROM programmed
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ballots with their information |inking themto printed
ballots to the public or to selected entities.
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agai nst tanpering with the voti evi ce
ballots with their information linking them to pnnted ballots to the public or to selected

entities. Preferably a procedure selects a random sample of electronic ballots and
verifies that their content corresponds to the content of corresponding paper ballots with

the purpose of establishing confidence that the electronic ballots have not been

subjected to large-scale tampering.

We further describe a voting system feature comprising: at least one device used for

voting entering preferably (the same or associated information) on a printed ballot and



i ndi vidual election districts. W further describe a

device for collecting ballots conprising: two or nore
weosavsers for collecting filled ball ots andP@Er/Gserns/ 000231

interface allowing a voter to make aware of his

intention to submt his ballot ,arranged in such a way

that it is decided at random aZ the time of ball ot
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further describe a protocol conprising: use of a

honmonor phic verification system for verifying the
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Jo Pyt it Bisviees Rellos bslesisn Mcheq el aem e ntered
dg aGattRala st Oc@ntAMFRr | si ng: use of a honmonor phic
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the information linking electronic and printed ballots
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appar at us and conput er program code whi ch may be
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protoco I'ments offer faster counting, cost
savings and increased service to voters conpared to

manual el ectjons, but with a higher |evel of securjty.
A¥p dther gescrifg a homomorphic commitment system that performs efficiently by

making use of subgroups of Z,* for the message space and/or the randomization space.

- We further describe a protocol comprising: use of a homomorphic verification system
for verifying the correctness of the result of repeatedly permuting and re-encrypting and

finally decrypting homomorphically encrypted content.

We further describe a protocol comprising: use of a homomorphic verification system
for verifying the correctness of the write-in votes obtained by repeatedly permuting and

re-encrypting and finally decrypting homomorphically encrypted votes.



i nvention can be used in many enbodi nents: There are

many technol ogi es avail able for dealing with the above
waele®sioddsed i ssues. In particular all of the  PCT/GB2005/000231

technol ogi es "hononor phic encryption”, "M X nets" and

“digital signatures” can be rgqpglaced by other

technol ogi es i n enbodi nents deScribed |ater and stil

e Yirther deyclibe g psotséd empridingseseaifid hotroatorplsip @etification system
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coIIectln , Figure 7
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Figure 2 shows a first embodiment of an electronic voting system according to an aspect

of the present invention;

Figure 3 shows a second embodiment of an electronic voting system according to an

aspect of the present invention;

Figure 4 shows a first embodiment of a device for collecting ballots according to

another aspect of the present invention;

Figure 5 shows a second embodiment of a device for collecting ballots according to

another aspect of the present invention; and



software al so has access to a particular private key.

This is contrary to other sorts of protection, like a
wo o@soeB6al | ocal machine that can normal |y easiP@r/682005/000231

forged by malicious software. Thus the protection we

di scuss is protection against gdversaries with access

to nodifying any part of the software they like wth

very few exceptions (software for key generation is

%p exggg%e). When statg t hat a devi ce_nust be .
e &FheY's adriedfsdlof Fitahls fenwserwith the ballotrollgclingdeviges of
Bb¥e®h hfat the software and hardware of the device
ensures that the device has the intended behaviour.

The | evel of security for the devices used for casting

tes,, . are aimng at is: Th devices will be .
ﬁ@éﬁ?&dﬂﬁﬁfﬁ%ﬁa M@%éﬂm thi{ea, R poamgq in Hbangr g@i%nt and in the
\RhREfonkithg®¥en®hlefote;WaYS than the ones specified.
However, we w Il assunme that rel evant adversaries have
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s R NS e e S St oy P e e aged on
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that the latter type of attack has the highest
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Ivioke® ahb §raticed zdtb AA6W1dgsprodg. or conparison of
fingerprints on voter cards and ballots, for breaking

the secrecy. Two technol ogi es for counting secret
[ the list i,s.not. . .
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' ' nd .a,.zerno- know edge
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th Lt can be usted nqQt t crypt. i ndividual
mdifying any part ot1 tfle software ’81eyth?<e v%t Ve¥}9 few exceptions (software for key

generation is an example). When we state that a device must be trusted to do or not to
do something, we mean that we rely on that the software and hardware of the device

ensures that the device has the intended behaviour.

The level of security for the devices used for casting votes, we are aiming at is: The
devices will be trusted not to give away the choices of individual voters in any other
ways than the ones specified. However, we will assume that relevant adversaries have
access to modifying the software and hardware of the devices whenever we discuss the

highest levels of security supported for protecting against tampering with the choices of

the voters.



M X nets. A nunber of servers (shuffles) one after
anot her re-encrypts encrypted votes w thout being
wa@pios/oem7decr ypt t hem and passes them on in a PCT/GB2005/000231

di fferent, random order together with a zero-know edge
proof that only the order but 5not the content of the
encrypted votes has been nodi f]1 ed. If several shuffles
are used one after another and are operated by

different, organisations wwth conflicting interests
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pisy 1oL Hig the89755fYsm can be used for decrypti on.
Common to the two approaches is that they enpl oy
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riseetechyolpgies forebsntofg sebies edoypeedvendesigosl witesvithedisbés not

applied i ractice, but we have deve] oped .an ) )
SrpRsERthn g Bytoned aiedhs preso¥e HF SEBISBlariyiateigttogén making use
2195 609364kiBEE£EB2005/ 000231 16 efficient M X net

protocol. Both can be inplenented over the sane

honmonor phic crypto system W have recogni sed that

the t t echnol ogi es have.di fferent, properties: .
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ar bi t rsikiihg/meHanRNOMR VR 1§ eBGPiRah A ze®kiidwledfedr6St is
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to tr attechrddroying dhat etangryptagrveie isen catipptionnf & comtob or true

to thej Lginwmth this technol o ‘this shoul.d

nover it Lokt RekaE FaaRC isdioR Sifoomect rero-
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t
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or 00f %Ifgér%ﬁg)g@ Sgglgﬁ%g*ﬁ g{u? B cpefffed?sy ArkRANb RIS ations with
conflicting interests, it is trusted that the association between the original

ordering of the votes and the new ordering of differently encrypted votes has
been lost. Further, the zero-knowledge proofs ensure that the content of the
votes has not been altered. Again a secret sharing mechanism can be used for

decryption.

Common to the two approaches is that they employ zero-knowledge proofs and
particular protocols. Until recently protocols of this type were too slow to be applied in

practice, but we have developed an efficient homomorphic encryption protocol and an



voting rules. In one of the proposed enbodi nents of
our invention we will conbine both technologies in

wW@e@en9teo1 get the best properties from both. TPET/GB2005/000231

technol ogi es di scussed are sufficient to deal with the

i ssues b) and c) nentioned injghe introduction, so it
remains to discuss the issue a). By having ballots
refficiestdVIV thef srotoebE Botlovdndedimpldrherttétowee the agnd Hoaiomorphic

t hey can see what they have voted on paper, and they
HAYRIOSh¥eBane | evel of certainty as at a nmanua

el ection, that their vote will count, provided that a
manual recount actually takes place. The idea, as
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taatks FRH&Rd § dhice 4 Pst 1ERKE Fufth@l it QAR PadeBak incorrectly
selection of districts. However, if let"s say a ranuar
rfevaited elechnis yptade thair ar{ge wfithtthis tethatlogyi(thjs shoikl never happen

iyes a 10% chance of bein aken. for sonebod .
RIS DR SR Ca e B OBnec AP S Wifh -sinstead there
ol . Thi o gl _
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gaomledgie arodf anishbe desigrieddor esgh voting infle. {4 tatingesle cihéor example

e._said for a 30% or 50% chance. . .
BBt BP0 fasctong i S SR an vatid vote, Another
NREAE BElE ¥an e, @k 84d aPrastis eGEdas, thﬁ%acmeﬁﬁb$ Wb to five
as i ntended - not onli: by revealing attenpted Traud,
3

peFsoas Semghe spepelifiqahparhit etarrpyide en ifviakid qoter Fhese two rules require

LERBER SRl P BB R LA Tron i e PoetiarBfhvptea

Foestnimnbe provte MINAs fre neste M¢Rib&dwhe Bcombs RMimplementing
identifying the manual vote and preferably the

Srideientoiotiag Protpeals becpige tap swne avp dnpwilasige prafhean be used for all
%&ﬁggﬁg&fromthe identity of the voter by neans of a

M net or a simlar nmechanismin a secure way; after

bei ng detached fromthe identities of the voters,

hey a decrypted, W can pick a random sanple of all
tLLﬂ 8}4% Pé@? PB‘?RO&%@P@@M@F’ES% oYy B entipmve Wil comping beth
QB IdLicRk " jsation". A
gr acti glgﬂéé@%g{% i ﬁﬁﬁeﬁ%@rﬁﬁ?ﬁé?@@%rﬂgg}gi red to | og
i nformati on about significant actions. In particular

IR Aelyels dBarst RS HOLAPTLY. ABHQuth (hr Gracidl argebmenioned in
%%%&P%ﬁcz%‘g’o Jao?iﬁgélr’]n%asl’ﬂ! folHiéRESMENGhe L) BWagi?f{g%ﬁg%%inted voters
are provided with the service that they can see what they have voted on paper, and they
have the same level of certainty as at a manual election, that their vote will count,
provided that a manual recount actually takes place. The idea, as already hinted,
however has a number of shortcomings in its pure form: Almost no information is
gained by checking a few votes in a district. The only action that makes sense is to
make total recounts in a selection of districts. However, if let’s say a manual recount

takes place in 10% of the districts, this gives a 10% chance of being taken for somebody

manipulating votes in a particular district for a particular election. This may well be a



| ogs the hash value of the information signed together
wth the tinme of signature (in enbodinents this neans

W@ bats/ogBsabl e- voti ng usi ng the sanme credenti al SP(EGB2005/000231
| ogged, which is inmportant for providing
accountability). Also the unde1r7l ying infrastructure,
in particular firewalls and I'nternet operators, may

| chgnqzawdrsh tikitghfer b pbdlitivikn fachfefd inedarriey ifhe looses. The same can be
man-j n-the-mddl e. Conbining the tine an individual
\BIddor ¢ 300 0BG th the time particul ar
el ectronic votes (or hash values of electronic votes)
wer e handl ed by a conponent of the system breaks the
Samsequentp duitp enraprehertshe rpasmiting id iecesshrcinendiran endutre that the
IS therefore preferable o al vvays .onsi der ?r
SNRETIST WOk pRIntedsE —mohRRIY bygeyesking a@mﬁe@ agg, huhalso by

f
;pg&gegmﬁgaﬁém ?tf? g?%g?ﬁg‘ﬁ““ﬁa ?eﬁlﬁgﬁx pgrg%ot Ml Yerpl Elf¥8diments of
Enespect bﬁommlneenttondrmm ﬂmlfollcn\hmg pmimmnest |Eectmfmwmtesr contain

-aeégwlpi IE qqaﬁ%tg{ﬁl%g y? n| VOt egl vm¥ecaqa;]dl? rth}g the election district.

CIRERY QUoARN Jtéd day bemeiaesédeﬁomye iR O er%@r by means of a MIX

enbodi ments provided is done by having a voter

giehoia sinelapmeehatisre e sac@m way alfteobeing Hetacledeftam ¢hei identities of
Qt essenti a ects of the.in
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ioTeh itdttady sizeot er s t oget her with the electronic votes

nmeans that accountability of, where individual WO

2005/ 093671 PCT/ GB2005/ 000231 18 encr ypt ed el ect roni c

W?E %8 lngng AN refrelo cessto flé;pegsonﬁ{l gmp s 23?%0’51]8?1 s(yis1 | il

ers OSE VO ES we

Imhﬁﬁlmfﬁbda fquirbdio log infoin&ichadbopt sigfifitam l@b@onssﬁﬁ’pdrh@ﬂar temporal
we want to ensure with 99% probability that at nost 1%

dpformatien lliing ppesificoivents tethe timaihey dapnaned is ysually logged. For

%9 . 1ench9$£gé1%f @eé Ia?&%ﬁggeéﬁﬁg {oh@’l e&?él%?uge% 1R>éml538§1ments

ran om e roni c’vote

&@hheham off tﬁe affornesioh sitied togdettRr withahé figeiof sigahtasfe (in
cont different chojces than the correspondi nlg
ﬁgﬁw fmerds tds mP%nSHB%t dopllewyoting Hsing g sameaaredensipls is logged, which

cor res pongﬁ &ﬁ&m %&911{?( oetﬂe'ﬁﬂ%l !}ﬁ ?%lélrﬂ gstrycture, n

vot e.”“Consequen

pacizatar | re\yaltsf ankidﬂ‘&rrteh aperBloR9ARY log ﬁar@)&’&ﬁén&tﬁ@tk @hffic, as may a
of them pass, the test is clear that lettin
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el ectronic | ot's | nt| e sane prin
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RS Rer arebl P o OGP @ heckibef 1 fddentty
Qif S Votdr il it is de-linked from the identity of the voter by a cryptographically

sound protocol. We prefer to make it explicit that identities of voters are linked to
electronic votes by having the identities linked to the electronic votes in a
cryptographically protected way, which in the embodiments provided is done by having
a voter signature on each electronic ballot. This feature is however not essential to
aspects of the invention. Providing a cryptographically protected identity of individual

voters together with the electronic votes means that accountability of, where individual



establish that there is exactly one printed ball ot

wth the sane identification as the electronic ballot
w@pwsoysarl t he choi ces on the printed ball ot areCT/B682005/000231

same as on the electronic one. For the ultimte case,

a general election in the US SRY it nmeans that by

mani pul ati ng 459 votes out of maybe 100. 000. 000 or
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procedure to happen, in 459 randomy chosen el ection

G 56 Vpies wee couted s PRyl of ghe qu,ﬂmétl%%ﬁf Isgmiersaliyverifable.
| arge scale fraud takes place with the el ectronic
votes. And this is by carrying out a procedure
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el ection with @ie&ayl véng W??f%ﬁzyfc?gﬁs%vr\{)@g%pgw 8901(3)2% that all
réthaappossho@e231 19 Additional information on an

el ectronic ballot can be used for coercion by entities

with access to decrypted, depersonalised el ectronic

1eds| obdas thal Retied aeardrﬂ@bamft@fdaﬁwy%nse&%hg pnaﬁed ballots will be
represented on the printed ballot in a formdifficult
tdiscrueragdiowyovest letting maere elegprie balbots idspyifyt ﬂha:sama piintgddallot is a
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f t
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alecppodomeng manual ballots wi thout any ot her option
than doing full recounts for election sites or
el ection districts was al so noticed in [ NEFO3] but in
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opposed to using est I ng on pr%v I'ng vot
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Qﬁ?ﬁ%{ng H%f g@ WHrod QRILHART ta¥Ep1 M WiR e lelbctBAL VORREANd this is by
carrying out a procedure simpler than counting manually in less than 10 election

districts in each state in average.

In an aspect of the invention we let each encrypted vote carry information linking it to
an individual ballot. After detaching the votes from the identities of the voters, take a
sample of random decrypted electronic votes and compare them to the corresponding
manual votes (using the linking information) in order to create confidence in the

accuracy of the result of the election with relatively little effort.



pi cked and conpared to anonyni sed el ectronic ballots.
This has the advantage that | ess manual work is
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twhis Se@DIRRposto i atdtng bhbedonSprotildteertdrs WithSeE¥bts, which
trusted to verify that these properties are satisfied
dheyrpay hayeditfisulites t“ﬁﬁlthaadbﬁg)msgm erstandinacnddadsdranspagency

[ PCT/ GB2005/ 000231 20
?gé%%%gxﬁﬁggﬂgﬁgﬁggéﬂing results of scanning the paper
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qﬁ%?r onal i sed decrypted el ectronic votes that ensures
t
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el ectroni ¢ votes performs the verification and returng
ylesironic Ablets anhbatteche sdnec coméror It mmierE haser bAkots and

i nf or mat i on an_electrognic vqte, also processes the
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efre
the information linking paper ballots to electronic are different and the number of paper

ballots correspond to the number of electronic ballots, it is just as efficient to pick
random paper ballots. In embodiments this is ensured by scanning the linking
information on each paper ballot and let the system verify that all of these properties are
satisfied. We are of course aware that it may be a very time consuming and complex
task to carry out this comparison manually. If a single entity is not trusted to verify that

these properties are satisfied alone, we suggest that a protocol is used between the entity



i ndi vidual districts. Before we proceed with
describing how to install such a deterrent, we wl]l
waoedsoeserhe di fference between the requirenent PEDGB2005/000231
havi ng confidence in the overall accuracy of a
country-w de el ection and the,pequirenent for having a
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of our i1nvention can act as an efficient deterrent.
Sayifiodiongr ry out the procedure descri bed above with
194 randomy chosen votes in each district. Then in
each district sonebody mani pul ating 2% of the votes

Ve lprd REfredles @R ERBRCR etitdéntttberel 6AME 1hige 36416 Hafdl- However, it
(Probabilities are estimated under the assunption WO

a6l snffesdom tededsr tios itglveprat effidienthnact ah adeterert agapist fraud in

nor.e. .t 194 votes. Lower,n er of votes in all

BT A RS e BRMERS PHD R ferBing R By futaftsigh.a deterrent,
Red Wy iLhGtice Shel ditfefdnct Bawean 8 rbguivdnidnt FordRviag cBffidence in the
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overafiacpesofcayniy-wide slestiepandthe reainement for hayigg a deterrent.
AedfSeds b BO IR PR A HAN RN R et e
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persons.

We give an example of how an embodiment of another claim of our invention can act as

an efficient deterrent.

Say we carry out the procedure described above with 194 randomly chosen votes in
each district. Then in each district somebody manipulating 2% of the votes will face a

98% chance that the fraud is detected. (Probabilities are estimated under the assumption



In anot her aspect of the invention we use information
in each encrypted vote linking it to an individual
wh200509367Af t er detaching the votes fromthe i deet/GBR@S/000231

of the voters, take a sanple of random decrypted

el ectronic votes and conpare tfiemto the correspondi ng

manual votes in order to install an effective

daitehere nte mgeh ivte thaad s woteh Idveer alimbti efwotedié afileates give higher
t hat. both the procedure fOéffglreatr ng confidence

f,
| miokagiityd drteckam.} Kehd RWBYEISS 1hof A otss e il froevar) §6% chance
BRatBRUelRRA1 ﬁrlf hd; %ﬂﬁﬁl@ﬁfa‘ces t()ry% of ﬁﬁLUo%sth% gtﬁ%é §'63%, chance that

manner as efficien ossi bl e. escri
[t Baletheted. fdleananipulatead ‘Vebfethe votes,dictveilldiaed 4 i 2% dhaedegthat it is

Gt Gmni aatquaﬁoff e Dot Band R Eheeh ehinflyencing th
. eaééﬁﬁ Qr%l;ﬂl&{ elgah‘l% ﬂ%@ 1%%??&5&5&‘&‘ e|r¥ fcﬁﬁﬁﬂ’l a‘?soqgot good. If

IS vot The PC is |ne
rfoandiin getacted; pethisavay pphimat feoourd add h@shea:meemgabon ban be

' ' h bal |
B a5 B i B e ionen P A RFeet FpCquehitpetopgarently
%ﬂdﬁteﬁt Sl datdiahl BN ssisBhRIIR b ed {ht@hrtt he
information corresponds to information on an

el ectronic vote and that the nunber of paper vot es is

t th | ect t sa
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eteeé&tdafcahra@e&nsé be uﬁle&aédofrdlﬁgltd h&lsthe el ectronic vote
corresponds to the paper vote. WO 2005/ 093671

PCT/ GB2005/ 000231 22 W now outline public key
%%BB‘[%?%’ ac'sgg oﬁ’ t& Y tlo% eXseqR?'o%Eotsg ﬁ%ree%]c g]?{:er&]% eil &8& linking it

CONsTI's ee a gor
kte vin getieidasli tmnoalzﬁgf:& tltaﬂaamﬁgr theprotstUEss tiee idetitied of & voters, take a
, and a secret E is the encryption

aﬁa@v@}q qfirandon drcaw@@d ﬁkcirwpe poiepand easnpase ks foktha gerresponding
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gorithmmay be ran om ze es sone ra
bits and uses them in the encryption process. V\hen
hasr zi ng tﬁ1hese random bits, we wite them

rniﬂer gxRegt that b% the rracedie fonetepting ennfidenes mtthWCSUIt of the
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es as | nput t e secret ke acip ext
La\s ieffiri¢riias pogsitie.Ola descritre 3 pbpdetiade.below:

- At each election site/district there is a PC with a scanner capable of reading the
information on the paper ballots linking them to electronic ballots, but not |
necessarily capable of reading what is voted for. The PC is on-line, is running a
special application and has access to the electronic anonymised votes.

- The paper ballots are scanned and a program on the PC verifies that all the
ballots carry different information, that the information corresponds to
information on an electronic vote and that the number of paper votes is the same
as the number of electronic votes.

- A sample of (about 194) randomly chosen votes is collected. For each of those

it is verified that the electronic vote corresponds to the paper vote.



One particular group of public key cryptosystens is
El Garnal -styl e cryptosystens. Consider the group Zp*,
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where pis a prine. Let g be a prine, such that ¢
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returns ciphertext ¢ = (u,v) = Epk(mr) _ (gr nod p,
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for dg:yﬁg this geér etﬁ(ishfll?ri1 ng;(5 ﬁ’er e V\%e%fgocusg %ﬁ‘%@g ondgbove' It

selopts @t random an element x € Z; and computes h = g* mod p. It outputs public key

pk = (q,p,g,h) and secret key sk = x.

To encrypt a message m € Gq the encryption algorithm picks a random r € Z; and

returns ciphertext ¢ = (u,v) = Ep(m;r) = (g' mod p, h'm mod p).

The decryption algorithm on a ciphertext ¢ = (u,v) returns m = Dg(c) = vu™ mod p.

Another variant of the ElGamal cryptosystem uses the group Z,2", where n = pq, and p,q
are large primes. The multiplicative group Zg2" of elements computed modulo n® has
order n*lem(p-1,g-1), and the element (1+n) has order n in Z,2".

Here the key generation algorithm outputs two elements g,h of order lem(p-1,g-1), i.e.,
pk = (n,g,h) and the secret key is sk =x, such that h = g* mod n’. '



i near nethod. Let the secret key be x. W pick at
randomsl, ..., sk such that x = s1 +...+ sk. Gve each
W@2005993611 . .., SK the secret share sl,..., sk, tPEyGBoWS/000231

have a sharing of the secret key, but no proper
subset of the parties can co te the secret key. As a
step in decrypting the ciphertext ¢ = (u,v) we want to

CROiek bt U méseRzenl & 7, rtﬁéfbncﬁ*%’t‘idhrhlg&ﬁhﬂﬁ%nﬁéém tafiddm 2BAd Eomputes
the group we are morkln it can be nodul o p,

realRhertext ;2 Epdm; -c(@nipilloémelly(ldfn)"ﬁepén )-type of gr oup,
0 TS RS 6 o -

comput e ul= us' = usk and publlsh thelr
decryption shares hbmn anybody can conpute vu-' =
v(ul * ... *UWUk) -1, and fromthat extract the

Q .
TERRaSc ENS0G 8L OTLGI LISyt B AG O LRy i
tR},@(&nleﬁﬁﬁﬁr@@ Ep]&mgﬁd * (Wi fr}). Bed dnettien Qfﬁemoiﬂ@morphw
plaintext is sonething conpletely different fromthe
rregdagysterhsge fﬂh@s‘é‘@?%g%% l-encrypted. To solve this we
| et the key generation algorithmconpute verification
keys hl = gsl1l ,hk = gsk, and output these together
WCdrhmbi éorm.lﬁiamal kigle crygtonvencteisting wehah seaetshd¥d the secret key.

05/ 0936 1 PCT/ 005/ 000231 4 server Si nmakes a
DIRABRPIYR P RAye seYraRl nartiss dhat sacinest gsharead ﬂw fegret key, and
t . . _
VO g AR NSRS s 85 BED S e Ao oY S Bon

I\@tleg,, whiaye weowvarlt é¢ hais m;lg sérarity gugpargeesshithe stugle paty is capable
wi t hout reveallng anyt hi ng about

of exponent Si
s"%%e 3 EE‘F‘?"E@O‘&%W&%‘?W%S V9 an exanpl e of a

bit comm tnent protocol Alice chooses a bit and sends
proof to Bob although, due to the character of the
prhstsf are Boveralanetbedst fof floing dtis gdcra eharitty; heiesveifuciis oslyen a simple

tells e she doe n.eas verif

sl 131§ 5% RERe x V8 el Filantn o s St s .+
RAMGIKe bichtpdr@k ed Home sérrEiQRRelsTE, nfsk, ﬂféwmv Eﬁféeis%hﬁg of the
consi sts of three algorithnms K, is a key
geeretleay by o yepertsuheat Réthepartiss p@n QOIpB'EiIB .ﬂ@ seelsﬁt py. C

is acommtnment algorithm It takes as input the

public key pk and a nessage in. It outputs a

cayaiteprindeceyphing Gkéipherteket & S (8,v) MadR4mt ZLEbrahEO uF tddvill from

and when needed we wite the randombits used as r,
AW el be explagikghput the group we are working in, it can be modulo p, modulo

n%, or a completely different type of group, for instance one based on elliptic curves).
The parties S1,...,S, can cooperatively do so. They simply compute u; =u'l,.. .,ui; = uSk,
and publish their decryption shares. Now, anybody can compute vu™ = v(u;*...*u) ™,

and from that extract the message.

There is a problem though. Imagine a party S; cheats and supplies an incorrect
decryption share. In that case, we may end up with believing that the plaintext is
something completely different from the message that was actually encrypted.
To solve this we let the key generation algorithm compute verification keys h; =

L ohe=g% and output these together with the public key. We now demand that each



Vis a verification algorithmthat outputs accept or
reject. It takes as input a public key pk, a

W@ oesie3sent ¢, an opening (mr). It outputs acRepGBRG05/000231
and only if ¢ = Cpk(mr). For the algorithns K, C V
to constitute a commtnent schgnme, we require that the
commtnent is hiding and bindi'ng. H di ng neans t hat
fseomer §; m@lmﬁiatzl?émiknmﬁeﬂgémbf tat o;hasbedndoenputed with the same
whi ch nmessage in is_ inside jt. H|d|ng cones in two

qua%i% si 8 bapbecauseh i commta . Wravilhexplaip diegation of zero-
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en eveh given infi uting power
iwmhmmk&mﬂnnpsgﬂhhgamnnsﬁlI anythlng about the nessage
inside the commtnent. Binding neans that it is
i npossible to find a commtnent ¢ and two different

O RbRURserttl oohinhit@Bsts (M2, r2) such that the
verification algorithmw Il accept both openings. Also

t he bi ndi ng property comes in tw flavors,

{ at d stat t
dR 28 FufnetioRy o soumhihpst nsoBrot Alidt SHpASTECA 0Kh35u4S gof to Bob

ROWBhH, dué B ﬂh@EHﬁ“ﬁét@} & th@ pIREMBG canRbiell RRIRE AGict Q%ft is until she
can be opened in two difféerent ways. WO 2005/ 09367

petly iR 00m/echo 28ds, B2b chn eanilylverify thpt grisiehling the truth a simple

' both b Il
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is possible to have commtnments that are

statistically binding and conputationally hiding, and
i%n cwramltmqnhéchﬁn@ﬁmraay wtsgﬁg/gﬁtém algpsitiino Ke €, andVe

3 esort e ngitie BOThm RS Bpplsd e ke pningl

st at | ¢ iCAldnYm n@hi s GREmC AR Ak Eﬂiﬁl@tﬂeﬁ;u@h@ ﬁg&‘?lﬁ and a message

comm tments. Consider again the group Z
cycl i ansltibggpotsp c@qnmﬂ’cmemtcbeqf— Gpi(thptC 1§ alraddontined algonthm and when

randonl y_chosen, rafors. for this group, i.e

<h> = Negledie “59{99“ gl as b)ﬁmglli‘é"fk%y (be(ﬁbf)atl on

I gorl

g 2q m‘};‘%‘%tﬁ?‘fﬁ%ﬂ%& Gofhih {Bht o BuE ST} o Bicky, TRRRANE uc e

be Cc puble hﬂy pinch qmmlﬂ!lumemtenamgpmﬁng (e,rc droutpureadcept if and only if
consi sts of r), and V outputs accept if and only if

m E %q, Cpilsr (lnq and ¢ = grhm nod p. Anot her exanpl e

of a commitnent schene is the foll ow ng integer

comm t ment
For the algorithms K, C, V to constitute a commitment scheme, we require that the

commitment is hiding and binding.

Hiding means that from a commitment c it must be infeasible to tell which message m is
inside it. Hiding comes in two flavors, computational hiding and the stronger statistical
hiding. A commitment is statistically hiding, when even given infinite computing power
it is still impossible to tell anything about the message inside the commitment.

Binding means that it is impossible to find a commitment ¢ and two different openings
(my,r1) and (mg,r,) such that the verification algorithm will accept both openings. Also
the binding property comes in two flavors, computational and statistical. A commitment
is statistically binding if even with infinite computing power it is impossible to form a

commitment ¢ that can be opened in two different ways.



schene. W use the group Zn*, where n = pg is a

product of two prines, such that p-1 and g-1 do not
whaone/ogdsyl smal | odd di vi sors. The key gener at i PCI/GB2005/000231

al gorithm picks two squares g,h in Zn* at random To

conmt to an integer m select.§ as a random 2j ni - bi t

nunber, where ml denotes the “"hunber of blts in n,

and conpute the conmitnent ¢ = Cpk(mr) grhn1nnd n

ni ng of the conm tnent conS|sts of

t]ﬁa{n eP%YPéO%%ﬁla ¢ Hicpaiie agfonymitpef capnot bﬁ’&ﬂ?ﬁﬁtﬁ%ﬁm#ly mﬁlng and
ﬂzﬁ&ﬁ&:ﬁﬂ; blﬁﬁlﬂg%{ f sglfne LG, ﬁtl%@ssﬁﬁﬁ%a% BinfiBRTH 8 ire
t norphic. I.e.,

enes i s t are
Gudt{stibaltyPhinding 2pd GOIﬁpkt@nﬂnailly)hiding}ﬂnﬁriﬂ &ic?)the EK}almi cryptosystems
easi | xtend the c ts tQ co t eve
\}5?11}5%/1 ‘i?{"b‘f?caée eiaé’il c]1““?1%%t “ﬁﬁco e %thééﬂ ‘P‘@’Pgo‘f’e present three
BxBples-of Mk o §idtich and Bdnfbutfi
gr hl Thn WO 26’?6/ e Atk 68201851/@}6002 podTdniphidtionally binding
aopepitmeritst he i nvention we describe the foll ow ng
variation of an integer commtnent schene. Let n = pq
be the product of two prines p and q. Let furthernore,
RCorfideb BgdiNehdirbip 2, Qﬁd’th@'c5}9hcr§1% 51523'(¥ed>fyor@erjq ?Jéfj%hbe two

g-1. ReaSonable si ze$ are pl =I its, where
dendnnely chhgenrgenbratorsfor|this grqurp, pe seri=Ih> HEidlhd ptlbhs key output

Bot h kept secret. Let
bol}/rt?l ﬁlé atﬁmba Oé—ﬁﬂlmﬂf ng?(qé’tﬁi ‘that t > Ip' H+1g'
ITo &Qﬁmit% fameaggeg QO] Gre Mididht rdddBnADO R RRT 1B %Bﬁlmltment bec

seI er%t t = 300 random g, h such that <g>=<
gmgdys of order p q The key generation

orlthn1 t puts ubl i.c k k = {(n,g,ht). T )
b e Pifndlrent b s oLl Basbin et ickeotyf pnd only it m
NeIYRS < ADMHRIS & tyfenoAMM tent ¢ = Cpk(mr) = grhm
. To open tghe comm tment reveal the opening
(m ry. The verification algorithmon opening (mr)
s that ¢ = grhm nod n. Vari ns.of, the schene:
i ekt osar dramenentsthe Sl ks vitaatese Gt misat
akhdrh® WHLEIRE PP T PRdre nsﬁlilfﬁlna ﬁrbéﬁct B RAYBrith@¥, such that p-1
commitnent to nult|ﬁ1e integers at once
and g-1 do not have any small odd divisors. The key generatlon algorithm picks two

squares g,hin Z," at random.
To commit to an integer m, select r as a random 2[n|-bit number, where |n| denotes the
number of bits in n, and compute the commitment ¢ = Cy(m;r) = gh™ mod n.

An opening of the commitment consists of (b,m,r) such that b is a square root of 1, and

¢ =bg'h™ mod n.

An important property of the above examples of commitment schemes is that they are

homomorphic. Le., Cpr(mtmy;r+rp) = Cor(my;ry) * Co(my;r).

We can easily extend the commitments to commit to several values at once. Let the

public key consist of g,hy,...,h,. Then we can commit to my,...,m, as ¢ = g'h;™...h,™.



One can select p',q such that they are conposites. It
is inportant, however, that they are selected such

W@ bab/09367i s hard to guess a nunber N such t hatP@i/GB206/000231
g IN Note that we deliberately work in a noderately
smal | subgroup of Z"* in order26to gain Dbetter
efficiency. This has potential use in both voting
Aihchaspdcs ofithd ineamyion twadescribeytht Ggdloning Cartidh@Fah Sute b
now descri be zero-know edge proofs For exanple to
piogvaligessshatient such as "I know a nodul ar square
root" the prover can give the square root to the
verifier or provide a so-called zero-know edge proof
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or zero- edge argune nprises an eract
peoebdet firthebroreynbdat integar such thedt & |@'$H ¢ drFor iimstaresve could with
cases nore parties). W call themrespectively the
ﬁﬁ%&é‘?’ve qji‘érS&glF%tfti_e 0080t h  of them know sone
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i Thetkep @enerhten elgerithnesitputs tlie mublie sy plv=sngdh,t)hat

(x,w) belongs to some NP-|anguage. To do so, they
exchange nessages according to the zero-know edge
ProéceAalt to amthtégder i) @i rardag v&'d {hiehudsS B8 w&%{; er
to accept or reject _the statenent. We general Ipy cal |
soemifpentptetadminy s g omedol a zer o- know edge ar gunent
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Compl eteness: If the prover knows a witness w for the
Prooghttite &fmmitnieReR v thaspenifik @, ANTHOVG Fcatbh hidbfithm on
accept. Soundness: |f the statement is false, i.e.,
(PBCRINE Nvy) ehgeks that g et pwedinbl y  cheati ng) prover
cannot nmake an honest verifier accept.

Zer o- knowl edge: Any (possibly cheating) verifier does
Nodriakieny of theyéHeteg but the veracity of the statenent

frominteracting.with_ an honest prover. There are many
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to both prover . .
are selected Such ﬁlat it is hard to guess a number N such that p’|N or q’|N.

Note that we deliberately work in a moderately small subgroup of Z,," in order to gain
better efficiency. This has potential use in both voting protocols and many other

cryptographic protocols.
We now describe zero-knowledge proofs
For example to prove a statement such as “I know a modular square root” the prover can

give the square root to the verifier or provide a so-called zero-knowledge proof to

convince the verifier that the statement is true without providing any information on the
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WO 200593600 i s honest verifier zero-know edge, MMIEG82:08600231
zer o- knowl edge property holds if the verifier follows
the protocol, but may not hoIQ if the verifier
devi ates fromthe protocol. gt ronger version of this
bfooF RAE tils KBEPIAS the\squarbir6st s2aren- A&B@Vkrﬁﬁ\gaige\qﬁ%ﬁ)rtzbﬁ)-
verifier's messages_are public coin (i , consists of
knowisdae greumenteamises yn aﬁ@avm@rréoﬂomh tg bs sasbejeen gvo parties (or
?ﬂ %nfnéaéa% V\i %%Fae narﬁés? ‘We %gfl tﬂe\% }éggégtlvgfg/‘%%ggggr d tht t}gnﬁer. Both
ness ivénin a ages
6t3 thzhl legesomé bahmbh @nput &j drideiow ﬂﬁl’]ﬂmer WanR(a0 ohba8idérthe verifier
PCT/ GB2005/ 000231 28 A popul ar d for making a
e &ibas sorBRBALICYIEF PIOPETLY.Zet @swﬁ%"ﬁ%%@reﬂ aW&H@SS w such that
t h

I,gﬁ rb%]%glg]él {r% %%)I;hlj:rltl‘lg t1I ({gﬁﬁ I;I%rﬂo s& Fehlé? e)?éﬂaﬁ H&g&ﬁa gssacggrdmg to the
serotlatlvdedpegitetvadlasl inThe endrﬂmw&riﬂeaﬂeméesdmmhﬁr toesstphior reject
verifier to choose the challenges. Broadly speaking,
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Wine thyRe PLOREES i t ment s, nessages sent from prover

. REIBEnERCHE EORRIARR HRE BRI 2 o can
randommahemhénosestnemﬁﬂ acaa:pilom oracle nodel. Since also

chal l enges are_  uniformy | stri but ed random nunbers,

fhe haHIGREtAE e SHIGRT S tpsEsl. ¢ TS h geexistsyanyi (aessibly
that - thg o Bl (oMb RahasRodei\etingPadigs; the same

size as t al | enges non-i nteractive proof is
shus Zerskoowlkedgs Aﬂye(pbm‘tﬂy ahé¢ating) perified dobs 1ot 1édme anything but
random or acl.e Qifngdel ose we have % ch of

( homo et YRay fithnertemen %mlﬁeraesngml
Epk(mm)- We want to create another set of ci phertexts
contai ning the nmessages but in a randomorder. A
dherepare tnaag verationSbf how, tSkefimopeo-dhowlpdgopoofsamd asrguments

called.a m x-net USI.n horm hi c. en tion,
¢dpe tll?glinr"t’,i%{“’lbl%‘r’fﬂ"th nﬁﬁ% %3 1ﬁgﬁ?é¥spm§g F‘\?@}m@n

b et &ﬁhg ec‘ilogéhewﬁh Q&ﬁé b%’&tﬁla@&‘i@tr%ﬁ@ﬂ 1§ al418B1e tB bBth prover
per mut ed order. |

and verifier. Non-mteractlve zero-knowledge proofs and arguments are publicly

verifiable.

Another variation is honest verifier zero-knowledge, where the zero-knowledge
property holds if the verifier follows the protocol, but may not hold if the verifier
deviates from the protocol. A stronger version of this is special honest verifier zero-
knowledge, where the verifier’s messages are public coin (i.e., consists of uniformly
random bits) and where it is possible to simulate the entire proof (without knowledge of
the witness w) if we are given in advance the messages (challenges) that the verifier

sends.



selects a pernmutation 7t, randomsers Rl,...,Rn and

outputs El=e, X(1)Epk(QRt), ..., (Eri e.(n)Epk(GQ Rn).
wWoH008/0936¢(i ) is the index that the i'th index iBCT/GB2005/000231

permuted into by it. Call the outputs fromthe

previous shuffle el,.. -,en- ver S2 sel ects another

permutation it, other random sers Ril,..., Rn and
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respectively ncom Milti-commtnment ncomis used for

commtting to nmultiple nessages at once, in our case
RS SafRetandpgiseh Bierriphertexts apd sutpuisshemnr ppanuted order. Le., S

RERRE ratﬂérmﬁtaﬁon 7, randomisers Ry,...,R, and outputs Ei=ey1yEp(O;R)), ...,
(Ex=enmEpx(0;Rn). Here (i) is the index that the i’th index is permuted into by 7. .

Call the outputs from the previous shuffle ey,...,e,. Server S, selects another
permutation 7, other randomisers R;,...,R, and outputs Er=ex1)Ep(O;Ry), ...,

(En=€nmEpk(0;Rq). The following servers rerandomise and permute in a similar fashion.

When the last server Sy has performed a shuffle, then Ey,...,E, contain a permutation of
my,...,my. More precisely, if we call the permutations selected by Sy,...,Sy for 7s,...,m,

and let 7(e) = 7y(...(nk(®)...), then we have E; contains my),...,E, contains My(n).
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)+rd. Let fpl=e(O2-(a,7t(2)+ t7,(2) -x)01 - al
d2)-01d2,...,fAn-1=e(An (), 7t(n)+

ratrA

- -1- | d An- 1d
tzlgag%n ](1 e?%“it %ﬁleﬁirggs R e?P@qu_lp{lertE()% Rn:+EnSend
fihe provedr Rag pfi®dte input ‘fr,T{rf,,. .,Ign%ugh e EP%R(Y)E(O,E)?. .2y Ex=enmEp(O;Rp).

An aspect of the invention provides the following method to demonstrate that indeed

€15.-+,€n,E1,...,Eq are on the form described above, without revealing m, Ry,...,Ry,.

We use additional “public” data in form of a public key for a commitment scheme. We
omit explicitly writing the public keys, and simply write respectively mcom.
Multi-commitment mcom is used for committing to multiple messages at once, in our
case n messages. Furthermore, it has a homomorphic property. Le.,

mecom(m;+My,...,m;+Mp;r+R) = meom(my, .. .,mp;r) * meom(Mj,.. - Mp;R).

The idea is now to commit to the permutation = in the first step. Receive challenges
t1,...,tn and commit to them in the same permuted order in the third step. In the last four
rounds we then prove that we have indeed permuted them in the same way.

Furthermore, in the last rounds we show that e, %;...e,"™ {, = B, » D+ Gty B



Verification: Check that nton(fl,...,fn;z)=(cs2' ct)ecd

Check that nton(fol,..., fon_|;zA)=caeco. Define
wWO-2905823671 , Fn as the el ements such that PCT/GB2005/000231

F1=f 1- ex, eF2=F1(f2-ex)+fol,...,eFri Fn_1(fri

ex)+f An_1. Verify that Fp efi-Jn(a,i+t; -x). nan+t+ t n

J)eE lal+t 1 e 1 f 1 Enfn=(Ce Check that Epk(0;2)E
The prot ocol above is seven nove public coin,

onpl et e, sound and honest verifier zero-know edge
&Wo@ﬁo@r@%ﬁeﬂé& 8RR fl e. Efficient zero-know edge
proofs for proving correctness of a shuffle exist
[FEnEGoNEROL:, dpateedi ] - .Frabddibtimkeysof our proposed
sf?ruﬁérlsenmrtoﬁfpeﬁnetaﬁm e ekf iand esidonmiteanRpr.e R, eatisfying
Zr5 Q- dgeE 017{9 2005/ 093671
PCT/ (82005 0002 \/’\é now descri be decrypting
m x-nets enbodyi ng aspects of the present invention.
Ve 1ndRwowersBiek 1t staendoveand sep cooyeondmn(l)s. . amn);rs).
El Gandlendtcytosthe vppfiosyst em Suppose we have a bunch of
Ci pherveifies: Ribk t( it dfdandorERkd B80d them,t6 theprovidt, vn) =

Epk t
SOk bty St e easgny MY 2

lin dﬁj@ rtex u of servers
cooée@?ﬁﬁ%eﬁ%ﬁgﬂ( %t&gt?cg’iﬂ‘f%e&d@‘%egor PIRG ni x- net .

g Brevstt Reni=lst i(bmt-on&)-can construct a
decr yfelesy dni. xdngtrandona Sslaeptset rendosr andsst eugntchm(dy, . .., dn;1o).
secr etSeidvaRi sigantivst SebBAERELRYEM L hE ser vers S1, Sk

each rB%Y&:t azshfarq ablandom 20l s8f AHAE A=$(5a %%Etlkﬁyraﬁ&&ﬁ and set

that x =, rz %) erveiAdS&d eely ? (rg er o%{n 1dnita).
TC h — 11513,

egery%hﬁgn Ag 551@? 4 iﬁ‘? _é’%‘iogl(awout é{ﬂ&*l’mem i nI a

per mutXsad Gr-erefaE fo the verifiersel ect s a  permutati on 7C,
r anflonY &fes: ek e at raRdOlara@id@@nqomnsth@lplm@Rlu (1), Vi=
(h27. “rkydR1Satef{=H)An@)t {:d)+&1) .. 3 e(Q»hﬂ(n)+ @R (S8} z=(Axs¥ ro)+rg. Let
(h2*. fA1=ié@2R(wn(gimﬁn(2)mx)Ap) afd,)-A e efi bW, L@untd)e
i ndex 4 haQE)At N€a,_1d,)—~An1d, and za=er,+r,.
Set Z=R—e(An(1)+ tr1)Ri—...—e(AT(M)+ tr(n)Ro.
Send fi,...,5,2,fa1,.. . .fan-1,24,Z to the verifier.
Verification:

Check that mcom(fy,.. ., fu;2)=(cs "c))ca.

Check that mcom(fay, .. .,fan-1;2a)=Ca"Ca.

Define Fq,F»,...,Fy as the elements such that

Fi=fi—ex,eF,=F;(f,—ex)+f1,...,eF —Fn_l(fn—ex)-l-fAn_]. Verify that Fn=eHi=1n(Ki+ti —X).
Check that Epk(O;Z)E1f1 En n—(e Mrt | e MttyeR

The protocol above is seven move public coin, complete, sound and honest verifier

zero-knowledge proof of a correct shuffle.

Efficient zero-knowledge proofs for proving correctness of a shuffle exist

[FS,G,NEF01,Npatent]. Embodiments of our proposed shuffle proof are more efficient

than previous zero-knowledge proofs.



i'"th index is pernmuted into by i. Server S2 peels off
anot her | ayer of the encryption corresponding to its

waewseeshare. |1.e., if we call the output frpoT/6B2005/000231
(ul,vl),...,(un,vn), then it selects a pernutation 7c,
randomess R1, , Rnand out pyfys (Ul=gRlu. (1), V1=
(h2*. . *hk)Rlv (1) un(1l)-s1),..., [ 7~7 Rn (Up g u.(n),

Wie n@h@de’mnl;e de"t;kbh))tﬁg?mlk(rre)s anitop(dying adsp%cts dhike bﬁésbmt\/ihmtion. We
servers performsimlar nd- decr
IO &P £hat (st ypiqeystera is aggé@é‘fnag %‘/’éYSFen& | ayer

of the encryption, then V1,..., V, const itute a
permutation of mlL,...,m. More precisely, if vvecall
tSpppsr wehatd ommchelf eiphededty 1 S11,v:1) T Bgi(fg), .. . .60 = (Uy, V) = Ep(my).

71, ..., 7TCK, and | et 7L() en we
TS gkt B essagr - b et Weféoamqt want
%&H&Iﬁto%%féﬁtlﬁlk%éésaééﬂ%ﬂd kpA¥tiis. and be able to
link nessages to their ciphertexts. Conversely, if
just a single server is honest, then the permut ati on
et. WO 2005 671 PCT/GB20 0231 3
B BB SOPORRTEILS b oris I CETYRIGE Tieh Uiy ElGamal-

aky10eh@Pstion wetbad @besricPa B@cr)dr;ﬁiﬁfgrlﬁﬁctﬁéi iRAdinRRE mahﬁa« Using the
This way votes can be counte but at the sanme tine,

reerstisharigg describkd befors thewpvirsthei - SueattekaveArsbiatees, . useof the

Qéﬁje{jk%‘és EHQ{FIQU% pu'g‘%l cation of messages. W next

escrl nd- décrypt verification. A problem
in the above decrypting m x-net is how to avoid that
one of the servers replaces encrypted nessages wth

c?teﬁYf‘é |St1 8sals o dhe kayen ofFnstptien ﬁ@@@sﬁg@@ng @niss 9‘@9 sedspteshare, it re-
V\Ilé) calgﬁér%ex@g % 4t§ theﬁl e%%ﬁ%d % n§1 selects a

zero e argunen corre ness

qdanﬁﬁﬂaaman d‘aﬁ@@ﬁﬁﬁ@ﬁs RaperRy ar@bu'tﬁut@ﬁﬁlf:gmlﬁsa) V1=9(h2*ca’4h|k) Va@i)
the input (u , (un, vn andtheo

Uell), VL), (Un=g (ﬁ%n\fn - (it 4 b ok, undn)ef) Iﬁrh nélmd; the belex that the
P The prover has private input ir,R1, , Rn and
%gé‘lf@ﬁl DYhd (UL=GRI u, , (1), V1=

HRIV,,(l)u,,(l) s) ., (Uri Gu(n), Vri

Hp'v.(n)u.(n)-9). Ve think of h as the verification

IKeyvel Or pedieofirootber hatoffier émwrymionfversipohtiing, to &8 dedrbtadare. Le.,

the prodquct of the verification keys for all the
b Wﬁgﬂfﬁm} QUL GOB1 S1 Wi/ - <Mubdf Bk Hselects 2 permutation 7,

randomness Ry,...,Ry and outputs (Ur=g"uyq), Vi= (h*... *hR! Vact) Uecty Doy
(Un=anu,r(n), Vo= (hs*.. .*hk)R“V,r(n) Un(n) M. The following servers perform similar

shuffle-and-decrypt operations.

When the last server Sy peels off a layer of the encryption, then Vi,...,V, constitute a
permutation of my,...,my. More precisely, if we call the permutations selected by
S1,...,5¢ for my,..., M, and let n(e) = m;(...(nx(e)...), then we have Vi=mgqy,..., Vo=,
However, only if all servers cooperate will they know 7 and be able to link messages to

their ciphertexts. Conversely, if just a single server is honest, then the permutation is

secret.



server then transforns El Gamal -styl e encryptions under
key (G hH) into El Gamal -style encryptions under key

W@ Byosp93eAn aspect of the invention provides theCT/GB2005/000231
followi ng nethod to denonstrate that indeed (ul,vl),
, (un,vn), (UL, V1), ,(Un,Vn), % ,His on the form
descri bed above, without revealing 7C, R1,..., Rn and
sDedtgptieemizanets hieasafil ﬁnb/lo'tlﬁg,cbaﬁo?é thrfy dwWriryRedubits fo be
\If\;q;é{for a conm tnent, sche it explicitly

it W@eﬁ@meﬂcﬂ%éwayg(ﬁaesmp y"owtrc% éur @tstb@&arm%my nobody
r%ﬂrﬁnk vt bR Y ome tAﬂB‘fl?eﬁnuhg‘ colnf ge tn% Xﬁ%@?ﬁf)h&%oﬁ

tiple messagés at once, 1n our
Fmrsssh@srmre it has a hononor phic property l.e.,

ncom( ML+ML, ..., Mm+M; r+R) = ntom(nml,...,m;r) *
nconm( ML, . . ., l\/h R) . WD 2005/ 093671 PCT/ GB2005/ 000231
3@7 gg@d@,&%@% 8 [ ps: Common i nput:
(ul 7 vl), . (un@/ﬁﬁﬁ%uﬁg@t‘%ﬂﬁc% n, Vn) and public

keys i ncl udi ng GHh Prover's input: A per rrut ation

d. d
A PR i B B R B M 5 oy 5 ept s g servers
&bplaeesreﬁl%pié@més@a v&(lﬂw) elbhé?f%XM Joﬁfé)ﬁiné bihbr ﬁ*r)essagés One possible

Prover: Pick rs at ran om and

tn at random and send themto
Orr\égélgg\’/seo the .u%llifr'g'\l/défl‘?crgét Opgtatipp tper %gﬁﬁom and set
ct m:on(t (1),...,t,,(n);rt). Send ct to the
verifier. 4. Verifier: Choose k ,x at random and send
tIrrerﬁailéhft wautfuoyor.. ,(usvn) RAg her outps(Uj,¥1),.. ..(UsVi)eFurthermore, let

gahd%ﬂéeﬁ)ﬁb(l )+ t,,(;)-x). Select di, ,dn at

rd at random and set cd= m:on(dl , dn;

Fld))e proveghe€pritde input AR, 1. g, h@@dﬁﬁh%‘ﬂ hS£GS é‘ld’@@ﬁ@ an(l), Vi=
ect rA at random an set cA—m:o

H S TR).- Qéh%&l%“u,r(@, Yit= Hahvgom@ rfgi set

5&? ﬂ?xﬁ%% -aé he Vgﬂh ’fﬁmﬁ%r%/ i%S(J)e% @?‘I’V%E Hhat P%Fﬁdm%ﬁ{a%ﬂﬂgﬂ% and H as
Erdprod®@lo?@e \Férﬁfcaﬁ@m?éﬂmforsﬁf thyz%ﬁ% serveP M the shuffle the

server then transforms ElGamal-style encryptions under key (G,hH) into ElGamal-style
encryptions under key (G,H).

An aspect of the invention provides the following method to demonstrate that indeed

(U1,v1),++5(Un, V), (U1, V1), ..,(Uy, Vi), G,h,H is on the form described above, without

revealing 7, Ry,...,R, and s.

We need additional public data in form of a public key for a commitment scheme, We

omit explicitly writing the public key, and simply write respectively mcom.

Multi-commitment mcom is used for committing to multiple messages at once, in our
case n messages. Furthermore, it has a homomorphic property. ILe.,

meom(m; +M,....,My+Mp;r+R) = meom(my, ..., mpr) * meom(My, ..., Mp;R).



R ?+t ?n+t d dl d Set V=H (ul 1u, n) (M Vn n) Send

ca,cd,cA DUV to the verifier. 6. Verifier: Select e
wa@eoosassdom and send it to the prover. 7. ProvepPCT/682005/000231

fl=e(2,t(21)+ t,(2))+dl,...,fri e(aat(n)+ t,,(n))+dn.

Set z=e(krs+ rt)+rd. Let fflsg(2-(2,t(2)+ t,(2)

-x)Al - ald2)-01dz2,..., fon-1=e(CAp (Xai (n)+ t,

(He-prdtanellpraceeds @Y stéps:1 do and zA=era+r A, Set

Z=R-e(X7C(1)+ t,~(1))RL-...-e(~TC(n)+ t,,(n))Rn. Set

fCoramont thput:Sand,f. 1 ,(un,v,,) wl,xq)‘ [o)Tagm Vﬂ) a8 pdbEkeys| intRding G,H b

tP}SVéf‘@rihﬁdteA e ?ﬂa (161‘Eﬁté 3 gg e%fe%& !é}ﬁfaliandomlzers Ri,...,.Ry

csxct

rEEQ §G5hh, g zp) =ca i ne Iil F2, Fn as
@h"tﬂ@ﬁ ulé’hU)Pﬁats &?avn) nUau,FL nVn<n>un(n) ).

Fl ll-I&ﬁveﬁ*FEreEl:s( tdadom-hrllset c;nﬁ:%m‘(nﬁ ), 1?0 +f pn- 1.

Ver i f)Sehb@“oﬂﬁe%lllﬁerl n(A i+ t; -x) eck fHat GzULf1

Un n= %&JPIUE %(n-mt) gt #n&/cﬁﬁ aflg/sélla[%hel}a t(l r]'ie%rovq%ec K that
TZ ! \557'8 5 ‘?} tht at raqmnmnd\)set ﬁfﬁ_@cﬂm&@cobtn(@%vg |ns( \6/11

seven- (b Yeifissi n conpl ete, sound and honest

ver#f |\éqﬂﬁez Flposp dl @d@@om sk seod theny tocibt pessr.of a

shuf f [PecamdEatget y pin lepe+lAL i Om(i)Foy,-&).Ganal - styl e

Ci pherSetxt 8,1 h&, &hufdohe SR, af RIdSAMARERN S co tdnira).

enc ry FS'éle%f‘ﬁz de ,?rl 'a lecﬂdo %{3 E%Lgb&—/%ggglg%A al??l random and set

PCT/ C%%gr@ ’3 P)Cl ent proofs for proving

corre & ‘Hfr éri‘ §eb Fe =AMl ALt AREI W@ T A M da, . .., Ap—(Are(n) +
crypt bgraphic 1dtidsalure. Li kewi se, many proofs of

cor r eSeleetsd atafindors land fétd-ex1, Stlec & @ndR0detNpatBne) . U ¢

Enbodlseem:HR@ﬁ“éurupﬁngm .Suff | e-and- decrypt pr oof
are ZeHP k(ﬂ%vwlf etticient than previous

oofs in [F, FMMOS
r e7 nsvenﬁ ISS%%%{ 5 @Oméﬂ f%ﬁe‘t Egptji‘ %pt [ proof s Lan
be us r*?%é @ rotfofé%»ﬁ(n)hbtn T BEETOL ) g, Let
i s onbupleTAAAF tt(nsfibﬁhcealdﬁ)—mtbt ocfal s=e(Mr€ha(n)+
anonyfﬂnraft)ﬁlgn—anadﬁ)séﬁ_mn aniMe raWrgi ve sone conment s
that SerZaR-re(ha(ihotiy)Rhe.. 2e0BrhAMY, SRI PO 4f O

Send fi,...,5,2,fa1,. . .,£an1,24,Z.f to the verifier.

Verification:
Check that mcom(f;,.. .,fn;z)=(cs7‘ct)ecd. Check that mcom(fas,. .., fan-1524)=c.ca.

Define Fy,F,,...,F, as the elements such that
Fi=fi—ex,eF;=F1(f—ex)+f31,. . .,6Fy=Fy1 (fi—ex)+fan_1. Verify that Fy=e] i~ "(Ai+ t; —x).

Check that G*Uy"y....Unfy=(u™ 1. u,M™)°U. Verify that G'=hD. Check that

HZVIfl n n__(v ?d-t v 7»n+t ) (u ?\.+t i .unKI‘H- tn)—f V.

The protocol above is a seven-move public coin, complete, sound and honest verifier

zero-knowledge proof of correctness of a shuffle-and-decrypt operation.

For ElGamal-style ciphertexts the shuffle-proof for homomorphic encryptions described

earlier is a special case with s=0, d=0 and therefore £=0.



correctness of a shuffle and the zero-know edge proof

for correctness of a shuffle-and- decrypt operation.
w@e@sp0ew3i bl e way to pick the paraneters of theCwEbhBRG0S®©00231

proof, or the shuffle-and-decrypt proof, is such that

t he nessage space of the connygnent schene and the

nmessage space of the cryptosysten1has t he sane order.

@fﬁicieﬁﬁ{@ﬁfsefoi/\ﬁroﬁﬁigl dbrietneds e deeryplibiBiRtw LRV MAKHE

public key (p,q, g, h") with p being a 1500-bit

mrmtegraqmb élrtqrgtuep L@@mﬁﬁ, mapyipreofE P earrastness af a shadfle prist

CB%F@% I\g)ta? glt]agﬁrglﬁoe&l%gﬁt? EE gﬁPr#B%%‘éfi gﬁ%fég Vcléec%t proof are
&I&Eb-ﬁﬂlcﬁﬁle&ﬁ@arﬂ Borkndfidest thsn p@ﬂﬂﬁﬂ‘pﬁio@ﬁ?& Shufﬂé%dlﬁcrypt
encryption wt

The cry system coul d be El Gamal i
pBels & E@Nﬁ\ﬁo §) @empt zeptkropladap nual] %e@fbdmryptmrpw@ can be used
3R 4ndh Eﬂgo tﬁgto%wv&{ﬂﬁ@%lk gb éﬁgja&?dmﬁrtlﬁﬁmce off p{(ﬁcocols

sche generators o
gﬂ&m@mhmynnmimnhsuﬂﬂmnher way to pick the paraneters
is such that we actually conpute the el enents

.,f, over the integers. I.e., we could let the

fl,..

o PROER e R R g t‘*‘ﬁé‘% S Saiylageg pibol fo

diowtiechinesy qf -a]shuﬁhchndtt]n@ze‘re%owmdgg popeif ésradoarestneds dffagshuffle-and-

%o in Zp*. We select the is and , % as random
bPREIEHRR | enges. Provided we have |ess than a

mllion messages to shuffle a value e(Xi+t;) 1is at

nost 340 bits and does not get reduced nodulo q in Zq.

WDMngibtdmasdtosaidsthﬁ@nmtere béﬁ'ﬁrshsfﬂerpr@nf methgehuﬂﬂesand-decrypt

L, AR LA e T
\éﬁ‘rtlhef éry‘f;‘lbbﬁlfbnﬁ? Ras@e sﬁﬁé SrdR AN indhiice Weould 1Rt th'e %Bﬁﬁﬁflﬁent

have f,=e(X7t(i)+ t,(i))+di for i=1, n. This In
tsghmnfnb@m)ubhg kexofmg.ashit-heh,) witbgpingsp A500-bit pnhE q being a 160-

VR ER AR B ub B o848 Tecrr o8 Bisundi inda e selec

&H@f § 1\ex, 2 A6 rAAA6 MY BEheO HORLE] dhd A1db R 'até 44l 25 as WRdom elements
coul d Use such a method to shuffle ci phertexts from

tﬂ'mn denBrealrymesysa tdulé be ElGphdspstyptivn withpidli key\(i?,q,ﬁ} H)

d wh
37k £ s 0Bh el 2RES rRRREe the PRk Bs Sk fmppiiment
Ebl@émeahiamlﬁ PayBASLG, H) bein@-gen&afBRYS 1 18 gt IENalA.enges
tl, %( X, ¢ and e as suitable crypto Eraphlc

hashes rrakes t he prot ocol S non-interacti ve Thi's way

R DR RSB B8 0 ST B s
m,Qt,Q]C@ler thetittepeb.i 1\463,' We cdul@ et U doptiithBischéhave public key
(0,9:8:h1,-..,hy) with p being a 1500-bit prime, q being a 400-bit prime dividing p-1, and
the rest being generators of the group Gq in Z,*. We select the t’s and A as random 160-
bit challenges. Provided we have less than a million messages to shuffie a value e(Ai+t;)
is at most 340 bits and does not get reduced modulo q in Z,. Picking the d’s as random
elements in Z, we get {°s that with overwhelming probability are more than 340 bits
long, something that we can check in the verification phase. This means that over the
integers we have fi=e(An(i)+ tyg)+d; for i=1,...,n. This in turn means, as long as the

message space of the cryptosystem does not have small divisors, that we have shuffled



suggests general techniques to transform honest

verifier zero-know edge proofs into zero-know edge
wEe@eNs3671Jsi ng random zation it is possible torEpesd0sp00231

the verification process, see [DGS] and [BGR] for

comment s on batching techni qu%ss. It is furthernore

wel | known that various techmques for fast nultiple

ef BhOERL dndt deefypeed irectimipBRicaneswe tad @gssueh a method to shuffle
verifying the last two eqlu_atlons in the )
sqmlfeﬁeéts thecgeppralisnddisilliengryptosysien wé EDJAAd, whigh packvery large

88 IR ind FRACTLOUT IR BB MERDISE practical.

Vn7, n+tn)e(ul X+tl ... unXn+tn)ye-fUyV. The protocols
are statistical honest verifier zero-know edge if the
ddving thedtiet-Shamtrbeuristiorhe. sompating theshallengen fidi sig. A ®ne and e as

t r.hand.. i onmpl t nent . sche oM S
BB bR bR GRS, L ey the sro
kiooiéigeipdeuth capalpsibemade Yblvgyxvertfedty. i be optim zed

M X nets. A traditional X net generally consists of

a nunmber of shuffle servers, each refreshing the

r of: [ . ry 0t :
ORISR kb SOBAR Ry AP LSRR o)
sapggesksgankadl gehiit oef to tfaatfoirh @ohesd utidfidr Zefo-Bnowledge proofs into
pernmutation and_ re- encryption of the input. In the

4 e @Yléggqlﬁféof?ot es nmust be decrypted and zero-

know edge proofs nmust be included that the votes have

been decrypted correctly. The correctness of the

Mésng tandémiZatior itespossiblerspbeal wethefviedficationgroess,aeeHDGS] and

L. facility, 2005/ 093671 PCI/ GB2005/ 000231 36 .
TR toeammeds oBPpERRRdemgocs e scBpaRge Byl Known that various
IORRfs ARG hitSnliBpEexpEhBitiof8GstZer o- know edge

proofs of each server. Figure 1 shows a Mx net. The S
Jor ustance angtpagt gipterifying thedhs swo anusione $sjheahulffle-and-decrypt proof
votes, whereas the S'  server decrypts votes.

erpute

bitheheslY e s &R PICK dh 4dL iandsgh Bub herand chbclwlieberone
t hey a car heGhlLy. At i swhqt, desi rabsyet t he
épﬁ\;gl(ﬁél Elké)?”ug'zldg or Vbcr'y'pf‘i 0 (}l’s i'h‘%hﬁpo@%ssi on
of only one entity. Therefore S should consist of
several entities, which secret-share the private key

drhemreioeels ats siisticghepest verriier zetn-knoveliadgesif tanommitmant scheme
. ] hat | .
g%()@g[[ﬂrrlaslelﬁlg?g tgon\ﬁﬁz h?igl?% UillethL Q@l’ h%’[(% ﬂitge §%1§.%1§tﬁieﬁésc%emlesfncom 18

hus ~possi
siacoretitideyly déndingpthan tiechbratoovke have unconditional soundness.

We next describe optimized MIX nets.

A traditional MIX net generally consists of a number of shuffle servers, each refreshing
the randomness part of the encryption of encrypted votes, each permuting the votes and
each producing a zero-knowledge proof that their output is a permutation and re-
encryption of the input. In the final step the votes must be decrypted and zero-
knowledge proofs must be included that the votes have been decrypted correctly. The

correctness of the result of the election can be verified by an external audit facility,



W wi Il arrange enbodi nents of our voting system such
that each shuffle partially decrypts the votes using
w0 r@sesmre of the secret key. The final serverPCT/GB2005/000231
conpl etes the decryption of the votes and produce
zer o- knowl edge proofs of the gﬁ{rectness of the
decryptions. In this way we w not need additiona
ewhich ivesfiéscfedicsd 6 tE th itk by enspetigBE ittt SREp @hd zero-
Two different types of enbodinents using this type of
diomlestgedioofs o eashissivsr-e. Enbodi ments where the
shuffl es perform zero-know edge proofs of the
correctness of their actions and the cryptographic
Kiigareusghdwis@rMengsty Phid $)gervére re-eigayipt (Befebshéraranddrintss)aind
different. Enmpodi nents where the verificatign of
RsrmgEtes yates, whergast the SapRIvertlecrypispiptes: Adprovide gere-knowledge
rsﬁ'a&fstth%ﬁhgﬂ{h%e %Eﬁe fleirand c&&e&tly. using different
ervers) using onmonor phi ¢ encryption properties.
This is done in such a way that the shuffle servers
0. not pr.oduce zero-know edge proofs. Instead a .
g%rsc}lqt staggfgfgaﬁﬁeaﬂvats oY Biedelet tion 1§ Hethg ppasepsion of only
e : ; - .
S TSl 3° RS bRy DS RSPV ERR Soret-sharo the private
Vicyed tlar & ectmmn thevever thensxytpined ithprantieadi ng t he
honmonor phic property. Finally the results of the
election in individual districts but not the
| gl t |
gl LOlo DA% (HE PDORY biylGsten, at B BN HOR¢ thus
vitdskiblertowhate thanseerchkpy as explrinkidaborve.of our i nvention
of this type. (In this case the maxi mal security is
obtained wwth 3 shuffle servers and a server for

dwe filltakiafigd Efibédmehls of B PRINERN¥8MSsubk Bt b&h shuffle partially
cooperate to break the secrecy in this case. W do 'not

cdeaBiptRethe vhtes using s shark af the sperebleynilbe fivel setwee eompletes the

S . vV IS the. n ral_chojce). ive M X
sl BEeRebes RSB E oo iRleR Bhugfe bt CGhtgess of the
Zeenpkoaie dgewap neolisl it hedf addatshaDéntities i idbf dogserRAd the
usi ng other, generic, optimsations, it is possible .
tdscryhpe secareliel W deflrgens tiyped o4 smbpdiments using this¢ypeof encryption
. optimsations: Partially decrypting in each
;bfgg?%rsgg%nd not providing zero-know edge proofs gives
a factor of about 3. Partial decryption and

re-random sati on of votes can be parallelized
ar bi t rigppedyments where the shuffles perform zero-knowledge proofs of the

correctness of their actions and the cryptographic keys used for encrypting the
input and the output are different.

- Embodiments where the verification of correctness of votes and the computation
of the result is done out of band (e.g. using different servers) using
homomorphic encryption properties. This is done in such a way that the shuffle
servers do not produce zero-knowledge proofs. Instead a zero-knowledge proof
of correctness of the vote is produced when the vote is created. These zero-
knowledge proofs are verified by “V”-servers and the votes are counted on
encrypted form using the homomorphic property. Finally the results of the

election in individual districts but not the individual votes are decrypted using a



Thi s gives an inprovenent of performance by a factor

of 5-10. - The order in which the servers process each
waQ edos/ogssed not be the sanme for all votes. ForPERaBpPi08/000231

if there are three servers performng re-encryption,

the votes can be distributed iﬁ t hree pool s dependi ng

on their election district (since the result wll

nor mal deyrebshasingahdchedsauW e will grbeide iap exathslefehBodiment of our

permnut.ati ons between el ection districts are not

r el evdRY§IURRPT e PSR this sase shemaxinsd souety isinbtaieed with 3

encr ypil ' at

cach SovE SRGERRL LIS GARIENE BP0 E aepd o

t 0 naiopepyratectd biranly theectdey s tidecaser Weidoi mold cotsideniiik to be a large
before the next server starts. |f g is chosenin a

subgr dipPlsm stpgg threg shiufle sprvarsds thegisbualighgicelr e

i ndi stingui shable fromelenents of the whole of Z"2*,
randommess and keys nay be chosen shorter. Such

dpniive AN netsmateenchtation i ot velyCGsta Howeser, doipp ize®-lansvledge

I il .4 h El Gamal .RSA .mpdul us., It
oo AP e B S b enB i SRR b i 1 bossve
RSB HesthRfueh MR dEANRIAISYWEER 2 Wonb fRdakiBs: a

- . (9)
nmet hod of conm%Ltﬁl ng to an electronic lEjat val ue,
nmet hod conprising selecting a substantially random

nunber, and, a, sub..gr ou f t [tiplication grou *n
ot neBy UG B B st B <Pt Browiehae £t FoRufeuBeproots
two preivess fa&br bfdogt ®ctroni c data val ue and/or said

substantial ly random nunber and determ ning a
conmi thieetial denypiéors ansire sandpraibaivnragiviotss cambe parallelézedmebitrarily.

V0 200 oL SR AR Bt tADRR B) BBy R frior 3P i
reans Thisarddteh ahivieRé séters fedtiebd daB vhieH¥LY Qb 168 8ak€ for all

performed about 45-90 tinmes faster than for a naive
M X né&ptespitrenamplenf disre arpshree peiverd perfgming re-eficryptixng the votes

can al : el i tily. .\ next describe

cen SaR bRk B e ol AR ol S AR [ e
have ogitrvell oeaully by sgeciRarout &5 ddctib® dREERS Peffuthiiés between
each fhuffl_e server verify_ the zero-know eo’l‘ge proofs

of t h&lssHeRydiskicknrs nplplsvant) engiemeplssre ratafedhetwipixthe re-
As we -] At NS pt i 1 th respect.

S SRR S 0P BT G SR
of t héackrtmkeutrfacbenpoakiohlagvelbylettiig the fikdt Bervehfimish its work

verifibc tion take pl ace.
etore the next server starts.

- If g is chosen in a subgroup of small order with elements that are
indistinguishable from elements of the whole of Z,2*, randomness and keys may be
chosen shorter.‘ Such optimisations are known for ElGamal over a prime and are also
possible with ElGamal over a RSA modulus. It may give a factor 2-4 depending on the
size of the RSA modulus of the crypto system. We thus describe a method of
committing to an electronic data value, the method comprising selecting a substantially
random number and a sub group of the multiplication group Z*, of integers computed
modulo n where n is a product of two primes for the electronic data value and/or said
substantially random number and determining a commitment value from said electronic

data value and said substantially random number using said subgroup



If we count the votes by an out of band nethod, we can
be sure that it will be discovered if the result of

wao b@sedascti on is altered. I n one enbodi ment, wWeCTHGBR005/000231
provi de, such a count is done securely using a
honmonor phi ¢ count. Thus we w l]o, have full security
when it comes to nmeking sure that the result of the
el ection is correct. However, sone attacks agai nst the
i{g re of t he ﬁl ection are 0SS| bIe Since the

1?/ hé%/’%‘le%‘i‘ﬁ &t de |l en“ttlﬁé frpmy qtespagdyensrfogmed about

a@dgmeﬁ@feafa%gr M%ﬁéﬁa%imx ﬁaﬂnngqé}rfeh%w% PREENRHEGy Won of
a constant factor I'S can nor on *
sotds cah atsothegavedlchizakarbitmtily. as t he nunber added can be
separated from each other when the vote is decrypted.
W will say that the encrypted votes are narked.
Dependi ng on which servers the first S server
cooperates with different properties of the attack are
P sy descrilfe attacks dgagiist Beselroner. acts al one, the
decrypting server will discover the fraud but also be
presented for the association between identities of
Vbl FIVIRIRS tCRsVE optitbl $8rie8REYEREEY isSREYShry tﬁat gach
honest, not co rom sed and cheCks whet her votes
@b\aﬂh@é@mﬁr Verifye @ eetotkmpwiadge heopfno&thp phidesdseats befoee 1t performs

ection..wll not be .broken,
AR, R Wty E oiFhse2 oot Oidmal et GRS rpertormance, so
Giy Thir ovideled apt@@e oMht Atthdxa rﬁdd%éﬁasﬁl%%?‘h%’ﬁ letting this
repl.ace WD 2005/ 093671 PCT/ GB2005/ 00023 39 | f the

f"le’flgﬁat@nstélﬁﬁvlélﬁc%nd t he decrypting server work
together, they will together be able to break the
secrecy of the election conpletely. Because of the

ABwo cotitalid eclgebp awolitsofGhnd lettRd] we et BObire fh kit WS,
the fra ql{Jd will be detected. If the first S server and

dissovraed {i3he rrsult of therelsgiipn 1&%@@%@? om ¢rabagdimerty werwilliprovide,
fJ aud
R Lt e

ceseity ivhan ittdomey ¢d makingfsareghattthgteehlt shes dldeabh & ¢brrect.
provi de wong zero-know edge proofs that the audit
facilities will let through undetected.) If the first

?Io%seekl&e koRB9ihdiE a ﬁﬁ%tﬁgé éé&&i ?%E‘é’l%;%w&? atr?(;ﬁc? ts@;?e{ I§1nce L e crypto-

last S serve
gmte;re ¢yherogmoiphic, thet firsu$ sdre¢rrogn ddd aainders to (dtes and it can multiply

cryptin e ts votes, sends them back to
QNG oGl clol il e ety y bk asei bt vote s
RI1 ki MBAKS 28861 SHYY sbFareld F¥m ERLR: when the vote is decrypted.
We will say that the encrypted votes are marked. Depending on which servers the first S

server cooperates with different properties of the attack are possible.

- If the first S server acts alone, the decrypting server will discover the fraud but
also be presented for the association between identities of voters and votes cast.
If the decrypting server is honest, not compromised and checks whether votes
are correctly formatted before they are published, the anonymity of the election
will not be broken. Further, the fraud will be detected and a delayed count can
take place with the first S server replaced.



output.) The basic properties are that two servers

need to cooperate in order to break the secrecy,
wokioseomerepti ng that their fraud will be det er€BGB2005/000231

Three entities need to work together in order to

break the secrecy w thout bei detected. This can be

i nproved on slightly by letting either the first or

t-he | dftheSirses vavercanirte derymingisafviet eofit @@bthet, Thdyheill together

case, where we have two S servers and one decryptin
serve rbe\ﬁg?ﬁ%t@é’r? e p9ra7 % 9idhe elgctiqngomnleislyoBeesise ot ‘%9 zero-

The tweoR1 Stk ﬁﬂé’&%' rak i

i nter chgngl g\bgéeo??rg?ati gns. 1eOl?lfl rs%&g@?zl%&agﬁggg)ﬁgts&ted'

t-he edlithediretn sdrhatandriiee ddcryimgServeewoek ®gsthbnivith ailtegternal

pernmutatiqn.in clear, text to the other S server. The

ot her 24t decjiffesjjsed, the;pbaysTpPRuotsd teane nasrhingf herdetected. (The

(unwi ldetAgliNg s@fertahn s B8 lcah iR it

descri geﬂ_)\%rli e-in candidates. In th@ggﬁrs%g% lﬁuﬁbglglgésﬁg?mand

count miregd¢ wrong zeoermewtedgepmotr thatehe auditfadilitiat e4ll let through

That drr}g@ntst{1 at it is possible to vote for a

candi ¢ A8t/ on the Iist. This cannot be ignored for

enbodilneRt st serystapithd @chitRBRbivetwbik BEaRE &ﬁh thicftast S
an

2005/ 093671 PCT/ GB2005/ 000231 40 M X nets can e
wr i t e-SEFYeE direyi widk esablg toryeak the sédresystogatherweitisout being detected.

hono ' ncryptiqn can't deal .with wijte-i

candi aspeiCoruSRElpt Rt AR iR sbichoRr OB Bk e Tast S server,
" encr yyttisloslear®dn dAeMPIE ot YsiHle hArR DMQubRdk adelvl Sdrrect
of wite-in candidates is correct. First we give sone
backg8t#) on conmi t nent systens: A verification
systemis a conputationally hiding comrtnent system
that is further supplied with a private key that

Aihe dksic prupertizaiaty thbi toadehserhheabiing cOoRRRAE tyordbf 3W#bak the secrecy,
br eaki neg) the comm t ment _system properties. That means

t¥le ageqhéing it theinfsandewidt deigcted. Thesereatitisayeest to wiork together in
Ve d ' - WM ver | .a claim ..

R 4630 80 STl ARt TSGR iBofhBATh sighay by
\ttilgeitheb dienfiyspordlié tetlS wérvér cafryapeaishgfiefprédre

comm t ment. However, know edge of X will not provide

any know edge at all about the cipher-text space of

e CREETWHIR We YRGS S bddvARGhd %%m%g es&ia’f@p%re ;%e)e/ tthit there is

space observed by a person wt

ap pesd toss of beeusity. iThe itwo Seskyvetsaroghl Apyses brédkkRe dedretsibyas

if _the person Fa'%d ng[ilﬁ 3een i nl%glgs es?li on of X. A

U RERPUHAIPRE dihe dfstyasienlse Basthe eqyivleni thefone of the S
50t9&r8 Bhbiifts MEp&hutdiRnUR ERES kDD the other S server. The other S server will

of course detect and will (unwillingly) be able to break the secrecy.

We next describe write-in candidates.

In the US and some other countries it is common to use write-in candidates. That means
that it is possible to vote for a candidate not on the list. This cannot be ignored for

embodiments of systems to be applied in practice.



comm tment system i s hononorphic. Exanple: Consider
Z,,, where n is an RSA nodulus w th unknown

w0 ambo9iesat i on. Pick generators f and h of Z. PCT/@B2005/000231
set g = fx for a randomy chosen X. W define the
El Gamal styl e hononor phic systgm V(mr) = (fr, hngr)
Then V is a hononorphic conm tient systemand X is the
MEX abtskoay hiditlé whiteaksntidates adthout probRaa| Wiethehdifomorphic
property. Please notice tg;{_ Vis not a crypto system )
FREYAHGR Fet bdsab yat Wk qandidaien Rslovhwe dessirhgthes” homomorphic
ot ficien . oV : = i .
o S RE ol 0t B KR Bprd e ROSS 0Bty BungRiafbs is corrct
fass ivb lgbve songebuek glopnd bie cormalitnians sggemspace woul d be
known, which would inply breaking the RSA nodul us,
which is clearly not possible fromthe information

L VgFcalondydifin'iflh BoB ol S boh R RalE R B RSfurther
suppiredpeith a paivat ke that breaks the wompystiendalydriding peseityerdithout
However _notice that the conmtpent systemis only .
DESHRREDE SRR ReR Syt prapRihesy Ha mesht et § peopsyin possession of a
Eé&bﬂgay Resaus eeﬂliﬁca!tién 95‘%&11 R¥if bbAbRABRELS 3%15&?1 gfa% a given

onmputér with unlimted conputing power. " In's
Schwaritaent irantatnsiagivgnanessageawithdis bpingpeotied with ahlopening of the

nessage ceis.all .of Z_ .. that the .gystemis
GBS DAE ey R e 5 X P St Sy Fiptiedee at all dbout the
leiphiet-8RE EpRE of (1R cofRRitBEntkGMtemPIH p£REIAL B MiHeltext space

knowl edge of the secret key are able to verify a clalm
obsqreedehit # perspmvith knowtadgereAX may eppreantol terperinfinitelp large space

ar by 3 lLue. h . h ' Kk b
R 7 E A U o Fon T PO rn T B B G0 € Y S, e

remark that cryptographic primtives with the sane

properties as verification systenms but w thout the

noheiremprbic yriisation systen sasyerifisademsystane forftdeh the underlying
. ' rimtives. For exanple one

22%&32:&%%%%@%%@@{%@%&H wth 16 byte output,

consi der the hash value H(m as an AES key, use this

ey t crypt_a fixed, value and finally encryptin

bl CORSLE] g e 4 A s Ao ierisation. Pick

Eb QWfSrs PRI 'n S SROGA

B D RSy e Rr g TR Flap bR EER ) Wi e

ElGamaldtyla homontoepleasysiém i s conput ati onal |y hiding for

persons not in possession of the private key. Such a

primtive could for exanple be used for tine-

V(m;r) = (f,h"g")

Then V is a homomorphic commitment system and X is the secret key that breaks the

computationally hiding property.

Please notice that V is not a crypto system. The discrete logarithm in Z, cannot be
computed efficiently, so decryption is impossible if n is a large RSA modulus. In fact, if
decryption were possible in general, the real message space would be known, which
would imply breaking the RSA modulus, which is clearly not possible from the

information given. Also in this way we see that the message space is Z, so the basic



stanpi ng systens that allow only particular entities

to verify tine-stanps. One novel aspect of enbodi nents
w@Boosm93srnvent i on of hononor phic verificati on PGHEB209S/000231

is therefore the ability to verify several clains in

one conbi ned operation while ‘beeping some properties

of the individual clains secret. In the novel

auppdrtes 6fns chmitnydl byiensyat ericmved.s Halevaaitick thantte!

be the origin of the indivjdual nessages. In an aspect

SOMIREMPRhRYFEMOIR OnLyecosTPUkRbon ARy BiFing r@&xer thiag statisiically hiding

SERERT i Borfe i Motk X or 0 ERDARE R bttt Biflng power

followi ng way: The entities {E} producing the

S %%es each choose Iarg% r%ndon1nunbers ej, rj and
ﬁjS. OFF ey obseryAitlhat thip systana has the propgry thatthesmgssege snage is all of Z,
I 3 .
PR 0 B I oo Ay gl e e R B of he
aatietkeyi, bat erditied hethdubhviedge of the seakt kdyearg ablelto verify a claim

veLri.fied by having entity B submtting Il V(e j, rj)m )
jeticienfy fhaya FOMRTAR! (3 PTTBIDERGY b PRBiTan3BlbS) Bisties the private
4y caNBELEStGhareli 1ikYEMR dth& ElGahﬁ%(ét}l"erygt@mhz rpe.

Finally a trusted entity, whic nows” X, verifies
that Cis a commtnent to zero. Let E denote a

CSRPERER ot Pl Be g By Sieres i 8 SH0R BroterRa o feation
(slytems ibﬁp'lavitﬁéﬁt%hé/\ﬁorﬁ&ﬁo%ﬁhﬁsprﬁﬁ’éﬁ‘j{ 4Ry BY3hct fb*tandard

in practice some conmm tnment’s woul d be “done 1 n
Sryp@ephig prientiveshFotmexamplqonsteen siieya Isash firstion &l with 16 byte

B 0, A 508 ST S

cangi adifaly chérgptivgthe Fesultlusing 2 publie RS Akéys TRisPrii®ive Miows
is strictly larger than the nunber of vot'es any
PEHANgHY ROSEsAlog e tha gerigapanding rarvates RS Adier ¢o verify whether ¢ was

ter ' vote, MIS. strictl ar ger .
ERER AL B2 AR St Toall ol Fgh p§HSbns notin
PobyEsdioncoFthe pMvERikep. Juchagsinieive vhiilh fér HQARISbEARE tbMEme-
zer o- knowl edge proof of equival ence between the two
Sherping sstsnpt Watallow enly pagicrlan aptiieg do peiyrtimersemps.he
vote conforns with the rules of the election (see
[DGS], [DJO1]). Let mbe a wite-in vote correspondi ng

t@nei mugrekaskpect (OF embediangtsoffour invention Jitresombrphicheriviehin
wants to vo}e for a _person called TomJones that is ]
sotiegh s herefqre dhe ability fo yerafy sevasal; cdaims in ene egmbinedjoperation while

iSRS ComEbRIPBHIEH of BREATIdAE AaiTBELE 18 HcSiovf applications for

voting systems we shall see, it will be the origin of the individual messages.

In an aspect of the invention use of homomorphic verification systems for verifying that
messages m j,..,m i are authentic without revealing their origin in the following way:
The entities {E;} producing the messages each choose large random numbers e j» ¥y and
p ;- They submit mj, V(e;, ry) anonymously to one entity (entity A) and V(m i€, P to
another entity (entity B) in such a way that it is properly authenticated. The authenticity
of the {m} is verified by having entity B submitting IT V(e;, rj)mj to entity A, which



anot her fixed value). Submt E(m, V(n) together wth
a non-interactive zero- know edge proof of equival ence

w@Roosfyd67and V(m and a non-interactive zero- RCDGBe@§O00231

proof that either m=O or 8k= 1. (This can be done by
deconposing V(ES] p') into t comm tnents v1= V(Sk

pk) and v2 =V(Ejok S pi), proving that either vl or
\doniputesIC | |=snaf(ﬁpm]; vi;éwet f})"Z’GFﬁlaﬂfﬂd tRsRY iRty RAlchlBRws X,
content of eith vl is a comm tnent
WﬂﬁESBM1QU@hGpnm@ﬂéﬂﬁﬁ@Z@Pandard ) Pick a random

nunber em and submt V(en) and V(nem together with a

mul tiplication proof that the content of V(mem is the
2 @Uddnoey a hdifo ﬁﬂfry?lﬁ syMeRnThehablMnedtatish Hthe B6ntext of a
entire vote including all proofs. Notice that the

HOkBE SYEeRGER Pe dageis ﬁeaewéfovz BigRicity weriipp 30gs esnpiimgat system

S5 Kb Gome spridu BB Mok be AT SR Fhiem apnigp i

prefiesdbigsthitstichibyrhiding)hi ¢ property and decrypt the
result. By using the hononorphic property we get the
encryption Vi= V(E nmem) =11 V(nrem). If we also use a

B R T ST .

the vaitedrs repféudsit chditae o AIFPYStes. W2 = Vivher®yy ik aprinhe. M is strictly
V(emm Using the secret key X, secret shared betvveen

the sdnigehbps dirsnumpher of M@ﬁeé amh@anérdateaﬁa@ getedy paigiculahgor elections
crypt %ﬁéf%{s@iﬁ' x(ol?%rfﬁggr 0%9 231\/1'19&9&10 é&%}a?{&ﬁ lrlllglhgl' of voters.

bet wee serv We can
V2 hav8et [EGS}arEBJ@:lqment If the em vvere chosen |arge
and random there is.in practice no way to fake this.

I'n an WHPEEECDs VEFR n')ntvéﬁhwhlﬂw\@n%@t@naetlwlmowledge proof of

mscha in_votes.. coni

T L L e T R
t he althy eoterRohfoAnS Mithithé Afesdlthé Hlagticy dseéll_ID@S] [BIR]).
treated as witten-in votes. i.e. instead

zer o- Krfb W Belg &riie-Hbyeie sprrespepdiag e ilenk. (E@rrmeamplmmes“Tom
one Us@ge.dh tt%h VBRI IRLAT vhi pr 819 Ealf?ed 'ltol?l? J&{&‘ A EOht on the

we al so use ove nechani s or ver
corr edishdf s list candldate 1s selected instead, m should 1nstead be a numeric zero, or

another fixed value). Submit E(m), V(m) together with a non-interactive zero-
knowledge proof of equivalence of E(m) and V(m) and a non-interactive zero-
knowledge proof that either m=0 or 8, = 1. (This can be done by decomposing
V(25 p’) into two commitments v; = V(©&x p*) and v, =V(EZj#k §j p), proving
that either v; or V(-p*) v; is a commitment to zero and proving that the content
of either V(m) or V(-p¥) vy is a commitment to zero. Such proofs are standard.)

- Pick a random number ey, and submit V(en) and V(me,,) together with a
multiplication proof that the content of V(me,y,) is the product of the content of
V(em) and V(m).

- Sign the entire vote including all proofs.

Notice that the number ey, will never become known to anybody since no encryption of

it is submitted.



of encrypted information |inking electronic ballots to
paper ballots. (The information |[|inking electronic
WO 2108893601 paper voters takes the role of m ThPGT/G82005/000231

simlar to above except that in this case there need

be no proof linking mto an ogﬁinary vote.) W next
outline attacks agai nst the schene. If the nachines
fromwhere voters vote leak the e; it may be possible

for the last shuffle server and the decrypting server

tOE ERethat we spwehibeveirs Prrung thethemaaiplic Prenssty@nd deerpt the
R Ry Gt PR RV el Gl ©°

probability be detected by the tests agai nst paper
ball ots in_our invention, Al so sone attacks agai nst

t he se tﬁy)(zdﬂem)h’eHeY@&ni)on are possible. The first S
server can replace E(ml) and V(el) in sone ways:

Repl aced by E(ml)~x nmd and V(el)2 or by higher powers
df 2 absochise a ‘MIXt?, eveigat theahdisidaslenpubdrs fled Vi@, Jedupidd in pairs
whet her. t hey make senpse or not, or if the first S

Hut desachgd iram thegdeniities of the viotrss. Jdws yrstmancaapwier . this
can be used to check what individual voters voted.
This will be detected unless further the |ast S server
is alvo=WiEehere ITV(Eehy'.fraud. - Repl aced by

E(nl) 2E(-np) and V(et). This can be done and will pass
all tests provided that the first S server correctly

i rs,wth. The.
SRR 18 X InRRES B S el RS e vt
fidey $or the sBpresystsan(Homontypiig sNaiis notthe shiitg Hetdddh “MIX net
[ the vote-sellers deliver. Consequently,

verifying that

é%fvpﬁgrg)v%\%af\éw@s thap Vi and Va have s same contenty Hithe duypieghosen
' d i -seller d

sobh g e e e P e ML 50 %

(and simlar ones with different powers than 2) can
gg made Lq&sasible b includgng a few randombits in
0 eY

& 3SRSEROLIPe nveafien e juge thg @geYeomechagisinto gheelsthe wrife-in votes
CBRng\RIRAS a NIDEndtS NOt quite as secure as a M X net
where all shuffle-proofs of predecessors are verified

before the next shuffle server starts, attacks

al nst integrity of the_election require. three
153 et olge AR bV Alio wpt 1HeBO S IREERARER (n of Y Rpagil votes
RretpcHld dwritbieitRtesdt. £ ardtS iR kndISdSESTHER D F brrbiess of

election with _ _
normal votes one uses this mechanism.

In an aspect of the invention we also use the above mechanism for verifying correctness
of encrypted information linking electronic ballots to paper ballots. (The information
linking electronic votes to paper voters takes the role of m. This is similar to above

except that in this case there need be no proof linking m to an ordinary vote.)

We next outline attacks against the scheme.

If the machines from where voters vote leak the e; it may be possible for the last shuffle

server and the decrypting server together to produce different m’s. Notice however that



potential for not being discovered require at |east

two cooperating entities if the votes are enhanced
wowak/ogefew random bits. W now descri be si gni POI/GBL@S/000231
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t hat enmbodi ments of the inventjons clained are

possi bl e without using digital signatures.

Niieeed it ése téoperatig@htitiaind WillavidenBighRlebhbYIRl B8 ddfcBted by

digitally signe such that there is 100%

éﬁ%@aﬁ@gwm&pﬂa@w IBPHEVgnier e each el ectronic

vote cane from Sone pilot systens have attenpted to

use chip cards for that purpose, but face the

Al bt tiyackbagainstitipe warady ofitte ebsction atevosaibtt. ThaFirg S Rrver can

Card%%@et? ﬁ%gzég%1keys are not w despread. The

Esiace ) gnd, Ve 1y SOmieVa¥sanpl e.  DRE systens al so use

chip cards, but in a different way that is not

related to digital signatures_ and does not provide the

1

accourReplriced by lE(mé)éf“_é 'aanlsmk@sf ougby highﬁfp;mdryeﬁl/ztaﬁd 2. If vite-in
t t t t

o7 1 v R B PHIRHENS FBiten ™ Bether BB AKGAIE LT B, o i the first

pri vatsereWori@lto %t%r%i%ﬁﬁ%e@_@&r@& $8Verl Mifean be used tot %gck what

non-portabl e devi ce. e first option is taken in
e- Vot éngividiualctoteratveted. Tine wiithbe detetted oniesyfupthbthe 3358 Sativer is

ks _in.the way that blic/private k ir i
00T S D b S ofayd, PubL o/ private key pairie
vot er -Re?llaéed by Eéﬁlgf]ﬁ(-ﬁﬁ) AMEVRYOTHS k@Yo idnd MBS tests

on the fly base credentiai s that the voter
recei Peavigrd thaj the St 19 seher comestly@uesseathetmentenbpledcl vote it

si gne 2ndi ng on the procedures applied for
distr?%ﬁ?%?%gﬁhe credentials and the properties,

configuration and operation of the on-line CA this
may be a | egally binding signature. By using this
¢ fash ptéapkihpotentalyaathes sasious beaspsd thalfirstr® semecrsembe buying votes

j: . j d, cheapest possi bl
st esBach A et ITORELIBR OB TR RA B s vor-
scitery ptdonedt dds vomibayigtva nobbs détbeted. W er, ¥ 8 Y61seller does
t hat .t akes él ace_at election sites it is however

AR, Ji fsandwill be drtectd; | this atiack dandsimilas enasgvitiodigerent
Bh 908 AP Rl kBl B 4 80 0Dty coch vore

epcifanlocationhus to store the private key in another,

non- portabl e device. Such a device - which we call the
Signer - is described in our patent application

R@Hn@@%&ﬁﬂﬁhat%@?éa@ s Ysono_}; ﬂgﬁ%@% seicﬂl%oa,rs qu\glgfé Elgib\%ﬂere all

its entirety by reference. ner can

sipdtlepewfaof predtcesdord are atiifiesbefofefthe aoit shuffidserver starts, attacks
against the integrity of the election require three cooperating entities and will be
detected with a high probability whereas attacks against the secrecy of the election with

potential for not being discovered require at least two cooperating entities if the votes

are enhanced with a few random bits.

We now describe signing votes.



el ection sites. Digital signatures are produced by the
Signer on the basis of credentials provided by the
wo i080%367and each digital signature is | ogged PYT/GB2005/000231

Signer. WD 2005/ 093671 PCT/ GB2005/ 000231 46 It is

strongly preferable that two-factor authentication is

used for voting. W preserve e option that the

Wedirstiremaikviat dagtiddithatt of theliflvedfiend €hin®sd. ard Pbssitle witBbut using
robl.em since the identity of the voter can

really. a can
tfgg'&aﬂ Stepatresn e vgTthelats bisrelirabls thakenpryples votes are digitelly signed
f r Ak : [ .
S feE o 8106 dtbp il aEHy Rl BY Boctronic vote came
doamt Sonhe pildtesysiems have aitpimytt et:)dI ® ush atéip\mfcﬁ forhiatyeurpdse! but face the
b revented. b aving a .publjc an a private,
iR S R B P e p—
g b : . vi
R, e AR ot ' AnplE DRIPKIAR e thiarcs,
ibut irpa differsnt whgrthathenatotlatedso dipstal siguatiret had does not provide the
accountqlaﬁti l i tXtFi s assured. The Signer is designed to
FEPUERHEY W 2e SSCBFSEt hent i cation in a highly secure
and tanper resistant way since it is distributed in

two servers that each know of one factor of the
Altaregiivies & nong a pertadde dévierelikchachip icarduostoanthe prlivateddegs of the

i gner ,approach.to be th referred. sol ution, i
B SR RS 55 bl 6L LS AR pyraedovice
Signer is used it is sufficient that each voter

receives a voter card by mail as usual with two
diberpiansigniiviakemin the &-Vmte progest, wirere thei Inteoneferoting pilot system

W] Si ures, Use of the Si.gner .
SRR RCHP Al L BERY 88 ey Py Pegrer i vt o on the
doitpues of tie vose CAlckitificaRion tRepliblRSesyik thénd@Bbd 84 the fly based on
undesi.red i nfluence on the outconme of el ections) do€s

(rErdepidaly theh thesietsr degeiees ibiy meaikbsugh dhat éheeselcanore praperingjgned.

es1:an ' I . . S ckup i ase .
ERABLURDPNL SRl ey TR g AECRREHHR &) 5 eric,
vénfiguctticteatt opeeatoar tiexaniheCArtiosngs bt a.ledallly BindMeg signature.
ive.two. exanpl es of how to encrypt information
%yr%w%t TBeYnaBHLthg ol i pestem pudntiseal in Shemsansertya it uses the

I. . . .
ST Rkt pRFEK R HanfiB 3 redt 1l iing signatures on
phaiyptetl elecirepiayetdss Z" s+l i nstead of Z"s and the
ci pher space is correspondingly Z"s+2 instead of Z"
s+1 Represent (vote, manual ballot) as vote + ns
FoRaw8lvoRAL bRtem i3k f?aik@§tla&\hfc BRG0YH Bit&dt 1Qhoe9Br IE'[B.C(?G-'_ table that
before doing the zero- know edge proof of correc REss
die ddvicey vsasl for basting votee stoodis privatedwp of thg violee (when also,

supposedly, only for a short time). The remaining option is thus to store the private key

in another, non-portable device. Such a device - which we call the Signer - is described
in our patent application PCT/GB02/03707, WO03/015370, hereby incorporated in its
entirety by reference. The Signer can then be operated at central locations different from
election sites. Digital signatures are produced by the Signer on the basis of credentials

provided by the voters, and each digital signature is logged by the Signer.
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ballot) in the plain text space). See [DJOL], hereby

wo pmonperat ed by reference, for further detai PGI/aBoMIS/000231
how t hi s machi nery works. 2) Conbi ne two hononor phic
encryption keys to produce a key with the product
ci pher space and cleartext space. W |et the orders of

clk esastronglyt prefesabsthantivo-ficton anthenticasipa el SRt We preserve

pLine.for letting the pgqﬁuct space have simlar

ProPRYHYY Bat g VP resshiss Rethtadiprdi ene séen drisms mghteelly a problem
% - . .

S 0 Ly SR SRR AL i e

panefleved ofl suradiny that Besed fob enaaualedddtions, ithat dbfgtreow1dtfadm country to

P o BT R B AL TR e e
atsHivatORRhertRAGSIBEI0PN Onb Mckdlds fe?&‘%l?rﬁ'sgde in(k:’tﬂ%: ggﬁl?ch%ﬂgre, such

paper ballots: Referring to Figure 2 we descr

i thefi vetelagting byrpuyisg ceedermtinds CaRdwigevemtddoThé athiet factot is ssed in
a_public sector system keepi ng.track on . the _. ) .
IRy el Beale e Meh i AEeTofBit ¥ soienries Hiaeds designed
Vib dBaltvieh t@RREorfabiheh§iidh & b Abhly effeSinti Uimb&Gesistant way since
system_ - The Signer is the signature server re?erred

tibis sibdareuteduirl e sesvears gt sash kkewmifnge factaroif thmautinngication.
credentials and voter identities in the voting system
and for signing electronic votes. Wen voters are

rWgcsiictdotharcitotstingd gictatd e SR 8pproi @b Pe@hS plehRd solution,
at a CA for certification. The |gner further sends

dolheast-pHicient gnd secaratoruse.Haweyvendkhe Sagrer lisused it is sufficient that

f i : ' i . . t . .
AP L08R KRS Rl Eaputorsprined
oarit infdrdatte pratucy digitabsigidteres. Ent er Voting Site

Application” accepts one credential fromthe voter,
which is provided in public. In this way it is

I al s and. brj
R S KA R UL v S50, er o
aea@uity g8 leastsevariyadgainbewnidesifed influstet oh thel@itbohy of Slections) does
carried out@/\hen. tpe "Enter Voting Site plication”
et isLion copideng indhe evipsipediereanihys voies skprinted bylinis may serve
e BRADP i E&sefo?p?éik\jf\r/{gg(%ﬂ-ﬁﬁe AnilabifBei R, Bt RSGapL ! ons

to the nornal o)

We next describe some example embodiments.

First we give two examples of how to encrypt information linking electronic and paper
ballots

1) Enlarge homomorphically encrypted votes (like the cryptosystems in [DJ ]or
[DGS]) such that the plain-text space is Zns+1 instead of Z,s and the cipher space
is correspondingly Zys+2 instead of Z,s+1 Represent (vote, manual ballot) as vote
+n° (manual ballot). Project the encrypted vote on Z,s+1 before doing the zero-

knowledge proof of correctness of the vote (this corresponds to removing the



events (exanples: A voter identifies hinself but has
| ost his credentials. A voter WO 2005/093671
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aut hentication inside the voting site. A voter changes
his m nd before submtting the paper bal | ot but after
having submtted the elect ronA} c ballot). There are

many rieth nh@nayEballot)iankd plﬁﬂl 8P acdy CRR DI E], her-gbﬁ mcorporated
"Voti ng plication" is the application/ machi'ne use

for cadtye el%F@t o5 further detagy ﬁbeUé howﬁblﬁmaéhwrsawod@c h

Sszle\e/a (gﬁftﬁﬂg?\?o h{z ﬁ% zﬁ;ﬁl'gc E%oﬁl?[ %b ee?lg \?/o aﬁ&ﬁ% ]?%/rwﬂh the product

ent er iaigher kpacoan c%ﬁeﬂ@p&deb% letbe @rdodé Of ¢TB4riteRk Phces and
the wite-in candidate. The voter sel ects his choices

and diRhsgtext %paFﬁS§aesrB%alé|y priwg o] Ptémgﬁlpfamroﬂgct@pw Hage similar
havi n%r@)}?s‘?t gmﬁg oot 99?5 - PBltm c%ﬁyﬁtytgga?wfs in the

el ectron 1ot a ar crea

| i nki nepte spate@omisy bu:trdocthmMIXmet pmﬁm&lﬁpb@imt gaicedif BMIX net
the Voti A$$I|cat|on as an identifier of the

el ect |P6?1‘§}3F )ct fol l owed by random numbers gener at ed

at the tinme of voting. It can, for exanple, be

included in the electronic vote in the way described
aMedescaihe airealisatiporf hﬂiowxlm’mi & srepleap [pesmbie €Thik Bysban is an example

%?g%i ggwpgﬁevég Qe i_ys g‘h%’)&{?ﬁ‘r’]‘% \ﬁr 0 prpfé{g’%l@tga}l linking electronic

pailok andpYPLdalstee voter carries the manual vote out
in the public sphere, where he enters it into a

traditional ballot box. The "Local Check Program is a

e e%}jﬂg}l E%q?l n|r ggc% € glgealﬁﬁ}vﬁ‘él ngmﬁ‘;%f‘el{?é: ihgn l'i nki ng

paper ballots to electronic ballots, checking
correspondence by carrying out an interactive protoco
with tiRe “Registratinn acdliy™ s nvévétg Iscct@wstem fmkbepmg track on the

In B‘;rg re gﬁ%‘?’%‘é"gée}? .etlgﬁcllleglgghtgoqngp 1%1 Y W&erfﬂgﬁsgwgitﬁ gtf §1 gner or e gistering

el ect vortciobdle sybtemand checki ng a sel ected nunber of
ballog‘ in epbodinents | ess than 200, with the
corre %8 §W§15é @ SigRYHTCseRr referrediigabaviywidelr fsyisad) farkieeping
an in ne.El ec

s Er%l{é‘ﬁl% ’IV(\ft%r glf %rﬁﬁﬁc%lld\Mortég 1&(!1]1?15 & ]ﬁltt}ne vating %yéf,e\l}'égnd for

whi ch slguinlgeﬁd:etc&onmtmesf Witen alotdr &8 regiéteredionitthé SigneB e Signer
checks s %g and tal .signatures on the votes. The
S ser Vet era g gha, Oh%?ﬁraﬁ??gloa Erapigner further ssnily eredentials to

keys  @fe Voigs ShEmbk& hvailable functions for disabling voters who cease to be

eligible or loose their credentials.

- The CA issues certificates on voters.

- The “Enter Voting Site Application” accepts one credential from the voter,
which is provided in public. In this way it is prevented that voters can buy
credentials and bring more credentials with them into the place where votes are
cast. A manual check of the voter identity is carried out when the “Enter Voting
Site Application” is used. The “Enter Voting Site Application” is also
responsible for handling and logging most exceptions to the normal flow of

events (examples: A voter identifies himself but has lost his credentials. A voter



They partially decrypt and pernute votes and generate

a non-interactive zero- know edge proof that they have
waloowe/o9dsel j ob correctly. The S server perf or mBCT/B682005/000231

| ast part of the decryption and provides a non-

i nteractive zero-know edge pro of correctness of the

decryption of each individual vote. WD 2005/ 093671

PCT/ CH388%/1988ad piedSof autliemticlitin ikeiae fatvobing site. A voter changes
Application” is an_off-line application operated under

par t i dis Bynd,befpre syRting dha papey batios buf after hawng pyhmitted ghe

o ol _ . e on.
(oA RO A oy KL bR s
and prThest\eotkeyApdichisordTie thbl dpplicdilohAtladhind ded e cavtani votes. This

entities. Notice that the S servers should be )
oper at%®8 foexammiebes fouaﬂ §eRPymerline Lherideisvates ap gassible, an

to en _ ; s .
dosor HuRAISEGE SR bR bR tiio A fbelb A fate Mt possiblc
per f ormaredeformatiorsat theivryteiin cariid ge e viokeatselects his choices and

f - demandi.n enerati.on aof. zero-know. edge .
o1 oof TS A6 SHo0g R GR R Befdar B, BF gk pigaive the
is scajable, : ) -
2 SCokablia Suhat Askndid bR SRR BEORLBICRR inking
descr ithformhgon eah, fardyainplobpocated by the Vhng Agpkdatiah i;sa an
facili, ' bl i st for keepi trac
on- 1 ndeehtiieg B isfiof B SHebylie BhteiR e aepereeed at the

| nt er ftRESSF Véting. 1tken, FoH8RIMPIO beifdhdldSh tADeleMRInEE Voik H the way
the system The Signer is the signature server

r ef er rdsgeribgd aboveandihtarhfor sxampld b oeprissetsidnyg batt osle lon dine
voter .credentials .and,vpter identities i.n the yotin .
oyt e MR e BBl RAme Dut Mgflkaris SR S soh g {Pp ff sottecton
ar e 1 @i} ¥hedadic VbRr Slrfibethe rhRaSI @B intRIPFHIR sPhere, where
themat a CA for certification. The Signer further

sends hercatrenitiinip @ traditionpkballet bexs and nakes avail abl e

funct in@ns«f ' | i yoters who ¢ e .t o, bhe

eligi k;JICHe% & %lo(%{seéé? F]Ae%q%nc e rﬁg{agf gs.eﬁ?téﬂ]édfﬁ\lf’inggﬁ?e%mes after the
certi felatibess fiished! ScannihB ef iffovin@itioN Hnkig pabb€ballots to electronic
Application" accepts one_credential fromthe voter,

whi ch brBotsy dheckiag coriespapdange by garrying owagn inferpafive protocol with the
pr evenfaehd diddiod ftSnbR Witk Yformation on electronic ballots, checking

that the number of paper ballots equals the number of electronic ballots and
checking a selected number of ballots, in embodiments less than 200, with the
corresponding electronic ballot, again by carrying out an interactive protocol
with the “On-line Election Result” entity.)

- The “Collection Point” is a server, which collects votes from at least one district
and checks syntax and digital signatures on the votes.

- The S servers are servers holding a share of the private keys of the election.
They partially decrypt and permute votes and generate a non-interactive zero-
knowledge proof that they have done the job correctly.

- The 8’ server performs the last part of the decryption and provides a non-
interactive zero-knowledge proof of correctness of the decryption of each

individual vote.



credentials and bring nore credentials wwth theminto
the place where votes are cast. A nmanual check of the

W@ i08/0936dentity i s carried out when the "EnterPGDGBRWS5/000231
Site Application"” is used. The "Enter Voting Site
Application” is also responsiple for handling and
| oggi ng nost exceptions to the”normal flow of events
(exanpliesK &y Geieestiondepslickii®s’ 1B e lindXpplibafon! @%ﬁatéu wnder
credentials. A voter ooses his second piece of
aut herartéadarbhstiingsng scquiéy Metsurgs uspd prionove electidnafioy generating
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the elndgirivariieypatts ofe)distlibeted Wothie Rele it kh@dsi NBticd fhat the S
the application/ machi ne used for casting votes. This
can f dervekaherkl beconerated, by, didtered argenizations/persans i pesier to ensure
sel ect ' Lces and gives off his second
credeﬁ%?%k?ofgagﬁite-in votes are possible, an
equi val ent of a keyboard should be avail able for

tering the nanme and_possi bl e re information on
HRICTIE fe Fiane & it dpagrade %e@alasaitle%"gﬁlevvamafép et forgrpgformance
AnB P&t I - igg! PNy -
i A ot LA e TORah i oBrk R Rllwtecee
asoclh id dhewtat flierdeationtsttes @ldectiifioaticai is s¢dlatle, fsath taesll byro-

random nunbers generated_.at the tine of voting. It
KIRWilee @ P%f%%vrﬁgﬁgﬁgﬁeﬂWrF ¢ 1s gpplishedni ¢ vote in

the way described above and it can for exanple be
represented in bar code on the backside of the

PV & htieflly Bedctibe theAndiyiduahten@oentse zer o- know edge

proof of correctness of the electronic vote is

attached to the el ectronic vote. The electronic vote

IS si anRde@¥irithf fatiReTk apabiPsddis sHRERNEr ké‘e;) dk@n the

of the voter. The electronic vote s sent on-Iine to a

col | eclighle paterst The wegistration faedity tttenfaceamithdbe Sigmer for registering
manual__vot ut ip the public sphere, where he enters
it ntv8¥e§f°|rgl&ﬁf WS%H&I bal | ot box. The "Local Check

Progr aie Jigned iihe $IeaBuKS &8y dr 6 feiBE idd e WRicK A &34 for keeping
after the election is finished. (Scanning of

i nf or ek 6R VPieh kTedgnipdpend wndgt idendities inethe yoting kystem and for

ball o . ' nce hy .carryin ut a .
ot er SpiGRAGHE SRES STRANITAS B aifRRea ol Be Sfine iy Signer
ent i t yegisteds theth at @A fof cemifichtast TABSEnRAklrtefsends credentials to
checki ng that the nunber of paper ballots equals the

nunbe theoyotens aad makes avpaleblgifanciigys for disabling voters who cease to be

eligible or loose their credentials.

- The CA issues certificates on voters.

- The “Enter Voting Site Application” accepts one credential from the voter,
which is provided in public. In this way it is prevented that voters can buy
credentials and bring more credentials with them into the place where votes are
cast. A manual check of the voter identity is carried out when the “Enter Voting
Site Application™ is used. The “Enter Voting Site Application” is also
responsible for handling and logging most exceptions to the normal flow of
events (examples: A voter identifies himself but has lost his credentials. A voter

looses his second piece of authentication inside the voting site. A voter changes



checki ng a sel ected nunber of ballots, presumably |ess

than 200, with the corresponding electronic ballot,
W@Q#s/93sy1 carryi ng out an interactive protocol PCTGBR005/000231

the "On-line Election Result" entity.) The "Col |l ection

Point" is a server, which collgcts votes from at | east

one district and checks synt and digital signatures

on t hehiy AfiebbefdRaubmSitiny BicSpapeLbARt VI idd Ghe#hP dunitted the

share of the private keys of the election. ey
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a proqfand@br ex@fiplEd HRmsh @éreérhﬁiaéiﬁﬁé mklv@fbrﬁéle@c@%ﬁ choices and

i ndi VI dual vote. WD 2005/ 093671 PCT/ GB2005/ 000231 51
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hono At e gesated; Ehg 1’6lﬁng W?’éﬂ‘itlonﬂ% for ramplades ereatgghbly the
pri Vat\?otﬁfg }gﬁf @01{ 241 fRibn ) ﬂ'fe' éieétftéfﬁ ea?ﬁ | %tﬁénged by random
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that the schene for wite-in can at es, ere a
| i st \keowwiedge prooflef cimmettness nfjtha eiﬂetroﬁuco/ata isnttsolet edrthe
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i saaolean el TR SBhiford Hofdd SERvEPy isosistet sing the second

deper sed@hiiAd R vdér. TRE %ct?&hé’ i/otetli‘é’ént Bﬂgiﬁé td 4 kb tlhﬂ point,
ways that should not be allowed by the software o

Vot | ngvhepqap Itlilﬁ:mtﬁrcﬂmrtthabealtVDmmd ibthelpublic stere, where he

origin Luer s ace votes wth invalid
zer o- kﬁt(? %%a%ﬁgg]fogacbﬁﬁ Bié “%i nked to the identi ty of

the vatherLocalltHeek Pfc? rdfieist prdgAnth@A ifh! GRBking MeBvdi& after the
play for V-servers he "Hononor phic Count” IS a

ser verelagien i frshed. (ficemning pf mforaration &wkingd)gper haﬂotsﬁe electronic
are c f QL 1, usin t he
#g&g le QS &) enc ﬁ?ﬂ‘}gﬁ% B.FD %?wg protocol with the

EL ?? ﬁ[emlin&relldcaon Pesuhfeﬁﬁtyaﬂﬂil Iﬂf&nﬁi’a@ﬁbﬁ%c@roﬁﬁ%ﬁll@@, Hecking
that the number of paper ballots equals the number of electronic ballots and
checking a selected number of ballots, presumably less than 200, with the
corresponding electronic ballot, again by carrying out an interactive protocol
with the “On-line Election Result” entity.)

- The “Collection Point” is a server, which collects votes from at least one district
and checks syntax and digital signatures on the votes.

- The S servers are servers holding a share of the private keys of the election.
They re-encrypt and permute votes (zero-knowledge proofs and the signature are
removed).

- The S’ server performs the last part of the decryption and provides a proof of

correctness of the decryption of each individual vote.
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possi&l e. I(P addition to a button to press for

ent er qgéygie . A complete audit trail with zero-knowledge proofs that everything
has been done correctly is produced and stored/exported for external audit.

- The TS servers are threshold servers, applications that allow the key share
holders to use their key shares for decrypting the result of the election.

- The “External Audit Facility” is a facility that checks that the steps carried out

by the V servers and the homomorphic count were performed correctly.

Please notice that not all relevant arrows are included in the drawing. For example
arrows with origin at the key generation server have been left out for simplicity.
Further, feed-back is helpful in a number of situations in order to deal with error and

fraud situations. For example feed-back from the V-servers to the collection point is
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- The voter presses the button (or in another way makes aware that the device must
make its choice).
- The device indicates which slot will be opened, for example by lighting up the slot to
be opened.
- The voter uses a scanning device to scan the information on his ballot linking it to an
electronic ballot.

- The device opens the slot indicated.

- The voter enters his vote.

In this way the manual ballots will all be processed during the election with exception
of the reading of the content of ballots to be checked. This simplifies the step after the

election is over to actually enter the content of the ballots to be checked.
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In embodiments where electronic votes rather than printed ballots are sampled, we
propose that the “On-line Election Result” component or a component with access to
the information provided by the “On-line Election Result” component selects the
sample. The election districts with samples to check are then informed and must now
count their printed ballots, find the printed ballots corresponding to electronic ballots
and verify that the selection of candidates on the manual ballots is the same as in the

electronic ones. Comprehensive procedures and protocols that can be a combination of

manual steps and cryptographic protection in the communication between the election
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vote by a manual procedure in election districts.

4) For each district, selecting an adequate number of randomly chosen votes (a
predetermined number, for example about 194 in our proposed solution). Do a
test that each of those votes corresponds to a manual vote by a manual procedure
in election districts. In contrary to 3), this work can be distributed over months
(however, in the example embodiments given, it is done just after the election or

even in parts during the election).

If 1)-4) are all successful and no other factors indicate that there is increased risk that
this election has been tampered with, it will be natural to stop here. If however, one of

the tests is not successful, a number of steps can be taken.



and counting votes al nost 100% el ectronically.
I ncreased services to voters: If the systemis

waele®sgyssdi t o do so, voting from arbitrary votPCDGBR108500231

for each voter is possible because everything is
electronic. Security: If the‘iﬁsult of an election is
di sputed, there is nuch better“accounting that in a
rgnual Eledtesiié s Boaavstgtdies pid by @fngisdd Bt@n&aNoBEfrom the
conpared to the electronic ones to establish which
bal | otMgraEvad Heesspunting Ecalifion; The reswt ofthis compodsoremey give an
are optj:nat o :h_hAdi Vi C [ for exanmpl e
it or AR o bl 0w O 8Pl oy RaRor shal take
bui | d placeopti mise the first two while conpletely
chrifi ing the third. However, we descri be a good

npr otRlesEELM Rl disfiiets gap gerform ¢ gnvalregouat.ect i on

gani t YT N ' t hat. neets. .
RO SRR LSRG SPRLLRN R MBS ivoning e
PCT/ GHaD@&ingDANlectidficRateseastiplies dikteicsab dobert@mtitédiad MIX
is cor}gatéég}ee Wi th havi.ng Internet-voti ng al so for
sel ect®Y els6ies Vate iy Batshed withiaprinjedbalati vi ng

roa . y al ter ' - WL
Lo PR RO ELRGEAD AR gt s
t hat tchendtiheentivoned witheutfficient suedesspa héve eldetied iagGe called for.

odi;pent s and.. enco sses..mmdi fications apparent to
BHooe LR Pt sinletEe B Be Ry S5y iriad prsoa e ahres of the
scope 1@l ubdieros HadrBtiaPRe R JRRIEHO1; ¥ i
PCT] CBS00S] Do0aaT P LIPRE el B Anlo}e{\iqgc?ctgggéggégso dbave their
syst enptesidecrypiet shelctupihiey cagiudge elotut,nghefivari feamd has taken place in
confi gured t nerate,.in response to a voter
sel ectglilileol}ila %ﬁ?ogﬁlfr?ﬁec%@h]a? WPEMal ity of voters an
encrypted el ectronic ballot and a printed ballot, both

having voter selection data indicating a said voter's

Hopbssrvethatgvish theteantheidimenss phthe systéra gronpsed, beoefitadf saveral kinds
ipk.if 40 said printed ballot and said printed

%%?F%?&lll%‘%flljdi ng information to link it to said

el ectronic ballot; an electronic vote decryption

system configured to receive electronic ballots from

sai d $OFt Syngaiarelestiany eprdedovpn 2. afderlyrfashyet, edsts for counting

ielnfegtr ?r%ﬂ)% lr%ﬁﬁ?tglrl] %*gﬁiﬁ:ﬁﬁﬂl;‘f‘ﬂ& Hgvnsu.? fe%v lolclcltri]oknls,n Fhere counting takes place

and counting votes almost 100% electronically.

- Increased services to voters: If the system is designed to do so, voting from
arbitrary voting sites for each voter is possible because everything is electronic.

- Security: If the result of an election is disputed, there is much better accounting
that in a manual election because the printed ballots can be compared to the

electronic ones to establish which ballots have been tampered with.

Not all embodiments are optimal on each individual category, for example Internet-
voting systems without security features build in optimise the first two while completely
sacrificing the third. However, we describe a good compromise and leave a lot of room

for election organisers to select just the solution that meets their requirements optimally.
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voting systemas clained in any one of clains 1 to 4
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at least 450. 6. An electronic voting system as
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el ectronic voting systemas clained in any preceding
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5.7 A conputer systemfor verifying an e
spskhallgt bgst em as claimed in claim 1, the conputer
system conpri si ng:

3. An electronic voting system as claimed in claim 2 wherein said ballot box
includes means to select a sample of said printed ballots for said voting verification

system.

4, An electronic voting system as claimed in claim 1, 2 or 3 wherein said linking
information included with said printed ballot is printed onto said ballot such that it is not

directly readable by a human.
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decryption is further configured to separate said voter selection data from said voter
identification information prior to providing said voter selection data to said voting

verification system.

9. An electronic voting system as claimed in claim 8 wherein said separating
comprises a mix-net shuffle operation to provide at least one shuffle of said voter

selection data.

10.  An electronic voting system as claimed in claim 9 wherein said shuffle operation
provides a plurality of shuffles in which each shuffle has a share of a secret key, and in
which each shuffle partially decrypts said encrypted electronic ballots using said secret
key share.

11.  Anelectronic voting system as claimed in claim 9 or 10 wherein said decryption

system includes at least one first server to implement said mix-net, and at least one
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data memory operable to store data to be processed;

program memory storing processor implementable instructions; and

a processor coupled to said data memory and to said program memory to load
and implement said instructions, the instructions comprising instructions for controlling
the processor to:

receive decrypted voter selection data and linking information from said vote
decryption system;

receive voter selection data and linking information from said printed ballots;
and

compare voters choices for a sample of said printed and electronic ballots linked

by said linking information to verify the voting.
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19. A claim as claimed in claim 18 further comprising a ballot reader to read
information on a said ballot linking the ballot to an electronic ballot; and wherein in
response to said signal the device is configured to select a said ballot holder, to indicate

said selection to said user, and then to read said linking information on ballot.

20. A printed ballot for an electronic voting system configured to count electronic
ballots corresponding to printed ballots, said printed ballot bearing information linking
the ballot to a said electronic ballot and information to allow a voter to identify one or
more choices, the printed ballot being configured or configurable such that said linking
information and said choice identification information are both visible, but not

simultaneously.
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23. A method as claimed in claim 22 wherein said encrypted distance ballots are
homomorphically encrypted, the method further comprising repeatedly permuting and
re-encrypting said electronic ballots prior to said decrypting; and verifying said result

using a homomorphic verification system.

24. A method as claimed in claim 23 wherein said verifying comprises verifying the

correctness of said linking information.

25. A method as claimed in claim 23 or 24 wherein said repeated permuting and re-

encrypting further comprises partial decryption of a said electronic ballot.
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to a verifier;

recelving a second set of values (t) from said verifier;

permuting said second set of values with said permutation;

sending a commitment (c;) to said permuted second set of values to said

verifier; and

sending additional information to said verifier for verifying correctness of said
permutation, said additional information verifying that said second set of values was

permuted with said permutation.

30. A method as claimed in claim 29 wherein said sending of additional information
comprises:

receiving a pair of challenge values (), x) from said verifier;
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data processing entities, the method comprising;:

sending information to said verifier for verifying correctness of said combined
permutation and partial decryption, said information comprising information to enable

said verifier to verify said performance using a zero-knowledge protocol.

32. A method as claimed in claim 31 wherein said information sending comprises:

sending a commitment (cs) to a first set of values (m) defining said permutation
to a verifier;

receiving a second set of values (t) from said verifier;

permuting said second set of values with said permutation;

sending a commitment (c;) to said permuted second set of values to said verifier;

receiving a pair of challenge values (%, x) from said verifier;

determining a third set of values (2) from said permutation, said second set of
values and said pair of challenge values and sending a commitment (c,) to said third set

of values to said verifier;
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determining and sending a commitment (cq) to a fourth set of random values (d)
to said verifier;

sending a triplet of check values (D, U, V) derived from a pair of random values
(d, R) to said verifier;

receiving a further challenge value (e) from said verifier; and

sending values (f, z, Z) determined from said further challenge value, said pair
of challenge values, one of said pair of random values, and said permutation to said

verifier.

33. A method of shuffling and decrypting encrypted electronic data using a plurality
of data processing entities, each entity having a share of a secret key, the method
comprising, at each of said entities, partially decrypting and re-randomising said
electronic data using said secret key share such that a final said data processing utility

fully decrypts said data.

34 A method as claimed in claim 33 further comprising shuffling said electronic
data and generating a shuffle proof for verifying said shuffling at each said data

processing entity.

35. A method as claimed in claim 34 further comprising verifying each said shuffle

with one or more data processing entities.

36. A method, in a computer system, of providing data for verifying that messages
of a set of messages provided from a corresponding set of entities are authentic, the
method comprising:

selecting, for each said entity, first second and third random numbers;

determining, for each said entity, first and second verification values from,
respectively, said first and second random numbers and said entity’s message, and said
first and third random numbers; and

outputting, for each entity, said entity’s message and said first and second

verification values.
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37. A method for providing data for verification systems for verifying that messages
m ,..,m i are authentic using a homomorphic verification system without revealing their
origin, the method comprising entities {E;} producing the messages each choosing
random numbers e, r; and p; and submitting mj, V(e;, r;) anonymously to one entity
(entity A) and V(m;j e;,, p;) to another entity (entity B) where V is a verification
function, in particular 2 homomorphic function, in such a way that the messages are

authenticated.

38. A method for verifying messages using data provided as claimed in claim 37
wherein the authenticity of {m} is verified by having entity B submitting IT V(e;, rj)mj
to entity A, which computes C=IIV(mje;, p j)'lV(e i rj)“‘j, then an entity which

knows a secret key for V verifying that C is a commitment to zero.

39.  Use of the method of claim 37 or 38 to check write-in votes outputted from a
MIX net.

40.  Use of the method of claim 37 or 38 for proving correctness of electronic votes

In a voting system.

41.  Use of the method of claim 37 or 38 for verifying correctness of encrypted

information linking electronic ballots to paper ballots.

42.  Computer program code to, when running, implement the method of any one of

claims 28 to 38.

43. A carrier carrying the code of claim 42.



