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transaction to a user device associated with a user and configured to cause the

user device to prompt the user to endorse the cryptographic transaction
804

v

Receive, by the server computer, multiple data points collected from one or more
mobile devices associated with the user, the plurality of data points indicating an
identity of the user

808

v

Receive, by the server computer, an endorsement of the cryptographic transaction
from the user device
812

v

Generate, by a risk analysis module, a graphical visualization including a risk
metric based on the data points, the risk metric indicating a risk of accepting the
endorsement from the user device, the generating of the graphical visualization
including determining whether each data point matches an expected value of the
each data point

816

v

Responsive to the risk metric being below a threshold, transmit, from the server
computer, the endorsement through a relay server to a hardware security module
820

v

Generate, by the hardware security module, a cryptographic key associated with
the cryptographic transaction
824

FIG. 8



PCT/US2020/045636

WO 2021/041014

11/11

¥16

abelo)s sse

6 Old

16
indinondu

Zl6
uonE2IUNWWOY

—~

Gl6

006 —7

116
Aowas|N

016
NdO




