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MOV EDX, DWORD PTR SS: [EBP-8]
LEA EAX, DFORD PIR §S: [EBP-4]
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- Techniques/Tactic 1D

EXE %Y Disassembled code set
7 0P 2T TID | A%
malware. exe MOV DNORD PTR SS: [EBP-4] , 1 1022 N&H F9 YRAXEF

MOV DRORD IR SS: [EBP-g] , 2 WA

PUSH EBP

OV EBP, ESP

SUB ESP, 18

AND ESP, FFFFFFFO
MOV EAX, 0

07| A& 2219 §%

LEA EAX, DFORD PTR SS: [ERP-4]
MOV EDX, DFORD PTR $S: [EBP-8]
LEA EAX, DFORD PTR $S: [EBP-4]
LEA EAX, DIORD PTR SS: [EBP-4]

1054 1A= s o4

PUSH EBP

MOV EBP, ESP

MOV EAX, DWORD PR SS: [EBP+B]
ATD FAX, DFORD PTR $S: [RRP+C]
POP EBP

RETN

090 A5 $4 27

CMP DRORD PTR SS: [EBP-4], 2
JNZ SHORT if. 00401035

PUSH if. 0040C008

CALL if.printf

ADD ESP, 4

JMP SHORT if. 00401042

DI | Hgzo] A4

CMP DWORD PTR SS: [EBP-B], 1
JE SHORT switch. 00401027
CMP DRORD PTR SS: [EBP-B], 2
JE SHORT switch. 00401036
CMP DRORD PTR SS: [EBP-BI, 3
JE SHORT switch. 00401045
JMP SIORT switch. 00401054

374 |ng 22ad 3 FX
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5-9]
Query (A)
"2020d 39 19 2.3 44 ~ 20209 39 29 2.4 94
Aboldll Anti-Virus 407) o)A EA3 P FE Zo|
828 Anti-virus §A% F9 "sransomvarex" T
o]z} E0l7} gt BXE oY ERloldA FEX(1T) 7}
"xgo.krx"0] L CodeSign A8 ARI} EAstE
#9 37] 1008 o3t %"

Query (B)

"9020'd 39 190] Anti-Virus 107 0|5 &A% 5
34| WP, DOC, PPT, PDF, XLS 39 E}glo|®A

TEA7} EAStE FY £ 23 "powershell.exe” ET
"vbseript.exe'7F AYHE Fd A7) 100B o|5te) Y

Query (C)

"2019d 1€ ~ 1299 Anti-Virus 57) |4 A& 9td

%9 EXE_32, EXE_64 Y EtgJe|dA FEA7} EAS D
FE¥A F47}F "nexon.com"o] oFHA L] "nexon”

ojghe g7t Eorbn P9 B4 Ay "3 MR E 3"

i AT Tzadd S20 994 295 EA 15k 55.36.29)

4% AEE 35 39 21 1006 o4 3

Query (D)

"2019'd 19 ~ 1299 Anti-Virus 207] o] A3 94 Fd
B (hwp,doc,ppt,x1ls,pdf) <Y E}o|MA kasperskyd]
gAY "not-virus"7} E7FA ¥ FEA FAI} "+ ke
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PCT/KR2022/000955

[

—
]

| O | |
D 55 | | | | o |

EEe e

YRLIV WLIK

7/31

B MRERER 7l [

&% RRuke

T —

El bz

=k

I™Egel

| ~Teel

WO 2023/017931

[%=10]




8/31

PCT/KR2022/000955

WO 2023/017931

[=11]

OOMN 0022
| ke (550E) lolualoln |
| |
| |
| % B Bir k% & Bir |
_ ] ] _
| 60TST L0161 |
[k ER kB 3 Bl B R TL B |
| N { [ Ele )
QST — GOTST TOTST TOTST b= m
_ 5T hEkE ke
_ ﬁ
0000T—~ (1Y) Zloleh® BlTEE §3 |

0005T



9/31

PCT/KR2022/000955

WO 2023/017931

[=12]

0012
B I I |
| b (F522) Zlolelaloln |
| |
| |
| |
| BE B k& - 1w kB RE |
| R N |
| LOZGT 602G |
| k& B bk BE B |- 2R |
| N N N Elb |
| o — |
00ze— | G0zST momﬁ 10281 _or_wu |
m M.‘m—» W\ﬂ WW 4G! \)m/\ooomﬁ
0011~ (V) Thkbh BkrEzs 89 m
ooom-~L L - - | |




10/31

PCT/KR2022/000955

WO 2023/017931

[=13]

0068T— 17

S

-

ko
Iy

Rl rke Rl WDRElcE2
. —T1 N N
k& Ak L08ST 508ST
e 2L SRRk aERlwh
{ N
£0EST T0SST
B8 &2k

Ef
b=

LT
Y4y

00TT i

0000T L




11/31

PCT/KR2022/000955

WO 2023/017931

[14]

0012 0022

mu |||||||||||||||||| N |||||||||||||||||||||||||||||||||||| N ||||||||||||||||| a1

| el (ZERE) ZleleRlela m

| w

|

m kKEER ¢ I kEE® 7 I _

| ] N |

| 607ST LOVST |

m LB € I K REB T I | ERER Ik |

| N { { Els |

007 — GOFaT £07ST TOFST fo r_ﬁm |
| D pEkERER Ay _

| |

00TT L o = |
oo~ (W ~bkRb bkrEx g | "



12/31

PCT/KR2022/000955

WO 2023/017931

[=15]

., i
_ _
__ sleaEk ¥ I Sl ¢ I !
o - N N |
021~ w mﬁmw ¢k i 601 |
! L L _
I ° i
_ €01LT TOTLT bz _
0Ll TT— - |
| 2 Rbabslk =k L 000LT
00TT L R — s |
o~ L () ~lkbd berEsge | |



WO 2023/017931

[%=16]

13/31

ELF

o
=
=r
nf
r
=
- wir =
~
pur{ =} R
- N, —
ol g ol
= -
=
~ o
oy
i
o N N
=0 - N
= =
=%
e
B
e
= =

PCT/KR2022/000955



PCT/KR2022/000955

14/31

WO 2023/017931

[%=17]

KERE FEkE ki

5 %0 ) )

2] 2 BN s
— =%
b D= W) &R F BhE
Efo
i - %0 ; % 0 -

..... (&2 34)
” e - 7 - 7 . 7 wn || B R wE b2
G e
Bfo
o (W) R e b
002 ——1
S0 S0 S0
) 1y 7 ..... 7 it 7 Py o

W) & #e 538

alole



WO 2023/017931

[518]

——— 2200

Ay 5

15/31

PCT/KR2022/000955

A8 + 488

(OP-CODE +
ASM-CODE

Disassemble

-

ELF

A
BXE

APK

st




16/31

PCT/KR2022/000955

WO 2023/017931

[=19]

1 B3

L1
[

YORLLY WALIN

NNORLLY
HULIN

aI-L : 3P%Q 40

(eleQ IV)
aseqele(

9pa) 40

g |

9p0] dO

9p0) 0

N U013otmy

¥ UoT3ouny

9 uoT3oUMy]

Y uot3oumy

7 U0110Uy

// \
N 3p0) do)

/\H}\

9pag d

21308]

d w0110y

q uot3oUNy

{ Uo7y

o

Y
91108],

7 uoTIoUMy

4 uorjauny

y uot1ouny

)¢l




WO 2023/017931

[5=20]

17/31

(0P Code
Set #1

(0P Code
Set #2

0P Code
Set #3

{ T1011 ] [ T2013 ] [ T1488 }
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[=22]
0OP-CODE® 0P-CODE — CRC-16 ASH-CODE ASM-CODE — CRC-32
push 0x45E9 55 0xC9034AF6
mov 0x10E3 8B EC 0x3012FD2C
lea 0xAACE 8D 45 0C 0x9214A6AA
push 0x45E9 50 0xB96IBET9
push (0x45E9 6A 00 0xDECBI1D2
push (x45E9 FF 75 08 Ox1D4AE87E
push 0x45E9 6A 01 0xA9CCA144
call (0x09F8 FF 15 BO 20 40 00 (0x284055E2
pop 0x7117 39 0xCOBS06DD
push 0x45E9 50 0xB9I6IBE79
call 0x09F8 E8 AB FF FF FF 0x4452C315
add (0x8B0B 83 C4 10 O0xAE137EES
pop 0x7117 5D 0xC7D8C2C4
retn 0x12B3 C3 0xDO6F7C87
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OP-CODE Vector

ASM-CODE Vector

17897 201 3 74 246
4323 48 18 253 44
43726 146 20 166 170
17897 185 105 121 44
17897 222 203 145 210
17897 29 74 232 126
17897 169 204 161 68
2552 40 64 85 226
28951 192 181 6 221
17897 185 105 190 121
2552 68 82 195 21
3559 174 19 126 229
28951 199 216 194 196

4787

208 111 124 135
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[%25]
T
gini = 0.
2510~ samples = 50
value = [32,18]
class = T00O
5442 <=0 04.35 gini1 = O.O3
gini = 0.435 samples =
2520 samples = 47 value = [0,3] [~ 210
value = [32,15] class = T001
class = T000
6h30 <:0 03957 gini = 0.0
gini = 0. samples = 3
2530~ samples = 11 value = [0,3] 260
value = [32,12] class = T00L
class = T000
ginil= O.Zgg gini1= 0.4?%
| samles = samples = 11 |
240 value = [28,5] value = [4,7] 2630
class = T000 class = T001
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[%=27]
[.abe] SHA-256 (size) N-gram
T-1D Attacker (OP-CODE + ASM-CODE)'s
(or Group) Fuzzy Hash
T10XX TAR04 389E03B1AIFDICS. . .. {"3736":1,"3645":1,
"4563" : 1’ "6344“ : 1’
"4472":1,"7255" 11
32:76EcDrURBPQkS8E... | ...,
TAS04 E3EC2AAO4AFECCS. . . {"3736":1,"3645":1,
"4563":1, "6344":1,
"4472":1,"7255":1,
32:76EcDrURBPQk58tGeolE. . . "5552":1,"5242" 11,
"4250":1......
[=28]
EuClidean Distance Matrix
= B 2 2 =2 B =2 =2 39349
N N N NN B B B B
S 8 8 8 8 &8 8 8 &8 &
B =2 B B B2 B B B2 2 B2

T1027(T)

norm; | |

T1027(K)
T1027(K)

e
-

T1027(K)
T1055(T) -
T1055(K)

T1055(K)

T1085(L)
T1055(L) 1

- 14
F12

- 10
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Gram Pattern Distribution by TID
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[5=30]
Time Comparison
— Jn
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Cylance O TUnsafe

eGambi t ® Unsafe.Al_Score_100%

SentinelOne (Static ML) @ Static Al-Malicious PE

Symantec ® ML.Attribute.HighConfidence

SecureAge APEX ® Malicious

AVG ® FileRepMalware

Bkav Pro @ V32.AlDetect .malwarel

Cynet O Malicious (score:99)

Sophos ® ML/PE-A

3210 3220
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