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In most cases, the content is first encrypted by means of a plurality of keys which can
each have a relatively short life, these keys being called "control words". The content
encrypted in this way, is transmitted to multimedia units which are subscribed to the
supplier. The control-words are themselves encrypted by means of a transmission

key and sent in the form of control messages (Entitlement control message ECM).

The extraction and the decryption of the control words is carried out in a security
module which can have notably the form of a smart card. When the control-words
have been decrypted, they can be used to decrypt the content. As this method is well

known to those skilled in the ar, it is not described in more detail here.

There are ailso methods in which the use of a security module is not necessary or
desired. An example of such a method uses a specific encryption type, such as
notably proposed by Blaze & Strauss (Matt BLAZE, Martin STRAUSS. Atomic Proxy
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that'p=2q+1. The idea of a Iarge number is not defined by a precise numerical value.

The larger the used numbers are, the more difficult it is for a third party to find these
values by successive attempts. The security level is therefore connected to the size
of the used numbers.

The emitter also has a value “g” belonging to the set 9'p.
From the encryption side, these messages are also generated :
C1 = (M g modp
and
= [(g)'Imoap
The value (g°)mod p is the public key of the emitter.

The couple <C1;C2> forms the message which is generated by the emitter and which

-is transmitted to the conversion module.



= [(ga)k]mod P The value (ga)nod p is the public
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nessage which is generated by the emtter and which
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The couple <C1;C2> entering into the conversion module is transformed into an
output couple <C1;C2'>. The latter is transmitted to the receiver and more precisely
to the secured part of the receiver which contains the secret key b1 specific to this

receiver. In principle, each receiver is provided with his own key “b".

From the received values, the receiver can deduce the message by applying the
following formula:

1

m:(CI*W)modp

Although perfectly functional, this method suffers a major disadvantage when it is put
into practice, in particular in an environment in which an emitter supplies a great
number of receivers. In fact, by knowing the key by of a specific receiver and the

conversion function T, 5o it is relatively simple to calculate the key "a" of the emitter
|

such that 7T, 1= (b ;)mod 2.

From that point, it is possible for a person with bad intentions to make the key "a" of

the emitter available to third parties. This then allows to calculate the keys b; of all the
receivers supplied by this emitter and using the same conversion function. This
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secret key of his own multimedia unit. He can also receive a2 and a3 from the user
having the previously mentioned multimedia unit STB2. With these elements, he can

create the conversion key for channels 2 and 3 using (by * “'%)rnodzq = Taz,b1 @and (by
a

* —Ig)modzq = Tas, . In this way, he will have access to channels 2 and 3 without
[4)

having acquired the corresponding subscription rights. The same is true for a person

having cancelled his subscription and who has calculated the specific key b1 of his

receiver before the cancellation.

In this way, if the security of one of the receivers is compromised, the security of all
of the other receivers is also compromised.

Another disadvantage of the method described above is the fact that the construction
of the conversion key requires the knowledge of the secret key "a" of the emitter and
that of the encryption stage b, which is not optimal from a security point of view.




a2 * a3 )nod2q = 7ta3.,bl. In this way, he will have
access to channels 2 and 3 without having acquired
t he correspondi ng subscription rights. The sane is
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characterized in that the conversion key (T, sb) of the conversion module depends on

a non trivial value raised to the power of the key (a) bound to the emitter and of the
key (b) bound to the receiver.

The objects of the invention are also achieved by a system for transmitting messages
between an emitter and at least one receiver, said emitter comprising means to
encrypt said message (m) by means of a key (a) associated to this emitter, said

system comprising at least one conversion module in which a conversion key (Ta 1)

and a conversion function are memorized, this conversion module being arranged to
convert the input message (m) into a message able to be decrypted by a key (b)
specific to said receiver, this receiver comprising a decryption stage arranged to
decrypt the output message of the conversion module, characterized in that the

conversion key (T, b) of the conversion module depends on a non trivial value raised

to the power of the key (a) bound to the emitter and of the key (b) bound to the

receiver.



of the specific key b; characterized in that the
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BRIEE DESCRIPTION OF THE DRAWINGS

The invention will be better understood thanks to the following detailed description
which refers to the enclosed drawings, which are given as a non limitative example,
in which:

- Figure 1 represents the message transmission system according to this
invention, in a specific embodiment; and

- Figure 2 shows the general message transmission method of the invention.
WAYS TO CARRY OUT THE INVENTION

This invention is described with reference to figures, on the basis of a practical
application in which the emitter is a Pay-TV management centre CG and in which the
receivers are multimedia STB units intended for receiving Pay-TV events. These
multimedia units are, for example, decoders or computers.



way that the accessible data by one of the users
cannot be used by another user. Moreover, know ng the
secret key of one of the receivers does not allow the
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to data relating to the pay-TV events. In this case,

W%Zﬁﬁo\é%f{tdcfﬂas% B8 trandhfledyit 60 Rkdt WricrAited by fheans of control-
words cw. The obtained message is represented by (CT)cw in Figure 1. The set of all
the messages is sent in the form of data stream DF to the related receivers. The
same controls words cw are encrypted by the key "a" of the management centre,
which gives (cw).. These encrypted control words are introduced into entitlement

control messages ECM in a well-known way.

The stream of the entittement control messages ECM is also transmitted to the

related receivers.

These two streams are received by a receiver represented by STB1 in Figure 1. It is
supposed here that the multimedia unit has the rights to decrypt the sent content CT,
which in practice, must be verified. This verification is done conventionally, as well as
the sending of the rights in the form of entitlement management messages EMM. For
this reason, these steps relating to the rights are not described in detail here.



however, this way of functioning is not preferred, as
the time for decrypting the gessages nust be
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contents CT which, in turn, can be processed in preparation for its use, for example,
on a television screen,

The following description, which refers to figure 2, mentions on the one hand the
general method of the invention and on the other hand gives a numerical example on
the basis of small values, which are not usable in practice, but which allow a better
understanding of the general method. These values are too small to guarantee an
adequate security level in a real application.

According to this figure, it is supposed that a message m is encrypted in the
management centre and sent to the receiver STB1 having the secret key by. This
initial message m leads to, in the management centre, two encrypted messages,
references C1 and C2 in Figure 2. C1 is equal to: '

C1 = (M g modp
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en ted | nmapagenent centre and sent to the
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C2 = (a K)mod 2q = (3" 7 Jmod10=1

The couple <C1;C2> forms the encrypted message to be sent. This couple is sent to
the conversion modules of the related receivers. The following description concerns
the processing of this couple in the conversion module associated to the muitimedia

unit STB1 having the secret key b1.
This conversion module contains the following conversion key:

1
#1*Lymoazq
Tayo1 =(g *  Imodp

It also contains the following conversion function :




initial message mleads to, in the managenent centre,
two encrypted nessages, ref elrences Cl and C2 in
Figure 2. Cl is equal to: (mgk)modP 9 and C2 is
equal to: C2 = (a k)nod 2q vvhere p, q are large prine
nunbers such that p=2g+1 g is a_]arge non trivial
i nteger belonging to 9CP'.= [(ﬂiliagmt)?%]mddal meani ng
different from zero or one. It should be noted that
this nunber can be disclosed w thout endangering the
Thes eouplet yCofC2hassiproducead intbehensanversion modtlei is transformed into

ecret key of the emtter, as previously indicated and
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t he set of |ntegers between 0 and 2g-1 which are prine
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conversi on nodul es of the rel ated receivers. The
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conversion nodul e contains the follow ng conversion
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(bl“'
(Mayo1) = (g ) mod p

By definition, (}- Jmod x IS such that (a * -l—)mod x is equal to 1.
a a

If a=3, it is deduced that 1/a=7 since (3*7)moq 10 =1

This therefore gives (Ta,p1) = (£ ™) moap = {2°”™" ) mod 11= 2% o 11= 8

C2' = (Thayp1)2 Mod p = (8")mod 10 = 8

In this numerical example, the converted couple is therefore <1;8> or <C1;C2"> in

general.

From this couple and by knowing the value of b1, the value of m can be calculated,
that is the message which has been encrypted. This calculation is done using the

following equation :
m={c1-[cz GUmea ] o b,

This therefore allows the decryption of the initial message.

Reusing the previous numerical example, this gives:



7ta,,,bl = (ga)md p It also contains the follow ng
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can be calculated, that 1s the nessage which has been
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expects to receive an encrypted message by means of the secret key of this receiver.
A plaintext message cannot be used as it is not possible to avoid the first decryption

stage of the module.

Using the method of the invention and supposing that a person could find the secret
key b2 of his receiver, he should find the value of "a" from the equation

o1y o \ .
Tab2 = (g(b2 2ot Jmod p Without knowing g. The solution to this equation passes

through a logarithmic calculation. Due to the extreme difficulty in solving this type of
equation, it can be ensured, by choosing numbers which are large enough, that the
equation will not be solved during the validity time of these keys. With each change
of key, the calculation should be re-started.

It is therefore not possible from the knowledge of the key of one multimedia unit to
compromise the security of the other multimedia units.

This invention therefore allows to guarantee an optimal security level since on the
one hand it is very difficult to obtain the secret key of a specific multimedia unit, and
on the other hand, the discovery of one key does not endanger the whole system.
This invention is therefore particularly well adapted in an environment in which one
does not wish to use removable security modules such as smart cards. Moreover,
the conversion module of the invention can be distant from the multimedia unit. The

method therefore perfectly satisfies the requirements and constraints of conditional



Reusi ng the previous nunerical exanple, this gives: 11
If bl=9, (bl)nmd2g = 9)d10 = & since (9*9)nod 10=1 n¥
{CL * [CQi9]-1nod p)rmod p (C279)nod 11 = (89)npd 11 =
(134217728)nod 11 =7 1 (~ )nod" = 8 since (7*8)nod"
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on the other hand, the discovery of one key does not
endanger the whol e system T{(}i s invention is
therefore particularly well adapted in an environment
in which one does not wish to use renovabl e security
nodul es such as smart cardg over, the conversion
nodul e of the invention can be distant fromthe
mul timedia unit. The nethod therefore perfectly
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a non trivial value raised to the power of the key (a) bound to the emitter and of the

key (b} bound to the receiver.

2. Method according to claim 1, characterized in that the message (m) to be
transmitted is a content (CT).

3. Method according to claim 1, characterized in that the message (m) to be
transmitted is an authorization message containing at least one control word (cw)
having served to encrypt a content (CT).

4. Method according to claims 1 to 3, characterized in that the key (T,,p) of the

conversion module is equal to

(b'l)mndlq

Tasp=(g ° ) mod p

¢ where g is a non-null integer different from 1 in 9'p, that is to say in the set of

the integers between 0 and p-1 which are prime numbers with p



2. Method according to claim1, characterized in that
the nmessage (m to be transrntted is a content (CT).
3. Method according to claim 1 characterized in that
the nessage (nm) to be transmtted is an authorization
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according to claims 1 to 3, characterized in that the
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recel ver and t*he functi on of the transfornmati on nodul e
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module in which a conversion key (7ta,p) and a conversion function are memorized,

this conversion module being arranged to convert the input message (m) into a
message able to be decrypted by a key (b) specific to said receiver, this receiver
comprising a decryption stage arranged to decrypt the output message of the

conversion module, characterized in that the conversion key (TTap) of the conversion

module depends on a non trivial value raised to the power of the key (a) bound to the

emitter and of the key (b) bound to the receiver.

6. System for transmitting messages according to claim 5, characterized in that

the conversion key is

(b' Ymod2g

na_)bz(g )I‘l‘lodp

» where g is a non-null integer different from 1 in 9‘9, that is to say, in the set of
integers between 0 and p-1 which are prime number with p

+ where p and q are large prime numbers such that p=2g+1

» and where “a’ is the key bound to the emitter and “b” is the key bound to the
receiver

and the function of the transfofmation module is

= [(na_,b)czlmod p




7.

nmessage able to be decrypted by a key (b) specific to
said receiver, this receiver ;sconprising a decryption -
stage arranged to decrypt the output nessage of the
conversi on nodul e, characterized in that the

0 | K Ca+b) of the conversion nodule
gegéﬁés o% a@y "?W@V|al val ue raised to the power of

s heylere “aas thelke) bourid® therdrhitter and of the key (b)
bound to the receiver. 6. Systemfor transmt
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that is to say, in the set of integers between 0 and

p- szdnemhfoartmrﬂmmmgnmbga%ﬂ bbcardinghty elaimeb)chrracterized in that
| arge prinme nunpers such .t 2g+1 and where "a" is

themew@}orbmﬂwet i gartaiggddn saidy P@@ewgf. is the key bound

to the receiver and the function of the

et %@% t%sﬂﬁ?%‘gem%%a%s aUC%tr%atd El)aﬁﬁ]ST%a‘Paéénzed in that

t he ke bound
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that is to set of integers between O
recqiiar sEmb e RNSFBaIP e HlEber s wi th oo 3. Sstom

for transmtting nessages according to claimb5,
characterized in that the conversion nodule is
contained in said receiver. 8 Systemfor transmtting
messages according to claimb5, characterized in that
the conversion nodule is contained in a retransm ssion
centre distinct fromsaid receiver, renotely
connected to the latter.



