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CREDENTI AL VALI DATI ON BACKGROUND The explosion in
wowrdw4oaaesl services has led to an i ncreased nercr//82003/025370
security, 5 especially in financial transactions. An
interaction between a vendor and a fi nanci al
institution across a network offers opportunities for
nmal i ci ous interference from hackers, such as
"spoofing’ or outright identity theft, as exanples.
Vhen a (RARTPVARErASSISTFPOGREDENBHAL VALIATIONe
user sends sensitive financial information to the
vendor. The vendor theBAGKGROEND he fi nanci al
information with the 10 financial institution and
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transa e user I nanci al 1 nformati on may be
tranpsmtted through sever.al network |inks.,Hacker
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invol ved entity's identity and either m sappropriate
institugion nérossanstwarkooffcss pppastunities dor mpliceppanisticranec Homdiackers,
involved entity's sites. These are just exanples of

suchQREspdb Ak eiutriit ideaityabefras duarhpigs.a 15 transacti on
wi t h 'which nost users would be fanmiliar, but

demonst atsEr ﬁ#&leﬁésgﬂn?ﬁﬁﬁ A& K efor] the S Refis sensitive financial

transacti on. ypl cC owever, there are many

. fransactions or ansfers, of inforpation it .
infoaibonde Foeentire TrverieinrvARaet I eRsal Rl gy te
not involve consuners' information directly. . .
finfmiaied iustigitionresd iapeaptsahe usrayp ardeinas arexamplt Rig thisdeasaction,

and forth, 20 producers and their suppliers may

thetuseng fiednci] fefbrmatfoarmat beoanspiittahtanmgh seheral spbwirk lioks.
etc. Al of these transactions need to be secure, or
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are several WD 2004/017185 PCT/ US2003/ 025370 .
involved entity’s sites. These are just examples of some problems that may occur during a
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transaction with which most users would be familiar, but demonstrate the problems
inherent in such a transaction.

Typically, however, there are many transactions or transfers of information that
may occur across the Internet or similar networks that do not involve consumers’
information directly. Financial institutions may transfer information back and forth, Q
producers and their suppliers may transfer order information, purchase order specifics, etc.
All of these transactions need to be secure, or these entities become vulnerable to attack.

In addition to the growing number of transactions involving confidential

information, there is a movement towards interoperability. Currently, there are several
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di fferent kinds of devices that use the Internet to
communi cate. True interoperability would allow these
waledokerAags platfornms to access services, obj ecPGI/EAZNN3/025370
servers in a platform independent manner. For
exanpl e, the Sinple Object Access Protocol (SOAP) is a
__protocol that acts as tﬂglggue bet ween h erq&eneouglw
diffevent Wadeofdsviren drf use the Iferagtto cgmenypicale, Kfrug iqtgtoperabiiity
bri dgi ng conpeting technologies in a standard way, The
wouldiatlowdhésedliffer8@aitatfarms o dcress servieas, ohiews apsbyeaysrs jn aplatform-
However, the increase in interoperability my lead to
ind§BAcR¥%drRkr, SRRk hMPleahd ShpRITY]eRABEssPrototolBOAR) isa
I'dentities in network transactions. |In response to :
he es r ] Ik 4
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exanpl e, the Hyper Text Transfer. Protqcal TP) . has
meghankEhior OH{EHE CREREIRSECIR wééntaﬁgmg%@dw(' EEBFE E%fn goal of
| ayer (SSL) which can be wused by nost web browsers to
SOARPyk ty fagilitay intteroperabifif. Bowevgadhs pcreass Bripgronsrability may lead
transmtted over the Internet (or any Network) between
to dVah bRSESpbOfids &RIGHIsEpiropsiaa tof partnertibatitiex anpdtesrk
i ncl ude Phe use of symmetric keys, asymmetric keys,
session keys, tokens 15 or other types of security
ﬁm@?@ﬁgﬁtials. An initiating partner sends its security

credentials to a receiyvi artner. .The receivin
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security credentials to ensure that each nessage it
havednsituied séquity proeedyeesdiHog epamplache Rlyperd exidbmpsisr Rrofaeal

match. Credentials may include a certificate, a token

(HPTPPhasisgfihtiéfion GuaE@8s fuch ab liessece sddket lagbis(SSL) svhizh can be
i npl emented and verified in software. This is not very
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Otheryexamples include the use of symmetric keys, asymmetric keys, session keys, tokens

or other types of security credentials.

An initiating partner sends its security credentials to a receiving partner. The
receiving partner then checks any incoming messages with the security credentials to
ensure that each message it receives from the sending partner has credentials that match.
Credentials may include a certificate, a token or a signature. Currently, these credentials
are implemented and verified in software. This is not very efficient and may still be
subjected to manipulation. For example, keys stored in a file system are typically managed

by software applications. During the processing of the software application, the keys may



be exposed. Simlarly, if the keys are stored in a

dat abase, they maybe exposed after they are stored.
WBRIER1TESCRI PTI ON OF THE DRAW NGS Enbodi nment sPof/Uus19e3/025370

i nvention may be best understood by reading the

disclosure 5 with reference to the draw ngs, wherein:

Fi gur shqws. et wor k, over LGh a n {]
be GBER: FRBARE S TSToWa N EHTOA oS e AR s e they
credential validation. Figure 3 shows an enbodi nment
aregfored.cr edent i al val i dati on nodul e. Figure 4 shows a
flowchart of an enbodi nent of a nethod to validate
security 1BRIEEDESCGRIPTIBNOFETHESDBASVENGSowchar t
of an enbodi ment of a nethod to validate digital

si g i | ' ' Ragihe e discl
SR s ST Mg, g i

..sho an,_ envi,ronnment . i n. whi ch services are provided

> 'Wﬂgﬁ@%%PS%Eﬁg?ﬁﬁﬁﬁngﬁ%hgﬁghuted bet ween two partners in
an el ectronic comrerce environnent. In this exanple,
Par Figare lshowseretwerkiavaenhichia transntioB ey PRl at ed t o
transactions occurring on its web site, such as an
on- Fignes Dltevs angenshesliraent oPasysten withi@edential wilidpliorer of
Partner A fromwhich Partner A wi shes to purchase

par fiutds AR anf nBFRANHEARGE HicR oA Saki@atiohlhodulte or der's
recelved fromits site. Partner Awill transmt a

purchase, order o PRartner B. g

P DA Piee iy Gl b cFio tpebE e pHicEARE vt sy
institutions involved, |egal docunents, credit

10 crefemtistsmat i on, conpetitive pricing, account nunbers and
routing information that allows Partner B to confirm
t he Fiaure$ alsoavsor flewchart@drp etibbilingenit of @ metiiadan vakdathdigial
the nunber of units and pricing of a specific part

sigﬁé’c%ﬂeg u§ing the Simple Object Access Protocol.

DETAILED DESCRIPTION OF THE EMBODIMENTS
Figure 1 shows an environment in which services are provided and transactions

15  executed between two partners in an electronic commerce environment. In this example,
Partner A 10 has confidential information related to transactions occurring on its web site,
such as an on-line 6rdering system. Partner B 12 is a supplier of Partner A from which
Partner A wishes to purchase parts in order to manufacture goods to fill the orders received
from its site. Partner A will transmit a purchase order to Partner B.

20 The purchase order may have sensitive information in it such as the financial
institutions involved, legal documents, credit information, competitive pricing, account
numbers and routing information that allows Partner B to confirm the purchase order.

Competitive information, such as the number of units and pricing of a specific part could
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WD 2004/ 017185 PCT/ US2003/ 025370 al so be transmtted
that would all ow conpetitors to gain unfair advantage
w@boosiothies Partner A or Partner B. Currently, PeTieSmat/ees370
transmtted fromPartner Ato Partner B would nore
than likely be transmtted across the Internet.
However, while t nternet . will be used here as_.al
slse e rgeited trevpRld oIy GARBEHOFP AIEAR G gs of Sl Partmer
of the invention be limted in any way. The network
A ot Baftoerd® any distributed network in which data
transmtted fromone endpoint to another may make
i Nt efentiy) theRRStranSinifiddafrdny Patther A toaPetriet Bewowldhmre than likely
could take many fornms other than packets in an

be %ﬁ{sﬁ{l&%{ ac?&sgttﬁecﬂllt?ﬁ%?ho%bw While R Tnidt@dt Wil #8@Bed Kd@as an
I 'SCT € es o

e piec ata transmtted wll be referred

to_as datagra 10 As. shown in Figure 1, .Partn . S
exapplinghis 801 DHHEKHE SRRTERE P Hope TRERiEss ffliedtnfany way.
endpoi nt 10 and endpoint 12. For_ exanple, a, hop. could
Thé metivodecarlhbpanyodisiribiried aetwoak iy which éggémnal@m%?d from one
fi nanci al organi zation, a desktop in a credit services

en%ﬁﬁ@dlandﬂﬁer%@dmnﬂw in@rpRatdghops.uiphiiaely, the tRasmitted data could take
y one of these hops could be a point of attack for a

assune

4 ma@g ALy é)ttﬁ%r tl?aﬁspléglgﬁg% fr?leagg[m% et PRItbAE EIP? nbiRAk F tglElQEason, the

, an att aftner B s 1
identity

) d garner sensjtive fjnancial data on
disgrgte; pigges R?Eﬁﬁfgra’&%ﬁagﬁ’gﬁ hﬁfﬁf%‘? P& a%%a{résr natively,
an attacker could assunme Partner A s identity and
gar Asshowi iy Figiteoh PariaertA’s apgmpissiopmakes Syerveniag hopshetween
parts being order by causing Partner B, who assunes .
endpd@it 10Rad eA@soir 125 Foeakdnyplar liopesouR intlnds hihpp paat midermediate
the attacker instead of the actual Partner A. Current

ser.g%%t & ERhAL &gﬁﬁﬁtioﬁe&&gsﬂoé iR E%Yéa%gﬁlié@%'kéau,t & some third-party

ware processes at either 0O end to confirmthat

t he other rtner is_real t he. gt her .par
supplier Wa]%é’mieg - Ay s of gc}'lesqlh%lmeciog 1 at%mngt: ?ftn agt%l% f(’)oglaélgcker to

or spoofed, as well as requiring often unacceptable ,
asssysttherothenparmer el idestityr Fioe sxannle agatigeker govld agepns barer B’s

of the other party. If an attacker knows how a
ideRdfyt dndanter safsttiverfmancialkdageonBathef Arthstemuid beymanipulated.

val i dates credentials, that hacker could figure
Alternatively, an attacker could assume Partner A’s identity and garner information about
Partner B, or even steal the parts being order by causing Partner B, who assumes that
Partner A is really Partner A, to ship parts to the attacker instead of the actual Partner A.

Current implementations of security protocols institute software processes at either

end to confirm that the other partner is really the other partner. Software is inherently
vulnerable to being ‘fooled’ or spoofed, as well as requiring often unacceptable system

overhead to process the security credentials of the other party. If an attacker knows how a

particular software package used for security validates credentials, that hacker could figure
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or recreate security credentials. Figure 2 shows an
wepmedirent of a systemin which security crePEnUSRDF025370

are validated by the hardware, rather than by a

software process. The system 20 of Figure 2 includes a

securit

o T S P 0 B i

credential validation nodule 2 a menor
systsar wevhigls secarity ciedsatipls 2g vahﬁa@d by ﬂjlqﬁardwe r@ibﬁfrg}ae by
a systemconfiguration and the additional conponents
soffWaee pocéssnal . | ndeed, in many systems the credential
generator 22 would reside separate fromthe credentia

vaI Tﬁ@é fé'ih SPOtkiSuRD 1ncf'd§é§‘egsefcﬁh§r cyEhemenbadin®edule 30. In

ovveve IS possible to see how a networked 10

thlq qu@qﬁq&g@e&%oﬁg&@ utlhl %%’st%lllJ 518 v c%g a c? aclltrerﬁﬁa{l %ﬁgatltoﬁ?nodule 22,

transm ssions, the credenti al generator 22 generates
a megoty 2442 RATSEH 80 ang|agportadS. | Hugyis Thg 0me exapplpiof § system
credentials include public-private encryption key
corifRufasion ok érsmddilionit compombys atelnptionadlr Tadeed onmeanytsygiems the
of credential that can be used to verify the identify

cre@éntigh %enef’e{tmmvéﬁlﬂ REi R Yephndte fidIE tHERFRItiZi4valiadtic @b6&ule 30.
cre tials generated to allow the system 15 20 to

i ncp“ﬁg §1t§1:5] §¥1S rne%e tg('gal 21{ w2yt 99k gosg‘%ieato see ow anetworked

tra a transm ssi ons be

out through port 28. Port 28 al Ilo the em 2
deviies qapcaIRley Wﬁ%@ﬁ%%uresrﬁemg@@tﬁfg? 91%%1}1’@8 Qf P%?%V ﬁor outgoing

t hese datagranms woul d then be verified and vali dated
dathyrahdneissiors) éretdradentiall dederaton B2 igonkrites sc@0rityFyedenkialypAe used
a transm ssion may include a public key froma

heBebMRY creﬂéﬁtlzﬁ@ ﬁféﬁid% Bf)u‘gﬂc WA dté ahdramtiontey piry/asitehs L digim]

operate on the pub |c key to ensure that the public

t o d L t
sy B AR Tpi Gk Ao, BB S0 e Ut
the receiving party to determnethai it is deﬂ t%
traggnufingatiEy. rﬁgp@rlye?ﬂ mgystorg credentials generated to allow the system

20 to include the credentials in outgoing data transmissions. These data transmissions
would be sent out through port 28.

Port 28 also allows the system 20 to receive datagrams. The security credentials in
these datagrams would then be verified and validated by the credential validation module
30. For example, a transmission may include a public key from a partner. The security
validation module would then operate on the public key to ensure that the public key
transmitted with the data matches the public key previously received from that partner.
This allows the receiving party to determine that it is dealing with the right partner, not an

impostor.
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I mpostor. 5 WO 2004/017185 PCT/ US2003/ 025370 As part
of receiving the datagramthrough port 28, a parser
woregp4extisact the security credentials from t hepEHUSIIOHINS3ITO
payl oad data. As used here, payload data refers to the
data contained inside the datagramthat does not
i nclude information_in the dat necessar for .
L1 a8 RS OF EORE TGS DD PRE 2int BEP%EWXYS‘H‘&W"%@C scourity
the header. The parser may not 5 be required, howeve
credentiatsefram dubedrtaguirs prplpbdatacAf vead here, parinad data refrs 0 tho data
that they do not require extraction, or the
corififsEikide the/@tigiah itlen doewht énolwde 1hﬂwmat1dnemcthp ditagriatrynecessary
extracting the credentials w thout need for a

of
for%%;l?rﬁfssmﬁ Bhe {ﬂaﬁa WPof e 'Jgtr grair:h: Elgdﬂ as! tﬁe ﬁ&d@f‘bﬂﬁg PHBdE may not

e |1 nven own 1 n

enbodl nt eith rser, 26 Ldes a arl i.C
be resgited, “iev?rAﬁi}‘fw %J&ﬂl s mibbgfﬁs ived ?‘HP&& 6‘&3%6Y do not
about the security credentials, or the ALU receives it
require extricfionas theeredaniativalisolion moduketmay kave dn oapARilitt ofe
security credentials have at |east three parts. The

extractiaf tRAIrédential hathaat weld for eptesdri al . . The second is the
met hod that was used to generate the credential. This

{Tﬁé T'(Izlgg%j gﬁﬂosx{rg{ﬁ rﬁéﬂ?tcﬂ%{aﬁtlh B0 hintRbb LM %Ueﬁﬁoﬁ anﬂm i Figure 3.

hethl part 1s the value of the
o G e B bl 6 S0 ) U

cr edentl al value by operating on the credenti al
spespfpimfermation gbaut éhe scowity sredentidis of deah bl regestes rlfé&{ﬂctly’ as

with the original value and determnes if the
mcnkieA&IMbogé. IrSthiswatbodimdethe secuety andottiblsdade at least three parts.

conparator are nerely exanpl es of hardware conponents

Thlte Bl tp%]? 4 ﬁle %@ﬁlfclpé'r énﬁ'aﬁ Tl{e%@o?ﬁl 180 theth&@ihat Wa@ﬁﬂﬁdo g@nerate

e possible 20 enbodlnents of

the REdEH %"21%?31.%@ Ywﬁ%&ﬁa@ﬁlﬂﬁ?ﬁ% st Ee b N
Thi%l?itrc? ga]lrt is the value of the credential.

In this particular embodiment, the ALU 36 uses the digest method provided to
recalculate the credential value by operating on the credential. The comparator 38 then
compares the recalculated result with the original value and determines if the credential is
valid. The use of an ALU and a comparator are merely examples of hardware components
that could perform this process and is not intended to limit the scope of the possible
embodiments of the invention in any way.

In this manner, the security credentials are validated in the hardware of the system,

leaving them a little less vulnerable than software validation, and speeding the process of

validation by moving it into hardware.
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|l eaving thema little |l ess vul nerable than software
val i dati on, and speeding the process of validation by
worewidng1i8d i nto hardware. 6 WO 2004/ 017185 PCT/US2003/025370
PCT/ US2003/ 025370 An enbodi nent of a process of
perform ng such a validation is shown in Figure 4. An
i ncom ng datagram w th assqci ated secur.iLty credenti al.
| o e Spmep Bt sa e B OrRE spst gl g s U n¥iGure 4
security credentials are received. As nentioned
An jiceming datagrarh Ivathvassoaiated easuriyouedeatiplgjs erstonplbyparped atdQ. At
credentials to be parsed. At 44, the digest of the
42, BRGIal Yechrify ReRMLiAIE bfe teseival Acmbationdd plevitiughys theoralidation
“hash' is a representation of the security
I i / (o . 18S Qfga0peI@dd i
mof¢ Y RofbeutF it diReuli NSRS Ao RGO te soourty
t he di gest.i thad or al.gor,i.t hm nentj oned 0 . At
credggiae fererdefens 4 Do B dUBhu PO BP g g oL et
conpared to the provided representation or digesx.@}f
creddntials wesuiting feam sengs@f eperetiensassiormed or itewhere thy serigs
valid and 10 the data can be trusted as being from
ope¥iRhS alelth@digeding th@h&d bilg@ithm mémioned dbdvee security
credentials are valid, they may be stored at 48.

HavA g ?hesrtegélg%?flég Fgﬁg:{e}‘%&gﬁ tgxh@i%esq ReISfhreP@ahEplovided

i ncommng cre e process to shorten to

just a conpar ] of th revious received,credent |
replehenian Sy If Baroories BIBHE Polbe FELLY SRR { Al and
data is still trustworthy. However, as noted apove, .
the defarcam e trhsted pebiing fram Where Hrappepas to asiginatpgAisqelt e security
credentials in hardware, rather than in a file system
cre@ntidBlaabadRl, e mdyiersens@atses dlaviyg a stéresipeaiehiial to be checked
application of this type of credential validation may

r%g ﬁligcxglﬁisg?cg%ga)ﬂgls%ﬁf)ﬁ R prb &8s 1 sHBhEn fiuSCH coNGeiEsn of the

e payl'oad of a SOAP nessage
i ncl udes several .el ements. that. represent. s EtV .
PreviOuEEspIVaS Sredaial LA FoveRHy BFoLedet sEatat ot e datais
security credentials in hardware for a SOAP payl oa% i s
stiltmesmoithy. Filguieeersas mptedmbosg starig tmpdgléw 159gtipaal. Storing the
parsed, producing three elenents of the SOAP _
credentials in hardware, rather than in a file system or database, may increase security.

A specific application of this type of credential validation may be discussed in
terms of the Simple Object Access Protocol (SOAP). The payload of a SOAP message
includes several elements that represent security credentials. An embodiment of a process
to validate security credentials in hardware for a SOAP payload is shown in Figure 5.

At 50, the SOAP payload is parsed, producing three elements of the SOAP
signature: SignatureMethod, SignedInfo, and SignatureValue. SignedInfo 54 is the
information that is actually being signed by the digital signature. This is typically

canonicalized, meaning transformed into a well-defined, standard format, with a method
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si gnature: SignatureMthod, Signedlnfo, and
Si gnatureVal ue. Signedlnfo 54 is the infornmation that

wo g00a01u8d | y bei ng signed by the digital signarCi¥/Es2003/025370
This is typically canonicalized, neaning transforned
into a well-defined, standard format, with a nmethod 7

WO 2004/ 017185 PCI/ US2003/,025370 . that is sho i.n e
thell, St ok SRTEAT ¢ SRR GHCEAHOLE Ih S b EIg T 1 f RgmiEora
exanpl e of a SOAP payl oad. The Si gnatureMet hod
SOAPgngioad 57hé Signh@aM@tK@Helﬁm&m 32sis theamethod dhshiagised igonvert the
canoni cal i zed Signedlinfo into the SignatureVal ue 54.

candhialiied HeERedidTe to siesSiphausVghatsdr eMet hod and t he
Signedinfo to recalculate the 5 digest at 58 and

co c%s@ PrenERH fr]lig @%ir%thgéﬁ%ﬂ%ﬁ M@ HEKi b AMA Lo t’é@%ecalg;ﬂate the

recalculatiron to t ovi ded Si gnat ureVal ue 56,

.60. |f this passes, the process ves forwar
diggsib T LG ViR roat TREE Eam SRR udion G the
to the SignatureVal ue that was rovi ded, the process
prof/iietl SigmtireViduel Sgiat 40. &ithisaesses thepiopess s foywged. If the
invalid. If the SignatureValue is correct, the
cali196€ SEnhREEV Atk 8de8 hot buaradilg esipat td the SigdatureMelus that was
contained in 10 a Reference elenment at 62. Each
r Dind iRl uri®t Qs iavdid. If the
pm?gése% ‘ﬁ?ﬁg""g%sgg% a%daqﬂggiég%fsclul at eélggl%ger the identified
. data |ect. A data object .is signed j LS 1
SiehpgRaTatbeR Ganiedts Prteghraery by A2 e QL i AU cbiined in
signature is later checked via reference and
a Refagenwe slement bt a2atHash Refereis elanpnt incdugies thel1gest methodand
is conpared to a provided digest value 66 as a second
reskfing Akt wiud dagcusdtehetan e idertifibdtdatnobjéct. Ahdeta oljealis signed by
correct, the signature may be optionally stored at 68

co%glgt%rf#g?s.bﬁi g?s? ?ﬁgé‘ hh B8 Elgh'ﬁulter ARSAGETARS Thd lgddh@t is later checked

match™1 s not correct, the signature

.is_assuned to be i Fﬁ lid and the process either

viarefefrnge apg Sgugtrg §1°nanot her signature, as shown, or
progresses to handl e the invalid signature. Handli g% d
of At@dathe secsloglriad disest isscomparadde arevidehiigeshalpqiog as a secon
di scl osure. An exanple of a SOAP payl oad .

check on the signature validation. If that match is correct, the signature may be optionally

stored at 68 for future comparison in transactions with that partner. If the match is not

correct, the signature is assumed to be invalid and the process either returns to validating

another signature, as shown, or progresses to handle the invalid signature. Handling of

invalid signatures is outside the scope of this disclosure. An example of a SOAP payload

with these elements is shown below.
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20 wth these elenments is shown below. 8 WO
2004/ 017185 PCT/ US2003/ 025370 <Si gnature
WO gty ABS st Si gnat ur e” PCT/US2003/025370
xm ns="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<Si gnedl nfo> 5 <Canoni cal i zati onMet hod
Al gorithme"http://ww. w3. org/ TR/ 2001/ REC- xm - cl 4n- 2001
0315"/> <Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#dsa-shal "

<S@g9atuggg &7 %;gféignature" .
U@}“I%E gg{%w W3: TP 19 BB0BIREE At m 1 - 20000126/ " >
<5”§’%k§1 Q1 88X z sdTARSTHIM
Al gor i thgerihip bk L. vOr. gf 7RR 200/ REGxwirt c in4 A0 0015 "/ >
031&8ignatwyePetimsf or ng> 15 <Di gest l\@t pod ,
AIDig(é%r3 i ﬁﬁﬁfﬁ%ﬁﬁ Tg":h/tFH\A'/MW\‘KZ‘S:"@r @?9%@(969 qE7 X PEIR AP L >
< 1, ¢ r WE = ' Val ue
> gggg%ﬁzggj < Si%éﬁgd; nf gé{l&g%@@-\ﬂ%ﬁfr%%@%? g

<Si gnatrpaedat-tie>MCOCFFr VLt R k= ... </ Si ghat ur eVal ue>
<Key| nf ergedieipvdibgem: / /www. w3 .org/TR/2001/REC-xml-c14n-20010315"/>
</Transforms>
<DigestMethod

Algorithm:"http://www.wB.org/2000/09/xm1dsig#shal"/>
<DigestVa1ue>j61wx3rvEPOOvKtMup4NbeVU8nk=</DigestValue>
</Reference>
</SignedInfo>
<SignaturevValue>MCOCFFrVLtR1lk=...</SignatureValue>
<KeyInfo>
<KeyValue>
<DSAKeyValue>
<P>...</P><0>...</05<G@>...</G><¥>...</¥>
</DSAKeyValue>
</KeyValue>
</KeyInfo>
</Signature>

As mentioned above, the required SignedInfo element is the information that is actually
signed. Note that the algorithms used in calculating the SignatureValue are also included
in the signed information while the SignatureValue element is outside SignedInfo.

The CanonicalizationMethod is the algorithm that is used to canonicalize the
SignedInfo element before it is digested as part of the signature operation. Note that this
example is not in canonical form. This is an optional process and not required for
implementation of embodiments of the invention.

The SignatureMethod is the algorithm that is used to convert the canonicalized
SignedInfo into the SignatureValue. It is a combination of a digest algorithm and a key
dependent algorithm and possibly other algorithms. The algorithm names are signed to
protect against attacks based on substituting a weaicer algorithm. To promote application

interoperability one may specify a set of signature algorithms that must be implemented,
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<DSAKeyVal ue>
<P>. . . </P><@. .. </ Q<. .. </G<Y> L </Y> 25
wEL@EAKagy/al ue> </ KeyVal ue> </ Keyl nfo> </ Si gret/usmn3/025370
30 As mentioned above, the required Signedlnfo el ement
is the information that is actually signed. Note that

the algorith used. in_calculatin he. Si gnat ur eVal
thouglithal 385 19t TG ABRFTetion S F < EC%%H{%T%% Paf ety do{Hgnal
Si gnatureVal ue el enent is outside Signedlnfo. The
alg@ithms e Secaramenderit ohogtipralt fos inplgmentetipm;tthe design Yspermits
to canonicalize the Signedinfo elenment before it is

arbRiaBP e sheRFiddd dorhimé.he si gnature operation. Note that
thi's 35 exanple is not in canonical form This is an

opti o . . .
of %f%@?ﬁf%ﬁ%sf%@?ﬁ%ﬂ?%s e e e
is the algorit t hat .i.s ed to convert the .
calcalpiohp el B DM KSR FRS A A O s g 7t
is a conbination of a digest algorithmand a key =~ .
prodegedriseimputiiodbe {lighshoasratipn s flsp pbisetis sigard by pempRtingifidigest
al gorithm nanes are signed to 40 protect agai nst
val@d kS ghasebvernthaiihid. THE siggatareie bitarchatlgdvid tefereie and
pronote application interoperability one may specify

. L ﬁé tﬁ)' gnature al gorithnms that must be
S18} rft%ﬁ%efarenaf egll, 9 WD 2004/ 017185 PCT/ US2003/ 025370

t hough their use is at .the.discretion. of the sign
cr eﬁgﬂp%o ’éqgaWﬁ@es"ﬁﬁ%PP?h‘gﬁs uged g ypliday? erﬁlg}?ﬁlgg’ag&é{b%
“reconmended' or “optional' for inplenmentation; the
fornie Somymedenals penlydet digitad epitificates; teleas, keyaames.@ad key agreement
al gorithnms. Each Reference el enent includes the digest
algfBihRRGnansforasitn, hogkaaipies tKeyaifues optional for two reasons. First, the

signer may not wish to reveal key information to all document processing parties. Second,
the information may be known within the application's context and need not be represented
explicitly. Since KeyInfo is outside of SignedInfo, if the signer wishes to bind the keying
information to the signature, a Reference can easily identify and include the Keylnfo as
part of the signature.

It must be noted that the specifics of the above message are only intended as an
example, and that the use of a SOAP payload is also intended as an example to promote
better understanding of embodiments of the invention. No limitation on the scope of the
claims is intended, nor should any be implied.

Thus, although there has been described to this point a particular embodiment for a method

and apparatus for hardware-assisted credential validation, it is not intended that such

10



5 calcul ated over the identified data object. It also
may i nclude transformati ons that produced the input
WO eootloe7185 gest operation. A data object is sigPeriub3003/025370
conmputing its digest value and a signature over that
val ue. The signature is |ater checked via reference

ghature v at i.on | nfo,indica

ST AeTEIP: b gied s g o 5o ﬁﬁ?ﬁ?’é@mﬂ except in-
Possible 10 fornms for credentials |nclude digital

so-€arras is¢ti forth ésthetfolkewing clegys.nanes, and key agreenent
algorithns and information, as exanples. Keylnfo is
optional for two reasons. First, the signer may not
wi sh to reveal key information to all docunent
processing parties. Second, the information may be
known within the application's context and need not be
represented explicitly. Since Keylnfo is outside of
Signedlnfo, if the signer wishes to bind the keying 15
information to the signature, a Reference can easily
identify and include the Keylnfo as part of the
signature. It nust be noted that the specifics of the
above nessage are only intended as an exanple, and
that the use of a SOAP payload is also intended as an
exanple to pronote better understandi ng of
enbodi nents of the invention. No limtation on the
scope of the 20 clains is intended, nor should any be
i mplied. Thus, although there has been described to
this point a particul ar enbodi nent for a nethod and
apparatus for hardware-assisted credential validation,
it is not intended that such 10 WD 2004/ 017185
PCT/ US2003/ 025370 specific references be consi dered
as limtations upon the scope of this invention except
in- so-far as set forth in the following clains. 11 WO
2004/ 017185 PCT/ US2003/ 025370
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WHAT IS CLAIMED I S: 1. A device, conprising: a
credential validation nodule to recal culate security

wee@derntisal s received in a 5 datagram and to PET/E820051625370

if those security credentials are valid. 2. The device
of claim1l, wherein the device further conprises a
parser to extract the security credentials fromthe
payl oad data of the received datagram 3. The device
of claim2, wherein the parser and the credentia

WHAT I8 €LAIMED NI e reside together. 10 4. The device

1.

of claim1, wherein the device further conprises a

Meassidk, tompiighe the security credentials. 5. The
device of claim1l, wherein the credential validation

rmdé('kr%détﬂ{aﬁ Ozﬁ{dgﬁSﬁfﬁ{o'dgﬁsco alcflakd SRty CrdRatifls Wletved Mtla
a conparator. ©. e device of claim1, wherein the
secyrity credential.s one of th roup _coppri sed

15 t%ﬂamﬁﬁgéhEﬂgmapaﬁﬁﬁ?“§$aﬁﬁ¥8?@?%5&%598?@§raphic
key, and a digital certificate. 7. The device of claim
Thewleeice oficleine 1 sebereintthe devdersfurthen connyisehe parseip exigect she
digital signature in conpliance with the sinple

QBEBRY cREGRRE RéAtRERIyload. dafh dfehdedeiobd dathgremt i ng
security credentials, the nethod conpri sing:

E@i%edeWcP 9 ﬁaﬁﬂ%?&ﬁ@r@n‘ tﬂggﬂgéﬁhﬂd SEELEAdnYialy LRISHEA RloBule reside
recal culating a representation of the security
credentials; and conparing the representation of the
degihSTty credentials to a provided representation to
determne if the security credentials are valid. 12 WD
Je4tenic? véslapct) whomuaho dedyoiuriher quepries HEMATY & Hpys the

8, wherein the nmethod further conprises parsing

RevhRadredaiitenld. n
The device of claim 1, wherein the credential validation module further comprises an
arithmetic logic unit and a comparator.
The device of claim 1, wherein the security credentials are one of the group comprised
of: atoken, a digital signature, a cryptographic key, and a digital certificate.
The device of claim 1, wherein the security credentials further comprise a digital
signature in compliance with the simple object access protocol.
A method of validating security credentials, the method comprising:

receiving a datagram including security credentials;

recalculating a representation of the security credentials; and

comparing the representation of the security credentials to a provided

representation to determine if the security credentials are valid.

12



the datagramto obtain the security credentials. 10.

The nethod of claim8, wherein the nethod further
W@9pHN1Ees storing the security credentials. BCWLS20051625370

met hod of claim8, wherein the security credentials

further conprise a digesting nethod, a credential to

9. BRairtirl ClatREH ten S atahed B tEbodioyty prifEly PiOIoB datein

further conprises a digital signature in conpliance
\he detagraplte oblajrethe sepycibseredanbielscol . 13. The net hod of
claim1l, wherein the credential value further

10. IR RAdBRBoBclSiDS tvillereid thesingthad Arrthey ebrupriden stooimglthesecurity
wi th sinple object access protocol. 14. A system
%Qéggﬁgi%%.ng: a credential generator to provide outgoing
security credentials; a port to allow transm ssion of

dat agr Ot her. devi ces, erein.th t 1SS .
s 11 iy b e e St iy Sawy ergreRy ek PARRLEY QResine
a credential validation agent to validate incom ng
anethiedh tei cagdentialde be serified agheredratiabalge. 15, The system
of claim 14, wherein the outgoing security credentials
12 fiHetrh@hod 6NglRins €1, avtesrein the dredentioltp bevryified utthef comprises a
public and private key pairs, tokens, digital

g@éi%ahfsigﬁ?ﬁlg{mc% Lafld e ARl OO b aBSess pR1dRI. The

em-o aim 14, wherein'the systemfurther

conpri se ne y .operable to.. store ' ' o
13 Seburibod pEotiy 11 Ry FsfedePria el b6, SolBRRLT figia
system further includes a parser to extract
10 cigubne valus iy ewaplisage withsinplg ohiest a06eSwEAotHe port. 13

(D=(D

14. A system, comprising:
a credential generator to provide outgoing security credentials;
aport to allow transmission of datagrams to other devices, wherein the
transmission may include the outgoing security credentials; and
15 a credential validation agent to validate incoming credentials received through the
port.

15. The system of claim 14, wherein the outgoing security credentials further comprise one
of the group comprised of: public and private key pairs, tokens, digital certificates, and
digital signatures.

20  16. The system of claim 14, wherein the system further comprises a memory operable to
store the incoming credentials.

17. The system of claim 14, wherein the system further includes a parser to extract

credentials received in datagrams through the port.
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