
t Description  DATA STORAGE ARRAY  Technical field [001] The present
invention relates to storage systems. In particular, the present invention
relates to a method for configuring an array of storage units for increasing
the number  of storage-unit failures that the array can tolerate without loss
of data stored on the  array. Background Art [002] The following definitions
are used herein and are offered for purposes of illustration  and not
limitation: [003] An "element" is a block of data on a storage unit. [004] A
"base array" is a set of elements that comprise an array unit for an ECC.
[005] An "array" is a set of storage units that holds one or more base
arrays.  [006] A "stripe" is a base array within an array. [007] n is the
number of data units in the base array.  [008] r is the number of redundant
units in the base array.  [009] m is the number of storage units in the
array. [010] d is the minimum Hamming distance of the base array.  [011]
D is the minimum Hamming distance of the array. [012] In a conventional
array, the number of storage units in the array equals the number  of data
units in a base array plus the number of redundant units in the base array.
That  is, in = n + r. Most conventional storage arrays use a Maximum
Distance Separation  (MDS) code, such as parity, or a mirroring technique
for tolerating failures. The  minimum Hamming distance of the base array
using an MDS code equals one plus the  number of redundant units in the
base array (i.e., d =1 + r). For a mirror configuration,  the number of
redundant units in the base array equals the number of data units in the
base array (r = u = 1), and the minimum Hamming distance is d = 2. [013]
It is possible to anamorphically encode an any over in storage units, which
is  greater than the number of data units n in the array plus the number of
redundant units  r in the array, that is, in > n + r. In the literature, when an
anamorphical encoding is  used for arranging parity blocks for
perfomranee, such an encoding is typically  referred to "de-clustering
parity." As used herein, such an encoding scheme is referred  to as an
anamorphic encoding scheme because it more accurately identifies that
the  encoding scheme can provide new properties for an array. [014]
Anamorphism is achieved by selectively arranging a set of base arrays
within an  



array. For example, consider the exemplary array 200, shown in Figure 2
that uses a 2  four-element code. Array 200 includes six storage units
Dldepicted in a columnar  form. For array 200, to = 6. Array 200 also
includes several base arrays that are each  formed from n data units plus r
redundant units. That is, for each base array, n + r = 4.  The respective
base arrays are numbered sequentially as stripes tin Figure 2 to indicate
that the four-element code of array 200 is spread across storage units Dl
There are four  blocks in each stripe and each stripe acts as an
independent base array. The minimum  distance of the array is,
accordingly, the minimum of all the minimum Hamming  distances of the
respective stripes, that is, D = min(d_), where D is the minimum  distance
of stripe i. [015] As configured, aamorphic array 200 can tolerate the loss
of at least r storage units  of a set of in storage units without loss of data,
instead of exactly r units from a set of n  storage units. Thus, if r = 2 and
the code used is IDS, then any two storage units can  fail without loss of
data. A stripe will fail if any three of its elements are lost. There  are,
however, some combinations of three-unit failures that can be tolerated by
anamorphic array 200. For example, if storage units Dl, D3 and D5 each
fail, two  elements of stripe 1, two elements of stripe 2 and two elements
of stripe 3 are lost, but  no stripe has lost three elements. Anamorphic
array 200 is, thus, over-specified and  maybe advantageously exploited.,
[0161 What is needed is a technique that enhances the minimum
Hamming distance of an  ECC when it is used with an anamorphic array
of storage units, and thereby increases  the effective minimum distance of
the array. Disclosure of Invention [017] The present invention provides a
technique that enhances the minimum Hamming  distance of an ECC that
is used with an anamorphic array of storage units, thereby  increasing the
minimum distance of the array. [0181 The advantages of the present
invention are provided by a first embodiment that is a  method and a
system for increasing an error tolerance of an anamorphic array of m
storage units in which It stripes are stored across the array of m storage
units. Each  stripe has n + r elements that correspond to a symmetric code
having a minimum  Hamming distance d = r + 1 and in which n is a
number of data storage units in abase  array of the array of m storage
units and r is a number of redundant units in the base  array. Additionally,
n = r, n >_ 2, m > n + r, jm = k(n+ r), and j and k are integers. Each
respective element of a stripe is stored on a different storage unit. An
element is  selected when a difference between a minimum distance of a
donor stripe and a  



minimum distance of a recipient stripe is greater or equal to 2. The
selected element is  rebuilt on a storage unit having no elements of the
recipient stripe. Before the lost  element is rebuilt, the storage units storing
the donor stripe are made aware that the 3  selected element has been
donated so that data is not read from or written to the  selected element
as part of the donor stripe. A lost element of the recipient stripe is  then
rebuilt on the selected element. According to the present invention, the
minimum  Hamming distance of the recipient stripe is d >_ I before the
element in the donor stripe  is selected. The selected element of donor
stripe can be further selected based on a  minimal performance impact on
the array. Additionally, the recipient information is  selected based on an
improved performance of the array. The array of the storage  system
includes redundancy based on an erasure or error correcting code, such
as a  parity code, a Winograd code, a symmetric code, a Reed-Solomon
code, an  EVENODD code, or a derivative of an EVENODD code.
Alternatively, the array  includes redundancy based on a product of a
plurality of erasure or error correcting  codes in which at least one of the
erasure or error correcting codes is a parity code, a  -Winograd code, a
symmetric code, a Reed-Solomon code, an EVENODD code, or a
derivative of an EVENODD code. [019] When an element in the donor
stripe fails during the step of rebuilding at least a  portion of recipient.
information from the recipient stripe on the selected element, the  step of
rebuilding at least a portion of recipient information from the recipient
stripe on  the selected element is terminated. A second donor stripe is
selected from the plurality  of stripes when a difference between a
minimum distance of the second donor stripe  and a minimum distance of
the second recipient stripe is greater or equal to 2. A donor  element is
selected in the second donor stripe. At least a portion of lost recipient in-
formation from the recipient stripe is rebuilt on the selected element in the
second  donor stripe. When a spare element becomes available, the
spare element is assigned to  a selected storage unit. [020] A second
embodiment of the present invention provides a method and a system for
increasing the failure tolerance of an array' of in storage units that is
vulnerable to  selected patterns of failures. According to this embodiment
of the present invention, k  stripes are stored across the array of m
storage units. The array of in storage units is an  anamorphic array. Each
stripe has it + r elements in which n is the number data  elements in the
base array, r is the number of redundant elements in the base array,  m>
n + r, jm = k(n +r), and j and k are integers. Each stripe has a plurality of
elements, and each stripe forms an erasure or error correcting code
having a minimum  



Hamming distance d. Each respective element of a stripe is stored on a
different  storage unit. Subsequent to an element failure, a recipient
element is selected. An  element in a donor stripe is selected such that a
failure tolerance of the array is  increased following a rebuild operation. A.
lost element of the recipient stripe is rebuilt  on the selected element of the
donor stripe. The minimum Hamming distance of the  recipient stripe is d
>_ 2 before the element is selected in the donor stripe. Moreover, 4  the
minimum Hamming distance of the array is increased upon completion of
rebuilding the recipient stripe on the selected element of the donor stripe.
The recipient  element can be selected based on a failure pattern of the
array. Additionally, the donor  element can be selected based on a
predetermined target pattern. The storage units  storing the donor stripe
are made aware that the selected element has been donated  before the
lost element of the recipient stripe is rebuilt on the selected element. The
array of storage units includes redundancy based on an erasure or error
correcting  code, such as a parity code, a Winograd code, a symmetric
code, a Reed-Solomon  code, an EVENODD code or a derivative of an
EVENODD code. Alternatively, the  array of storage units includes
redundancy based on a product of a plurality of erasure  or error
correcting codes, such that at least one of the erasure or error correcting
codes  is a parity code, a Winograd code, a symmetric code, a
Reed-Solomon code, an  EVENODD code or a derivative of an
EVENODD code. [0211 A third embodiment of the present invention
provides a method and a system for  increasing an error tolerance of a
storage system having a plurality of arrays of storage  units, such that
each array includes in storage units and k stripes are stored across each
respective array of m storage units. Each stripe has n + r elements
corresponding to a  symmetric code having a minimum Hamming distance
d and in which n is anumber of  storage units in a base array of the array
of m storage units and r is a number of  redundant units in the base array.
Additionally, n = r, n ? 2, in > n + r, im = k(n + r),  and j and k are integers.
Each respective element of a stripe is stored on a different  storage unit in
the array. An element is selected in a donor stripe when a difference
between a minimum distance of the donor stripe and a minimum distance
of a recipient  stripe is greater or equal to 2. The selected element is
stored on a storage unit having  no elements of the recipient stripe. The
donor stripe can be stored on an array that is  different from. the array of
the recipient stripe. Alternatively, the donor stripe can be  stored on the
same array as the recipient stripe. Before the lost element is rebuilt, the
storage units storing the donor stripe are made aware that the selected
element has been  donated so that data is not read from or written to the
selected element as part of the  



donor stripe. A lost element of the recipient stripe is then rebuilt on the
selected  element. According to the present invention, the preferred
minimum Hamming  distance of the recipient stripe is d >_ 2 before the
element in the donor stripe is  selected. The selected element of donor
stripe can be further selected based on a  minimal performance impact on
the donor stripe or based on a minimal performance  impact on the
storage system. Additionally, the recipient information is selected based
on an improved performance of the recipient stripe or based on an
improved  performance of the storage system. The array of the storage
system includes  redundancy based on an erasure or error correcting
code, such as a parity code, a 5  Winograd code, a symmetric code, a
Reed-Solomon code, an EVENODD code, or a  derivative of an
EVENODD code. Alternatively, the array includes redundancy based  on a
product of a plurality of erasure or error correcting codes in which at least
one of  the erasure or error correcting codes is a parity code, a Winograd
code, a symmetric  code, a Reed-Solomon code, an EVENODD code, or
a derivative of an EVENODD  code. Brief Description of the Drawings
[022] The present invention is illustrated by way of example and not by
limitation in the  accompanying figures in which like reference numerals
indicate similar elements and  in which: [023] Figure 1 a shows a typical
configuration of a storage system with a plurality of  arrays connected to a
common storage controller; [024] Figure lb shows a typical configuration
of a storage system with a plurality of  arrays connected to separate
storage controllers; [025] Figure 2 depicts an exemplary anamorphic array
having six storage units; [026] Figure 3 depicts an exemplary anamorphic
array having nine storage units for ii- lustrating the benefits of a dodging
operation according to an embodiment of the  present invention; [027]
Figure 4 depicts a first three-storage-unit-failure arrangement of the
anamorphic  array depicted in Figure 3; [028] Figure 5 depicts a second
three-storage-unit-failure arrangement of the anainorphic  array depicted
in Figure 3; [029] Figure 6 depicts the array of Figure 5 after performing a
dodging operation  according to an embodiment of the present invention;
[030] Figure 7 depicts a third three-storage-unit failure arrangement of the
anamorphic  array depicted in Figure 3; 



[031] Figure 8 depicts the array of Figure 7 after performing a dodging
operation  according to an embodiment of the present invention; [032]
Figure 9 depicts an exemplary array having eight storage units using a
(3+3)  symmetric code; [033] Figure 10 depicts a system having three
eight-storage-unit arrays; [034] Figure 11 depicts the array system of
Figure 10 after performing an external  dodging operation according to an
embodiment of the present invention; and [035] Figure 12 depicts a ten
storage unit array with three failed storage units following a  set of dodging
operations. Mode for the Invention [036] The present application is related
to US Patent Application Serial No. 10/619,649 6  (Attorney Docket No.
ARC92003015US1), entitled "Automatic Parity Exchange", US  Patent
Application Serial No. 101619,633 (Attorney Docket No. ARC9, entitled
"Multi-path Data Retrieval From Redundant Array," and US Patent
Application Serial  No. 10/619,648 (Attorney Docket No. ARC9entitled
"RAID 3 + 3". The present ap- plication is also related to co-pending and
co-assigned US Patent Application Serial  No. 10/600,593(Attomey
Docket No. YOR9-2003-0069US1). [037] The minimum number of failures
of an array that can be tolerated by an Erasure or  Error Correcting Code
(ECC), such as a parity code, a Winograd code, a symmetric  code, a
Reed-Solomon code, an EVENODD code, or a derivative of an
EVENODD  code, is at least the minimum Hamming distance d of the
ECC minus one, that is, d -1. The present invention enhances the
minimum Hamming distance of an ECC by  utilizing an operation, referred
to herein as a "dodging" operation, for providing an  "effective distance"
that is greater than the Hamming distance of the ECC. Thus, the  number
of failures that an array can tolerate, whether a failure is a device failure or
a  hard error, is increased beyond the minimum distance provided by the
ECC. As used  herein, the terms "effective distance" and "effective
minimum distance" refer to one  plus the number of failures that can be
tolerated by an array utilizing one or more  dodging operations according
to the present invention. [0383 In the following, a dodging operation is a
process in which a stripe within an array  is selected for donating an
element to a recipient stripe, and recipient information is  rebuilt onto the
donated element, thereby increasing the minimum distance of the  array.
A dodging operation can be performed on a pair of stripes (i,3) when the
distance  d > d + 2. After the dodging operation, the donor stripe will drop
in distance by 1. In  contrast, the recipient stripe will increase in distance
by 1. When a dodging operation  



can be performed on all stripes that are at the minimum array distance,
then the overall  minimum array distance will be increased. A dodging
operation can occur at varying  distances depending on the configuration
of the array. [0393 Figure la shows an exemplary storage system,
indicated generally as 100,  comprising two storage arrays 102 and 103
that are connected to a common array  controller 101. Storage arrays 102
and 103 comprise multiple storage units 104 and  communicate with array
controller 101 over interface 105. Array controller 101 com- municates to
other controllers and host systems over interface 106. Such a con-
figuration allows an array controller to communicate with multiple storage
arrays. [0401 Figure lb shows an exemplary storage system, indicated
generally as 150,  comprising two storage arrays 153 and 154, that are
respectively connected to different  array controllers 152 and 151. Storage
array 153 communicates with array controller  152 over interface 157, and
storage array 154 communicates with array controller 151  over interface
156. Array controllers 151 and 152 respectively communicate with other 7
army controllers and storage systems over interfaces 158 and 159. Also
shown in  Figure lb is a communication connection 160 that allows array
controllers 151 and 152  to communicate with each other. [041] The array
controllers shown in Figures Is and lb may be designed as hardware or
software controllers. The term controller will be used herein generally to
refer to any  of the configurations described above. [042] Many
anamorphic arrays can benefit from dodging. The ability of an anamorphic
array to benefit from a dodging operation can be verified by inspection of
failure com- binations for the array. For example, Figure 3 shows an
exemplary anamorphic array  300 having nine storage units D1 For this
example, array 300 uses a (3 + 3) symmetric  code that is MDS with n = 3,
r = 3, and d = 4. Away 300 is arranged to have three  redundant elements
that can correct any three failed elements from the six elements in  a
stripe. Three unique stripes, respectively indicated as 1, 2 and 3, are
arranged within  array 300. Any three storage-unit failures will not affect
more than three elements of  any one stripe. Thus, array 300 has a
minimum distance D = 4. [043] To illustrate that a dodging operation
according to the present invention can be  performed to increase the
effective minimum distance. of array 300, there are only three
arrangements of three-storage-unit failures that need consideration. The
first three- storage-unit-failure arrangement is shown in Figure 4, in which
an X within a block  indicates a storage-unit failure. In this particular failure
arrangement, two blocks of  each stripe Ihave failed. Consequently, each
stripe still has a minimum distance d = 2  



and, therefore, array 300 has.a minimum distance D 2. Thus, array 300,
as shown in  Figure 4, can tolerate one further storage-unit failure without
possible data loss. [044] A second three-storage-unit-failure arrangement
is shown in Figure 5 in which an X  within a block indicates a storage-unit
failure. In the second three-storage-unit-failure  arrangement, stripe I has
lost three elements, stripe 2 has lost two elements and stripe  3 has lost
one element. Thus, stripe 1 has minimum distance d = I and can tolerate
no  further storage-unit failures without data loss. Stripe 2 has minimum
distance d = 2,  and stripe 3 has minimum distance d = 3. Consequently,
array 300 has minimum  distance D = 1. [045] A dodging operation can be
performed for the second three-storage-unit-failure ar- rangement by
rebuilding the contents of one of the lost elements in stripe 1 in a well-
known manner onto one of the non-failed elements of slope 3. Figure 6
depicts the  array of Figure 5 after performing a dodging operation. Rebuilt
data in Figure 6 is  underlined. Here, the element of stripe 3 on unit D9
has been donated to stripe 1  Following the dodging operation, all stripes
have minimum distance d = 2 and,  therefore, array 300 has minimum
distance D = 2. The configuration of the array after  the dodging operation
can now tolerate one further failure without data being lost. 8  [046] A third
three-storage-unit-failure arrangement is shown in Figure 7 in which an X
in a block indicates a storage-unit failure. In the third
three-storage-unit-failure ar- rangement, stripes 1 and 2 have each lost
three elements, and have minimum distance  d =1. Stripe 3, however, has
not lost any elements and, consequently, has minimum d = 4. A dodging
operation can be performed for the third three-storage-unit-failure ar-
rangement by rebuilding the contents of one lost. element from each of
stripes 1 and 2  (d = 1) in a well-known manner onto different elements of
stripe 3 (d = 4). For  example, the contents of element I on storage unit DI
can be rebuilt onto element 3 of  disk D9, and the contents of element 2
on disk DI rebuilt onto element 3 of disk D4. [047] Figure 8 depicts the
array of Figure 7 aftera dodging operation is performed.  Rebuilt data in
Figure 8 is underlined. The result will again be that all stripes have
minimum distance d = 2 and, consequently, array 300 has minimum
distance D = 2.  After the dodging operation, it is important that no storage
unit contains two elements  from the same stripe. That is, none of the
elements of stripe 3 stored on storage units  D4are selected for rebuilding
any of the lost elements of stripe I because each of  storage units
D4already contain an element of stripe 1. Similarly, none of the elements
of stripe 3 stored on storage units D7are selected for rebuilding any of the
lost  elements of stripe 2. 



[048] Dodging thus provides a technique to restore the minimum distance
of array 300 of  Figure 3 from D = I to D = 2 after any three storage-unit
failures. Moreover, the  effective minimum distance of array 300 has been
increased from d = 4 to d 5, even  though the system of array 300 still has
the write performance of a code having  distance d 4. [049] The smallest
anamorphie array for a (3 + 3) code in which the. effective distance is
increased is an array of nine storage units. All arrays that are larger than
nine storage  units will also have the property Of an increased effective
distance when a (3 + 3) code  is used. An array of eight storage units for a
(3 + 3) code does not have the property of  having an increased effective
distance. A (4 + 4) code utilized over twelve storage  units also has the
property of an increased effective distance. A dodging operation,
however, should occur when the minimum array distance is d = 2.
Consequently, a  further storage-unit failure during the dodging operation
can be tolerated. [050] According to an embodiment of the invention, a
dodging operation can be  performed within an array, between separate
arrays, or between an array and a spare  pool, referred to herein as an
external dodging operation. While a dodging operation  performed to a
spare pool is possible, usually it is better to perform a complete rebuild
operation onto a spare and to perform a dodging operation only when the
spare pool is  exhausted. This is because a dodging operation rebuilds
only some elements from a  failed storage unit onto a donated storage
unit, while a sparing operation rebuilds all of 9  the elements from a failed
storage unit onto a spare storage unit. [051] An external dodging
operation is different from a panty-exchange operation, such  as disclosed
by co-pending Application. Serial No. (Attorney Docket No.
ARC9-2003-0015-US1), and which is incorporated by reference herein.
That is, a  dodging operation is performed on a stripe basis, while a
parity-exchange operation is  performed on a storage unit basis. [052] To
illustrate the advantages provided by an external (array-to-array) dodging
operation according to the present invention, consider an exemplary array
900 shown  in Figure 9. Array 900 includes eight storage units DI and
uses a (3 + 3) symmetric  code. Array 900 also includes four stripes,
indicated by the numerals 1 Each stripe has  six elements and has
distance d = 4. As previously mentioned, a dodging operation that  is
internal to an array of eight storage units. that uses a (3+3) code, such as
array 900,  does not increase the effective minimum Hamming distance of
the array because there  are too few remaining non-failed stripes to
compensate for the number of stripes that  are affected by multiple unit
failures. 



[053] In contrast, consider an exemplary array system 1000, shown in
Figure 10,  comprising three eight-storage-unit arrays 1001 Specifically,
array 1001 includes  storage units Dlarray 1002 includes storage units
D9and array 1003 includes storage  units D17 Each respective array
1001also includes four stripes arranged within the  array. For example,
array 1001 includes stripes larray 1002 includes stripes 5and array  1003
includes stripes 9 [054] Suppose that after any three storage-unit failures,
a parity-exchange operation, such  as disclosed by co-pending Application
Serial No. (Attorney Docket No.  ARC9-2003-0015-US1); is used to
ensure that each array 1001has one failed storage  unit The results of
a.parity-exchange operation are depicted, for example, by storage  units
Dl, D9 and D17 being shown having his within the blocks of the storage
unit  Further suppose that a fourth storage-unit failure occurs
subsequently to the parity- exchange operation. A fourth storage-unit
failure is depicted, for example, by storage  unit D2 in array 1001 being
shown having Xs within the blocks of storage unit 1)2.  After the fourth
storage-unit failure, arrays 1001, 1002 and 1003 respectively have
distances D = (2, 3, 3). It should be understood that another storage unit
other than  storage unit D2 could fail as the fourth storage-unit failure and
a procedure that is  similar to the procedure described below would be
performed for increasing the  effective distance of the storage system.
[055] Stripes 1, 2 and 3 in array 1001 are now only distance d = 2. A
dodging operation  that is internal to array 1001 will fail because at least
three elements having distance d = 4 are required for increasing the
minimum distance of array 1001 from 2 to 3. Only  stripe 4 in array 1001
has distance d = 4. Nevertheless, an external dodging operation 10
between arrays allows the minimum distance of array 1001 to be
increased from 2 to 3  without changing the minimum distances of arrays
1002 and 1003. To achieve this, the  contents for one of the missing
elements of each of stripes lare rebuilt in a well-known  manner onto
elements of other stripes that are still at distance d = 4, such as stripe 4 on
array 1001, stripe 8 on array 1002 and stripe 12 on army 1003. [056]
Figure 11 depicts array system 1000 of Figure 10 after performing an
external  dodging operation according to the present invention. Rebuilt
data in Figure 11 is  underlined. Specifically, an element of stripe 3 is
selected to be rebuilt onto stripe 4  within storage unit D3. An element of
stripe 2 is selected to be rebuilt onto stripe 8  within storage unit D10.,
Lastly an element of stripe 1 is selected to be rebuilt onto step  12 within
storage unit D17. [057] When an element is selected in a donor stripe, the
storage unit containing the  



selected element cannot contain an element of the recipient stripe. For
example, an  element of stripe 4 contained in either storage unit D7 or
storage unit D8 can be  selected for rebuilding a failed element from stripe
I because both storage units D7 and  D8 contain no elements of stripe I.
Similarly, an element of stripe 4 contained in either  storage unit D5 or
storage unit D6 can be selected for rebuilding a failed element from  stripe
2 because both storage unitsD7 and D8 contain no elements of stripe 2.
Lastly,  an element of stripe 4 contained in either storage unit D3 or
storage unit D4 can be  selected for rebuilding a failed element from stripe
3 because both storage units D3 and  D4 contain no elements of stripe 3.
For purposes of this example, suppose that an  element of stripe 4
contained in storage unit D3 is selected to be adonor element for
rebuilding an element of stripe 3. [058] Any one of the elements of stripe
8, having d = 4, could be selected for rebuilding a  failed element of any
one of remaining stripes, each having d = 2, and any one of the  elements
of stripe 12, having d = 4, could be selected for rebuilding a failed element
of  the last remaining stripe having d = 2. For purposes of this illustrative
example,  suppose that an element of stripe 8 contained in storage unit DI
I is selected to be a  donor element for rebuilding an element of stripe 2,
and that an element of stripe 12  contained in storage unit D19 is selected
to be a donor element for rebuilding an  element of stripe 1. For each of
the dodging selections of this illustrative example prior  to the dodging
operation, a donor stripe had distance d = 4, and a recipient stripe (i.e.,
stripes Iliad distance d = 2. [059] The net result of the external dodging
operation is that array system 1000 has  minimum distance D = 3 after
four failures. In contrast, the minimum distance would  have been only 2
using only a parity-exchange operation, such as disclosed by co- pending
patent application Serial No. (Attorney Docket No. ARC9-2003-0015-USI).
Consequently, when an external dodging operation is utilized for army
system 1000, 11  five failures are required for array system 1000 to have
a minimum distance of d = 2.  This is the same result for an array system
of 24 units that are arranged as four arrays  of six units and in which each
array uses only a parity-exchange operation as disclosed  by co-pending
patent application Serial No. (Attorney Docket No.  ARCS-2003-0015-US
1). Thus, a dodging operation in combination with a parity- exchange
operation provides that system reliability is independent of the array con-
figuration [0601 The process of a generalized dodging operation in
combination with a parity- exchange operation can continue with each
further storage-unit failure. Failed elements  



are rebuilt onto surviving elements such that the minimum distance for
each array is  maximized, as described above. In the exemplary 24-unit
array system of Figures 9 and 10, eight storage-unit failures are required
for a minimum distance of d = 2 for all  of the arrays of the system. Once
the minimum distance for each array is d = 2, it is no  longer possible to
perform parity-exchange operations or dodging operations to  increase the
effective distance of the system. Consequently, two further failures can
result in a data loss. [061] Over time, generalized dodging operations
result in stripes no longer being local to  a given array. Thus, the selection
of a donor stripe may be realized as selecting a donor  element [062]
Once a spare unit becomes available,. such as through maintenance, it
can be  assigned to replace any of the failed units. It is preferred to rebuild
elements of the  stripes with the smallest minimum distances onto the,
spare unit. Consider the example  of Figure 12. Array 1200 includes ten
storage units Dl 10 and uses a (3 + 3) symmetric  code. Array 1200 also
includes five stripes, indicated by the numerals 1 Each stripe has  six
elements and has distanced = 4. Three storage units,Dl, D2 and D4 are
shown as  failed, and an element of stripe I has been rebuilt through a
dodging operation onto an  element of stripe 5 on unit D10, and an
element of stripe 4 has been rebuilt through a  dodging operation onto a
second element of stripe 5 on unit D8. At this point, stripes 1,  2, 4 and 5
all have distance d = 2, and stripe 3 has distance d = 3. If a spare is sub-
sequently made available to array 1200, information from the stripes at
distance d = 2  should be rebuilt onto the spare. The elements to rebuild
onto the spare should be  chosen from the set of elements not currently
present in the stripe. For example,  assume the element of stripe I on unit
D2 was rebuilt onto unit D10, and the element  of stripe 4 from unit Dl was
rebuilt onto unit D8. The elements to be rebuilt onto the  spare cannot
include these rebuilt elements of stripes 1 and 4. Once the elements to be
rebuilt have been selected, the information is rebuilt onto the spare in a
well-known  manner. [063] The primary criterion for selecting a donor
element is based on selecting a donor 12  element that has the least
impact on the donor stripe reliability. A secondary criterion  is based on
selecting the storage element having the least impact on performance,
such  as the element with the most expensive redundancy calculation. In
the example of  Figure 12, the elements of stripe 5 were chosen primarily
because stripe 5 had the  highest distance, and secondarily because D8
and D10 had the most expensive parity  calculations. D9 could not be
chosen for rebuilding an element of stripe 4, because D9  



already contained an element of stripe 4. The primary criterion for
selecting the in- formation to be rebuilt is based on the information set that
provides the greatest  increase in reliability. A secondary criterion is to
select the information set that  provides the best array performance
following the rebuild operation. In the example of  Figure 12,. the elements
of stripes I and 4 were chosen to be rebuilt primarily based on  their
remaining distances, and secondarily because rebuilding the chosen
elements to  maxsn'eize performance following the dodging operation.
[064] There is further important effect of generalized dodging. In the
example of Figures 9 and 10, a generalized dodging operation was
performed between arrays when  the recipient stripe was at distance d =
2, while an internal dodging operation was  performed on the nine-unit
array (Figures 6 and 7) when the recipient stripe was at  distance d = 1.
Thus, two failures would be required within the stripes involved in the
external dodging operation for data loss during the external dodging
operation. [065] Donating an element from a donor stripe to a recipient
stripe requires that the  storage system be able to assign elements from
one stripe to another stripe. When the  donor and recipient stripes are
connected to a common array controller 101, as shown  in Figure 1a, then
controller 101 can perform this operation internally. When the donor  and
recipient stripes are connected to separate controllers 151 and 152, as
shown in  Figure 1b, then controllers 151 and 152 exchange information.
For example, the  controllers could expose the individual drives over
communication connection 160,  such as in the manner of a Just a Bunch
of Disks (JBOD) array configuration. Al- ternatively, the controllers could
exchange information regarding the data to be read  and written from the
locations on the storage units involved. [066] The technique of dodging
has been described for anamorphic arrays. Dodging can  be used with
array types having a minimum distance d = 3 or more. Generalized
dodging, though, works best with symmetric arrays. . [067] Dodging can
be used beyond simply increasing the minimum distance of a storage
system. Many other factors may be included in determining whether to
perform  dodging and to choose donors and recipients. For example, the
individual failure prob- abilities of components when they are non-uniform,
the combinations of failures that  lead to data loss, and the effects on
system performance may all be considered. In such  cases, the minimum
distance of the system could remain unchanged following 13  dodging.
[068] While the present invention has been described in terms of storage
arrays formed  from BDD. storage units, the present invention is
applicable to storage systems formed  



from arrays of other memory devices, such as Random Access Memory
(RAM)  storage devices (both volatile and non-volatile), optical storage
devices, and tape  storage devices. Additionally, it is suitable to virtualized
storage systems, such as  arrays built out of network -attached storage. It
is further applicable to any redundant  system in which there is some state
information that associates a redundant component  to particular subset of
components, and that state information may be transferred using  a
donation operation. [069] Although the foregoing invention has been
described in some detail for purposes of  clarity of understanding, it will be
apparent that certain changes and modifications may  be practiced that is
within the scope of the appended claims. Accordingly, the present
embodiments are to be considered as illustrative and not restrictive, and
the invention  is not to be limited to the details given herein, but may be
modified within the scope  and equivalents of the appended claims. 14
Claims [001] A method for increasing an error tolerance of an array of m
storage units, the  method comprising steps of. storing k stripes across the
array of at storage units,  each stripe having a plurality of elements, each
stripe forming an erasure or error  correcting code having a minimum
Hamming distance d, and each respective  element of a stripe being
stored on a different storage unit, selecting an element  in a donor stripe
when a difference between a minimum distance of the donor  stripe and a
minimum distance of a recipient stripe is greater or equal to 2, the
selected element being stored on a storage unit having no elements of the
recipient stripe; and rebuilding a lost element of the recipient stripe on the
selected element [002] The method according to claim 1, wherein the
minimum Hamming distance of  the recipient stripe is d ? 2 before the step
of selecting the element in the donor  stripe. [003] The method according
to claim 1, further comprising a step of indicating to the  storage units
storing the donor stripe that the selected element has been donated
before the step of rebuilding the lost element of the recipient stripe on the
selected element. [004] The method according to claim 1, wherein the
array of m storage units is an  anamorphic array, each stripe having n + r
elements in which n is the number  data elements in the base array, r is
the number of redundant elements in the base  array, m,> n +r, jar = k(n
+r), and j and k are integers. 



[005] The method according to claim 1, wherein the donor stripe is further
selected  based on a minimal performance impact on the array. [006] The
method according to claim 1, further comprising a step of selecting the
recipient information based on an improved performance of the array.
[007] The method according to claim 1, wherein the erasure or error
correcting code is  one of a parity code; a Winograd code; a symmetric
code; a Reed-Solomon code;  an EVENODD code; or a derivative of an
EVENODD code. [008] The method according to claim 1, wherein when
an element in the donor stripe  fails during the step of rebuilding at least a
portion of recipient information from  the recipient stripe on the selected
element, the method further comprising steps  of: terminating the step of
rebuilding at least a portion of recipient information  from the recipient
stripe on the selected element; selecting a second donor stripe  from'the
plurality of stripes when a difference between a minimum distance of  the
second donor stripe and a minimum distance of the second recipient
stripe is  greater or equal to 2; selecting a donor element in the second
donor stripe; and 15  rebuilding at least a portion of lost recipient
information from the recipient stripe  on the selected element in the
second donor stripe. [009] The method according to claim 1, wherein
when a spare element becomes  available, the method further comprising
a step of assigning the spare element to  a selected storage unit. [010] A
method of increasing the failure tolerance of an array of m storage units
that is  vulnerable to selected patterns of failures, comprising steps of.
storing k stripes  across the array of m storage units, each stripe having a
plurality of elements,  each stripe forming an erasure or error correcting
code having a minimum  Hamming distance d, and each respective
element of a stripe being stored on a  different storage unit; subsequent to
an element failure, selecting a recipient  element; selecting an element in
a donor stripe such that a failure tolerance of the  array is increased
following a rebuild operation; and rebuilding a lost element of  the recipient
stripe on the selected element of the donor stripe. [011] A data storage
system, comprising; an array of m storage units, k stripes being  stored
across the array of m storage units, each stripe having a plurality of
elements, each stripe forming an erasure or error correcting code having a
minimum Hamming distance d, and each respective clement of a stripe
being  stored on a different storage unit; and a system array controller
selecting an  element in a donor stripe when a difference between a
minimum distance of the  



donor stripe and a minimum distance of a recipient stripe is greater or
equal to 2,  the selected element being stored on a storage unit having no
elements of the  recipient stripe; the system array controller rebuilding a
lost element of the  recipient stripe on the selected element, [012] The
data storage system according to claim 11,'wherein the minimum
Hamming  distance of the recipient stripe is d >_ 2 before the system
array controller selects  the element in the donor stripe. [013] The data
storage system according to claim 11, wherein the system array  controller
indicates to the storage units storing the donor stripe that the selected
element has been donated before the lost element of the recipient stripe is
rebuilt  on the selected element. [014] The data storage system according
to claim 11, wherein the array of m storage  units is an anamorphic array,
each stripe having n + r elements in which n is the  number data elements
in the base array, r is the number of redundant elements in  the base
array, m > n + r, jm = k(n + r), and j and k are integers. [015] The data
storage system according to claim 11, wherein the system array  controller
selects the donor stripe further based on a minimal performance impact
on the array. 16  [0161 The data storage system according to claim 11,
wherein the system array controller selects the recipient information based
on an improved performance of  the array. [017] The data storage system
according to claim 11, wherein when an element in the  donor stripe fails
as the system array controller is rebuilding at least a portion of  recipient
information from the recipient stripe on the selected element, the  system
array controller terminates rebuilding the recipient information from the
recipient stripe on the selected element, selects a second donor stripe
from the  plurality of stripes when a difference between a minimum
distance of the second  donor stripe and a minimum distance of the
second recipient stripe is greater or  equal to 2, selects a donor element in
the second donor stripe, and rebuilds at  least a portion of lost recipient
information from the recipient stripe onthe  selected element in the second
donor stripe. [018] The data storage system according to claim 11,
wherein when a spare element  becomes available, the system array
controller assigns the spare element to a  selected storage unit. [019] A
data storage system, comprising: an array of in storage units, k stripes
being  



stored across the array of m storage units, each stripe having a plurality of
elements, each stripe forming an erasure or error correcting code having a
minimum Hamming distance d, and each respective element of a stripe
being  stored on a different storage unit; and a system array controller
selecting a  recipient element subsequent to an element failure and
selecting an element in a  donor stripe such that a failure tolerance of the
array is increased following a  rebuild operation, the system array
controller rebuilding a lost element of the  recipient stripe on the selected
element of the donor stripe. [020] The data storage system according to
claim 19, wherein the minimum Hamming  distance of the recipient stripe
is d > 2 before the system array controller selects  the element in the
donor stripe. [021] The data storage system according to claim 19,
wherein the minimum Hamming  distance of the array is increased upon
completion of rebuilding the lost element  of the recipient stripe on the
selected element of the donor stripe. [022] A data storage system,
comprising: a plurality of arrays of storage units, each  array having in
storage units, k stripes being stored across each respective array  of m
storage units, each stripe having a plurality of elements, each stripe
forming  an error or erasure correcting code having a minimum Hamming
distance d = n + 1, and each respective element of a stripe being stored
on a different  storage unit in the array; and a system array controller
selecting an element in a  donor stripe when a difference between a
minimum distance of the donor stripe 17  and a minimum distance of a
recipient stripe is greater or equal to 2, the selected  element being stored
on a storage unit having no elements of the recipient stripe,  the system
array controller rebuilding a lost element of the recipient stripe on the
selected element, 


