t Description DATA STORAGE ARRAY Technical field [001] The present
invention relates to storage systems. In particular, the present invention

relates to a method for configuring an array of storage units for increasing

the number of storage-unit failures that the array can tolerate without loss

of data stored on the -array. Background Art [002] The following definitions

are used herein and are offered for purposes of illustration and not

limitation: [003] An "element" is a block of data on a storage.unit. [004] A

"base array” is a set of elements T @3N array unit for an ECC. -

[005] An "array" is a set of storage units that holds.one or more base

arrays. [006] A "stripe" iR e ST@MEMRA[@’O?] n is the

number %&g& the base array. [008] r is the number of redundant
units |n Sé array [009] m is the number of storage units in the
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units in a base array plus the number of redundant units in the base array.
That. is, In = n +r. Most conventional storage arrays use a Maximum
_ Dlstanc@m&% —%MDS) code, such as parity, or a mirroring technique
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" igyogeater Ahfag&{gye @Lgrﬁgﬁrﬂagia&wﬁa@;@ the array plus the number of
a@grﬁ:dant units. ﬁﬁ%&?o@ré% gtd?tﬂé‘basgan’é In the literature, when an

: orphrcal en g or arran r|ty blocks for

aﬁémranég’ %Bﬁﬂé{?‘? ??58%% % ?@F@’?&ﬂo "de-clustering

rﬁﬁ‘i’?ﬂ/ " As@%@%@?ﬁ@ﬁéﬁ?@ﬁ%%@ﬁé’me is referred to as an

aommorphmieﬂmmmMﬁamﬂmaiawdt piche I?mselamly identifies that

tha 1encoding sechame.eeNERIWne &I%Bé%@%éiﬁﬁafﬁr an array. [014]

morphﬁ'y IsRehueua iy SReGHNRlY. BFRNAING.ASE! BLRASS 88V She mumber

of datz nanits in a base aray plus the nimber of redundant uits in the base array. That
is, m = n + 1. Most conventional storage arrays use & Maximum Distance Separation
(MDS) code, such as parity, or a mirroring fechnigue for toEéraﬁr;g';fgﬂuxes. The
minimum Hamming distance of the base array using an MDS cods equals one plus the
number of redundant onits in the base array (i.e., d = 1 + r}. For a mirror configuration,
the pumber of redundant units in the base array equals the number of data units in the
base array fr =n = 1), and the minimirm Hamming distance is d = 2.

[013] It is possible to anamorphical}y encode an array over m storage nits, which is
greater than the pumber of data units n in the array plus the nymber of redundant units
1 in the array, that is, m > £ + 1. In the literature, when an anamorphical encoding is
used for arranging parity blocks for performance, such an encoding is typicaily
referred to “de-clustering parity.” As used herein, such an encoding scheme is referred
io as an anamorphic encoding scheme because it more accurately identifies that the
encoding scheme can provide new properties for an array.

[014] Anamorphism is achieved by selectively arranging a set of base arrays w;thm an
array. For example, consider the exemplary array 200 shown in Figore 2 that usesa -



array. For example, consider the exemplary array 200, shown in Figure 2

that uses a 2 four-element code. Array 200 includes six storage units

Dldepicted in a columnar form. For array 200, to = 6. Array 200 also

includes several base arrays that are each formed from n data units plus r

redundant units. That is, for each base array, n + r = 4. The respective

base arrays are numbered sequentially asgstrlpes tin Figure 2 to indicate

- that the four-element code of array 200 is"spread across storage units DI
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number% a storage units in abase array of the array of m storage
units an ABFEEffbant units in the base array. Additionally,
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1018} The advantages of the present invention are provided by a first embodiment thatis a

method and a system for i mcreasing an error folerance of an anamorphic array of m
stoxagé units in which k stripes are stored across the amray of m storage uanits, Each
stripe has & + r elements that corespond to a symmetric code having 2 minimnm ‘
Hamming distance d =1 + 1 and in which n is 2 mumber of data storage nmits in a base
array of the array of m storage units and r is a number of redundant units in the base
array. Additionally, n=r,n 22, m >0+, i = k(n +1), and j and k are integers. Fach
respective element of  stripe is stored on a different storage unit, An element is |
- selected when a difference between a minimum distance of 2 donor siripe and a
minimum distance of a recipient stripe is greater or equal to 2. The selected element is
rebuilt on a storage unit having ro elements of the recipient siripe. Before the lost
element is rebuilt, the storage units sioring the donor stripe are made aware that the




- minimum distance of a recipient stripe is greater or equal to 2. The
selected element is rebuilt on a storage unit having no elements of the
recipient stripe. Before the lost element is rebuilt, the storage units storing
the donor stripe are made aware that the 3 selected element has been
donated so that data is not read from or written to the selected element

- as part of the donor stripe. A lost element®f the recipient stripe is then
rebuilt on the selected element. According to the present invention, the
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embodiment of the present |nvention provides a od and as%s%em for .
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of the prekant inyentiinxsle staipetamsisiarad-aaraistibaiarspyofiaient is assigned to
storage unitsecIhe@gy@fiin storage units is an anamorphic array. Each
Stiipgnas It Lelemenisdn Whishi Is (e BUIRCL data, SIEMEMSILRE o om or
base grrqy, r |se_(fﬂe number of redundant elements i the )ase array Ry

n + r, jm PREASHE SR PIEEReT Ao YR RS Spidranigeale to
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having a ﬁ{ﬁmmred across the amay of m storage units. The array of 1n storage uits is an

amamorphic array. Hach stripe has 1 + 1 elements in which n is the number data
elements in the base array, r is the number of redundant elements in the base array,

- m>n+71, jm=k(n+r1), and f and k are integess, Each stripe has a phurality of
elements, and each stripe forms an erasure or ervor comecting code having a minixium
Hamming distance d. Bach respective element of a strpe 1s stored on 2 different
storage unit. Subsequent {o an element faflvre, a recipient element is selected. An
element in a donor stripe is selected such that a failure tolerance of the array is
increased following a rebuild operation. A Jost element of the recipient strpe is rebuilt
on the selected element of the donor stripe. The minimum Hamming distance of the
recipient stripe is d = 2 before the element is selected in the donor stripe. Moreover,



Hamming distance d. Each respective element of a stripe is stored on a
different storage unit. Subsequent to an element failure, a recipient
element is selected. An element in a donor stripe is selected such that a
failure tolerance of the array is increased following a rebuild operation. A.
lost element of the recipient stripe is rebuilt on the selected element of the
donor stripe. The minimum Hamming distance of the recipient stripe is d
> 2 before the element is selected in the donor stripe. Moreover, 4 the
minimum Hamming distance of the array is increased upon completion of
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. donated so that data is not read from or written to the sslected element as past of the |
donor stripe. A lost element of the recipient stripe is then rebuilt on the selectsd

element. According to the present invention, the preferred minimum Hamming
distance of the recipient sitipe is d 2 2 before the element in the donor stripe is
selected. The selected element of donor stripe can be further selected based on 2
minimal performance impact on the donor strips or based on a minimal performance
impact on the storage system. Additionally, the recipient information is selected based
on an improved performance of the recipient stripe or based on an improved
performance of the storage system. The array of the storage system includes
redundancy based on an erasure or error correcting code, such as a parity code, a



donor stripe. A lost element of the recipient stripe is then rebuilt on the
selected element. According to the present invention, the preferred

minimum Hamming distance of the recipient stripe is d >_ 2 before the
element in the donor stripe is selected. The selected element of donor

stripe can be further selected based on a.minimal performance impact on

the donor stripe or based on a minimal performance impact on the

storage system. Additionally, the recipient information is selected based
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Figure 4?8%?&% 5{3?9%9 3 &6?%&@?@&%@6%%%% erit of the
anamorpghreerimgmoBicted in Figure 3; [028] Figure 5 depicts a second '

ttieel storafinuait-dajicreafiranyesmenzpf-therdnainomphigeREayBPisiesbrphic
in Figureagas[cggg]c@gﬂrpl%gqoicts the e;)rr%)ll rr?(i Figurt(;:] eS afttzre ﬁtelr:lormi?c?na '
d(% %jrlé?ga?g 1érljé()apﬁgmlca : :F(% %rgielg str;}r[go eﬁim[% fgltfurea‘eE.)rrarﬂa”’ngerﬁergf?l arphic
anamorﬁi’ﬁ’&y TR EL IS TR Figure 3; :
[026] - Figure 6 depicts the arvay of Figure 5 after performing a dodging operation
according to an embodiment of the present invention;
(0301 Figurs 7 depicts a third three-storage-unit-faiture arrangement of the anamorphic
array depicted in Fipure 3;
f031] Figure § depicts the array of Figure 7 after performing a dodging operation
according to an embodiment of the present imvention;
{032] Figure 9 depicts an exemplary array having eight storage tmits using a (3+3)
symmetric code; -
10351 Figure 10 depicts a system having three sight-storage-unit arrays;
[034] Figure 11 depicts the array system of Figure 10 after performing an external
_ dodging opsration according to an embodiment of the present invention; and
[035] Figure 12 depicts a ten storage unit array with three failed siorage units following a
set of dodging operations.
Mode for the Invention

1036] The present application is related to US Patent Application Sexial No. 10/619,649



[031] Figure 8 depicts the array of Figure 7 after performing a dodging
operation according to an embodiment of the present invention; [032]
Figure 9 depicts an exemplary array having eight storage units using a
(3+3) symmetric code; [033] Figure 10 depicts a system having three
eight-storage-unit arrays; [034] Figure 11 depicts the array system of
Figure 10 after performing an external dogiging operation according to an
embodiment of the present invention; and [035] Figure 12 depicts a ten
storage unit array with three failed storage units following a set of dodging
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minimum array distance will be increased. A dodging operation can occur at varying |
distances depending on the configuration of the array. ‘
16391 Figure 12 shows an exemplary storage system, indicated generally as 100,
compnsing two storage arrays 102 and 103 that are connected to & common array
.controller 101. Siorage arrays 102 and 103 comprise multiple storage units 104 and
communicate with array controller 101 over interface 103. Array controller 101 com-
- municates to other controllers and host systems over interface 106, Such a cop-
fignration allows an amay controller to communicate with multiple storage HH.‘&_');S.
[040} Fignre 1b shows an exemplary storage system, indicated generally as 150,
compiising two storage arrays 153 and 154, that are respectively connected to different
array conizollers 152 and 151, Storage array 153 communicates with array controfler
152 over interface 157, and storage array 154 communicates with array controlier 151
over interface 156, Armay controllers 151 and 152 respectively communicate with other



can be performed on all stripes that are at the minimum array distance,
then the overall minimum array distance will be increased. A dodging
operation can occur at varying distances depending on the configuration
of the array. [0393 Figure la shows an exemplary storage system,
indicated generally as 100, comprising two storage arrays 102 and 103
that are connected to a common array cofitroller 101. Storage arrays 102
and 103 comprise multiple storage units 104 and communicate with array
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r=3, anaf-‘dft‘f%emay@eﬁ %ﬁ%@‘d‘%’%ﬁé fistesereomra A0 clemsanmtsnly tree
that can eomeemany di fosdaiadmelonidatsfotinthecdixaloearitainbe first three-
stripe. Threegsnigsesiipas1espeativelvintisaigas, i $1R0:3 Bfhin a biock
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more than e eI me so e stripe. T us array
m|n|mum ave i% e’ﬁﬂ?&# g B B’é‘?’é‘i‘?ﬁﬁmﬁm’ad 2
according®b ﬁwm@ﬂﬁ iHere asetAe0, as shown in

effective mmnmdislaateemﬁffmﬁay B0Qgthedersilero MiyHiressible data loss.
a[mpememsaa&mr@w%ﬁ@@mlf@%%&m&xﬁ@s% SORSISERUOR. ST hich an X
first th re%ﬁgb%gﬁc @é!tlég%_ LéIS sg%n in Frg ure 4, in whic niire
an X within a Cates a sto age Uit Tailure. 16 This ar%&%?ggwté
arrangerﬁg?ﬁ??W%IW§ biaa ks i %@%ﬁ% P&}Eﬂzé@ﬁ%ﬁﬂ’éﬁl?}nﬁ%ﬁﬁ siripe
stripe stiff heesestrmngiphemendi Slwcemipe Dhas minimnm distance d = 1 and can tolerats no
further storage-unit failures without data loss. Steipe 2 has minimum distance d = 2,
and siripe 3 has minimum distance d = 3. Consequently, amay 300 has minimum
distance D = 1. _ _ :
- {045] A dodging operation can be performed for the second thres-storage-unit-faiture ar-
rangement by rebuilding the contents of one of the lost elements in stripe 1 in 2 well-
known manner onto one of the non-failed slements of stipe 3. Figure 6 depicts the
array of Figure 5 after performing a dodging operation. Rebuilt data in Fignre 6 is
mdarlinei Here, the element of stripe 3 on unit D9 has been donated to stripe 1
Following the dodging operation, a1l stripes have minimum distance d = 2 and,
thersfore, array 300 hag minimum distance D = 2. The configuration of the array after
the dodging operation can now tolerate one further failure without data being lost.




and, therefore, array 300 has.a minimum distance D 2. Thus, array 300,
as shown in Figure 4, can tolerate one further storage-unit failure without
possible data loss. [044] A second three-storage-unit-failure arrangement
is shown in Figure 5 in which an X within a block indicates a storage-unit
failure. In the second three-storage-unit-failure arrangement, stripe | has
lost three elements, stripe 2 has lost two elements and stripe 3 has lost
one element. Thus, stripe 1 has minimum Ristance d = | and can tolerate
no further storage-unit failures without data loss. Stripe 2 has minimum

digtagce d ﬂ%ﬂ@ﬁ&ﬁﬂ&%&ﬁﬂﬁﬂ%ﬂ %&m%%g&q%ﬁ%chauxm
array 300, gs C&Pﬁr&é%ﬂl &?«Pera“o'?b?%“ 26

performed for the seqondt rée-storage-Unit-Tailure ar- range

rebuildindTRERETHERESH %?*l‘ﬁ%%fé[ 8?&%@%@1%\%%@% distance
known mériie S5t bhevsivancdporet ikt duyl elrrets eidlopsagudFity iméminimm

~ depicts th= arvayiciihig upedsiaiies el [RHOIRG RGOS G OBRIRANeRR AWlilre ar-
s beor o ) e L S8 PGS %‘-’fﬁé&g?’ﬁ%’%@%ﬁ e 1 a2
have mrnfr&wnrj1 Ti&E an@egc%)wfn%er él’%‘g& ‘F‘? r‘f{)

distance PFamplerthe %@?%&Pﬁﬁ@ﬂmﬁtthéﬂaiﬁ%&ﬂeﬁ Mﬁﬁﬁwﬁmm&m 3of
can now tikPdcandehfuntineniadfickwith Guindith beinbutsin® JR46hyS HFitkkk D4,
th[wptoraﬁmefw&eaéwwgﬁm&'ﬂ (ﬁh@%ﬂeﬂ&%ﬂiﬁ%ﬁ%ﬁ

ina bloc@&qkﬁqﬁ; it
three-storage-unit-f % a%réffgger%ﬂgﬁfi rrpes andaﬁaﬁ%ve eacF;"r}w1 ft%qes bave

three ele ARG ORISR a2y 38z minkgire distanegd = 2.
not lost aﬁﬁerem@ﬁg%wmqmwmsmmm@mﬂt Andadgyivg slements
operationfeanthespesatpeadiar #)adirer theeestoragestiit-ialis 8f siorage units
rangemeniby. tehuilding (he £aNIGRIS &E&H\%QP&&@&E‘@M R RAGR O p of

stripes 1 ndzrif_m ﬂ.};ﬁgﬂa cII-<nown annerfour%to?: re telementso
stripe 3( or examde% The Contents of BIEHRS: AFES R plements

can be re?f&ﬁﬁ?rﬁ&‘@f@ﬁ%‘rﬁ“@@? %R%’@ﬁa*‘r%eﬁf‘éi EFrebnilise apyrpbiie Jost
on disk Dilssbuiitadmorei@ément 3 of disk D4. [047] Figure 8 depicts the
arfedgpf Fighieigaftens slodging eaamarremo@aeefﬁqﬂmﬁmﬁi@méwéé%r@my 300 of
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minimum as minimum

nce.d.= 2 and, conse uea '
distance ° Riterthe g‘éé}ém é%%g [P ?ﬁfﬁ%’ﬁ%ﬁfilﬁ?ﬁﬁo &l 4ge even
unit cont&AEFVEEIBTISENEE 2573 Hé@h‘%ﬁ’e@%ﬁﬁé“ PHRATIBARRSS Dfatiehaving
elementsdetasteipg=84stored on storage units D4are selected for rebuilding

anjgei the |asi-elamessehsiibe 4ARSCaHE €100 -0k SHOFANS B i&?fechve dlstance is

D4alrea f larly, nan
of strrpe?ﬁ%ﬁ%ﬁ%&%ﬁ%g %%émé‘%]ect r%e? d{‘ajr ?Iﬂ‘? gtorage

lost elertBiitd Fpkéarée e property of an Increased effective dlstance when a (3 + 3)code
is used. An array of sight storage umits for 2 (3 + 3) cods does not have the property of -
having an increased effective distance. A (4 +4) code utilized over twelve storage
umits also has the property of an increased effective distance. A dodging operation,
however, should ocour when the minimum array distance is d = 2, Consequently, a
~ further storage-unit failure during the dodging operation can be folerated.

10501 According te an embodiment of the invention, a dodging operation can be
performed within an amray, betwesn separate atrays, or between an array and a spare
pool, referred to herein as an external dodging operation. While a dodging operation
performed to a spare pool is possible, usually it is better to perform a complete rebuild
operation onto a spare and to perform 2 dodging operation only when the spare pool is
exhausted. This is because a dodging operation rebuilds only some elements from a
failed storage unit onto a donated storage unit, while a sparing operation rebuilds 01 of



[048] Dodging thus provides a technique to restore the minimum distance

of array 300 of Figure 3 from D =1to D = 2 after any three storage-unit
failures. Moreover, the effective minimum distance of array 300 has been
increased from d =4 to d 5, even though the system of array 300 still has

the write performance of a code having d%lstance d 4. [049] The smallest

- anamorphie array for-a (3 + 3) code in which the. effective distance is
increased is an array of nine storage units. All arrays that are larger than
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That is, 8- dedoir |o'r§t?§a§g'r‘fmrrfa15(a:iy on a ﬁ’ﬁgﬁfrf G oo lmdudes -
parity-exEHR% @%ﬁm OB apdrdre aones W&@%ﬁ’ﬁﬁ%&é@qmﬁﬁ) storage
illustrate whits BV dEncigrespprivedetdsblOa b tawialdaivaystipes eayingiaigitidn the

operatiog:2gC P g ) Qrfie SEUY HVENHQRSANSIAST JW0LKSRRIALY fé@)iud BETEY
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dlstancef’é d‘%“ﬂ?é‘[??ﬁ%%éﬁ%%@n§% NedopurandiotheiNs
internal t&REOORPEF-0F SiGFE 310vage unitsuthalianses a3+ B)0tbalensufaedSorage
?hrray 90Quidlars @@ﬂ@@f@@ﬁﬁ@&&%@%@%&ﬂﬂwﬁéﬁ%@m lﬁg é%h?%@fbc%ﬂmge
e R L TR O e i
failures. Further suppose that a fousth storage-unit failure ocours su sequenﬂy to the parity-

exchange operation. A fourth storage-unit failure is depicted, for example, by storage
unit D2 in array 1001 being shown having Xs within the blocks of storage unit D2.
After the fourth storage—ﬁnit'fajlure, arrays 1001, 1002 and 1003 respectively have
distances D = (2, 3, 3). It should be understood that another storage unit other than
storage unit D2 could fail as the fourth storage-unit failure and 2 procedure that is
similar to the procedure described below would be ﬁerformed for increasing the
effective distance of the storage system.

[055]  Stripes 1,2 and 3 in array 1001 are now only distance d = 2. A dodging operation
that 15 internal to array 1001 will fail because at Jeast three elements having distance
d=4are required for increasing the minimum distance of array 1001 from 2 to 3. Only
stripe 4 in amray 1001 bas distence d = 4. Nevertheless, an external dodging operation




[053] In contrast, consider an exemplary array system 1000, shown in

Figure 10, comprising three eight-storage-unit arrays 1001 Specifically,

array 1001 includes storage units Dlarray 1002 includes storage units

D9and array 1003 includes storage units D17 Each respective array

- 1001also includes four stripes arranged within the array. For example,

array 1001 includes stripes larray 1002 ingludes stripes 5and array 1003
includes stripes 9 [054] Suppose that after any three storage-unit failures,

a parity-exchange operation, such as disclosed by co-pending Application
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performetbfefitncirasingtbe1gffective distance of the storage system.
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elements’6 eagf‘f Bt %SS%I% WW%&HW&P&E pe 2. Lastly,
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array 10®&lesaﬂoer8ebmidmgya {062 semestriper Qripn Bmlﬁ@ﬁath[ﬁlﬁﬁke units D3 and
Figure 11Ddepifimay siusystemskiR0 of &igun,d afiek BRI f?e that an
external g&g&w&&&s&aﬂn mm(; eﬂ@?ﬁ ?L%i? Q&% % 3.% léletlement for

Specifi ,an e ement of stripe

data in Fi U #%go n erlin

selected % ﬁ it BIHt’B‘t 3589 “within storage unit D3. An element of
stip8l2 is samsteag dhseclepenis shtsisehed ingithin'storieeupkardor rebuilding 2
Lastly anfeiledrdatat sfripe chissedpeiatigattipate baditiontaostern, bRdwithishe of the

storage Whhikd of 92k YhER AR elementismalatied BA0RanSY B8 S eoment of
storage Linet cc%ntalnln t@mpa having d = 2. For purposes of this iflustrative example,
suppose that an element of stripe 8 contained in storage unit D11 is sefected tobe 2

(')

donor element for rebuilding an clement of stripe 2, and that an element of stripe 12
contained in storage unit D19 is selected to be a donor element for rebuilding an
element of stripe 1. For each of the- dodgmg selections of this ilinstrative example prior
to the dodging operation, a donor stripe had distance d = 4, and a recipient siripe (1 2.
stripes 1had distance d = 2.

[05¢9] The net resulf of the external dodging operation is that array system 1000 bas
minimum distance D = 3 after fonr faitures. In contrast, the minimum distance would
have been only 2 using only a parity-exchange operation, such as disclosed by co-
pending patent application Serial No, (Attorney Docket No. ARC-2003-0015-US1).
Consequenily, when an external dodging operation is utilized for array system 1000,



selected element cannot contain an element of the recipient stripe. For
example, an element of stripe 4 contained in either storage unit D7 or

storage unit D8 can be selected for rebuilding a failed element from stripe

| because both storage units D7 and D8 contain no elements of stripe I.
Similarly, an element of stripe 4 contained in either storage unit D5 or -
storage unit D6 can be selected for rebuilding a failed element from stripe

2 because both storage unitsD7 and D8 contain no elements of stripe 2.
Lastly, finechilvrenarsirepipedfonmairsdan tiffbiodaragainmmpadstance of d=2.
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operat.omqﬂmm mﬁ ajsmep&ﬂﬁ@ﬁmmwm W@t@ teeiay Beih sizipe bas
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further Ste a[.:fan gt 5 é%-[%g rgn z'xzmjcl %q(F an &%ement of stripe 4 has been rebuilt through &
dodging operation onio a second element of skripe 5 on urit D8, At this point, stripes 1,
2, 4 and 5 al] have distance d = 2, and sixips 3 bas distance d = 3. If a sparz is sub-
sequently made available to amray 1200, information from the stripes at distance d =2
should be rebuilt onto the spare. The elemeénts to rebuild onto the spare should be
chosen from the set of elements not currently present in the steipe. For example,
assume the element of sidpe 1 on unit D2 was rebuilt onto unit D10, and the element
of stripe 4 from it D1 was rebuilt onto unit D8. The elements fo be rebuilt onto the
spare cannot include these rebuilt clements of stripes 1 and 4. Once the elements to be
rebuilt have been selected, the information is rebuilt onto the spare in a well-known
- IMADRET. '

[063] The primary criterion for selecting a donor element is based on selecting a donor



are rebuilt onto surviving elements such that the minimum distance for
each array is maximized, as described above. In the exemplary 24-unit
array system of Figures 9 and 10, eight storage-unit failures are required
for a minimum distance of d = 2 for all of the arrays of the system. Once
the minimum distance for each array is d = 2, itis no longer possible to
perform parity-exchange operations or dodging operations to increase the
effective distance of the system. Conseqd€ntly, two further failures can
result in a data loss. [061] Over time, generalized dodging operations
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rebuilt halisdveed séldhiedvwaddhfoanmatibhbis abindd entert e spipee Hvalved in the
well-knowsemamesiPbhEa fr da Yossitaran for selagh ragdgﬁgﬂﬁlramn |

elogent s BasRd AL ARG AR AG ol Ex BEMENLINALIBRING AR drar e
impact on the donor reliabilit secondary cr erlon based on
selecting ARS8 Sg g ﬁ% 5@%§W§W§%ﬁ%ﬁﬁﬁﬁ%ﬁ fﬁ@ﬁ?ﬁ:}ﬂéﬁﬁ% en the
such as @ﬁ%ﬂé@%ﬁ@w&rﬁww&@%@rﬂéwwmmwmamwum shown
the exanipl&ipfreRiguhentantiviice [ entpofatrips Soneidahaseripy Mashytte donor
because sigipe;piadipes Mohsstdistance.andsecondariyf becasse Diovm in
and DlOEQ éqﬁ %81% %?ﬂ%l ?%z% ;{EfaIC%latlon %%t?c?ry Igmp gsga?r?pﬁ_, the

chosen forrebullding an element o rlpe
confroliers cotlid expose the individual drives over communication connection 160,

such as in the manver of 2 Just 2 Bunch of Disks (JB OD) arvay configuration. Al
ternatively, the controliers couid exchange information regarding the data to be read
and written from the locations on the storage tnits involved. _

. [066] The technique of dodging has been described for anamorphic arrays. Dodging can
be used with aray types baving a minimum distance d = 3 or more. Generalized
dodging, though, works best with symmetric arrays, .

0677  Dodging canbe used beyond simply increasing the minimum distance of a storage
system. Many other factors may be included in determining whether to perform
dodging and to choose donors and recipients. For example, the individual failure prob-
abilities of components when they are non-uniform, the combinations of failures thai '
lead to data loss, and the effects on system performance may all be considersd. Tn such
cases, the minimum distance of the system could remain unchanged following |




already contained an element of stripe 4. The primary criterion for
selecting the in- formation to be rebuilt is based on the information set that
~ provides the greatest increase in reliability. A secondary criterion is to
select the information set that provides the best array performance
following the rebuild operation. In the exajpple of Figure 12,. the elements
of stripes | and 4 were chosen to be rebuilt primarily based on their
remaining distances, and secondarily because rebuilding the chosen
elementsisdgimaxsn'eize performance following the dodging operation.

[Gg44; T hereyafidrihesinnerant ek aLarnaraize Gl B8R4l mays formed

- example of Fi s.9 and 10, a generalized dodgin ation was

oo PR g i BRSSO R ABRRIONR sypoms fomed

2, while &omaEreaIdo8shigsrerdsicthaicharBamioe direes MeveoanRAM)
array (FigioregeGievicks(puthenittie rodiptertdatiis, wetdtstdisgadeeiats: ahd tape
Thus, twadgibireswaukhibriseaiiredwitinidhs SHiRESNVRIMES B, such as
extormal ol R 0B B 05 i nor dinode 6B HAM N0y et
operation. onating an element from & donar stripe 6a reC|p|en¥ .
stripe reqiFeE HRAFAR HER5S SRS Ah D e AR ST Tt e ATk component
one stripty redivolitenbizhsd coviponcHis ado Hu sipy elopeiesmipdes draasierrad using
connectegitaficospaafoarray controller 101, as shown in Figure 1a, then
- copggpller 103scavpa ALt AREFAUARIRIAAINANDER BRAGIAE fdhrposes of

reC|p|er_1tC§tr1 esfar%é:oggg cte toﬁggaraé% I(}:ot%%olé%m[s 1{%%11 aQSd 151%’0?%@&{0 s
shown in ﬁg?.lf‘)ge hii ﬁen (_:g_h}ro e R ARG 'fexc?\angé m?grma o Ons Tay
For exanhpREafised Siatis retain din doarp S50t renrficiriaimg rideenirgly. the present
communégebioiinesiseetio h=ke0siduwhaa it et ofsaidiest, anB tircnventon
of Disks {JB&R)rREaxeORfigy RHgR phletasnatvely rihersonitaliars.aaulthe scope
exch-ang%@magg& E?%%B&Héﬁ gaa to be read and written from the
locations on the storage units involved. [066] The technique of dodging
has been described for anamorphic arrays. Dodging can be used with
array types having a minimum distance d = 3 or more. Generalized
dodging, though, works best with symmetric arrays. . [067] Dodging can
be used beyond simply increasing the minimum distance of a storage
system. Many other factors may be included in determining whether to
perform dodging and to choose donors and recipients. For example, the
individual failure prob- abilities of components when they are non-uniform,
the combinations of failures that lead to data loss, and the effects on
system performance may all be considered. In such cases, the minimum
distance of the system could remain unchanged following 13 dodging.
[068] While the present invention has been described in terms of storage
arrays formed from BDD. storage units, the present invention is
applicable to storage systems formed




from arrays of other memory devices, such as Random Access Memory
(RAM) storage devices (both volatile and non-volatile), optical storage
devices, and tape storage devices. Additionally, it is suitable to virtualized
storage systems, such as arrays buif out of network -attached storage. It
is further applicable to any redundant system in which there is some state
information that associates a redundant component' to particular subset of .
components, and that state information may be transferred using a
donation operation. [069] Although the foregoing invention has been
described in some detail for purposesg(}ﬁﬂ'ﬁ/ of understanding, it will be
ap arent that certain changes and modifications may be practiced that is

the scopk wethnd &ppemersing kuirrso/Aelcomin gfyntireap e atorage wnifs, the
embodlments maﬁﬁdbﬁmmﬁhé@tepkas Hlosha veigadinels@staiely 6 ANthrage units,

 the invention I&a@%@saktmg%z &%@@%@&ﬂ@ﬁg&@ﬁ%@% %%sm or emror

modified within th%ﬁ%’c}ope .e uivalents of the a
_Claims [001] A'MetHod for increxsng an et fpective -

storage units, fAERILH 8 ARG ﬁ@@ﬁb@éﬂdﬂf@@ﬁ?ﬁgﬂk&g@r@s oo taelement
array of at stormgedonitsstripacvhetripifrasdcobatphsadityichelenpnis.cad: donor
stripe forming Qe AaUESRKRRAI GERRAAINGERGEH AWINT SRINIMIMY o1 t0 2, the
Hamming dist T}Qfé&é’a é}aﬂe%?ﬁ&zfg ?%’& Eéc%g‘%m Ef‘ SRS kiem%zs of the
stored on a different storage uni ectin e%em N8 Jonor atn pg

when a differefEPHFEHTEE Wﬂﬂ%’i‘% eleB TR HhS MR SRR Tdhe
minimum dlstaﬁ@‘féﬂaiment stripe is greater or equal to 2, the

sef6ezpd elemeii haitgdiotadion @ QkosayexBitAANGe: GRS MBence of

recipient stripeg,andrebuiiding 2 aoﬁk%lﬁggﬂfe%{e%]gf rs%ﬁ!@dﬁ\l% réﬂﬁ:ﬁgﬂ ﬂ]ﬁw donor

selected eleme t [002] The method according to claim 1 erein t
~minimum Hamm| g distance of the recipient stripe is d ? 2 before the step

of SRcting the EASREERAFREREIRg foF At by PrRRifRE HGtrReR st to the.
to claim 1, furtFeragonmptishrgng Ste goabinstipatig e tolecsibebgeentiis been donated
storing the do%ﬁﬁHiﬂBﬁB@hﬁiﬁ:ﬁﬂJﬂ%%&@ﬁ&B@ﬁkﬁ&% BRABHRBRIQGe on the
before the stepQisehuilding the lost element of the recipient stripe on the

d element. [004].The method €cq to claim 1, wherein the
arltay fm stogﬂée&l}m (Jsdlgcg%n&él am%a %éfnég%ﬁr?tjhf) hSOTAR R s an
elements in wRREAR Wﬁ%@rgﬁaﬁé@{%%ﬁ Henath Hswiihayisiths mumber

the number of dedwirdemiscieinebisiarte iase murdyr of ednntnnjatiembdes in the base
+r), and j and ke, HteGEIS. fm = k(n +1), and j and k are integers.
[005] The method according to claim 1, wherein the donor stnpe is fnrther selected
based on a minimal performance 1 1mpact on the array,

[00s6] The method according to claim 1, further comprising a step of selecting the
- recipient information bas‘edA an an improved performance of the array.

1007} The method according to claim 1, wherein the crasure OF 81ToT cofrecting code is
one of a parity code; a Winograd code; a symmetric code; a Reed-Solomon code;
an EVENODD code; or a derivative of an EVENODD code.

[008] The method according to claim 1, wherein when an element in the donor stripe
fails during the step of rebuilding af least a portion of recipient information from
the recipient stripe on the selected element, the method farther comprising steps
of: terminating the step of rebuilding at least a portion of recipient nformation
from the recipient stripe on the selected element; selecting a second donor stripe
from the plurality of stripes when a difference between a mintmum distance of
the second donor stripe and 2 minimum distance of the second recipient stripe is
greater or equal to 2; selecting 2 donor element in the second donor-stripe; and



[005] The method according to claim 1, wherein the donor stripe is further
selected based on a minimal performance impact on the array. [006] The
method according to claim 1, furthe¥comprising a step of selecting the
recipient information based on an improved performance of the array.
[007] The method according to claim 1, wherein the erasure or error
correcting code is one of a parity code; a Winograd code; a symmetric
code; a Reed-Solomon code; an EVENODD code; or a derivative of an
EVENODD coelmi}iog kilhestagtirioraddmidingpienc laforbativhdrem tishetipient stripe
an element indﬁ&g%ﬁ@'%é‘@gtg Q;érgag,ﬁa%ﬁgipsgpgebuilding at least a
p%%? of recL%ent i o&matlo({%lfrgm the recg:plent sglge on th seletc{mﬂ‘mes
n

t, the metho ur er com rlsmg s’teps or termma%ng e at _
rebuilding at [E%EY ﬁf‘fﬁ’ﬁﬁ‘ﬁ%@ﬁeﬁ%ﬁﬁmfﬁeﬁﬁm slement to
stripe on the sd@md stmng@msaectlng a second donor strlpe from'the
plenaity of stripes-mhiest meifisienee Bﬁ%@@l&ﬁﬂ&mﬂﬁ RS ERE St \Bhits that is

second donor.giing angl Qe@@:' g‘?&??&‘iﬁn%gt % B Qhsing k stripes
stripe is greater or equal to Iectln a don ent secon
donor stripe; &1d Siég BTN i 53%1%8?{:!% plity of elements,

information fr@ﬁh?@?é&%ﬁgﬁlw%ﬁiﬁ@%@mmmmé minimum
second donorksiripendCi@isEh e, naethad: esperdingitenetaiod 4 stvielbeiil stored on a
when a Spafeﬁ%@%&iﬁg@%%@@é@éﬂ%%@ﬁ@ﬂ?ﬁﬁ%?@Iiéaﬁgaé'%&&em

a step of aSSIQPIngl{h %}1%9? E%%W%Qﬁttz% aads%?g d Sto&iagxe ur}laﬂ S tciemnce of the
method of mcreasmg t re tolerance of an ar m storag

thatis vulnerdBiE HaRestd P aHRRe %?P%R%?a?:%i‘ﬁ ﬁ@@f’é%a&f’ﬁ element of
storing k strip8% radries shiva fratpotdsosts dgecaniihe dohstsipechaving a

photdlity of elemémisiorgehystepedoimlriganameiasuse IRiERE GG &iithes being
code having agpii gk, g Aistanee di:2nd- e e LSRRG Bruratity of

element ofasﬁ%nge E)eln store .on a different storage unlt subs % enI to
an element failure sélec%lngg eC|pleﬁfm(-:-eTraﬁ1en? SRR AR emeRT R
a donor stnpé’%’éﬂ%ﬁﬁ@%ﬁﬁﬁr@%@%%é@%%e%ﬁ?%% Eik@?@ﬁﬁé stripe being

following a rebigiiel operdifisrerinidreb wilttingdelostatomentofitiershipiaptn

stripe on the silpeiecheldnentebtheaonartiing (kA Jalaisiandamnce of the

system, COMPIRIRG:AN, 3HEY Qi-Ih3IORLE WIS, KSHRESA: gm@ et%):é?gr equal to 2,

across the arr%g OE m Storage | nlts eg% Strlé)e haw?l%ah% ralit ??

elements, eac Sstrlp ormlng an aSlfre PSP EoIPaThft % the

minimum HarffARigPHiSERa s vARE: eBeh w‘@%‘fi@éﬁ@‘é’l@ﬁéﬁﬂ@ﬁ&%@ﬂ&bﬁf the

being stored mripiifferigavstibrageunit:landm system array controller

sgtasting an giaeRAtsBracd eNAEs RS IHIER s eICHEREBRME 8idnnm Hamming

minimum dIStﬁﬁ?a?w%fe}pﬁla recipient stripe is d > 2 before the system array controller selects
the element in the donor stripe.

[013] The data storage system according to claim 11, wherein the system array

controller indicates to the storge units storing the donor stripe that the selected
element has been donated before the lost element of the recipient stripe is rebuilt

- onthe selected element.

(0141 The data storage system according to claim 11, wherein the array of m storage
units is an anamorphic array, each siripe having n + r elements in which n is the
number data elements in the base array, ris the number of redundant elements in
the base array, m > n +1, jm =k{n + 1), and j and k are infegers.

{015] The data storage system according to claim 11, wherein the system array
cantroller selects the donor stripe further based on a minimal performance impact
or the array.



donor stripe and a minimum distance of a recipient stripe is greater or
equal to 2, the selected element being stored on a storage unit having no
elements of the recipient stripe; the system array controller rebuilding a
lost element of the recipient stripe dff the selected element, [012] The
data storage system according to claim 11,'wherein the minimum
Hamming distance of the recipient stripe is d >_ 2 before the system
‘array controller selects the element in the donor stripe. [013] The data
storag{e system according to claim 11, wherein the system array controller

inditAtes to théRGPARAETRERSEXSHRF AR R PLaldd tirhemie the Ryster array
element has bewrtrdinmatdath éforecibieddsfeiamen badethen recipiebtainpddSnance of
rebuilt on the gglgeted element. [014] The data storage system according

torglaim 11, W%Ee&%m I gf@stor e.u its is, an anamorphic array, .
ea[gh@g?ripe hayingn +r e|%_{%gnts |ﬁ°\?ﬂ%?§f’rﬁ§i ?ﬁtgslr?fj% Ser tata & er%%%%’tmths
F

in the base arARoF AR HSHOEP SYSer AR SoRROHE f ehpiiag s Lwst a porton of
array, m > n +ecipieat gfosmaroarfoojrathd fkapiein tegmron 04 Sidinel datacnt, the
storage systenyges0itiRgdareiémelhine rebilln SR RN e e  om the
selects the do%ﬂ%ﬁ%@@@&eﬁ%ﬁﬂ@ﬁﬂ g&?éc?se%%@n?%edﬂ 8 from the
on the array. 1 61.The data stor stem accord|ng to claim 11,

1. age s
wherein the syStem ﬁ%@mc%ﬁt‘fgﬁa??é%&g% PRI MO diaRes 45 iy second
on an improvetPPE Bt AR & BintREE S of [ recendaesipieny erpsie greater or
according to ctgirl 1017 \stievsindvhercimsicm éntsivshé daan ol pedfailsiids a:
as the systemiagiay ganiroliabiseigingoatleRs R RSNl AeGiRie Rl the
information frqg&&r&g}gé&q%ﬂ%&g&t@&gﬂ%ﬁted element, the system
' re Ing t

ar @ygontrolle{,%e_r Inates rebul e recipliet ff’informati.on from the
rediplent stripe B SRS B B AGETHUBE Rl dd cHRFAB bR frfgare clement
from the plurdiRSPBEsETpIHTEn Bistifferarceobsalesnsigm thinupare slement to a
distance of thesgfseahdodenatistripe and a minimum distance of the

sqoogd recipientsiing s RAlR! AeaMaba2ra5/0els agonanalementing
the second do&g{ o

he s Sy AV B S el e

donor stripe. [OFB TSR0 (HHE Ry SR S BT GFY tOEeHie £ade having a

wherein when axipire Braming disusmésrd edtdieptedve piteminiaytripe being

controller assigosdhe spfferalementton; selecipateragaumbild 19bfing o

data storage S¥si§Bh SRR SRR SldRSI0R08 Qﬂ&?&l&%&pﬁsﬁement na

: being donor stripe suck that a faiture tolerance of the array is increased following a
rebuild operation, the system armay coniroller rebuilding a lost element of the
recipient stripe on the selected efement of the donor stripe. |

[0203 The data stﬂfage s}fﬁtam according to claim 19, wherein the minimum Hamming
distance of the recipient stripe is d > 2 before the system array controller selects
the element in the donor stripe.

{0211 The data storage system according to claim 19, wherein the minimmm Hamming
distance of the array is increased upon completion of rebuilding the lost element
of the recigient stripe on the selected element of the donor stripe. ‘

10221 A data storage system, comprising: a plurality of aways of storage units, each
array having m storage units, k stripes being stored across each respective array
of m storage units, each stripe having a plurality of elements, each stripe forming
&n eITor Of erasure comecting code having a minimum Hamming distance
d =1+ 1, and each respective elernent of a strips being stored on a different
storage unit in the array; and a systemn amay controller selecting an element in a
donor stripe when a difference between a minimum distance of the donor stripe



stored across the array of m storage units, each stripe having a plurality of
elements, each stripe forming an erasure or error correcting code having a
- minimum Hamming distance d, and gach respective element of a stripe
being stored on a different storage unit;. and a system array controller
selecting a recipient element subsequent to an element failure and
selecting an element in a donor stripe such that a failure tolerance of the
array is increased following a rebuild operation, the system array

controller reb%a&&m&@aﬁ&mﬁ&l péﬁ;{geqygqsa&@ab 'ﬁPé?ﬁleselected

element of the gdonor strip Th data st a maccog%
claim 19, where?rnn?ﬁ{ 'nmum amS%n% én%ué EHRETEEIBR S%B%antsmpe

is d > 2 befor ﬁ@’%@%ﬁ%ﬂ&l@&ﬁﬁ@ %&ﬂtﬁéﬂ&@rﬁ%ﬁmﬂa@m stripe on the
donor stripe. [62&jidddedsts. storage system according to claim 19,
wherein the minimum Hamming distance of the array is increased upon
completion of rebuilding the lost element of the recipient stripe on the
selected element of the donor stripe. [022] A data storage system,
comprising: a plurality of arrays of storage units, each array having in
storage units, k stripes being stored across each respective array of m
storage units, each stripe having a plurality of elements, each stripe
forming an error or erasure correcting code having a minimum Hamming
distance d = n + 1, and each respective element of a stripe being stored
on a different storage unit in the array; and a system array controller
selecting an element in a donor stripe when a difference between a
minimum distance of the donor stripe 17 and a minimum distance of a
recipient stripe is greater or equal to 2, the selected element being stored
on a storage unit having no elements of the recipient stripe, the system
“array controller rebuilding a lost element of the recipient stripe on the
selected element, :




