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TOKEN BUCKET PARAMETERS COMPUTATI ON FOR GUARANTEED SERVI CES IN A DATA NETWORK
COPYRI GHT NOT| CETPHOBFCHEGN PRHANETERSe FeMEVIRSIORFER i GURRANERED SERMIBERAN 20

copyri ght protect?Pd NFH®RKcopyri ght owner has no objection to the facsimle
reproduction by anyone of the patent 5 docunent or the patent disclosure, as
it appears in the United States Patent and Trademark O fice patent file or
records, but otherw se reserves al COFPYRIGHIoNOTdIopyri ght what soever. The
folfowi ng notice applies to the software and data as described bel ow and in

the drawi ngs her ¢2081] Cafayitdigdil hefeih i2RRRrial btk sERIEAQS BbhRTEht MrdtedBodN e
Reserved. FIELD 10 [0002] An enbodi ment of the invention relates to data

networks in g ¢ & L fd B@lel s rant i.CQ.iN ata
net wor k. BACK NDmv1[%%)}((])h(fl:%ri?i E)I r??egﬁg{‘eéda&ﬁééc\%\bnﬁl% I%gﬁog??tﬁoﬁle%f %&ioﬁhs@ﬁg’%‘? refers
to the setvi ided for network traffic. . t.i ar type of quality of
service igs " gﬁ%%eﬁ‘?%%@e?é‘%&f @léﬁloi“ﬁe’ aféfa%?ie%rﬁ‘ HE@HEE&Q‘@%H&T&@W?%@WKa
transm ssi on if} guarar}teed to be no nore than a certain delay bound or limt.
Guar ant eed sEHFRAEE epx jeendaruy ofhepwis eservenald debis te the dopy Gt wigptstiessi on
critical comunications, including voice over Internet technology (voice over

| P or Vol P), Tihs foleingantitetmnliveto tesnfwticandidataus ddsdribetl bahspaid inthé ce dat a,
and virtual private networking (VPN), in which the Internet or another public

20 communi cadiaengsdiden CopyiROof 102! Ined EReFdrattn, AII Nahes REkWk data. [0004]
In order to guarantee an end-to-end delay bound for data traffic on a data

pat h, each node along the data path nust guarantee a delay bound and the sum
of the per node delay bounds is |imtedghephe end-to-end del ay bound. One
data traffic capacity I

10 [0002] An embodiment of the invention relates to data networks in general, and

more specifically to guaranteed service in a data network.

BACKGROUND
[0003] In a data network, quality of service (QoS) refers to the service provided
for network traffic. A particular type of quality of service is “guaranteed service” in
15 which the end-to-end delay for data transmission is guaranteed to be no more than a
certain delay bound or limit. Guaranteed service is particularly important in services
involving mission critical communications, inclnding voice over Intemet technology
(voice over IP or VoIP), in which an Intemet connection is used to transport voice data,
and virtual private networking (VPN), in which the Internet or another j:ublic
20 communication medium is used for transport of private network data.
{0004] In order to guarantee an end-to-end delay bound for data traffic on a data
path, each node along the data path must guaraniee a delay bound and the sum of the per

node delay bounds is limited to the end-to-end d elay bound. One data traffic capacity



WD 03/ 107607 PCT/ US03/ 18308 systemthat may be instituted in a pode of a
network is a token bucket. However, in order to utilize a traffic capacity
syst em such™4303410f@ken bucket nmodel in a network and ensure pEhakoisdp ay
bound is net, m ninum paraneters need to be established for the traffic
*capacity system The required m nimum paraneters that will enable the

systemto r, I within the .delay . upper bound are d ndent upon, the data
traffic patsg %?‘?%%%é?ﬂi kem ﬁ%’ﬁeﬁlﬁ?ér‘%ﬂe gfﬁﬂ%ﬁ&’ $a e al?g‘%g‘lcﬁorfIRWPYf‘éflﬁli%ﬂer
systems, there,is no_efficient and effective mechanismfor determning the
m ni mum par@rElies s trafligcappcityrysamrsagh pna inkge buelet maske! inp petwotlesd e ce
requirements for a particular data traffic pattern. BRI EF DESCRI PTI ON OF
THE DRAW Ndsite0lelay0mbd Thmet, minintino parmmetres hegtio bedewblited fHythe @heig i ng to
the followi ng description and acconpanying drawi ngs that are used to

i T ustrat e cepiodtisyBsins THe relidred My RRM PaArantdterk A FiAHAY ;t)hcé %%;?J tog*%ﬂgi;?: 1

is an illustration of token bucket operation under an e

Lechnol agy "nr e hish e e BlhencatRhBAM G b Fp R gBRGE s | o

illTustratiogn of an,exenplary network architecture in which an enbodi nent
of the i nvERTTBH Rty C%[VFIP Cﬂ’élej‘?e“é{%‘ f{%féegystwgab%m,s peefficianpendeffgotive

illustrating the determ nation of an optiml token 20 bucket size under an
enbodi ment Techenism;fex et eimning DETAIIEDNDESCRY R (M 46 th0iredimetdonid raed
apparatus are described for guaranteed service in a data network. 100111
In the fol Zowiangedeseiceptiiremehariot Hpamivilaosas traffigpuplanat i on. nuner ous
BRIEF DESCRIPTION OF THE DRAWINGS
10 [0005] The invention may be best understood by referring to the following
description and accompanying drawings that are used to illustrate embodiments of the
invention. In the drawings:
[0006] Figure 1 is an illustration of token bucket operation under an embodiment
of the invention;
15 [0007] Figure 2 is an illustration of traffic specification technology under an
embodiment of the invention;
[0008] Figure 3 is an il]ustratjon of an exemplary network architecture in which
an embodiment of the invention may be utilized; and

10009] Tigure 4 is a flow chart illustrating the determination of an optimal token
20 bucket size under an embodiment of the invention.
DETAILED DESCRIPTION
[0010] A method and apparatus are described for guaranteed service in a data
network.
10011} In the following description, for the purposes of explanation, numerous

25 specific details are set forth. However, it is undersiood that embodiments of the invention
)
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.S 25 specific details are set forth. However, it is understood that
embodi nents of the invention 2 WD 0311 0 760 7 PCT/ US03/ 18308 may be
practi ced wWMheXit0?®hese specific details. In other instancespcwekisignzwn
circuits, structures, techniques, and devi ces have not been shown in
~detail. 100121 Enbodi nents of the invention include various processes,

which w | : . Proce S v _be perf d by. har dwar e
conmponent s Iggy l?rggl%gﬁedelagﬂteﬁg I g%giltégl&?m&g E}lfﬁ‘zﬁl&g%d?sgﬁcgs’i%@['ﬁ%w ,I{SWhi ch
maybe used to cause a .general - purpose or special - purpgse processor or |ogic
circuits prsgﬁlf;%ff"gﬁla‘i‘?stﬁ‘gldg’h%eﬁg‘%‘f??fr@ﬂi‘ﬁjww khe processes.

Al ternatively, the ﬁrocesse_s may be performed by a conbination of hardware
and sof tware. Tei0fHol ByhodirgntsGd1s] inBeitomendede varim gravesses ewhich mill be
environment in which various enbodi nents of the present invention may be

| npl enent ediesariired beRMWTBThdwrocWstd mBEbelpadorntddtyUaRRtire thinpordM bGRky BO Wi | |
briefly be defined: 100141 As used herein, "quality of service" or ™QS"

means the aualddied iRmReMKL %cut%l?ﬂsﬂ%gﬁ&ﬁr\vﬂﬁh\gg{)}iﬁ){e;l?sggté ballskl,C- 15 100151

As used herein, "guaranteed service" neans a ( service that

uar ant ees he end-to-.end delay for a data flow does not. exceed an
gpper bouncéeg%b&]é‘%‘)%c%rﬁpa‘flﬁ' 8P rﬁg?weﬁ%odioﬁg?ﬁ'c B T Fumadnth eqat a
traffic pattern.s transmtted in a network, with the network traffic

bei ng conprPEBHBES @acHopa deprecessyte bl anty chb thepreeasesimenbe parfarmed by a
invention, the network includes a traffic control 20 systemto control the
dat a tr af f icembimanon Af baddiangandsofivaesrbodi nent of the invention, the

network utilizes a token bucket controller nodel in a traffic control
system According to

Terminology
10 [0013] Before describing an exemplary environment in which various
embodiments of the present invention may be implemented, some terms that will be used
throughout this application will briefly be defined:
[0014]  As used herein, “quality of service” or “QoS” means the quality of service
provided for network data traffic.
15 [0015] As used herein, “guaranteed service” means a quality of service that

guarantees that the end-to-end delay for a data flow does not exceed an upper bound.

{0016] According 1o an embodiment of the invention, a data traffic pattern is
transmitted in a network, with the network traffic being comprised of data packets.
According to an embodiment of the invention, the network includes a traffic control

20 system to control the data traffic flow. According {o an embodiment of the invention, the
nerwork utilizes a token bucket controfler model in a traffic control system. According to
an embodiment of the invention, an upper bound is prescribed for delay of the data traffic
and, utihizing information regarding a traffic pattem, a parameter for the traffic control

system 1s determined such that no delay of a data packet exceeds the upper bound. Under
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.an enbodi nent of the invention, an upper bound is prescribed for delay of
the data traffic and. utilizing information regarding a traffic pattern, a
par anet er fWP BHRTaffic control systemis deternined suchetivatosmasse! ay
of a data packet exceeds the upper bound. Under WD 03/107607

"PCT/ US03/ 18308 a particul ar enbodi nent, the determ ned paraneter is the
size of a token bucket .. According to.an enbodi pent of. t invention, the
et or m nod " gari EFSb el BF Hr o ArtaEleest PR dzeditalplen BiBRh: Tons
conplying with the delay upper bound. [0017] Under an enbodi nent of the

i nvent i on, “:¥°PidHE oansmtosine s tecnsentios) thedetermmed prrampeter isdhe miniauing
froma network data flow and passes information regarding the traffic
patterns tgagnmmtasiatenants dEseatibits cahiilings péhithe delty oppdrBuil. engi ne.
According to the enbodinent, the engine converts the rawtraffic pattern

data into flow qpeeif ig@ic af SnABEimdt 8¥idesvdiien d Qé{Yﬁ%%gﬁﬁEﬁui GAeLRPSolieRts?
QoS service provider. The flow specifications are wused in the

speci figat i %;\att@ r [ rQl.. Uader .an_enbodi t of the
i nventi on, 'riﬂﬁg% Ef# cessfo’nﬂsgntlofa q}eﬁgﬁiidg{ap% Eeilfgér)lggsg%sslggoccgﬁgﬁir%%g%n%ﬁegrafgc
real -time basis. The utilization of real-fLinme processing for data traffic
control raiPBLCTERIP %PFFW@H@}}E%FBW#%FB@%W@ (&ﬁéﬁmﬁm%ﬂw gto the
inmportant in_ nmintaining efficient network operation. 10019] Under an
embodi ment cgmodeent.iheprgionconyerts Kemaluti{he pattamn detalinto fiow speediicatidng amd
purposes of traffic control. Token bucket data controllers, which nmay be

utilized i providesfthé fowhppefisationwitd & RS, servitt 1868ide MThoflbw speafivaIds: G
devices, allow for limted delay for data packets. According to an

enbodi nent yseeinaneshRatcanREKEISs nafre doffBpr arily cached in a queue
associated with the token bucket controller. For a given traffic pattern

ot anl 1 2hed 1o U o Wtk AR bR bPF RS pERRTRLE e petcaper
bound. In particul.ar,, a token bucket_size. paraneter. is determ ned that is
Che. m ni muih EFPBPLfs WeireaLupatees Thatiaionsl Ey-ipamoccssing for daa
traffic control makes the efficiency of the processing algorithm extremely important in
maintaining efficient network operation.
[0019] Under an embodiment of the invention, a token bucket controller is used
15 for purposes of trafﬁ.c control. Token bucket data controllers, which may be utilized in
traffic shapers, switches, routers, and other networking devices, allow for limited delay for
data packets. According to an embodiment, delayed data packets are temporarily cached
in a queue associated with the token bucket controller. For a given traffic pattern and a
prescribed delay upper bound, token bucket parameters are established to ensure that no
20 delay of a data packet exceeds the upper bound. In particular, a token bucket size
parameter is determined that is the minimum size that can guaraniee that the delay upper
bound is not violated.
10020] Figure 1 illustrates a token bucket model that may be utilized in
connection with an embodiment of the invention. In this illustration, a transmitting device

25 1051sransmitting data 1o a receiving device 115 over a communication path 110. The
4



.bound is not violated. 10020] Figure | illustrates a token bucket nodel
that nmay be utilized in connection with an enbodi nent of the Invention. In
this illustwatidoemeon transmtting device 25 105 is transm tgdmgsidaksugt 0 a
receiving device 115 over a comunication path 110. The 4 WD 03/107607
-PCTI US113/ 18308 4 transm’ tting device 105 and receiving device 115 may be

any device or ut.er tmork i n¢cl udi ng any network server,
switch, roul Y“%?% @FF{T]%B‘?]V% yice d 4% may bsranyydovismor sydemana i s

transnitted |n the formof data packets, with the data packets being of
varying si z€5PHI nghrark mgludingvay instieotk sermer, sWiteh,datter, wlickistystenh onothen 5
Figure | are a first data packet 120 of size pl and arriving at tinme 11, a

second dat adqyizcloe bystdd5 Th dsiadetrpRndned @rthe YorigoRdatd pakek2with thdiiss dat a
packet 130 of size p3 and arriving at tinme 13, and a fourth data packet

135 of si zepfpHetaBeing@bf i ﬁiestah@%'x% #-vali eSA‘STﬁg@XYQ phacelt: sigg(v?l A the

varlancelnthe size and arrival tine the data packets resu

certainagi i Ctivity dcert in time ds wiith 10
“bursts” ?ﬁﬁ&%l"?%%% ‘{Aéapacé?ﬁ?@ iF’éCBi?}?; %‘?EHJ%%FG%% %Sfa'% UBRAGkSLt | er
utilizing a,{25 z.hedul ing counter, which may be illustrated synbolically as a
t oken buckel?SPi612¢Pp ap¢AEIVIRg 31§16 fa4 3 Bid darerackrdIOmisiestrs 210 aniving atdbne
tokens periodically froma token generator 145. The token bucket

control | er kegdadewsh dite phtlonl 3 otfatep, didertivkgat thmeket control ler allows
certain bursts of data, such as represented in Figure | by the second data

packet 125, the [0621jhi Adl sitatminFEgiets, R Garianst il e §1@¢léﬁdﬂarﬁ%ﬂuﬁé16}é &k aidd
arriving in close sequence, but the systemlimts bow large the bursts of

data traffiuckadreRits h@rthgveh génoq@ hfﬂt%"é&tf\utyr aﬁﬁ%eﬁ%ﬁqnﬂg pérho SRS

For each particul ar nunber of tes rel ease e ne
10 “bursts” of data. The data packets are processed through a flow controller utilizing a

scheduling counter, which may be illustrated symbolically as a token bucket 140. In this
illustration, the token bucket 140 receives tokens periodically from a token generator 145,
The token bucket controller regulates the flow of data. The token bucket controller allows
certain bursts of data, such as represented in Figure 1 by the second data packet 125, the

15 third data packet 130, and the fourth data packet 135 arriving in close sequence, but the
system limits how large the bursts of data traffic can be. The level of data flow is
regulated by the tokens. For each particular number of bytes released to the network, one
token 1s used and removed from token bucket 140. Under a particular embodiment, one
token is required for each byte of data that is released. A token generation rate

20 represents the number of tokens that are gencrated per unit of time. The token Bucket 140
can hold a certain maximum number of tokens b, the token bucket capacity.

[0022] According to the illustration shown in Figure 1, a data packet that has

armived will be released when there are sufficient tokens in the token bucket for the
number of bytes contained in the data packet. 1f there are not sufficient tokens available at

25 aparticular time to release a data packet, the data packet is held, or stored in a queue 150,
5



.token is used and renoved fromtoken bucket 340. Under a particular

enbodi nent, one token is required for each byte of data that is rel eased.
A token geneoasnwnorate 1 20 represents the nunber of tokensdhatizakss
generated per unit of tinme. The token bucket 140 <can hold a certain

“maxi mum nunber of tokens b., the token bucket capacity. [0022] According to

the illustration shown | iqure 1, dat a packet that bas arrived will be
rel eased xﬁ%@ﬁ m?%eémﬁi%ﬁs %Pﬁaﬁﬁlsu&cﬂk‘éﬁéokeﬁs %‘Hé‘ﬂf ke k40de aflgw t he
nunber of bytes contained In:the data packet. If there are not sufficient

t okens avaifaBpmissign. Ynderp pratievleudnabodiment, the tokindasbetal anelupesciesametetse
data packet is held, or stored in a queue 150, 5 WD 03/107607

PCT/ US03/ 18308 wirtré I istthk erkeg®neaatae add b igeeesianasichaidiec itaner iekens for
t oken bucket 140 to allow transm ssion. Under a particular enbodi nent, the

t oken buckembddithenn6f he eSvPALATRE giééledﬁg glpaggs uﬁ%ﬁlggf a tokeh Iﬂﬁclh? ken bucket

rate and b is the token bucket® si n I nent O € invention,

t he quege ' ti lihzed, f a ken ket, i sufficiently |arge
to-hol & any Leib ke KA AR e adbe AR AR i Tt Fedi ot i alfsereria
wi || have a.certain maxi numsize of a data packet, which may be denoted as
in. 100231“‘3ﬁ BYC ST BEr TR si3f of pdatapaekti whichmemee dpvatedaser. 145 and

t oken bucket 140 conprise a count er that increments at a constant rate r
wi th a maxi num ¢H281 eban Fhbodiownt ef the snvietos relamegtnéatordashndadlanpacket
that is released, wth, for exanple, 10 the count being reduced by one for

each byte bhelket 140 cghprieetcouhfer i itPeNéME at ScaiRtanBiatey wiHhlith Sliffin SRMpt
for the release of a data packet, the data packet is held in queue 150

until  theofBUThEEIrRAGHBScrBnSHEd ;raiye«apg 9&@ggékgétﬂg@ﬂﬁlvrgfegﬁﬁom&lngggx%g@g,r

packet in queue 150 creates a de ere’i’s

bound esgGll data del ay,. the iS,a . questio egarding the m ni num
si ze rg(?Jui ﬁ{g’d’% ﬁ gtrge?‘{ﬁsre 3‘lz<eéﬂ)ybﬁ%§kf8f eqch%g?%@f‘mtggggﬁﬁr gf @Sgﬂaﬁ?’d Pekdt aser vi ce
in which the.del ay upper bound is not exceeded for any data packet. 10024]
Figure 2 | STckphounlfordhersicass oEs daie packebfiee depaskebts hold i queve 150 until

the counter reaches a sufficient count. However, holding a data packet in queue 150
creates a delay for the data. If there is an upper bound prescribed for data delay, there is a
question regarding the minimum size required for the token bucket in order to ensure

15 guaranteed service in which the delay upper bound is not exceeded for any data packet.

[0024]  Figure 2 is a block diagram illustrating the operation of a

measurcment-based trafiic specification system 200 under an embodiment of the
invention. The system 200 may exist for any observation point in a network. In this
illustration, data in the form of data packets is transferred from the preceding point in the

20 network, designated as Point A 205, to the next point in the network, designated as Point B
210. The data traffic will fiow through traffic pattern collector 215 and QoS provider 220
on to the second point 210. The traffic patiem collector 215 collects information
regarding the traffic pattern and provides the information 1o a measurement-based traffic

specification (MBTS) engine 225. The information may include the number of data



.measur enent - based traffic specification system 200 under an enbodi nent of
the invention. The system 200 may exist for any observation pbint in a
networ k. | WPHBR076)T | ustration, data in the form of data packelGsizmssos
transferred fromthe preceding point in the 20 network, designated as Point
‘A 205, to the next point in the network, designated as Point B 210. The

data traffigedtt teckivOyy 4 DL ffic patt ol l ector, 215 and (pS

provi der 220 on %o the gg@g%ge%éi%ﬁ{al%ig&, etﬂ?flﬁ}efai?éﬁlb%ﬁ?aéﬁﬁ%@d}@ €t or 215
col l ects information eqgarding..the traffic pattern and provides the

i nformati onna %erggatﬁ%eagﬁgg)@ﬁ?mﬁgg%‘amtiléffi c specification (MBTS) engine
225. The information may include the nunber of data | 6 | WO 03/107607

PCT/ US03/ 18308 pA8It sThelddd Reengined® Ssionwerty the auwh infatraatipmaiegdrdinarible tilva ti me
at which each data packet arrived at the traffic pattern collector 215.

100251 The MBS tedgiarflov @feciftrationy. SUkdve af @bb A IBE iHRAnveadah dhogolkhe data
pattern to data flow specifications. Under an enbodi ment of the invention,

the {108 5 spdtdicnatensinde b il MBdsihol RO NS ROINS, 825, BES ikt e form

of optimal token bucket paraheters r icp

results det 1 ngi ne. 225 are then made avail able to the
Q0S ser Vi C(;D% %@é ?%g}r%yefég&ttﬁggaaﬁagicr@%ﬂi resulisiistaraneddry, thBTS gaging n
this descrifg ion, in qrder, Ejgﬂetfaci |itate_explanation, the traffic pattern
col | ect or arq then By3de awtilpbledofioQp serviczprovife 06T osgamepi@tg and t he
10 reporting pechani sm 230 are generally discussed as if each is a single

funct i onal Tefshanism23heNote thahia thisniesdription piardrder e thciiytate kR E RnNad, SStraffic
el enents maybe consolidated and/or distributed differently than as

descri bed. pRtemerBendre?] Sathe GoBedriion prATIP 220, MRk RITETY as’oinéﬁz@%%mé”bef of

| ogi cal or physical devices or on a single logical or physicadl device.

100261161 guégorting echablsAebodh QLRI aide REGIR R EXCTEY W0k ALRLLEGLYr e that

may

However, the functions performed by these various elements may be consolidated and/or
distributed differently than as described. For example, any function can be implemented
on any number of logical or physical devices or on a single logical or physical device.
[0026] Figure 3 is a block diagram of a exemplary network archilecture that may
15 include an embodiment of the invention. F; gure 3 is intended as a simplified example, but
the embodiments of the inventions may be implemented in many different environments.
In Figure 3, a network 300 is illustrated, which may include one or more servers. In this
example, the network 300 is shown to include a first server 305, a second server 310, and
a third server 315. The network may include one or more clients, shown in Figure 3 as a
20 first client 320. a second client 325, and a third client 330. In this iljustration, the network
devices are connected by switches 335 and 340 and by routers 345, 350, and 355. In one
example. the first client 320 may request certain data. In this example, the data requested
may be supplied by multiple sources, including the first server 305 and the second server
310. With data traffic control under an embodiment of the invention, data traffic in the

network may be measured at any point in the network. According 10 an embodiment of

—
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15 include an enbodi nent of the invention. Figure 3 is intended, as a
sinplified exanple, but the enbodi nents of the inventions may be

i npl ement edwiorsareygy di f ferent environments. In Figure 3, a]quwgﬁhsﬁgo i's
illustrated, which may include one or nore servers. In this exanple, the
-network 300 is shown to include a first server 305, a second server 310,
and a thirdmservep 315. TBg net wor k na% i ncl. ude one or .nore clients, shown
in Figure 3"x&VENNoR Spiteh 833 maysensyihe dafa Saflirrsseqinted withAbe farigeryer 399 d
client 330. In this illustration, the network devices are connected by

swi t ches 33%ddheisczand samdedd O duperticubu3he 850untarddra®ficat dny tonemagbanpl e. t he
first client 320 nay request certain data. In this exanple, the data

request ed detgrtineds inepidisghwhytheithtriepr€beet0f 8sch tHdTaE Wlied WHAe fHertodrris AhMEr '
305 and the second server 310. Wth data traffic control undér an

enbodi ment. ieforidafon, WYERi s 1R AIPLEE 308 LETARCAR WBLH H1R, B8, feasur ed

at any point in the network. According to e 907607
PCT/ US03/ 1 i.hvention, swtch, 335 sense the data traffic
associ a?/ed%&{]ﬁeb a inrc’%‘i ISPy 48sor S%ﬂnnl?]\ﬁ/’em@% E‘é‘rt(i’égc §9¢ not gxceed

particul ar, the unt of traffic at_any time nmaybe determ ned, including
whet her t hePdPRFEOBiRd prescgbedhiogdatadelai c | evel s. Using the traffic data
information, the data | oads on the first server 305 and the second server
310 may be 5 adjl082Hd becrding e edembodierassithy inventibgthethimiicever BDS i Hehat
data traffic does not exceed an upper bound prescribed for data del ay.

10027] Acc muﬂjengotaq)rameeﬂmwugﬁmn gdatd fo&hé AL e prlolife ﬁa@iﬁd%il%it{ﬁﬁeoréw

may be subject to a profile en supplying data to the networ

Lo &t F oot Al bf 8 koSOl d e Bl 810 8¢ e LEATSERS B0 AN a0

"pburstiness" of the data tra rom the server.

may be 4npl ed at_switch. 340 to deter, e the traffic pattern
char actlgri sof% ?%2.5“‘1%0&?‘ Y ﬁ%@ﬁ?ﬁ%‘mﬂ ) Svflfr%‘r}i“r(f\}%Hﬁﬁweéh?jgﬁﬁcwﬁ?%l | er
may control .the traffic to insure that the required profile is maintained
whi | e i nsurfHgeersticsgimdshirenbodimeni efdhe mvpnioar, dedtasootrotleramay contratl she s
del ayed nore than a certain upper bound.

traffic to insure that the required profile is maintained while insuring that guaranteed

service is provided such that no data is delayed more than a certain upper bound.
[0028] Under an embodiment of the invention, a token bucket is utilized in a data
15 controller for a traffic flow of data packets, the token bucket having a rate that is at least
equal to the average data traffic flow. The traffic flow is comprised of r data packets.
Each data packet in the traffic flow has a particular size and arrives at a particular time.
To determine a size for a token bucket that will ensure that the delay of any data packet in
the traffic is no more than a prescribed upper bound, certain calculations are performed for
20 each data packet from 1 to #n. Under an embodiment of the mnvention, the calculations are
performed in real time as data packets are observed. The result of such calculations is a
size parameter for the token bucket, the size parameter being the minimum token bucket
size that will meet the delay upper bound requirement.
[0029] Under an embodiment of the invention, the size parameter for a token

bucket for a given delay upper bound is calewlated pursuant to an algorithm that may be
S



.10028] Under an enbodi nent of the invention, a token bucket is utilized in
a data 15 controller for a traffic flow of data packets, the foken bucket
having a raw® @pmateors at |east equal to the average data trpdfiSosfisoy The
traffic flowis conprised of n data packets. Each data packet in the
‘traffic flow has a partlcular size and arrives at a particular tinme. To
det er m ne adS| z% for toﬁe]n bucket that will_ensure that the del %dof any
dat a packet 95°Rtediagdhe’ r‘p&W glay I b levpitant e TBradiertehatrkep paekeio Uader an
certain calculations are perfornmed for 20 each data packet froml to n.
Under an entioifidamment offthe ingeritivnethcistne, patdnecterdbriteatkanrtsicketenmebé detemenéed
real tine as data packets are observed. The result of such calculations is
a size parafellews:f or the token bucket, the size paraneter being the

m ni mrum t oken bucket size that will neet the del ay upper bound

reguirement. 100?&«]&1%9%‘{ T gfencﬁg}atg s dt ﬂ: %g%'tﬂga%égg d@at% fate for

paraneter for a token uckét a given
cal cul a’;ed pur suant tr% %n ﬂ,l&orlthmthat may be S WD 03/ 107607
PCT/ US03/ 18308 7 | B 88 1Ted as the "Any-Delay TB Al gorithnt, where TB
i ndi cates a token bucket. Under an enbodi nent of the invention, the size
par anet er for t g @ﬁl@h‘lmk@@nd{my be determined as follows: Token bucket
rate = r, where the rate is at |east equal to the average data rate for
the data fl ow D & ddehdvy anpimeegeboariublds, wilereand I n are i nteger vari abl es,
where: b = a placehol der for a token bucket size

b = a placcholder for a token bucket size

d = an intermediate value

10 m = an intermediate value that will become the maximum packet size for a
given traffic pattern
[0030] A data traffic pattern comprised of data packets may be described as:
(212 (2202 )s (.2,
which indicates a data flow with n data packets, where the i-th data packet has a
15 size of p, byles and arrives at a time 7,. Utilizing this terminology, the

relation of the token bucket rate to the average data rate may be expressed

as follows:

,,P:

-0

[0031] Under an embodiment of the invention, for a given traffic patiern
, 20 comprised of data packets, a token bucket size may be determined as follows, as expressed
in pseudo-code:
b=d=p -r-D

m=p,
Fork=21ton



d = an internmediate value In = an internediate value that will becone the
maxi mum packet size for a given traffic pattern [0030] A data traffic

pattern conppiosgehe@f data packets maybe descri bed as: _ PC-”HSM“SNB
(pl,t1),(p2,t2),...,(pn,tn) which indicates a data floww th n data
-packets, where the i-tb data packet has a 15 size of p; bytes and arrives
at atimet, . Wilizing this termnology, the relation of the token bucket
rate to the averfage data rate may be expressed as follows: r' j= P 1
(r,; - r, [0031] Under _an eig‘(_)"odi m;n@ of t)he |nver_1t‘|_Bn, _égrt gi ven traffic
pattern 20 conprised Sf "0HtA Tohckbt & ~G-t'dlkent Bucketx &ile Ppe rdétler ni ned
as follows, as expressed i seudo-code: b=d =p, -rD Ill = p, Fork =2 ton
9 WD 03/107607 PCT/ U 3f75§‘§€g?{ d =max[d+Pk -r'(tk -tk-1),Pk-1 + Pk - r'

(tk +D-tk-1) Pk -r' D], b = aax(h, din = max(pk,m 5 )

5 }
b= max(b, m)
[0032] Figure 4 illustrates the selection of the size parameter for a token bucket
under an embodiment of the invention. According to an embodiment of the invention, a
traffic pattern comprised of data packets is observed, process block 405. The first data

10 packet is evaluated, process block 410. A first variable & and a second variable d are
initially set at the size of the first data packet minus the rate of the token bucket times the
delay upper bound D, process block 415. A third variable m, which ultimately will be
equal to the maximum packet size in the traffic stream, is initially set at the size of the first
data packet, process block 420.

15 [0033] According to an embodiment of the invention, a series of calculations (or
loop) is performed for data packets 2 through #. Beginning with the second data packet,
process block 428, each such data packet is evaluated, process block 430. For each of
such data packets, the variable d is set to the maximum of three numbers, process block
435. The first number is equal to the previous value of variable d plus the size of the

20 current data packet minus the rate of the token bucket times the difference between the
time of the current data packet and the ime of the preceding data packet. The second
number 1s equal to the size of the preceding data packet, plus the size of the current data
packet, minus the rate of the token bucket times a number equal to the time of the current

data packet plus the delay upper bound D minus the time of the last data packet. The third

10



b = max(b, n) 10032] Figure 4 illustrates the selection of the size
paraneter for a token bucket wunder an enbodi nent of the invention.

Accordi ng tavaps/sniodi nent of the invention, a traffic pattﬁéﬂug@jmir_gkssed
of data packets is observed, process block 405. The first data 10 packet is
-eval uat ed, process block 410. A first variable b and a second variable d

are initial si.ze.qf the first data_packet mnus the rate of
the token bu%lé%%qﬁ ?@éls{othtﬁs Sizg of ﬁi? C&HSE{P%ﬁﬂﬁ’amb? theraiedd dhastoken backst times hi r d
h ultimately will be equal to the nmaxi mum packet size in

variable in j C
t he trafficﬂ§$QE¥MﬁW¥@W%¢#?aIIy set at the size of the first data packet,
process bl ock 420. 15 10033] According to an enbodi nent of the invention, a

series of cal cul B083nsThovardbdoh)s destopiae hokimamiofeitbatibe PrRYIREVaRetldrpuah
n. Beginning with the second data packet, process bl ock 425, each such

daja packet virmbkyiabiiiaé emerﬁrvam@%?ﬂw%bl%@ﬁ%gg sf ¢l 496, %Q%Qﬁ&ﬁ‘é B i set

ackets, the variable d is set to the maxi ree nunbers, pr
D p
bl ock  435. o Hhemhkin HOBEeL gl S o th revi ous .val ue of variable d
plus the size of the g curr g{netsﬂ%g‘#gh%g%rﬁe@tt %#ﬁa ‘egﬁéthrf’ancr@“B‘Fs Y%‘ée PlkEn
bucket ti { difference en the time of the current data packet
e Pariapfe.; g]g) g V\ﬁ itheg thseg
and the tine of thE RSt Rk §9%afs "pssride thermaxizams aficithen threqurient ddfaal t o
t he size of tpe precedi ng data packet, plus the size of the current data
packet, mi A*HHEeCAie BFVicRemaEm Bucke will ege tle sizevbithe eapest dit pableett i me
of the current data packet plus the delay upper bound D m nus the tine of
P P y upp
the |ast deaafier phditepackRichavieibeeh tvaldfledt WO 03/ 107607 PCT/ US03/ 18308 0
nunber is equal to the size of the current packet minus the rate of the
token bucket tirjes3s)t g iet ax aﬁﬂ%ham%cpets to evaluate, process block 450, the
10 next data packet is chosen, process block 455. Afier the series of calculations are

performed for each of the data packets, process block 450, the token bucket size parameter

b is the maximum of either the previous value of the variable & or the current value of the

variable m, process block 460. Under an embodiment of the invention, the value of »

determined expresses the minimum token bucket size that will satisfy the delay upper

15 bound condition.
[0036] Under an embodiment of the invention, the loop in the algorithm for

calculation of the token bucket size parameter operates only n - 1 times. For this reason,

the complexity of the algorithm in time is O(n), which indicates that the complexity of

computation is linearly related to the number of data packets in the traffic pattern. Under

20 an embodiment of the invention, the space required for computation of the token bucket
size parameter is comprised of only the three integer variables 4, b, and m. Therefore, in
space the complexity of the algorithm is O(1), which indicates that the memory required

for computation is constant. The lincar complexity of computation and the constant

mEmoTy requirements indicate that the computations utilized to establish the token bucket

1
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[(0033] The variable b is set to the maxi num of either the previous val ue of

th i abl " . f. 1.h iable d, . > bl ock 440. Th
var i abre | n T AEp BRI U PR Joehicl nbf g Bete b B Revechoncueicni a

packet or the pr.evious value of the variable in, process block 445. As inis
set to the r?&’ff)aﬂﬁ?n of either the current data packet size or the previous
maxi mum si ze, in wll equal the size of the |l argest data packet after all
data packets have been evaluated. [0035] If there are additional data packets
to eval uate, prodB&]p Brkinygoiontte bedDdasenibediatiampasiicetcrabaghediSiRntsPr 0CESS

bl ock 455. After the series of calculations are performed for each of the

data packet slovpver dissekkidlel i8R, art W1 foka Rz OUGKEBE HHlchBoR & fed B the
maxi nrum of either the previous value of the variable b or the current val ue of

t he var BableghboRimdak enbodi.ment of 1he i.nvention, the
val ue of b deterni nsg(gl&g)%(%érﬁéggggﬁfégéha%%%?#ﬁc%ﬂ%iaéﬁd%ﬁﬁe&tmﬁ é%lqaﬂ%f“\kf’}’i :
satisfy the 5 hound.condi tion, [0036], Under an_enbodi nent of the

i nventi on, td%géﬁ%g&l%ﬁth? kéoagle’b%}]ﬂ segpe ofthe &Heal“i’%nT%? spesticapeAnducket si ze
par anet er Oﬁ?rates only n - 1 tines. For this reason, the conplexity of the

al gorit hm i FYHES §7& trys {9 bepgagded ssdlednative rather thaelimiging. exi ty of  conput ati on
is linearly related to the nunber of data packets in the traffic pattern.

Under 20 an enbodi nent of the invention, the space required for conputation of
t he token bucket size paranmeter is conprised of only the three integer
variables d, b, and in. Therefore, in space the conplexity of the algorithm
is O(l), which indicates that the nenory required for conputation is

constant. The |inear conplexity of conputation and the constant nenory

requi renents indicate that the conputations utilized to establish the token
bucket Il size are extrenely efficient and |ight weighted and thus have a

m ni mal i npact on system operation.



J 00381 The invention has been described in terns of several enbodi nents.
However, those skilled in the art will recognize that the invehtion is not
limted to WMee03Boabodi nents descri bed, but rather that nodijpigatipRsesand
changes may be made wi thout departing fromthe broader spirit and scope of
the invention. The specification and draw ngs are thus to be regarded as
illustrative rather than limting. 12 WD 03/ 107607 PCT/ US03/ 18308 CLAI M5
What is clained is: 0 1. A data contrd:f‘II*MM(,sonprisi ng: a traffic pattern
collector to observe a data traffic pattern, the data traffic being 5
conprised of a ﬁVhﬁftaﬁ‘F]ﬂlynQﬁﬂSUata packets; a traffic service engine to
receive data fi-omthe traffic pattern collector concerning the data
traffic pattern and to determine a data flow specification for the data
traffic paftlt ernA dite coodley estnpiadiag:i ncl udi ng the size and arrival tinme of
each of the data packets; and 10 a quality of service provider to receive
the data fl ow spafithié said if. I i,Ng the
m ni nrum data fl ow spegi fﬁg?lf%ﬂﬁgﬁg%&ﬁél fﬂtglﬁlggﬁ };edé%ﬁ{’g%lﬁifgﬂg%? gﬁ}pﬂgket S
to be transferred by - o .0 | within a delay upper bound. 2.
The datg controller c();w@flg‘?&rﬁ?ffpq%!lg}h(gfda&ao%?ﬁgi ng a reporting nechanismto
report 15 the dz%%& fl ow specification to the quality of service provjder.
3. The data contrBfieseryice engipsioreceirrdn fFomibedrfto petam spllestoricapseudiag a
t oken bucket, the data flow specification conprising a mninmmtoken
bucket size that conphd@asa traffic pattern and to determine a data flow specification for the

data traffic pattern, the received data including the size and arrival time of
each of the data packets; and

10 a quality of service provider to receive the data flow specification, the data flow
specification representing the minimum data flow specification that will

allow each of the data packets to be transferred by the data controller within

a delay upper bound.
2. The data controller of claim 1, further comprising a reporting mechanism to report
15 the data flow specification to the quality of service provider.
3. The data controller of claim 1, wherein the data controller includes a token bucket,

- the data flow specification comprising a minimum token bucket size that complies

with the delay upper bound.

4. The data controlier of claim 3, wherein the token bucket size is based at least in
20 part on the sizes and airival times of the data packets.
5. The data controller of claim 4, wherein data controller considers each data packet

only once in the determination of the token bucket size.

bk
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w th the delay upper bound. 4. The data controller of claim3. wherein the
t oken bucket size is based at least in 20 part on the sizes and arrival
times of thwodanhargpackets. 5_ The data controller of clai m4pc-yRgiHisRydat a
controller considers each data packet only once in the determ nation of

-t he token bucket size. 13 WD 03/107607 PCT/ U$03/18308 6. A net hod
conprising: observing a data traffic pattern, the data traffic pattern

bei ng conprj sed of tream ., of data packets; determ ning information
regardi ng tthe da‘?&lefal@fcﬁ’?ﬁ’rﬁﬂ’tgf ern, the information 5 including the size of
each of the data packets and the tinme of arrival of each of the data
packets; and detabservinigriglate trafficipatiernotierdata ipaffiapetien bemlgweniyaisediofip smedoh e
information regarding the data traffic pattern, the determ ned paraneter
val ue being the smal lofsihta fagkaset er value that will enable a network device
to transport the data 10 traffic wi thout any data packet being del ayed nore

than a del ay UpRRS I.mlg.gﬁl% thati no ; upt i sing:
setting a traffic econt r %a}ag—r!r;g'?eeég?%lpbglegéaﬁtghﬁﬂgpgpg&tgiﬁpﬁéﬁgﬁg%ssoci at ed
with th net wor k devi ce.to the determped parangter |l ue. 15 8. The

met hod gf cl aim 6, \/\Hg‘fclgfhﬁgtﬂWeSWer%éelaFlﬁogg’ﬁt‘ﬁa P"‘gg‘?té?r’é‘%l &e tapHpt Feral of ceelken
bucket size. 9. The nethod of claim8, wherein calculations to determ ne

t he token bucket si zé’féﬂPeed%%P#(‘éiﬁﬁia@ldas data packets are observed. 10. The

method of claim9, wherein the conplexity in time of the calculations to
determining a traffic control parameter value based upon the information regarding

the data traffic pattern, the determined parameter value being the smallest
parameter value that will enable a network device to transport the data

10 traffic without any data packet being delayed more than a delay upper

bound.

7. The method of claim 6, further comprising:
setting a traffic control parameter of a data traffic controller associated with the

network device to the determined parameter value.

15 8. The method of claim 6, wherein the traffic control parameter comprises a token

bucket size.

9. The method of claim 8, wherein calculations to determine the token bucket size are

performed as data packets are observed.

10.  The method of claim 9, wherein the complexity in time of the calculations to
20 determine the token bucket size is O(n) and wherein the complexity in space of the

calculations to determine the token bucket size is O(1).

14



20 determ ne the token bucket size is Q(n) and wherein the conplexity in
space of the calculations to determ ne the token bucket size ts 0(l). 14
WO 03/ 10760WPESIHos63/ 78308 11. A machi ne-readabl e medi um hayigo5is9s£d
t hereon data representing sequences of instructions that, when executed by
-a processor, cause the processor to perform operations conprising:
observing a data traffic pattern, the data traffic pattern being conprised
of data 5 packets; determining infornation regarding the data traffic
pattern, t hgl*i nf nsrieadahle mefing hanmestored drerenacdplateprosenting sequenske 08
and the tine of arrival of each of the data packets; and determning a
traffic control psiretensihayaihee ehemenl ypoprottmoi, nhuserthd provesseg@ptifogm 10
the data traffic pattern, the determ ned paraneter value being the small est
paranet er val ue dgeadtions bémpiam.e a network device to transport the data
traffic without any data packet being del ayed nore than a del ay upper
bound. 12. The L4, I u risLng. .15 setti traffic
control paranet re]gr%g %#mfp %%ét%%ﬁ%iﬁgﬁ ftg&tg]ﬁle?]% 5’) ?@ﬁ@gg@%@?yg{%& oﬁﬁﬂﬁge‘?ﬁggatﬁetmrk
devi ce t0 t he determ ned paraneter value. 13. The nedium of claim 11,
whereinthe traffic JOYY parameter conprises a token bucket size. 14.
The medi um of claim 13, wherein calculations to determ ne the token bucket
size 20 are per fd5israEniag nfomstionregnsding dhesdata Gafficisttemd thernffrmetion m 14.
wherein the conplexity of the calculations to determ ne

including the size of each of the data packets and the time of arrival of each

of the data packets; and
determining a traffic control parameter value based upon the information regarding
10 the data traffic pattern, the determined parameter value being the smallest
parameter value that will enable a network device to transport the data
traffic without any data packet being delayed more than a delay upper

bound.

12. The medium of ¢laim 11, further comprising:
15 setting a traffic control parameter of a data traffic controller associated with the

network device to the determined parameter value.

I3. The medium of claim 11, wherein the traffic control parameter comprises a token

bucket size,

14.  The medium of claim 13, wherein calculations to determine the token bucket size

20 are performed on a real time basis.

15, The medium of claim 14, wherein the complexity of the calculations to determine

the token bucket size is linear in time and is fixed in space.

15



the Wien bucket size is linear in tinme and is fixed in space. 15 WO
03/107607 PCT/ USO3/ 18308 16. A nethod conprising: observing a traffic
pattern conPi%AYh data packets, the size and tine of arriwmatusssissesch

data packets being (pl,t1),(p2,t2), ,(pn ,tn ) ; and determ ning a size
-of a token bucket utilized in connectlon W|th a data traffic 5 controller,
the determ ned size being the mninmumsize that will enable the data

traffic contgoll each data packet within a delay upper
bound. 17. The ﬁgxﬁhgj %Oﬂgﬁsg{% 16, wherein the rate of the token bucket is

r and the delay . upper Lﬁ]]d is D, and wherein the determ nation of the
t oken bucket si Z®S ‘%8“’(8 § patier spmpRsingjnrdata prokatspihie lsive, anditiencedfrarkval of
setting values for varlable d and a variable b as follows: b=d=pl -Y--D,

and setting a val ue fsoch datuancladd eeing { A5z, ), 0 15 Bnd: pl : and for
each the second through n-th data packets v&nﬁea\rogl %p —) t hrough n,

e o 19, e g ol oL 5 B e 2

net hod gf claim 37, where f] he, t oken bucket size is variable b calcul ated
as: 2 max (b. | n) controller, the determined size being the minimum size that will enable the

data traffic controller to transfer each data packet within a delay upper

bound.

17. The method of claim 16, wherein the rate of the token bucket is 7 and the delay

upper bound is D, and wherein the determination of the token bucket size

10 ) comprises:
for the first data packet, wherein k = 1;
setting values for variable d and a variable b as follows:
b=d=p —-r-D,and
setting a value for a variable m as follows:
15 m = p,; and
for each the second through n-th data packets, wherein k =2 through »,
performing the following calculations:
d= max[d-kpk —r-(z, -—zk_,),pi__l +p, -7, +D—tk_,),pk —r-D],
b =max(b,d), and

20 m=max(p,,m).

18. The method of claim 17, wherein the token bucket size is variable b calculated as:

b = max(b, m).

16



16 M WD 03/107607 PCT/ US03/ 183118 S 19. A nmachi ne-readabl e nedi um havi ng
stored thereon data representing sequences of instructions that, when
execut ed byWo §¥1we@3sor, cause the processor to perform opes@tii3ass08
conprising: observing a traffic pattern conprising la data packets, the
-size and tinme of arrival of 5 such data packets being (pl,t1 ),
(P2,t2)..., (Pn tn); and determning a size of a token bucket utilized in

connect i on r af controller, the determ ned sjze being the
mi ni mum si 2 a@ H}zﬁlpe éﬁﬁg@{ﬂ% ﬂﬂﬁﬁléuméla‘flacﬁoaffdrﬁhereeaﬁl@?aaﬁmréﬁenﬁlacts?wp@ro feach
dat a packet W|th| n a delay upper bound. 10 20. The nedi um of claim 19,
wher ei n t he rat dngfuctipes thalk ahen gxdestediby aprasrssarheause ey progeseer tuppﬁbnbound
is D, and wherein the determ nation of the token bucket size conprises:

for the first daiparapaﬁskedmpmel n k = 1: setti ng values for variable d and
a yariable b as follows: b = , and setting a value for a

variable in as fpkloug: atréfﬁc atpem cﬁﬂgnglﬁ% a@fcety} e ?S%Flﬂjuﬁ:@ 02U alaf N

data packets, wherein"k = hrou orm ng the
cal cul agions: d = maxsluc-l- Qapack%(s bemg Ql,rf)j,((pz,tzi...,(pn, ,j;ém pD-to-i1,P~r.D),

determining a size of a token bucket utilized in connection with a data traffic
controller, the determined size being the minimum size that will enable the
data traffic controller to transfer each data packet within a delay upper

bound.

10 20. The medium of claim 19, wherein the rate of the token bucket is 7 and the delay
upper bound is D, and wherein the determination of the token bucket size
comprises:
for the first data packet, wherein k= 1:

setting values for variable d and a variable b as follows:

15 b=d=p ~r-D,and
setting a value for a variable m as follows:
m = p,;and
for each of the second through n-th data packets, wherein & = 2 throngh z,

performing the following calculations:
. 20 d=max|d+p, —r- (t, b W Po F P, — T {t, +D- L b2, J‘-D],
b = max(b, d), and

m= max(pk_.m).



b = max(b,d), and in = max(pk.nm. 17 WO 03/ 107607 PCT/ US03/ 18308 21. The
medi um of cl ai m 20, wherein the token bucket size is variable b cal cul ated
as: b = max{® W&§i07692. A conputer network conprising: one or POTMSISEBNES S;
5 a plurality of network devices, including a first network device; and a
-token bucket data traffic controller sensing data traffic associated with
the first network device, the traffic controller conprising: a traffic

et wor K deice, TGRS ShEHG BoMur Eouhe R PorERaT ey Ve sulep shlcqlpted a:

packets, a traffic servige engine to receive information fromthe traffic
pattern coIIectlem%(hséTni ng the data traffic and to determne a size for
the token bucket, a quality of service provider to receive the determ ned
t oken bucket size, 15 the token bucket size representing the m ninum token

bucket si zaz_tha@cmh#ﬁtelaﬂ,éwp@ﬁﬁbrgﬁné:he data packets to be transferred by
the traffic controller within a delay upper bound, and a reporting

mechanismto re . bucket size to the quality of service
provi der. 20 23%%&5%2%%%?%?’ network of claim 22, wherein the token bucket

size i s_based at | east i art on.the sizes and arrival tines of the data
packets? 24. Th@ﬂ!@ﬁﬁﬂ?@?ﬂeﬁ‘@? Kicgs: “é‘ﬁ‘éﬁ‘% pAstpeEY @k device: gt a traffic

controller considers
a token bucket data traffic controller sensing data traffic associated with the first

network device, the fraffic controller comprising:

a traffic pattern collector to observe data traffic associated with the first
network device, the data being comprised of a plurality of data

10 packets,

a traffic service engine to receive information from the traffic pattern
collector concerning the data traffic and to determine a size for the
token bucket,

a quality of service provider to receive the determined token bucket size,

15 the token bucket size representing the minimum token bucket size
that will allow each of the data packets to be transferred by the
traffic controlier within a delay upper bound, and

a reporting mechanism to report the token bucket size to the quality of

service provider.

20 23, The computer network of claim 22, wherein the token bucket size is based at least

in pari on the sizes and arrival times of the data packets.

24.  The computer network of clzim 23, wherein the data traffic controller considers

cach data packet only once in determining the token bucket size.

18



each data packet only once in determ ning the token bucket size, Is 4 WO
03/ 107607 PCT/ US03/ 18308 25. A data traffic controller conprising: a
means for oB$eP0HY’a stream of data packets in a network; ap@R@lss 596
determ ning information regarding the data packets, the information
including the size and time of arrival of each data packet; and 5 a neans
for determning a data flow specification, the data fl ow specification
being the qdni rrﬁ@ts e%fi cat ':qon that .al |l ows each data packet to be
transferred” w thPA2dYRGPOIOHCHRATARFISIBE  The data traffic controller of
claim 25, wherein the determ ned data flow specification conprises a token
bucket size. 10 @pcansier ohserying astfsam ebinta padkets infa rebmbriy 26, wherein the

t oken bucket size is based at least in part on the sizes and arrival tines

of the data packensansd8r déftrmitiaganforaftidrcreg@minght dhtagfackdtflithe Aformifighei N
thg means for determning the traffic control specification includes a

f i deri ; i I ination. 15
means for consideringngaghe ¥ 8-PaK afﬁqpé%‘ya%%&ﬁaﬁaﬁgcﬁ &g nation

29. The datatraffic_conftrol!er of ¢ _ _ term nati on of
the dat g flow Spaelﬁégﬂs?g}ée gmllh%nggrdfa%rﬁrgvg S]Ijenciﬁcea?ilon} t'hg%htajf?ow specification being

the minimum specification that allows each data packet to be transferred

within a limit on delay.

26. The data traffic controller of claim 25, wherein the determined data flow

specification comprises a token bucket size.

10 27 The data traffic controller of claim 26, wherein the token bucket size is based at

least in part on the sizes and arrival times of the data packets.

28.  The data traffic controller of claim 27, wherein the means for determining the
traffic control specification includes a means for considering each data packet only

once in the determination.

15 29, The data traffic controller of ¢laim 28, wherein the determination of the data flow

specification is performed in real time.
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