1 Secure Messaging Usi ng Qut band Mbde Aut hentication Field of Invention

[ 0001] The present invention relates to secure nessagi hg usi ng out band node
authentication. In particular, the invention relates to a nethod and system
for nore secure nessaging by providing a plug-in to a nessagi ng
application in which each outband nodeiforns a factor of increasing the
security of transm ssion of a confidential nessage without relying on
third party servers for registration, certification or aut henti cati on.

Backgr ound [0002] Secur electr ortant, especially
now when nessagi ng> %@ﬁﬁﬁar%jn% %pgc@ﬁﬂ%"gc@t&& 45%1 Ofht and
pervasive. To ensure secure nessagi ng, nessages and el ectronic data are
often encrypted. Mddem cryptographic nmethod uses an algorithmto encrypt
and decrypt nessages and el ectronigeiddffavihiith @ key, which may be derived

froma password. For exanple, to use a symmetric key algorithm a sender
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kept secret fro t.he end es yme tric key for
ner ypt | on SHRFTHERGHe T PRRCBIeEnthe (RRTPR S it 2 MREET Ba Ry eRglor mors
decrypt i ongechR0Mfsabihgaby 9&%"@@& rd plusay t8!Ofiekdabifg pgﬂcé‘tﬁhsma(vﬁlcﬂsé%@h The
first key is prlvate al so known as private key) allows a sender to

encrypt dapet @l}d @p@fnfqaigls atfh@oeeﬁmmamg/thesvecwb pf W@mwmm@f «mﬁde@tsalpum ic
ke and i a f_sjgnature .sender..
pr)cl)zn des fgnrg%gn repu |{ae;lylo§ é%qplegn%atr{yg rverst R"é Feegé 18%[ 'cgm %tll COIEey IS

used to enguth@iticktién.message and the recipient's prlvate key is used to
decrypt the encrypted nessage for confidentiality. [0004] In another
cyrptographi c nethod, an algorithmencrypts a challenge identifier in a
message. An encrypted challenge ”Esiﬁﬂﬁxjﬁnfe”t to arecipient. In
response, the recipient's device decr he encrypted chal |l enge nessage
and encrypts the challenge identifier as a return challenge identifier in

a return epoozpledirdreles@siic cdithudiiaden isSimportant, especially now when messaging
or sending of electronic mail is convenient and pervasive. To ensure secure messaging,
messages and electronic data are often encrypted. Modern cryptographic method uses
an algorithm to encrypt and decrypt messages and electronic data with a key, which
may be derived from a password. For example, to use a symmetric key algorithm, a
sender and recipient must have a shared or symmetric key set up in advance and kept
secret from other parties; the sender uses the symmetric key for encryption whilst the

recipient uses the same symmetric key for decryption.

[0003] In an asymmetric key algorithm, two keys are used. The first key is private (also
known as private key) and allows a sender to encrypt data by signing; the second key is
published (also known as public key) and is used for verification of signature of the
sender; this provides for non-repudiation. Alternatively, the recipient’s public key is
used to encrypt the message and the recipient’s private key is used to decrypt the

encrypted message for confidentiality.

[0004] In another cyrptographic method, an algorithm encrypts a challenge identifier in
a message. An encrypted challenge message is sent to a recipient. In response, the
recipient’s device decrypts the encrypted challenge message and encrypts the challenge

identifier as a return challenge identifier in a return encrypted message. The sender’s




2 device decrypts the return nessage and verifies that the return
chal l enge identifier mnmatches the challenge identifier to establish that
comuni cations are secure. [0005] In conventional electronic conmunication,
athird party server is often involved; any nessage or data routed through
the server is susceptible to prying eyeg. In the above cryptographic

nmet hods, a certification authority (CA) or vendor may be involved to issue

a security,certificate or |license to each.useg: user d have t
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certificate or license can be revoked. The use of a third party
certification or authentication introduces procedural conplexity in

certificat n - .00 .anot her . roach, JUS_patent no.
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constit uen{ﬁgégggq? ﬁéesnggs%%ﬂrl% ‘l%gfl ﬁéuag%g?thg& gg?%%%ﬂap %té’ g#éé}y\%?glgﬁ%agﬁttf) Thi s
appr oach i subscritedurtke 6Acaueaddh@hesersbeurity céitifieates onlicnses Hahe expinsdnes];
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message and a corresponding decryption programto a recipient. The entry
of a passwemplexity infesrtiffpategnanagemeniener ate a key for decrypting the
encrypted nessage ensures integrity and authenticity of the sent and
recei ved nessages. [0008] Despite devel opment in making transm ssion of
messages NBEs] S &k dhdther dppfctich, URYaidAEns €8N5 1 8F, abdiied t@Ve%fta’% PecifSidgy ©

provi de anot her nmet hod and system for secure nessaging.
Solutions Ltd, discloses concatenating an encrypted text of a message with a password

to the end of a decryption application to produce a combined file. The combined file is
then converted to an electronic mail for sending to a recipient. To decrypt the sent
message, the combined file is de-concatenated into its constituents and the password is
used to decrypt the encrypted text. This approach is insecure because the combined file
contains the password; further, the combined file and the password are in the same

communication channel.

[0007] In another approach, US patent no. 6,728,378, assigned to Eversystems
Information Comircio, et al, discloses sending an encrypted message and a
corresponding decryption program to a recipient. The entry of a password for the
program to generate a key for decrypting the encrypted message ensures integrity and

authenticity of the sent and received messages.

[0008] Despite development in making transmission of messages more secure, it can
thus be seen that there exists a need to provide another method and system for secure

messaging.




Summary [0009] The follow ng presents a sinplified sunmary to provide a
basi ¢ understanding of the present invention. This summary is not an
extensive overview of the invention, and is not intended to identify key
features of the invention. Rather, it is to present sone of the inventive
concepts of this invention in a general3dsed formas a prelude to the
detailed description that is to follow. [0010] In one enbodi nent, the
present invention provides a secure eSS a ing system The secure nmessagi ng
system conprises: a security nodul e pl'uggabl e into a nmessagi ng application
and associated with a nessagi ng device; wherein said nessagi ng device has
first and pREeNTHé ﬂﬂlﬂv{'iﬁ%tp?ééémﬁ la/ ShpEHianfh®aryadprifigs 8ivasie upBéaRdigBSsage
is operable to be sent to a recipient via thé first 1/0 channel, with the
security notithedresenoinverfiar d hissmiaarytip nehan gxensivreowevigweofithe ivgation.t h a

key genera . [ . | h assnhr a into.
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| / O channel.. 0011] In another enbodi nent, the present invention provides
a met hod f Bie detarlad descriphien thag i510ifoldPve secure nessage. The net hod conpri ses:
encrypting the nessage with a key generated by a passphrase before sending
t he nessage via an input/output channel; splitting the passphrase into
sub- passph[oaseisIn senehbodiaiend, daspresene isehti@apopilcaasestira ma3saging dyatech.
channel , m@%ch is separate fromthe |1/ O channel for senging t he nessage;
and recei vil AGSIHE BEI523A8 SHHFHLCOMPHERS: A sy madpleplugableBlomsssAgiages t o

formthe 3 , o0 | abl.e : : a i ng
the Senur e TRRRRSERR i binaRREaRifs LeviBE AR Bdlftsddtle dRRCIRL |
i nventi on firsvandiescond dgmpotput (Idadctianeels;rmdi wirareifi aeseowrd imessagerip oparalsie a
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to send one of the sub-passphrases to a recipient via an out-o
channel , whassphrase intepih-passplrassmand to sendt dtdeaspane ofi thenwib-ffasspheasesriontheat i ng

the secure MESSAE 49 Ldd&d /O channel, which is out-of-band with the first 1/O channel.

[0011] In another embodiment, the present invention provides a method for sending
and receiving a secure message. The method comprises: encrypting the message with a
key generated by a passphrase before sending the message via an input/output channel;
splitting the passphrase into sub-passphrases; sending at least one sub-passphrase via
an outband channel, which is separate from the I/O channel for sending the message;
and receiving the sub-passphrases and re-assembling the sub-passphrases to form the
passphrase, which is operable to generate a key for decrypting the secure message

received.

[0012] In another embodiment, the present invention provides a computer readable
medium. The medium comprises a security module that is pluggable into a messaging
application, wherein the security module allows a sender to encrypt a secure message
with a key generated by a passphrase, to split the passphrase into sub-passphrases and
to send one of the sub-passphrases to a recipient via an out-of-band channel, which is
separate from an input/output channel for communicating the secure message to the

recipient.




recipient. 4 [0013] In another enbodi nent of the present invention, the
security nodul e conprises a protocol for sending and receiving the
passphrase or sub-passphrases. In one enbodinent, the protocol generates a
settings interface for defining a node for sending the passphrase or a
conbi nati on of nodes for sending the suB-passphrases. |In another

enbodi nent, the settings interface is associated with an instant nessenger.
I n anot her enbodinment, the settings interface is associated with an enail
application and the settings interface further conprises SMIP and POP3

setting bo n anqt her _epbodi nen the s s interface i.s
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ref erence FHOPHECHE ?rﬁamlgﬁgnta? §SS°?1ﬁte€’m‘iV’(§lh an[mlr]aplﬂp@w& E"inFilttl}§t rat es
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settings i embodizreet, dbe settingmintarfamnds Iassoma&:dbwﬂhrmm andl thdreetfingss midrface

i nventi on; 019] FLG 3 ill Mrat es a@p 6{3928 fl. ow accordi ng to anot her
enmbodi ment °f fRMPLES SRy AULEFPBAY Pass HingHOXes-4 | | ustrates an emmi |
nmessagi ng settings interface according to another enbodi nent of the

present invention; and [0021] FIG 5 illustrates a short nessage service
settings i [PO&4if &t@l@hﬁr@nd]odgnm theprotocol defines and identifies the order of the sub-

passphrases. The sub-passphrases may be sent successively or simultaneously.

[0015] In yet another embodiment of the present invention, encryption or decryption of

the secure message is carried out with a symmetric cryptographic algorithm.

Brief Description of the Drawings

[0016] This invention will be described by way of non-limiting embodiments of the

present invention, with reference to the accompanying drawings, in which:

[0017] FIG. 1 illustrates an architecture of a secure messaging system according to an

embodiment of the present invention;

[0018] FIG. 2 illustrates an instant messaging settings interface according to another

embodiment of the present invention;

[0019] FIG. 3 illustrates a process flow according to another embodiment of the

present invention;




anot her enbodi ment of the present invention. Detail ed Description [0022]
One or nore specific and alternative enbodi nents of the present invention
will now be described with reference to the attached drawings. It shall be
apparent to one skilled in the art, however, that this invention may be
practi sed without such specific detailg. Sone of the details may not be
described at length so as not to obscure the invention. For ease of

r ef er ence, ref.erence nuneral s or .series of nunerals wil|l be used
thr oughout IPAY TG 7 dUOsTRISs 3 rael ey oeiig ertiosintsstace 45pordpier o qroist
comon  t Oebédifedtibihe ptdd@d3hvdntibn; shdshows a secure nessaging architecture
according to an enbodi nent of the present invention. The secure nessagi ng

system 100 i ncludes a nunber of messaging devices 110; these nmessagi ng

devices 11 eri Q Lcati for example,..thro the internet or an
Mot ranet . Bpg°EIQ SATRRLAC, 0k oiSnger SRS Seribd¥ ek Hocbrlind 84 |
comuni cat avthdrivhtbodimémef thet edeat invbntidmach nessagi ng device 110, 110a has
a nmessagi ng application 120,120a; a security nodule 130, 130a; and a
processor 140, 140a. Each nessagi ng device 110, 110a is configured with two
i nput/output (1/0 channels 150,160. As shown in FIG 1, the first I/0O
channel 150 allows the nessagi ng device 110, 110a to connect to the
internet 50 for sending a nessad®ethitedDeseriptiorent, for exanple, via

emai | ing 151, instant nessaging 152, short nessage service (SM5) 153, and
so on, whilst the second I/0O channel 160 allows the security nodule

130, 130a t n Arlalfel i I ; : P
passphr asefbg?ﬂt ﬁbé‘éﬁggg’gﬁ?%@&lm tlo t Igegied(?)?%l?neeﬁ?ss éﬁg@é g%eg‘\g/\}m& 11?\F]e§g|91éwﬂi, t he
second |/ Onow theres¢ribbdOwitls referenes toethe tattachededraminigs.chsbialll B afii?ent ta omedem

164, 164a; agng/ or facsiml el em. 166,.166a. .| n ot her rds, the second
170 channefisbm fe el dOpavag it Ui Eaean s HSHHves wHes SehPErfcy] a
one or nor gethifleSomt dffiRe a6ENNthal/ 1t HRaRE& bl at 1&5th 3420 nBfto EBRUde thehort
nmessage service (SM5), instant nessaging, internet” phone/ Vol P, tel ephone,

facsi ni | e, inyaetiono Fonease of réferenea ¢emmionrreferénse sumerads dr/seriehefmvaterals will
be used throughout the figures when referring to the same or similar features common

to the figures.

[0023] FIG. 1 shows a secure messaging architecture according to an embodiment of
the present invention. The secure messaging system 100 includes a number of
messaging devices 110; these messaging devices 110 are in communication, for
example, through the internet or an intranet. FIG. 1 shows two such messaging devices
110, 110a that are in communication through the internet 50. Each messaging device
110,110a has a messaging application 120,120a; a security module 130,130a; and a
processor 140,140a. Each messaging device 110,110a is configured with two
input/output (I/O) channels 150,160. As shown in FIG. 1, the first I/O channel 150
allows the messaging device 110,110a to connect to the internet 50 for sending a
message to a recipient, for example, via emailing 151, instant messaging 152, short
message service (SMS) 153, and so on, whilst the second I/0 channel 160 allows the
security module 130,130a to send a passphrase 134 (including a password) or a sub-
passphrase of the passphrase 134 to the recipient. As shown in FIG. 1, the second I/O
channel 160 is connected to a network card 162,162a; a modem 164,164a; and/or a
facsimile/modem 166,166a. In other words, the second I/O channel 160 is used to send

the passphrase 134 to the recipient via one or more modes of the second I/O channel




160, which is separate fromthe first 1/0O channel 150 for sending the

nmessage, is used by a sender for sending out a passphrase 134 to a

recipient; the second I/O channel 160 is thus referred to as an

out - of - band or outband channel 160. [0024] In one enbodi nent of the present

i nvention, the network card 162, 162a isg configured to connect to the

I nternet 50. In another enbodi nent of the present invention, the nodem
nnect to the.i t .50 via a public, swtched

164, 164a i fi dt t
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anot her - enBRACTRAST forR el ¥ padgphris Do dtPiBiBR e HERILY O Rtk 1o
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the security nodul e 130,130a allows a sender to send a passphrase 134 or a
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crypt ogr aphi | gori such as the Advanced. Encrypti t andard (AES).
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passphrase 134, instead of a si password, and al so allows _
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134a, 134b, etc. K EFach sub-pas e 134a, 134Db tc. is then comuni.cated
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During sucgss shréggl BRNBO! chiahfd) 180 Vilefor WkaRpRs AR AfAR. médlfzing application
120,120a, the security module 130,130a allows a sender to send a passphrase 134 or a
sub-passphrase 134a,134b, etc. via an outband channel 160 that is separate from the I/O

channel 150 for sending the message to the recipient.

[0025] In one embodiment of the security module, the security module 130,130a is a
software module that is pluggable into one’s messaging application. The security
module 130,130a thus allows a user to enhance a cryptographic algorithm 80, that has
been added into one’s messaging application, by sending a passphrase 134 to a
recipient via the outband channel 160. In one embodiment, the cryptographic algorithm
80 is a symmetric key cryptographic algorithm, such as the Advanced Encryption
Standard (AES). In another embodiment of the security module, the security module
130,130a includes a protocol 132. The protocol 132 allows a user to enter a passphrase
134, instead of a simple password, and also allows the passphrase 134 to be split into a
predetermined number of sub-passphrases 134a,134b, etc. Each sub-passphrase
134a,134b, etc. is then communicated to the recipient successively via any one mode of
the outband channel 160. During successive transmission of the sub-passphrases, the

sub-passphrases may be in an order according to the order of the sub-passphrases that




sub- passphrases may be in an order according to the order of the

sub- passphrases that 7 constitute the passphrase, or the sub-passphrases
may be in any order depending on the processor 140. In another enbodi nent,
all the sub-passphrases are sent sinultaneously through the outband
channel 160 to the recipient. In anothey enbodi nent, at |east one of the
sub- passphrases 134a,134b is communi cated to the recipient via the outband

h | 160. J. t h diment . th - h 134a, 134b, etc.
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134a, 134b, gf,c; for exanple, a user may choose to send the first

sub- passphfase via SMS and the second sub-passphrase via email. [0027]
Upon recei pt of the sub-passphrases 134a, 134b, etc, the protocol 132
running in the recipient's nessagi ng device 110 assenbl es the

sub- passphioageisFI3B 4 slivba diadoguedhaxct 36 gereaitéd by doseatirity modalael 361364l nent .

F | ith.ord h b- h fined by ,th
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generate t mretric key for decrypting the secure nmessage that was
recei ved. 1342, 134bs eter viarthe duthard chaninel Hilbtoox ticipi@n. As shewe in FEGr2aciughent to
manual ly e ase 43, 134 der.
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and email; IM and SMS; and so on. As can be seen from FIG. 2, the dialogue box also

allows a sender to choose a different mode of communicating each sub-passphrase
134a,134b, etc; for example, a user may choose to send the first sub-passphrase via

SMS and the second sub-passphrase via email.

[0027] Upon receipt of the sub-passphrases 134a,134b, etc, the protocol 132 running in
the recipient’s messaging device 110 assembles the sub-passphrases 134a,134b,etc.
electronically according to one embodiment. For example, with order sequence of each
sub-passphrase defined by the protocol 132, the security module 130a re-assembles the
sub-passphrases together to form the passphrase 134 before using the passphrase 134 to
generate the symmetric key for decrypting the secure message that was received. In
another embodiment, the protocol 132 prompts the recipient to manually enter each
sub-passphrase 134a,134b, etc. in the order set by the sender to form the passphrase
134 fof the cryptographic algorithm 80 to generate a symmetric key for decrypting the

secure message received.

[0028] FIG. 3 shows a process flow chart according to an embodiment of the present

invention. As shown in FIG. 3, a sender enters a message, in step 205, for sending it as




134 for the cryptographic algorithm 80 to generate a symmetric key for
decrypting the secure nessage received. [0028] FIG 3 shows a process flow
chart according to an enbodi ment of the present invention. As shown in

FIG 3, a sender enters a nessage, in step 205, for sending it as 8 a
secure nmessage according to the presentginvention. In the sender's
nmessagi ng application 120, a cryptographic algorithm 80 together with a

security nmodule 130 accordi,n oﬂtlhe resent j.nvention have already been
o ugged i o PER DRESAET GEBUge > the PrRRET Hyeplioh nl S sy S BRGNS 30,
the senderafilcafich 32028 %W@g‘i@plﬁé”%%go@%lgntmtog@ﬂ@f Q@thea Recuritp hodids 19@Pped

up in the nessagi ng application 12 on entering the passphrase 134, the
prot ocol 1&zoxkingity thhproseridpyansion havealr¢ady beepplpgged-ino Withethe profpeaddd2phi ¢

passphr aseorksaitie if Bhe® STk, Aol Ko il SXBer iferd B bisionatb, FAE B T, "
etc. bef or gialop@e ®orghdthas pupPpddags htha sRGsiging AgpliRaEGE $30 NUpbhlen®rirightie

sender's device 110; in response, the processor 140 sends at | east_ one
sub- passphPassehrasea434,3ths, Brogocol i 132¢ pruds e tpasepheasgnhid, imgsiep ddelty , the he

rel evant n r o] L{M<he d shown
i F G2 xRt Sedhtm SR Al SraGENI T PRI RIS S0 e 2
card 162 byasephaade, 134nintapledeessiagd nunbtis o‘f@h&gaﬁﬁbr;asésﬂlr?ﬂu,g?%,mc. b&ﬁﬂl /emd164
by email, insfant nmessage, SMS, Vol P, etc; and through a, facsiml|e/modem
166. | n pafeafing ther sybpasgRfases dot e Brecewand i) < e BRdeTe dpyiss piifade 134
or sub-pas 4 NERS A i i 0 s, In
step 225, t eﬁg’ﬁtglf p?‘ze(ig&ne%sog%gd% ﬁ{r %gsgh th%g): %@E%hnlgﬁa’ig%’a?byﬁ:tggnpl e,
by emmil, outbgrahthanmekd&fenaBbl, thendeleand mety@R2&@kd A62; hedercil 4 entl/os

devi 110a, .th d ' ived, i t 30, by th
Tossagi ng. SBUPHELLIG 166A% FROVELpAIGes: Shentioge CUBIPoBbash MALPS SRy | y
modul e 1300Anie Rk Whid 411 BRI GRSEH HhAQAARNS heolb! QcohiRansl ;md60 10

receive the sub- passphrases 134a, 134b, etc. sent by the sender. "The
protocol 1®Rdem tl6d rbycigmaiht instantewmessagehebMSs s ¥obt.estd; hand ulthrougls paar ases

in the Corfa%scl'%nif%ynqg ent ?6&%1”6&3@1%1 BA> er(]lglgrfc% to the transmission of the passphrase

134 or sub-passphrases 134a,134b,etc., the messaging application 120 sends, in step
225, the encrypted message through the I/O channel 150, for example, by email, instant

message, SMS, and so on.

[0029] At the recipient’s device 110a, the encrypted message is received, in step 230,
by the messaging application 120a. In response, the protocol 132 in the security module
130a handshakes with the processor 140a and the I/O channel 160 to receive the sub-
passphrases 134a,134b, etc. sent by the sender. The protocol 132 at the recipient’s
device then assembles the sub-passphrases in the correct order to form the passphrase
134, in step 240. The protocol 132 then sends the passphrase 134, in step 245, to the
decryption algorithm 80; in response, the decryption algorithm 80 decrypts the

encrypted message and retrieves the secure message, in step 250.

[0030] The present invention allows a user to send a secure message, for example, a
confidential message, to a recipient by sending a passphrase 134 or splitting a
passphrase 134 into a predetermined number of sub-passphrases 134a,134b, etc. and
allowing the sender to communicate the passphrase 134 or at least one sub-passphrase

134a,134b, etc. to the recipient via the outband (second) I/O channel 160. With the




134, in step 240. The protocol 132 then sends the passphrase 134, in step
245, to the decryption algorithm80; in response, the decryption algorithm
80 decrypts the encrypted nessage and retrieves the secure nessage, in
step 250. [0030] The present invention allows a user to send a secure
nmessage, for exanple, a confidential nmessage, to a recipient by sending a
passphrase 134 or splitting a passphrase 134 into a predeterm ned nunber

f sub- h 34a, 134b,. etc. and, all ow h der t, i cat
Che" pasophPRSE By ora SPURLRE dis FEBIRS SHAPIR drom ol DEFREDE, TAEY { ne.
recipi ent Yigked HensoMSNANEf b I8P mbleQeehRNBElittiAS Ihe Pidsphrh&te1 T inkd agent

I nvention, separati g? t he passphrase channel” fromthe nmessagi ng channel
makes trandaisphiasas bidagl 3dbs steg furtbete inceensese secgpy itransmigsion eofptissphssage 134

into sub- hr ases, 134a, 134 e furt.her.incre S secu tr I SSi on
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of the out banddeshafacel ofl Bfficultyoi rdessenblngtthé pa¥splethéd 13Ahded byMhe sender;
re-assenbling the passphrase 134 used by the sender; wth each additional

factor of it pachy additionat daciex ofifliffirylty hia yraassomblinge thegpassphyase 434.ftheul ty
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oresent | nOLHEB GRS HEMEE hABAEERHoreba E bihe HHRSHTER ofthe
decrypti ngptdsent imeention, nhes difieultys of neasefdiing \thé Passphsisé)ort decryptinigethe of

sub- passphrases. In yet ,anotheg enbodi.nment, th diff%ﬁulty of

re- assenbl SHYE MESFEE siShingicasqds by geigasing thy, PRRDET ofy subeptpheaseta J8p¥itase
only once. @rct‘ill? | ' : 1SI0SR f : each
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Anot her advant age.of the present in lon is that the gsecurit dul e
130, 130a P& T RGPS PR PIRCOLG PR SeUPERS &lgrmod cuientcasts fesyon,
such as, i gadufif thd BARABISIE GH'thE BB deRFal SR Esechde. | NVOl ves only the
users at the sender and recipient ends; in other words, it involves only

the peers in communication; no intermedi ate processes are involved in the
' t] t h t . ' | ' t ant
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is a plug-in module that works with any messaging application, such as, instant

messaging or emailing software. It involves only the users at the sender and recipient
ends; in other words, it involves only the peers in communication; no intermediate
processes are involved in the secure message communication of the present invention.
In instant messaging, no intermediate server is also involved in the secure message
communication, thus providing instant messaging with higher security by doing away
with third party authentication. Another advantage of the present invention is that the
security module 130,130a is a small program that is light-weight and is, therefore, easy
to use. This contrasts with the complex key and certificate administration and
management procedures in conventional public key infrastructure (PKI) involving a

third party, which resulted in its low adoption rate.

[0032] In an implementation of the present invention, the security module 130,130a is
plugged-in to an instant messenger application. For example, the Add-in or Plug-in tab
in a messenger application is opened and the add-in/plug-in path(s) is/are entered. Once
the paths for the security module 130,130a and cryptographic algorithm 80 are defined,
clicking on an activate button adds the functionalities of the security module and

cryptographic algorithm into the messenger application. A setting interface, as shown



comuni cation, thus providing instant nmessaging with higher security by
doing away wth third party authentication. Another advantage of the
present invention is that the security nodule 130,130a is a snall program
that is light-weight and is, therefore, easy to use. This contrasts with
the conplex key and certificate adm ni sigation and nanagenent procedures
in conventional public key infrastructure (PKlI) involving a third party,

whi ch | t inits | dopt i te. [0032 i npl tat]. f th
present i niohion, Woi Gek aPREY AR abeSotetie OF e ton sestiana

instant mMegsagHK §e&%biﬁa§§phfh@est6%re&?%9| e, the Add-in or Plug-in tab in a
messenger application i's opened and the add-in/plug-in path(s) is/are

entered. Once the paths for the security nodul e 130, 130a and cryptographic
ttop adds, the

al gorithm re defined, . clicking on an activate h

funct 1 onal (009 8s Fufi il Sentafon 51 S derenCiRuition, Bt Surliph e SHeUER BRMHE nt o
the messengsy,13@PdneRkdsONsettthe Bitdreded 400! 81 §ifd inAGS RO chflandifl Eds& of 2,
woul d then appear and allow a user to define the node(s) for sending a

passphr aseusr anssettingss Aldrshews in Flg. detiepietting infaafag@ P00 previddsmam eutgeingt i on

of the present, I t] ema] | i security nodule 130, 130a
o oner ot ol ol MERE e staRlrePRlocb MR, cBffdtioh B Hifang inditiBe . e o
of use anghall€bt pdrgsificAPrabEMPOR3 Nylconfiguratiditbseddo. ng i nterface 400
provi des an outgoing mail (or sinple mail transfer protocol (SMIP))

configuration box 410 and an incomng mail (or post office protocol

(POP3)) cophhgu i j K trat Lon 1 h sent
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i nterface 58M]3Gasgenbraves anothEd $Sttirfy, intssfasd) 500 ak Shdwiin FIG. 5t Ae skein ImBEG.
interface 500 proyvides tg uger a box 510 tq define the SVM5 gateway. |n

addi ti on, anGereftingdatertges >8b pravides aiser @dorotl Ozto defipe e gatgase
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vari ati onsp&mvsl’ox’;bnbi nations thereof could be made to the present i nventi on
w t hout departing fromthe scope of the
[0035] While specific embodiments have been described and illustrated, it is
understood that many changes, modifications, variations and combinations thereof
could be made to the present invention without departing from the scope of the
invention. In Microsoft Windows Live Messenger, the secure messaging mechanism of
the present invention is not applied symmetrically in the incoming message algorithm
and outgoing message algorithm; for example, the security module 130a is
implemented using Windows Live Messenger Activity website configured by a profile
setting in XML (eXtensible Markup Language) while the security module 130 is
implemented as an add-in using Windows Live Messenger Add-in API (Application
Programming Interface). However, the principle underlying secure messaging of the
present invention for implementation in Microsoft Windows Live Messenger remains

substantially the same.




invention. In Mcrosoft Wndows Live Messenger, the secure nessagi ng
mechani sm of the present invention is not applied symmetrically in the

i ncom ng nessage al gorithm and outgoi ng nmessage algorithm for exanple,
the security nmodule 130a is inplenented using Wndows Live Messenger
Activity website configured by a profilg setting in XM. (eXtensible Markup
Language) while the security nodule 130 is inplenented as an add-in using

W ndows Li senger Add-in APl (Application Progranmmng Interface).
However, t ci pl e underlying secure nessagi ng of the present

invention for inplementation in Mcrosoft Wndows Live Messenger renains
subst anti aI I y the sane. 11 CLAIMS: 1. A secure nessaging system
conpri si ngl. éoi@fem’pynmnn&smeaggmpresmgit 0 a rressagl ng application and

et ZEﬁdsé“céﬂage AT PR B e S BR RIOTRE A A B R s s age

i's operabl messagia@deem; to a recipient via the first 1/0 channel, with the
security nodul e aIIo g the sender to encrypt the_secure nessg}g with a

key generated byhgrephsaidriessagingdsvics bas firss andh sesepd inpat ontppio(lEDshannelnr ases

second 1] O Mhelef? ' scpli, Boedh i RO 3P R R L E ochpt b Bl G 5"
Syst em accchatnelg with the accority mddienlowing the sendet yo emﬂ;n;btethe Qequird BrSsage

protocol for spllttln assphrase and endln receiving the passphrases
and sub- p¥d f'as@ergaéejlw Eygfseﬂxaa%éers ¢ PESSElae im0 SYiaspaten and

pr ot ocol gﬁﬁfehatae&aet St &1 RO 3ub- Pﬁgs é’é%%ftﬁlarregﬁ%énﬁ'gfhgfh@sgwillﬁ f@thamad Ng

t he passphrase or conbination o [ e sub-passphrases. 4.
A syst em awhivhds ngt-efebaadywithnthe dirsttif2 clmmaeledi ng cl ai ns, wherein the
messaging application is an instant nessenger.

2. A system according to claim 1, wherein the security module comprises a

protocol for splitting the passphrase and sending/receiving the passphrases and sub-

passphrases.

3. A system according to claim 2, wherein the protocol generates a settings
interface for defining a mode for sending the passphrase or combination of modes for

sending the sub-passphrases.

4. A system according to any one of the preceding claims, wherein the messaging

application is an instant messenger.

5. A system according to claim 3, wherein the settings interface comprises SMTP

and POP3 setting boxes when the messaging application is an email application.

6. A system according to claim 3, wherein the settings interface comprises a
gateway setting box and a gateway password box when the messaging application is
SMS.

7. A system according to any one of claims 2-6, wherein the protocol defines and

identifies the order of the sub-passphrases.




5. A systemaccording to claim3, wherein the settings interface conprises
SMIP and POP3 setting boxes when the nessaging application is an enai
application. 6. A systemaccording to claim3, wherein the settings
interface conprises a gateway setting box and a gateway password box when
the nessaging applicationis SMS. 7. Axsystem according to any one of
clains 2-6, wherein the protocol defines and identifies the order of the
sub- passphgases., 12 8. A system according to.any one of clai 2-7

wher o Fr Ao PSPty et Bl ey fh W oty o erm
accordi ng pgsptitise’MesRbessivlys 2-7, wherein transm ssion of the sub-
passphrases i's simultaneously. 10. A system according to any one of the
precedi ng cl ai ns, wherein encryption or decryption of the secure nessage
is carriedgout with a symetric cryptagraphi algorithm.11. met hod for
sendi ng an%‘ recg Viqﬁa] %%glregi?ﬁ 9 s goce%%l?lﬁig %C%&‘Hf&%el&o%i?’i“??‘ﬁa:" t en%:ukrg’)'/pti ng
a nessage ?A*}bmasek@ysigﬁﬁgﬁ@hggl, by a passphrase, which is entered by a
sender, before sending the nessage via an input/output channel; splitting
t he passphrase into sub-passphrases; sending at | east one sub-passphrase

via an out band i | I t ./ n . endi ng
'he messaght and Paad trSRARed EnESRASERE prideRtll il ShERRIBRHONB oF

sub- passphdeggstiony oft the secupe anéssige o cairicdeowassthhi assmmetkic aliyptegrapieic abl e
to generate a key for decrypting the secure nessage received. 12. A nethod
accordi ng 818oEh#m 11, wherein said splitting, sending and receiving are
carried out according to a protocol. 13. A nmethod according to claim 12,
wherein the protocol generates a settings interface for defining a node or
conbi nat i ohl.of Aodethod for ssrdidg and tekeivige gasepiksagges the method comprising:

encrypting a message with a key generated by a passphrase, which is entered by

a sender, before sending the message via an input/output channel;

splitting the passphrase into sub-passphrases;

sending at least one sub-passphrase via an outband channel, which is separate
from the I/0 channel for sending the message; and

receiving the sub-passphrases and re-assembling the sub-passphrases by a
recipient to form the passphrase, which is operable to generate a key for decrypting the

secure message received.

12. A method according to claim 11, wherein said splitting, sending and receiving

are carried out according to a protocol.

13. A method according to claim 12, wherein the protocol generates a settings

interface for defining a mode or combination of modes for sending the sub-passphrases.

14. A method according to any one of claims 11-13, wherein sending and receiving

the secure message is carried out by an instant messenger.

15. A method according to claim 12, wherein the settings interface comprises
SMTP and POP3 setting boxes when sending the secure message is carried out by

emailing.




14. A nmethod according to any one of clainms 11-13, wherein sending and
receiving the secure nessage is carried out by an instant nessenger. 15. A
nmet hod according to claim 12, wherein the settings interface conprises

SMIP and POP3 setting boxes when sending the secure nessage is carried out
by emailing. 13 16. A nmethod according to claim12, wherein the settings
interface conprises gateway and gateway password setting boxes when

di th [ J t. b A7, A hod di
o any onel6 - cAafIROED Aerdiip b it {2 SHhstee dhe ek deHret PR eo
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clainms 11-17, wherein sending of the sub- passphrases is successively. 19.
A met hod aewsedonigbx dMBay one of claims 11-17, wherein sending of the sub-
passphrases is sinmultaneously. 20. A nethod according to any one of clains
11-19, wherein encrypting or decrypting the nessage is carried out by a
symetric ¢7.ypt agmepod cadrgiig tolully odd. of Al&AAIRNAL B, wikdda BheeprdRitol Befines
conprising: a security nodul e pluggable into a nessagi ng application;
wher ei n t handidentifiesthegrder ef theisubwpasspliasser to encrypt a secure message
with a key generated by a passphrase, to split the passphrase into

sub- passphrases and to send one of the sub-passphrases to a recipient via
an out - of - b&nd ahmethed,acedrdig tosanyeper @it @ainfsr DiFl Anwheigidtseadibg wff tedsubrel f or
communi cating the secure pessage to the recipient. 22. A conputer readable
medi um accB# Pm6“¥658¥€?¥¥@E7 wherein the security nodule further
conprises a protocol for sending and receiving the passphrase or sub-
passphrases. 23. A conputer readable nmedi umaccording to claim 21 or 22,
wher ei n t hé9.medAumethiod rachendingotopamy sanegpfaclaiyrsnit- 1 7,cwhergipt sendiag oif cheabwpsr i t hm

passphrases is simultaneously.

20. A method according to any one of claims 11-19, wherein encrypting or

decrypting the message is carried out by a symmetric cryptographic algorithm.

21. A computer readable medium comprising:

a security module pluggable into a messaging application;

wherein the security module allows a sender to encrypt a secure message with a
key generated by a passphrase, to split the passphrase into sub-passphrases and to send
one of the sub-passphrases to a recipient via an out-of-band channel, which is separate

from an input/output channel for communicating the secure message to the recipient.

22. A computer readable medium according to claim 21, wherein the security
module further comprises a protocol for sending and receiving the passphrase or sub-

passphrases.

23. A computer readable medium according to claim 21 or 22, wherein the medium

further comprising a symmetric cryptographic algorithm.




