wo 2019/067800 A 1 | AT NA 0 0000 O OO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property 3J

Organization
=

International Bureau

(43) International Publication Date

(10) International Publication Number

WO 2019/067800 A1

04 April 2019 (04.04.2019) WIPO I PCT

(51) International Patent Classification:

GO6F 17/30 (2006.01) HO4L 9/06 (2006.01)
G060 20/06 (2012.01) HO04L 9/08 (2006.01)
G060 20/38 (2012.01) HO4L 9714 (2006.01)
G060 20/40 (2012.01) HO04L 9/30 (2006.01)
G060 40/04 (2012.01) HO4L 9/32 (2006.01)

(21) International Application Number:
PCT/US2018/053242

(22) International Filing Date:
27 September 2018 (27.09.2018)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:
62/565,099 29 September 2017 (29.09.2017) US
62/571,556 12 October 2017 (12.10.2017)  US
62/585,943 14 November 2017 (14.11.2017) US
62/644,841 19 March 2018 (19.03.2018) us

(71) Applicant: LEVERAGE ROCK LLC [US/US]; 4109
Bryan NW, Albuquerque, NM 87114 (US).

(72) Inventor: ANDERSON, Thomas, G.; 4109 Bryan NW,
Albuquerque, NM 87114 (US).

(74) Agent: GRAFE, V., Gerald; PO Box 2689, Corrales, NM
87048 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AOQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
KR,KW,KZ,LA,LC,LK,LR,LS, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(54) Title: TRANSACTION PRIVACY IN PUBLIC DISTRIBUTED LEDGER SYSTEMS

Immediate Node Network (INN):
Trust-based,
Private Identities/Transactions,
On-Chain Theft/Fraud/Loss Protection,
Immediate

Tier 2 Blockchains:
Trustless, Transparent,
Immutable, Pseudonymous,
Scalable

Tier 1 Blockchain:
Trustless, Transparent,
Immutable, Pseudonymous

FIG. 1

INN

(57) Abstract: Embodiments of the present invention provide methods of implementing a private but traceable primary transaction
implementing a transfer of an asset from an originator to a recipient using a third party, using a distributed network of computers
implementing a distributed ledger. The methods use a third party to accept a transaction request from an originator. The third party
then separates the transaction into a plurality of secondary transactions, characterized by various steps to make reconstruction of the
original transaction difficult. The secondary transactions are recorded on the distributed ledger, accomplishing the original transaction
without having any single transaction on the publicly accessible distributed ledger that directly corresponds to the original transaction,

ary transactions.
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