
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 

(19) World Intellectual Property Organization 
International Bureau 

11 W (10) International Publication Number 
(43) International Publication Date f .. ,_ 

4 August 2011 (0408.2011) WO 2011/094071 A3 

(51) International Patent Classification: 
G06F15/173 (2006.01) 

(21) International Application Number: 

(22) International Filing Date: 

(25) Filing Language: 

(26) Publication Language: 

PCT/US2011/021152 

13 January 2011 (13.01.2011) 

English 

(30) Priority Data: 
12/694,067 26 January 2010 (26.01.2010) 

English 

US 

(71) Applicant (for all designated States except US): BANK 
OF AMERICA CORPORATION [US/US]; 101 South 
Tryon Street, Charlotte, NC 28255 (US). 

(72) Inventors; and 
(75) Inventors/Applicants (for US only)-. MCHUGH, Brian 

[US/US]; c/o Bank of America, Mailcode: 
NC1-002-29-01, 101 South Tryon Street, Charlotte, NC 
28255 (US). RAMCHARRAN, Ronald [US/US]; c/o 
Bank of America, Mailcode: NC1-002-29-01, 101 South 
Tryon Street, Charlotte, NC 28255 (US). LANGSAM, 

Peter, J. [US/US]; c/o Bank of America, Mailcode: 
NCI-002-29-01, 101 South Tryon Street, Charlotte, NC 
28255 (US). METZGER, Timothy, C. [US/US]; c/o 
Bank of America, Mailcode: NCI-002-29-01, 101 South 
Tryon Street, Charlotte, NC 28255 (US). 

(74) Agents: GORMAN, Shawn, P. et al.; Banner & Witcoff, 
Ltd., 10 South Wacker Drive, Suite 3000, Chicago, IL 
60606 (US). 

(81) Designated States (unless otherwise indicated, for every 
kind of national protection available)'. AE, AG, AL, AM, 
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, 
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO, 
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, 
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, 
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, 
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, 
NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD, 
SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, 
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW. 

(84) Designated States (unless otherwise indicated, for every 
kind of regional protection available)'. ARIPO (BW, GH, 
GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, 
ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, 

[Continued on next page] 

(54) Title: INSIDER THREAT CORRELATION TOOL 

-101 

100 ' 129 "Mf/ 

(57) Abstract: Systems and methods for calculating threat scores for 
individuals within an organization or domain are provided. Aspects 
of the invention relate to computer-implemented methods that form a 
predictive threat rating for user accounts. In one implementation, a 
first threat score representing a first time period may be calculated. 
The first threat score may be compared with aspects of the same user 
accounts for a second time period. Weighting schemes may be ap­
plied to certain activities, controls, and/or user accounts. Further as­
pects relate to apparatuses configured to execute methods for ranking 
individual user accounts. Certain embodiments may not block trans­
missions that violate predefine rules, however, indications of such 
improper transmission may be considered when constructing a threat 
rating. Blocked transmissions enforced upon a user account may also 
be received. Certain activity, such as accessing the internet, may be 
monitored for the presence of a security threat and/or an ethics 
threat. 
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