0 6 NOV 2006 -1- *166166* FILE TRANSFER SYSTEM CROSS REFERENCES TO RELATED
APP I's application clains the benefit of US. Provisional Patent

Aool i cat | 065,533, in the names of iMaurice Haff et. al.,
entitl edmmml I\““““ fer System For Direct Transfer Bet wgenN@)rg@Bt ers”
e . .
P

(Attorne . Vv16089), filed oh-5. Novenber 13, 1997; U.
Provi si onal t%ht Application No. 60/085,427, in the nanes of Maurice

Haff et. at., entitled "File ' rney Docket No.
V16057), filed on May 14., 1§§§@§fr¥§*ﬁ%§%§§o‘6ﬁf?§ﬁal Appl i cation No.
60/ 100, 962, file ' [ o] Lch are
expressly ‘i ncor po&ﬁ@ggﬁgﬁghﬁgﬁﬁ&e@ gﬁ%&ﬁbh@#ﬁfiﬂ&%rlmis 10 -
BACKGROUND OF T, LAMENTILON i oF1 BLeLeafoitne. bowenidon.Theapresent vo
invention relates to transferring conputer files erectronicalty fro one
l'ocation tay/eypsierin idda B 6f PRLEHES W AT LY a!.,Oeé?c'i:%t"P‘?ﬁ"Fraﬁsr@Pﬂ'ﬁémqfor
conputer files directly between two or nore conputers or conputing
devi ces. I5irdct BaakGiroBatvern Coenpunstsht(iatoraey Redkat &b A/ 1 09 difiied on
delivery of docunents has for generations been of great concern to people
and ofs gr @dbvemper § an¢eOT;,0Uthdirovisumiahdssziindprlesttion Wet 6Q/0835,627 efnf taet i ng
expedi ted docunent deli ve%yqﬁhave pr%gressed tQ include sane day/ next day
Hy

physi cal . nafess aidylpunes Hatlisit2r AREIGN AT ahargBressiea divRayy RRskidiinay s,

as well as roni,.c 20, del, Y iont erconnpect ed networ

conput ers Xﬁé{?{/ Igggrﬂﬂf %aéiﬁ’ Xﬁ%ﬁ’ a&éd?%ﬁ??’-%%ﬂ]gwﬁ‘é%“%d%@lﬂ%%ti cs
systens h e . ROkRC Lrdienty and. SeNuEr; G S selpLises to
ef f ect re?ﬁ%ﬁ%ﬁ% nz%%ﬁlrléq%%stpég[g F:gﬁellp\%edr?;{aﬂ E:)? %%cﬁﬁle%sﬁ#%%et g{egelhder to
the reci pi gptafeferadph @i et0lrgdes. overni ght express mail delivery offered by
the U S. Postal Service and express delivery service provided 25 by private
conpampes such as Feder aBARK(EROUND O¢dTBd E8VEETIONe, and DHL. Charges
for delivery services rendered are typically on fixed fee basis (per

del i very); !’ wi t hiehhohiet[n¥aue0nht the time the service is perforned, or nade

Vi r rran o e .
aapre arra 1?l‘-?éjpre:sent invention relates to transfarring computer files electronically from

one location to another, and more particularly to elecironic transfer of computer files
directly bebween two Or more computers or computing devices.

13 2. Backoround of the Invention and Related A

Expedited delivery of documents has for generations been of great concemn to
people and of great importance to their business interests. Methods of effecting
expedited document delivery have progressed to include same day/next day physical
delivery using international and domestic airways and roadways, as well as electronic

20 delivery using interconnected networks of computers and telecommunications
equipment, worldwide. | Complex logistics systems have been erected by both
govemment and comumercial enterprises to effect r_e.latively secure physical.delivery

of documents from the sender to the recipient. Examples include overnight express

mail delivery offered by the U.S. Postal Service and express delivery service provided
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by private companies such-as Federal Express, United Parcel Servics, and DHL.
Charges for delivery services rendered are typically on fixed fee basis (per delivery),
with payment made at the time the service is performed, or made via a pre arranged

account with the service provider or a third party credit provider (e.g. VISA or Master
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Card).
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Vista, a software product available fromDi gital Equipnment ~Corporation.
various embodiments of computer programs enabling data communications between

15 computers.

Hybrid systems are also employed to provide remote access to files stored on
nétwork servers. These hybrid systems typically employ specialized communications
servers connected on a local area network and interconnected to a counterpart
communications server on another local area network through a public network such

20  as the Internet. Alternatively, a remote PC may be permitted to login to a
communications server using a dial-up connection through the PSTN. Often referred
to as "virtual private networks" or VPNs, these hybrid systems typically employ
encrypting techniques to create relatively secure data packets for transmission

| through client-server connections across public networks. An example of a VPN

25  product is Alta Vista, a software product available from Digital Equipment
Corporation. _

The approaches, as embodied in the physical and the electronic document
delivery systems in use today, exhibit a number of shortcomings. While being
relatively secure, slower express mail and delivery services are more costly to the

30  sender than more immediate delivery electronic alternatives. With electronic
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servers to store text messages or document files for later retrieval by the intended
recipient. All-of these systems require user login to a server and downloading of
files. Thus, direct transfer of a specific file from a sending PC to a specific recipient

20 at areceiving PC is not enabled by these systems, nor is the simultaneous exchange
of files between multiple computers.

A variation of the e-mail concept is manifested in a recently introduced file
transfer service called "e-Parcel" available over the Internet from Mitsubishi
America. "e-Parcel" is a -péy subscription service employing client-server

25 connections through the Internet. A similar system called "NetDox" is available from
NetDox, Inc. Both of these products employ client software to provide automatic
login to a mediating server that forwards a transferred file to a registered recipient
when thé recipient logs in to the mediating server. E-mail addresses are used to

create unique identifiers for each registered user for file routing and billing purposes.

30  However, direct transfer of a file from the sender to the recipient without login to the
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"metered” pPQYmplétachblntiy Hfstdth €TheMifited States Postal Service (USPS), as well as
other national postal systems, have lopg offered mechanical postége. meters for
placing "metered stamps" on envelopes to be sent through the mail. These
mechanical postage meters must be taken by the user to a "post office"” to be reset.
20  This enables a postal service to capture payment for future services to be delivered.
A variation of the traditional postal meter is é newer technology electronic
postage meter offered by Pitney Bowes, Inc., called "PERSONAL POST OFFICE"®.
The electronic postage meter can be reset over telephone lines with charges made to
a Pitney Bowes "POSTAGE BY PHONE"® account. Pitney Bowes also offers a
25 "Post Office for the PC" product that enables "metered" post marks to be printed onto
| envelopes using a personal computer printer. A peripheral device attached to the
personal computer serves as the postage repository, with postage downloaded via
modem over telephone lines.
Payment for the service provided by e-Parcel is via a prearranged flat rate

30  monthly charge, with the charge being determined upon registration based upon



envel opes using a personal conputer printer. A peripheral device attached
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downl oaded via nodem over tel ephone |lines. Paynent for t(he NO§rollge
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CCaTT Goup SIm 1 e transm ssion standards are w y depl oyed fax

machi nes avai | abfgedimn®e ttan¥lidsidnidaoreds 1RMEAN! Us@pHantswith CAEPTHObe B
Packard Corporation and Panasoni ¢ Corporation. Additional exanples 20 of

devi ces enpfagimije tstend@rdsypre3relaosiyridirecs timmasdiate aard s¢nareifieh ythitdmasyed PC
fax nodens avail abl e from manuf acturers such as US Robqt.i CS ?oﬁﬁr@goratj on.
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sender {9 afsREA{lEitfankBGisRIBNthe ' vice providers” are the local and long distance
telephone f:ompanies that charge for the connect time required to send a fax.

Examples of devices using CCITT Group 3 facsimile transmission standards

are widely deployed fax machines available from a multitude of manufacturers, such

as Hewlett Packard Corporation and Panasonic Corporation. Additional examples

20  ofdevices smploying the Group 3 facsimile standard are the widely deployed PC fax

modems available from manufacturers such as US Robotics Corporation. Both fax

machines and fax modems communicate over the PSTN. An emerging technology

is transrhission of fax images over the Internet. While fax devices enable direct

transmission of a specific document image from a sender to a specific recipient, the

25  transmissions are not in the original file format of the document transmitted and

typically suffer degraded visual quality. PC fax transmissions result in very large file
sizes driving requirements for large storage capacity. |

| - Unlike facsimile image transmissions, electronic file transfers across networks

or through the PSTN using modems can render document files to the recipien't in

30 native format, whether text, graphics, drawings, video, or sound. Such files may
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nor attachnent fi)e.encodin co atigjlity. However, nediated file :
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comuni cation architectures with acconpanyi ng conputer prograns usua
requi re userurathendhirdgarty0 to effect the transfer between PCs.
Alternatively, renpte control of one PC from another PC with attendant
security risks i iktrangeas thrpugh the BSON using medemnrrérthe priortaeaniprnisation t
for effectina? ehe tron'a_ﬁ file transfer whether across t he | nternet
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of an approach designed to provide user access "t ocunent files across a

- network i s destidriPiwith alleSdarPatarrity Msks 3s 8Bdw&b 7Thud)iall dfahefiecHasShk hes
groupware, in which nultiple users !Ogtgged on to a network can interactively
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tent. Typically, suf.fer mits own conplexity of use and
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of an- appr oduh SR AR Bl e BRE0S & i rect [y froma  sending PC (o
a recei vi ng PC t hAnegdmplesfRA BNpraact desighedre prosidensesadcbysau@ociiment files
across a network 1s described in U.S. Patent No. 5,634,057. This patent describes
- groupware, in which multiple users logged on to a network -can interactively
collaborate regarding various aspects of documents such as form and content.
Typically, groupware suffers from its own complexity of use and does.not enable
20  direct transmission of a specific file from one PC to another PC, or a simultaneous
exchange with multiple PCs.
Another example of an approach accomplishing file transfers directly from a

sending PC to areceiving PC through the PSTN, and in some instances through the

Internet, is a class of products described as "remoteware”. Within this category,

188
w

specific products such as "pcAnywhere", available from Symantec Corporation,
enable a user to login from one computer to another computer and effectively take
control of the operation and stored files of the computer onto which login was
accomplished. However, direct transfer of files without the third party security risk
of login and control is not provided. Additionally, products such as "DynaComm",

30  available from FutureSoft Engineering, Inc., are designed to provide dial-up terminal
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comuni cation. functions are integrated to provide a systemfor cireating a
virtudd PCOeRdisabier of the file transfer is provided. Moreover, no indication of where files

originate ‘from is provided. In addition, no communication or file- controls are
enabled. Alsq, it is not possible to request a file from a PC operating the Wormbhole
computer pro gram, nor is any form of file transpoﬁ security provided.
Another example of an approach that enables direct PC to PC communication
20 through the PSTN, developed by the current applicant, is the AEGIS Document
Imaging System (ADIS). In ADIS, document management and communication
functions are integrated to provide a system for creating a virtual PC network
interconnected through the PSTN. In addition to imaging capable PC equipment,

ADIS requires specific communication hardware (e.g., SatisFA Xtion 400 fax modem

|
w

developed by Intel Corporation, available from Pure Data, Ltd., Ontario, Canada),
- and uses a file transfer mechanism built into the SatisFAXtion board controlled by
the ADIS computer program. No capability for direct file transfer across the PSTN
using widely deployed standard Hayes compatible data modems, or across a TCP/IP.

network, is included in ADIS. Moreover, file requests can be made from one ADIS



i nterconnected through the PSTN. In addition to i maging capable PC

equi pnent, ADIS requires specific comunication hardware (e.g.,

Sati SFAXti on 400 fax nmodem 25 devel oped by Intel Corporation,0&NaVI 288 e
fromPure Data, Ltd., Ontario, Canada), and uses a file transfer nmechani sm
built into the Sati sFAXtion board controlled by .the AD S conputer program
No capability for direct file transfer ‘atross the PSTN usi ng w dely

depl oyed standard Hayes conpati bl e data nodens, or across a TCP/IP

net wor k, - BgtipRdyanethar AIALS Satigprtasfie requess Gaadiob bedeLHRAteBdofaPEHicom one
ADIS O 6 th 2006 -8 station by another AD S station, but file requests
can not b&2H88tricted to a specific station. Another drawback of these

conventional SWl & driwbRal oPRkld %\f;hi%lgwgﬁfs SR Hing VRS ReBbh

capability is present, occurs seri ong time 13 5 required to
recei ve mepnphitdre svhehastichiagaility & preberiestéuratsedaly. M| aubag lmd fs one of
the destinations is busy, causing the polling conputer to repeatedly
attenpt t oequinett@atctive nirestiilnafioonmaef akiffenghnt dessinalipns, iparmeplauy 1f gutot her
exanple of a known file transfer systemjs DropChute+, avail|able from

Hi | graeve Of the degmatigRs sebive KAYHRE s BRIlCg RABIPYIET 19 Kpsaigdly AGFBPHIY ¢

thus 10 lim.t] 0 ni j on.t.0 ot:her conputer at one tine.

Dr opChut e$°g?£ﬁk@&% %8%%“2%% reg‘lllhu a?eg & u’é‘gf“f't ransfer files in parallel)
Wi th one or o, AhdedxanGREBYh U rDwiVRIOPNRer $Yistdin B DRSHUR@E+ahYailabRNST er s
and commands take place on a single port. If 'nore than one event is to
occur, al lfren &hlgasveelmubf Mirese MichicangDrop iEhwi-ngtibzgsar singleusdrhehuor e, i f
a user wants to send a file to a group of destinatjons 15 there is sinply
no wailf t o lHBIting ¢ATiBLNDEEPTHQOaE. OLTRTEPMPYEF 8t PBE AMfeeDrephulescanan t o

provi de i nmedi ate and sgcur e siuglgg g‘ | iver ﬂf docunments from sender to
reci pi ent SRAERTFB AT AY! ?H%O‘ﬁgéi ey gf‘éc’c‘kp%ffa eph‘é{“ﬁr‘?% et bt does
not suff ercofrﬂdﬂﬂ%xjﬁ.t MERBULS UL Ron MR s fEEad d REHLER Blkeltacd v Of

t he foregol ng, e present invention is directed to providing
comuni catd fiels potte T mdke efahetikidv@nPiges oturpPek everts atd mnmitiplexahtirengtof

conputer files "between PCs across the Internet, private intranets and
ext r anet s, thapigsterrorpdiygthermore, if a user wants to send a file to a group of destinations,
15 there is simply no way to do it under DropChute+.
Thus, there is a need for a system to provide immediate and secure assured -
_delivery of documents from sender to recipient which retains the positive aspects of
the prior Art, but does not suffer from its shortcomings. |
SUMMARY OF THE INVENTION | -
20 In view of the foregoing, the preseﬁt invention is directed to providing a
.communication system for effecting peer to peer electronic transfer of corhputér'ﬂl_es
between PCs across the Internet, privéte intranets and extranets, and the PSTN.
File transfers are via the Internet, private intranets or extranets, and the PSTN

without login to the remote computer and without intermediate storage of the files on

an intervening computer. The present invention enables simultaneous transfers and

L0
w

incorporates functions including certified return receipt for transported files, transport
‘initiation directly from any companion application program, and mechanisms for

effecting payment to a service provider for each transported file.



File transfers are via the Internet, private intranets or extranets, and
the PSTN w thout login to the renote conputer and w thout internediate
storage of the files on 25 an intervening conputer. The prlﬁieﬁ@g % ention
enabl és sinul taneous transfers and incorporates functions i i Dgé/
certified return receipt for transported {iles, transport initiation
directly from any conpani on application program and nechani sns for

ef fecting pay Vj.ce. ider for, each transported file. 0 6 NOV
2006 -6 The. pr HishBsdhs GRIehliGR ALK e drec i RS SR bV RGrrign Srstem
comuni catigie Ehahl i e Lk S ol tive
format w t%out@?géag% itgr?ggfgﬁcodi ﬁgﬁ Pf(g:'rs l@or{r?\t/]g?g{)ﬁ]ég? ﬁ%%}g??%dr?@t’ e@f: 8@%‘@ files
transmi tt est.coflversisresfihe foftuerdfithe filss framdniigteddi rected to providing a

comuni cation system 5 that enables file transfers between PCs w thout a
requi rement f or lhepfiesent invention it furthendinestedbiopuowding dheommuaication egtternl i sh a

conmunj cat jons pat h .. Th resent inyention is further directed to

pr ovi d% ng %‘a{‘jgﬂ‘aﬁlﬁ?‘ﬁ%i %?Pszgfgt@rﬁve?%aég%ﬁé‘g}%’é 5 fq%mfeﬂéﬁﬁ%ffléf joé@t {®éA PCs
W t hout t si f b [ . Lther the sending
or 1 ecei vi pupt e geneRlr AeeiRf & ChabE o B B A s o "
schedul ed tine Pregetal MviadoR fuRfesansieed t_o”fﬁ@ﬂﬁﬁg@c&n%nﬂﬂicﬁﬁ@ﬁ?}st% the
invention, the invention is directed to a fil'e transfer systemfor
transferritigt énatdss fibt wemsfera Heogadn BGupwitiesut aindnadessieasdr aaneperd@sitd mat i on -
conputer selected froma list of destination conputers. The transfer is

across at PEsEY appithes shsirmding grapeeipmaiay Thisn &l anableg file summplerebetusenor k
and a, 15 i i tC .tele ne.ne rk. The file transfer system

i ncl udés gp?% FgagéﬁeggregfnmgHéqod%gme?@%gtthq Fé@?r'one file stored on the

| ocal conputer Agkroddina] &5 &l t ; ; t hinad
conputer(s); a des?i nat |1 on gﬁé?ﬁﬁ?%@“&@ﬁ’:@%éﬁ%&%% 411?‘?0?‘!:‘2?0 ?h%leat

| east one tremsfee synemufoe tfasierfhg [fHas tbeoneende d6dad alon@iutE0 ARt aeNedse onBi ch
the file will be transferred;, a transmtter that transfers the selected
file(s) todeshaatencpmauiesseizoteddnprutaelista) desténation cosmpuieisc Heomansfert away

w thout storing the selected file(s) o an) ternmedi ate conputers; and a
recei ver tHRAPST BCSRYR et‘i‘i’émf’}“é‘ﬁg‘l’é'?% %?:fgﬁaP"e%flu. INg\A COFRUTY HESVaHO R A

aspect;s of pdtIR dvhitchel FABH e reWsb &M Ble £ rﬂs?e?%?&tei’rﬂ‘ﬁ%ﬁ({e? 961k R€lect

: or
transmitter also includes a conpressor that conpresses es prior to
that selects at least one file stored on the local computer for ransferring to the at least

one destination computer(s); a destination selector that selects, from a list of the at

least one remote computer(s), at least one destination computer to which the file will

be transferred; a transmitter that transfers the selected file(s) to the destination

20 computer(s) via the communications pathway without storing the selected file(s) on
any intermediate computers; and a receiver that receives the transferred file(s).

According to another aspect of the file transfer system of the present

invention, the transmitter also includes a compressor that comp.r.es.ses .ﬁles- prior to

transmission. The receiver also includes a decompressor that decorﬁpfesses all

25 compressed files upon receipt. Preferably the compressor compresses every ﬁie prior

to transmission. Alternatively, the compressor only compresses user selected files.

The transmitter also includes an encryptor that encrypts each file prior to

transmission. The receiver also includes a decryptor that decrypts each file upon

receipt. In such a file transfer system the encryptor encrypts every file prior to

30 transmission.



transm ssion. The receiver also includes a deconpressor that deconpresses
all 25 conpressed files upon receipt. Preferably the conpressor conpresses
every file prior to transmssion. Alternatively, the conpr@gs,mv omey
conpresses user selected files. The transmtter also includes an encryptor
that encrypts each file prior to transmgsion. The receiver also includes
a decryptor that decrypts each file upon receipt. In such a file transfer
system t he encriypcebrdanés “atiSa [ (Re 1SS Q- 6 NOV
2006 -10 In accordance with a%\éf%?ré’?re?g"dg‘%’gm’ rtrg%tﬁ:ﬁp%x%éﬁ?}s%&%%ﬁé?gr

syst em of ithentidnralsminchesh seedinaifficiencyaver R thasdétdrnGh@NeNeti@rthé i) t hat
determ nes whet her the | ocal conputer. has sufficient credits to transfer
each sel ecRO8PYEY kas syHicientsaeditsigitransiasmagh solerietifde. Theowadit huffitieaosni tt er
to operat eveog.l% en suthfi ci.ﬁnt credits are founfg._ The 5 suffjci encg of-
credits is UHeteRHY NI PHIAoP Rt anly) Whersuliigicas ereditparedound. The
Fur t hee nor& ki g i TN - I i is.modified upon
each gucc%sfg%&ﬁc?%%h@%s e%féltg%/rﬁ]e{hgdore{rlgg{)cgﬁgi tr?g% g@éﬂg}egr tr@B&FF RBnumber
of avai | abferthestres,! the frmiRRCHr Eant is AAPYSS! hactihs ﬁifcﬁﬁﬁéa‘u{j&? ehgral
conputer. The transmtter also includes an encryptor that encrypts sel ected
files pricucegssfuldilerteansfirshy arcorfspondingitsatisfeal @st.i A hugdsr af degifaypd or

t hat decrypts. each encrypted fi'le upon receipt, wherein dependent upon the
policy of e@é&f&é%f%rwpm@ﬁ@ dispiexed opfthelasdl eemputer.he | ocal machi ne

b difi t,.l e ddi ti | credi h ful fil
e b6 oot oo o\ gantone AL ot credd o ceon el T 1
al so ijocl uddsthissi@tli The REICEARES incRfdks allécﬂ}réfﬂf%&%e@rﬁ/glstéa%%%'gﬁt@&l&itles from

an outside source in response to a user's quest, t out Si source

val i dat i nguprnareneipt, vhereihatepahdem upfontthef;uﬁey offdeliceRasideg thad@mbeenal
credits if the account information is validated. According to a preferred
enbodi nentOf GrRdity in the docah sraching max beanedified @t iekst onmadditiosaticssdivupar r or

doctor that term an anmopunt of .a file successfull 20 transferred
when t he ?ﬁcg%B%?eﬁﬁﬁé%gwﬁﬂnnﬁ)y%%W%r upt ed dﬁri ng transmission.
The transmi ssi oRq&FbRAIYIRR Ble tfrér?s'?%@gEt%x& Eﬁbﬁ% ARk c{ggigt ﬁu‘réheasgrotﬁ'lar et

transferred when an error-free co ctio et ween t he computer and
t he désti meguests additional credits from an outside source in TESponse to a user's request, the '

outside source validating accounting information of the user and dispensing
additional credits if the account information is validated. |

According to a preferred embodiment, the file transfer system also includes

a transmission error doctor that determines an amount of a file successfully

20 transferred when the file being transferred has been interrupted during transmission.

The transmission error doctor transmits the portion of the file not yet transferred

when an error-free connection between the local computer and the destination

computer is established, thereby resulting in the destination computer receiving the

file without errors.

[
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According to a preferred embodiment, the file transfer system also includes
a scheduler that schedules a file transfer at a time selected by a local computer user,
thereby permitting the file transfer to occur without the presence of the local
computer user.

The receiver can also include a recorder that records attributes of all file

30 transfers. In such systems, the recorder can also inform an independent certifying



conputer is established, thereby resulting in the destination conputer
receiving the file wthout errors. 25 According to a preferred enbodi nent,
the file transfer systemal so includes a schedul er that scBgde Snib file
transfer at a time selected by a |ocal -conputer user, -therfeby pernmtting
the file transfer to occur without the presence of the local conputer
user. The receiver can also include a regprder that records attributes of
all file 30 transfers. In such systens, the recorder can also inform an

i ndependent certl f t f e file
tranct or g AT oath M Snsid SRl i Plnsyif WSRO TAT

I nform the.lggal caﬁ%wtn%m?fhe%édl icBHipRigerf afttﬂ%ufds'o@ the ﬁl@&f&%feﬁ%@n&ﬁ@ file
transfer is successful. Dependent upon the policy of a service provider,

the - nunifgle t@insﬁe’r&@lmceﬂﬁtlhﬁeben@émrtmﬂm the pelycybef audrficepratidéredse one
additional credit 5 upon each notification of file transfer attributes.

The t r ansmiunlksr of arm:dsts pruthed pesd srachinermas be rmedified at lsashangeiagpidiogalarediat i on

conput ers throug epar at e gﬁ di s rete.connections to each destination
conputer. UPSNRAC In ICFIH%“P %ﬁ%ﬁ%ﬁ t aneously receive file

transfers from Eraggl%l%% e@zﬁles g%ﬁlﬁa'.’n%t)}]{lgr ltrg‘r?{ ifes {(p?ndlﬁﬁl?i ?&%%H&ﬁr

i ncl udes a rece er capa SImu neous y recel ving e transfers

frommul t 'éﬂrﬁpﬁtéx@ﬁﬁfﬂubh%re?araﬁ’.f%d dia&xerd Edrfiectidns ®rdrBldesiat®nasniputaous! y
transferring files tonmultiple destination conputers, such that the | ocal

conput er cSimisirtp)lthaneoeisky cex chmntfen¢mmsid recaive doei W&?l)SfQIBnyTCPTD nipeltiplef
files with nmultiple conputers. The receiver can al so incluyde a@gg%d lléeeper
t hat sel ecftrmﬁéml?c%%nd )2 f@ﬁ*ﬁ@fecéhPyloc@JS CQEPEHTSINGYAES 14 SR SC Spon

the authent.icated identi nspittin [ | (AT

pref erPed JHOERTRM ysrec?lﬁ & 11|le ’f?ﬁss’ffa?‘ g’y é%nglg}ri:ﬁﬂg& Bs Iglr? 1T é’%@er 18

gener at or ¢ §A8s REMUAEHIE Akfthabiyn RoMPIREE sEERPUL er
via the E%ﬁﬂga%rﬁgﬁasﬂgg?lﬁc{%sz g ~i ndex mcqzﬁ des ata gag{r@one fsl | e of
whi ch the frapdicdod) compRtErean sianultapgoesy eactemgy (send aadfredeevd)raaymhmberl n

such systens, the index can also include an associated renote conputer
whi ch has ekflesstitternadiipls somputdre i ndex.

The receiver can also include a gate keeper that selectively and automatically
15 accepts file transfers based upon the authenticated identity of a transmitting
computer.

In certain preferred embodiments, the file transfer system includes an index
generator that defines an index that can be requested by a remote cbmputer via the
communications pathway. The index includes at least one file of which the remote

20 computer can requést a copy via a file trahsfer_. In such systems, the index can also
include an associated remote computer which has exclusive access to the index.

In certain preferred embodiments, the file transfer via the communications
pathway occurs without logging onto any intermediate store and forward computers

and without logging onto the destination computer.

o
wh

In preferred embodiments, the file transfer system may effect simultaneous
transfer of files contained in specific destination linked directories at multiple remote
- computers by triggering file transfer initiation at the remote computers with a transfer

request.



In certain preferred enbodi nents, the file transfer via the comunications
pat hway occurs w thout |ogging onto any internediate store and forward
conputers and wi thout |ogging onto the destination corrputéeé.'w? EQ
preferred enbodi nents, the file transfer system may effect”Si I?Q eous
transfer of files contained in specific destination |inked directories at
multiple renote conputers by triggeri ng‘1 ile transfer initiation at the
renot e conputers, W transfer, reguest. 0 6 NOV 2006 -12 According to a
preferred enbodiAn%Mr?%&pg ¢ BFq%éT@aWtB@J‘W%@EF“iarFaB P& RYokgd dmcreatde an

i ncl udi ng (iafet, Agelfuday ( hii t _ ( ile.t " file te &
time, (d) enbedded se°rqagf&rhmﬂdﬁ‘bglrfl,ilg%‘gE?’éﬁ’((ggag{ei s (PR el el @5
codes. | n ambasided serelenwiddt, rmad t(e)aietingtidH aghdntichtisiesodat. | east a display -
nonitor, a 5 prIocesijg‘r:FﬁE/ith menory, a file storage device, a keyboard, a
poi nting devi ce,'"& Pt AMeadimsat Fanhedevirednclades ajieashd display modient ed

(wi ndows) ! 3y . ihg drag. &.drop _functionality. Each device
oper at \gg ao%}gén%ﬁ%ﬂg%%r 1?)’tgfr?]a ’th}rﬂe %8F1at=reo Ty aswlll%?ﬁdf GrRﬁ‘?tH%:%d%Yfﬁe’aa :
conput er pragiramication imkiTaRNan@NREFHENY oBBMEA vasi%%ﬁfq@vg‘% i S
connected to the plurality of communication pathways, 10 and geriérates a
gr aphi cal Us¥ng dragr &airep fi@tipnality s Caghideivive chparagesaa canpitol propgath Gof OF
controlli ng. rloll'; unct i ona}‘a{id syst.em communi cati ong; graphics nodul es that
call or créeate Uispl iy i HdtiRe 48,2 COMPHISE iPRIETRRNIT davéndomseeparpang can be

Lransm 1t edtnvibhRBslachaBAQRonb a0 O34 £oREBPOAlo S ATRULEE ARLLAAL S OnS

to which files can be transmtted estinati on W n
files tRat dndeentretss ageaphical ukbimatee(GUI] oMnitillzeg aw 1dawhi mapdiegent r ol s

for initiali z%nﬁ. anérjyyjlgl\lloki ng system operating criteria via dialog
wi ndows. ACCOHaIHE | NHeRe e SERb BRfNFBIRcatians grmpiMcsmethtes tiatcel

enbodi ed i i d} Iy < ovi ded. e signal ,enables a
vari abl e mr})rﬁ;cer?ﬁg@ a?}tawﬁdgﬁslffog%hgﬁtg&% ﬁ%rllaﬁ%aé%-ﬁierf’ ﬁﬁ?f‘i”hpeémﬁ@é‘?‘?don
sour ce coderargnieminduvs)aaflditiate peRBE Aot GEAEGRICAIR SEINRILs cFhg T niti al

3

connection source code segnent establishes a connection between two
devi ces vi dT9RSBdREE f¢AsHBHION Windawa) apdr tteansmitteld fles temstavebesn pemdat er m ned

l'i stenihng %Eéivé@%é@np%ﬂwgm&)?gﬁg HEYL & s0r 1Y 1aliizr}}1§£_f '3k IO r%ref\g,(r: tsiygtgm
operating criteria via diaiog windows.

According to a preferred embodiment, a computer data signal embodied in a
propagation medium is provided. The signal enables a variable number of data
transfers and includes an initial connection source code segment and a data transfér

20 source code segment. The initial connection source code segment establishes a
connection between two devices via predetermined listening ports, with at least one
predetermined listening port residing within each device. The initial connection
source code segment also dynamically assigns a first data port within a first device,
and transmits the address of the first data port to a remaining device via the

25  predetermined Iisfening ports.

The data transfer source code segment is for each of the variable number of
data transfer operations. The data transfer source code segment dyriarnically assigns
a second data port within the remaining device. The second data port corresponds to .
the first data port within the first device. The data transfer source code segment

30  transfers data berween the connected devices via the data ports so that the data is



source code segnment al so dynamcally assigns a first data port within a
first device, and transmts the address of the first data port to a
remai ni ng device via the 25 predeterm ned |istening ports.g -TREV ARt
transfer source code segnent is for each of the variable nunber of data
transfer operations. The data transfer sqyrce code segment dynamcally
assigns - a.second data port within the renmaining device. The second data

t d . the first. Lt hin. i T d
Pranst o cobreatalfuntlnids Bl i dr il PUIE Bl oFEI R T E Gt @
devi ces vi ?}{ﬁarfﬁcgﬁjf 3sPOhES dat phak. t BacKHGak bf fsSaNP%e?BR® datd Ports is

substantial1y sinultan€ously transferred between a variabl e nunber of
devi ces Vi etitflghedymasspomel ty cashiligrathgpémacpardcsionEach pair of first and
second data ports is established in response to each |istening port
connecti on. TheTheinitiallcoppegiinm $amces erecss SHSAE MAYPHEN exGhapga Il Emskinge

data transfer 5,characéeristi.cs and authenticate the re ining&dvjce by
verifyPng FRRFAELCFIHHGRyan rﬁ"él'l‘erPé’tCPE?nBEﬁ R R A S TR R G R S é% Fql

t he remai ni device.r .F : the. L nifi [ [ QU Caa
seqment malPRORGYE o U KRR Sedcsrunitahldly BORNGAL ' AlECHpapee

conpares t RgheHRbRl 12 AR CRnfettdtintddrié REBde sbéREMPBINaPTneIudB @Bsdlediveof
destination identities stored in the first device and prohibits 10 data

transfers heapaeeisoasenmidesetiment thae cbimparasithelesmaimang davicdendéntifping 1 n a

preferred enbodinent, each_ device substantially sinultgneously sends and
recei ves dinfarmatiemyithrlishphdestingtien ileptingsstorgddn gi%’éf g??élﬁe 3?¥8rq%ﬂmsude a

Fecel po. TR FaReiic T lnis) e tisr FEELAbSa T aBRE Ty g1t
destinati O@mb%@ﬂnérﬂ?%&?tagilce SOBRARINORirh D Q18R ]y QBnds?HHd reSei®&\dard fodndt he

device that recelved t ata transtér to the device that transferred the
dat a upon frdif e@asple devivgpl etion of the data transfer. The signal may also

include a certifying source code segnent that conmunicates with an
i ndependent cer flilkeysiggalpmayealsorinchide & piurn $8cqipl BOYFCE AieptagMeY thal
ndopendente-BEATT SIS oT BECUBO<SEa \FarirT CarTr early Fraairnde ne
devi ce,{ hatorigin, destination, and successful completion information, and i_s sent from the
device that received the data transfer to the device that transferred the data upon
successful completion of the data transfer.
The signal may also include a certifying source code segment that
communicates with an independent certifying processor that verifies returh receipts
20 for point of origin, destination, and successful completion information. The
independent certifying processor sends verification certification to the device that
originatéd the data transfer upon successful completion of the data transfer. The
return receipt source code segment also generates and sends a return receipt from the
device that received the data transfer to the independent certifying processor upon
25 successful completion of the data transfer. _ _
Preferably socket data structures are dynamically managed and each data port
is represented by a socket data structure. Further, each device may store the socket

data structures in a linked list in order to manage the flow of data transfers. The

linked list is traversed to enable substantially simultaneous data transfers.

Y&d from _



originated the data transfer upon successful conpletion of the data
transfer. The return receipt source code segnent al so generates and sends
a return receipt fromthe device that received the data traﬁgfﬁd\/ ?ﬁ]ﬁt he

i ndependent certifying processor upon 25 successful conplettFon.” of the
data transfer. Preferably socket data strudures are dynamically managed
and each data port is represented by a socket data structure. Further,
each devi ce may FThosignalmayelskencludenaredit smires esdd segandnt i@ dndinetnsiandor der
to manage the flow of data transfers. The linked |ist is, trayersed to
enabl e subsORPEY 4352 wppsiey %ﬁ&&%ﬂc{j‘iﬁft‘éc‘? Fafsdalp gr_an@%eg IRefAes G%ée‘{@iﬁre‘?ﬁe
signal may al so_incl a credj-t ' t i LK d
noni tors dat A a%rsef] lg?a%g?%@i ffgéraang‘g(gﬁrecg gfélf gggaa%ﬁ&ggx?a@?:anast??raﬂ%% ggf %@P to
deduct cr edgErmifttreQrG/l?enCthg(él'e_{'ic%CiﬁiQMﬂthflé BhnfeSHACRTREIUN BRldast ransfer. The
data transfer 1s only permtted when the device initiating the transfer
has suffsi ci ent cAedbtding to aArefarrtdregnbodimept;, dfeefatadarsidradicusvithouhpgdmiga -
transfer occurs without |ogging onto any internedi ate conputers other than
t hose est ablonihpmy) iniconeditisi CURPWAE OtHaE Higdythosd eviablishing gi GRnmBuURIsa NS
destination conputer.. and w.thout internediate storage of,transferred data
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transm tting, eyl el e UAPgad/on AOnRRSEYRE CBhpBfur Ce code segment that
encrypts sel'ect®d data prior to transm ssidn. urther, a receiving device
i ncludes a decrypdcBedif®ubCe pesfdred agnbodinienfta daasmixting dadde gieiudeptand
file upon receipt. Data transfer credits conprise a definite nunber of
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in response to a r ues tironal credits fro evi ce.

external cregdiditsP PRERSAbeY 8f bAAICIn ARE GdAtmitiing devREiiomadifithet [@guast i ng
devi ce and di spenses additional credits if the account information is

val i dat ed. 2@diflmaécgdilupoaeaah socdensfulidetadransfed empdoyimgencguéiosegnent t hat

defines an index.for re uestl bX rgm)te evices via a onnect{t%n. The, i ndex
is assoby at ed wi tie signalmay also1 clude a credit request source code segment that requests

additional credits from an external credit processor in response to a request for
“additional credits from a device. The external credit processor validates account
information of the requesting device and dispenses additional credits if the account
information is validated. _

20 The signal may also include an index source code segment that defines an
index for request by remote devices-via a connection. The index is associated with
at least one destination and lists information representative of at least one file that the
remote devices can request. Devices corresponding to the associated destination have
exclusive access to the index. An index request source code segment may be

25  provided that permits a requesting device to select a particular remote device to
which a request for an index will be sent. The request is sent to the selected remote
device. In response to the request, the remote device returns the index to the
requesting device. Then, the requesting device stores the index in a storage device.
An index transfer source code segment may also be provided that, in response to each

30 file listed in the index being selected by the requesting device, permits the requesting



at | east one destination and lists information representative of at |east
one file that the renote devices can request. Devices corresponding to the
associ ated destination have exclusive access to the index. Anl
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whether each remote device in a list of at least one remote devices is currently
actively connected to a communications pathway accessible to a local device. The
validating source code segment validates each remote device in the list of at least one
" remote devices that is currently actively connected to the communications pathway
20  accessible to the local device. The monitoring source code segment defers a file
transfer to a time when the destination device becofnes actively connected to the
communications pathway accessible to the local device if the selected destination
device is not currently actively connected to the communications pathway accessible
to the local device.
25 The signal may also include a parallel polling source code segment that causes
a local device to poll a directory on at least one of the remote devices. The directory
1s associated with an assigned destination. The local device requests all data within

the directory to be transferred to the local device. Thus, multiple remote devices are

substantially simultaneously polled and the data is transferred substantially



transfer to a time when the destination device becones actively connected
to the comunications pathway accessible to the | ocal device if the

sel ected destination device is not currently actively connecédNgb 2e
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ports. Ithe i thedlatd parts secthetdbs datafis subsesitiably ssmiltageousty irantfeméd between
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devi ce substanti al.l Si Itaneou(ielrs?/ sends, .and recei ves data. 20 The net hod
may al soll ncltRREMeTL oM Hg ramates &%gna?drdé‘!(wr ereds giGemparing of the remote

device's identifying information with a list of destination identities stored in the local
device. Déta transfers from devices not within the list of destination identities are
prohibited. According to a preferred embodiment, the local device substantially
simultaneously sends and receives data.

20 The method may also include generating and sending a return receipt,
including point of origin, destination, and successful completion information, from
a device that received a data transfer to a device that transferred data afier successful
completion of the data transfer. In addition, the method may further include
communicating with an independent certifying processor that verifies return receipts

25 | for point of origin, destination, and successful completion information. The
independent certifying processor sends a verification certification to a device that
originated the data transfer upon successful completion of the data transfer. Thus,
the device that received the data transfer generates and sends a return receipt to the

independent certifying processor upon successful completion of the data transfer.



i ncludi ng point of origin, destination, and successful conpletion
information, from a device that received a data transfer to a device that
transferred data after successful conpletion of the data transfer. In
addition, the nmethod may further include comunicating wittg&anoVni#¥bendent
certifying processor that verifies return receipts 25 for point of origin,
destination, and successful conpletion ﬂﬁfornation. The i ndependent
certifying processor sends a verification certificatio gvice t hat
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t he réﬁ'ues‘?qvh"gelaﬁﬁcégs,s?ﬁ'ge Féiﬁh'esti ng device requests that a copy

A requesting device may be permitted to select the remote device where a
request for an index will be sent. When the request is sent to the selected remote
device, the remote. device returns the index to the requesting device, and the
requesting device stores the index in a storage device. When any file listed in the

20  index is selected by the requesting device, the requesting device requests that a copy
- of the selectéd file be transferred from the remote device. In response to the request,
the remote device transfers each file.

According to a preferred embodiment, each device may include a variable
number of destination linked directories, each associated with another device.l Each

25  destination linked directory is a file storage area on the device or accessible to the
device. In this case, the method also includes detecting storing of at least one data
file in the destination linked directory and initiating a transfer of the detected data file
to the associated device in response to the detection.

According to a preferred embodiment, the method also includes periodically

30  determining whether each remote device in a list of at least one remote device 18



of the selected file be transferred fromthe renote device. In response to
the request, the renpte device transfers each file. According to a
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destination linked directories, each associated w th anot her 0§e¥9¥&006Each
25 destination |inked directory is afile storage area on the device or
accessible to the device. In this case, .tgae nethod al so i ncl udes detecting
storing of at least one data file in the destination linked directory and
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" 15 comnection being between two devices via a different pair of listening ports. In this
case, each device selects listening ports from a predetermined range of available
ports.
Another file transfer method is provided that enables data transfer between a
Jocal device and at least one remote device. The method includes establishing a
20 connection with the remote device via preestablished listening ports that reside within
each device; receiving an address of a first data port from the remote device via the
listening ports; dynamically assigning a corresponding second data port
(correéponding to the first data port within the remote device) within the local device,
each data port within each device enabling a data transfer; and transferring data
25 between the connected devices via the data ports. Thus, the data is substantially
simultaneously transferred to multiple remote devices via the dynamically assigned -
data ports. After establishing the connection, data transfer characteristics may be _

transmitted. Further each local device may substantially simultaneously send and

receive data to and from multiple devices.



20 connection with the renote device via preestablished listening ports
that reside within each device; receiving an address of a first data port
fromthe renote device via the |Ilistening ports; dynam calgy Mys2ghi ng a
correspondi ng second data port (corresponqéng to the first data port
within the renote device) within the |ocal *device, each data port wthin
each devi ce enabl | ng a daéa transfer; and transferrjing data 25 between the
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certification to a device that originated the data transfer upon
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subst ant i al | yami smictiraenus lokked list anefder $o nizmaghe¢harBohoof daty tahsfers. nThede
mai ntaining and nonitoring data transfer credits and detecting each data
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requesting aggideRbfhg e4@E418 tfabhORY BNoRME &5 B&it a credit account after a successful
data transfer. The data transfer is only permitted when the device initiating the
transfer has sufficient credits.
The method may also include requesting additional credits from an external
20  credit processor in response to a request from a device for additional credits. In this
case, the external credit processor validates account information of the requesting
device and dispenses additional credits if the account information is validated.
The method may also include defining an index that can be requested by
remote devices via the initial connection. The index includes at least one file that the
25  remote computer can request a copy of via the data transfer, and an associated
destination. A requesting device may be permitted to select the remote device where
a request for an index will be sent. When the request is sent to the selected remote
device, the remote device returns the index to the requesting device, and the

requesting device stores the index in a storage device. When any file listed in the

30  index is selected by the requesting device, the requesting device requests that a copy



20 credit processor in response to a request froma device for additional
credits. In this case, the external credit processor validates account
information of the requesting device and di spenses additional . @\glezp if
t he account information is validated. The nethod nmay al so inclcﬁdg d q%ni ng
an index that can be requested by renote d¥ices via the initial
connection. The index includes at |east one file that the 25 renote
conput er canof degisskectedc Bgy boftraps ferreade frant the reameteedeviemd The rsowdeidavied
destination. Ar %uesbifrlg.devi ce may, be permtted to select the renote
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met hod al so ige¢icedeshdiLdtBd dastination device is not currently actively connected to the
communications pathway accessible to the local device.
According to a preferred embodiment, the method also includes polling a
directory on at least one of the remote devices (the directory is associated with an
20  assigned destination) and requesting all data within the directory to be transferred to
a local device. Thus, multiple remote devices are substantially simultaneously polled,
and data is transferred substantially simultaneously to the local device from all of the
multiple remote devices. Further, the data transfers to the assigned destination.
A file transfer device is provided that transfers data with at least one remote
25 device. The file transfer device includes at least one listening port through which a
control connection is established with the remote device. The control connection is
utilized to determine a remote data port for transferring data, each data port enabling
a data transfer. At least one dynamically assigned data port is for data transfer with '
the remote data port, the data being substantially simultaneously transferred with

30  multiple remote devices via the dynamically assigned data ports. The control
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Preferably socket data structures are dynamically managed and each data port
is represented By a socket data structure. Further, each device may store the socket
data structures in a linked list in order to manage the flow of data transfers. The

20  linked list is traversed to enable substantially simultaneous data transfers.

The file transfer device may also include a-credit system that maintains and
monitors data transfer credits and detects each data transfer in order to deduct credit
from a credit account after a successful data transfer. The data transfer is only
permitted when the device initiating the transfer has sufficient credits. The number

25 of available credits for the device may be dynamically displayed on the device.

According to a preferred embodiment, a transmitting device includes an

encrypting system that encrypts selected data prior to transmission. Further, a

receiving device includes a decrypting system that decrypts each encrypted file upon

receipt. Data transfer credits comprise a definite number of credits. The number of



i's represented by a socket data structure. Further, each device nmay store
the socket data structures in a linked list in order to manage the fl ow of
data transfers. The 20 linked list is traversed to enable substantially
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at | east one enote devices tan re
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device, permts the requesting device to request a copy of the Selected
file also be provided that, in response to each file listed in the index being selected by the

requesting device, permits the requesting device to request a copy of the selected file

to be transferred from the remote device. The remote device transfers each file in

20  response to the request.
Each device may also include a variable number of destination linked
directories that are associated with another device. Each destination linked directory

is a file storage area on the device or accessible to the device. A destination linked

directory management system is then provided that detects storing of at least one data

[
w

file in the destination linked directory and initiates a transfer of the detected data file
to the associated device in response to the detection.

The file transfer device may also include a parallel polling system that causes
a local device to poll a directory on at least one of the remote devices. The directory
is associated with an assigned destination. The local device requests all data within

30  the directory to be transferred to the local device. Thus, multiple remote devices are
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i ncl ude 13 sek&fd anvErerepedag)ce systemthat conpares the renote deV| ce' s
identifying information with a |ist of destination
The control connection may also include a selective acceptance system that
compares the remote device's identifying information with a list of destination
identities stored in the first device and prohibits data transfers from devices not
within the list of destination identities.

20 The file transfer device may also include a return receipt system that generates
and sends a return receipt. The return receipt typically includes point of origin,
destination, and successful completion information, and is sent from the device that
received the data transfer.to the device that transferred the data upon successful
completion of the data transfer.

25 The file transfer device may also include a certifying system that
communicates with an independent certifying processor that verifies return receipts
for point of origin, destination, and successful completion information. The
independent certifying processor sends verification certification to the device that

originated the data transfer upon successful completion of the data transfer. The

30 return receipt system also generates and sends a return receipt from the device that



identities stored in the first device and prohibits data transfers from
devices. not wthin the list of destination identities. 20 The file
transfer device may al so include a return receipt systen1tha¢ g@@ﬁ- &es
and sends a return receipt. The return receipt typically inc E @@ nt of
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enbodi ment, a transmtting ce inc es an encrypting systemt
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credits in the transmitting device is modified at least one additional credit upon each
successful data transfer employing encryption.
The file transfer device may also include a credit request system that requests
additional credits from an external credit processor in response to a request for
20  additional credits from a device. The external credit processor validates account
information of the requesting device and dispenses additional credits if the account
information is validated.
The file transfer device may also include an index system that defines an index
for request by remote devices via a connection. The index is associated with at least
25  one destination and lists information representative of at least one file that the remote
devices can request. Devices corresponding to the associated destination have
exclusive access to the index. An index request system may be provided that permits
a requesting device to select a particular remote device to which a request for an

index will be sent. The request is sent to the selected remote device. In response to

30  the request, the remote device returns the index to the requesting device. Then, the
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devi ce. Thus e renote devices are
substantxally simultaneously polled, and the data is transferred substantially

simultaneously to the local device from all of the remote devices. Further, the data
transfers to the assigned destination.

The file transfer device may also include an active connection monitoring

20  system that periodically determines whether each remote device in a list of at least

‘one remote devices is currently actively connected to a communications pathway

accessible to a local device; a validating system that validates each remote device in

the list of at least one remote devices that is currently actively connected to the

communications pathway accessible to the local device; and a2 monitoring system that

25 defers a file transfer to a time when the destination device becomes actively

connected to the communications pathway accessible to the local device if the

selected destination device is not currently actively connected to the communications
pathway accessible to the local device. .

A data file delivery system is provided for delivering data files between a

30  variable number of devices. The data file delivery system includes a variable number



substantially sinultaneously polled, and the data is transferred
substantially sinultaneously to the |ocal device fromall of the renote
devices. Further, the data transfers to the assigned desti pat Nown.2fBhe file
transfer device may al so include an active connection nonitoring 20 system
that periodically determ nes whether each r&wote device in a list of at
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the files sent via storagel ess sending. At least the fiTle source or the
desti nati on Hés seurce ot theatestigatgyns thanh fite sourced ik aBbiandg stigeioathaoingaf retéieing
transmtting S)%St egé Vi a ét | east . one f@om’runi cations nego [ abi ng, pat hway
cor T espotiti nGYFET RS SIATaBEASE FEGRRING LAY TR 364 HOTAREL5aY S41CHRS DY REICAS! one
other peer system acting as a subsequent file source at the same time that the
transmitting system operates.
Each peer may also include a variable number of destination linked directories,
each associated with another device. Each destination linked directory is a file
20  storage area on the device or accessible to the device. Each peer may also include a
destination linked directory management system for detecting storing of at least one
data file in the corresponding file storage area and for controlling the initiating
system to initiate operation of the transceiver system in response to the detection.
Each peer system may also include a return receipt system for generating and
25  sending a return receipt including point of origin, destination, and successful
completion information, from each destination peer system receiving the selected
files to the file source peer system over the storageless communications pathway

corresponding to the data ports upon successful completion of the storageless

receiving of the selected files.
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sending. The system may also include a credit processor for receiving credit requests

and for incrementing a credit account variable on an associated one of the peer

systems upon receipt of a credit request and successful comparison of the credit

request against a credit authorization function. ‘The file credit monitoring system

20  generates and sends a credit request from one of the peer systems to the credit

. processor.

Each peer system may also include an index generating system for generating

an index of files on a peer system; an index requesting system for requesting and

retrieving an index of files from any one of the variable number of peer systems; a

25  subset selecting system for selecting a subset of a variable nu'rhber of files from the

retrieved index of files from any of the variable number of peer systems; and a file

subset requesting system for initiating operation of the transceiver system to transfer

the subset from any one of the variable number of peer systems to the peer system.

Each peer system may also include a transceiver management system for

30  managing substantially parallel and simultaneous operation of a variable number of



detects each storagel ess sending of selected files and debits a credit
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function based on the storagel ess sending. The system may al SO I nc u%e a
credit processor for receiving credit requests and for increnenting a
credit account variable on an associ ated o of the peer systens upon
receipt of a'credit request and successful conparison of the credit

request agaitRsbcaver §dtdmafer RbitamidIBNpdriNeltdndsimiiendduseisraediets §aintcor i ng
system 20 generates and sends a credi't request fromone of the peer systens

to the crediand stpragekess maceiviiag lof plaeselegted érienoyera plaraliy| afd®mmunicdeons
generating systemfor generating _an_index of files on a peer system an

i ndex r eque PR OrEIPORAIng EQaPlirHE @fifttta PRTYi evi ng an i ndex of files .
from any one of e riabl e numper of peer .syst O - SUbset sel ecting
systemfor sel ecrt'ﬂ}?gc_\{%a §%B§§f V&”Hhe ?/%{anﬁﬂic@nﬂﬁ%%% Gid ?C‘lcflésswf$8ﬂﬁ foh’ema
retri evef{i | e %yfiht&ﬁeﬁfa%n&ﬁﬂ{%&&st Rehe¥ afagbtiRosBURB&IedOko PERALIRKS (RIS
and a file subset” requesting systemfor initiating operation of the
transcei ver conshenichtions pathfsay, witeows ulogeingf ontm ey demimadbnt deampaet, adilde

nunber of peer systens to the peer system Each peer system may al so
i ncl ude a t reiikewipwrmadistegeatage of yeansmittest files@nnamiaigrHeniagsommiteral The

1 el d simylt ti f i_abl nber. of 6. NOV. 2006
P06 tr ansce BRESYEL Bt teRGdiaraiiertas fy Barar rEr ST tioPAdisdsgeived
storagel ess Gentl\GntdNHars! Wc@gﬁiriﬁg& 4 g&?éd’éd‘&n%dih{&%tﬁ%&fé ?i‘i’ﬁ fs! s'a@é'df fover a
plurality of comrunications pat ys torresponding to a plurality of data

ports. The dapradétetibfeaidirettary B ocaad Witk atdestisatiual, thvefileds Crahsevdet i tie
logging 5 onto any internediate conputers other than those needed to
est abl i sh t hdestipataoruni cati ons pat hway, without |ogging onto the destination

t , d it hout Lnt di at t t itted fil
L Brveni ng compubBrtierriE HaRBIn SESES ROV HECHEr HESTRRe RS DFAVEeAdt ledth

) ; ) . : di
port is to &, elé%%lgég}%n@%?, ﬁsl§asli§|fi?¥é/rﬁgte c‘%@éﬁté%@&e&% erJ'n dzglt%taofe{?‘fe%?tr I ng

toapreferre en a e I s sav a pre erm ne
directory asmwc%ﬁsme@, &1e64ds A fdakdhe coRniinitRidns phthanisf ahedtle trandfbie

destination. Another file transfer systemis provided for transferring

files bafweesystam |inghkudes a file selector that selects at least one file stored on the local

computer for transferring to the at least one remote computer; a destination selector

that selects, from the list of at least one remote computers, at least one remote

computer designated as a destination computer to which the file will be transferred;

a transmitter that transfers the selected file to the destination computer via the

20  communications pathway without storing the selected file on any intermediate
computers; and a receiver that receives the transferred file.

The system also inclﬁdes an initial connection System that establishes a
connection between the local computer and the destination computer via
predetermined listening ports. At least one predetermined listening port resides

25 within each computer. Data transfer characteristics are exchanged during the initial
connection. The identities of the local and destination computer are authenticated by
verifying each computer's identifying information.

The system also includes a first allocator that dynamically assigns a first data
port represented by a socket data structure within the destination computer; a first

30  transmitter that transmits the address of the first data port to the local computer via



one | ocal conputer and at |east one renpte conputer selected froma |list of
at |least one renpte conputers, across at |east one comrunig @ n E:)at hway .
The file transfer 15 systemincludes a file selector that snetfi P?sﬁg | east
one file stored on the local conputer for_transferring to the at |east one
renote conputer; a destination selector ffrat selects, fromthe list of at

| east one renbte conputers, at |east one rem conput.er desi4 nated as a .
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that t f t | ected file.to th i i i
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The system al'so i nclutdes an 1 nitical connection systemthat establishes a
connect i on hgjdweeshd dita porsibeif® dphdraicalindssibned astespatsean eadnjistesing\pioat
predetermned |listening ports. At |east one predeterm ned |istening port
resi des 25 widnheetiazacindcaspoenst tramamister rthak frapsferafaiat katveen dhe gpaaected

exchanged during the.initial connection. The identities of the |ocal and
dest i nati on Esrviathe dafe moRss gj-tee%atg)}s s%}qr&vﬁx&nrg&@tﬂne@ TP esrreaa

i dentifying | t T ingl L[St I at
dynar cal 1y SuRERE e Rble BB Ay e e N B nfipl el s g Bhipord
structure W tRintohipfutdles bagidld shvubSEmid]BY simalthhedisly stdinpamairedeleing taat
transmts the address of the first data port to the |local conmputer via 06
NOV 2006 - 2Badtheompwdedypnamicelly hiasnges sapkpbdate stracweesoacnablesuhstantialiat
dynam cal ly assigns a _second, data port represented by a socket data
struct urné V\Afﬁlm%taflwsl%%tra%ﬁﬁ%uter corresponding to the first data port

ithin the destinati t [ j : t
bei ng dynarm cal |y BESURRASE 0 M A BPhs B ferbtes ARGAETPROATER on

and a Secondi&ciﬁ?ﬁﬁg&h%fmgin, hEinatieh Sartbd ik cbafitedinglBos fbeaatish, from
conputers via the d The data is substantially sinul taneouslf/
ey

ta ports.
transferred tHeaiongenerahuareceivké theufiteararsfercomipuic@mputer that ransfprraditeafl
assigned data ports. Each conputer is capable of supstantiall

si mul t aneouskyd s@ngidppeaigat CeBIEY B RFOgaTsar UPRACHCE t@ﬁ“ﬂ?%%ﬂééb? Jile
manages ockft c%ata structures to enable substantially 10 sinultaneous
data tradnsfef'éhe system al so i ncludes a generator that generates and

sends a return reggkRYstem also includes a third transmitter that communicates with the
independent certifying processor that verifies return receipts for point of origin,
destination, and successful completion information. The independent certifying
processor sends verification certification to the computer that originated the file

20  transfer upon successful completion of the file transfer.

The system also includes a credit system that maintains and monitors file
transfer credits and detects each file transfer in order to debit a credit account afte;
a successful file transfer. The file transfer is only permitted when the computer
initiating the transfer has sufficient credits.

25 The system also includes a credit request system that requests additional
credits from an external credit processor in response to a request from a computer for
additional credits. The external credit processor validates account information of the
requesting computer and dispenses additional credits if the account information 1s
validated.

30



i ncludi ng point of origin, destination, and successful conpletion
information, from the conputer that received the file tran %eﬁ0§ mbhe
conputer that transferred the file, and an independent cer ifylng
processor upon successful conpletion of the file 15 transfer. The system
also includes a third transmtter that conmdmicates wth the independent
certifying processor that verifies return receipts for point of origin,

destination, and successSBRIEFODESCRIFTIONCOFIHEDRAWINGRpendent
certifying processor sends verification certification to the conputer that
ori gi nated the fiilbe mesent imesnepnupdurtkargiesemhad indbenslietatled desdrintipn Which
transfer. Th $ st malfso i ncludes a credi.t system that i.ntai ns _and

moni tors 111 &8WaneY Eietensaite dhe Rgtedksgniass e ey pnon-SRURRE <hAmBlscA! 1 o
debit a credi f: Le st ; I sfer
is only per P E?fggg\g%(@?\bcﬁjﬁ@gétgﬁ%u@g%gﬁ%ﬂ Hvaeillhlr)\g lbﬁgﬁt% & gi?]\gfr gg?%é:se @lﬁ##ﬁg% ent

credits. 25 ThfesotssBANA Sets tREILLMRE: feveFAdiidws SOME HraWwhgh SdRdtiRavhitRAUESt S
additional credits froman external credit processor in response to a

request from a coijpgirer if aschadaki¢ blmek|dizgrent itlsstrafing esytsearm atchaeetird with
processor validates account information of the requesting conputer and
di spenses addi Hmdied] nemben ©f RATsQNd GOERMIRES FOIMEFISAL fooManiQus GRINMHIEGION30 0

6 NOV 2006 -Sg_bBRI EF DE CIgItPTI ON CF 'cEl-ll_llE DRAWtNGVSe i%%' present invention is
further descPBEYSn3¢9PEYGE 2P &GP LA HIHPIBH AT fol | ows, by reference

to the noted drawpgseBYs WawhiaBR bf éﬂeﬁﬂﬂ?rgﬁé?%k@%la‘?ﬁ cot¥fd hiJdu@dwhich

enbodi nents of the present i nvention, in i ke reference nunerals 5

repr esento si mohavlspattosmdtéd dugbvoris asdeuset ivivekal dfindtivas drcaedsad sthraugh ian
which: Figure 1 is a schematic block diagramillustrating a system
ar chi t ect ur e geipicalaiser interéaren aegsadingftogarasperilof gemprgs@tt énveatigBet ed to

{vent o T s o Fibles SRR SR R R el S5 BB o
modul e whi ch w%th Ut fetiomah &t R IRN S ding S8l arl BepREEHr (N pidsens

accessed t hrough a
' invention;

15 Figures 4A, 4B and 4C are flow diagrams of exemplary logic of a receive file
module which controls the receive file functions, according to an aspect of the
present invention;

Figure 5 is a flow diagram showing exemplary logic for confirmation receipt
request processing, according to an aspect of the present invention;

20 Figure 6 is a flow diagram of exemplary logic of a create index module which
creates an index of files that the user wishes to make available for request from
another PC, according to an aspect of the present invention;

Figure 7 is a flow diagram of exemplary logic of a request file module which
creates a request file pending event in the main control module, according to an

25 aspect of the present invention;

Figure 8 is a flow diagram of exemplary logic of a return requested file
module which processes requésts for one or more files, or an index, and creates
pending events to return the requested files or indexes in the main control module,

according to an aspect of the present invention;



graphi cal user interface, according to an aspect of the present invention;
Figures 3A and 3B are flow diagrans of exenplary |ogic of ag%epﬁkl g'hdse
nodul e which controls the file transmt functions, according to aspect
of the present invention; 15 Figures 4A, 4B and 4C are fl ow di agrans of
exenplary.logic of a receive file nodule +hich controls the receive file
functions, according to an aspect of the present invention, Figure 5is a
f1 ow di agr am shoviiggreeX esrpl oy diagyam dloexamapitiy iogid oha requssperedits quadsde
processi ng, according to an aspect of .the (Er esent ing\éipt?i)on; .2Q Fi {goulr)e 6
is a flow divbichrRobleCsassprarge ygimeaten and the,pumperiel HieHGRASIIGHPRK O be
creates an index.of . files that t user W s i - far
request f rorﬁqu?lrdﬁgetanﬁ‘ff calEL gt aﬁﬁiﬁgng%n%{hreaq;ﬁ gg‘ﬁe?‘éim% ﬁgﬂ%ﬁ{e{shgn gﬁnnc&gﬁrp ! on;
Flgure 7 1s RobbRMbAIRGAToh RHREPIAKY dréGhbirvendod,equest fil e modul e
which creates a request file pending event in the main control nodul e,

according to an PRigussikita idw divgraneferemphve igioof a ¢fedity rq8est pracesdingy

di agram of exenplary logic of a return requested file nodule which
processes remodsteswhigh oprratss ampraecreflitasrvesr agaordingde anasaeel atie Pressdhdi ng
events to refurn.the requested files or indexes in the main control nodul e,
accor di ng t o"¥A"YPect of the present invention; 0 6 Nov 2006 -31 Figure 9

(s a flow di agram:af,ex9R! Af¥wl AlkGaPbr SERGHED o it A dnSadDetldRs bd.ql

col l ects accounting i nformtion an e nu f Yile transm ssions to be

aut hori zed, %@Ehfah@@hee%tsaéhyaﬂéhﬁmihgaﬁédaﬁ'b?@waaburp@ﬁdim“emhbrited d¢rbditsyai n
control nodule, according to an aspect of the present invention; 5 Figure
10 i s a 1l owacicadimgrtoah aspectpifahe pleseptanvéntpner edi t s request processi ng

nodul e whi ch operat es Qn.a ¢ edit server, ac orcfi ng L0 an aspect Sof ur]e
present inventi oR1EYF darid 210 91@?mcﬂﬁr%eﬁk?ﬁ% B¢ @txféﬁ_ﬁﬁr’é??@ F%CB} d“%‘% &n
the new aut horTdadrost Bt PredS B Bt o Gbor (RERAIATGR, B ciinpto shGsfimemt o
I nvention;  the present invention;
Figure 13 is a flow diagram of exemplary logic for a check for active
15  connections module which periodically checks for active connec_tions for each
address listed in the destination window, according to an aspect of the present
invention;
Figure 14 is a flow diagram showing exemplary logic for a third party
authenticator's processing of confirmation receipt requests, according to an aspect of
20 the present invention;
Figure 15 shows an example of an event log window which records file
transmission and receipt events, according to an aspect of the present invention;
Figure 16 illustrates an example of an event properties window that shows the
properties and listed files of events listed in the event log file, according to an aspect
25 of the present i_nvention;
Figure 17 illustrates examples of the transmit window for selecting files to

transfer, and the destination window for selecting destinations to transfer the file to,

according to an aspect of the present invention;



Figure 12 is a flow diagram of exenplary logic of a renove credits nodul e
whi ch decreases credits by the amount of the transfer cost, ﬁ]%clgd\piz to an
aspect of the present invention; Figure 13 is a flow diagramo ex@gpl ary
logic for a check for active 15 connectiqRs. nodule which periodically
checks for active connections for each address listed in the destination
w ndow, accordi ngg; e - d i Qp:. 4l 4 is.a

fl ow di agram shog\‘n; ltﬁgrezlgeﬁn%ﬁg%b e?%ré’#)l(} ?%n a r%%ltrdggt\égﬁdy%g&:é h’g'cr# ?%djlaf}‘bl?gcé

processi ng ofdiGeafthe a@dtingfion 86&eBiesif AN 8EHinaf6E VildAY, AR ordindsPEE hsRict 20
t he present invention; Figure 15 shows an exanple of an event | og w ndow

whi ch recor def the lpeesent immemtiagsi on and recei pt events, according to an aspect

of the present i\r;?/_enti on; Figure 16 illustrates an exanple of an event
properties w ndow EHE: 1 5hews afxapie of aiselschdrstippuenwingeve forgelesiiagithe

nvent b - P B P Al TR B0d iIRalfe Y AR ER e e Sigihalo e BRoen

sel ecting fijbedetPeschf AWehtdn; and the destination w ndow for selecting
destinations to transfer the file to, according to an aspect of the
present inventi orfiglife 0Q%o2QGMkernatiRe eixgmpies b8 astaaywaitanindsaniol seledtindiles
add/ edit destination w ndow for adding and editing the destination

addr esses i ntottrrsispssaridrihe Pernt Brersties Wirslomdihagshowsdhe asqrscties apfl listed fpleesent

i tion; Fi 9.sh f a select desti.nati i.ndow f

O O R e VLI Rl Pl S o S bt BT

transfen, accor di g, 1o B iREGhatE € g&\%;l&]&%%%@apkrﬂ‘i’tﬁﬂfn'd?&?fof &&{z‘&ﬁ#@le?ho""s
0 g riles 0

alternative exanpl €s of a transmt wn or selectin ansfer,

and the evenio tarBfR] dridafie Widil Propdifiés wiralasy thaeshokaRE brakerardntilBtadilkt | es
of events listed in the event log file, according to an aspect of the

present i nveef¢vsnis listedinge event lathbles aedardingao ian @spsci b itesprosend ity enteom t
w ndow for selecting files to transfer, and fhe event operties w ndow
t hat shows t he pri(-')l[g@]:et #Jeglog}cﬁjar} Fzéqrgalefqﬁaegux?d index window for Creating ﬁne mgex
of files that can be requested by a destination PC, according to an aspect of the
15 present invention; |
Figure 23 shows an example of a request file window for requesting files from
another PC, according to an aspect of the present invention;
Figure 24 shows alternative examples of a transmit window for selecting files
to transfer, and the destination window for selecting destinations to transfer the file
20  to, along with a transport credit bar and credit request button, accbrding to an aspect
of the present invention; and
- Figure 25 is a flow diagram of exemplary logic of a send file scheduling
module, according to an aspect of the present invention.

DETAILED DESCRIPTION OF
PREFERRED EMBODIMENTS OF THE INVENTION

o
wn

Referring now to Fig. 1, there is shown a schematic illustration of one

preferred embodiment of the present invention illustrating a system architecture with

a limited number of personal computers (PCs) 10 connected to communications
pathways, even though any number of PCs 10 may be connected without limitation.

30  Fig. 1 shows that the PCs 10 may be connected to and may use one communications

pathway (e.g., the Intemnet), another communications pathway (e.g., the public



of events listed in the event log file, according to an aspect of the
present invention; Figure 22 shows an exanple of a build i pdexow zgghow for
. creating the index of files that can be requested by a destination PC,
according to an aspect of the 15 present invention; Figure 23 shows an
exanpl e of a request file wi ndow for reggesting files from another PC,
raccording to an aspect of the present invention; Fi gure 24 shows

2l et nat LS REATRLERLOhf G PITH! MBS Bhe é&hﬁﬁfntat@otttaﬁwfaggetfansfer,

and the dc‘estlna oW na I nati-ons to trans the file
20 to, aljgpgn¥ ddd PSTRIBEREdncOLEY] (THeArefiift CErabodinisnq bEFig. biuinkhities
according to an aspect” of the present invention; and Figure 25 is a flow
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an aspect of the present invention. DETAI.LED DESCRI PTI ON ﬁ]& 2a§t PREFERRED
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- pathway (e.g., the Internet) anot her communi cati ons pathway (e.g., the
public 0 ﬁomp]mr?g)dé\ncesssuslv\m bhrdiheld| egrhputersn sl ows lonRST AR b@‘ﬁesnﬁtoblltf han one
communi cat i ons pat hwa | nt er si mul taneoq}?
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limtat th 0
" show 0t o BastBist ot sbiicrTE R IR g Rtz o oneficrbRfem nBg SR iz | ©
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extranets. Each Is preferably, but is not- limted to, "1 BM
conpat i bl E4clxBE M canPieciudena displayg medturne praaeasec methary Saclt:@ﬁﬁ:@M@aﬂl ons
pat hway. However, other corrputl ng devi ces, such hand hel d conputers,
tel evi si oRAds & diie swase desisel @ KehoaphohROINYRG iG> CofPRHTINECANRNY ] ess

comput i ng 1nqg%ggee%hd %rc’rg‘p ic %tseremterﬁace Gu1 operating system having "drag & drop”

15 functionality. Preferably, the operating system is Microsoft Windows NT, Windows
- 95, Windo&vs 98, or Windows 3.t)<, all available from Microsoft Cerp. However, the
‘operating system may be any other graphically oriented operating system such as Mac

' OS available from Applé Computer, Inc., Solaris, Xwindows, etc.
Each PC 10 runs a computer program 1ncorporat1n0 functtonal modules, such
20 as those illustrated in Figs. 2-9 and 11-13, and has a GUT consisting of windows, such
as those illustrated in Figs. 15 through 24 described below. The file transfer system
shown in Fig. 1, includingthe PCs 10 running the computer program and graphical
user interface, enables direct transfer of electronic files between such interconnected

PCs 10 without reqnirinc login to each other PC 10, and without intermediate storage

28]
W

: of ﬁles on an intervening computer. A credlt request processor 16 and independent
.certlﬁcatlon processor 18 may also be provided and are discussed in detail below.

The GUI is generated by a computer program designed for a windowed

operating environment such as Microsoft Windows. The GUI consists of modules

- for controlling system communications and functions accessed from the GUI, and

'30  graphics modules that call or create display windows. Exemplary display windows



10 capabl e of connecting to a network and utilizing an operating. system
may be utilized. O course, conputers nore advanced than Pentium class can
be utilized as well. Each P.C 10 can include a display nonitor, a
processor, menory such as ROMand RAM a file storage devi 88, NGV KeBboar d,
a pointing device, a communication interfa¥e, and a graphic user interface
GUl operating system having "drag & drop" 15 func'ti onality. Preferably, the
oper ati ng systadude 3 tidnsmaswindoW fod ondichiing \dimdidae fileSthancanl besrad8mitogd, a

W ndows 3.1x, all .available fromMcrosoft Corp. However, the operating
system may béeginatign h\éfrnd@%agﬁp&aammg/ Céﬂd@ﬁteeﬁcoé@ﬁ{@ﬁilwgs éq/swluﬁh dilen cam behc

CS avail abl e _from Appl e

d.
runs a conpuf'8PSTPisgr aRd F?lgg?rﬁgf’%t“flﬂ O‘F’Jﬁé‘t%ﬁzﬁ %‘%\ﬁ fg tﬁ]at g’é)vea elzf)’t%htl)ge
illustrated %éht':drgécexae@ fmérd, tﬁéqélnaﬁro@ho%"us %‘tx%é 11?ft1aYi‘zir?)%he L | e

such as those illustrated In F| gs. rou escrl be OoW.

t ransfer 5sysﬁmmkx@qmnemr@pEtagnoJ:ntecrﬁu:{/iaoummmtmdB@@ 10 runnl ng the conputer
program and graphical user interface, enables direct transfer of

el ectronic fil es begieeten detad Hthe foldowingriissembes thogperating fumetiony efaprefamed
login to eac and w t hout mterrredgate storagée1 25 of files on

h
an i nterveni §§'°8 B}fﬁﬁ?%?f.l&ﬁ OmRHtEr PrOgTH8 1 ang, FARRICE) USEE 18lS F?\S@b‘?—f’nﬂﬁﬁ?m
dotai | ber owtVRHSACERA! e pERYedROph o Mt LERIAD LS A RS HERRnE e,

wi ndowed opematudmgh&nwdv‘emrﬁr@h i ¢ FerAtfs Mﬁf@&&&tth%%m@mv&ﬁox%n GRBYeSt S
of nodules for controlling system comuni cations ‘and functions accessed

from t hel0GUI 1matmhen3€rl yithfitnoganepal abmbirdtizn afdlakdware andasbéwadirs wirayitvoniyows .
- Exenpl ary di ows O 2006  -34 include a transmt_w ndow for

i ndi cating ciﬁa%a? &u¢ P%%“tn%a&'\%/%gﬁ@tmaﬂmmq RIBPPAICA RIS PPGFAl§ aﬁewmo
di splaying c te P nsm
and an event %ﬁggﬂ%eﬁﬁoggﬁ&“@?@% fsiettrransr#]ﬂ{ écfﬁ?}?"ﬁ p!?%g? feprﬁé
sent or r ece'emdlrﬁéﬁttdﬁﬁéﬁe%nttiﬁ%n@dh AL \HedfpRrati@ orCButh tRé §enfd%° PC and
initializing and 5 invoking systemoperating critéria via dial o W ndows.

I n greater dehairéceiving F(bldtmmonmedmarcdmmmmnopes anneng)tédm(ﬁthenseqmreal

preferred enbodi.nent of the ut.er rama ra hi.c ser _interface
b “the. phes eBotatiBERAGAn R6THIERE HerSHEeron s B 1Rt Beadiaens 1 g

the receiving Bltem connection to the PSTN; "power-on" or standby state at both the sending
and the receiving PC; and a windowed operating system such as Microsoft Windows
NT, Windows 95 or Windows 3.1 installed and operating on both the sending PC and
the receiving PC. : -
20 In a preferred embodiment, control modules govern and supervise the
transmission and receipt of files across the connected communications pathway.
Moreover, a transmit window displays a list of files stored on the file storage device.
When files displayed in the transmit window are selected then dragged & dropped on

to a graphical object, the drag & drop function of the windowed operating system

2
w

internally creates a list of files with an associated file structure. The internal list is
then linked by the operating system to the destination object represented by the
graphical object. '

In a preferred cmbodiment, each candidate PC destination is displayed as a
user created "nick name" in a destination window. Still further, each nick name may

30  bea graphical object, invoked by the user, generated by a computer program module



Al t hough the descr | ption is in ternms of software, the present invention can
al so be 10 inplenented with firmvare, a conbi nati on of hardware and

software, or with only hardware such as a with a fixed fun%t‘%?ﬁvnﬁ@qi ne or
application specific integrated circuits,zsetc. In order to ‘effect file
transfer,.the conmputer programof a preferred enbodinent of the present

| nvention it 188ARE!ALtN AN ba%tdbﬁstesfrlgg@gpwd@gdf’e% RS TRENIREEH VAT 2 PC

during the tinme comunication ts at er required 15 opérating

condi tions thmpude mekide suBfiigisel OWhen tflles krd deapdled amd desypedosntextheanet
or a nodem cohnection to the PSTN; "power-on" or standby state at both the

sendi ng andedtinetio®objeci mgh®destmation winddwwe dilo jetrwith agsasjase@ Missivleturs

Mcrosoft Wndows_ NI, Wndows 95 or Wndows 3.1 instal|ed and operating on
oL I the. seHTRICHEY AhRIvI TR PR ESSET 5 § ROTTC) BPU SGFPAS G AR

control _nodul es_govern .and supervi-se the r 1SSl I files
across the Bﬁﬁé%flgﬁn%g}ﬁr‘ﬂﬁ?f g%tﬁom;‘toﬂv%ét.tﬂgﬁgF é%@gp,esag&p%@%gﬁ%? Ehe\?\fnﬁ e dow
di spl ays a fisire @) pliksBSmt @l @lneeitifufdn @it age device. When files

di splayed in the transmt w ndow are sel ected then dragged & dropped on to
a graphi cal obj edi a ptdferred agbédicticny, dftunche vser odnfidnes thie Hdesecb eoparsatitted)
system 25 internally creates a list of files with an associated file
structure. Theompressianl cantel medulenealls priasepressiomSubaltiag; that sgRice Ao t he

embod ment . SORBRC S eddreoPRaRel if AR PO yieerl Lpreay e Pl s EiR g o
B o S R o
nodul e 06 1206 a gRiupatdnd competstal sssembly staiiegnathdrihana rheltiplexing &t
address or PSTN nunber), and a conputer program subroutine. Wen files are
dragged and frmoptrensmission t' packetfe Sihienathieentb] medulesendse preket flgtrage alidndow,
per at  ng- sy Bt aAERRITER AP P Reiat ESER ARG "SR EEOG TS DR BEdiiEt | ng ¢ he
e Lo TSl B SN A e =
enbodi ment ,  dkfidtionlFEC vieih apprifpriatecdn@ubichgensipativeayt idemsifiies thedending PC

by its name and destination address, then transmits the packet containing the

compfessed files to the linked destination address across the connected

communications pathway. The control module then indicates in an event log window

by date, time, and content (which may include ﬁle. names and associated file

20 structure), w.hen the transmission of the packet is complete.
The predetermined time is selected by the user. Thus, after selecting a file to

send, the user may schedule the transfer to occur immediately, or at a later time

and/or date. If the file transfer is scheduled for later, the packet file name and

destination address remain in a pending event log file until the designated date and

25 time.
In preferred embodiments, a control module responds to inbound file
transmissions, captures, decompresses, and writes transmitted files to the computer
file storage device using the associated file structure, and creates a received file list

that is linked to the stored files and displayed in the event log window showing date,

30 time and content. Still further, the control module initiates a continuous sequence for



a conpression control nodule calls a conpression subroutine that copies and
conpresses the files contained in the file list, and stores the conpressed
file packet 10 on the PC s file storage device. In the contex06of0\ 12008
specification, a "file packet" is preferably a grouped and conpressed
assenbl y of files, rather than a nulti pl exing or frame-transm ssi on

"packet " J f|
addr ess Imkggb lblghﬁﬁggﬂ;{eﬂ \gh%ﬂ?g%g t?ﬁgg ?%ﬁreg jec toéeg’tlggt%ﬂg gv%’ﬁfabllbg
file. Later, ugér gelet@stebEtht ReckiVedile Hstedn' B sRAUNIS MIhAdR8Sn@es an
connection wth the 15 destination PC via an appropri Ate communi cati Ks

pat hway, i deapplicaon thet sritienqsRiiatby wittsthedite rgredredeistd.nat i on addr ess,
t hen transm ts the acket c_ont ai_ni ng the conpressed files to the i nked :
destinati on ad&¥dds- e 2o ddgureilS conmuni cat i ons pat hway The

| d | h d
content Cunich ﬁm?{]‘i"ﬁpthmgt 3 i tﬁ%ﬂs@gaﬁwﬁgsmegtrg%l wehibg té%'rcggtpmeg)
when the t ra?yﬁmﬁﬁl %ﬂdojtagﬁ'i%ap%%reint r‘fa&oggérﬁﬁﬁo O-Flht@aOCEH ﬁg&%g% @detd

sel ected by e user after selectin |'e e user

schedul e t he ptovides for syferaeontrol atekicaibrcti®t. Amanlcdhe6! hbawe, altg(rated
date. If the file transfer is scheduled for |ater, the packet file name and

destination aaHiesiswraruidad ifer contetish naptemetet S}':Ugmfﬁuhetmmtas welltes fdestiaat ed
date and 25 tine. rred nbodi nent s rol nodul e responds to

i nbound fi | e 2°EF35R¢ rtﬁgg‘rg Slfragélserd%%%ei eéh&“evﬁetre%cut"lgé?ﬁsﬁlﬁet t ed
fil t h

[117es, 0 e ciatroshid 6L 08 SepaEt o o) gtfg?eilff?‘?ﬁaﬁ bfroliBag e

files and dl smtxaym JyStefrhearibedt anddmkeiDICO ¥l ey i fdat@sierd @ptiafi®nanshep
content. Still further, the control nodule initiates a continuous sequence

for 0 6 NOV 2306 -36 visibly indicating when a packet has been received by

a destination PC. Pr rably, wuser, selection of the received file |isted
in the event |og vﬁ‘r&ﬁﬂﬁeﬁﬂ&ﬁé@‘%ﬂf? lihsany and i1o@ tandard ddigsesedt éfg@éé}”ét ed

h the fil 2 & Fi
\,,Amcf:or EZII (ratg ![ o%gh%%g der r eém??t‘ﬁ’ @X%ﬁq c%?l {lltl’g z\gpgg%ﬁo[net?rﬁgaamsi. g[ziﬁf fiah Eg%ﬁt er
program mnd @fapii Bihdeies openitaig! afsternPapilidation Progae ineiREGOMAPR) GFbritC 10

software vendors, or functions written for a specific application. Table 1 illustrates

exemplary DLLs for the present invention and their purpose.
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be part 15¥Ypf: the W ndows operating systemUrR@§sii cation programinte
(APlI's) fro wm@,%&gﬁd\é?@gg%s or functions WI’I tten for a specific
~ -applicatign apl e ustrates exenpl arly the present inve
and their H Pose 0 6 NOV 2006 -37 Tabl e% rgose W ndows
standat d dFh user interface 5 shell I; ‘HPB RR¥bort kerne
and menor y kemett i ons TooI box functions th ddmremroﬂ &unghiangli r ect or
support th‘%\md}.ﬁ%n@'gh level GU supporft = 10 tb5Cdl g. dll Common di
functions ar APl s saxcom | O dl | functio
conpr ess. dl g}@ J(J*l ss?/on functions Custonﬁ% l—eec é’asgﬁ?g stinati
book funct|itB¥inidlHexi ng functions hyper f‘?Hﬂ%‘ ft i .dll
I nter het flitb¥0dlgdhsfer functions Common dialog functions
' ‘Third Partv APIs
saxcom 10.dll Modem file transfer functions
compress.dll Compression functions
Custom DILLs L
15 adis.dll Destination book functions
_ Indexing functions
hyper.dll Log functions
: f[plp dll Internet file transfer functions
20 Saxcom 10.dli is available from Sax Software Corporation of Eugene, Oregon

and implements -several file transfer protocols for use with analog telephones,

including Zmodem.

- Opération of the main control module in each PC 10 is centered on 2 pending

events file.

interactions or communication requests from

The pendmo events file contams a list of events initiated by user-

other interconnected PCs 10 At step

'S3 the main control module monitors the contents of the pending events file to

determine if any pending send events exist. If pending send events are detected, at

step S4 the main control module calls a send file module, described below with

‘reference to Fig. 3. After the send file module executes at step S4, or if no pending

30

send events are detected at step S3, the pending event file is again monitored to

det rmine if any pending receive events are present at st°p S5. If p=nd1no receive

events are detected at step S5, the main control module calls a receive file module at

step S6, describea below with reference to Fig. 4. Otherwise, or after the receive file

- module executes, at step S7 user events are p

User events originate in response to user interaction with control windows

provided by the graphical user interface 1, and resulting computer program functions

rocessed.



20 Saxcom 10.dll is available from Sax Software Corporation of Eugene,
Oregon- and i nplenents several file transfer protocols for use with anal og
t el ephones, including Znodem Qperation of the main controlggogyl ?mén each
PC 10°is centered on a pending events file. The pending events file
contains a list of events initiated by usé¥8- 25 interactions or

conmmuni cati.on requests fromother interconnected PCs 10. At step S3 the

mai n cont r ohitiatatliby swohidser intefaetionst et exemplarheseesdmds eebediidd b &1 0
determne if any pending send events exist. Ff pendi ng-send events are
detect ed, amanskre«qf sasehecleaied flent Exlemmain! everns lase ahewndiof btigimanel dioem

descri bed bel it reference tQ Fig. 3. After the send file nodul e
execut es aﬁ“%‘f@ﬁs%{]shﬂwi‘ n %&-&n@@%mug‘e%ﬂ isueYRkedsfremdae sraphicak ussr ep

S3, the pendi eyegt file s again nitored to .determ ne if_any.pending
Cosel ve Deantphtef Phockidde i R el NS ek Qi BTl i WeiP 60

det ect atc L&p; , mai n control nobdule calls a receive file nodul e. at
step S%,d dgsscrsﬁjglggébbee}l%\?\imth reference to Fig. 4. O herwise, or after the

receive file nmydubRpeSeCiHtasiet protdtEP(IPT dbRbcHMBNI% R kRPE AHEASRACSR
User events originate in response to usef interaction with control w ndows
provi ded bylesdrebegrtzponw orith referencateeF fgadd . Subaeghiendgpiheilogic compny ©rstgy SYr am
functions 0 6 NOV 2006 -3 8 initiated by such user interactions. An

exenpl ary @8drepgainas descsigddbovag a file transfer of a user selected

Fio. 2. Ench mdiAEHEd Ge ?%ﬁlife%@?qq%&ih j ”?%ngaig;ﬁ;f?@g@ggéggag@l;@go ?3“
< doary | beathis BEFaf YR RweRIR A v I0L MiBBRRT S o5 B ol BRERe T

checked by RurfHerfior@NfiledestsTékede Des 2 McbRiihShiee 8ReetihR, BhE cohfent of th
Subsequently, the logic returns to step S3 and repeats as descri be a%ove.

Ref erring ttransfee atbeth thy sewding and hevsiving PEsg. Clidkingon kactotadl 20 edthanep of
pending 10 events 24 can be viewed in an event | og w ndow, such as that
shown in Fithe et logwindasy displays ellierents davingthe selectedprapertydndicdiedgpnithe.
date. ime. candcontent Aot atlerpal oL L 2sRdlasand £sgshyi ng

15 (described below) which decrypts received files that were encrypted by the sender.
Decryption can also be implemented without manual intervention depending on the
functionality of encryption/decryption programs integrated into the file transfer
system. The Close Log button 22 closes the event log window. Preferably, the
contents of the e;ent log window -'mcludés for each event: the sender and receiver of

20  the file, the time and date the file transfer occurred, whether the event was a send
event or a receive event, and the status .of the file transfer. Exemplary file transfer
statuses are: completed transfer, pending transfer and failed transfer. An additional
symbol e.g., R or U, may be displayed fo indicate whether a file has been read. When
employing the additional symbols R signifies the file has been read, and U signifies

that the file has not been read.

|39
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File Transfer System: See Figure 3 and Figure 4

A major aspect of the present invention is the file transfer system. There are
several parts to such a system. The first is the Windows Sockets system. In the
preSent invention, to send a file from one interconnected PC to another, each PC must

30  be able to detect communication requests for other PCs. A preferred system for



the event | og wi ndow displays all events having the sel ected property
‘indicated on the selected tab (e.g., failed, pending, etc.). The Decrypt
button 21 launches a function 15 (described bel ow) which d@c&ﬂBYsZW%cei ved
files that were encrypted by the sender. . Decryption can al so be :

i mpl enent ed wi t hout manual intervention -d8pending on the functionality of
encryption/decryption prograns integrated into the file transfer system
The C osedétegtimgitcoormeRicelios asquénts eeguired egchwPad cov.cr@atefariehstyond keta
contents of the event | og w ndow includes for each event: the sender and
recei ver ¥fucture alled a é?gffﬁethtai heteandoreeramunicationgegresis fba speafic ped,

whet her the eve‘%ﬁ:v%s< a stend even(i. or a receive event, and the status of
the file PF&ACK &L B Rpeisrsdrsmbodimeants ene ipRingRart iy greatashan partd8o.

fer, ' f failed. A additi nbol e.g.,
R or U rEy beehiarh A6 poR? hah e MRSl a¢ ML ORoncitne cPUfpren °
U Spayed e e ' L
R e R R

Figure 3 andnbfegurs dreduliaifahe as@blishad sddiet, RAES PW 1iétBMEBbhEHUIUSI foR of I | €
"transfer system There are several parts to such a system The first is

t he W ndoesmBurkett®ngygguesnirdm anhther fi&sent i nvention, to send a file from
one interconnected PC to another, each PC nust 30 be able to detect
communi cat i on” Heghedeed gnbadimesntaEC conpeaioartp e Ffemehor privale MtNOMS2006

one dat o 2d PoERER I EETC R AR BRI Bt R e broin SoRhih et gr5
requggts %u&u?é%e&lfe'dcso%gégtth‘égfﬁé}@gg&%ﬂgxﬂic@ti%qjs?ﬂcf %W%m[&’ gne

| istening port I's create wever, any” port of ports’ can be .

utilized, lisRBingydgk&@ss adthblseditRRpePmilsiBe POTH W@ itor tRE PRteATBt Offt@AS br
i nterconnected PC recogni ze and connect to the ports used to 1nitiate a

transfer. edsaretr fosuhbowfd chmmusniaitions reguesncketiateddoh oBérl PG§.erWhen an
continuously for a communication request fromanother PC. In a preferred
enbodi meninbandCaswniBiscalion regueshés defcetedet contrpl mosiude imtheareeeiyingaRG

t t ing TCP/IP i s established by jnvoki broouti-nes whi ch te
Gt b 20" YA DS BRI Y LB ALY Sh e P CoRTR e reHe RIPH e |

St and3r dSacddriSl 0L R0 Rk Ebmbrunfh N feBl1E. AR BIASS I YecBGid PpEo tOr

automatically decides whether it will accept communication from the sending PC

based on criteria such as authenticated identity. The receiving PC terminates
transmissions from unauthorized PC destinations.

The selective acceptance criteria 1s established during system initialization.

-20 The receiving PC evaluétés whether it will accept a request according to various user

‘defined criteria. For example, the re_ceiv-ihg PC may examine the addresses in the

destination file and ‘accept communication only from addresses listed in the

destination file. Alternatively, the receiving PC may only allow receipt of

communications from PCs using software having selected serial numbers. For

[ 2
L

example, license codes initialized during setup at each system PC can be utilized
automatically in conjunction with the destination addresses to further authenticate the
- source identity for inbound communication requests. -Alternatively, encrypted
authentication codes initialized during setup at each system PC can be utilized in
conjunction with the destination addresses and/or license codes to further authenticlate

30  the source identity for inbound communication requests. The user may configure the



extranet for inbound communication requests initiated by. other PCs. Wen
an .inbound communication request is detected, a control n@ﬁ%o% %ﬂgsthe
receiving PC evaluates the request within the context of selecti
acceptance criteria prior to 15 accepting receipt of the comunication
request. In other words, the receiving PC-4&utomatical |y deci des whether it
w || accept communication fromthe sending PC based on criteria such as
aut hent i catasgeptdnes cuiieriaphénstaliasion angl 1IR@y chamdertht esceptaransniteria atres yf timm
unaut hori zed PC _destinations. The sel ective acceptance criteria is

est abl i shed Eiﬁaftﬁ& systeminitialization. 20 The receiving PC eval uates

whet h i il di i . i ned
Criteria For exMiBrOtTEdETPOREN At peoty! ol bt Suinedls sk e
i . g~ ™ Coed inceh
dost | nat i o EnfAfoREEaRL: SRR A LE, £ ephra b SRASE G Y Ehard],  of
conmuni gat i @gulies @trbs’@&hegkﬁmng%}}@%eavn@/mg T8E 93¢ ednSRF isdia afate 0T

25 exanple, license codes initialized during setup at each system PC can ‘be
utilized asdckent iMearwhile) thehistendid socketd &t bidike tistesinidived PCranddbe esce@sing0
further authenticate the source identity for inbound comrunication
requests. APEaramaintgingd. dsceompmanicagionirequéstafronnsendiesPCante ddtected addr i ng
setup at each s% gbgl C can be utilized in .conjunction with the )

dest i nat i on®%88 3 g% SFRERSED 11 [6EMRS QIUEESIVINS QTiFAr HeQTe SORHEFRNL ad engRInghe

the 0 6 NovEgstsSony oW SRRRMUaRLE Dt BRHERES i it Bikpe b 52 ©
the acggpt apGfr& inbahiedatdachPC &&é@vinﬁﬁcﬁ%&nﬁ%uni{%ﬁ@ﬂé g%ﬁ{lersﬁfj ﬁ’i’?%yeﬁ%at S,

if a control nodule at the receiving PC accepts t nicat1 on request

from a sendemboinerts sepanhabenteitkein hSex@cﬁh?Wr ir&deeeinp P C ortategland pladduhes
at both the sending and receiving PCs. The file transfer is via the

separ at e sogHutked Nstaomhifile transéer] seskehifory eadc kéditional, lvonburrénd inbndind@rPC
and the receiying, PC are nai nt&i De?. As_communi cation requests from
sendi ng PCsOWPEUAE CORIBRNISAUOD ad ddhiiddiasilitpies mangaHedthefl e pdiftlg tignsters.

[COEL Y9, 8,81 oI BBl A TS e ALATAILASL M B
modul e jat _eé‘@rﬂpﬁ’@rsf 868538 Fafid 6§ c SRRt Rk PAtHWRSY €S thicH fhe P& bfpiter
is coﬁnected.
The process of sending a file is now described with reference to Fig. 3.
Initially at step S30, it is determined whether sufficient credits exist for transferring
the file. The credit sufficiency analysis is-described below. If insufficient credits are
20  found, at stép S32 additional credits may be requested as described below. If
sufficient credits are found, at step S34 it is determined whether the transfer is
intended to be an Internet (or intranet/extranet) transfer. |
If the transfer is an Internet transfer, at step S36 another socket is created. In
addition, the sending PC connects to the listening socket on the remote PC at port
25 789. When another transmission is already executing, the newly created socket 1is
added to the linked list of sockets in use. The program traverses the list, giving
sockets time to perform their actions. Thus, multiple transactions can occur
substantially simultaneously. In practical terms, the number of transactions that can

be handled by the system depends on factors such as communications speed and

30  processor time and speed.



enbodi nents, a control nodule in a sending or receiving PC creates and
places in a linked list one file transfer socket for each ggddygy ?ﬂﬁ@l
concurrent inbound or outbound comrunication. This list facilitate
managi ng the flow of file transfers. Thu34 mul tiple discrete connections
can be established with multiple renote 15 E’orrput ers across the various

communi cati-ons pat hways_to which the Iag_gl copputer s connect ed. i)rhe,
process of sendiffSiED PPE it 45 d8iermangd Whwthsriths GoBngseTe to thy pergotesPC is

Initially at ste it is determ ned whether. sufficient,.credits exist

f or transfesrurcicﬁﬁ#”]rsﬁgtp? ICQFUI#E”@? d}c’f{%ﬁ?ﬁt@g&ﬁﬁd’&hﬁtwgd'g 1“5%58?&“5%
bel ow. If i f ] Cil : ht i 0 W t [ el I
credits may gghfggkgg%%%ﬁg?i%ggﬁogse% %&e 0 .dlt? Csu??ﬁ @?@ﬁﬁgglrc}et%ﬁjttéa ellgg
found, at spRPicBd4htteinpt dco@tred, i RAGtriRhdEWhEther b hademam hembenbLag&ptso be
an Internet (or intranet/extranet) transfer. If the transfer is an Internet
transfes, ahawtiepusss; armpleésrrabakbodinenctiret atemps. Tadsliif ihoeg undvecassfidi ng

PC. connects to the |istening socket on the renote PC at port 25 789. Wen
anot her t r adgemptsi easurisdoiany suynlkstcantbengpecified)naitgp Stédhe dogisdreningtes

Qi ving  socRATORABA R HEPY By REEHOIRA I TIEME:  SROSCLRIrAp DS FaRdimeons
: pall il ' el f

{ransacti ond et a2 W AIVER, o lock PR R e S5 R EHENE 20

communi cat i gaSsEPERHI AME redtbtt! REAAXASN o AtdhaP @R UactiVebedi¥caBRbo el Al

step S38 it 1s determ ned whether the connection to the renote PCis

succesgbul . comntunécations pattivedy ftaskiein bédrese If gidl mahbet, ofaittentiptp 1s946s thani s
determ ned whether the sending PC previously attenpted to connect to the
renote PC. the maxipruminoasbeatof eftpmptscadiomrasld the sendmgdt ega a8 emptretorronnect
maxi mum nunber of attenpts 5 have occurred; in a preferred enbodi nent three
attenpts. T%Q}erﬁfrlqt%})gam%%@ssful attenpts occurred (any nunber can be

specified), at s $46 the l.ogic t i nat xecut i . ergor i
| ogged i ndi cati n?ﬁﬁ&f’nﬁe%b‘ﬁlrfégwcc?ﬁg%gx ﬁgagfﬂ%’e s?tasg‘%ﬁ gﬁze%l%ds\?\ng{ﬁﬁlc’tl_;h(g SfiEtot e
PC. Al ter nagiMelh¥iioh R8ohORR! fiftABRIY &hnt TRY aBSuSHEUWRnER It Ahud Refobnbify the
transfer until the renote destination conputer has an active connection to
t he 15 remote PC of where the transmission is originating. The sending PC then waits for

the remote PC to send an address to which the file can be sent. Ifthe data received

from the remote PC corresponds to a valid data port assignment, the logic proceeds

to step S48. Otherwise the logic pfoceeds to step S46 where the logic terminates

- execution and an error is logged indicating that an invalid reply was received.

20 At step S48 upon receiving a valid data port assignment, a new data socket is
created and a connection is established between the new data socket and a data port
corresponding to the data port assignment received from the remote PC. In addition,

a tirhe-out timer commences and the starting point of the file is determined. When

another transmission is already executing, the newly created data socket is added to

a linked list of data sockets.

39
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At step S50 data is sent to the remote PC. In a preferred embodiment, the file:
being transferred is transmitted 2048 bytes at a time. Thus, the first 2048 bytes are
transmitted at step S50. Each time data is sent at step S50, the time-out is reset to
zero. If the time-out reaches a maxi'mum time, the connection is terminated and the

30  data socket is destroyed.



10 conmuni cations pathway at a known address. |f the nunber of attenpts is
| ess than the nmaxi mum nunber of attenpts all owed, the sending PC again
attenpts to connect to the renbte PC at step S36. If the coRAeNAV @ilGi s
successfully established, at step S42 the sending PC sends infornmation
about the file to be sent and about the s&hding PC, thus informing the 15
renote PC of where the transmi'ssion is originating. The sending PC then

waits for the réhsiep SPZit s prefethbdy dattdméned whethiar othet Hetafsokckets arisbin gent .
If the datgl receiiiv d. {iomééh renote PC corresponds to a valid data port
assi gnnent 93¢ fC 65{%_@6{) Yc @tger &5%@@%&385@81.5%@2#{@? wh$ datapssegated it theeds
to step 4 [ l.0gi c, termnates _execution an error is |qgged
i ndi cat i ngr@ ?%]cfgtgﬁgpgﬁ}allsi% n},ea&dy%algg}cezieeqe\?g%hogbsggpdgigBngil@oﬁ}gﬁr dded _

recei ving ﬁ)c\ﬁ@{siaﬁieg@ﬁ port assignment, a new data socket is created and a
connection 1s established between the new data socket and a data port

correspondi ng t gt tlep IH&tid P tErmAmSH HWEREr ThRCRIdVETdhE mghﬁ;l)‘ﬁeér?fy%ﬁecfclf In
addition, a time-out tinmer comrences and the starting point of the file is

det er m nedthe\thdrof thnfitehters riot baanteashed) ths ledic eadynsevsates S5Q.ant hepaaeyd If
~ created data socket is added to 25 a linked |list of data sockets.. At step
S50. dat a i Biesadtofthy filgdas been reapitzd, lan steprSitSethe ednraebiodiistanminated the deta

‘being transferred is transmtted 2048 bytes at .a tinme._Thus, the first 2048
bytes are chiﬁh’érﬁew%da?‘n@p}?p"egwe ‘E‘%‘%‘\FIF ?‘ioﬁ’éledéf:é”‘?rg Eigally st siape3p g, t he

time-out ig ' aro.1lf=the tinme-out reaches a nmaxinumtine, the
connect i o'né‘llegn?t?sg}rer?‘lbﬁdactdég tg%gl‘iﬁef 30 data socket is destroyed. 6 NOV 2006

-42 Ayjpstep S524 ﬁrefe?reﬂ@ﬁtf‘c{tﬁ@'ggt ?f@?rﬁ?ﬁﬁggw 3R ruties Ees?rgélé‘ dRQGHEe

exi st in the data socket \ ata soc exi st,  at step
S54 data abisecilwiegtani Plrotoael (UDR) deintnARC ket tcS exiingeafie theracfdisic
repeats fromstep S52 until no other data Sockets are found. 5 At step S56
it is det emfommationhusdrenthenticainh inforneidri, bed hemitimea trasfzheBubdeuentiy end
of the file]hc?ﬁ not been reached, the logic returns to step S50 and
repeats. | da@pPrbes ppned; oceNehange the filmeoniant. alhe sosimand port

comect! oyl SN MEa R e BP GG AR A P e B WSS
15 TCP port is more reliable for data exchange. Consequently, a preferred proéess for
sending a file is as follows:
1) A sender initiates a transfer by sending file characteristic information and
| sender identification/authentication information to a specified UDP command port
on-a destination computer at a specific IP address. Ifthe 'trﬁhsfer 1s accepted, a-daté
20  portis created randomly within a range of possible specified ports and its number is
returned on the UDP connection. Otherwise, a notification that the transfer is
rejected is sent, and the UDP connection is cloéed. Finally, the UDP command port
waits for new transfers to be initiated. |
2) If the transfer is accepted by the recipient, the sender connects to the TCP
25 data port returned by the recipient over the UDP connection and starts sending the
file. Both the reciﬁient and sender resume "listening" on the UDP port for transfers -
initiated by other computers. This is accomplished while the file transfer over the
TCP port- is in progress. The process is repeated and managed for any number of :
subsequently initiated file transfers. Thus, multiple, simultaneous file transfers can

30 be accomplished with any number of other computers, with only one instance of the



event is recorded in the log file. 10 A preferred enbodi nent of the.
present invention utilizes a single designated .User Datagram Protocol
(UDP) .command port to exchange file characteristic infornab'bom]v r

aut hentication information, -and to initi aye_ a transfer. Subsequen?q%g, a
TCP data port is opened to exchange the fi Pe content. The UDP command port

Fovover - aca8PIEB RSP St ae: SXGnHedr 2 e hdge nusreBinsns,

preferred pr f.OF ' Ll.e f 2 S r Lnitiates -
a transferBl:‘?;,/rﬁ E%?\uoﬁeg%m? lﬁ?é?éﬁ%? %{agbgsdt@é&l%rk\lf %éﬁgmcr%&%%@n Sggg%%fé%urce
I dentifi cah{iggét%ﬂ’Qgﬁtfhgq‘umﬁngfgrgbg@dj on to a specified UDP command port
on -a destination conmputer at a specific IP address. If the transfer is -
accepted, a dat ) 2(Tlporrécdigerc ckatedhe acutortyiom whem the r Alrgsizef infossitide
specified ports and its nunber is returned on the UDP connecti on.
O her wisse, (chanppterigtisaserovendhe VP commestion that inftigted thedtransferemaichanthe he

e UDP . command, port waits for new

UDP connectj on iﬁ. ﬂlosed, Fi nat{]I y”HLCh ew
transfers @S the fils megtyedor the SenderGleses s conaegliereduetP #YCHRE reci pi ent ,
th d t T dat g | ot d by th i pi

the UDP connect farotln PLErEY suRadRBbeacs tnd VGalRR Mlere rarp ook, OEfR, "

sender res 2d i 8 : b t ; | et ' t her
conput er 5. TpyarpREts ©F of N MATIP lthapitks | TORLR kil RS Cort
is in prograsmiyhedpuegestcdly setagatiedUBpomfirged skosf aiucifetpeérs.oF or
subsequently initiated. file transfers. Thus, nultiple, sinultaneous file
transfidrs caample, mmeacwonpt insdredUWP: hornyt poedetermuhedtpvet nuovprs eowld bvd t h
only one instance of the 06 NOV 2006 -43 conputer_program open _and

runni ng. AdeBigRatsdasisteBg mogsem serdas G srtiats iafile exghanggom ajdlep port

i izt ot Bl AR R orRpES BTl egindinits T YBith BERt s fre
a R _ VP Rée
0DP connectt o PEarh ofs Sormid AL TR e 2n) E1510RR, 86 U U S hulyy 11

recei ved ombytdysrospevtive sehduies atkifowleane tie hndtiGort BndPet@fl #desikiatetiMata
preferred enbodi nents_of the invention, nore than one UDP
15 port. This configuration also lowers the probability of a "collision" in the event that

two or more computers attempt to communicate with the same PC at exactly the same
time. Alternatively, if such collisions did occur, the attempted communication can

be automatically retried at a random interval later in time.
If the file transfer is determined to be a PSTN transfer at step S34, at stép S62
20  the sending PC dials the telephone number associated with the remote PC. At step
| S64 it is determined whether a connection has been successfully established. If no
connection was established, the logic proceeds to step S40 where it is determined
whether a connection attempt occurred previously. If a previous attempt occurred,
it is-determined whether a maximum number of attempts have occurred; in a
25  preferred embodiment three attempts. Thus, if three unsuccessful attempts occurred,
at step S46 the logic terminates execution and an error 1s logged indicating that a
cohnection cannot be established with the remote PC. However, if the number of
-attempts is less than the maximum number of attempts allowed, the sending PC again

attempts to connect to the remote PC at step S62.



command port listens for or initiate file exchanges. To initiate a

transfer, a sender PC randomy and automatically selects the UDP port from
a set of specified ports. For 10 exanple, one, two, or nor-eog.l%vadb&s at
predeterm ned port nunbers could be designated as |istening portSTA
sender PCinitiates a file exchange on a Y@ port 11) O randomy selected
fromthe set of specific listening ports. The recipient nonitors the set

of specified porAfierthe doninktréeds éstatdishedntindsisaking ot @gpodittisataste BE6 P
port utilized by a prospective sender to acknow edge the connection and

return a desndingtbédsetals anu8enipfi¢r. antihivaitclonfai rgspraatse romatheaenoieP€. tAtestep
probability of, a "collision” in ,the event that two or, nore conputers
attenpt to JSmhafesRaAnsews DRt F3eivednat siep S 6dhadegiy temanaigrexeeytian and an

Al ternativel .if such,gollisions did ogcur, t ttenpted. co nicati on
can” be aucSiikcs (0BG TER RSt Toror Sty SR SUATS STEISS RCLIERLS Fig apd
file transfgr,: | quﬁ.ﬁ 38 r £ . S S62
20 the Sgendsﬁ %tbdrﬁl | a{ati% r?ﬁgt}%egﬁeggﬁtgﬂ@%ﬁlﬁ}k 'e’?ﬂé'fé g%% ?éal}dzx& \?mﬁég%g&rrae#%tﬁ)% PC.
At step SGomt tHeSreg@sterPCNETE HOGEPRT isArG@INRE tt Qe 84 6 BB NS HC E@mIAAES Y
established. If no connection was éstablished, the |ogic proceeds to step
S40 wher e idxecstioetrd anreerbr istegdedr Gnaotheaeplyon ratdieaptat orpBHetthe file is
previously. If a previous attenpt occurred, it is-_ determ ned whether a
maxi num nurfisat tothegemenpPS wahzing édile teansferpratopsl. plnes prafeded ambediment,
three attenpts., Thus,, if..three unsuccessf atte s.occurred, at st S46
the logic t RS & ths e raps femareic rr:ﬁp‘?r& CP%@@%&& e éﬁ? itF?gjls%?{attﬁg
connectj on %ﬁ]g abl s W EAR ﬂot?@ i _f. nmber
of _-aM enpts ?éﬁ@@é t lglg{etdhresq%aéwr%ﬂﬂl&%ﬁber Iée? se?tgfserrp s\églll:1 t]’%leméawfghegﬂ _
sendi ng PC g 10@%%@6@3&3&8 SEPESTHo ddhtidiR A9V iBudly REcHhp S62. 0 6 NOV
2006 -44 After the connection is established handshaki ng occurs, and at
step S66 the seTil lgid@hidnececates atithetrefr e/reveivingicomphesr ianoesdesbtibed r om
the renote PC. At step _S68 if a response is not received, at step S46 the
| ogi ¢ t er mi withegferenee to Figa 4additiatly abstep 400 ¢t is dgigoninediwhethershotrasfeswill

recei ved, at st S70 t he sending PC _sends fi and 5_station infornation
to the reno %aﬁggmﬁg‘”fﬂ@ﬁ?n‘? ’?Bﬁgi‘ﬁi}“ \A*af the trapster Is &Pgeted tg ke AR

remot e, PC. e A0t {rﬁﬁéﬂr,irﬁ s'Efﬁ:P%fY &ocRlt i§tc?9at§é%ntﬂb‘?'t h89afid tfE Péc@:‘?&iﬁﬁ PC
waits for a connection. When someone connects, at step 404 all sent data is read.
Then, at step 406 the received data (i.e., ID) is compared to IDs within a destination
book of IDs from which transfers will be accepted. If the received ID is not found
in the destination book, at step 410 an error occurs and the connection is terminated.
20 If the ID _is found at step 408, at step 412 it 1s determined whether the rece_ived data
is valid. Ifthe data is not valid, at step 410 a negative acknowledgment is sent to the
sending PC and the connection is terminated.

If the data is valid, at step 414 it is determined if the received data indicates
" an index or file request. If the received data indicates an index or ﬁle-request,-at step
25 415 the request is processed. Otherwise, at step 416 it is determined whether the
received data indicates a credit authorization. If the data indicates a credit
authorization, at step 418 transmission credits are added, described in greater detail

with reference to Fig. 11. Otherwise, at step 420 it is determined whether the :
received data indicates a request for identification. If the received data indicates a

30  request for identification, at step 422 a response is sent to the requesting PC with the



execution and an. error is logged. Once the reply is received, at step S74
the file is sent to the remote PC utilizing a file transfer protocol. In a
preferred enbodi nent, Znodemis the file transfer protocol. Upon
conpleting the file transfer, the 10 connection is terninat88. NOV 2006
Subsequently, the transfer status of the $ént file is logged, and the

| ogi ¢ proceeds to step S58 to continue as previously described. The |ogic
whi ch execliDex tht rebeivingn®Ce/Qbeevisery icdetpunimedishatbor degectived dad tsta
reference to Fig. 4. Initially at step 400 it is determ ned whether the

t ransf er \/\Pﬁmal%éeah“mﬁéf‘net (or intranet/extranet) transfer. If the
transfer is expected t e.an 15 Internet transfer t step 40 socket is
created on port%é’aﬂ?ﬁ tﬁﬁgetreggéqa\;xiogfgoqgérs RR/Q%F’sdef%}Pet efc%hwg%ﬁpgﬁft% ff
sonmeone co t |l oS ST t he
recei ved d%tn[geqég Fees.%?nﬁﬁb?rvg’g@g?rﬁa?regﬁ&%%&%}:g H&?E’f{‘?ﬁga@@? :P F\haﬁegglmgodégﬁof

I Ds fram Wy £haktialfifd, @f Stepidbb dDRardine s sétftothesize eetiweshrtibt fike Blaufound
in the destination book, at step 418 an error occurs and the connection is
t er m nat edpat(ofl thetfille rhistitse fesemd It otheepvotds thateceiving4i&hite irsfodms ¢heri ned
whet her the received data is valid. If the data is not valid, at step 410
a negat i ve sekngwhastipeeefi wherede nesume tedransenssionydersrghing ohavhas posiden of i s

termnated. |f the data is valid,,at step 414 it is, determned if the
recei ved débeaﬁlwaaaf%ou }ﬁrff%@é-oéulﬁm ently, 2 SiEP 430 2 FRekeb i roRlEd P &

i ndi d fil . i .
br ocoased. HadtR Rocehelzeh Sorh FHGRkare i Shlo s scliing O, AFAU Rite-bil e,
data indi cal &3, 1Ameredive AN A Al iRRal filk, 116 HAY FrahS@} GHRndng! 8ditkp

aut horization, at step 418 transm ssion credits are added, described: i'n

great er det4aiglthe wtdrting @biitense tb @efd.gSubsequekthg e $egic prociedp tetBRpi430i s

determ ned whether the received data indicates a request for _

i dentification. Hrom bteprdd@etheclvgitaproceands tastep 432 Jthare heersceivang PC waits

identification, at step 422 _a response is s nh to the reﬁuestin PC with
the 0 6 NOJopdat on4he ppriof Wikd dalads FErR]VRE. tNEXHBF WS SOHRLET dS &gi“é‘rﬁﬁ‘ﬂed

whet her the, recei.ved data is.a artihal .fi. :t 4 i.a): file
VARSI M i R Mt B o S S e e
resunmegs orphed hakp a3aqid AaBshRled Wwhee! BiMeh JockBidiexist. f 11t tBer esdievedo dat a
5is apartial file, at step 426 a starting point is set to the size of the

partial filexihesanged436 data is received for the next socket. Subsequently, the logic returns

to step 434 and repeats until no-other sockets are found. Similar to the sending PC,

the data sockets may be stored on the receiving PC in a linked list.
At step 438 it is determined whether a file transfer is complete or if data times
20  out. Ifthe data times out, the connection is terminated and the socket is destroyed.
Also, if the connection terminated on its own, the socket is destroyed. If no transfer
is found to have completed, the logic returns to step 432 and repeats. When a file
- transfer is complete, at step 440 it is determined whether the received file is the same
size as expected. In other words, the file size is compared to the size indicated in the
25 file data sent at step S42. If the sizes do not 'coincide., at step 442 a receive error is
logged. Otherwise, if the file sizes are the same, transmission is deemed successful

and the logic proceeds to step 444. |

At step 444 the event received is logged, the packet is unpacked, and the
received files are stored on the receiving PC's storage device. Although in the

30  previous description the sending PC is identified, by name and IP address, to the



part of the file must be resent. In other words, the receiving machine
informs the sending machine of where to resume the transnm ssion depending
on what portion of the file was previously received. SubseleMiV Yil6at step
430 a socket is created on a random port, the random port address is sent
to the sending PC,.and a timnme-out tinmer -:m’)ls set. If the received data is
not a parttal file, i.e., a newtransfer is beginning, at step 428 the
starting pederitziricsP@anpdmlrueaIOcorﬁmbseq,u&mt id¢ntifibatidrogare cprmcated fateOtigieep
430. From step 430, the | ogi roceeds to step 432 where the receiving PC
wai ts for Hewevesn pr¢férqb<by the ngngzﬁ(?a i sderdifeidvdthet teeetviing -Rilibefwearnher i s
again reset. . Preferably, there |s an automatic visible indication of

recei pt of€¢§lYES & PH"é‘Sr g’t?effiﬁeﬁfj ffespcNext, af étﬁp4‘§% 121 AeRETIBR fi widh

whet her oth S Lf _other sockets do ex 436 data is
Foceived FOEERE HIF- Shistbtes bl el TincRedht Boully RPORE) bat
and repeatga Eg@tt’b br&%egg &ggte?qglgets are found. Simlar to the sendi ng PC,

the data soc s may be sto on the receiving PCin a linked list. At

step 438 it is Akedtes nu®ads dbebhaieddf hay otHer Adatf RIckes exPIEh&diObnhfddata
times 20 out. If the data times out, the connection is term nated and the -

socket i s sdelsats ayeefdnnd Ahe bogic fetths to sﬂepeﬂdalamld thepricassieglrapeaist $f nowthet he
socket is destroyed. If no transfer is found to have conmpleted, the |ogic
returns t¢lats ¥skasare fepndethedpgic flgvantossten £20 whereraif astomatie wéat@tpéocem st ep
440 it is determ ned whether the received file is the sane size as
'expected RRCYERrer words, the file size is conpared to the size indicated

ey 25 11| @ alifingthe U2l RaiRn 1 hOTCPAPS Ry wOusLAE; AL SteP

442 a receive erro Sl zes are

transm ssiwmdswvs sesrst s§@§ﬁi%§ﬁ6hll Be%ﬁ'ﬁ'sett'h@ TORAIP Pét@@@leﬁ@ndl@s §éxm@n61414d At
step 444 the event received is | ogged, the packet I's unpacked, and’the

recei ved fred:eimngrdats,tfdeefdnﬁraatlm1srzﬁﬂ:ematmg TRGEt &, NCH/HY & aierztrorBresﬁbm’nough in
the 30 previ ous description_the sending PCis i dentifi ed, by nane and I P
" address, trsotosel thascheoks zacte TCPgmekelcusing ayclrOedpadanay eheskiRg(HRE) ot t he

ont oo o a0 STE. 36,2, LSSl b PRIPYeL BOSLer abLy. L, sopd
et et g s, s b e 0
- Thus, it is only necessary to verify whether the entire file was received. This is
accomplished by verifying that the size of the data transmitted matches the specified
~ size of the file that is received. The file size specification is sent with the file being
transmitted and arrives at the receiving PC at the beginning of the transmission.

20 For modem transfers, the process is different. Thus, if the transfer is
determined not to be an internet transfer at step 400, at siep 460 the modem is set to
auto answer mode, so that it will ainéwer if called. Prefe_rably the modem is set to
auto answer mode during initialization at step S2 on each PC.

After the modem is initialized, at step 462 the receiving PC waits for a

25  telephone call. Upon receiving a call, the receiving PC answers and reads a data
stream from the modem to determine the sending PC identifier. If no data is recetved
before a time out occurs, the connection is terminated. If data is recéived, the

receiving PC sends a response to the sending PC, which includes an identifier of the

receiving PC.



5 the logic proceeds to step 448. At step 448 it is determned if any other
data sockets exist. If additional data sockets are found, the logic
returns to step 432 and the processing repeats. If no other data sockets
are found, the logic flows to step 450 where an automatic updietNdVpeBess
executes. 10 Verifying the data is handl'etf-by the TCP/IP protocol that
underlies the. Wndows Socket. specification. Because the TCP/IP protocol
handl es sendi ngAtstdp 464 8¢ datagalidity is €heckedelf thedatd srinvalid @ 18a@IVECITOThat

is, TCP/IP is -an _error responsive, protocol that checks eagch T cket
usi ng cyclisclogaed i strpy 44 he RiGHVISERE) the data #Sel"?-]é&rsﬁti %@m@@ %‘5%‘9&05‘3
Accor di ngl if afile is assenmbled from successful 15 r i TCR
packets. timpieaBen i s ARES BRuS Paods PiEF B il o PmoRER YEEGHcCRsy gn
Thus, it i n 7 0, Verl - nt ik i i.ved.
This is snpleidRaEnas QRE IR, BEl Rl sl Ruy T I 1o
mat cheg t hgrRead td Qtkp 568 @0 Aetdrfifiné iviethérathel eceRed filedis th&afrid siz6ize
specification is sent with the file being transmtted and arrives at the
recei vi ng Epeated; helibemigrniucgessfultttensferai$ thesSlieas nof theFenpentedesiad, maseper s,
the process is different. Thus, if the transfer is deternm ned not to be
an. i nter né42 araeriveerar isloggediolf thatreegivgd Hibvistthe experiad sizeststen47@at o
answer node, so that.it w |l answer .if called. Preferab

[ Ly the nodemis set
to auto aFSGBE SHERLISIRRESty 2PhiG EPsiYER PRFKELES URRATKES BBf SIOEH OB SIAASE, t he
‘nodem i s init.ialj y: [ i Vi j '
t el ephone EYIFS' Uégﬁalt' %&%?3?%’4‘258%%6% fgﬁ_}r’éefé'rglngﬁldé‘ﬁgtc%g%g{fl\%t?sstoﬁgc?sgads a
data gtre etoRibat e 110 prEéecddaptstdy 850 anld no
dat a ilg regg?éggmiﬁgfeo‘{égq%%l%goﬁ%% urnzl?’ tﬂﬁﬁg[}%%n%ergti on i ss tper m nz?t ed.
| f data isekesigbypreviviisly éssetivedg PC sends a response to the sending PC,
whi ch includes an identifier of the receiving PC. 0 6 NOV 2006 -47 At
step 464 file d&ysusimg thtiZmodem pnetokeld errpf cbwiu@&mautgrmanvaﬁqwevgr,r@v@i ve

error is logged at step 442, Oherwise if the. dajg, is valid, .at step 466
he.dovini 0ASnABA TS 15 4hERkoRRUE AR TAREIEE DI SROFIZ® i SEUPRET.

Znodem t hatt %Qecks each packet using CRC and retransmts bad packets.
Subsequent I?/, the logic _ _
' 15 Confirmation Receipt Request and Third Party Authentication: See Figure 5 &
Figure 14

According to another preferred embodiment, the present invention enables a
sending PC to request from a recipient PC, confirmation of the attributes of a
transferred file packet. The confirmation is a returned file containing a received file
20 list, along with thé identity of both recipient and sender, as well as various other
attributes. The receipt file is returned from the recipient to the sender directly or
through a third party authenticator 18 (Fig. 1) without requiring any action by the
recipient computer's user. The sender may designate whether confirmation is by
direct return or through a third party authenticator 18 common to all users. The
25  destination address of the third party authenticator 18 is either incorporated into the
computer program prior to distribution to users or entered by a user prior to initiating
the confirmation requests as part of setup of the computer program on the sending

PC.
A control module on the recipient PC, upon receipt of a request for‘ a

30  confirmation of the attributes of a transferred file packet, records the content of the



5 proceeds to step 468 to determ ne whether the received file is the sanme
size as expected, indicating a successful transfer. If the file is not the
expected size, at step 442 a receive error is logged. If thgsrepnepygd file
Is the expected size, at step 470 a receive event is |ogged, and the

recei ved packet is unpacked and stored 0W4§‘storage device. Next, at step
472 | ogi c described with reference to Fig. 5 executes to process 10

conf i r mat i BsFeiceparketediismay Saissbypdatoseur theforeoeyi afigribtederyptedsamp 450

Checki ng. | SCSRITBRETY. AR Bride isiolihepRant e SiesBmHen dng R Ho
th L¥edo bl 8oii S fhe size, kit i d .to be 15
Cont 1 1 mat 1 SR REEeT o EEpisht EamiletF sEEgs Bkt SUARRIEE, wh o8l M. 5 &
Figure 14 pacledidospit POLBRIIACIRS 12 dofAARMHIR Toeeibl TR BMes BYFHL | ON

enables a sending PC to request froma reclpient PC ntirmation o he

attri byt es tahsgerretrfilegfaekercdThe beribaek ehay ud(l)id fiR iPrhdt define ey ined -
file containing a received file 20 list, along wth the identity of both"

reci pi ent aaaresehfitas, acaallyeoundgo bamprenent o haeceined padket,eshetitrecomaaigiing

file is returned fromthe recipient to.the_sender di.rectlx or through a

t hi rd par t $NERYPHEArUDSRERYPies ftl 5d2) the size pbibe THegueceivad, (Qhtheddentsn dfyha he
reci pi ent u vs_user. The.sender. .desi ghat e ether confirmation is
by direct %g‘g‘})‘{}%?%ip?‘ﬂf%&ﬂgﬁ’)ﬁ%irF%F‘}Ségt %ghﬁ’te%gﬁtﬂaég‘?towfée&%ﬁ%ﬁﬁéh%ll '
~users. The 3 tNady i f ' y r S

ei ther i nccggép%lrggﬂ)a%’ @Rttgggﬁgq{@é%ﬁtrg%agtf g@r%’%‘%ﬁ% %?’p %%@%‘P?%ﬁa (giﬁfeo
users W erteztodicingerpiiRt (hash)osf the taférhitaid filds. WRmARRYY, tRBELRh sts
as part of setup of the computer programon the sending 'PC. A contro

nodul e on tréceipecngy dret SB@p upoprovedeiqutly oberficaiprestf fofileatrad6fer action |

confirmation of the attributes of a transferred file packet, records the
content of aF¢rmplishaday axpeeific date; bmsi srdidpstinasion. Thi s may be set up to

TSt the cont entuiraeh if GrfeeVBn Bes FEFn maCrRTaLy dhe wodted o bEsanral
reci pi ent GRNRHE Y theSlR(05 BEVLGEres I hhaihy AR for MHEmERA L PPIHlE:
15 confirmation receipt file to the sending PC, designating the corresponding destination
address. Moreover, if the requested confirmation is designated by the sender to be
returned through a third party authenticator, the control module on the recipient PC
creates a pending event for return of the confirmation receipt file to the sending PC
through the ‘third party authenticator, designating the corresponding destination
20  address. The confirmation receipt file is transferred to the third party éuthenticator
alon'g with the destination address of the sending PC that requested the confirmation.
Still further, the third party authenticator, upon receipt of the confirmation receipt
file, processes the file stamping a unique digital characterization of the file using
commercially available file authentication application programs. The file
25  authentication application programs are designed to create files for which any
tampering or modification can be readily detected. Finally, the authenticated
confirmation receipt file is transferred, after processing by the third party
~authenticator, to the destination address of the sending PC that requested
confirmation. A copy of the authenticated confirmation receipt may also be sent to

30  the recipient of the associated file transfer.



on the recipient PC cohbines into a confirmation réceipt file attributes of
the 5 transferred file packet. The attributes may include (1) a file |list
that delineates the names of files actually found to be preg8rit0Y Al0B
recei ved packet, whether containing encrypted or unencrypted files, (2)
the size of the files received, (3) the identity of the sending PC (point
of origin)-as recejved.with the fil acket, (4) the identity of the.

Ceci i ont. PG, (B IR Ttnuoxsotpg cRfraton seeepyp it 5w Sbsciihdopinn
receipt, I oni i r-pri d 1L} ed
files oareioeRie ondbBal R st SR RS esRimhi@i Meer § Bocaip B Tebh e
only verifj.gatdiof 9f ng réddift HdsaReheeqRedb@Mt SRGLIPIHSBER Rbuds 395 f4.C
dat e, tine?aané destination. Still fartief, i?ﬁﬁirect r&turn has been
request ed Opheirivises andiepgSRCa filbdist dptoredted Mitufeealsip, tHeefiteelistpinetidePGile
creates a pending event for imediate return of the 15 confirmation

recei ps fidtaribwes hé theewansfereiiilasenichrast thadilehsizesorné sppdatien gnd ésnésthei on
~address. Myreover, if the requested confirpation is d sig?ated by

h
sender to Bl Weea ereatsd- t Neswghsteptor & toddrltly 1n6raatat | he ext ﬁ@lﬁ@re@%ﬂﬁw
dul th i pi . PC, ~.cCr. ; di 1 of th
e o RS in T8 Gl M e RYEL b e B Bt e
aut hent | CaAHE and ERAOARINIBP2LIR WR'TEESRERI TR LRI SUA BRORAARAMOR Feipth®

confirmation recel pt IS transferred to the't party aut henti cator

al ong wi t hfjtehig cet$dd. "Rhé¢ eonfaaktHtRTSTebipt Te $e8 domdirAGohluAithe €le Eist & thie
confirmation. Still further, the third party authenticator, upon receipt

of theoconfext fHti Bubseqetmty, at istep, 5 pd oansssedihte fenecventimpicrapted ori thee

digital characterization of the file using comercially available file :

aut hent i cacofirmagpin 8k i on programs. The file 25 authentication application
e

ke
ST e S AL Gk 0 e TR EOR B e

o T RO B ek 0 1o ool P n bR

request ed rCRREUTREidPRct AtGaR4 18E delfnAdheddresat BdikenfdthfhiPhot Reai pt
may al so be sent to 30 the recipient of the associated file transfer. 0 6

NOV 2066 retfredted, thirgl parfycuthenticatian hgs bearfiegnestédonl tusc at siep P &g agsndings now
described with reference to Fig. 5. Initjally aé step 500 jt is. .
det er m ned€Werit efreatedewithn Hulspedsnt authenticator designated as the destination

address. After completing either step 5 14 or step 516, the logic returns to Fig. 4 at

step 518.
Exemplary logic which executes at the third party authenticating machine is
20  now described with r'efere_nce to Fig. 14. Initially at step 1400 a socket is created for
listening. In a preferred embodiment, the socket is at port 789. Then, at step 1402
the third party authenticator listens on the listening port. When data is received, at
step 1404 it is determined whether a request is being sent. If a request is not being
sent, the logic returns to step 1402 and repeats. If arequest is being sent, at step 1406
25 arandom data socket is created and assigned to a port, the number of which is sent
to the requesting PC. Subsequently, at step 1408 the confirmation receipt file is
received on the assigned port, and at step 1410, the file is authenticated. Next, at stép
1412 an immediate send event for the authenticated confirmation receipt file 1s
created, and at step 1414 the requestor is sent the destination address received with

30  the request. Finally, at step 1416 it is determined whether other data sockets exist.



requested. If no recei pt has been requested, at step 502 the logic returns
to Fig. 4. Oherwse, at step 504 a file list is created. Preferably, the
file list includes file 5 attributes of the transferred fil ek Q¥R t he

files sizes, and the dates and tines the file were created. Next, at step
506 a text file is created. The text fileBreferably includes the sending
PC s i dent‘qfi cation, the receiving PC's identification, and the date and.

time the fil@hpadaasoqs deexsistdhe logiemctums torstégp 5688 and oepaatsvalfinonothecei pt
file is crgated., The c?nélirma.tion recei pt e i.s a conbination of the file

fi
list and t ABRROCKEREXSY e legisIelrBniq Vdef‘Oé@BS IeA%RtEn i nredi ate send
event is c elry onfOpfirmation file. At step 512 it is determ ned
whet her di hedd "Setetﬁ a4 Ei% requested. If direct return has been .
requested, at siMaPcohfhuidd@oHieRond 48 hutl ' |
requested the dir e((::t rettljrn as? the‘é.ﬁ%&ﬁt!t)ﬁugﬁ?@?ﬁ% \régs .th%]goﬁﬁl{eég?ﬁ?% T n

has not beémar éveradoefitegcharhdterizedipy tyeraptdpRitidsomich s darstiRReRd KAKAREET-
Thus, at step 516 a pending event is created with an independent :
aut hent i cagod fidepamaailbd user canevidesanidriaterant witddhirgesd evafitsdistabimthe teivagt

either step 514 or step 516, the logic returns to Fig. 4 at step 518.
Exenpl ary F%fike RhIHAL @ xentipbwindovy fech asi that shawmyindiighbht Reagivag fiesctiime i s

20 now desgrLi rth.reference to F.q.-14. - Initially at.step 1400 a socket
is creat edggggggf#\fﬁrg'heﬁﬁ&gdllrﬁCtg) b'lpg?gﬁ% YFILHB8 A IRERAY: p‘i%’ég %bﬂe ?Qé'més port
789. Then, (athSERR] ' 3 ' J n_th
| i stening Sort. vmé‘efﬁ ate?ah?ge Pg%:rglgsvsggfatt%% @@E&Bﬁﬂfiéﬁﬁ?&e él_@th?igﬁ%rgﬁf#ﬁzgm .
whet hao a wesjlatse onghbetdedviagC. OpenidgeeFlés ¢4 POhcRRhPlEshed®Y seltdifd 09i C
returns to step 1402 and repeats. [f a request is being sent, at st ep ~1406
25 a randoaneucet Zbhsted in hediwveat bdgaviddawaisgreettie tpoimtinmddvicd, liseminieaingof
which is sent to the requesting PC.  Subsequently, at step 1408 the
confir mat i 6ANYRlcampmandy wsipg the Re's peingrievins ardisygnard which opansia sontsolep
1410, the fi.le is_authentjcated. xt, at.step. 1412 .an i mred{ate send
event for FH&E%%CEWC‘&PL THhER ?ﬁ%ﬂ%ntm&‘ié’inﬁo}fvﬂpgo}vsmoé’wbéﬁ Eaﬁursdé at
step 1414 Hhe1ARAUESEHert bg. desdi Nptd bved w th 30
t he request @Fi}ﬁal I ?/) , %ﬂlgst iﬁt@%i&%&lc{j I'S t'dg%gégﬁlﬁﬁ%gga\%?ns% éfge%%gﬁesfe% Eatl’tn§
socketls extist fil® 26, hdh 2fitiating coftrbl cotfigdifdsausing khe PTO p¥mtsig debRel G9i C
returns to step 1408 and repeats. |If no other _
keyboard which opens the file using an associated application program available on

the PC. Ifno application program has been associated with the format of the listed

file, a message informing the user or prompting user action is displayed. The Cancel

button 26 closes the event properties window. The View Receipt button 27 displays
20  any return receipt associated with a selected event.

Selecting and Sending Files/Packets: See Figure 17, Figure 19, Figure 20, Figure

21 & Ficure 25

The user at any interconnected PC of the present invention can initiate a send

file'event in a variety of ways. For example, by interacting with a control window

25 such as the window shown in Fig. 17, the user can utilize the PC's pointing device to
select files listed in a transmit window 28. Subsequently, by invoking the drag &

drop function of the windows operating system, the user can drop files on destination
objects 30 in the destination window. In response to dropping the file on the
destination object 30, a file list created by the windows operating system is linked to

30 the address of the destination object 30 and the file will be sent. Preferably, the file



data sockets exist, the logic returns to step 1402 and repeats. Event Log:.
See Figure 15 Al comruni cation events are automatically | ogged by the
conputer program 5 in an event log file, characterized by eyemdVpeiiperti es
such as date, tinme, file structure, and fjle name. The user can view and
interact with logged events listed in the"event log file by using a
control wi ndow such,as that shown.i i.g. 15. Received fil an e opened
For vi ew MUHIEEETotab e FRBHBIRE Toq ieHaNRE S moeRingr Fameach spn o
of the regﬁieved files have been associated with an appropriate application
program 10~avai | able on the receiving PC. Opening the files can be _
acconpl i shed byjssglgetdg cﬁf&oﬁ‘i’rﬁ?ﬁt,.%arlda?tcgﬁﬁhﬂafiaﬁ @\f@t@jirédog)rvw&ﬁomeus' ng
the pointing device, then initiating control commands uSing the PC s

poi nting devéded o6 bksyhoay eachPClhieetitiitora ThOtiaplual vomitienatidiCirqakes Dadr
shown in Fig. 16. The control wi ndow shown in Figure 16 displays the
proper}i esaadfont bee drdgyéel teansiier. eadstfdel f Aheautomatdib sorpenigg b feelteantsforg 15
the file 25, then initiating control commands using the PC s goi nting

devi ce or aythomeation MAY alsodisarrovided whirk oply; prgmmils aadhesizedtasBFpIO @%UF-on
program avail able on,. the .PC. |f no application program.hgs been assqci ated
o Oh the t EhsaRtomatR s Peungmax piker PRor SRR B IR EAY: Phestanian for
pronpting User i i i.spl ayed. The Cancel button 26 cl oses the event
properties W pféilg\?vgb%ﬁédr@f%\%véﬁecei pt button 27 displays 20 any return

recei pt associ aTRebuibs & thebebarbRne AbstinaibR GinAewansly %a@b@ﬁug?lo edin
Fil es/ Packets: See Figure 17, Figure 19, Figure 20, Figure 21 Igure 25
The uger aa pasferedtembadimerite B RDm0B4 dpenpotheenestimteont windosasn Botton 8tte a
send file event in a variety of ways.. For_exanple, by interacti ng with a
cont rol wi mdwimizesthedastiagtionavindade Bwinav Ppers e tiansmihwindosy 28an
utilize the PC oi nting device to.select files, listed.n a transmig,.

wi ndow 28, SubsSABERETFIY 15 BREKRIANTYE AR BarsslroRd HiadheruiRge Vs fissiaxadein

w ndows o ti yst : C r i [ [ gbjects
WO, OPRLA 00 YE! B8k NRRAIor Al el B8 AR RGP FDAS
desti nati OB cebdess to3the probédi&el dngblorRathe dvilMowh €n Wi gt QUS> 10BRS @der REleSHsSt €M
is linked to 30 the address of the destination object 30 and the file will
be sent. Padilerablpgckdathand ictent€s 6 f4OF &@D6 whislh can be scheduled either as an

immediate transfer or a delayed transfer.
In Fig. 20, a Drives drop down list 60 enables selecting a disk drive that stores
the files to be sent. When a drive is selected, the directory structure is displayed iﬁ
a display field 62 showing directories, subdirectories, and files. Aﬁér the user selects
20 afile, the selected file is displayed in a display field 64, along with the corresponding
file structure. Preferably, any selected files shown in the display field 64 will be
compressed (all together if multiple files have been selected) into a file packet (also
referred to simply as a packet) before being transmitt_ed.

_- Clicking on a Description box 66 results in a user prompt 68 which permits the

]
wh

user to name the file packet and add a text message that will be sent along with the
selected files. In a preferred embodiment, text identifying the user's name,
organization, and address are automatically inserted. A text message may also be
inserted into the dialog window by the user. Still further; the inserted text is then
linked, by a control module, to the list of files to be compfessed by the compression

30  subroutine into a packet for transmission by a control module to a linked PC



structure resident at the transmtting PCis replicated at the receiving PC
for each sent file. In a preferred enbodi nent,.. nmanual confirmtiogn is
required for each file selected to be sent to each PC des0Bn¥RY @M8 The
manual confirmation requires user 5 action in order to transfer each file.
An aut omated screening of file transfer &2-horization nmay al so be provided
which only-permts authorized transfers to occur. The automated screening

My occur desiigdtidrP aldaRs.N The aextt feaaAI G Aot itakemderf Md t@©achebidgest o be
transferred. The buttons at the bottom of the destination w ndow nmay al so

be enpl oyedniamedlid racgived paaket aekdogiayedtin tBuevam IGtwapdnve witehessociated
destination w ndows. Button 36 mnimnm zes the destination wi ndow. Button 32
opens t he receinediiesdragelscted bydhedispat i vel y, a packet or file can be

oe cted e 8 Yundote, SaBLANEd b (e 80.TRS, B R Byt oo o
| Qi . 1 N, Fi - . I 1 fil
proced ) B4L08GE0S: UASRU AR 95, chindsol I8, SR almBFLAE el 1

i mredi at e p@nsfigto Qﬁaaceg?dréﬁrﬁgmtisrs?d?xstﬁeardes'tiﬂaﬁé)rgPCQagdrés.D_rleréEiéxprhgé%agQ"m
list 60 enables selecting a disk drive that stores the files to be Sent.

Wien a drietebddiledewitht g, fildsetodbe erinemyittsd rpidrutoecorpelissiohayethe Bending
display field 62 showing directories, subdirectories, and files. After the
user sel ectosnROeras¢ddely visiblesafies deeampidssionsit ghesgtelymg ¢amputds. siibwgvén, el d
64, along wth the corr.espondin file structure. Preferably, any selected
files shownem eRFYPHPLB IF @agkeér H¥ ancaspgen,gan eﬁmt&éésg Wihithg 3@@% Hebei f
mul tiple files.have been selected), intao g.fi K al referr to
oo P s EBRUBEY PrEgns, SRET b bR snfing PC AR RBHG Brdly BB BiRen box
66 results..j Jper whj i S file
packet ancsfea gﬂlé’ tpgx%ﬁgrgqugsa?grgﬁ)tnha{m\%nﬁ%%j 22%?& él%%&gﬁﬁ %ﬁr?ﬁé;%ﬂgogfdgg? ed

files. In withtief Rles eslbetrbaghitRatatiet Al er orf atithgsédn@PEY ' GorzefBently,
organi zation, and address are automatically inserted. A text nessage nmay

al so be ithséextenessages ard ecadilslvagibnipnohowo fite dberypsen at tBeiredeivingt{er The he
inserted text is - then |inked, a_control nodule, to the list of files to

d, b
be conpr es@éﬂﬁlfﬁsacﬂ?é 36‘6%}‘%%5‘} Bﬁg’stoﬁlé’l}lb‘ﬁbﬁhfi FRESIVAR S CMpRLR ecpgpizes and
trans?g SS|gor}lsgé(ue%t@o&§g£1%s UBS’M-eeceﬁpQ. a linked PC 0 6 NOV 2006

If the Description box 66 is not checked, no user prompt 68 is displayed, and
the packet is created with a standard message and a random number as a name. The
user prompt 68 may also be displayed when a Compress button 65 is selected.
Clicking an OK button 69 initiates a compression function by calling the zip

20  compression function in the compress.dll that creates the file packet. The user
pfompt 68 is then closed and the Compress button 65 is replaced by a Next button
that enables the user to switch to the select destination window (Fig. 19).
If the user wishes to send a previously created file packet, a send existing
packets window (Fig. 21) can be reached via the Packet menu 50 in Fig. 19, or in any
25  other screen where the Packet menu appears. In Fig. 21, selecting a packet 70 then
clicking on the Next button 71 switches the user to the select destination window
(Fig. 19), where the destination for the selected packet can be designated. Double
clicking on a packet 70 results in a display 72 showing the contents 73 of the packet

and any associated message 74. Clicking the Cancel button 75 closes the display 72.



-52 destination address. The text information about the sender and text
nmessages contained in received packets are displayed in the event |og

wi ndow when associated received files are selected by the usgNOVIHl&
preferred enbodi nent, one or nore files nmay be selected fromone or 5 nore
directories in the file structure for compdession, by a conpression control
nodul e, into a packet for transm ssion to a destination PC address. The

t ext messafke Ciedrditdedbwitdnt76 belefeislany dededved packes Dt tldet @ieapList dutton 77
conpression at the sending conputer is readily visible after deconpression
at the recé¢loieaglicpankatsell inHbadiseof displayedareskdist i on is enabl ed, text

messages can be_enbedded with the files to be 10, transnitted pri to.,
encryption at th? sele eﬁ&}n‘ﬁ@fhWH“I?%gor ting adesfipponio soRd tLFgﬁ%FQ/lsng PC

The 1 es PovsBSer e O PHEEER 1o FI 1" Sher AR R AR 0 T AR e e "
docr vt ont Ao ARGy SR RERueR, B G2 Hispley U COMBORHERS 4Rt Bpilons 1 ¢

that the reseesthbasHigERULIAk foesR HMtiesSImethet/ ifraebe LG et dohn@taoh aatel/étpon
receipt. If the Description box 66 is not checked, no user pronpt 68 is

di spl ayed, imtidlizinigea padeet. iAm Endeat petnui 3 parrsitaadeasdingeths dgdexahadild/aditndom
nunber as a nane. The user pronpt 68 may al so be di spl ayed when a Conpress
button 65 funcsiepeardy volumq BRN2EFrard hew Buine snargger enabilesnamin s @pgpsiedalfigon

function b alling the zip .20 conpressi.on. function in the conpress.dll
that creat ggf%%s’f‘?‘"&nﬁé%&‘g@?gh‘ﬁé'% Wl&“%ﬁﬁtmé o g‘ﬁﬁ%ﬂ? I@FB%E@ 1$he
Conmpress b : ' I : - £n : . to
Comr 59  PHAAR 02 TBPRRE b ANy Ak LRI ENRER bllantas, |
send a prevk@isiornfationl @Erfptiod fa intérfa@) en&Xls6 hitiles Areksrosdestingivn
(Fig. 21) can be reached via the Packet nenu 50 in Fig. 19, or in any 25
ot her scr ebdookhwhich dreat®listk of dastmatiappeArelpiner 3t acztsses abagetinstguaionacket

70 then clicking on the Next button 71 switches the user to the sel ect
destination wi ndohamgegbutt@) SS5waegessashdestitionabedis. f gk Breavssebuder $o6

ket be. .desi ted. Doub | i cki ket, 70 | '
0 Sl ay. 72 SRR PR AT RIS ot HoPRRekot TR hacksry e Shpl R eddn >
ggggagl% 744i bk PoxHat 5pebRANGhEn BIY BRSWISLEHESSE id f@e&b@.phayrez'?ousoblﬁtdﬂw

57 returns the display to the previous display screen. A drop down list 58 displays
candidate destinations from which the user may select the destination to which files
will be sent. A Send button 59 initiates a transfer of selected-files to the selected
destination. |

20 Another procédure for sending a selected file to a selected destination is now
described. While the user is working within an application program, the user may
save the working file to a directory associated with a particular destination, i.e.,
destination linked directory (DLD). Files may be saved to the directory utilizing a
Save As option, or may be automatically written into one or more DLDs as automatic

25 output from a companion application program. Subseduently, all files within the
directory (i.e., DLD) to which the files were saved are sent to the des’tination
associated with the directory. In a preferred embodiment, the transfer occurs
imrriedia‘tely after the file is saved. However, the transport interval may be set for
immediate or delayed time periods. Thus, by saving files to the directory associatgd

30 with the particular destination or group of destinations, the files will be sent to that



-53 The G ear Entry button 76 del etes any sel ected packet 70. The d ear
List button 77 deletes all packets 70 in the list of displayed packets.
The sel ect destination wi ndow for selecting a destination to ?.Pﬁﬂg%tm% file
to is - now described with reference to Fig. 19. The Packet md enabl es
initiating a file 5 transfer, index requegt, file request, or |og display.
A Control menu 51 offers options for establishing a link to an active

| ndox menu E5HEHor ey #38b 6 MSARARM W Adhidnfh' fochSadtigh e
vol ume ManGRkiorfdie eXeH YE& TRRAGSHth %na&krggg?ad@sﬂsam ﬂﬁg%&gﬁ aﬁ?@gyﬁ,

which are logical divisions within an in A Set up nen

nmodi fyi ng - tahlewdngmht eseptogeien et destinatibartebwhichdiheefleowilebe s¥REEMhese
paranmeters, user information, encryption programinterface, and al so :
enabl es acckrestarigs deast bhencated atitbokmewhdastinetienisaldfinetisn tie destinatiat bools. A
Hel p nenu %4btgccess sbﬁsage instructions, A Change button 55 accesses
dest i nat i orPYoHeKEeT. B RaBbIsURtegRAtDg offthe Proserl B eRtVIY qthenapplisatjon

created file packets. The packets are.displayed in.a 15 dj.al og box that '
appear s V\/né’ﬁogrﬁgls ﬁe,ss%vegﬂfqgﬁysgeggn ?cé'eg‘é’lngg'tl%? ux ‘?—fraé\ﬁﬂﬂi@aﬁﬁf? YAMIRE yr ns
the di.spl a nfe?faEQ?A@'ifVi ous di splay screen. A drop down |ist 58 displays
candi date destinations fromwhich the user may select the destination to

which files w IWhegewgnd ﬁleAisseﬁﬁerbH{tb%rD)@@,itlﬁ'éé%i@?s%%n@td frRnksEhaidn that

selected files to the selected destination. Anot her procedure for
sendi ng a dmkéetedssbclated with the DEM, aHenldsicieddrornnhé BLTOWA whes opiibedllowti | e

the user is working within an a%ﬁlication program the user may save the
wor ki nip fi Ithe fide tp bR veigenigiodhe ddildtaad then pavedgata anarchivedfilst otheat then the . e. |

destinatio jhked director. D). .Files may. be saved to the directory
utilizing g)tgaég%ﬁ& tﬁ‘bﬁ‘%ﬁ%’ d((‘}%ﬁ%iylg’é: BRFS eV ERH PR, 2WPIVStI8R YSKE &0 SFAtHr
nore DLDs LC f a i | jcatj o _program
o e Lo R AR AU B HRAS R ABRL A PRI S A
files were yedWidhesNh ser pifted @SHicNRE bRL of AFSRAiAL A6, iDid Ot to the
directory. In a preferred enbodi nent, the transfer occurs "imredi ately
after the fasbeciagdsdastidatidiowelies enaliles scankpointerfater betivernylatge getips of

i mredi ate or del ayed tine periods. Thus, by saving files to the directory

associ bt ed CRONRMLENS QVEE Wikk anca dichyorss (Gomuters that sgrefate larsumumpprstafdies t he

files will he .,sent. to.that .. e ..
Suchl as invoices) requiring distribution to a large number of recipients can be

automatically and directly linked to the destination computer using DLD structures.

The receiving computer that receives the transfer from the DLD must be

actively connected to a commu'niéations pathway accessible to the sending.computer.

20  If the receiving computer is not actively connected, the sending computer can

repeatedly attempt to transfer the file. In é preferred embodiment, the attempts stop

afier a user selected time-out period elapses. Alternately, the sending computer may

wait uniil it is determined that the receiving computer has become connected. The

receiving computer receives the files in a directory designated to receive files by the

25  receiving computer's user. A discrete connection is established for each file transfer
initiated with each receiving PC, as des.cribed above.

‘Referring to Fig. 25, an exemplary process for scheduling a file send event is

now described. Initially at step 2500 a file/packet and destination are selected

according to one of the procedures described above. Next, at step 2502 it is

30 determined whether the user is authorized to send the selected file to the selected



O 6 Nov 2006 -54 destination or group of destinations wthout additional
user action. Multiple directories, each associated with a particul ar
destination, may al so be enployed allowi ng the user to seB8cNOV R
destination to which the file will be sent. These directories may be
created at the tine a destination is defi-figd in the destination book 5 by
the user. DLDs enable integration of the present invention with other

appl i cat i ofestiRh@&H.2NBf @lthbfiga@Heidhbhdosfighed) deyep 2804 hRetuséhig dskedab an
application programmng interface (APlI). Wenever a file is witten into a
DLD, the fddndirirstisatrthe tselecteel dessinaniahiionh¢ ldastindtes toewhichstheaisat edtuallyh t he
DLD, then deleted fromthe DLD. A user option allows 10 the file to be
witten inintendhéo s hiedilehdrcandirationtip nahreseivRivat step 250 Wisrfileeansfere DLD

bef he file i I d. Th [ [ | |
il 0 pl e cisBeRe; O8ieisd aa8 dlroR e ARSPTARITLRE Y o STt RorePAShe
destination. . . [ | h
i rect or i obis FEeunE SR et EhusfL PRI sl ARt SR et "B pagker
sean ess 1 fsid: 3ECOUNRARERIH Steds 29R6, 2912] and QTPUIRIScRUTS cinBResdER?

npu les ( S

net wor ks. ers that generate Farge nunbers of fi suc

i nvoi ces) ligklientifi¢atlbs tifi fobmiation and Authetigationebées ok oreaediagdithe packde
automatically and directly linked to the destination conputer using DLD
st ruct ur esis ehkeyptedei vi ng conputer that receives the transfer fromthe DLD

must be actively connected to a conmuni cations pat h\/ﬁ%l a&gess' ble to the
sendi ng. . conpufder thexppmpressien,andalee wier diis detarmired Bat Bgmagketalready

ted, t.h di put t edl (! .to.t f th
16 1P aeprar Bt b R e R e pice ety i o JRp AR o
file. Pn 2 . & _ Brett ed
1 Te det e BT TS 1 BERH RIok ot 20T SORERIS Sheal ottt

recei ving gerpuhehséChifiuteshd datel ah@3hé tinde WHeaCther filedesngoatianld odcagei ve
files by the 25 receiving conputer's user. A discrete connection is

est abl i sheBubsequenti, drid &lso maresifthe files td be sehtuinmediately, méstep 2589 aendas
descri bed above. Referring to Fig. 25, an exenplary process for scheduling
a file sen8V&tdhersated now described.. Initially at step 2500 a fil e/ packet

and destinationgare, s t ordi;n . yr. i bed

abov eééNext at Fér{agla', %gg%:p%?.léfi&% ge%d QehP iP8he Bl :PEJQ&EHD eSendftShle
main control module. At this point, the computer program treats the file like any
other pending event set up by the user. The program is constantly in the process of
monitoring the queues and sending any pending events found with a time that is

earlier than or equal to the current time.

20 Settine up a destination: Figure 17, Ficure 18 & Figure 19

In preferred embodiments, a user function is provided to invoke a destination
window, with which one or more destination files may be created. The destination
window may be used to select a destination file and to add, delete or modify
destinations in a destination file. A destination address may be selected from a

25  destination window by the user for use by a control module to transmit a packet. In
preferred embodiments, a user function is provided to invoke a dialog window from
which the user may set a specific date and time when a control module will initiate
transmission of a specific packet. |

In preferred-embodiments, a user function is provided to add destination P_C

30  addresses as nick name objects in a destination window. The nick name objects



30 determ ned whether the user is authorized to send the selected file to
the sel.ected 0 6 NOV 2006 -55 destination. |If authorization is not
confirmed, at step 2504 the user is asked to confirmthat tyweygel &g ed
destination is the destination to which the user actually intends to send
the file. If confirmation is not receivedsg.at step 2506 the file transfer
is aborted. O herwi se, and al so when authorization occurs at step 2502, at

step 2508 J3del tbsthéedéfiﬂlt’f@rﬁ“%%\k}eéreali &V tPUy e% @glsétﬁm%fémp S&ggﬁgs

being sent. If the packet has not yet een esta at step

2512, and cobidintddnphe kightihstiar fite. e e tbrablyi the mdﬁbéﬂ bf patdibR Ha¥tRaiBLI On
and aut hentication codes are created, and the packet is encrypted. After

t he conpr edidrenses alowad g dastemation tasgede fer asereting RE: istdoatrplled dty sertiepdy 10
exi sts, at step 2516 |é IS determ ned whether the file transmssion is to
occur now Ragset Inﬁf’é%ser'la jutable; higide é‘?di’%g {ignipdp greongrob modaye fardhe noden

i me vhen qfseéﬁf‘e”e top B ciSlinatat di © ARBLukuRIPy, SEAET bR Hen 1t he

file is tq b L 18

Finally, at step ggfgmﬂ‘éyscgir? og\?/rfg}]ltéa% S%aﬁggﬁgio%gm l”g’}/tggndéc’%tpé\f’g%fuq?n t he
mai n - cont rfgl tHEslithBer PR deshih&iRPFiMs, thAhEarCOOBaRd dHaewad tTheabskihP&idi ! €

|i ke any other pending event set up by the user. The programis constantly
in the praoagsbepreseonittheisftwire byeahessandasedeialgpermyamefaciung gugng s
found with a time that is earlier than or equal to the current time. 20
Setting upnsiabagen sk predustion befory thesefuwerers skinpedue @ user for ipstelletiond
enbodj rent s user function is provided to invoke a destination w ndow,
with %ﬂ@\%?orﬁg%erdest. nat i on files may be created. The destination

w ndow may be %egretf&réc?' ﬁg}od‘?’mg %k l?gn&{&&?xsaﬁt%vﬁ eda‘g)dinagﬁxjesi'a@?p

nodify destinations in a stln destination a

sel ected fwhiBodv Qﬁatdeﬁzlﬂlé'ﬁtrxh@dlf%ﬂ"&?%fbx dRBndESH aldaFest SBoRY a 2 &BREGGH
nodul e to transmt a packet. In preferred enbodinents, a user function is
provi ded twindowvok deredived, aguset Mawetidr 3nprowtdezhtot xlmeolasardlarl@)g waidoay $eei fic

date and tine when a control nodule will initiate transm ssion of a
specific p‘ﬁﬁl@é‘tt.he user may create or select for display additional destination windows. In

15-  preferred embodiments, a user function is provided to launch a file structure display
window from a destination window.
According to a preferred embodiment, a discrete destination and associated
address can be defined or modified, and saved in a destination file by user interaction
wifh a control window such as that shown in Fig. 18. Once defined and saved, a
20  destination file can be selected and displayed in a destination window such as that
sshown in Fig. 19, and can be linked to a destination object in a destination window
such as that shown in Fig. 17. A destination file can also be linked to a directory to
create a DLD.
A procedure is now described for adding or modifying a destination according
25  to a preferred embodiment. The Setup menu 53 is selected to access the window
shown in Fig. 18. Then, the user selects the New button 40, or selects a destination
and selects the Edit button 42. Clicking on button 40 results in a dialog box display
that enables entry of destination information comprising name, address, address type
(e.g., PSTN number, IP address number), or creation of groups of destinations. A

30  group of destinations allows a file transfer to be made to all destinations within the



In preferred enbodi nents, a user function is provided to add destination. PC
30 addresses as nick nane objects in a destination w ndow. The nick nane
objects 0 6 NOV 2006 -56 added to the destination w ndow ar@s INONk¥@Eto the
specific destination addresses contained in the destination file.
Preferably the nunber of possible destinati7en addresses all owed as
destination targets for a sending PCis controlled by setting a preset

non- . user - gepursvathl #sihple usef actigtkBagohi4 is used t@edio phravhetsdiflan dxastidde
nunber 5 of entries allowed in the destination file. Al so, the nunber "of
dest i nat i odestinaizon. alllivkeng bortha EdinbutgnP resultsrinradialdg bpxsdispiagghat
locking limt in a gaontrol dule. for_the nunber of destination files that
can be cre&f’é‘%ﬂleém‘?ﬁhg%&ﬂn frﬂé)fspaékprhgnﬁomaﬂonnay be preset in the software

Dy the soft | @pen. randt during installatign disk producti
oyure seftvre e asstaer g Los, Losiallallon gt on

conputer. | fern L I i L QM Q _l.nvoke a
i ot og> i IS HoR FEn IFFHRT iRy, olREl chRTHETD dar O i e el s
destinati o\ fi RpANindVeh& AMRIrmatioHs Bie dBCsERBs| 8 MhRKEASLid HRVAIE R

di al og wi ndow from .which the user may create or select for display

addi t i onal ddesnatioat isoaddeidnidotks. ddstinaGoproefokr r €He dibichedrbatton 48 vRREs the
function is provided to launch a file structure display w ndow froma
desti nat i olegiinditon bpek oviaday. t & Ropr (@osrshewvng rmayli é,e chegked causing a

e O DSk P o0 o0 P alaetfh, IO ind Saved

t hat A F i ' N tinati fil b
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19, and can be 'Tﬂ'élﬁgsén?irﬁ/eﬂﬁéﬁ?fﬁ%}amy R]B%-{scéll in@ox%rﬁ?&{)éﬁlﬂ}t'a%g%%@@"{n such

as that shown in Fi'g. 17. A destination e can al so be |1 nke

directory the destiation dobk Bhat £ portabdel fioen bhe bompates os abitief arid eakilyhagsd
modi fying a destination according 25 to a preferred enbodinment. The Setup
menu 53 i s agmongusads.t Hesinatsen boekaprodode asieasnway thisgnd BsfileTioem graupeofiser

sel ects the New_hutton 40, or, selects a destinatiaon d selects - the, Edit
Bt ton 42, WP AGGhe BUELY Sre0 UheEtP s HPa Gy b B dAre PlegPriaining
15 ' the destination book information. The present invention then sends the file to all
users in that group.

A Remove button 44 removes listed destinations. An Add to Group button 46
creates groups of destinations that allow a file transfer to be initiated to multiple
destinations with a single user action.

20 " Inorderto add a destination to the destination bar, such as that shown in Fig.
17, a user may right click on a destination object 30 if the destination object 30 is
empty (i.e., not associated with a destinatibn). In response to the right click, a drop
down box appears that lists destinations defined aécording to the procedure described
above. The user may then select a destination from the destination list and change

25 a nickname associated with the destihation, if desired. Consequently, the nickname
will appear in the destination bar if the destination object 30 is not empty (i.e., not
previously associated with a destination). The modifications to destination
parameters are then saved in a destination file.

Creatine an Index: See Figure 6 & Fiocure 22




that enables entry of destination information conprising nane, address,
address.type (e.g., PSTN nunber, |IP address nunber), or creation of groups
of destinations. A 30 group of destinations allows a file tgpgnsger2fo be
made to all destinations within the 06 NOV 2006 -57 group with a single
user action. Button 42 is used to edit paraneters of an existing
destination. Cicking on the Edit button #8-results in a dial og box display
that enables nodification of destination informtion. For nbodem
destinations, theapseferedeambodiment, iecysto maynaratteranandekef fitss storedson the
destination. Far Internet addresses, the user enters the |IP address of the
dost i nat | oFC's AH¢ Storage, devichgthah £an dicoraaiesi6a, by weharsBEs ferass iascenmscigd hed

but t 48 and th destinati j ded t he, destinati .
Fini shed baprsms A TLedfing” TR RIS tRelute srrbbne esBen hed S Hatn)
Ty al be. . ) . _ : : . . _ . t
tho desti nap s TReTRLRxAG: nd MRSLRRLE s UchiRMlelh 86 itk 10 g aRphaP T
desti nat i ORyiadowHNGER oRrot Hfoduld.! destination nanme. The present invention
preferably stores all information about a destination in the destination

book that is porihghtferfadoembodincentpud asert funetiohhierpranitiedasiihyokehar éaldexanong
users. Destination books provide an easy way to send a file to a group of
users. The Ie@uast Seqrsnge dpveltich a Heergnay pelest aHRC disstinataen onwhich ae indaxa
file containing 1 he destination. boak .information. Th resent invengion
t hen sends r‘f%%?wﬁég?ae% ﬁ}pqgg{;]lgcqnlgat Gegiirapn rﬂ@ﬁﬂg@PEﬁﬂPF%naﬁﬁnVﬁ ves
| i sted dest}y i . .

dest  nat | ofto G Fpieg fadHishiin St r BRI FA R0 U i pgaress

desti npf i Oy tid feuastiigt e TUEFIC aedtirfion4Rad RcEHEEthd BidRddefuededidcRathON tO
t he destination bar, such as that showmn in Fig. 17, a user may right click

on a desti naduesting PiCcidenificdtidrhfor degiorirvatioanambieatreBiing the iede linkéd & .
not associated with a destination). In response to the right click, a drop
down box apheaeguestiag PCs(assumaing Halsi arboradd)ntedthec sddntish geaevedhiropr theedur e

described_ahoue. T tser SR LDER select, & dogtlnati on 11 OmLDS iokad on
e o OSSO i MEAASTE gy W OB bl PO Osge b
15 device. In a preferred embodiment, indexes may be requested from multiple PC
destination addresses.
In a preferred embodiment, the user may create one or more indexes of files
stored on the PC's storage device. Each index created may then be linked to a
specific destination address (i.e., a private index). Still further, an index linked to a
20  specific destination address, which may include identifiers such as user name,
identity or site code, serial number, etc., is the only index that will be transmitted to
‘a requesting destination PC having that specific destination address. The private
index capability enablés users to retrieve files from another computer without
allowing the user to login or control the computer that has the desired files. Thus, the
25  private index reduces security risks.
Moreover, an index linked to no specific destination address (i.e., public
index) will be transmitted to any destination address. In other words, the public index
is aécessible by all users. In other preferred embodiments, the index is created by

selecting, from the destination dialog window, the destination address desired to be

30  linked, and then selecting files from a file list window. The files names and file



_previously associated with a destination). The nodifications to destination
paraneters are then saved in a destination file. Creating an I ndex: See
Figure 6 & Figure 22 06 NOV 2006 -58 In a preferred enbodigemov 2088 user
may create an index of files stored on the PC s file storage device that
can be requested by other PCs across a comfected conmunications pat hway.
The index is created by selecting files fromthe file list w ndow The

fi-l e nanmes samdti¢ hee then added by theeontrehmaddéaitottbe destimation lihke@indexdildasgl ay
5 wi ndow by the control nodule. In preferred enbodinents, a user function

i s provi dedintipdexdisplayaind@Méx request sequence in which a user may sel ect
a PC destinati ori t o, whi c%é;ag% i nde request will be %ghnt. k(JEon sel ectd}ng a
PC destination fi8othgT R r Wents, aJREF Bi2Y METR: 816 RACEFLiomaning the
transm ssi f; ech r ' i,f.l ' aRqg, .t 10
of the req&glgg i“hé‘pﬁa@%ﬁé"p@gﬁ%ﬁ? ﬁ%pl? eohgﬁ;lglg eblg@tefloger}yet ﬁglei% é&q?@ﬁu &t

checks §he Camg¥§FW£Q®rbﬂwwﬁi&%d&9pé%e ?m&%bmamiﬂg theiéled RELL.

returns the In ed to the requesting PC (assumng it~ is authorized)
to the addrgsiagiceaahsethlly availabke eﬂ&ﬂgﬁ@ﬁ s6fwRES hiag "pesli ldy/plivate&keiyndex,
a control modufe stores the index linked .to the associated destination
addr ess i n tachnology afputdicokest talermey beiusgd Peescrypt Slest dhegmbls kindade.isI n a
preferred enbodi ment, i ndexes nmay be requested frommultiple PC )

dest i nat i onlizkrsr Wsthigdestinaton padissy w“@%mghs,ar@ fR b, et ke BHBl¢ Ke¥ne
or nore indexgs.of file st or on the PC s.staorage. devjce,. E '

created maySagiant b dineatenditeds brpratestadh Rt Kl ikte, B VG
pri vat o1 Ndg¥)oenstild ahdt RS 1o Ak AQHRAbh HEAESS Aufind dySRACIhS adERhipEt | On
addr ess, V\hchgrray include tdentifiers such as user Ra identity or site

code, seri afiesfinptder., THE gublib&ey lkederdut rioh digx ptibak m‘ylcbdb,é:rmaasm ¢dchdPCo a
requesting destination PC having that specific destination address. The

private i ndestinatipapédr by receied by eaehsysem PG awtomatickky upoorequest Hram
conputer without allow ng the user_ to login or control, the conputer, fhat
has the desanether destinatrpa RC. ¢ Fee pzhhﬁrlieva@@qm@é feg degtinatian,is; yspd fogk s

Mbr eover, agnci:rr}]'gtexén loif '}589 tcg gé ?r%nssrgl eid]c tioCtl'x(ajn.e aésitlr}x% iior?.n &‘1’9 El?esgri&;te %ey fB{’ng Ic
| 15  specific destination can be used to decrypt files encrypted with the public key for that
destination. Files received at a PC destination that were encrypted using the qulic
key for that destination are decrypted automatically using the private key for the
receiving PC.
In still other preferred embodiments, encryption programs may be invoked by
20  the user to encrypt files, manually selecting the appropriate public key, prior to
selection for transmission to a destination PC. Decryption programs may also be
invoked by the user to decrypt files with a private key code manually selected after
.receipt of the files. Automatic encryption and decryption without public key
exchange may be used. Such encryption technology does not use public key/private
25 key technology, but rather a "one time pad" encryption key. The present invention
provides a user option that allows a user to select a security product that the user
wishes to utilize. It also provides the option to use a TriStrata Security Architecture
that provides centralized security policy management eliminating the requirement for

public key exchange, and provides very fast encryption and decryption. TriStrata



index) will be transmtted to any destination address. In other words, the
public index is accessible by all users. In other preferred enbodi nents,
the index is created by selecting, fromthe destination di:ﬁlé)goYvi%@ w, the
destination address desired to be 30 |inked, and then selecting files from
afile list window The files nanes and fi0e 0 6 NOV 2006 -59 structure
are then added by the control nodule to the destination |linked index file

and an i n@ezuriysptchyteoiunelisva ddvelapetis kippeituly edaitabde fome MeiStrata Be€iurityay
encrypt the packet containing the files in the file list to be passed to
t he pendi ngnewdiRedweod Sheres;Thalifoomiar ol nodule 5 calls an encryption

subrouti ne whi cg encr'épta t he packet contfaining the |isted files. Using
comerci al |y avalRdBFET @Flg}ﬂdi‘?}ﬁmséf-lﬁ‘?@h@é‘cﬁaﬂ'lsrﬂjovﬁﬁglt@ Hviekg adile vequesk ey
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key code, but not the private key code, created for each PC destination,

can be. r ecéhy egtjuzpt Earcthe fiist alonPOvith toeradencidichitor pod ad égue sf tHe ruesting her
destination PC._The public key code |linked to a destination is used for _
encrypti on Féf. WhemsatRC destinatias weeaiees & sequest fareansi eramponfilesrinyantindeyra vat e
key for a 15 cific destination.can be used tpo decry files encrypted
wiih the peBniE Rogulesals e MrIasion FibFoHine vl CPBIES EI qomprarsprne fes
destingiio 2 i i f tination
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20 the user to encrypt files, manually selecting the appropriate public

key,  pri or ihvokeklpacketswohainihg abns comprensed diles ateshcngitedosiRg.a patslioykéy on
prograns may al so be invoked by the user to decrypt. files with a private
key code ndinkgdl to ke sequegting tdsstinatimeiopta ehettimme fayelinkeditorthe iaxchange
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may be used in preferred embodimenits. _
A cohtrol module initiates a connection with the destination PC using the
destination address received with the file request. Still further, a control module
identifies the sending PC by its address, then transmits the packet containing the
20  compressed requested files to the linked address across the connected pathway.
When the transmission of the packet is complete, the control module indicates a
successful transfer in the event log window by date, time ahd content. In preferred
embodiments, a control module responds to inbound file transmissions, captures,
decompresses, and writes transmitted files to the computer file storage device using
25  the received associated file structure, and creates a received file list that is linked to
the stored files and displayed in the event log window showing date, time, and
content. I |
According to a preferred embodiment, the user of any interconnected PC of
the present invention can create an index of files from which another designated PC

30  can request files. Moreover, multiple indexes can be created, each authorizing a



provi des a user option that allows a user to select a security product that
the user wshes to utilize. It also provides the option to use a Tri Strata-
Security Architecture that provides centralized security pﬂ@l\,ﬁ%\' gemnent
elimnating the requirenent for public key exchange, and provi des Very
fast encryption and decryption. Tri Strat abp 6 NOV 2006 -60 Securi ty
Architecture is a developer's kit publicly available from Tri Strata
Security, rdquest fonRdiffesent istascernectd PCsranidcomprising defferene filehittsdiThent , a

e ot BiplR BSOS AEbstaRlishat B pdioe it g e oV Ls Speifie Aination
files fromt associ.a tination,,PC _add } faurth wh
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recei ves aatg@eioet fbptrafeeisaion ey Qn%']irb@lﬁf;sjtilﬁgalpcj nalR¥mativeBQhé destimdidne
calls a conpression subroutine which copies and conpresses the files 10

cont ai ned nantehdestareioneddresyuastinat seddlasumbgacérsuthehecatimh pades eantbee
packet to the pending events file. In another preferred, enbodi nent, if

aut omat i c shibize@te sestilet transyikyan of £arbindesoercaleditag spreilio Apstnion RE) es
are encrypted .uging a public ke | i nked to the .requesting,destination or a
one time kapeiPdREs Fefe by dhingechon srLbeorttel WIRtER Bh S Hehanets on

al gorithm gﬁgmrg%. dil) is publicly available 15 fromInfozip Goup. Qher
conpression algorithnms are commercially available and may be used in

preferyed embodijgns 92 ADIR bigtord ®6lHIsBldySiatdrap @owa BOXHAE Ehdtledbdifetite
destination PC Using the destination address received with the file

request. Stidrive ftoimhehich ehechiles tobe imdkNed canderseldciat - Checldrpdor@ IRMdws i t's
-address, then transmts the packet containing the 20 conpressed requested

files to t fhaildingauindenthas sonteinssbe corteporlmetiesdiplrssiRny . treonfdiecking box

t i i f . th t i { | ete, he, . t I i.ndi t
SUccesst ul WrableirePiiding 2 pertiIngew FSHKS Do, SRacls HHIRE AR GRS | ¢
preferred C%H’Pa‘?gin@eﬁ}éébe%%ol’:]} I ?Jer rgoggéc‘?%% Slsapé) 993 tifle ! nﬁQHBﬁl §c4' ]v ies the

transni ssi ons, captures, ecor?press wites transmtted files to the
conput gy firkfer&dcRriafe fotaNé brieftStdd thd chmentitredisphiyad s Buttahdd rhodifies the

structure, and creates a received file list that is linked to
reference date for the index from the current date displayed. Box 86 enables building
an index containing oxﬂy a specific file extension (e.g., "doc"). Box 87 enables
building an index containing all files on a logical drive. Button 88 returns to the
previous computer program screen. Button 89 initiates the build index process using
20  the parameters selected by designation of boxes 81 through 87. |
The index created comprises a database tree including linked lists of operating
system file block structures. These structures are utilized by operating systems to
store information about thé file, and its state. Each node of the tree contains pointers
to its siblings, and to its children and parents. In this way, the index retains the
25 directory structure information. When a file is added to the index, each level goes
into the tree.
An example for adding a file to the index is now described. Consider the file
report.txt with its associated drive and directory structure being

E:\sky\clouds\bird\report.txt. When adding the file to the index, "E:\" is not utiliz;d,

30  because only the structure of the directory, and not of the drive is important.



the stored files and displayed in the event | og wi ndow show ng date, tine,
and content. According to a preferred enbodi nent, the user of any

i nterconnected PC of the present invention can create an i ngexNot ood es
from whi ch anot her designated PC 30 can request files. Mreover, nmultiple
i ndexes can be created, each authorizing 20 6 NOV 2006~ -61 request from
different i nterconnected PCs and conprising different file lists. The

mul tiple i 'Tﬂ@?&?&eartﬁe 8Bl S BeMohu RS9y 2 staHinACheIrBeHf the WataBashatd 1 C
destination, d then sel ectl ng files to Be Iisted in the index. Thus,
different iﬂd\/&ﬁo@afbsb@hd: B gb If rekeX.is hot fouridefiteis raeide e ni dek hanp;eferabg} une -
name (disk IabeT) is utilized for an index 5 authorized for transmssion to
any requeskeemin@Qe Wttinralphabeticyl ordee Subsdquantipnthersgatsh foeselonds'i bagins
address, internal_ serial punmbers, or authenticati on des utilized
to restrictvithaditsdiikhobthecskn' nedr meyiagiacaossdhg s 5@’10&%%@% A&PPbn
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can be sel ng an i ndex that contains

the cont entTiRfsameREEsE ekedlitéLHItR M eporeRt." TaCitloBessio kighBy reeadiV €because
rebuil ding a specific index. Checking box 83 enabl es building an index

cont ai ni ng thé perekeisaepeaied &1t erchdeedenfiihidentded ef thedlitdctary tReturail tBafilar i es
the 15 reference tine for the index fromthe current tine displayed. Button
85 nodi fi enanteds reagherdedilengmeanddss in e indeehave o ¢rkdrenhus 2ok eourse

di spl ayed.  Box %ﬁ.enables buil ding an index containing only a specific
file e enQaBﬁst INgS. "doc"). Box 87 enables building an index contai ning

all files on a Ijggt ﬁxadceg%'félxecreg{'f{x gggﬁqn%égg ﬁ%ﬂ% 4 Qohdis Wi Oﬁhcgzr@gt e(ra

program screen. initia Pndéx process uslng

par amet er s spelaGh e 20 §esbw raﬁgérqféd%m%ﬁﬁe&é tb Fi@ughIfidally hesttHEes the
created conprises a database tree i.ncluding |inked |ists of operating

system fi | eisbt ndicasdsrthatt unexsdebegsmgsﬁorhmtma&:ﬁ drrenyint $tep 604 layfilepamatisng
systens to store information about th e file, and its state. Each node of
the tree coﬁfganmtq@dras@éwonttbe ey 5§i€tﬂt¢4198t1°fa§ncf‘?roe’ia%"lé*ﬂfll:d?@rpﬁﬁﬁ“y

parent is s cgec:i(ega%e use:re cal.nnsde?ect rs;?éc"i‘hé‘ %les names to be included in the list. If other
options are checked, the list is generated with the file structure based on the options
selected.

At step 606 the first name in the list is determined. Then, at steps 608-622 the
index sfructure is recursively built until the name is included in the list. When it is
20 determined at step 610 that the file name has been added, at step 624 it is determined
whether the list has been completely built. If the list is finished, at step 626 the logic
terminates. Otherwise, at step 628 the next item in the list is determined and the

process repeats at step 608.

‘Requestine a File or an Index: See Fisure 7. Figure 8, Figure 19 & Figure 23

25 According to a preferred embodiment, the user at any interconnected PC of the
present invention may initiate a file or index request event by interacting with control
windows, such as those shown in Figs. 19 and 23. A file request event is initiated by
using the PC's pointing device to select an index from a displayed list in 2 control
window, such as that shown in Fig. 23, then selecting files listed in the index, an_d

30  invoking a request event. The user can initiate an index request event by invoking



25 directory structure information. Wien a file is added to the index, each
| evel goes into the tree. An exanple for adding a file to the index is now
described. Consider the file report.txt with its . associ atg@ EHyVv \2806and
directory structure being E: \sky\clouds\bird\report.tx-t. Wien adding the
file to the index, "E:\" is not utilized-680 because only the structure of
the directory, and not of the drive is inportant. 0 6 NOV 2006 -62

Ther ef or e,3 fefjBed@bARBPRONShE4AISNRRNL T inTdontrot WAREbWIsRh dsMBat'shigtvngf, t he
dat abase and " noving across the siblings. If "sky" is nhot found, it iIs

added to tHigufel K, angntiedresedddting the dpstirgutioherdmavhich tied indak & fodRd reguiekaed.

Subsequently, the search for "clouds" begins wth the first child of the
"sky" node, novihgycampuger programblinksyan indexalequels toi thendestiBafionraglidréss i s
added to the list, preferably keepi n%, the list in_alphabetical order. The
process r éseasiategdi Withithe selecied dsstinatiym, andothga  schgdulena s everton thej r g

e L SRR B il
et ey e, byt A B

The proces in@ex eERrRb Wl B0t orlfay ilGdNhei el Réatkd BE@WLthOHEBd 35T thbat
shown in Fig. 22, Is now described with reference to Fig. 6. Initially at

step 600 trequestsey Phdintessethetreativarg PAdbas ias igdexgreatedand ramsttarazedTfoen, at
step 604 a filename list 1is generated based_upon the user selected
options. FEneEladisirEbution o yiemonaested \PAS | Surtheskedile requestean oaly el ect
specifjc files nanes to be includ in.the list...If other options are
chockeh” isTReEHTS agontspRiedsd RO AatT SownBiting oft.Op mard ISR Bt i ons
sel ect ed. @gsgbﬁgrcggg%&ggpﬁsrst nane in the list is determ ned. Then, at

e | nde [

st eps 608- X structure is recursively built until the nane is

included in therbistingWeigl 1, dx@mpiitydBbR! reguatingteRletrint iRakx t8owi | €
nane has been added, at steép 624 it is determ ned whether the |ist has been

conpl et el yddsotibed. Irfitialhg at kep 7109 the nbatsettctatheSilepd&edifrom kaginote index
termnates. O herwi se, at step 628 the next itemin the |ist is determ ned
and the prvEsly deumieaded o sglegpan address from which to download an index.

15 Then, at step 702 it is determined whether the request is for a file or an index. Ifan
index has been requested, at step 704 an index text file is created. Alternatively, if
a file is requested, at step 706 a file list text file is created. Then, after steps 704 and
706, the newly created text file is scheduled as a pending event that will be sent by
fhe send file module of Fig. 3. Finally, at step 710 the logic terminates execution.

20  Because the program is always waiting for files, the program is waiting for a request
return.

Referring to Fig. 8, exemplary logic that executes on the receiving computer.
is now described. Initially at step 800 the receiving computer receives a text file
containing a request. Then, at step 802 it is determined whether the request is for an

25 index. Ifthe request is not for an index, the request is parsed at step 804, and the files
are located. Subsequently, at step 806 the requested files are compressed, and at step
808 a send event linked to the requesting PC is created. After the event is created,
at step 810 encryption occurs if encryption has been enabled, and at step 812 the files
are sent to the requesting PC in accordance with the procedure described with respect

.30  toFig. 3.



Requesting, a File or an Index: See Figure 7 Figure 8, Figure 19 & Figure
23 25 According to a preferred enbodi nent, the user at any interconnected
PC of the present invention may initiate a file or index F RSy AyEnt by
interacting with control w ndows, such as those shown in Figs. 19 and 23.
A file request event is initiated by usi ng the PC s pointing device to
sel ect an i.ndex froma displayed list in a %ontrol w ndow, such as that

shown in Fi g.. 23I’f tht%n gliect' rtlg fii I | i sftie IQ the i n(cjlex, ,nd :t%O i _otki ng
a request event . TPh8CRRUL Eloiemipey that AnjIRde NAelRAITCIETRIAS, BPlamblitng 0
wi ndow, - sudh SBe BBt AR e T A o A e FRBSidTy tR284 fling

dest i nat i y . :

ks an | ey e B B e B R oo e ST o e

sel ected desioteadsi t@nst_e?l!&@Stbel&aﬁ@rh@ﬁwrﬁﬁs préago e desdrited. tiTahe In@anEi i
event file.” The identification and address of the requesting PCis sent as

part. of thesuthedgessat step 320 hangssege it creatednyhioh infiommns cberpequestipg &Y afthien |
~each PC receiving an index request will return only an index specifically
creat ed anddepiglhoSubsequesntly; 1é stepdddsthenmestageuls edmpraseed aadi sanhgorbehas
an i ndex created. a Caut horigﬁsdwgor - general distribution to interconnected
PCs. Furt he?®questng -l §HdsioU¢a ©onl y be 10 initiated from an

|t er connect od. A Al 95 #BRLO3HNBIANG, Bl bBIRHASLEATcRSh ofan

i nter connect ed _ errrng t 7, llary 1'ogi C requestin
file or an jhage¥edefvaPRomABSCPE PgRd ih fhd d&tinktioRbosk ePhd Glest dthtaifed irS@leect s

the files desired froma renote index previously downl oaded or selects an
addr esso f r ogeledted lintex desvdisplad ednini adésplayl Sieldh 8D, akngswith the2ssdciated file
determ ned whether the request is for a file or an index. |f an index has
been requessteutturgt Kidesprzoalested fodesqueskby clickingncthedistad fimstveith the RElsy

if afile is requested, .af step, 706 a.file |list text fil.e. js Created.

Then, af t er PRINEH %AC%néefeﬁ ,gkﬁ@fﬁ@ﬁp}aw@&t%@w@tﬁ?lﬁ%44 CTekeof 8d as
a pending e okl id Fi ..
Finally, at ﬁg{i%eé B%or{(\'ﬁé l?}gfgalte%‘q%?g i {Qf:thé%%ggeﬁﬁdoﬁ{e%%&gggeﬁ'gwﬁ%c 8gr am
i s always waietselt@tddOindbk Mes reddieddr A Waldieituttoniosi dglefedanand&gusaklly neledr n.

Referring to Fig. 8, exenplary logic that executes on the receiving
conput &6 a new, more current index has been requested to replace the index being deleted.
The present invention can also include an auto polling feature that provides
the ability to poll groups of destinations all at once and simultaneousty receive all
files transferred as a result of the poll. Auto polling is enabled when the user places
files in a directory corresponding to a remote destination. The remote destination can
20 subsequently poll that directory causing those files to be transferred to the remote PC.
Auto polling is similar to the index function previously described, except that with
auto polling the remote PC does not request specific files, all files in the directory are
sent to the remote machine upon polling. Due to the ability to have multiple,
simultaneous connections, a computer polls all remote machines in parallel. Parallel
25  polling provides the advantage that many files can be received from many different
locations quickly. The return receipt feature described below can be utilized with the
parallel polling feature to provide additional benefits.
In a preferred embodiment, if an improper computer polls a directory to trigger
a transfer, the transfer occurs. However, the transfer will not be to the improper usgf.

30 The transfer will go to the computer associated with the directory being polled.



is now described. Initially at step 800 the receiving conputer receives a
text file containing a request. Then, at step 802 it is determ ned whet her
the request is for an 25 index. If t he request - is not for an index, the
request is parsed at step 804, and the files are |ocated. E&H@é’q@@ﬁtly, at
step 806 the requested files are conpress&d, and at step 808 a send event
linked to the requesting PCis created. After the event is created, at
step 810 ehatombtedhUpdates if encryption has been enabled, and at step 812
the files are sent to the requesting PC in accordance vvlth t he procedure
described with Aesprsing ta@notheri gnbadimeng, aDMupgosted Bpdate fastust epayBd2 | t

i s determ ned. dEeHat an index has been re?uesttg at step 816 it is

det er ni nedP™P¥! QmaHc 1R "r‘%‘“&ﬁ e Hs§Tgp eth"céliﬁ’él?ﬁaélﬁf re¢eiyQnewe
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Subsequentiransntiksioh @l adray §dfewaRSE2§iOnirsleasdPr essed and sent to the
requesting PC at steps 808-812. In Fig. 23, a button 90 displays a drop
down box that eWdisnesn spiatetis oransmitied to netapients; éf wetbrhattmupdate P@s|beshed in
t he destination bogok. The files contained in the 10 selected.index are

di spl ayed Seleckedifumngseten al aregmicni| R gtha previons varsion instabled f the reeipirntur e.

pC & poi ko e EPRRRAY el d ERaRl gerihn ey ibupia s o
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button 98 degl#i esdan idéider iHtbalfly 1180REadk? for (1 padiRt eha&t HiffefintiafdQhe has
been requested to replace the i ndex being del et The present invention

can al so iupdatelpackagaditom pthiet tyygs fof a¢acieed filat; (@) aniaddsentichgorabods tiyigue pol |
groups of destinations all at once and sinmultaneously receive all files
transferre® He softwars masufagieresornd (Adtan potall pyogrine reall @ detmodrcartiesl user

f'elﬁgie © destITIRGR Eah e teh BERr o R R bR, ok B FAD ngﬁggﬁ
fil esgo bsggémégpgﬁg] LR LR RRCOr 1Ay POLL thd orfiolbd st e

i ndex function prg escri except
may terminate operation of the current version, copy new files, and/or install

modifications required for operation of the new version. The operation of the new
version is initiated by either the control commands or the install program for the new
version, depending upon the extent of the upgréde. The install program will

20 preferably unlink DLLs, copy new DLLs, copy new executable files and run the new
program version. Ultimately, the install program terminates itself.

If manual update has been selected during setup at the recipient PC, the
electroﬁically received software updates are saved on the recipient PC's storage
device with the same file structure as the sending PC's file structure. The user at the

25  receiving PC can manually initiate the install routine for the new release version at
a later date when installation of the update is desired.
Credits: See Figure 9, Figure 11, Figure 12, Figure 13 & Figure 24

Another embodiment of the transmit window and destination bar is shown in

Fig. 24. A Drives button 100.enables selecting the drive where the files desired to

30  be sent are stored. When a drive is selected, the directory structure is displayed in a



auto polling the renote PC does not request specific files, all files in
the directory are sent to the renote nachi ne upon polling. Due to the

ability to have nultiple, simnmultaneous connections, a conpuéﬁé p@bﬁs al |
renmote machines in parallel. Parallel 25 polling provides tt &v age

that many files can be received from many gifferent | ocations quickly. The
return récei pt feature described bel ow ca'ﬁ be utilized with the parallel
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files; (2) an authentication code unique to the software nanufacturer: and
(3) anoi nsdastingpiongreattahandwhetherfa dadiviery lconfiommaumg sedelystis agquesterlc Uined by
the currently installed version of the software. 15 Dependi ng upon the
speci fic r prferedrembedisnenthhieiaoy eramax select eeniamatiosireetiphasneither dingct or

term nate eratiaon of the current rsio co new files, and/or ipstall
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executable files and run the new '
15 indicates the number of transmit credits remaining.
According to another preferred embodiment of the present invention, a credit
system may be employed. The credit system controls the number of transmissions a
~ specific sending PC may send. The credit system operates by setting a value of an
adjustable lockin g limit, then decreasing the value of the locking limit by a
20  predetermined amount after successfully completing each file tfansmission. The
locking limit value may be decreased until the value reaches zero, in which case no
further transmissions are permitted until the locking limit has been reset to a value
other than zero. In other words, a certain number of credits may be provided at the
specific sending PC and the number of credits decreases after each successful file
25 transfer until no credits remain. The ﬁle-.transfer function is suspended at the specific
PC once the value of the incrementally modified locking limit at that PC reaches a
null value. In other words, no transfers are allowed after the credit balance reaches
zero. Therefore, before any transmission occurs, the send file module, shown in Fig.

3, checks the credit balance to determine if the sending PC has enough credits for the

30  requested transmission. If an insufficient balance is found, a message is sent to the



programversion. Utimtely, the install programtermnates itself. If
manual update has been sel ected during setup at the recipient PC the
el ectronically received software updates are saved on the re KPREN2008C s
storage device with the sane file structure as the sending E’Cs file
structure. The user at the 25 receiving #C-can manually initiate the
install routine for the new rel ease version at a |later date when
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Figure 12, Figure 13 & Figure 24 Another enbodi ment of the transmt w ndow
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19 user’prompts.dﬁgérggisa'ry gcé&%ﬁ\f@ MeoRhatdtetna Py M ddiffctedMctudes a
credit card number, or an account number indicating the requestor, .g., a business
account. Thus, to obtain credits, the user must either have set up an account before
requesting credits and provide an account number with each credit request, or
éltematively, provide credit card information. Preferably the accounting information
20  and the number of credits requested along with the sending PC's identity
authentication and IP address or telephone number are transmitted to an independent
authorizing computer system 16 (credit prbcesSor) (Fig. 1) using the previously
described file transfer method, through a connected communications pathway. The
request is sent to a specific credit processor 16 at a specific, fixed IP address
25  previously provided to the sending computer. According to another embodiment, the
user's credit can be established by inserting an authentication device into the PC's
floppy drive or a device reader. Consequently, the PC reads the information from the
authentication device.
After the authorizing computer system 16 receives the authorization request,

30 the connection between the requesting computer and the authorizing computer system



20 predeterm ned anount after successfully conpleting each file

transm ssion. The locking limt value may be decreased until the val ue
reaches zero, in which case no further transm ssions are p@ren}lﬁ\y ekﬁqquntil
the locking limt has been reset to a value other than zerd. ot her
words, a certain nunber of credits may beggrovided at the specific sending
PC and the.nunber of credits decreases after each successful file 25
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anot her enbodi nent of the present invention, the file transfer function is
rest ored biflertessittissigns.he locking linmt to a value other than the null

value, i.e., obtaini n% additional credits, The user obfai.ns additi.onal
credi 18 by i nvoketegring 1oFis & exemplary agicdar Feaygeiing cagslitsis ppw S‘é""l”%‘guest

for credit th r clicks the, reguest hut.ton.1 h kn.Fig.
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col | ect ed presipisieEimallycatstin 9Qdaihe ragudse is fosyardedde termaimeerieal masdiile fari ng
the requestor, e.g., busi ness accggnt. Thus; to obtain credits, the user
nust é?theﬁ*a%’és’g’&togbe S IBEFSOhdPore requesting credits and provide

an account nunbgy lg'ilgthon%ag&hgrrig%igt C&%%H?e%tsysf&n 16 should be provided for the

purpose of authorizing and issuing credits, processing the accounting information

received in the authorization request and, upon validation of the accounting

information, informing the requesting PC of the successful validation of the

20  accounting information. If the validation of accounting information is unsuccessful,

a message indicating the denial may be returned to the requesting PC causing a

message to be displayed indicating the unsuccessful credit request. Preferably, the

credit processor 16 is a special compﬁter set up exclusively to process credit requests

by validating accounting information. No document files are transferred through the

25 credit processor 16, and there is no provision nor requirement for login.  The credit

processor 16 is setup at a specific IP address and processes the accounting
information received in the authorization request for credits.

Operation of the credit processor 16 is now described with respect to Fig. 10.

Atsstep 1000 a socket is created, at port 789 in a preferred embodiment. At step 1’0Q2_

30 the credit processor "listens” for a credit request on port 789. At step 1004 upon



alternatively, provide credit card information. Preferably the accounting
information 20 and the nunber of credits requested along wth the sending
PC s identity authentication and |IP address or telephone nuigfoar
transmtted to an i ndependent authori zi n6g conputer system 16 (credit
processor) (Fig. 1) using the previously-6%described file transfer nethod,

t hrough"a connected communi cati ons pathway. The request is sent to a
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15  message for requests not approved (e.g., due to no account number, failed credit card
authorization, etc.) is returned to the requesting PC.

The authorizing computer system 16 performs standard credit card processing

" to determine if the cost for the amount of credits requested is available on the

submitted credit card. If an account number is submitted instead of a credit card

20  number, the account number is forwarded to a standard accounting system for

verifying whether the account is valid and whether the requested amount is available

from that account. If the accounting information is validated, a confirmation message

is sent back to the requesting PC along with the number of credits authorized. Upon

receipt of the confirmation, the requesting PC increases the credits by the number of

25 credits authorized. Alternatively, the authbrizing computer system 16 can approve

fewer credits than requested.

Upon receipt of credit authorization, the main control module calls the add

credits routine, shown in Fig. 11, to add the new authorized credits to the current

remaining credits. Referring to Fig. 11, at step 1100 the requesting PC reads the

30  number of received credits returned by the credit processor. Then, at step 1102 the



received in the authorization request and, upon validation of the

accounting information, inform ng the requesting PC of the successful
val idation of the 20 accounting information. If the validatigmp ﬁ@v 006
accounting information is unsuccessful, a nessage indicating the deni al
may be returned to the requesting PC causing a nessage to be displayed
i ndi cating the unsuccessful credit requesﬂQ'Preferably, the credit

processor 16 is a special conputer set up exclusively to process credit
request s nngatxna&?@ dgcedesdhatcurgnt ereditrRal pRee TORAIFBEUndRY kpppasfogmeof

t f t hr.ough t 25 2di t 16 d t '
nor T equi 1 SREHISERRCERS ARG tsed i Bragstanuet Lner LoBgepeaneRy B 1

| P address r | ' [ r I h
aut hor | zat PORPEUeR oo iRl AR B2, ANBIRES ani SgniFdlle M osq
now descri hed i Baf @SR8Ye dsed b Store e reddived eRdk A0thdrizatbe! At epi£d,

at port 789 in a preferred enbodinent. At step 1002 30 the credi

processor 'the séwrséditoduthofzediate added es theorenpaining/@edit BhlantepTheRdatueagn Q 6
NOV 2006 -69 receipt of a request, it is determ ned whether received data

repr esent s 1406thelnew ergdisstalue isfencoddds Kimalynatrsep 1 ha§ thehrew eradivbalaneg a i s

not a credit request, the logic returns to  step.1002. herwise, If a
credit requedisplayedetet pesferrad embegimentson t?%ﬁﬁéfﬁlt%féﬁgg%em@e‘f‘sﬁg- é‘ﬂ-eat ed
and a port is assigned-.for. receivin ut hori.zati 5
Subsequent |y, atﬂﬁb?‘éﬁc@ﬁ%&ﬁf € ?f{lf‘?g?itp%h’gtt %W%’%ﬁﬁ%&‘%l I{Plga&g%@%g&ﬁ HPYe
assigned p . e t §Rg 11 0 , :

mamber oy Syt ARy R TIE B oAt o R Ll By pr ot
recei Ve dagréditsAtASdoR@inkQd 2 préfRnRE @Bibddiment, Welifféreatinu@ber of ¢reditaesoupd i s
checked for validity or the credit card charge authorization process
execut es. Idedtutted dochlentarissers of differdnt sizestEqr @nple helettrnafarhof iesattham f or

credits requested_ is returned to the requesting PC on port 789. If at
step 1018 ianejrBegabyts may<mly Frauirs 9ae cresibperdrans faro mhsress dilesgreataidhan gt ess

returns to StEP 1008 toola{,:t%ncurrentlﬁwprocg%s otther [equests received, as

descri bed 95860 97C MG SAFY {PAGHILIE SYRATEEKPEt ,raqsﬁfg‘process returns to

-step 1002 and tIe.fRH96£55 FigPgal ﬁn_éx@mp@é?sf)%eisoi& FdiRoARg QHBditd FoEile
ount 15 nessage

verified, at step 1014 an uRauthorized ac or requests not

approvesl (arghsferdue row riesatissalunAt Btepbe200 ftiad hember edictedisrquired for the
aut horization, etc.) is returned to the requesting PC

present transfer is determined. The number of credits required for each file size may

rovi.si on

be stored in a lookup table. Then, at step 1202 the current credit balance 1s decoded.
At step 1204 the cost of the transaction is subtracted from the current credit balance.
Finally, at step 1206 the inodiﬁed credit balance is encoded, and at step 1208 the new

20  credit balance is displayed.
According to a preferred embodiment, a flat rate billing system is employed.
For example, a business may pay a fixed amount for an unlimited number of transfers
per month. In order to implemeﬁt the flat rate billing system, a limit should be set for
the total number of credits allowed on each PC at any given time. The number of
25  credits should be limited in case a business subscribing to the flat rate service defaults
on the monthly payment. The fixed maximum number of credits prevents the
defaulting business from having an excess number of free credits on the business' PC
after defaulting and thus receiving extra free transfers. Of course some credits may
remain on the defaulting business' PC after defaulting; however, the maximum

30 reduces the loss.



The aut hori zing conputer system 16 perforns standard credit card processing
to determine if the cost for the anmount of credits requested is avail able
on the submitted credit card. If an account nunber is submi 88V dBead of
a credit card 20 nunber, the account nunber is forwarded to a standard
accounting systemfor verifying whether the account is valid and whether
the requested anmount is available fromthat account. |If the accounting

i nf ' ' lid fi ' is. sent .

oauesti ng PC alGH R RO (e AL TGRS S N Bl Pe LR BT I S R e R ot of
requesting PC AuFE R _ z :
25" or odi 1 ST B TR R e B e U O e o

can appr ovg hd aimeneHitnbet DABreiRGUASRE. is WDOrédieLitid usdr cureditlly has 90
aut hori zation, the main control nodule calls the add credits routine,

shown in Figditd, landtthe aset reeesnes0 aetingrthe eequestng PE prevets therequest from
remai ning credits. Referring to Fig. 11, at step 1100 the rec%uesti ng PC
reads she BGansmittieg. Jflternatevelndhereguesting REunar ieduge threregpedite thy pe@kelor |

Then, at step 1102 the 0 6 NOV 2006 _-70 . .reqyesti PC.decaqdes,.t he cuyrrent
credit bal ehereditaalPWedgin thisexa 19@%‘&'%@&88%@?&8 icﬁegdlffagp gbused

[ d t t f {. ' | : [
contai ned SHESCRENE 10cRE gl IEERPIbR off ¢rdahdfn sRIB R Alifilhael
Gard’ can hgehslsthahaiie LR Sk YSh chufiler s AVhiioaiceahl,aRd A nanber 1104

5 the new cre authori zed are added to the remaining credit bal ance.
Then, at shepredittRequdsied Walvbe tedhimyet ofcredite neoeksdry oireath the lamitst ep 1108

the new credit balance is displayed, in a preferred enbodi ment, on the
credi tjgbar 109 uwonding tBiapotit prefeeredaerhibodimeant; themirabercef aythariped fifehe
mai n control nodule calls the remve, gredi ts r%yélti ne, s{nﬁwn in Fi % 1§, to
modi fy t he trensmissiang remaling abgachC i dyparaically displaydds TS ShaPhgPERO
preferred enbodi nent, a different nunber  of. credi ) or
Fi e tr anseBgssnegpily 3 elo €T Y Sy SipsPafe bbb PPV QRPRELSL
one megabyig | riedhhidAfdd bhanefiRer's 1828crebh. e One
greater t hghlegr%yaggéﬁfd’r}%g&b%@ Er#e?agl ylftgghn%ay require tV\E) }:ﬂ,ir.sgqéia)?s per
transfer. Refydiideatofiid Gynabaic displexésstawy ipFog &sisas orradénive] ggugs Befl t s
for file 15 transfers is now described. At step 1200 the nunber of, %r edits
requi red fshowimg the number of credits currently available. The percentage 0 available

credits relative to the maximum -number of credits may also be displayed. Again, the

number of credits displayed reflects any changes in the adjustable locking limit due

'~ to either purchasing additional credits or expending credits for transfers.
Although Fig. 1 shows only a single credit processor 16 and independent

20  certification processor 18, multiple credit processors and multiple independent
certification processors may exist. If multiple credit processors and independent
certification processors exist, each PC 10 preferably is informed of each address and
selects the systems to contact randomly. In a preferred embodiment, each PC 10
contains a different subset of the addresses, thereby distributing the network traffic.

25 According to a preferred embodiment, even in the event of a transmission
error, an error doctor enables files to be successfully sent. In order to achieve
successful transmission, the control module operating at the sending personal
computer partitions a group of files being transferred between personal computers
into two discrete segments. Each discrete segment contains a portion of the ﬁles. to

30  be transferred. The partition occurs at the point where the transmission error



present transfer is determ ned. The nunber of credits required for each
file size may be stored in a |ookup table. Then, at step 1202 the current
credit bal ance is decoded. At step 1204 the cost of the transaoNi #86i s
subtracted fromthe current credit balance. Finally, at step 1206 the.
nmodi fied credit balance is encoded, and ah, step 1208 the new 20 credit
bal ance i s.di splayed. According to a preférred enbodinent, a flat rate

o an unbr et h IR Pt Tl Ere AR R TR R i iienl e

flat ratenhiinl fAled¥ah&Misstbd.i Mt should be set for the total number of
credits all owed on each PC at any given tinme. The nunber of 25 credits

shoul d be |i m {[é&d protocabesed for gansegirsgibedile)iend, TCPYIF ififorins iR ?en%ﬁr’ig’i ce
defaults on the nonthly payment. The tixed maxi num nunber of credits =
prevent s Pheof wdieadhe Mags&uwasénmﬁupmﬁd,ﬁamj whemthesomsstionwes losf, Afee
credits on the business' PC after_defaulting and thus receiving extra free
t r ansPer s l0stRg B HoRBEG TR the wmding Reestablishesangtharionaestian andeftdmes tess!

PC after def aul t.{ : gowever ,O;fl]e i mum ﬁgo reduce pthe | gss.. 0 .6, NOV
2006 - 71TAEESPY ﬁ%ep IS FOUP UiPS t HOXFYER ¢ 196V IDE BC HRRAAREL AAYiSES ¢ he
nunmber of I: j r C i

o B SERRE LR artt i Rud BRTR Sl B RCRESERBInE BT o
credits, tHeapfRint GUECRBfIllY RREIVE. K 8JirkforredNémbbairHER! tHe AlteRlige P&
credits, the requesting PC prevents the request fromb5 transmtting.

Al t er nat i vebtyacts hdbufferaestinnh froRCtireamoentuacudl hereceivedsd dompeneate fobany of

credits allowed, in this exanple 10 credits. Wen the nunber of credits on
a PC10subseiorpithe may haee focgurred meas the eaé afdht éntesuptesl reesmissioon The PC,

aut hori zatio I def erm nes whet her the submjted account nunber is a
valid accé%&,ﬂg‘;ﬁg t%ﬂé A H[?é?s What PPERR gtf,ﬂéq]ggg.{peéawp} %5%“ BFR, hEwides of
credits n r jodt L di her preferred
0t SRRyt ATl B ARSI Rc 0 U BT,
PC i s dynasgdidec¥ipt thekéoedding PUDve Bt WHPAhot el iR Kt reR Y end
avai l abl e i's di splayed, and when the nunber of credits changes, e.g., due
to a fil eofthenBfsesggrnérd anH dingrecorsbingsl tlratvealdiscretehse gusants mntala spighypadkeeen.
One enbodi ment of the. dynanic displ ae( is showmn in Fig. 24 as_a credit fuel
gaugées109 of compressed files without loss of file content. In the event of additional
interruptions, the process repeats until the entire file is successfully received or until
the sending PC stops trying to send the group of files. Typically, the sending PC
stops sending when the sending PC encounters excessive errors.
Polling: See Figure 13 |
20  The present invention is further directed to periodically polling connection
status of destinations listed in the destination window. Connection status polling
involves requesting a return of destination identifiers from all other recorded PCs in
order to determine which PC destinations have active connections through which
communication could be initiated. A visible indication may be provided which shows
25 - each active connection identified, thus notifying the user of which PC destinations
are available for receiving a communication request.
Polling destinations for connection status is similar to pinging a remote site on
a UNIX system. However, connection status polling is more sophisticated because

it not only determines whether the site is active, but also determines that the identity

30 of the site is indeed an intended recipient. The check for active IP connections



15 showi ng the nunmber of credits currently available. The percentage of
available credits relative to the maxi mum nunber of credits may al so be
di spl ayed. Again, the nunber of credits displayed reflectsygamovch@eges in
the adjustable locking limt due to either purchasing additional credits
or expending credits for transfers. Altholigh Fig. .1 shows only a single

dit proc 16.and ind ndent 20 tificati 18,
Ut pl o FORHRY SR o, & bRt s 5PSiol depBRGkRRS 10 Sephnatioas isked in
processor e exd stooL L myl Tk redit,progessors _and.i ndependent
certifica Fggytb@c{)icozlsvgg{rc{so%%&ahg% ¢ punb BE & ﬁaﬁf"‘g/‘af@ng'nf ornmed of each

address and Sf@éi%ﬁtiﬁottbq:i.s;)/??»?@ﬁex’i'lﬁgal?f%éﬁt{cfr:!ﬁ%ggi}ﬁgfth? c%nf?%cgfo%r ks

enbodi ment, each PC 10 ‘cBntains a f'eren _ he "addresses,
thereby didlling ot ishgowedawetibetlr ajafti step 2300CHRN Y de@ertmiRéLIR! FRG:
embodi nent, even in the event.of atransnmission error, an error doctor
enabl®s fddsdsation be teidestsrsdftidrl parsehen,| a1 epld 802 analihipavket is yesessthd
transmi ssion, the control nodul e operating at the sending personal

conput er gsresstistndson the despination. Aestepeliify the alestinatiesisunaked s pragoreal
conputers _jnto t di scret.e segnents. Each discrete segnment contains a
por i on ind HPIAYFRECETORREIK oS EraTTE G oht S8R LS00 11 16 SRR Whgther e
poi nt wh 1,56} rror..0 6 2006 -72 occurr _the first
Cegnent  HechosEiasTeedLEEah il suton s Fonse Ea RS LS s brma g
failed transpiresitetesptn€e ' dwef I I ' g.,
TCP/ 1 P, infor r{s theesspendi %@k%@eﬁ%o en o?ﬁéﬁ{r?dgﬁ{séf%@rc h%é?ﬁ?&ﬁ’ﬁ%&%ﬁ i.e.,

wheni¢ he siwaienitches whst ik 08 file Al ey abrek e stingisiPRABEKEORctivdhSRRAI Ng
PC est abl i shes anot her connection and attenpts to retran smt the entire

group of transders ¢amnwensare, Thesrasctepili§lRbeidastdanor iy naatked es actifte asendi ng
PC that the |ast transfer was inconplete and inforns the sending PC of the

anmount  sudERI8EsqRePrdIBEl \Ipsequenilypisten | 210 Bapdeferpined whethar@axiothery PC
1bt t buf.f t, f th t tuall.y. ived,t t

For any SFURAPE BRE AR R A0 SolFFen mERRY e i FtomBRS of HEBOTIRt od

transm ssggn noﬁ!@@porﬁ@nﬁ %eHQeEgﬁ%@d(&ltﬁgéea‘fseﬁo Woath pt%%tlb)gaeégeﬁg]gie Qup has

not been sent, i.e., the ~secon segnent, and sends the Second s nt to
the sane theewh\ungndotieudestinatibipas 1¢feddddive, ahe dtegep UBNQ il @stefMriddes an

anount equal 'to the buffer at the end
- whether any other destinations have not been status polied. _

“If any destinations have not been status polled, the next destination is

‘determined at step 1312, and the logic re'turrlxs to stei) 1302 and repeats for that
destination. If at step 1310 it is determined that all destinations have been status

20 polled, at step 1312 the credit display is updated to show the number of credits
remaining. Subsequently, the process terminates at step 1314. According to a

preferred embodiment, the status polling prdcess repeats periodically, for example

every 20 secon_ds. When a remote site réceives the ID packet, the receive file

-module, at step 422, sends back the receiving PC's station name and any other

)
w

required authentication data as established during setup, which might include
authentication codes for example.
| By way of example, a preferred embodiment of the presént invention applied
to an International Postal Service busine_s.s. model includes an unlimited num.bcrs of
“service uSer'computeré havi:ng an active connection to a communications pathway,' |

30 such as the Internet. Each computer runs the computer program of the present



of the first segnent and then conbines the two discrete segnents into a
singl e packet 15 of conpressed files without |oss of file content. In the
event of additional interruptions, the process repeats untid 'm% gﬁ%ire
file is successfully received or until the sending PC stops tryin o send
the group of files. Typically, the sending PC stops sending when the
sendi ng PC encounters excessive errors. Pokling: See Figure 13 20 The
present invention is further directed to periodically polling connection

status Of-jrﬂﬂéﬁliibﬂféEEQHﬁo hiéEEQubﬁaﬁﬂ?ﬁ}%dg?ﬁ%les ol Y AfloMe &3&1@&? griaggfgﬁfo tus

. n
polling 1nvolves requesting a retur ination 1den Ier |1

ot her recdilecsttWesn ofie cofrfffiter shdigtyerithBer ¥hbtGer E’&nﬁﬁ&}é. r@@c%ﬁi@?c\égipg?t Ive

connections through which™ comunication could be initiated. A visi

i ndi cat i oarenautomn@tipaldy geeeravdd arid ahomati2dlleethimaditd send@RECA I'@lsted third
identified, thus notifying the user of which PC destinations are available
for recei PARY ecréidientianqapressor.alncestenting fileagecssed avdéstinatibarcongnnest i on
status is ﬁi m | ar tg &i,ngi ng a renpte site on a UNI X system However,
connect i of & {RNSROH SETW e sehdepy andsispiients dniramenaeaare direet. nderverd ysers

det - t th [ i ti but al det ey m that th

Cdont 1y 57 B PR Paftchuighabiion pEresdis b Firiicconnb cehisdosaly
tive IP [ 006:. - i h in Fig. 13 dat
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wi ndow, apaykhisagt $fRiALIRRITeRky GaR4! WAt SB8 Philges %ﬂgﬁ{egfo?&icr)x? bt in-3:

exenpl ary logic for 'executing the conhection statas p I'Ng Process i's now
descri bedacodrdatepwitB @ketviee lppgvidedgsledy Figstrhfispord sethirinPistBStitddthirQipH N
the destination bar. Then, at step 1302 an ID packet is sent to the address
|istd@ forohuseuskrsauthenticationfandfibperik3gptiohe Hestkaapleropuraskadrating

i nactive aa%egi g}pl ayed accordingly, e.g., dimed. At step 1306 it is

det er mi ne@s HEGWHIS JEEXKERIOCOROTS: eoianscor more eleditdequestqrooessots, (2)
response was received the program . ares the response t% the station
nanme, or SPhe?t dBPHeAtMELt Eq,ceggdge IC4UOR oPTRGEESOI® SNAPT| {3)r@NENeE MPER | S

o1 St Pk e RSBl IR BELLNART bobSeement o
\?mn Ceit ] Ce“r s ggg&gtﬁsﬁg? Cierda e, Yecupith 38O Hrk Yrestht, YpRatthd i dl dvailab AahRSuBn 0
15 active connection to the communications pathway. The physical location of these
‘processing computers is important only for security policy and service user payment
reasons, however, physical security of the processors is required. These issues are
resolved in accordance with service provider policy.
Eligibility for service use is gained through user identity authentication and
20  registration in the security server. Access to service use is gained through installation
and use of the computer program of the present invention. The computer program
is obtained, for example, at the time of user registration. Service use consumes
credits in the credit account stored in a user computer or on an external device (e.g.,
Smart Card obtained at registration). Continued service use over time requires
25  replenishment of credits through automatic requests for credits submitted to a credit
processor. Payment for credits issued is in accordance with the billing or collection
procedures and systems of the service providers. Credit authorization is returned

from a credit processor to a user computer over the communications pathway (i.e.,

Internet), and the user credits are replenished.



destinati ons have not been status polled. Simlarly, if it is determ ned at
step 1306 that no response has been received or there is no match, the ID

packet is sinply 15 thrown out and the destination is |eft |3Kaﬁghh%em%and at
step 1310 it is determi ned whether any other destinations h t~Deen

status polled. If any destinations have nqt been status polled, the next
destination is determned at step 1312, ‘dand the logic returns to step 1302

d ts f that, d i ti . I f. at st 1310 it is. t i d t hat
SRR U T R RNl T
di spl i dat ed ,t h th nb f i | ni ng. tly,
QIR T R R A
th tat i : t j LG : ' |
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modul e, af,&bAP tH#d: pafRdSebasl tsla?vé’receimitaﬂamlz, SbaétipRe-pase SHimay
other 25 required authentication data as established during setup, which

i ght 5i nciwtdgatiedlin ot éavhttioRacntesetivern sxmdeplaad réipivay fom trarpte] thicd
preferred enbodi nent of the present ‘invention applied to an International
Post al Separitg sehuritly seser wanl bk used taidreryph files pridn todranspoct Ensfrypiedrivics.e
user"conputers having an active connectjon to a '(.:ommni_cgii ons .pat hway, 30
such as t plengwish autheneaipd vegrmdentity randsthenbagdo kpleeiropic dHgshPBRt Y REthe
present -0 NOV 2006 -74 inventjon enabling direct, substantiall.y .
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direct. Sgh¥hyiRiosSes Smphéedted. f AlRridttrgdpordcelvydotides. @an eskbi@titomnatddally
credits in a'credit account located locally at each user conputer, and

credits adecrypsddifatheetimeipadrenceiptipniis impbymemntedand the regiprentissdantiypnd fi ed
currency rates, wth both charges and restoration bejng in, accordance with
a servi cedpenptivarregopstdg thesgarity semiss compdy yyith implemented sFuriy e48Y 10

per at | ng AHBTEEFE oty Beigre e e sttt FHofRET Pinp R TG B
request p'b%?s%?xsa{c?ypﬁgﬂ can be effected. '

Completed file transport transactions are-certified for the sender by a return
receipt that is (1) generated by the computer program of the present invention
installed on the file recipient's computer, (2) automatically transported over the.
Internet to the certification processor, (3) "postmarked” by the trusted third party

20  (certification processor), and (4) automatically transported from the certification
processor to the file sender's computer. The return receipt generated by the file
recipient cémputer may contain a fange of information such as date and time of file
reéeipt, parties to the exchange by registered identity, an electronic finger print of the
transported files (the hash), and characteristics of the files received. Upon

25  certification of the return receipt by the trusted third party certification processor, a
range of additional information can be added such as the date and time of
certification, the date and time of encryption and decryption (obtained from the
security server), and the certification "postmark” of the trusted third party

certification authority.



one or nmore return receipt certification processors, and/or (3) one or nore
encryption/decryption key issuer, user authenticator or security policy
managenent processors (hereafter, security server) are present, o %rating
and avail abl e through an 15 active connection to the connunﬂ@awmbﬂ&

pat hway. The physical |ocation of these processing conputers is inportant
only for security policy and service useff6paynent reasons, however, :
physi cal security of the processors is required. These issues are resolved
in accordance @tHd} ifflaheRtalionY IcFefarRRsitidinest intbdd]b hbyorddig S FRsalFe i S
gai ned through user identity authentication and 20 registration in the
security iaeemesn afecessidéredseCohtenplated sysgahpédcludeabgée Wirkeihl @Y ilage and
use of the conmputer program of the present invention. The conputer program
i s obt ai reethysfodicomyangs or camputiag demiees franspert fikayipsimartiiyaon.on8arvelatvelge
consunes credits in the credit account stored in a user conputer or on an
ext er nal gsdestingdory computess;i(2rane oprlativady few coapusens dranspyrt fidesoilanged
service use oveL tine reggires 29 re Ienishngqg of credits tErqygh _
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each transaction bet n sender and recipient fromthe trusted third party
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files, | ith,. h i i.d i "hash" ,("el i
e R A OSRL T 3BT et Dra e bR ©
comput er Sﬁx@‘{ﬁ{f%&t S ABTHR kb Q0sh sRALWRYnE g;&ocolls.m?%F @Qé&mgleéé"réjpﬁiﬂand

passing through the processors or security server. 10 Recel I 'es can be
decr ypt edthedhftgnéthae kefeirpl e tisropshy@tthiskepecificapiol dsareffisentng expipi dfs

i npl enented. Alternatively, received files can be automati cal | y

15 the state of the art. However, such standards are periodically superseded by faster

and more efficient equivalents having essentially the same functions. Accordingly,

replacement standards and protocols having the same functions are considered
equivalents.

While the invention has been described with reference to several exemplary

20 embodiments, it is understood that the words that have been used are words of

description and illustration, rather than words of limitation. Changes may be made,

within the purview of the appended claims, as presently stated and as amended,

without departing from the scope and spirit of the invention in its aspects. Although

the invention has been described with reference to particular means, materials and

embodiments, the invention is not intended to be limited to the particulars disclosed,;

8]
w

rather, the invention extends to all functionally equivalent structures, methods and

uses, such as are within the scope of the appended claims.
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decrypted if one-tine-pad encryption is inplenented and the recipient's
identity and decryption request to the security server conply with

i npl enented security policy. Various security service policies, such as
station to station encryption or person to 15 person encryph{g&wgaﬂ@ee
effected. Conpleted file transport transactions are certifie t

sender by a return receipt that is (1) _generated by the conputer program
of the present invention installed on Fﬁe file recipient's conputer, (2)
autonatigngy transported over the Internet to the certification .
processor,_?téﬁCla frar ked" by the trusted third party 20 (certification
processor), and (4) automatically transported fromthe certification
processorl-t o t/Eeceiving dagndenste deyiep thag receiMiee datetand datadrapspt attribnessat ed by
the file recipient conputer may contain a range of information such as
dat e and efdctrenioflly frimsferredcfedmtat lepstrone eaméte detiee exgimaneea Bia Hegdifst aleed
identity, an electronic finger print of the transported files (the hash),

and char agd&&iﬁgagtg&a@g‘fegmigeidogﬁjﬁsgfgei ved. Upon 25 certification of the
return receipt by the trusted third party certification processor, a range

of additi i ' - nd ti of
certi f1 cantaney FraR o A keRa-AL a0 oH s el RS B0 o oBhisa
fromthe__segcurity server and..t.he certificatjon "postmark” of the trusted
third parehicaisife? SierRshuL NHIGHRE Tt iy s st s Thgsatta s tne dats Sent by

i npl enent atigons of various business nodels according to the present

i nvent i oﬁhea?tgeaéb?% r&B‘toéf‘d‘.er@fr;lt enpl at ed systens include those wherein (1)

| arge arrays of conputers or conputing devices transport files primarily
to one o ceEifHnggEstom that\wodwaurierses with awindependsnt oedt) fymgepraressing ddviiaseethyt f ew
conputers transport files to large 5 arrays of .conputers or. conmputing

devi ces; certific§ 83livaety teeeipts, trnndeienddie coyigiagprdcesttid @sceqtndi@raeeipsent
invention are inplemented, enabling direct, substantially sinultaneous,

paral I'el ceifichiydt @t {dastsiet R ddviide SnvoBlHGR theOdiRa FATIRH By }?ﬂagesei'ﬁé a nuNber
of other conputers, and enabling generation of electronic recel pt

aut omat | Galiboty icEE I ek ELHERECHoniRIk] Lidth BERHIARR ALY ushad JhiJ g party

and then 10 returned to senders, thus docunenting. es received a
gg?r;[) L)zgf’lltpg 12 fd%] ﬁc{s?acl) @h%ﬁ%“&ﬁmh*ﬁ%s&{a‘?ﬁ g un%mﬁ)L?eC&ifgftﬁ%hgr%Qtegga i%yo??hse .
delivery receipt, |
-whgrein at least one successful data transfer to the receiving data transfér device is certified by
the independent certifying processing device.
2. The receiving data transfer device of claim 1, further comprising a data transfer system

 that transfers data and associated data transfer attributes electronically with the at least one

. remote device originating the data transfer. -



i mpl enented in the enbodinents with reference to particul ar standards and
protocols, the invention is not limted to such standards and protocol s.
For exanple TCP/IP and the Internet are referred to through% Nbb'@g
specification as representing exanples of 15 the state of the art. @\ever,
such standards are periodically superseded by faster and nore efficient
equi val ents having essentially the same functions. Accordingly,

repl acenent standards and protocols having the sane functions are
considered equivalents. Wile the invepgion has been described with
reference to several exenplary 20 enbodinents, it is understood that the
words that ha been .used are words of _descri ption and illustration,

rat her tHan V\é- BECHEHVING ﬁ?t?éﬁap%fﬁr. deirg 9d e laimely ibwhiehecess toi thi dara thaesfered foew
of the appended cl ains, as presently stated and as anended, without

depar t i nghefTeeRtving deice prresthigted i¢ thetintehdedwecipiant nsing public key srasaeaptsy,

Al t hough the invention has been described with reference to particul ar
nmeans, mataritabsngaguly teringhliusentthentidwionnue dhia@Aciyptidint | Nt ended to be
limted to the particulars disclosed; rather, the invention extends to all

functional |y goukacelvesy dah (B ®vice BECNOMS, ADdhicHIES LRpfdt i N
the scope of the app;glnﬁ%ed clains. 30 0 6 Nov 20018 7/ “Lélftégleg%c é{w is:

1. A recgh¥ fagrdatd+ torapsl VECE t ' . data and data transfer
attribut _gs el rec?é onfocaPT%yﬁ% rdgﬁl\sg?sg'%rﬁ gh _.flf%?ngg‘% H‘Foe’eclgiey 8‘?198011"1%5?0“_{131 %Pégi ce
conpr i oi A GE Ry KR Shrmyb o8 gab EaR orly S e bEE Geinioies repena
conpri si ng dai(a transfer attributes verification after successfully

veri fyi n§¥H& ex,w@?héae@awas ePRire! chargerisiis pd stagdard pulin keyseyntogigphy.he at

| east one renpte device, a certifying systemthat comrunicates with an

i ndependént céhe rgopivimg @ate rassfentdgvite vif climtain whiehtendriypted dethiiy eansféreiabpt s,
t he i ndependent certifying processing device sending receipt certification

to at | ettstrecaneingfietibe alleng witls authsroicuted user idbgitd ahdelbetasisd Bhige pHAF of the
processing a delivery receipt, which certification conprises

aut hent i @t iv@fsferred, Retidat Passin@NBoEh theiiAGerRnddR SEABEKrQ seBurl9StAkr aUt hori ty
whi ch postmark is a unique digital characterization of the '
6. | The receiving data transfer device of claim 1, in which a delivery receipt is generated
with no action required by the intefxded recipient. |
7. The receiving data transfer device of claim 1, in which the certified delivery receipt
further comprises a verifiable electronic postmark represéntation by a postal authority.
8. The receiving data transfer device of claim 7, in which the certified delivery receipt is
‘uniquely identified and linked to a specific data transfer transaction by data transfer attribute
- elements and the electronic postmark of a postal authority.
9. . The receiving data fransfer device of claim 1, in whicﬁ the unique digital
characterization comprises digitally signiné the delivery receipt, assuring at least in part

tamperiri-g and modification detection.



delivery receipt, wherein at |east one successful data transfer to the
receiving data transfer device is certified by the independent certifying
processi ng device. 2. The receiving data transfer device of claiml,
further conprising a data transfer system that transfers datgg %09 2908
associated data transfer attributes electronically with the at |east one
renote device originating the data transfer. 6 NOV 2006 78 3. The
receiving data transfer device of claim 1,9 in which access to the data
transferred tao_ the recejving device is restricted to the intended

reci pi entleousi nbfeFeRTiViaeIEatr transist egRemMlclaims bdnmhighthp datadraasfeu atetbutésr ough
user authentication and data encryption. 4. The receiving data transfer
devi ce ofVvegifightioniis ipdepandenhobidet madcessisf & inemhded data capgferedceipppnt.or t 0
transport to receiving devices using at | east one public key associ ated

wi th eachil. desThenatéiving dandranefeeiamget ENEaYPL Bohddh T dila Osthyrifds 1FRSH ¥RL €d
using the intended recipient's private key, wth data access control
characterfiisti c of standard public key cryptography. 5. The receiving data
transfer device of claim1, in which encrypted data is. transferred to the
receivin exi | henpticated user identity and el ectronic
finger p%%tﬂg?ﬁﬁaggfgg%&;% ?O%%r?ér?ed, W t hout passing through the
independearrllt coertt.i fier or % gecuri ty server. @. }'ge recei ving data transfer
devi ce of R QTEIARE dAt HanSTER %V“Ee?rfq)g?tylgr‘bggisgir of d21g ape fatedmnsigr etrihvgesact i on
required by éhe intended recipient. 7. The receiving data transfer device
of cl ai malINgepeRgsné gertifang procpssingdleyiste; thatrsyndsecdstptransfarrcetidicatiomprat dast a
verifiable electronic postmark representation by a postal authority. 8. The
r ecei vi n@ndaeuice invodfedrin thevdatetrayisfar lafienpideedsingwdetiertyrecetsty whichedrtdRbtioter y
receipt is wuniquely identified and linked to a specific data transfer
transact icompbigesiaitizenticatiaf efithaddts transfer useheaBoNBaRte algostaCh@RAWikich
postmark of a postal authority. 9. - The receiving data transfefr device of
claim 1, po@tnﬂﬂcﬁhﬁ[ﬂ@u@&ﬁ'gﬂbl%h@ﬂagﬂeﬁﬂtionC&QB@-GélWeb_ZI%Eéigp conprises digitally
signing the delivery receipt, assuring at [east “in paft tanpering and

nodi f i catyl 1@&319’1@1&%9&1' t%\iﬁ?g%i%%{a%ggévegt%e Ji?t’a a-rlig_ t%%t;ai xi(;agl%fxeéxlfs th'ibdu%és?'vérgf?ergsﬂza%r

device of claimi1, in ta transter
the received data is the same as the data sent by the at least one remote device, processes the
delivery receipt comprising. data transfer attribute verification, which indicates successful
receipt of the data, after successml receipt of the dgta traﬁsferred, and communicates. with the
independent certifying processing device; |
wherein at least one data transfer to the receiving data transfer device is certified when
successful by the independent certifying processing device.
'13. . .The data transfer system of claim 12, fu:thgr -comprising a first data tra_nsfef system,
the.independent certifying processing device comprising a second data transfer system, and

the receiving data transfer device comprising a third data transfer system.



verification is independent of data access by an intended data transfer
recipient. 11. The receiving data transfer device of claim1l, wherein the
data conprises at least one file. 12. A data transfer system conpri sing:
an originating data transfer device originating a transfer of data and data
transfer attributes; an independent certifying processiff #68Vi %88 t hat
sends a data transfer certification to at | east one device involved in the
data transfer after processing a delivery receipt, which certification
conpri ses authentication of the data trahSfer using a postnmark of a postal
authority which postmark is a unique digital characterization of the

del i very lfeceilpe date transter system @atkim d Anigfvdicideneessdo thradats tramsifareed to e dat a
and data transfer attributes, verifies that the received data is the sane
as the dataisemtewse ishestidted eatht immmied eaapientdsinggmblipkey e8pegrdph¢, security
delivery. receipt conprising data transfer attribute verification, which

i ndi cat epefmgGeased throughaierl Afthdtichiieh Al dhta @ch@ioguccessful receipt of the
data transferred, and comuni cates with the independent certifying :

pr ocessi dewvhcer el | e . .t [ .yving data
[ anar or devi de e aRe R Byt c SRim 20, bR R BB 8P g
processing device. 13. The data transfer systemof claim.12, furt.her

Conpr oi NGRS Paeeciipa i atidieme 4 JERLee Poblie EPharepEnat Rttart frgindipn
processing devj ce conprising a second data transfer system and the

recei vi ngd a5ci1eR sAQYRied datgican ORERST FesTRicdaustng they na@n%dtmcamgmesrpwsql@m 06
NOV 2006 80 14. The data transfer systemof claim 12, in which access to

t he dat a %ithadat# agoessocontyol ¢haragteststic wif pigndbed pehdic keyroegttogreplsd to t he intended
reci pi ent using public key cryptography, security being assured through
user aut iénti datcidata teandfed aysiera o€ claph il dnin wiibch driveypded dath istsikfetres ysthem of
claim12, in which data transferred is encrypted prior to transport to

recei Vi ngeddoMhe BSvitks alhgd¥itH ARBIntRARA RS ikdntikEI A SR BbeVbiift T data
destination, and received encrypted data can only be decrypted using the

i nt ended Ll ! ' ' : -0l racteristic
Lf standgﬁggﬁﬁgﬁﬁ%ﬂ§g§£%¥§%ﬁggﬁé%ﬁ?%h%%yg¢%gC%ﬁ?ﬁé?ﬁ%%%?é&s§§§€en1of Lla:m
12, in Hch ryY Rk ' - - recel Vi vjce ng
wth outfdn i cIPCiiite 8 TehStel SRR 8 488, L0 WRcn Coiic v bRt fepag ™
transferred, mﬁthoutlpaﬁ in thrqygh t he independent certifier or a
security g %?thon required by the mtended recipient.

18.  The data transfer system of claim 12, in which the certified delivery receipt further
comprises a verifiable electronic postmark representation by a postal authority.
19. The data transfer system éf claim 18, in which the. certified delivery receipt is uniquely
identified and linked to a sp.éciﬁc data transfer by data transfer attribute elements and the
electronic postmark of a postal authority.

20. " The data transfer system of claim 12, in Which the uhique digital characterization
compriseé d-i gitally signing the delivery receipt, assuring at least in part tampen'ng and

modification detection.



17. The receiving data transfer systemof claim112, in which a delivery
receipt is generated wth no action required by the intended recipient.
18. The data transfer systemof claim12, in which the certified delivery
recei pt further conprises a verifiable electronic postnmark representation
by a postal authority. 19. The data transfer system of clalf ¥ 2008 which
the certified delivery receipt is uniquely identified and |inked to a
specific data transfer by data transfer agiribute elenments and the

el ectronic postmark of a postal authority. 20. The data transfer system of

claim1271i n VWHeGAtatthesFRisgitem G Aiatid 1 2CHAVRER Bl it ir%fer%ﬂ%t&?éﬁ%agj)ﬁ all'y |

signing the delivery receipt, assuring at least 1n part tanpering an

modi fi catj %eaﬁ}l%&téf(ﬁta 03%0955 hg%gclgxdgg glm%%r'apg_tlére redat' aﬂt't ransfer system of

claim12, in the data trans rrputes Vel fication is

i ndependent of._.data access t he intended data transfer recipient; 22. The
data trarféfer %?ﬁ%ﬂ%‘ﬁ eé'lséﬁq%#fg?l%égew cIehg 473 COBRpSGsabicagonediet one
file. 23. A conputer readable nmediumthat stores a data transfer program
for receid HycuBRYerdsedabipmadiumpthat doreg e defaitansfsr nregrase farirtagivigg date@ad sf ul
recei pt of a data transfer electronically transferred fromat |east one
devi ce i rilatsl tyasgfer attrbutesaarsiaeertifymgt smceessfat eicwiphgf aléath aensfetsectionitialiin
conprising: a delivery receipt source code segnent that generates a

del i very transfetrpd fronrgiléast oge dBic intSloaBingd tratshéti dAUb @Tedtdih H6atd, e af ter
successfully verifying that the received data is the sanme as the data sent

by the atmécﬁ@ﬁkoﬁﬁﬁsihg;mte device; a certifying source code segnent that
comuni cates with an Independent certifying processing device that

certifies dgbiverdiliS56iRt _ i & nt. certifyin rocessi ng. devi ce
provi di ng cerryi %c%éé%t |80r? tgd%%%ggg gﬁ%%%gaftést%%lﬁgﬁrg%‘%picr?\%’lr’\%‘é t he
data transfe ter processing the delivery receipt, which certification
conpri se ra&ﬂ%ﬁgﬂquéeﬁtvic 1449 eé%%fﬁéllrl)kvg?fyélg%%tttg? recglyehdalt tS\thmRBhas
post mar k {ls a uni que di gi tal characterization of the delivery receipt,
wher ei n ke faagsnt By gheaideast anqemest devideansfer is certified by the
i ndependent certifying processing device. 24. The mediumof claim23, in
whi ch acé@esslly StpErce 404 sagmest et eudnmunichtes witb @nvndegentnt owtifying prestssingt ed
to the intended recipient using public key cryptography, security being
assur ed device that certifies delivery receipts, the independent certifying processing device providing
| certiﬁ'cation.to at least one of the devices involved in the data transfer after processing the
delivery receipt, which certification comprises authentication using a postmark of a postal
authority which postmark is a unique digital characterization of the delivery receipt,
wherein at least one successful data transfer is certified by the independent certifying
processing device.
24. The medium of claim 23, in which access to the data transferred to the receiving device

1s restricted to the intended recipient using public key cryptography, security being assured

through user authentication and data encryption.



t hrough user authentication and data encryption. 0 6 NOV 2006 82 25. The
medi um of claim 23, in which data transferred is -encrypted prior to
transport to receiving devices using public keys associated with each
destination, and received encrypted data can only be decryoo&itﬁg u_7su' ng the
intended recipient's private key, with data access control yat: eristic
of standard public key cryptography. 26. 8Phe medium of claim 23, in which
encrypted data is transferred to the receiving device, along with

aut henticated user identity and electronic finger print of the data
transferred, WrhdgurbiRessiiaeh dNRAVEICH dfa kﬂaﬂﬁ”&?&ﬁ%‘@ﬁ%ﬁg%& glﬁbxetro tBnsport to

security server. 27. - The nmediumof claim23, in whic deli1very recelpt is
generated wth no. . ki ' - hpjent .. 28. The.medi um of
oo s M B AR N SRl BR[O I

es: verifiable
el ectroni c postmark represengatio ost al ,aut hor 29. The_ nedi um of
cl ai m 23, €} ?’Fafﬁ%g%ﬁqe\}%

by a (ty.
Fypledsing the SxenReddenioR i vefs ey B4t ol nked
to a specific data transfer by data transfer attribute elenents and the
el ect r oni &cegsrontrat fhasgcteridic 96 stendard puihbe keycrysographe medi um of - cl ai m 23,
in which the unique digital characterization further conprises digitally
si gni ng t B@ deTheerediuneofclpim 2398 whicigeratryptedidita isrtramafetred anthereseiviand
nodi fication detection. 31. The nmediumof claim23, in which the data -

transfer aied, Blongsviveaithértizhie@DsdriderititdepevlderdniOfinghabAnbefaBE datdy t he
i ntended data transfer recipient. 32. The. nmediumof claim 23, wherein the

dat a conpyd : o Hi : : [V a and data

transfer g?ﬁ%é&% géﬁgﬁgp%grﬁf{ﬂ%rgi@gnhgﬁg&%%gggéﬁegerﬁlg%re‘%r%%% %‘%{Qg?fg’t@é transfer

el ectronigal ly r . . n rLajnating r te evice to

a receivi %g degbéyﬁgﬁoﬁgﬁ {%ggnégﬁrwpﬂr@g?tﬁlaﬁv%y gecﬁ%kfs%ﬁﬁgtegqu%e’hoe?cg’tof‘ng a

del i very receié)b @Qn;gr.i sing data attributes verification after successfully
YIHYEC PR

veri fyingt EBIPEd data is the sane as the data sent by the at

| east one renote device; _ , : ) )
2 The medium of claim 23, in which the delivery receipt further comprises a:

verifiable electronic. postmark representation by a postal authority.
29.  The medium of claim 23, in which the delivery receipt is uniquely identified and
 linked to a specific data transfer by data transfer attribute elements and the electronic
- postmark of the postal authority.
30.  The medium of claim 23, in which the unique digital characterization further
comprises digitally signing the delivery receipt, assuring at least in part tampering and
modification detection. |
31. The medium of claim 23, i'n.which the data transfer atfributes verification is
independent of data accéss by the intended data transfer recipiént.
32, The medium of claim 23, wherein the data comprises at least one file.
33. A method for receiving data and data transfer attributes and certifying successful
receipt of a data transfer electronically transferred from at least one originating remote

‘device to a receiving device, the method comprising:



conmmuni cating with an i ndependent certifying processing device that
verifies delivery receipts; and sending certification fromthe .

i ndependent . certifying processing device to at |east one db¥iN¥ 20880l ved
in the data transfer after processing the delivery receipt, which-
certification conprises authenticationgysing a postmark of a postal
authority which postmark is a uni que gi gi tal characterization of the

delivery t en ertif eSS|n V|ce
certifi esgi‘}%ﬂt&%at X%ﬁegjslggégt S?Pagt %ﬁ' t}ttikh Se‘?e&fSQtfcﬁ"e eéé'é‘fc\??ﬁf’a‘ Xdevi ce.
34. The net@gd qL ha|n133 transferring data and associ ated data transfer
at t ri but e$STHEIMEINRRE EeeeIvgd dptans the sprag tl&ﬁf%at‘%%ﬁr%?iéﬁk?(é\?il??ét%}eir@mﬁ@ti ng a
data transfer; 35. The method of claim 33, in which access to the data
transferr8eVie® t he receiving device is restricted to the intended
reci pi ent using public key cryptography, security being assured through
user aut hesrhinnatdating st adandepemdeny pertifying Bfocestig derideahatoferifibadetivés, i n
whi ch data transferred is encrypted prior to transport to receiving

devi ces u&he@upuﬁalc keys associ ated with each destination, and received
encrypted data can onIy be decrypted using the intended recipient's private

k th f
. D A A AR ST A SIS A ol

transf err 89\’ I‘lR’h ed ?I’ggll ﬁa&gtrangﬁsr aﬁFf %I']OC?Sﬁ%g\é\fé% %hvtlél{:ygr%getplgtg?v U_S er

identity and ronic nger pri wi t hout
passi ng throggh.the i ndependent certifier a security server 38. The

met hod of CEHEFaHoRLomRfsgHapthenticalien %?%ape%@aﬂ% ofjagpostal @ptBeEE Which no acti on
required by t he intended recipient. 0.6 NOV 2006 84 39. The nethod of
cl ai m 33, PPSMAFK i1t uniruedigiial ehgragtetzation of the deliweryoeeqipt ses a verifiabl e
el ectronic postmark representation by a postal authority. 40. The nethod of
cl ai m 39, wheremhihehnddpendtat tartifying preeping devimicgnifley at Bestiont isectessfid datal nked
to a specific data transfer by data transfer attri butes and the electronic
post mar k ghnsfée thofdcaivinzdebRei ty. 41. The met hod of claim 33, in which the
uni que digital characterization conprises digitally signing the dellvery
receipt, assurimng nﬁhd@ﬁ%ﬂa@%ﬁ%ﬁsf&ﬁfﬂé@fa&%d%@%d@éﬁ ddt£ 85k 9% attributes
"electromcally with at least one remote device originating a data transfer;
35. The method of claim 33, in which access to the data transferred to the receiving
device is restricted to the intended recipient using public key cryptography, security being
" assured through user authentication and data encryption.
36. " The method of claim 33, in which data transferred is encrypt_ed prior to transport to
receiving devices using public keys assbciated With each _destination, and received
encrypted data can only be decrypted using the intended recipient’s private key, with data
access control characteristic of standard public key cryptography.
37. The method of claim 3, in which encrypted data is transférred to the receiving
device, along with authenticated user identity and electronic finger print of the data
‘transferred, without passing through the independent certifier or a security server.

38. The method of claim 33, in which a delivery receipt is generated with no action

required by the intended recipient.



detection. 42. The nmethod of claim 33, in which the data transfer
attributes verification is independent of data access by the intended data
transfer recipient. 43. The nethod of claim33, wherein the dgtsanePgs ses
at least one file. 44. A nethod for transfer of data el ectronically over
shared communi cati on pat hways from at Isggst one renote device originating
the transfer to a receiving device, the thod conprising: authenticating
an identi ég of 'Sach i ntended party to the data transfer; generating data
transfer attri Bt BEthodatslaim 33, imyhich dhedaliyery sraipefurbar cammisgpe verifiabiee
data to restrict access to intended recipients of the data transferred,
sendi ng t hiecidenia pestmark repregentatidnites pestadl autherigner ypt ed data to the at | east
one receiving device; receiving the data transfer attributes and the
encrypt ed48at a Thy ntettedatf clams?9, anehicheles ddlivery @estbcie unitpelyf iémiet aaei ved
data transfer attributes providing verification that the received data is
the same agidd® Lpkarie @B thitstehBy dhta haRdt: ARHUSBUT AL ESC QRN 2006
[

85 processing a delivery receipt conprising data attributes ver Fi'cati on

after SUC&% sﬁllLlllthoP{tgri fying that the received data is, the sanme as the
data sent the at [east one renpte device; comunicating wth an

i ndepende certifyin cessor that certifies.delivery. receipts, the
certifi catgg‘on ?ﬁ%ﬁﬂﬁ‘?ﬁﬁﬁl ¥ nth ‘EE{CF‘(SI?‘F Yrag lglt%cfé’ta‘f?ﬁek‘z@fonéoﬁﬁl%ﬁ |
authority which postmark is a unique digital characterization of a

del i very Aig@llpsignmgdhedelivicnyresept Rsusiag iableastin prtt tamperdeped dwdification i f yi ng
processor to at |east one device involved in the data transfer after
certifyi ngetepeordel i very recei pt, wherein the independent certifying
processing device certifies at |east one successful data transfer to the
recei vi ng4devi Tae methodldfelaimt 380th whick Itid datd dandfer akibatesdeEBSHioh s t he dat a
transferred to the receiving device is restricted to the intended

reci pi ent jlipericRUH data 4cR¥ssHyMRS REERIBAYata SOt Fidi6itNg  assured through
user authentication and data encrypti.on. :

43.  The method of claim 33, wherein the data compﬁses at least one file.

44. A method for transfe-r of data electronically over Shared communication pathways
 from at least one remote devic.e oﬁginating the transfer to a receiving device, the method
comprising:
-authenticating an identity of each _intended party to the data .transfer;_
gene%ating data transfer attributes characterizing the data transferred;
éncrypting the data to restrict access to intended recipients of the data transferred;
sending the data transfer a_ttributes and the encrypted data to the at least one receiving
_device; |
recéiving'the data transfer attributes and the encrypted data by the at least one receiving
device;
verifying received data transfer attributes providing veriﬁcatibn that the received data is

the same as the data sent by the at least one remote device;



.46.. The method of claim44, in which data transferred is encrypted prior
to transport to receiving devices using public keys associated with each
destination, and received encrypted data can only be decr yft ®d0¥s208% t he
intended recipient's private key, with data access control characteristic
of standard public key cryptography. 47. The nethod of claim44, in which
encrypted data is transferred to the re®®iving device, along with
aut henticated user_ identity and el ectronic finger print of the data
t r ansf er rRFECESHNE BSlghveragsedipt commmsHls daveatinhivgrevridicatioreaftar fiwessinlla
. security server. 48. The nethod of claim44, in which a delivery receipt is
gener at edvenifying fimt #od ieosived éapaiis thed siyie abéherdatd fEneby theddleastbhe ré@bee t r ansfer
device of claim44, in which the delivery receipt further conprises a
verifiabl@v@deectroni c postmark representation by a postal authority. 0 6
'NOV 2006 86 -50. The nethod of claim49, in which the certified delivery

receipt i i ¥ WER k] ' ifikc data transfer by

dat a 'Ito r aniotnlgg hrg? %#r%ébwu%tgggﬁdeéﬁg%?dse ﬁg%(gl 1{3{1@8 ‘é’f“‘gscs r%ﬁf%r%%%stu%g}{%ryg? CIRE post al

authority, 51...The nethod.of claim44 in which the uni que diqgi.tal
} QA g

_ h .
char act er 15 SFTHERABHEITRINNE FHRFTcAION Uiigs # RS P Bhj yhich
assuring at least in part tanpering and nodification detection. 52. The
met hod of PRSFBATKI%1A inigye {hgitah chagetenaation of adshesry agceintiandes verification is
i ndependent” of :data access by an intended data transfer recipient. 53. The
met hod of septlimigieeficafion freay the dndeperdent)cartifiying pratisngtovat idastaineldease t he
originating renpte device to certify successful data transfer. 54.. The
met hod of inebednrbhe dataeteaisfer after cbati Brirpothpidel eary aécelptast - . one file.
wherein the independent certifying processing device certiﬁes at least one successful data
transfer to the receiving device.

45, The method of claim 44, in which access to the data transferred to the receivin_g
device is restricted to the intended recipient using public key cryptography, security being
as.sured through user authentication and data encryption. |

.46, The method of claim 44, in which data transferred is encrypted prior to transport to
receivin_g devices using public keys associated with each destination, and feceiv_ed
encrypted data can only be decrypted using the intended rec_:iplient’s.private key, with data
access control characteristic of standard public key cryptography.

47. " The method of claim 44, in which encrypted data is transferred to the receiving.
device, along with authenticated user identity and electronic finger print of the data
transferred, without passing through the independent certifier or a security server.

48. The method of claim 44, in which a delivery receipt is generated _with no action

-required by the recipient.

49..  The data transfer device of claim 44, in which the delivery receipt further

- comprises a verifiable electronic postmark representation by a postal authority.
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..5 0. ‘The method of claim 49, in which the cert1ﬁed delivery recelpt is umquely
identified and hnked to a specific data tra.nster by data transfer attnbute elements and the '
. lel_.ectromc plolst.mark of the pqstal authonty._ o |
'51. - The method of elai;n 44 in which the uniciue digital eharact_erization eeﬁpﬁSeé :
- digi’tal_ly. signing the'd_eliy.ery receipt,: aesuring at least in part tamﬁering 'a.nd.m.od'iﬁc_atio'p
e_fe'.et'io'n. o |
52 The method of claim 44, in which the data teansfer at'tr-ibutesveriﬁ.c.ation is
-' indeiaenden_t of data éccess by an intended data transfer-recipient. |
53. The method of claim 44, further eomnnsma comrﬁumcatmg w1th at least the
) ongmatmg remote device to cert1fy successful data transfer. | |

54. Themethod of claim 53, ,Wherein the data cornpris'es at least one file.



