1111111111111 *159159* CRYPTOGRAPHY Cl RCUI T PROTECTED AGAI NST OBSERVATI ON
ATTACKS, | N PARTI CULAR OF A H GH ORDER The present i m/ention reI at es to a
cryptography circuit protected agai nst observation attacks. a

notably for the protection of cryptography circuits am ”" mmmwﬂ order
observation attacks on installations based on 5 mask

cryptography are notably to protect: - Tei ther the confi d,e*m,»lsal | ty_of an

i-tem of information, by neans of encryption and of the dual operation:

decrypti on; 1Q§§Y%éﬁﬁkﬁ+?‘6lh@“ ‘rfﬁr\‘dT@éT @%ﬁ@i%éh%ﬂ@ﬂ by the

operations of signat é % "R't ns of ~Signature
and of .verification of si gnat’ ures ypt ograp emat i cal

procedures, which have been denonstrated to | ead to secure systens. For
exanpl e, anm@cmeséhtomvbﬁtidﬁ refafsU R G SRS rturb&utlp‘-‘roﬂébfé‘deagéuhatt there

do not exi st urrent state of the kno

procedures & S%N?@%']( ag %ﬁf#cafrp???/ qa&g?lgrfoﬁﬂgﬁ @9?%5‘9?&7{ 8&%@%

corr espondi ©cuits Bpeainst pighgoraier adtisentadiop oattadiseok eipstallatiorge besed ,on
encrypti of pipKkRQUres invol ve conplex conputations, necessary for t he
security of systens. This conplexity does not pose any particular 20
problens to conputers but is a serious drawback in the case of devices that
do not have Thegims ofpyptograptal anpowedably treprotedti y dri ven by | owcost "8-bit"

mi Cr opr 0CESSOLS. o fRISBAMTIERYTBY H° .tgfn HVRIGHNAEA By AlERs2SE an

| npedi ment to proper use, t}/‘ exa aki ng
several mnutes € C%Ptffd‘ %"‘b?f e @ghokﬂﬁf'%ﬂ' BenediPdi ce, a typical exanple
woul d bet pay- per emy ¢he tetrewiisityoaf aedtedesf infidrmladiongbyatiecoparatisracks t he

throughput of inf; gﬁ?ﬁpé Qa(hod'?/%h?(&ft%q b|¥s the Tcﬁ)e%t‘o% | at esmg, .téreaspé §1“| ty

wi t hout increasin cust onar a system
for aiding the ceeificat 'Omjﬁf$'96$tuf€r$e devi ce used 30 in the formof a

coprocessor Oigstbgabhyl t Gset Yphaemdbyal procedures, which have been
demonstrated to lead to secure systems. For example, an encryption is

15 presumed secure when it is proven that there do not exist, in the current state

of the published knowledge, any procedures of attack significantly faster than
exhaustive attack, corresponding to the trying of all the possible keys.

In general, encryption procedures involve complex computations, necessary
for the security of systems. This complexity does not pose any particular

20 problems to computers but is a serious drawback in the case of devices that

do not have high computational power, generally driven by low-cost "8-bit"
microprocessors. The consequences may be of several kinds, such as:
- an impediment to proper use, a typical example would be a bank card
taking several minutes to sign a bill; .

25 - a denial of service, a typical example would be a pay-per-view
television decoder not being able to track the throughput of information
delivered. _

.To alleviate this difficulty without increasing the price of systems, it is
customary to append a system for aiding the central unit of the device used,

30 inthe form of a coprocessor'dedicated to cryptography.

However, whether it be implemented by the central unit or by a specialized
coprocessor, the cryptography algorithm is .implemented by a physical
device, currently of electronic type. These physical devices exhibit inevitable
imperfections, related to properties inherent.in the basic laws of electricity.
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However, whether it be inplenented by the central unit or by a specialized
coprocessor, the cryptography algorithmis inplenented by a physi cal
device, currently of electronic type. These physical devices exhibit
inevitable inperfections, related to properties inherent in the basic | aws
of electricity. 2 Thus, cryptography stens that are secure fromthe
mat hemati cal point of view may be attacCked by exploiting the inherent
i nperfections of the physical systens inplenenting the algorithm thus: the
duration of .the conputations, nay,depend on the values of the 5 data, in
particular d “§'p%‘¥§€’8ﬁ8*}¥1 szyéaerg%mﬁ%aqrg [P HET t%ﬁi 'angmarﬁ'@algﬁ)(\’/ﬁﬂmtri se to
t he attacks view mag beTattaokgd dytexploitingythe idkerent inwneriestians ¢f the phiysicdbcument

by P. Kocher s%teﬁﬁ's3imﬁéﬁéﬂin@%é‘%boﬁ%ﬁ”ﬁh@ﬂem ation of Diffie-Hellmn, RSA
DSS and ot her syg{qeagl@iloglé}frtgceedl ngs..of CRYPTO' 96, valune 1109 of LNCS,
* I

pages 104-113," S §, COMpItatiens Mayederentd: qe KBe mMaliesyOof heossi bl e
in certaim casesdaia, iireparteurtdrespedd-oplinizell ddfievase Gysterise isisdravirige basi s
of sinple neasur t j My=3 ek tion may
al o depend.on 1 e eo (¥ SRABLPR e imindrardeR ARG AORKIE | " o
as: 15t he SPA (Simipe&loosmept by Rigashey ehak diringdAdiack sadmpégrantatipmot he
docurTEnt by ThonbiffisHelkzeerRSA, @SS and rotest isgsterensinoPrddeetingdnef ysi s .
Attacks on Smart . < f rd’ 99, 1- y 10-11,
1996, on cago. Uy w08 YRR DS RTINGS: ekl 18PRRY, spittiotSerhl
operati ot execuf 896.4hese atiagksamalinptit pessibie ibasitaingrses i@ seiievade of its

el ectrical consuspfire@nofMBasbeset doyd BE theCiadi g mpble medsIrainedts of he DPA
(Differential Power Analysis) attack described notably in the docunent by

S.auilley et al:fFHEPEMTal 25 Power Analysis Model and sone Results, In
Proceedi ngs of- W& DARDItB)equegednsLpbiibazmanugjse aEpendoen ¢ elatdrthisce, this

attack using stahhdhdgilen?Rertall esOf RHERY Qih sEasurements of el ectri cal
consunption, which are peyfar duri crypt ogr aphi erations. on random
30 nessaffes and with a'cgh‘%%ﬁ&l@?k PﬁwﬁFéB?'yg‘B) gtéfl’(i sgriged PH@Q& date an
assunpti on nmade about a lin mheddgamerdf byhélhomgs -S.anyesdergdés i €t alrrent
flowing in a conductor pr eg. rm,g,n% } sur enent
can give rise to attacks Ig\?&q@ét{'ﬂ% Et\/&gwgfe'ct rlokéagﬁté%gcgﬁméﬂfé@e’pe whi ch
are identical in their prfidPBNE roSmarkertdderacssni ply166 Mayctd-al
consunption; certain atti®9Rs ChidagotWBAatHiy atlack attdmptirey epeiffatdntiateof )
systens as to exploit . r ts | rder tpo retrieve the
secrets of the 5 systemtﬁgﬁggéaﬁ'gﬁgggégmggi% &&%’ﬁﬁ”ﬁ@f‘ﬁﬁ%@%%‘ﬁa%t
injection attacks. Any i rpeasusempon af ita plegyicehl cansympdion rpleaserad ng a
crypt ography al gorithm angrint @b&@pfogré;ﬂﬁd(pp%%rﬁfati on related to the

Pr ot ecti ons. agai nst thesd &t vBAKDBRTE FRust P TagE BaEh 10
proposed, on the. basis natddlly:in the document by S.Guilley et al:-Differential
25 Power Analysis Model and some Results, In Proceedings
of WCC/CARDIS, pages 127-142, Aug 2004, Toulouse,
France, this attack using statistical operations on
numerous measurements of electrical consumption, which
are performed during cryptographic operations on random
30 messages and with a constant key, in order to validate or |
' invalidate an assumption made about a limited part of the
key; )
- any “electric  current flowing in a conductor produces an
electromagnetic field whose measurement can give rise to attacks of



" of conceal nent, which involves rendering the | eakage constant, in this

i nstance i ndependent of the secret; of masking, which invol ves rendering

t he | eakage random unpredictable and therefore unexploitable. 15 These two
techni ques make it possible to increase the difficulty of attacks ained at
retrieving information, but they remain vul nerable, however, to attacks

whi ch woul d profit frominpl enentation defects. There exi st nunerous
exanpl es of potential or substantiated vulnerabilities, for exanple:

conceal ment based on differential |ogic (such as WODL) may be 20

vul nerabl e to anit Bk (EiecioMagnetic dittack) dypfuMArch ere ddgritieat ot itheir | ags
bet ween one or t beincipledo attackiperdiningo efedtival eahdimhtionon, eval uation phase

and precharge ph - I E i ; be s Ltive.t0.hi gh-order-
attacks, ternmed E%ffam[ﬁ%%%gﬂ i’ﬁﬂgﬁaﬁ?ﬁ %'/rﬁ’e&fano\%bﬁ%tﬂ%nngf gysr%%rtngbﬁoyast go al | ow

ef fective protecEXRRitdhaisHEINRUgHESWEIET onipselovEatiiene e sewets pPbiha hi s
|0;Jr}oosei g he SUbjs?ﬂén@gweisb%tl:ag!@ﬁéihgfknb_ﬁ‘vnaciycth}éQéﬁﬂ{(a@iélh@e@iidr@ﬂﬂtz{(ck@pwpribiSi ng
at | east ong reqi . ovjdi.n var.i abl’e x. maske sk _yariable m
characteri ZZ\cTyi ! pt%hg%t'oéja%a Rh%ﬁl%ag C@é{PFa{BﬁP er@@‘ggﬁgrygfﬁ)@h%iyg%ggg}t\ﬁy first
substi t ut i o@NEdirbE foreak injermationualgtad tosthe seeiate held i dinp mMeseery ®f thes k

regi ster M delickes tagded hRideh cB¥ehad. 2 transformed mask m equal to the mask
m t r ansf or by.a nmodification function, this mask m being encrypted by a
second subﬁ?&?ﬁ'% RIS ,tthFﬁ% ﬂé@fﬁ‘\%é’ﬁ Rootddene £HERNE'S: ﬁYeftP%‘%thi s box
S bei ng?QJsedonaseda_erkthmnasianbmblye. 4 The new transf_or med mask n, is for
exanpl e i ntroducgfchiteRichbif, WRRH ihGSllSd /Y dghs bifd 5%53%@909&%,% iected to

the inverse nodificatiqn on outf)%l fromt cond substrtution box S .
In a first possi BIS@NMEJRIRE PPt FHBRSEEISN, the nodification may be a 5
bi j ecti on B suchof hatasking, t mdnict oinvellesasiendering $ier eghkaget handsgj ster M

D, o, 2PBL! Sl SRR P o B ) ard e
f rom t he'SedbR8e SWBSEFRRIANSH MR 1SPopoible toTieresseetbei ¢fiicalty of BYackscanpl e
such that ta@nédnat rgriovendg iforhatidte @stheip Alnain Vdherablatowelent tecal to
the Hamm nga\f@&lgshtwlﬂf:h : \Fvgulldn%g(%ituﬂgr%r irtnr;])?en?e'_r{tgt%r{a?ndggct@ )There exist
numerous examples of potential or substantiated vulnerabilities, for example:
- concealment based on differential logic (such as WDDL) may be
20 vulnerable to an attack on differences in cumulative combinatorial lags
between one or the other of the phases of the calculation, evaluation
phase and precharge phase;
- masking, which may be sensitive to high-order attacks, termed HO —
DPA.
25
An aim of the invention is notably to allow effective protection against high-
order observation attacks. For this purpose, the subject of the invention is a
cryptography circuit comprising at least one register R providing a variable x
masked by a mask variable m, characterized in that said masked variable
30 being encrypted by a first substitution box S in a cyclic manner, said circuit
comprises a mask register M delivering at each cycle a transformed mask m,
-equal to the mask m transformed by a modification function, this mask m
being encrypted by a second substitution box $', the new mask m' obtained
on output from this box S' being used to mask the variable.



In a second possi ble node of inplenentation, the nodification of the mask m
may be perfornmed by deconposition into two sub-masks m and nR2 such that m
=rnl 9 in, where 8 is a group conposition law, the first sub-mask m 15
being stored in a first mask register ML and. the second sub-mask nR2 being
stored in a second mask register M2, the new value to be stored in the
register ML being M, = m 0-1 nl2 and 4 he new val ue to be stored bei ng
m2, m being the value of the mask on output fromthe second substitution

box S 20 T C it s for.e I he. "excl.usjve_ or"

operati on, bﬁee Q%ﬁé%ég%pégf ﬁ!{a!%nfn’t ﬁe%’faﬁgélﬁclgig g@'ﬁced‘;gp%ﬁb%r{na?k el se the

oper ati on ofregibter W pétesFavihg beeh Subjetted tdotlengverdb trhddificaionash angut- bei ng

addi ti on. pronp{hec%@ﬂ%hk&ﬂu@&sb&pr.exarrpl e a Hamm ng di stance between two
sksS ro

consecutive sub-ma ! mone cycle to another, An2 , that is non-zero.
25 The sub- sk dirai pogsibleatiasg ah iepiemeniatinn, bf biadficatioe mapupe a

conposi t i on bijestiqnal swekitimg the traosirinked naskobt iaistored an thes kegistenM, tee basi s of
t he sub-nas i | §fd [ : = f.,2 bits;
om0 me 1Rl e SRR BB REine Al 1) ek I RE R g
respect i vel watusetohbeyistasediér trencedisier beidgrB Hint' s nobeingdhs woipmsiormehe The
circuit conpebsfssihwytindeaByxesanandom val ues generator, said generator

del i vering e val ue of. the secqond sub- mask , L Thi s sub-mask m
arising fr o:ﬁ\eh@ef:hj‘?%g 'ﬁg%rke’?aé‘ﬁgtséfzh et ies "Qé”’@%é’&e'gw ofHae geasieond mask
regi st er 10\2 imhot diwaps iieoficdl he thoy Elammih evelightsif its dpbgé anddfltheDijeewsi vi ng f or
its part th%(%\{v mask m, so as to reconstruct the new conplete mask m =
m, O m, The enci phernent al gorithm being of the DES type, the path of the
data x, m bé @gSegendtpassible masiepelr implementatiamdheimedificatigndofcthegnask
conpri ses fon rexabplperformed agdiecomposition firdo Iteb tsubasiskseg aheérm Msugnd t he
i ght mask igal flep, 4%, Aubdler o i9BSloUBULRRih IHRCHRELRLHIRGAN ail ni ng
the right sub-mask 1rgrc., “aﬁd t he regé?stgr I\/Lp%%blnt a%ni nge the lFHe t sub- mask
m2, the't _elg'!ﬁe G$10FI 9, Tsltni”?ﬁfktrﬁ Ister 28R the segaRd Stbrmark FuRSREK i,
the effecti \fg)rb@' iHES s@&orﬁdngédk%mgm@rs%mrrthé%é@fvametd BbL BRI M) NG
suc at : 2 Ealli  O_052-r = e o ubstitution
box S conprl%lgtgFM1r ng n’ﬁl‘ér;%vvo 'géxesd_tlh?éhnét\'\l’ cgllﬁgttg-qéhse@%&r)!s}%néu'ﬁéti tution
box S and twe b&RY dke esluetdfdheunpsk en eiutpuidramvbhdsgesnd substitution box

S

20 The composition law is for example the XOR "exclusive or" operation, the

addition operation, the multiplication operation or else the operation of the

type s=a*b +-(a+b)/2, * being multiplication and + being addition.

The of composition has for_ example a Hamming distance between two

consecutive sub-masks m, from one cycle to another, Am,, that is non-zero.

25 The sub-masks m,, m, having an even number of bits, the group composition
law (o) making it possible to obtain the mask m on the basis of the sub-
masks m,, m, satisfies for example:

- Am, =1 per groups of 2 bits;

-m=m ®m, if m, MSB =1 orm=m if m, MSB=0
30 m,MSB, m,LSBbeing respectively the high-order and low-order bits of the
sub-mask m,. -

The circuit comprises for example a random-values generator, said generator
delivering the value of the second sub-mask ', .

This sub-mask m, arising from the first mask register M1 may be saved in the

35 second mask register M2 at the end of the cycle, the first register M1



" pei hg connected to an XOR gate whose output delivers the new mask in', 15
the masked variable ( x ?CD m) entering a box and the other XOR gate whose
ot her input receives the nask m the output of this gate entering the other
box. A ROM nmenory carries out for exanple the logic of the XOR gates and
t he substitution of the boxes. 20 O her_ characteristics and advant ages of
the invention wll becone apparent Wi tR® the aid of the descri ption which
follows offered in relation to appended drawi ngs which represent: oo-

25eubet i ¢ ut Lo g o a8 s Bk B 50 ot iR Bl B STebls he 1 evel
of a substi mﬁﬁko’n'm'xﬁfﬁgure 3, a presentation of an exanple of

the. tanm ng eeT eVl Baokit BB AL i I Gk ref of fle M8 17,57 The
register; Fi"gbFBISPIHAIQ rQRRitatIPb AN ioht 15aid Cirpwtieormprigassior ikample _
modi fi catd oin adidititre tcpthielef imaskragistar MI2 afd hied! HhAREMK Figided MR Ahitnvent i on;
pr ovi ous. aﬁsﬁs’%@@éf'm’“m%“e%ﬁ%fﬁﬁﬁ"%@“2%““@9*‘3%%%@%%2%2? o mon
of e}“hgu;a{rﬁf%eﬂistsrh@sggﬁqtﬁ‘"g‘% & (st SUheeslig: s RSP YbRETBING T e 7. a
presentati osubimaske macequalt tp tiessuti-tmask on,, c e fﬁeziiggi)vuj%éés{)?if (Ir)hne ggeﬁlihgufmsks
W thout use B e SR " el ary reali 7ation of
maski ng b?ccor"di-‘r‘ngnt%mxzhe - invention in the case of the use of a DES
algorithm -m,=m, 6mFigure 10, an exenplary realization of a group

conposition_|aw use Oin a circuit according to the invention, Figures
,1121,) 11b Jha S?_EB’,“? sXsHitian b B oermRAsES Tef exampledime boxes identical to

the first substitution box S and two XOR gates, the outputs of the two boxes
being connected to an XOR gate whose output delivers the new mask m',
15 the masked variable (x @ m ) entering a box and the other XOR gate whose
~other input receives the mask m, the output of this gate entering the other
box.
A ROM memory carries out for example the logic of the XOR gates and the
substitution of the boxes.

20
Other characteristics and advantages of the invention will become apparent
with the aid of the description which follows offered in relation to appended
drawings which represent:
- Figures 1a and 1b, an illustration of the principle of masking of a
25 substitution box; - '
- Figure 2, an illustration of the masking at the level of a substitution
box;

- Figure 3, a presentation of an example of distribution of activity at the
output of a register for various values of the Hamming distance
30 between two consecutive words of a variable x of the register;
- Figure 4, an illustration of a first mode of possible modification of the
path of a mask in a circuit according to the invention;
- Figure 5, a presentation of the activity distribution corresponding to the
previous mode;



" substitution box used in a circuit according to the invention. Figures | a
and I'b illustrate the principle of the masking of a substitution box 15 1,
called generally an "S-box", with a constant nask m An S-box applies to a
nmessage a non-linear function the aimof which is notably to render the
nmessage entropic on output fromthe S-box. In figure la, a datumx is
conbined on input to the S-box 1 with aﬁcrypt ography key k. In this exanple
~the datum and the key are conbined by 20 an "excl usi vg (C);r" Iloglﬁ operat|]9n
al so called xor and ich will subsequently be denoted G. In the case o
Figure 1 a, the %&g%eaﬂ itystratign &f a0seGengi Rassid eabadimnent qf dhe petef or e

i nput to the S-boka nidsk inarmmamancbmmgluttbuﬁnmﬁémae i sTﬁ(x E) : rle gure I]p
shows the maski ng; h - it - t, . ymask m The echni que o
masking relies oﬁ'ﬁ%%ggé’ %éléﬁéat}? ({}ﬁ@e %g{&é&ﬂ@?tr'@fqna%qrgépgﬂﬁgpEt‘i)@be
dependent on a sBEMAUPPOFinmask m In the exanple of Figures 1 a and |b, x

i s such @ vari-abFiuré8yen exbmpldbmbamtalish Witk decbPPoiNomBr Ml Rakey . the
| eakages are une ‘_‘ ittabl'(g within the ftranemrk of a direct attack on x.
The variabl e x ng’ﬂ g%glésre A 'EEORILIRRA but may be reconstructed through
the 30 pair of- sFiguse s9.( am exemplanhaeslization »f 8naskig tdveordimg abl thet 0 be

Tt het i cal - 1o ey e capOLHR b TTAYDES AR oee t he xor
Function, 1. e.” iU T AR SHRMpIay JEa et S gTore ATIGNPRY LS ¢ abl e
for the trotecti tna oifcuihacdoilng Rathe iEventioot | on St andar d) and AES (Advanced
Encryption Standgjfites39 18l 90 GREB11dMEX&mpiIaR, leirﬁb%‘?jfmg grat 'taogéco"?'{de
performed in a binary field. The 7 rmask y "be applied to the internal
vari abl es ‘whi ch ﬁ%té@f?@?%"l YFegde Adrreul acppriding t@dgﬁﬁlVGBP%t ogr aphi ¢
functions. The masking at the level of a word renders it applicable both to
software | MRRIENY LA #0848 tRApANEBR of the masking of a substitution box
15 1, called generally an "S-box", with a constant mask m. An S-box applies to a
message ‘a non-linear function the aim of which is notably to render the
message entropic on output from the S-box.
In figure 1a, a datum x is combined on input to the S-box 1 with a
cryptography key k. In this example the datum and the key are combined by
20 an "exclusive or" logic operation also called xor and which will subsequently
be denoted ®. In the case of Figure 1a, the message x® k coded on n bits
for example, is therefore input to the S-box. The corresponding output
message is S(x®k).
Figure 1b shows the masking of the S-box with a constant mask m. The
25 technique of masking relies on the garbling of the internal variables sensitive
dependent on a secret by a mask m . In the example of Figures 1a and 1b, x
is such a variable. Given that m cannot be predicted by an attacker, the
leakages are unexploitable within the framework of a direct attack on x. The

variable x no longer exists as such, but may be reconstructed through the
30 pair of signals (m,x ) where x, =x & m is the variable to be masked and 8

is a group operator wh-ich may be notably logical or arithmetical. In the
example of Figure 1b, the masking uses the xor function, i.e. x, =x ®m.

This type of masking is particularly suitable for the protection of the DES
(Data Encryption Standard) and AES (Advanced Encryption Standard)
35 algorithms, where the linear operations are performed in a binary field. The



i mpl ement ations. The realization of the masking is sinple when the function
f where the masked variable is applied is linear as a function of the group
law, i.e. f(x 8 m=f (x) 8 f (m . The value of f (x) nmay be reconstructed
on the basis of f (x 8 ) and m f (x) is thus extracted right at the end
of the algorithmso as to avoid a- gleakage of information emanating
fromthe variable x. The conputations dn 10 X 0 177 and 171 bei ng
decorrelated fromx, there are no direct | eakages of secrets. If the
function f is non-1Ii near %ﬁf nasklng nech% ni sm becones nore conpl ex since

I \fevlaB s

f (x) cannofmas rPay saﬂpé’ﬁe Hisn'Risre t\WRICH 25 gepgrafly yectors &) and
f(m. In theéitsymoeds,iaystograpptd mctibgar Théneaskile anahe | ienslasf 35woar t

corresponds rérﬂjetrg'eﬁ ?%Pﬁédblé'tdo% 80 &RN% Pnagﬁen{alﬁgﬁnféﬂd ?&(ar{g?b\ﬁaﬁhge\"/l ﬁ'errtl;(rji(/

1 of Figures 1 nnnnp ace so ue
generating AR emﬁ'i“‘?tloﬁéa?-h? fieRlzaten of thenwaskipgis sinmple Wllﬁﬁbfﬂ“iecfhn@iQMQ

denoted Sm Auwdterelibe masked waOable is apphed énlirkar @shefurgtivhef thengtdupn of t he

S- box beforeavgmr%kl 96 APROFEHUE the size of the rrem)ry goes from 2" for
Sto 22" I:l_ % 7%8 ﬁ(f)y its of t igures 1 a and

n b nber
b illust rat bey ‘ﬁ‘\"ée 8f1dﬁ e%%gg r?%%ﬂﬁ”i‘éf (ﬁﬂ” jtae HBF'Ss‘ggEF“eHW)t %4 "har dwar e
i nstal | ati orf(whes dhas emtracmd|Mt% thé emieoérﬂmar ptgarMmadogamtbmdlds agper f or ned

[ | ock | th f th ter
dermsk che BBl DRI Ran st b ARg SeneBe. o e SRy et ne
oper at or 1%, % # 8R4t &r beiRg droogeiated 5@(!1“1:?5/ theee 62 INowdinertrlepkadesnof 30x e
nb(Xx) (D m =g¥ctP(x) The term X O 171 of this relation is the initial value

out put tront't A Bpaenhis Wbl B8, Todling "Pebiarbelfto bbahes PR ot ng
the transit p@mplemélnggoﬁ@c) cannot be recreated mathematically on the basis of
f(xO@m)and f(m). In the symmetric encryption algorithms, the non-linear
15 part corresponds to the substitution boxes or S-box, thus for example the S-
box 1 of Figures ta and 1b. A commonplace software technique uses a ROM _

memory generating the non-linear function of the S-box, this function being
denoted S, , such that:

S, (x@®@m)y=S(x)@m
20 S being the function of the S-box before masking.
Consequently, the size of the memory goes from 2" for S to 22" for S.,n
being the number of bits of the mask. Figures 1a and 1b illustrate this
change.
This realization is not secure with a hardware installation where an iteration
25 of the encryption algorithm is performed in a clock cycle. In this case, the
transfers at the level of a register demask the data automatically. Indeed,
considering by way of example the operator @, a transfer may be described
by the following relation:

30 x®m @ Sx)@m=x®S(x)

The term x @ m of this relation is the initial value on input to the S-box §,,
and the term S(x) @ m is the final value on output from the S-box, the

operator @ between these two terms indicating the transition. The above



8 relation shows indeed that the result of the transition X S(x) is - .
i ndependent of the mask m The effectiveness afforded by the nmaski ng may be
proved against first-order attacks which considers only the internal
vari abl e x, as shown notably in the 5 docunent by J.Blonmer et al: Provably
Secure Masking of AES, In LNCS, editor,, Proceedi ngs of SAC 04, volune 3357,
pages 69-83, Springer, August 2004, V\atserloo, Canada. The i-nformation
| eakages emanating fromthe masking circuit nmay, however, be subjected to a
second- or der._@af: i i.gher er.. 10 A
second- or derrel%%u%@%lﬁo%%ﬁg F%g?@é{tt%%ﬁﬁ d;fgtﬁ%grg)rgghgndc @%I(x F'Sr'n(i‘?PaWFBt if x,
and x2 are mh#flectiably mt he same nmask, the second-order attack utilizes the
fact that x; =, X I t] tudied to
overcone hi T#ié(%ﬁ_ecﬁ‘_yqutsgc, g?déﬁsbgﬁﬂgmﬁg%@bgb_ ?%%?%gecggo%?u@rﬁﬂgbvgﬁ Akkar et
al : A gener i@ 'fso‘f"é@gi@ﬁs'gﬁéﬁ ARl theinteryal vayiableyix:. esrshemnanotpblyén thenal yvsi s,

I n LNCS, sdidooumeRt bgekBiongs «f alF$io@ibly Belcure Mi&ihgobf ANES,InSMECsger

2003, Berli «f hi - i k r. to.obtajn

oo £ ot SR ETOURGHIRYr SRCRY. GANTENSTIRAGRS SHE gt D RRIELT, 5,

way of examg084. iWatﬁH§°1b§@ﬁad@-rr%ﬁ§t infarewtion aleakageDEMariagiogi trom thequi res at

Iegst Ehrge neliskfrey eilﬁctuitrr&salyt _,Smﬁéh vgi,Xbeeistféﬁ?éabﬁ: ?ﬁé@c@oﬁdoérdga%f&agk,be?(hi n

oraer (0] e. 1,S n - Qrade a aCkKs | S rocedaure, as snown I n
IRERPrRSr o Rubh ARt Aler ot

t he docunen i DES i npl ement ati on secure agai nst

di f fer enlq at® ﬁ%?ﬁ@ﬂ-%{ﬂaﬁ FUFck eapsidess twe yaHables rx, |antor et rorxaseienifi xy and

Pri vgcy, 10tand Atis breainasked bEahé ea&mcmasMQhur@CBEﬁ%r@ir étf‘é@ﬁ,utm.@é%&]el%- 206,

Bri sbane, J 05, Spri_nger VerkLag. 25 I n another known.procedure, a new

mask mis cgén%tt}t?%cfs‘g?%eégh%i’?gré%léoﬁ This procedure is notably descri bed

i n the docuhpplententationsShaveldeen studiEd, td-RGardome dnginoadéroattacks, tdse DES and

Tri pl e- DES NWRskg® | B j r ] of . FPL

2006, "ugusi 200 ?@“N’%’Fﬁr’??‘a? BRGNS, UPATL ) BE ) qorbrd OREILA AR O p 1

associ at ignsgeer AiRReNtAl t RowehApasis In 4NGPngditenPepceedingseef M Thus

3}1 t he ﬁnd GISE03, auiaine 2887 \GRILINGIE, eSpriryef) Q@S,rwsﬁ,qme@bduﬂ]g@]t%mgw mh )
ere the n o i of mand of . x e mwith the

3 d of o neg iopatmatks, HEvEIBR L e sfnltddnt AR R0 R T O] iniudar

conpl exi ty HbAPTBIEXEY isingeessary.3By awyoel examspleniityhas beeryldemanstratagox S
;Nith each ematthé\%ﬂ)@ E@ériﬁnm r:@qt]ﬂ‘éssati |€|Béteﬂﬁ9é3_ tatfﬂegéhtrrﬁaﬁitsn&ad %&\I,D@&'t%r’ pr?ne
0 secongl- or G shown not a i locunmen .Peeters e

al Inpr%bveggﬁxg J%’?E?%ﬁ' Xd'@-%ﬂ%ﬁ?ege i‘ﬁ'%@ﬂ&%/\f"?ﬁ' t%g’ﬁérqyntgﬁt s, In
CHES, vol uner@gsgrepf as Nbewmagethe3docdnant Syr ihgeet \aly |IEdan2605DES Fi gure 2

i Il ustrat esjhpemchrtRieRcakd aniﬁfst &iﬁ@reﬁtigpﬁﬁﬁeﬁaﬁé‘%ﬁ;in shhar€&Hrat e ézt

denoted R Eﬂr!ow ch I's conbi ne he

es t.he maske ariable x e mwth
key k, for JYSHAY"y SEHY D aﬁ{réva?)i', 15t i%HPY‘%@W (Ontergage. 1 volymen
function 5, 364 ohLNES| pages 435-206 piristiadne, Yy 2805 eSEingek VePagl which is 10
| ooped bgck to the input of the register 22, R |In parallel, a register 23,
denoted M provides the nmask mwhich enters the S-box 21, with function S,

the other i HpACHET KRAVD RIOCEAURRi 3 §eWdRAH M dS cREPHIRsLEL eAch Keratiohox 1. The
out put ?f th WaisSprocedzd is Sbtab@ehéS&bédﬁn_ﬂ@é/\/dﬁaﬁkeﬁmwﬁﬁi(X.StdrﬂﬁéﬁFbt%ﬁ%Ck t25t he
i nput of t Thi.s i,S-lse the .variable x

_ deloi ver ed b§ P’Fﬁg_\rﬁélgfnse%art;gg% qﬁﬁ%’?ﬁ%&pdt rgﬁ?'®§§ﬁ$ﬁ8 %@é’&sgiﬁpq"i’%n, t he
masks produléalybs AfieckydskPrasepdings cdnpfic 200§, tAugush @ROBedfiastridr Th® and t he

S-box 2130 Smaskéd vhdabieed@ e ofskegiber\Riid abbsciated at ddvh foeeabaieks to the
registers R and Mare each done in a cl tick, ,For sinplicity reasons,
the repr eseH?\gtﬁngﬁk gf #IR grofﬂ & 5aar %Kmﬂf ékﬁéﬁ@an&g@ "QHec pEenut at i on
functions sy@aue cr Bgn t fetrastformesbinte hiwx) he' MbarPAhat neve knas or'i ised i n
Peeters et abmpetedadss flirttibhefvararbdes @ m with the aid of a new S-box with

function S§'. This procedure offers a good complexity compromise since it
35 associates only a single new S-box S' with each existing S-box .



~x mand mwhich arise fromregisters. The principle consists in studying
the distributions of the activity at the output of registers for various
val ues of the variable x. In CMOS | ogic, a nodel of activity denoted A may
be the 25 Hamm ng di stance denoted DH between two consecutive words.
Inparticutar: A(x m m=DH(x; $ m" x,(mM(1) 30i.e.A(x m mM=PH (A (1)
Am + PHCAM(2) 10 If x and m have a s%ngle bit, the activity corresponds
to 2. PH(AmM if Ax= 0. If Ax = 1, the activity corresponds to PH(AF2) +

PH( Am) and cq_nstant I % %%L{Bﬂ s 1 The know edg)e of the distributions of
consunpt i on 16 TRRIEMERIAUOR EEMAIRS ShPWEVST) pEaNg, i@ Se6oRGREIE AHACKREAHO DPA
attack by olsbewninugatlién tios sloopmiennbyliEsPeetens ieom§ laplovad HyReaOraer t hem

with the predgis t Avd {1 r egah i y. nel uded in
the vari abl 6o CAnGA MBot bk A e R et ok B bt can
take five viNSé%:P@%?§P§:3£.3T§8F'@@er\éqri?@aéppﬁi ty 10 24(x m= PH(Ax

Am +PH( A9 can take nine values: 0, 1, 2, 3, 4, 5 6, 7, 8 Figure 3
illustratesg j ' [ tivit for S f 4 hits for
the vari ousF‘i %g%m(%%ﬁ%gg6§§zﬁn§feéﬁ&zatfo§kﬁ e?/ﬁ%%eg_ @8@@ ‘{h ARG ues 0,

1, 2, 15 3, %4 dgnotgd R; pravides theymagked yariable x @4 with whichif €ombingst ef or e
presents fivee ey figriontexdinpld bpuin ROR gite 32, oBInp 4o tBE $-8bxh&yifet Of

val ues of &gyddiofagh ehish rdetﬂyér‘soﬁ's %tpﬁthﬁe"\?\%}ﬂi’aﬁiﬂ@fS%E?ﬁk@;?‘t WhidAt gd. o
apportioned, as a function of the activity ich can take the nine val ues
0, 1, 2,103, lopped back fo #hrlirgut SHathp ngigister 8Ac&s Ibeparelm, Bhegistei 88y i but i ons

are appar endentte@s, gidvidisemeanadd PasstRlanidisitng S%E&k 91t Qhth RinéfbHO DPA
attack. To cenpar I solutions, it is

K T SOTBB e 355 ET 58 Somat P hemaiialdes Rt brdiess. 55
33, 34, 35 wauipthof thei Srbpki2dd Shydediverscanwnewasask whands toeped baek itmed by the
Fol l'owi ng  gipt idPnthe ZRistdt M. FrHi&Tead fadkMis 6Edd 16 maskc thdIvaREDI Kef (3)
15 delivered by the register R. Throughout the rest of the description, the masks
produced by the mask loop 20 comprising the mask register 23 and the S-
box 21, §' will be used to mask the variable x. '
The loopbacks to the registers R and M are each done in a clock tick. For
simplicity reasons, the representation of Figuré 2 disregards the expansion
20 and permutation functions specific to the DES algorithm. _
The HO-DPA attack described in Peeters et al pertains to the variables
x@®m and mwhich arise from registers. The principle consists in studying
the distributions of the activity at the output of registers for various values of
the variable x. In CMOS logic, a model of activity denoted 4 may be the
25 Hamming distance denoted DH between two consecutive words. In
particular:

A(x ® m,m)=DH (x, ® m,, X, ®m,_)+DH(m,,m_) (1)

30. ie. A(x ® m, m) = PH(Ax ® Am)+ PH(Am) (2)

PH corresponds to the Hamming weight and Axto the Hamming distance
35 between two consecutive words x,, x,_, of the variable x.

1



" where: C represents the number of classes of the distribution, for exanple
C=9 for the activity distributions with a mask coded on 4 bits, C- 1
representing the degree of freedomof the 2,2 law; 30N is the total nunber
of  sanples; 13, is the observed probability of having an el enment in class
i, P, is also equal to, N being the nupper of elenents observed-in class N
P,ref is the reference probability of ving an elenent in class i , P, ref
al so being equal to N'ref , N iref being the nunmber of elenents 'expected

in class i fer nsi der ed he nmean of the
16 i ot ri but! AngidEes Shilit e SIS cERRSMIELT0 R AR Bk | <
coded on 4 Hids=1Tthe %@IVﬂ)éC@'fTGQFZ)ﬂdﬁ to hPK (Avase PH§ e and constaityl equats | udge
the honogengity of all the distributions. By way of reference, z2 equals
21.89 for ttl_ istribution with a mask of 4 bits. This val ue nust be as | ow
as possible ?‘8 Wieras efdhe distdeytinns o oneumplion fasieachi Axthus meales, it 32 33,
34, 35 thmt passible &blenspudiethex picoDPad ahncﬂ%wab%n@t tl'ﬁ,Ciééns@h pligd

d t
N0 DPA ot achubURnYCals B TofoaPNG ' 1t Stich e®Brefliagy crdiyly n@? e "
obser vat i on 288Y¥REHQ" rqw'uaﬁd@ymmqﬂcﬂmtgﬁvwme x.by reducing the

di scri m nat ifoms andr mt bee tbded fdnet esiseshe h‘%m&ﬁﬁg W%ﬁghtaPH%éﬁw eHiket fivdout i ons

of activity r.one gnd the sa magk. By way xanp a mask oded on 4
bits w II beg@ony der'ed her ei ngEt 3, I n éartlzﬁ?@f ©r ef §P?I ng %CBY' Yexanpl e

to Fi gur® 2,A&R7 mertl 6 P énudr? ﬁ(tﬁl’?@ gen Tahetﬂﬂn@fVaﬂlh?é Pedi 2t 8r 4\b,
cont ai ni ng Bhg, gask mindependent of the activity of

Figure 3 illustrates the distributions of the activity 4 for a mask of 4 bits for
the various values of Ax possible, Axtaking in this case the 2* values 0, 1, 2,
15 3,4,5,6,7,8,09, 10, 11, 12, 13, 14, 15. Figure 3 therefore presents five
different distributions 31, 32, 33, 34, 35 for the set of values of Ax. In each
distribution 31, the value of Axis distributed, or apportioned, as a function of
the activity which can take the nine values 0, 1, 2, 3, 4, 5, 6, 7 and 8. Sharp
differences between these distributions are apparent, these differences
20 possibly being exploited by an HO-DPA attack.
To compare the effectiveness of various masking solutions, it is possible to

use a metric quantity for comparing the distributions 31, 32, 33, 34, 35 which
is inspired by a known test, the 2 test, defined by the following relation:

C C ]V-—N.
25 = Z( ref) Ng——( 'N.re}ref) (3)

where:

- C represents the number of classes of the distribution, for example

C = 9 for the activity distributions with a mask coded on 4 bits, C — 1
representing the degree of freedom of the 2 law;

30 - N is the total number of samples;
- b is the observed probability of having an element in class i, P, is

N, . .
also equal to F N, being the number of elements observed in class

i



20 the register R containing the masked variable x m |f the variable x
does not influence the distributions of consunption that are specific to
these two registers 22, 23, it is no |onger possible to successfully
conduct an HO DPA attack such as that described in the docunent by Peeters
et al. The bal ance may be struck by no ifying the structure of the path of
the mask wi thout 25 touching the path the masked variable. The proposed

nodi fications can be done either in space, by transformng the mask, or in

LS, O, chanal ng e BXOllk kAo rpb BB PK paN a0t GRS, Yo i | moent o
several nmask mdlﬁﬂejeggb%@?wg&ﬁ%agﬁés@’mfe. J@peégq%ﬁﬁsn%!"%’éf‘%{&éﬁap% first

possi bl e nodi ficati'on o , annmodi i ction. I'nN this
case, a bhijecti vg)gég £ tion 41, denoted B is inserted between the nask
register 23, regrster M anc 't'_he S-box 21, with function S . The inverse
bi j ective t FhASEisFenpe distribationdssonsidersd toihe thepneaniokthetIfedistibptians 12 of
'lto_h_e S; bo. tEbtzhﬁnedf@Eal_lledI@és giehjcWeﬁ‘dt_hb)fnéil@s%o@_@éfoﬁM%@"l’_ﬁ@@%lJeRAe H
ijective £ . 8¢ -bei.ng r e e
bi ] ection i 9 e ?ﬁ‘%é%%ﬁeﬁ]ﬁg?rmﬁfn b&ibE BIUTRINGE Hoodeh T il L Bl
is not al yva9§ rﬁ%‘r“B"_%‘ way §f piaranget e et ePAGPdAT Bie disEbytian vith @ bet ween
bedone. 1 hr e on LS. TS LB mufise bTAFEE posbieToelolectimiBgiay B &7
that act ual g’steé‘d B;ﬂqﬁﬁgé”l?é@k?gd ﬁé?gag‘ﬁ’«r,.ﬁs hagareliaple i g§ter’(8{°ét§dtq5/e path of
t he maskl® 16/G=PHdy attackshSirded ithergisi dhis ivelue efnbesz2 opusl brasdewas
transf or mat pg8siRk tépﬁaf@éd‘aiﬁ’é{ %_tﬁpj,@%gég&such as illustrated by Figure 4,
0

for the 16 values of Ax for a nask code n 4 bits as in the case of Figure
3, therefore wwth the sane activity values that can range fromO to 8.
These di st r iThatinwrgiobImakdy Wigossitiil to gundadgdindtf Richnstervdtion attacks,

contradisti 1| t di,sk.ri i -] T i strjbutions of
The. motl vi t JEify Bebe HrChEh ohitr anz BluchoLhs, dschitfhattnl B0 It 12" eot
whi ch gi Wesdiffernaesy hetweenthe vamug distribylienspfjasivity for onamafdhesemen, to be
conpar ed wi triaskh@y ayeofobxahpRY £ miaRcpeAEH N Uobk&villive chhsibRa of
Figure 3. Zﬁ @rﬁa 2 6 illustrates another possible nodification according
to the inveAti VK 9t invol ves a nodification of the mask by deconposition.
In this casé perisulais keferingdies ensozel tonfigutend, sheb-imeesition menders @ such
that: m =i adtiityrd? RS rdyisteAM ZdritBinmglthe WRadkNh & dEendBAPOShE iRfvilyayr | i ke

the operjt theg[)élﬁﬁ]s',gérile%%a[?ﬁiﬁﬁ 1AM dskel VRRLBE 2aPhOWNBRAIEBR  ddes@dM LS an

i nver se oper at
not influence the distributions of consumption that are specific to these two

registers 22, 23, it is no longer possible to successfully conduct an HO-DPA
attack such as that described in the document by Peeters et al. The balance
may be struck by modifying the structure of the path of the mask without

25 touching the path of the masked variable. The proposed modifications can be
done either in space, by transforming the mask, or in time, by changing the
evolution of the mask. Advantageously, the invention relates to the
transformation of the mask. According to the invention, several mask
modifications are possible.

30
Figure 4 illustrates a first possible modification of the mask, a modification by
bijectioh. In this case, a bijective transformation 41, denoted '_B is inserted
between the mask register 23, register M, and the S-box 21, with function S'.
The inverse bijective transformation 42, denoted B™', is applied at the output



" The register Mof the previous figures is therefore replaced with two

regi sters 231, 232. One register ML contains the value m and one register
M2 30 contains the value in,. The output of these registers is linked to a
circuit 61 realizing the conposition law 0. On output fromthis operator
61, the mask in is reconposed by the o &eratlon M=1inl O M before being
transforned into a new naskby the S-bo 21 as in the previous paths
illustrated notably in Figures 2 and 4

13 The inver oper’ ni s, perfo rre,d ato 62_pl aced at the output
of the S onF% geb XTIF[?' B@r 5'?8# Hafe eirefd Bgéé O’Eo9 SRS thee nask m
into m, anbijexti®e statsfommadtion i3~ mefo® being stofae imatie mégistemyMbd&hgener at ed

by a randOﬂbE&ﬂl@h&é 8uctRiGEt Ave Hamiingalittned bEtvaignenbandits §n&He B(-her ati on
of the encrtlptlon al gorithmthe re%| ster M2 containing n2 takes a new val ue

m 2 ori gi nalS M} FVaY €918 SardisniMpsHkthe prreiatiorrb theaggiyite Pefearvieai ni ng m
t akes a ﬁeW&faahL‘é »®m=and A(nr)s Ne&l implemedtstion esfettheblijecckien opecan dre 62 whi ch

performs th n the basis of the input datumm
provi ded byﬂ?ﬁéﬂg{?%@{)gﬂédé?@ ?ﬁ%bl?gn ut datumm 2 provided by the 10 random

gener at or 7I1heThaskaet jofi eytput Hpmy ﬁLbOP(eé}eIS tbat ppivaleysed by tRedD@ﬁ@dm ng the

masked vari a@ﬂ.;gble( FEgure AiNdstedtet iife pavh of @ magks ML and M2 therefore
becomes: A(x m) = PH (Ax CD Am) + PH (Am )+ PH (AnR)(4) 15 Considering this
act|V|ty nodel , the 2,2 test is applied for various laws 8 and the results
are il ustrEiosee 5b§hqmeg/tf®f 1@ chistpbetionsy5t hbtaines aftéretransiomhation of et hout

modi fi cati ormsB(td)a Bijestidnbsuch as illustrated by Figure 4, for the 16 values of Ax
for a mask coded on 4 bits as in the case of Figure 3, therefore with the same
activity values that can range from 0 to 8. These distributions 51 exhibit small
mutual differences, in contradistinction to the distributions of Figure 3. The
15 distributions of the activity are much more homogeneous, this being
confirmed by the 2 test which gives a mean value of 1.85 with this bijective
transformation, to be compared with the value of 21.89 corresponding to the
distribution of Figure 3.

20 Figure 6 illustrates another possible modification according to the invention. It

involves a modification of the mask by decomposition. In this case, the mask
mis decomposed into two sub-masks m, and m, such that:

m=m, @ m,
25 '
¢ realizing a group internal composition law, like the operator mentioned
previously. & being a group operator, it admits an inverse operator 6.
The register M of the previous figures is therefore replaced with two registers
231, 232. One register M1 contains the value m, and one register M2
30 contains the value m,. The output of these registers is linked to a circuit 61
realizing the composition law €. On output from this operator 61, the mask
m is recomposed by the operation m=m, & m, before being transformed
into a new mask m' by the S-box S, 21 as in the previous paths illustrated
notably in Figures 2 and 4.



"a+b a*b a*b+ (a+b)12 a a b 2,2 21.89 1.85 16.69 0.31 0.36 0.18 .0 20 This
chart shows that the sinple operators like addition + and nultiplication *
may be used to obtain bal anced distributions, the results obtained being
respectively 0.31 and 0.36, thereby pushing back the attack to an extremely
25 hi gh nunber of consunption traces t?3be acquired in order to _ |

di scrimnate between the distributions'YThe transformation by bijection B
makes it possible to obtain a result of 1.85. Advantageously the | aw a,

d I bed nt es, ijt. possible to have a zero 2,2 that is to say
dieztc F: bﬁtigﬂseﬁggmgrép‘ﬂgﬁ? |y'SIO fm?gl E’!f' Ay RBCTEPTsEA AR Bhéhact i vity

nodel consi datmpd Qir’ttletS}bmef%rze Ths spenatort makeg fit-prsdible & tsapimite tHat
~mask m' into m', and m', such that m',=m' 6_’",m'2. The mask m', may be
generated by a random generator RNG as illustrated in Figure 6. At each
5 iteration of the encryption algorithm the register M2 containing m, takes a
~new value m', originating from the random generator 71. The register M1
containing m, takes a new value m',=m'6~" m',, this value is delivered by the
operator 62 which performs the group operation ™' on the basis of the input
datum. m' provided by the S- box 21 and the input datum m', prowded by the
10 random generator 71.

The activity 4 at the level of the register R containing the masked variable
x ®m and of the two registers M1 and M2 therefore becomes:

A(x ® m) = PH(Ax ® Am)+ PH(Am,) + PH(Am,) - (4)

15 :

Considering this activity model, the y2 test is applied for various laws 8 and

the results are illustrated, by way of example, by the chart hereinbelow:

6 Without |B(a) | AXORb | a+b | a*b a*b+ (a+b)/2 | aab
modifications

X2 21.89 1.85 16.69 0.31] 0.36 0.18 -0

20

This chart shows that the simple operators like addition + and multiplication *
may be used to obtain balanced distributions, the results obtained being
respectively 0.31 and 0.36, thereby pushing back the attack to an extremely
25 high-number of consumption traces to be acquired in order to discriminate
between the distributions. The transformation by bijection B makes it possible
. to obtain a result of 1.85.
Advantageously the law «, described subsequently, makes it possible to
have a zero y2 that is to say distributions that are perfectly identical in the
30 sense of the activity model considered and therefore resistant to high-order
attacks



Figure 7 illustrates the 16 possible distributions 70 with 4 bits per
vari abl e and considering the law a. The distributions obtained with the XOR
| ogi cal operator do not allow a sufficient reduction in the value of 2,2
since they engender two |large classes 5 of distribution as a function of
the parity of the Hamm ng wei ght of Ax PH (AXx m) . If & is even, the-
activity always has even val ues while 14 Ax is odd the activity always has
even values. Figure 8 illustrates an exenplary i npl enentati on which gives a

result 10 apal ogaus to th r.evi ou olytion b hout the use of a
random gene 51”6‘:?0’ @Rﬁté?}?st%bgi@ RSt ' '?L{ Utssp U{Hﬁ"}‘ ‘ﬁ%'tgcpeé vafigbleyoi d the-
over head r ebad ednsidetifgethedawat . a random generator at each cycle, one of the

two sub- nas*fﬁechetn%sﬁé@sc%btmﬂgqﬂ e/ XaRY c&eegéfaio%ddam&thaqnow‘av' ous

f h
re)églms)lt gr ¥ i%'eﬂgTd(uf%%mstﬁB Y ?‘ s?'?@e éfrﬁntgﬁagar t@’;‘ioa]f“ﬁqe ?vg ?e%o;nat/eg in

the regi ssf eof MitriRRdn as 4 Renctiod aff thehparity chfethet RlantngigysiveighiVibf reeei vi ng
for its partpghg &8y, m%.srevensmeaéctmyra%ﬂasﬁéyé@eﬁ baué@mlngnfe sk. Thus,

t he new rraskqgenerat ed at each cyc 1S --= | owi ng
cycle the né %RCtQ/éM@r‘Véﬁ@d"qsseWﬂnﬂa'ﬁ'es 0 m, and so on and so forth. 20
Figure 9 illustrates an exanpl e of maskingfor the DES algorithm In this

figure the ansj on an ermut at i on functlon have en.ignored for
readabi | i tyﬁig?frr%o%e@.’&raqesp A5 ?‘85533%’%( {fﬂ%'eﬁéﬁ 'IOBOPNhfq‘E’mg“‘te%e 5% hath is
split into enalogaus sto thef tpravidu Ssalutigit bubswithouintheraiset of & ciasdem | n

particul ar, gbR&atds E?@ep‘f%'nﬂ@él&é th@gz'o%‘irﬁftatlo%z R ad lft?a%@"th@‘b‘i/eﬁ’?@a@p' es is
split into ter ster 222 As

regards the %@Q%ﬁéﬁﬁéﬁs? of; anfagaai“t 9%}5?@@%&%%%18512“?85? %S'étl one

t he right regiskseanképlaceithetrandomesmribhie darferateddgn ttespreMous a:xaltmpred Itr egl ster
30 93, denojephMxanfpi@dedipRoiRase Qh@%ﬁBWé’s‘lﬁaﬁQﬁ (#in TR 8isteP g 2N

right. The | Ierrentatlono rit l'1zes th eso uti'on set
forth prBvi asi {isisybraesit ?Fdfﬁng Bom ter r@glswrama igsavid inothe ragistRy M2.r andom
gener at or. aR32aahtheyene obtiie byclesthegredistereMihaiceRthg it gars thel hewr egi st er

MR cont ai nspidaR ﬁzUbsWtd”reccﬁ@ﬂu&thﬁler %gmﬂeﬁé n%sl@omu%' Re ity xRSk ML2.

The 35 t h to t b-mask nml, . The
T h SO R Rl R S Lo P

cont ai ned i gendrateccigi st-emy MR, @nd ddomeerd govath.by the follow ng rel ations:
nr m18n’r2 m =rn,1 0 m,
Figure 9 illustrates an examplle of masking for the DES algorithm. In this
figure the expansion and permutation functions have been ignored for
readability purposes.
As regards the DES algorithm, the data path is split into two parts, left and
25 right, as in any Feistel scheme. In particular, the masked-variables register
22 of the previous examples is split into two registers, a left register 221 and
a right register 222,
As regards the masking part, in addition to the two mask registers 91, 92,
one the right register MR and the other the left register ML, a third register
30 93, denoted M, is added so as to decompose the two masks, left and right.
The implementation of the DES algorithm utilizes the solution set forth
previously, in relation to Figures 7 and 8, without using a random generator

at each cycle but by using three chained registers. The register MR contains
the sub-mask m, and the register ML contains the sub-mask m,,. The

35 register M contains the sub-mask m,, equal to the sub-mask m,. The



" 5 Qperators 611, 612 carrying out the group relation 8 are placed at the
output of the registers MR M M so as to performthe above two
operations. The right mask m is transforned by the S-box S, 21 into a new
right mask , the other input of the S-box 21 being the masked variable Xr
m., thereafter encrypted, com ng fron]eéhe right register R 222. The new
right mask m,. is 10 conbined with thee mask m to give mi, m on input to
t he operator 62 carryl ng out the operation O The latter corrbi nes mr m

with In a W@ﬂ@aveméyevﬁﬁe Hths. S%aNek S» O gg'l’ésepe%tlv Sontdh
3 o genera o but |s

on input to e operator I's hot provi‘de a ran

equal to thé\esnelg,tsherslt\/lﬁhanddéu amgwdnbytmmmllowmmlowﬁe Each regi ster 221,
222, 91, 92, sl B3 gmceives an initial value 94, 95 96, 97. The chart
here| nbel ow_presen the masks used equal ly well in the mask registers 91,
92, 93, in thé Tast "U'hr ee col urms and in the masked-vari abl es regi sters
221, 2225 i Opeheors @&V, 602 damwgingadutrims grduprretdtiore? acsnplaced iav ther autpats: 20

Round Ri ght Fﬁ%( rﬁg%fters §kML s%soto%mh%m t%vo o&@a%n% Ol'hl MO MRO

m . MRO 8- rlght mask #, is Transformed by the S-box §', 21 into a new right mask ',
the other |nput of the S-box 21 being the masked variable x. ® m_, thereafter
encrypted, coming from the right register R 222. The new right mask m', is

10 combined with the mask m, to give m', @ m,on input to the operator 62
carrying out the operation 6~'. The latter combines m', ® m, with m',,. In a
manner analogous to the example of Figure 8, the sub-mask m',, on input to
the operator 62 is not provided by a random generator but is equal to the
sub-mask m,, delivered by the register MR. Each reglster 221, 222, 91, 92,

15 93 receives an initial value 94, 95, 96, 97.

- The chart hereinbelow presents the masks used equally well in the mask
registers 91, 92, 93, in the last three columns and in the masked-variables
registers 221, 222, in the previous two columns, for three consecutive
rounds: |

20

Round | Right mask Left mask

MR M ML
0 MLO MRO MO MROE™ MO | MLO&'MO
1 MRO m', MRO 67" MO m', MO
2 mor ) . mnr m'r] ’nnr1 MRO 9—1 MO

25 This chart shows that the masks used in the mask registers as well as those
used in the masked-variables registers are different and consequently make
it possible to avoid notably an attack of the HO-DPA type.

An implementation of the function & making it possible to have balanced
30 distributions, therefore y2 zero.one is illustrated by Figure 10



2 mr 'm', mr, mri MRO 61-' MO 25 This chart shows that the nmasks used in
the mask registers as well as those used in the masked-vari abl es registers
are different and consequently nmake it possible to avoid notably an attack
of the HO DPA type. 16 This lawrelies on the fact that An2 is never zero.
Indeed if the variation of m, An= Am = 0, the group law 9 inplies that
Am is also equal to 0. In this case, ife activity given by the previous
equation (4) may be zero only if Ax is zero. As no other val ues ofliAx for
obtaining a-zerp. activity exis his shows 5 that the activity w never
be perfectl ﬁbsaf% hCY '8Sf°5>r/thgl flraC{/@IaEJé‘:,”’ZO\‘S %S(V.eré?r?'ﬂad%?qﬁgrtgﬁé’ﬁﬂ?%‘{?'? % he val ue
of AnR is nan,2eroim, b, theygrewp Bw dhimgliesshad Ark, iscalso bhealtio Osarithdd y the

- perfect bal Vi ' | hutions apd thus to obtain x2 = 0.

W th respectars heoiyasiaY bhnEbRM A 44 288n krRy® afaprhdt M

envi saged né&eEbIAP N Otf1es vabesmindx igr abtrining a eerabctivBy cudstt hisstdwssi s of 10
Hi gher - Orglenhdiank eaivilyawhi Mg eBolgsRRcliP baRingel \é&? ﬂh@lél_ﬁef( !oEBxlr.erllﬁr?![ﬁiﬁEiL' on
Security, 2 rlzLl i ye QLo O
bet ween the%%ﬁm%lhrfa;@ks'fzfrping&éarllggg, %[Zhlﬁgshﬁ@tzgtoé?‘%ggﬁgl%ér?&égnk'@gc&c@@%ﬁt'Pl n the
document by pEssiblectp s@fistyl the Qenfsictiealance bi/theeactivity distritpitiens laedshibs tasks per
successi ve phtdetz2 of0.2Vith réddest td the praskoft itgyosbiduityer maskMEgNsutkhder  of

[ [ ' ase, . . .
bits, whi Cheln\slisgéé(?%ottarbefy (in the document by G.Piret et al: Security Analysis of

10  Higher-Order Boolean Masking Schemes for Block Ciphers, IET Information
Security, 2(1):1-11, 2008, the invention provides a Iinking relation between
the two masks m, and m,, this not being taken into account in the document
by G.Piret et al.

Considering by way of example the sub-masks per successive packets of 2

15  bits, the mask then having an even number of bits, which is often the case,
the following law called o makes it possible to obtain a balanced distribution
whatever the values of Ax. The 2-bit group formed of the high-order bit of the
sub-mask m,, denoted m,MSB, and of the low-order bit, denoted m,LSB,

conditions in the following manner the generation of the mask by the law « :
20 - Am, =1 per groups of 2 bits;

-m=m ®m, if m,MSB =1 or m=m, if m,MSB =0
This law « is involutive and is implemented by the operator 61 on input to
the S-box 21.

Figure 10 moreover presents an exemplary possible implementation 100 of

25 the operator 62, situated at the output of the S-box 21, implementing the
function m' =m ™' m', for a group of 2 mask bits.

The circuit 100 uses a random generator 101 to produce the sub-mask my.

The random variable delivered by this generator 101.selects, in a coder 102
which receives as input m', MSB and m', LSB, either an incrementation or a

30 decrementation on the register M2 which is Gray coded (or reflected binary
code) so as to ensure the condition Am',=1. Starting from the mask m'
produced by the S-box 21, the operator 62 delivers a sub-mask m', whose
high-order bit m', MSB is equal to m'MSB & m', MSB, m' MSB being the high-
order bit of m' and m', MSB taking the value O or 1 according to the random -

35 variable genera'ted‘on input to the coder 102. The low-order bit m', LSB is



the following |law called a nakes it possible to obtain a bal anced
di stribution whatever the values of Ax. The 2-bit group forned of the
hi gh-order bit of the sub-nmask in,, denoted n2MSB , and of the | ow order
bit, denoted mLSB , conditions in the foll owi ng manner the generation
of the mask by the law a: 20 - AnR =1 per groups of 2 hits;
- menLn®i f ni 2MSB=lor mm if m MSB O Thfs lawa is involutive and is
i mpl emented by the operator 61 on input to the S-box 21. Figure 10 m)reover

presents an ar i bl | e t on 100 of the o era or
situated at eﬁﬁ%l”tg Tplv,igggfﬁ% ﬂ’eE‘gé ?)0’52 g‘%ﬂ ﬁhﬁl Ve P ng 5 rl?ﬁBE?tB’ﬁ Y, =
mm 2 for aqggalda® afto2d.mask bits. The circuit 100 uses a random generator
101 to produce the sub-mask m. The random vari abl e delivered by this
generator 101 selects, in a coder 102 which receives as input nml.2. MSB and
m, LSB , efigses dhai heh eneritisthresenrpassitte impoyaments: foopreduditetheegi st er
M2 whi ch 5 s s@stitutiordiesk FQr21rwihicle pteilicek R ie®agsk 50 Bfe béx SNEIdydd he

diti A t 21, th
por at or 62 PHSIEEe S e bR Rl GaltBiend bt ROBY ishenae. eminet © equal to
m MSB 112' sewsB! levasRf peliusinasisaniiagmplexity. order bit of m and nm 2 NMSB

taking the va uu@ma@freéen@é:s@.rsilsamnbﬁ Jsrr@tww@s 321 ‘éﬁH't@Q')@)l@%‘é?ésat eﬁ/s gn
or

t toth d
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accordi ng td'se s of robustness and conplexity. Figure Ila
presents a A sedonsiosaltiiam ilstmaged b Fbgmesﬂﬂ: dseangl ROM Memhgates (10, 111

to recons”l':'&rt%BU?th'égB% E%?ﬁ%dxbﬁ egj%{tl rs @E( @E@&&n%ﬁd? BBRIS Sor k0 Thus,

=mx.Smis tal ne esecond gate 112
del i ver s hé"ﬁ@sa\?fﬁﬁ%kofnﬁgase 6u@puhefm%wpfmﬂ1%losecswewtm Werds, g(xand) 0 S(x)

x®Om.

Figure 11c presents a third solution which may be applied for a spatial
decomposition without random. register 71. This solution uses a ROM
memory 114 receiving three words x@m, m, and m,. This memory
20 integrates the logic and the function 115 that are carried out by the memory
' 113 of the solution of Figure 11b and the group law @ for the reconstruction
of the mask m on input to the function 115 as well as for example the inverse
group law 8" on output from this function 115.



A second solution, illustrated by Figure 11 b, uses a ROM nenory 113 to
carry out the logic of the XOR gates and the substitution of the boxes S of
the 15 arrangenment of Figure 11 a. The nenory then receives two words, in
and x mFigure 11c presents a third solution which may be applied for a
spatial deconposition w thout randon1r$gister 71. This solution uses a ROM
menory. 114 receiving three words xSin, '"fi and m . This nenory 20
integrates the logic and the function 115 that are carried out by the
menory 113 of the solution of Figureg| hjiygnd the group l.aw 0 for the
reconstruction of the mask mon input to the function 115 as well as for
exanpl e the inverse group law 0-1 on output fromthis function 115. 18
CLAI VB 1. AlcA/pBiposaty @ickit omriisifisr akleast ae register Bn@2) egovidieg aR (22)
provi di ng avarablabt enaskeddlyedmagk yarmabls Machallcrized Ghai=2GhRN agkkd N t hat

sai d nmasked ' ] A S titution box S (1) in a
cyclic .mann(\a/r ﬂéﬁ@tﬂ?ﬁ?@%ﬁ?‘éﬁpfﬁ%gtﬁ;@% ;eéﬁ‘é‘i%?ﬁ’xrggﬁs‘?@rCwﬂfé‘ﬁ”%& ivering

at each cycpaidacheuil gprapasercd mask registajull (2% deliwerieg lat machaagliemared by a

nmodi f i catd otrahaieoned méskl »61¢qual ho sheras&sk m heinsfpreedr yyptedobificatisecond

substitutio ) )it he new mask m obtai ned on putput fromthis box
S (21) bei ﬁ‘g’@é@i“?%ﬁaﬂs"ﬁ e 7h PR aforygiey yi gegond iidetiution i oy 1
claim1, cha defprtheegew maskatr' ohtainedvonr eutpéiofromdthisablix ns', (2113 bieirtg oduced
into the magkel @9hssRindAdpRd having been subjected to the nodification
(42, 62) inverse to said nodification function (41, 61) on output fromthe
second substitution box S (21). 15 3. The circuit as clainmed in any one of
t he prectwdi BgTheé airowt agblamaed @rdlaied, charheterizdieinrtnali the @i teansfermaedoi j ecti on
(41) B suchnidsktmt heiﬁtro@neé@wmdhér&sdskrfbgisﬁersm@ﬁ@ﬁihémn%%@eh%qb@h&rd M the
mask m applied to the substitution box being equal to B(m ) and the new

val ue to be'&ths BW@difigation: (4% i irversr ith gald- mpdicatiomiupetiony (4 heb 0 wput  from
the second sulpsit froot thersebond Sutistit)tion2bbx 4. (2fihe circuit as clainmed in any
one of the preceding clains, characterized in that the bijection B is such
that the Hamm ng wei ght of the mask mis not al ways identical to the
Hammi ng ei ghTherirctisas p@ieed itvany ohe obitjecpreceding(claimp, characterized in

that the modification is a bijection (41) B such that the transformed mask m,is

stored in the register M, the mask m applied to the substitution box being
equal to B(m,) and the new value to be stored in the register being

B™'(m'), m'being the output from the second substitution box S’ (21).

20
4. The circuit as claimed in any one of the preceding claims, characterized in
that the bijection B is such that the Hamming weight of the mask m is not
always identical to the Hamming weight of its image under the bijection
B(m).

25

5. The circuit as claimed in any one of claims 1 to 2, characterized in that the
modification of the mask m is performed by decomposition into two sub-
masks m, and m, such that m=m, 6 m, where @ is a group composition
law, the first sub-mask m, being stored in a first mask register M1 (231) and
30 the second sub-mask m, being stored in a second mask register M2 (232),
the new value to be stored in the register M1 being m',=m'8~ m', and the
new value to be stored being m',, m' being the value of the mask on output

from the second substitution box S' (21).



25 5. The circuit as clainmed in any one of clains 1 to 2, characterized in
that the nodification of the nask rn is perfornmed by deconposition into two
sub-masks m and n2 such that m= nl O n2 where O is a group conposition
|l aw, the first sub-mask m being stored in a first mask register ML (231)
and 30 the second sub-mask nr2 being si}gred in a second mask register M2
(232), the new value to be stored int register ML being rn" i=mM nme 2
and the new value to be stored being m2, m being the value of the mask on
out put fromt second suhstitution box S ( 1 6. The CII‘CUI'[ as
claimed in %Sr‘l’ércﬂ'f ag | CRImed 1N &8y Pngntf g?'”l?‘niﬁ%@t%?q SetharActeragd the
conposi t i onthathe sompesikuRdieisdhe 20R "exclusiygeodioperation. 7. The circuit as
.claimed in any one of clains 1, 2 and 5, characterized in that 5 the
conposition_llaw is the addition operation. 8. The circuit as clained i n
any one of ¢t AhAsirauit as glamer incany era et §l2igw 1.2 andb, ehrsaeleripessinthah 1aw is
the mul tipl teatorapositist @i ienhe 28diflon bperagibhcuit as clainmed in any one of
claims 1, 2 and 5, characterized in that the conposition lawis the
operation of the type s=a*b + (a+b)12, * being nultiplication and + being
addition. 8 Tbe crhit es elaiimed isany anametrlaimsahy? and5oshaspeterizediin thatand 5
characteri zegk mm,s@smd‘rahwt.beh@mmqmbémd}noé@m.ms a Hanmm ng di stance between
two consecutive sub-masks fromone cycle to another, Am that is
non-zero. 11. The circuit as clainmed in claim1l0,, char acterized in that
t he sub- tasRs The cirpit asiolaingechin aweonsaidleimsof, band 5, cherageozer indhposi ti on
law (a) 20 wbaﬁpbglnaﬁméwhbethé%aé@ét%mofl’t}ﬁe 'f%%ksﬂé’%mt@@bpﬁs* Peftfg the

sub- masks m sfie per groups of 2 bits
nmemln®i f erI\/@B‘lﬁ%Fﬁ&?ﬂl r%’@é’&ﬂ)g&d't'on M2MSB, nP2LSB being respectively the
hi gh-order and | oworder bits of the 25 sub-mask n2. 12. The circuit as

claimed in QGVTHQ%W@&H tageclﬁfrfe%eﬂ' 8#1@'0?”5! ?r?%qptZ §nda§d%r%ra&gﬁf Pner' zed in
that it conpri ses random val ues dener at or sali gener

deliverity th Q%ICBQPSF't'Pﬂéa‘%é@érﬁj UH“'HEsdkStﬁF‘EeZbEtﬂ‘@enTW@ cqneeayY Veas

clai med in auh-reasksof, frae Qreccysii ingandthenms\rexibapis ®nazato4, characterized in
this sub-mask m arising fromthe first mask register ML is saved in the
second mask register M2 at the end of the cycle, the first 20 register M
recei ving fdi- i1he Gisrt astaaimas imadrini10, sharasteriged de dhasttha cubtmasksew

conpl ete rnatsﬁm;ﬁnfz Bavihg .an evén flmeberi ot Whits, alseograupmcd)mpmﬁtmn mve (@f) t he

o o i bRy eing B dn GROFRSKSH SRAnbbAdErihe SRshaNE
m,, m, satisfies:
- Am, =1 per groups of 2 bits;
-m=m ®m, if my MSB =1 or m=m, if myMSB=0
m,MSB, m,LSB being respectively the high-order and low-order bits of the

25 = sub-mask m,.

12. The circuit as claimed in any one of the preceding claims except 3 and 4,

characterized in that it comprises a random-vaiues generator (71), said
30 generator delivering the value of the second sub-mask n',.

13. The circuit as claimed in any one of the preceding claims except 3 and 4,
characterized in this sub-mask m, arising from the first mask register M1 is

saved in the second mask register M2 at the end of the cycle, the first



" path of the data x, mbeing split into two parts, left (91, 221) and right
(92, 222), said circuit conprises in addition to the left nmask register M
(91) and the right nmask register MR (92) a third nask register M (93), the
regi ster MR containing the right sub-mask nr, and the register M
containing the left sub- 10 mask ml2, the register M containing the
sub-mask nr2 equal to the sub-mask , t#: effective val ues of the ri ght mask
nt and of the left mask m being such that: Mr = M| M2 MI = MI M2

15 15. The _circujt, as_claiped in one of the preceding claipg,
charact eri zE@TH maﬁecfaﬁ@gs%gdtﬁao%ﬁ%tﬁ%ﬂ%% %xg‘éasg‘ﬂ?g%ﬁ[ﬁdﬁ?s t Wo
boxes i dent hewlcompleteemask st=alifstit uti on box S (1) and two XOR gates (111,
112), the outputs of the two boxes (1) being connected to an XOR gate (112)
whose output 20 delivers the new mask nl, the nmasked variable (x m)
~entering a BéxThayireuiamelaimed bt anroneosf iatrsecading claitos exeridranchput _
E%:ei ves 8 henarasterined yrhﬁwamh?)@hcigﬁeﬁnhér&laggérﬂhnglaéihg onties DES {BE, mehhe[ bO)I;C]\YI
: : e chrcuit as ai ned..i. alm 15, ri zed i at a

menory 25 (E%@)Ofgtgﬁqjaéé xo’ufncqeﬁg ?@5?@"3?”0%%’}%(&?@@{’@1?@9,”gﬂg?ﬁ’and t he
subst it ut i 0R23} saltecitayitesonifr)ses 30 addition to the left mask register ML (91) and

the right mask register MR (92) a third mask register M (93), the register MR

containing the right sub-mask m, and the register ML containing the left sub-

10 mask m,,, the register M containing the sub-mask m,, equal to the sub-mask
m,, , the effective values of the right mask m, and of the left mask m, being
such that:

- mr = mrl 0 er
-m,=m,; @m,.

15
15. The circuit as claimed in any one of the preceding claims, characterized .
in that the second substitution box S' (21) comprises two boxes identical to
the first substitution box S (1) and two XOR gates (111, 112), the outputs of

the two boxes (1) being connected to an XOR gate (112) whose output
20 delivers the new mask m', the masked variable (x @ m) entering a box (1)

and on the other XOR gate (111) whose other input receives the mask m,
the output of this gate (111) entering the other box (1).

16. The circuit as claimed in claim 15, characterized in that a ROM memory

25 (113) carries out the logic of the XOR gates (111, 112) and the substitution of -
the boxes (1). _ - '

30



