1 SYSTEM AND METHOD FOR ESTABLISHING THAT A SERVER AND A
CORRESPONDENT HAVE COMPATIBLE SECURE EMAIL TECHNICAL
FIELD [0001] Embodiments of the present invention relate to the field of
establishing a compatible interconnection between two domains. In particular,
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SUMMARY OF THE INVENTION [00041 Embodiments of the invention
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message that will be delivered to potential correspondent domains. The data
in the header includes a secret that is specific to a message sent to a
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SUMMARY OF THE INVENTION

[0004] Embodiments of the invention include an email server which
occasionally adds an additional header to a message that will be delivered to potential
correspondent domains. The data in the header includes a secret that is specific to a
message sent to a particular correspondent domain and an email address to which
administrative messages from that correspondent domain can be directed to the server. If
mail at the correspondent domain is also directed through a server that implements this
embodiment, then it will detect the additional header and determine that there may be a
compatible server at the originating domain. It can then direct administrative traffic such
as requests to establish a secure connection to the contained administrative email address.
Such administrative messages must also contain the secret that was provided for that
correspondent domain. The mail accepter for administrative mail at the originating
domain can then discard any mail that purports to be from the correspondent domain but

that does not contain the secret corresponding to the correspondent domain.



(0005] In an embodiment, the invention includes a method for determining
that a potential correspondent domain has compatible secure email
technology in order to establish a link between a source domain and a
correspondent domain. A discovery secret is transmitted from the source
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[0007] In another form, the invention comprises a system for establish
that the correspondent and source domains have compatible secure email technology or
other email or communication technology. A source domain server transmits a discovery
secret to the correspondent domain. The discovery secret includes a data element specific
to the correspondent domain and a source domain address to which the correspondent
domain is permitted send a message in order to establish that the correspondent and
source domains have compatible secure email technology. A correspondent domain
computer receives the discovery secret including the data element and the source domain

address. The correspondent domain computer transmits an invitation from the



correspondent domain to the source domain address. The invitation includes
the data element or an element correstonding to the data element. [00081
Alternatively, the invention may comprise various other methods and
apparatuses. [0009] Other features will be in part apparent and in part
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FIG. 1 is an exemplary block diagram of gateway servers 1 and 2 having
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correspondent (e.g., a correspondent domain server) according to the

angh 5BAHAHITBO12] FIG. 3 is an exemplary block diagram illustrating a secure
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diagram illustrating operation of secure message management (SMM)

hegeifiRtrative routing according to the invention. [0014] FIG. 5 is a flow
diagram illustrating operation of SMM worker routing according to the
invention. [00151 FIG. 6 is an exem\ﬁ{fr block diagram illustrating an inter-
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FIG. 7 is a flow diagram illustrating a state diagram after a new security
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suitable computing system enyironment in which the invention may be.
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aceordaspandiaghpaitsorthroughout the drawings. 4 DETAILED DESCRIPTION

OF THE INVENTI%%[%OlQ The invlentigp rglgles to a system and method
for d e[tg%l%lm th - 3 1s an exemplary block diagram 1illustrating a secure message

manager according to the invention.

[0013] FIG. 4 is a flow diagram illustrating operation of secure message
management (SMM) administrative routing according to the invention.

[0014] FIG. 5 is a flow diagram illustrating operation of SMM worker
routing according to the invention.

[0015] FIG. 6 is an exemplary block diagram illustrating an inter-
organization workflow summary between a server (admin organization A) and a
correspondent (admin organization B) according to the invention.

[0016] FIG. 7 is a flow diagram illustrating a state diagram after a new
security association implemented between a server and a correspondent according to the
invention.

[0017] FIG. 8 is a block diagram illustrating one example of a suitable
computing system environment in which the invention may be implemented.

[0018] Corresponding reference characters indicate corresponding parts

throughout the drawings.



a potential correspondent has compatible secure email technology in order to
begin the process of establishing a link between a server and a
correspondent. In particular, the inven?ion relates to a system and method
for initiating the process of establishing a secure link for the deployment of
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servers treat all mail as clear text and encrypt all mail gateway to gateway. If the
gateway and bridgehead servers do not share the same encryption keys, the gateway
servers cannot decrypt bridgehead server encrypted mail.

[0021] There is a need for a single point of administration for the
authoritative data for all internal and external relationships. Optionally, a single master
model rather than a multiple-master model is implemented because it is simpler and
because it does not have to resolve replication conflicts. Secure message management
(SMM) operations are usually infrequent and delays in SMM operations should not delay
mail delivery, but only delay the setup of new secure associations. The database size is
usually small (e.g., hundreds of thousands of records of a few K each; it could get up to

several megabytes, but likely not 100s of megabytes) so that there is sufficient time to



embodiment, critical data for operation is replicated to other gateway servers.
Since there is no single point of management, not all data is replicated and
the replicated data is read only. [00221 A server may engage with a number
of other correspondent domains to set up mail links for a specific project.
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have a simple organization-to-organization workflow in order to determine
oPhether there should be negotiation to establish a secure mail link. [00231
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contemplated that in one_ embodiment a single address may be used with a
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the%q%r\?es geeesn the discovery secret (which includes the discovery secret) can send to the
administrative address. Therefore, in a preferred embodiment, a single address is used,
and the discovery secrets must be provided in every message. Alternatively, the
indicated address is a random mailbox name which can rotate at a reasonable interval,
e.g., weekly. While this random approach is an option, it is usually a less preferred
embodiment. To ensure that the vulnerabilities are minimized, the discovery secret is
bound to the sending domain, e.g., the source domain, and to the domain to which it is
sent, e.g., the correspondent domain. In the event that the discovery secret is available to
a third party the only domain that would be affected is the domain whose invitation
address was compromised.

[0024] In one form, the discovery secret may be an 822 header containing

the ephemeral 822 address for negotiation and the expiration time of the 822 address



relative to when the message was sent. Inbound mail is scanned by the
receiving server (e.g., correspondent or correspondent server) for discovery
secrets from gateway servers and compared against a list of known gateway
servers. Any additions to that list are communicated to the local
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[0025] Fig. 2 is an exemplary diagram illustrating workflow between a
source domain server and a potential correspondent (e.g., target domain computer)
according to the invention. Initially, a discovery secret including an administrative
address, a discovery secret and an expiration date are sent from the server to the
correspondent. The discovery secret should also contain the sending and receiving
domains, so that one can quickly determine whether they are for your domain (because
they might have been relayed as the result of a mailing list). When the correspondent
recognizes the discovery secret, the correspondent sends an invitation back to the server

addressed to the administrative address that was part of the discovery secret. In one



embodiment, it only responds to the discovery if it has also sent mail "to" the
domain. Thus, a spammer cannot induce the source domain to invite them
(because you never sent mail to them'in the first place). The invitation from
the correspondent includes an administrative address of the correspondent,
enhiBB @M RIFRLIOBN R ceIpibicaieand e sisspyeidhseasetandpthetdnipemtien,.
(e.g., workflow ID, contact information, sending and receiving domains, etc.).
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DG Ea e P TIERRPRGAE! R e e SHSSS AL (R Ag & mwlﬁéa#&&e

seifveriiendblibhshatednddpaacapanaieafthreidivitationiy the coresgoadgnt
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agent which is then pushed to the worker SMM agents along with the encryption
certificate. (The cross certificate is usually created for authenticated associations (in
order to define what they are allowed to authenticate). Active associations have
everything except the cross certificate.) The cross certificate constrains the set of names
accepted by the new trust and the restriction to domain gateway server communication.
At this point, the certificates and information regarding that new association to all the
workers is distributed. The session key may also be distributed in this case from
administration SMM to all worker SMM so all workers use the same key to reduce cache
size. To allow for scaling out, the corresponding decryption private key for the

encryption certificate should be available on all internet facing gateway servers to allow



any to decrypt inbound mail. This is generated in a single place, i.e., the
administration agent, and distributed tg all worker servers. Once a trust
relationship is established, it should be maintained. For example, the original
certificate may be retained and a renewal request sent to the other SNMs
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may also be updated frequently. [00271 From the server's perspective, the.

agitBd SHARHIRG R A SHRRINEBY Be diltS et it celedien bipds rsrbliphrd. it

shBEWVBEMAisAUIES duPakaAPR, ahe VSRR M GaMmaR. yoitiakinca saurce
domain server transmits a discove(%/ secret to potential correspondent
5

regRMRhiTaHRs! SSREBHNG RN A dsRTmbscrglcath s hiesviRy ildet
enISiias A daignaleratiiRunas aRHligpdar-a kareapther secret which is

specifical%assigned to the correspondent domain. The discovery secret

includ@92 dhared 'SOPGIREFFTS BpEBIFRLiNS tihiee BFFRP dReRIHII NG (and
inPaRFHRIYIER SHY BEoeMaimtablithe: prateysafcembasliroe dbiidm amagh of the
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correspondent domains from héch the source domain has sent a message.
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E%OtZQ In éﬂge erpb diH1ent, the d'sct:O\t/ery secret may. bt attached to a ¢ Thi
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allembddir@ntotiomain server to initiate a process to establish compatibility between
the correspondent domain server and the source domain server upon receipt by the source
domain server of the invitation from the correspondent domain server. As noted in Fig.
2, the source domain server transmits an acceptance to the correspondent domain server
to establish compatibility therebetween.

[0028] In one embodiment, the source domain selectively transmits the
discovery secret to correspondent domains from which the source domain has sent a
message. Alternatively or in addition, the source domain may send discovery secrets to
correspondent domains which have been specifically identified in advance.

[0029] In one embodiment, the discovery secret may be attached to a

message that was sent specifically to carry the discovery secret. In one embodiment of



the invention, an email server occasionally adds an additional header (an
"X-header") to a message that will be gelivered to another email domain. The
data in the header includes a secret that is specific to the correspondent
domain and the email address to which the administrative messages from

théhewerisapaneant deriainsanibeatlyedi@dhadk itoile K@it carvehadwelko a

as including the expiration, correspondent domain, sender domain, optional

MGRSAGH Al T b BR SISHN resf AN atheamailitlo RaiRes Han duiAt A MR Arrden agludes
a scpataftiyopahfa seuschinisoRiRmamitisempedmani iile i9VentRMhe

then it will detect the additional header and determine that there may be a

adgyinisiatitye Bsnapst o Shgrosisgudrbifompe eanrbsHaReEADaskaithhenail

seflE@ChS AAMIRIstAbYR draféie.guehian, s6AUaIadoneaRhish 5@5Wemain,
connection to the contained administrative email address. Such

optignithictsinDe L ery R fiakirsisd [ioathit recossondsah e abt/ecas

direisePietn searaindhabwiasprinvide thioctheoaaiasnante Mwdamainththet Rail
acceptor for administrative mail at the originating domain can then discard

detary hafdhitiopathsrerarde asrmine hatBsponas e dornmprHblassabatthot

orfi@nhdiiNct iersEar e TR HeSPaIiNehtQloingi £ Pheaspigsle A tlamain Wihoh tlisas
does not provide absolute assurance that the received administrative mail is

regrssta e SHOMSRA S TBFR AN cHus iR P AREd GImESHR Ty fe S PAR dEss-
Subte REIMNGHaY enasidiRs Hanrd Ansteaa ihaicuancaratinekad Ulvean see

.. email to the correspondent domain can only attempt to spoof administrative
%&W&gés,%ni ﬁa%} SaREpYHe ﬁ?rotﬁﬁqawmﬂa FALAISHR-ar)) TBRHARFceptor
fol QRGO raine: emahodimesti dhatinyeiiedisimpementaciby ysiag thanpagwits

alled a discovery secret (sometjmes called a mention), that is attached tg.an
o ity DU e G L GR e HRUEo0Fy CaRfaponding to

theaxeaispthiricavddabilily afbpaghichivactonstqirdhrlanml datyaswiigioating the
outbound email while gvoiding the need for generating additional,. possibly

oL AAE THERE] RATRLA SHEU e TR Sp TR BV e

vulreuidibie/incRRIEM int tihe Adetitionrand ke sywvoid d e phadsmain seaskktahat
mitigate ri ksﬁ%f SPAM toé%(]e ?dministrativiemail address. This would.

cag §5h SN oA MESBRBLLL IR FATh R AVS RSN SIS B3 1Y Fhe
addisssaefiy sediet onaypoa dendmiathframeathasfrohtbey dormagpondent

o e Soed S P e g S I
hehéequshdiie dsumespeseercmaymenresett] ieditiplensioulc ehadoinairashEdne an
alreat yoglilt glrl]ltl %Hllgi t%%'ilttil*laelzlgource domain. This discovery secret reveals the
availability of specific functions on the mail server originating the outbound email while
avoiding the need for generating additional, possibly undesirable, messages. As noted
above, the administrative email address would be included in the mention and there
would be a per-domain secret to mitigate risks of SPAM to the administrative email
address. This would support workflow messages at the administrative email address.

[0031] The discovery secret may be generated from a hash of the
correspondent domain and a secret seed that is kept on the originating server. The

discovery secret may also be generated from a hash of the source domain, because the

same server may represent multiple source domains. One embodiment could potentially



10 have a special "source" for all domains at the source server. This allows a
single seed to be shared across multipde servers, so that each server will
generate the same discovery secret unique to any correspondent domain.
When an administrative message is received at the originating server

hatRE£ IS S RiFECtee R thsAdminiskativaraddtass. iMadded W dRmpIestaMe
the discovery secret provided in the administrative messages is checked by
berpABLARERMGTSRHPET 59Ty etk i RSB 56BSF Y8k 8Engiate s ituBRscasTY

scORNAMRJ®S St IR GPsaManIcasiet (onthesamainihatisemtdiage is received
administrative message using the _current internal seed. If theFﬁene_rated

at the FIRFUB SIS THRCSAM ThE dizesird iR the adenmistattivifaidiessinglided in
théhapniat)MesRaeNas tbereasreclddiseover Y GasiRtaNdd$ieassRd idhauabdey

the appropriate destination for negotiation messages. Negotiation messages

the AigHALNg BRiFEen UBHSHHLCIH RO HEL SURIS) JBE EPYb S It R gaRCtAkHor

stéhe)8 Mo VIBCaRSISTAPMIEELIAI ARG BE: SREHRIE (N i@ hedndath the
number). If none of the currently valid seeds can be used to generate a

cugisRbirinabired tHA thA SIS EAE RN EVER S Sl SRS AR SRR ARC e age,

adiRgisthainessage s, IRdcansitieietbyalid artisrdisgrudedroseeiectad iapdssed
not passed on to the eventual destination for administrative messages. This
thff)r*é%)péFﬂéﬁ?r?dih’ﬁ%ﬁ?éeddéﬁ}&ml%i‘&%e&ﬁﬁﬁﬁ%ﬂ??&%%ﬂ%eN&E%@HﬁHiQ?Féﬁ%es

ar8Rssagesiwdichomahbe I fabiesto capa it genvolumes afeanailsame
Additionally, to prevent denial of service attacks from a domain that recejved

PraCgatich %ﬁ&&é’éfgﬁé@é@lﬁ%@v&ﬁf&sﬁdﬁp&%a@%&@ﬁmﬁsﬁeﬁam ﬁéﬂfﬁ

culiieak P hiotssranyamessages waieriecetly passeddhratghietthes the
.administrative d%stlnation from a particular domain or using a %%rg%%ula

B A R R e g ORI R PR a(ﬁ%'\%ad is
disaded Jdidh e adsainigtt aide e ameesagesthising thall disatveiynseeratmiigistrative

discarded, or rejected. [0032] Fi is a flow diagram illustrating operation of
et R e e )
adveiiification andssesrypiich masbbappeie tefope antir BRAMInae8ssiRgail.
cause the output from the. verification, is necessary to set the message.
AR et S ol A RO AR P e LA
difwpeansatiet, the bloticlisbandete pirniitgiaiecnlaaddiesp tavkldihotionany
Thus, the Cf)roces%% begins with relieivgjbgrﬁrgessa es at the source.domain

MEAREA S SRR IR TESHL LR SHERA? HEASIN ST A B T adrigular

domb#i02r lfistrig a particular discovery secret. When that number exceeds an allowed
limit or an allowed rate, further administrative messages using that discovery secret are
discarded or rejected.

[0032] Fig. 4 is a flow diagram illustrating operation of the SMM
administrative routing according to the invention. The signature verification and
decryption must happen before anti-SPAM processing because the output from the
verification is necessary to set the message property flags used by the anti-SPAM agent.
Signature verification should happen after the block list and other IP or protocol address
level functions. Thus, the process begins with receiving messages at the source domain
address to which the correspondent domain is permitted to send a message at 402. If it is

determined at 404 that the discovery secret is not valid for the sending domain, the



determined at 404 that the discovery secret is not valid for the sending
domain, the 11 message is dropped at 406 and the routing process ends. If
the discovery secret is valid, the process proceeds to 408 to determine if the
domain has a maximum amount or rate which has been exceeded. If the

m BRI DR R N RIERE BRI BISiREEIIr AP PRI ARGy QRIS

the signature is valid at 410 the message is routed to the local administrative

the gEAREIS BiRSHETS St P tsrmrag dhthrodenain hamh A ErAiH THENAGrRERL R rate
whisHalhy Baapensdadhe IBMMmDO38higs Déspden siagianilusisativdropped at

operation of SMM worker routing according to the invention. SMM is the

108 catlier Wt ARG RGP KR 8 Arthe e sesralr e drie ranral
adadministRISERAOIsoand dhai dathe PEpgrsSINY lmadtafien SMM Sieiag it

and encryption is the last function generally. Each message going to a
usypiyhanrRies st t¥Message association is signed and encrypted. This

comppyess flso insgrts the Nerdeiganiaininethe; Gpaamos Y epheraaal
address to all mail going to domains, without a security relationship. The

royi ALt idE DS L MM i sy e Mt e NS RS Iy QEREE are

this&eew ehmale AR ftigs oined ambinat de kI QF e yaliflSignailreattic.
502 and an external address ali 504 after fording a valid discovery secret.

SMNE 0L 8R! SOERERTOB My ishask B PRty bt st gseerire e

doashTHRIsthaiQecned cigrpealssaaihtibihe signatuid svalistandriiewispddent also
. external address, the message is routed to the local worker agent at 506. If

ingrEshs DepdSh AT AG ABE ST R EBSIRFr At R A Al 5o 18
dodeafimaihoseaserdrignrinvabgsisignatheessriraakal idanticadycas sédhas as

signature was not rese%b[The message soujce is, not autEent'c ted, [0034]
Loty RS ety e e O e T
loake forplemenigaiatveesoadministeatiraHrgRneatiathateearsent tadd

lifecycle of a rg@tio 1ship. Other rollovers are passible: keys have, .
RETRHBRE Lo SRR AP AP HRE Ay R e e o
the#iemiinandioe, keysm nbenal arglsigningsignetiyetiovadiddalithestis no external

dé?trtifications and ke s,tal oftﬁlh'c%arionm{%r indetpe%%?mﬁ. leo, there can Pe
e i RS e ARt B el el | Ay
adBiddyl admicusechity/euabenfshandassayegpplesosighband exclargeiind oraléitalid

.accomﬁ)lish a r&)II ver gr?llovelg |hs the term for ugdatin to afjew keg/ or :
signature 1s treated 1denfically as it the signature was hot present. The message source is
not authenticated.

[0034] In one embodiment, the inter-organizational work flows as
illustrated in Fig. 6 are implemented between administrative organizations that represent
the lifecycle of a relationship. Other rollovers are possible: keys have certifications
associated with them. The certifications may rollover more often than the keys. There
are signing, encryption, and authority certifications and keys, all of which rollover
independently. Also, there can be later ping/acknowledgement sequences. The workflow
is performed by the SMM administrative agents and may go through an exchange in

order to accomplish a rollover (rollover is the term for updating to a new key or

certificate). Fig. 7 is a state diagram illustrating the new security association. This



certificate). Fig. 7 is a state diagram illustrating the new security association.

This 12 diagram only considers the posjtive cases and the terminal cases. It

does not include other aspects such as re-transmission of messages prior to
the re-transmission limit. [00351 Other optional features of the invention

didipehssledRectallQudRanwhichinanm fe e lerenter Aepaeatalydeeihot include

combination. The distinction between active and authenticated associations

other gsprsinPUcksas fe-HRIARISEINE Y Pr5TeResTREOR iR ke -Uppmaision limit.

automaticaly take @mhadspiibsiiptiveuti@nsiing inkRetISGAVRIOE SRR AN
comprise an expiration date in which case the source domain server would

whishimwues tiplpracued 1ePasaly<H EbApRIBAY Wit ditBITHepSstssfn active

and QA GOIRRLASE I8 dioBETRY CEpt AP UAE MhENIIE GRS RYPHIR: RAUMGE EREHR
server of the invitation is after the. expiration date so that the shared secret

appged A RR3HE N RS SR A B R DS o IO Time! BRI QY T SREESH TRA%y

codpAkaastgneabinafoliewingh 2 RetElosbaites@stRlin BeHeing al landanttate the
seudorandom number for each correspondent domain computer ge.g.,

pr'é)&?%w, cstaBiphcgamat I I s A TR CRIFEL IS AHLA E TR CorpGTYEr)

cotfierSRAGINRBEH Ebsattcinees dbahis wsedriofgpnaraiatRel idamaimsecrets
for more than one domain; and a per-domain secret generated by encrypting

CHPERHO E8[SordaAt DS LRFHSLHATG! PSERRS NG A ERpiFaitheteshe 6F

tirthee Shergitaldlensiaiargiorpent reay osepliseraisearet hpyhidhrasedher
ingg@éce domain server could remember ::t]e secret or couléi verify the secret

Réed B T T AR HRRSTH WorAR for s R neeRt Py computer
(el@;Gempylingeand thasreemprringiig awieitsporriiardhatorespandesls.,
domain_ computer (e.g., server) with the secret included in the discover

SeUIANT A SCGRILSER ES SR 0 ERIRIS P ST AT OO TES N2B ¥t
dotrhieh a1 vpbel dbinng exedegpiaatdimgscioigaolycherespeipdadtaaioainin
computer (e.g., server) so that there are a plurality of valid secrets that can
COBP D e ST ELAT GR BRI ST b At oMl AR Ay (g
codgpviee)deciret anlminisiraiivalrodiass dbihenosegiraiingldemaimbér lifdtsdnay or
ssed to the saurce

be.im se%on the number of messages that are pa
COR YA S PSP A IreEL e Al B RS LS AR v by
reseivicgtiaiatikistusingaroingathd aiaralesoert dse thutigategohbensdonedn

domain server mai/I inillruép!;e the ztibili%%éggoyetgid the requirem tfct% a djtta ¢
COBBHIETér N ah AP RSP IBARShAn B0y 9 gt Al e pfaen
maybokdlactddfithozationity stndlipliatoreessdges Volid dypargovialapping
tinqgsn%grme'ach correspondent domain computer (e.g., server) so that there are a plurality
of valid secrets that can be used for communicating from a correspondent domain
computer (e.g., server) to the administrative address of the originating domain. A limit
may be imposed on the number of messages that are passed to the source domain server
address with a particular data element so that denial of service attacks using a correct data
element are mitigated. The source domain server may include the ability to override the
requirement for a data element for a given correspondent domain computer (e.g., server)
to enable out-of-band authorization to send invitation messages from a particular domain.
The data element may be a token in the discovery secret message in a mail header or

embedded in the body of a message or the data element may be a token in a mail header



The data element may be a token in the discovery secret message in a malil
header or embedded in the body of a message or the data element may be a
token in a mail header 13 and the body of the message remains encrypted
when passing through a mail server. The source domain server may support

andNHHEMISdSIIkANASabE Yolifh idise KPR fassihe tRAMSHHPMAINEREr. The

verify invitation messages from sub-domains of the correspondent domain
SOBEHIAARILSGTY S P IRPOET RN REANFRY ehS YaUEy sestiay ag iRt for the

saflisCRYRN SR ebsi fOn e ARRasPQRdeNtdaMan GRS (Redbos8E¥6Rchhe
data element may be a discovery secret and include version information for

dopaig soreRtiehhah SSFVED BndsHEIRRES tReomHRSigHRS QRSP SFREEt By st

diSQHIGS smaTsaneotRQ36Adhoaeemtiipent tBe INention TRePIiSeRMent
data structure for the discovery secret tg be transmitted from the source

MRS RYSFY S TS I B BN SISt S GO RBHISLIRY (o GOUERwiaiy server

andqiRtudb ey ehdHimeiReR\RNpERCEb S s ash tecasiablisResampatibility between
the source domain server and the correspondent domain computer (e.qg.

servek) Wfeknatively R EIIRPAENFEE FABRAEP P GRIBRRSh At At i dor the
distovaisedrer oRMplaniiced dobe s ee ik e e agrecttakibaysspbsend

proprietary TNEF formats rather th(im text or,H(;E%/IL which would haye i
Ym0 T B RS e TN tio A AL APRY T GHRSo¥rICHGFE R sy establish
compasBIR anshitscHIHakbeRdeloriatingrierthed e ssagep Addiltanallyithetigiecr

structure inclthdes an additional header, %tached to the message

nd
(e SEREE hAlBMANYEN i G dPa A S h%tHF%B‘é‘&%ﬂEe%bﬁW%%}FE%Mﬂdent
dodeihRin [earepatigl éeideosRI tRNisdb S herde tdsecn s psiLseRddpropiittary

r address to which the correspandent domain computer (e.g., server) is
TN EFrieaH o et h ARt a5 10 The it oxoulihane Sotlins eoiadiih encrvption
orestaklishTandaatihiiiythetiveriddhe sRuseedMMaiuSeIMandac-iing to the

corresp aent domajn computer (e.q., seyver). Ags n.%speﬂil bove, the
e aBHforial PR Xri3G B HABHE s B A R AR ks e
mQQFéhiltaraatiyelyeaddn addiicodine dieovrRiy arciricifiay Dt adnessagrlent
d with a S%{ﬁle c?érespondeiwtﬂg)main ancL/sor.a r@@ssage toa orrespondeng d
FSHIESY WIS (§-Hin°8P&Tatot M REHHS HBELIER 35 HE B SVRRBLIIE R address
to daiiui nhenayrkegortidacki dkayiardiipniay e. seitvan B penerteded send a message
) terminagon ggz% one. measageé)e;abﬂour . For Xﬁm%let’ the %ser actiog :
0 S BU N REUP rRh PREETSIL0 I H BRI FS BRE R Sr gy ree domain
scpapaiaiehy essagm ndait@dohint oapaice ady. being e snessbgsois:, the
adl&%%ggﬂ?e%%%%) El‘l’gﬁ?&qg&ude an expiration date, although this is optional.

[0037] Alternatively or in addition, the discovery secret may be a message
with a single correspondent domain and/or a message to a correspondent domain which is
an operator. The single message to the correspondent domain may be for each key and it
may be sent on a time-based determination (e.g., one message per hour). For example,
the user action may be NDRs or return receipts. In particular, the choice of sending a
separate message or attaching to an already being sent message is independent of whether
you do it on every message or only occasionally. One crossover case is to wait for a
message that has recipients at a single domain (the correspondent domain) rather than

attaching the discovery secret to a message that has recipients at multiple domains. In



you do it on every message or only occasionally. One crossover case is to
wait for a message that has recipientq t a single domain (the correspondent
domain) rather than attaching the discovery secret to a message that has
recipients at multiple domains. In 14 one implementation, the message is split

oA} ARG GoloY, ARG IS ARE TeGimieR st the copyresRRNdant damminasihe

discovery secret for that domain. [00381 FIG. 8 shows one example of a

cogsaReafEut fesriadirh i WavRY SiFtRePs oM@ mputer 130. In one

embodigeg] of theryestingwa GRMRNERF18WER asnthe parppitebhpditg device
_ suitable for use in the other figures illustrated and described herein.
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thSYSHAPUINEMOnY shddbld e diuistiateshemhpgisiantsaAystan BeRARA herein.
couples various system components including the system memory 134 to the
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130f Husisiuekires dieslbeig e inesyennbuss 08 MmemsIes contigllgys@meripheral
bus, an accelerated graphics port, and agrocessor or local bus using any of
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repfedUhectmesr prderindusiryewinndases Arthitegtuteutts AhBudiddigi@emory bus
Channel Archiﬁ-cture (MCA) bus, Enhanced ISA (EISA) bus, Video
Or SRR I R R BT RASBL B A PR A KRLIc R B papeessor or
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The computer 130 t)é%cally as at least some fogm of computer. readable

ligitation. SBeh e FERHEHIBMEGR AN ARARE BothlsTaf Y RYSn/dlidtite
Clineath Arehiesalie (nd Apbuse Bxihaiote] 1820(@EIR1RY s, any@vBiladdteniedium

that may be acces omputer 130, By way of example and not
SR e G e
busaRBkineatien Viediaitedsuputer storage media include volatile and
nonvaolatile, removable and non-removab edia implemented in any
ot Wemolas FPRERE L TSN B o LS FOFs
refidableciied R, dabanplitictiaibir ogeain mbidhler Ridethsth dalati kamaxampiatile
computer storage media include RAM, ROM, EEPROM, flash memary or
o PRI SO S B0 1 BN UL (BRI by be
acopiied|dislosionagd 3Magnetie ofissetgs magnetitiapiimagnptiediskdable
storage or.other magnetic storage deyices, or angl.other med&xm that may be
m Cilg &%@g{bﬁ%%%p&é%ﬁrgarﬁ%ﬁ%ﬁn I'?&I{Hg nication media. omputer sto age

media include volatile and nonvolatile, removable and non-removable media
implemented in any method or technology for storage of information such as computer
readable instructions, data structures, program modules or other data. For example,
computer storage media include RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other optical disk storage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage
devices, or any other medium that may be used to store the desired information and that
may be accessed by computer 130. Communication media typically embody computer
readable instructions, data structures, program modules, or other data in a modulated data
signal such as a carrier wave or other transport mechanism and include any information

delivery media. Those skilled in the art are familiar with the modulated data signal,



may be accessed by computer 130. Communication media typically embody
computer readable instructions, data %ructures, program modules, or other
data in a modulated data signal such as a carrier wave or other transport

mechanism and include any information delivery media. Those skilled in the

whkidiArgsfani bamwitd dhaJeasiated slatdes @nalad@WHGH dhas aRemer MeseMode

_ its characteristics set or changed in such a manner as to encode information
infRrRatioR ithier el S mediassyahired matabRRBd e diRfrEavired
coFRBARSHQMIARNFNES RS iR QAR RULdAFiBCRYSHERE, InfRsasbrattl-pbiemedia,

wireless media, are examples of communication media. Combinations of any

arg,eXRERIsS W sPREBicAtiqndReiti i rInations of arlihsraaigMraitdia.

in{QRAQ] B S YSteirb RResNebhbatki ReHddBR esaputer storage media in the
form of removable and/or non-removable, volatile and/or nonvolatile memory.

In thel WRAhted eMSotiFHERIMEPREM MR s R Ya5a Bisfja in the
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input/output system 142 (BIOS), containing the basic routines that hel
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and/or program modules that are immediately accessgg%llg to and/or presently
T
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130métadion, dufen Sstillusipate sypRATRHBGBVSiE RICIMI4L 33 pRicationt p9piams 146,
other program modules 148, and program data 150. [0041] The computer
CopipT, %E@/iﬂrcmaér%a}o%ﬁ%\}gﬁﬁéfﬁdﬁl%??‘ﬂf%%‘l‘é?%f tfidmgioraiiesently

bet@Mpiatestorge prediaimoimxamp8yRiay 8fikwatiplesasdhaid idisksiver1G. 8
154 that reads from or writes to_ non-removable, ngnvalatile magnetic e%dliilfg

iTTpgEntEs ARG ARV H Tt ARRFSR U 988 That T8 SR TR RReL Y
ankeproyahledaaonygolatile magnetic disk 158, and an optical disk drive 160 that

reads from or writes to a removable, nonyvolatil tical disk 162 such as a
o RO D mer S AT ohaY AoV SR o
rekRicibéinonalatierc@nplieoaiplidgs inagiomitid. nay beatsgael I illustrates
ent include, but are not limited to netic .
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or writes to a removable, nonvolatile optical disk 162 such as a CD-ROM or other optical
media. Other removable/non-removable, volatile/nonvolatile computer storage media
that may be used in the exemplary operating environment include, but are not limited to,
magnetic tape cassettes, flash memory cards, digital versatile disks, digital video tape,
solid state RAM, solid state ROM, and the like. The hard disk drive 154, and magnetic
disk drive 156 and optical disk drive 160 are typically connected to the system bus 136
by a non-volatile memory interface, such as interface 166.

[0042] The drives or other mass storage devices and their associated
computer storage media discussed above and illustrated in FIG. 8, provide storage of

computer readable instructions, data structures, program modules and other data for the

computer 130. In FIG. 8, for example, hard disk drive 154 is illustrated as storing



by a non-volatile memory interface, such as interface 166. [0042] The drives
or other mass storage devices and thelig associated computer storage media
discussed above and illustrated in FIG. 8, provide storage of computer
readable instructions, data structures, program modules and other data for

opfiaticRRWET R0 aPpfidGidh fes ¥, Bae digkssilyendadids lustiated as
storing 16 operating system 170, application programs 172, other program
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programs 146, other program modules 148, and program data 150.
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at a minimum, they are different copies. [00431 A user may enter commands

2 I B B TEBELRRICE30 through input devices or user interface
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iR R Hl R S RS Ry BRI Gainiehiad, dsyishia i AS adumbaprdd

politaseRNELOUBY (npUdavieRs terekbannestest o P passingthidtiidsid HKesgnot
a user input interface 184 that.is coupled to system bus§_36, but may be .

ShogRSREE dsIA APISHERHCES RIS SR sasdiadighpsagpgFithe like.

TGP Rigpliniveisal SedahBiise( S BloLssnanitor 188 @ratben tyqe iput
i nnected to system bus 136 via an in such as

. display devijce is also c m rface,
m%%&}%%ﬁmé%%&ﬁta&aﬁm {alfﬁégnésﬁhamé@, C@aﬁiﬁsﬁé ottar ReRlaes
andtbes pelphekacipidtOeiaes pool shawmpbaueh abaiisiesand speaksB). A
which may be connected.through an qutput peripheral interface (not shown).
ST S e
intoginal carinectandetoimrefaicMore I8mdiRicoRdRtteifoEUah 88, @dBIMates often
. computer 194. The remote, computer 194 may be a personal cqmputer, a .
g P ST SIBY BICRS [ BRI BY N o B R Which
mapte camettypiaakiyupk ludestpiapyriphatiadiitefeliementadascribed above
relative to computer. 130. The logical connections depijcted in FIG. 8 include
R 1l e g e AR S AR AR e
logiay adeddottutacndheonaioerkanbiNob3tuansl/oidh/4N td8orayhgwaerired.
network, a Wireleﬁ netwo[%k a combirpation thereof, and so on. Such

Tl}%eer[%?ﬁr?&lgﬁl\%% élem%ya %’a personal computer, a server, a router, a network PC, a
peer device or other common network node, and typically includes many or all of the

elements described above relative to computer 130. The logical connections depicted in
FIG. 8 include a local area network (LAN) 196 and a wide area network (WAN) 198, but
may also include other networks. LAN 136 and/or WAN 138 may be a wired network, a
wireless network, a combination thereof, and so on. Such networking environments are
commonplace in offices, enterprise-wide computer networks, intranets, and global
computer networks (e.g., the Internet).

[0045] When used in a local area networking environment, computer 130
is connected to the LAN 196 through a network interface or adapter 186. When used in a
wide area networking environment, computer 130 typically includes a modem 178 or

other means for establishing communications over the WAN 198, such as the Internet.



commonplace in offices, enterprise-wide computer networks, intranets, and
global computer networks (e.g., the Inltgrnet). [0045] When used in a local

area networking environment, computer 130 is connected to the LAN 196

through a network interface or adapter 186. When used in a wide area

TSNS O7RNWHHEHNERS HOMBEHEY kI Rl JBEHIERY BraRdambhia 06 via
other means for establishing communications over the WAN 198, such as the
the R BPYAR RS fo i O PG ARKGRE B 8 s br BRIk Chnnected

ent@RYSie M, PrscEat Madiine uspicieRytinieHaseokduter PIvesaRHRRIEatR reof,

mechanism, In a networked environment, program modules depicted relative

My BB SIBIRE M B BPISSRTEMEYERSE IRy HNtShON h-aB¥mateoksrigRie, and
nodRAAER; 0EVIGE (8QtI8EeEY r BXotasp pli xR PR cidls NOD AR g othS

illustrates.remote application programs 192 as residing on the memory

MefagedeNties nd (R HOHA SeRBFRIISAD MY WA E EXABIRR R AR ST Meaks bt

esRHRNiBRINY A EAMTLINGRTANSHEN Ratweed ifcsmBLIers wsey, be used.
[00461 Generally, the data processors of computer 130 are programmed by

mearL8ARdtructidrSISiaH the GHaRdeEaRS (f fospafRs S0 are programmed by

méEMYPRiaktreasabletstedagelimesiatahtiercoRpaRuRIGgpaes RAG BRESAIINGE
systems are typically distributed, for example, on flop

y disks qr C -Rd(;)Ms.
m s SR iPPﬁ%ﬂ@%larS‘Idl888*@8‘?%‘/&1%“%8%&%‘%’3’}%@0}%@’6? for
ex@@ipRUtE! fIdhpy ek, UTRR aneiioadeh aideashpakialivsaikdg 16adeauiRs $he

primary electronic memory. The invention described herein includes these
selARABHETTATIALR § RDRH S 1&%?9&%6%%?5?5@@%@%5@%8%&% into the

compdiarsopialaryngbuesigb sRnYBIramsiiveimpleioanitng thedsteps] desctiked
belgw in conjunction with a micro essor or other data processar. The .

ang OO A IR sc?r‘?E’Bb‘?ﬁb‘ii‘% R SIPTORTR ST B g AR ARG D

inthadnetbedprpdaiachinidhpicaestilpat haepindoEHbddia puipasesudttion with
illustration, programs gnd other execytable program co nents, such as.

GOSN AT, S8 S Pl SRR SR I BRS I ROmpUtEF itself

wlieaggoizesiniwlveverdiiaisthehhpibgimsdaschatugoaartsheiside:at. various

times |p od'tE rent s%ora € compo tS‘E of.the computer, ndlgare exeCLng by

the o5B0 bldcessol @) BFIREEAth IS Tt BRI GLLE: SO
progranectiapavitita saexe asplarysompigiiig ey sied lnvionihhe ntinnelddisgte
bl(():((:)kns].pllltt ?sr r%%ggﬁ?z%gj %%wé%ri,sﬂ%‘% es{l%ﬂopr}gjg%ir% gg(rin (?orr%lf)gnents reside at various
times in different storage components of the computer, and are executed by the data
processor(s) of the computer.

[0048] Although described in connection with an exemplary computing
system environment, including computer 130, the invention is operational with numerous
other general purpose or special purpose computing system environments or
configurations. The computing system environment is not intended to suggest any
limitation as to the scope of use or functionality of the invention. Moreover, the
computing system environment should not be interpreted as having any dependency or
requirement relating to any one or combination of components illustrated in the
exemplary operating environment. Examples of well known computing systems,

environments, and/or configurations that may be suitable for use with the invention



other general purpose or special purpose computing system environments or

configurations. The computing systemlgnvironment is not intended to suggest

any limitation as to the scope of use or functionality of the invention.

Moreover, the computing system environment should not be interpreted as
inbRMNGA W IEPENIRBEYR hAREHMEHEPhaiatiagte @&M}ﬁﬂ@f@'}lﬁﬁﬂlﬁém@ﬁ@ﬂhﬁfop

components illustrated in the exemplary operating environment, Examples of

e A A PE BT ARROE 1S5 e PR TN O R AT RS Y IBME o RGP RS- that
proyynhe B bR dafcH sewithihe iINVEINiIRNehBIRsdUdawik PesnatifirdeddRrs,

personal computers, server computers, hand-held or laptop devices,

MaRfARE COLYE s (HRTEDHiGE PRyt b rARinep s inclpds smprEthe above

syPfagsaynmalles cansupekelectronics, mobile telephones, network PCs,
minicomé)uters, mainframe computers, distributed computinE environments

that ihQ8A4Q hiny of the IyERHECR VRN RS Yrsaubrbw Br@therpkeonsxisf The

comyaniiarksamble Brsedensinitr aenemhapmexiiel, coPUEREYaEYIaRiTe
instructions, such as prCﬁram modules, executed by one or more computers

COFMRIET YetHRI e NS PRl rattP BABRRRIHERFE St b Ao PfHEH4E to:

rol@de SSroR g TS cokje ot nadisaand-calrst et yieoiap AeideHP tasks
particular tasks aqr implement particular abstract data types. The invention

of {BRI R bRApTSRHE G Tach S B (YRR colhp IR EAR T AR S RTAT el kY

digrebpeideumgd iy emmaishpiate saiRe: Aekicas feafoareclinkeethsaugid@ssing
communication neé{c/[vork In a distributed comPuting environment, program

deBERABE! e BRSR) 3t PO TR S PSR or bR TARBTEg SRl

eniighichie@ (NpRopRNh StY@gesdanices1d0Asa M bointestacend thasertaxpolka
software archgﬁ ture includes a software module, component, code portion,

SR EHRF LB JREHER B IURNYRPBRE AR instructions. The interface

includem g0 examplg igtdifciadbtecaneassing s Recondrdmnesdiulecthpridosm
%om uting tasks on behalf oé the first module. The first and second modugig,
SO \é{ a,

G SR O RHTAL £8P BRIy SREE PACOE PSS
ingrravitted . by epacatingeSystedas, Lompensiol obischmoadel (M) gnisdanas

.g., for peer- to-peer application c u 'ca%ilgné), and. ex sifble mayrku
S A LR RS GESL CkMI 1RO (e g “edond
moonR imukaie inkeiveamplebappiidegsh potibahmhe interfaces EpIbesactightly
cou Igg synchronous : :
provided by operating systems, component object model (COM) interfaces (e.g., for peer-
to-peer application communication), and extensible markup language metadata
interchange format (XMI) interfaces (e.g., for communication between web services).
[0051] The interface may be a tightly coupled, synchronous
implementation such as in Java 2 Platform Enterprise Edition (J2EE), COM, or
distributed COM (DCOM) examples. Alternatively or in addition, the interface may be a
loosely coupled, asynchronous implementation such as in a web service (e.g., using the
simple object access protocol). In general, the interface includes any combination of the
following characteristics: tightly coupled, loosely coupled, synchronous, and

asynchronous. Further, the interface may conform to a standard protocol, a proprietary

protocol, or any combination of standard and proprietary protocols.



implementation such as in Java 2 Platform Enterprise Edition (J2EE), COM,
or distributed COM (DCOM) example§ Alternatively or in addition, the
interface may be a loosely coupled, asynchronous implementation such as in
a web service (e.g., using the simple object access protocol). In general, the

interfage §3cjudes gmy Gasmbisatian @isbe niolpving shajapteristiesitigbiNterface
coupled, loosely coupled, synchronous, and asynchronous. Further, the

OTiRtRYfaE SMRLEMEHIRE AN TP ARG ST R GSORE QY SORBRERINNPdtochhedRisripces
m&PERINALR ol pl@ndarsand Prerrigtannproiagrls. RRASE:Thrinier{arey

described herein may all be part of a single interface or may be implemented

inglydepdtatentherriasd GrumALOHBIMHIREREHERS IPHE RRAREER may

execyiedesally or neraptelyita iavisiadunstiopatibeshudhBer the otetagsmain
may include additional or less functionalit;gj[han illustrated or described

SCh&Heth S S BRIt UG AR A0V B]sbr 1R% bisteithesriHe SRS
coliRiNe SVAbRY e carraspendent anaisucamptie(Mpichmaih e, 2-7.

server) to execute computer-executable instructions as noted above, such

as thé9 At ratediRCrEET 2o RBE NI ohesmareseEfomshods s isied

andf dbg fitethpels il ustiateskcanal daseset IR s|Se idlcaSSERHaL, UI¥@SSts of the
otherwise §Bpecified. That is, ele@?nts of the methods may be performed in

methodsy B B RELOSmhIN e S et SF P RerYE FRERHLES ahdaidRfmethods

miNarR10tiess Rlenesihinehthase disslodrdlbaseinrbiar doreplepldsit is
contemplated that executing or performing.a particular e#%?ent before,
Bﬁ ééfné NgR

cogbnat GUER WiHthO P HEF UG e HfRE SR AR 9 scope of the
coté@ipian c[IBoW i her tidrofvaipg ciempeniswitihe theasept ivertiancatitie
embodiment(s) thereof, the articles "a," "an ," "the," and "said" are intended to
meart 197 Yhere ar® e YFBrNS AR LIIL g.pf‘??g%wgn%%?fré‘ﬁg,"
emnaltding(s)anetcdTatagrtresingndad tothe ingld skaedangemeandtibdot ey that
may be additional elements other than the listed elements. [00561 |n view of
th‘?ﬁ%gé%{)g O Wifpe! 88 S 1EmTTHe l%ﬁé?&?lébfé’é{%?% itr‘m‘\‘}éﬁﬁ’é’ﬁgarénd
“hachigvact andibeicly antlageeus dastdis ttinihad. A9 DEladdi tvatidésements
hanges. could be made in the above constructions, products, and methods
Otﬁ\ﬁf %%H H}?géﬁ&? § 8K e scope of the invention, it is intended that all
matterombedined intRéeaboie elgisevigtiowidinsk shenwhanttres acaantbgentings the

invention are achieved and other advantageous results attained.

[0057] As various changes could be made in the above constructions,
products, and methods without departing from the scope of the invention, it is intended
that all matter contained in the above description and shown in the accompanying

drawings shall be interpreted as illustrative and not in a limiting sense.



drawings shall be interpreted as illustrative and not in a limiting sense. 20
What is claimed is: 1. A method for deﬁgrmining that a potential
correspondent domain has compatible  secure email technology in order to
establish a link between a source domain and a correspondent domain
WEaMPHRIRged f@ansmitting a discovery secret from the source domain to the
correspondent domain wherein the discovery secret includes a data element
1. SReslie 9 fhe pocspandent, domain and whereln ihe discorery secrety.
includes a source domam address to which the “correspondent donrain is
separitbad sehddopeasagiinoesiebliclesiatiti htoempatibitity dehaymemithe
ccSource dom (i)?n gﬂldcgrlg (rzl%glrlespondent domain; and Receiving by the source
dormain via the Sourle domain address an invitation from the correspondent
Trdosnatnnghedaicotheyineitat droinchedes ttreddatai e lonlent @rapelémedomain
whgitespenginglo the data clementuhioh ay be.used by the carrecpandent
OMain fo itate a process to 8tabfish compeﬁlebﬁl%y with the coPrespondent
doshormaand 2y Hdreimtéthdidoof et sectefuirtbiad eo mprisiegltraia smidkiings aito which the
co%%%eq}ﬁgcﬁcf fom. e souige. fomain 1o the coresROndent domain o, uilit
establish t e corPespon ent and Source domains Rave compa gfe Y
besecendlemailrtechimodog yror ththerrersaihdergatomminication technology. 3. The
R%ﬁi&??&%lg}to%?lgg)%ﬁ%@ﬁ:ﬁé@ 0 %%C&‘g%% aeﬁ{aelh'éda%é%gté‘ﬂeﬁﬁaﬁ‘éﬂ%%’ Rat
g: Correspondent domains from which the source
coderpaindhasdeveivedharone dsage;itConesgodcdeticdbmailsispecificatiement
identified in adyance: and Correspondent domains,via randomly selected
o B R R RO R e o
inmessag®eehich sigehgdratedpanibdsponisle o weercspticdenivtiersimthe
discovery secret is a message with a single correspondent domain; wherein
the discovery secret is a message to a correspondent domain which is an
2. opkearcthodhefelnithe disdovenngeriegisansmdglogressagpttmehdrom the source
adRAIESHANCEN RTAD RN KEX MBS BIUDE SRR ASRPLIS Be

message se a time-base etermination
domains have compatible secure email technology or other email or communication

technology.

3. The method of claim 1 wherein the discovery secret is selectively transmitted to at
least one of the following:

Correspondent domains from which the source domain has received a message;
Correspondent domains specifically identified in advance; and

Correspondent domains via randomly selected messages.

4. The method of claim 1 wherein the discovery secret is a message which is generated
in response to user action; wherein the discovery secret is a message with a single
correspondent domain; wherein the discovery secret is a message to a correspondent
domain which is an operator; wherein the discovery secret is a single message to the
correspondent domain for each key; or wherein the discovery secret is a message send on

a time-based determination.



5. The method of claim 1 wherein the discovery secret comprises an
additional header which includes the data element and the source domain
address. 6. The method of claim 1 whérein the discovery secret comprises an
expiration date and wherein the source domain does not establish that the
correspondent and source domains have compatible secure email
technology when receipt by the source domain of the invitation is after the

5. kb arrshodaE it herisin dhsr RN ST XsRerRli R M R0 afditienal herdes;

wiieR Ricthgelolirving:fRRhfoiaie Secret tnhidingia-sandom or
pseudorandom number for each correspondent domain; a secret generated

via hashing the correspondent domain and a secret seed that is used to

6. JEREIAEEhPE GHERIAIN SPEERIM IO RES BN 818t dompitked A expREGIHRAIG and
secret generated encrypting the correspondent domain and an expiration

WhEIRNOPfho UG domait oo aat SaeR kit hmerarseadsataafinwie domains

haGRIPHIBESASRCIRE R IVRERINICES WAURGR AFNBINNENISS R SRGIRIS the
. received from the correspondent domain by re- computing and then

In¥RHon AR g tRERE et d8tor the correspondent domain with the secret
included in the discovery secret whereby the source domain only
carresponds with _potegéi)al correspondent domains which provid% gﬁhe secret

75 5P EOAMAY S4B ERACRE fRf° BOALEANECRB MM 'R itigated.

a Sor dognaigiectofnciaiing Whekin thepdaidaeipmantieseie gie@{earsoarespondent
plurality of multiple simultaneously valid secrets for each correspondent

g&thin so that there are a plurality of valid secrets that can be used for
a GRRRMLstaatiigyicoRshiaeIes pomeipdh domaimitnthedadseinistsedty thadd@ss to
of the origipating domain, 22 10. The methOOd of_cla%{n 1 further comprising
R REERY S L ERE M BEF OSSR Ale passed to the source

a plerdainaatldsess yetlratpadicupridataelemeipondaat eloyndirniadainsayietion
d att%f S using a correct data element are mitigated. 11. The method of claim 1
R TR T ?ﬁrp%ising including the ability to override the requirement for a data

element for a given correspondent domain to enable out-of-band

g horizt%}fi)%n fo gen inlli]tatlor{ messages from a Earticular doma(ig. 2. Tht

- methBF BR84SV e M S G EIHBRR IS AMBRER ih YGRS eBdhs:
source domain verifies the secret received from the correspondent domain by re-
computing and then comparing the current secret for the correspondent domain with the
secret included in the discovery secret whereby the source domain only corresponds with
potential correspondent domains which provide the secret so that denials of service

attacks from correspondence domains is mitigated.

9. The method of claim 1 wherein the data element is selected from a plurality of
multiple simultaneously valid secrets for each correspondent domain so that there are a
plurality of valid secrets that can be used for communicating from a correspondent

domain to the administrative address of the originating domain.



message in a mail header or embedded in the body of a message or wherein
the data element is a token in a mail header and the body of the message
remains encrypted when passing through a mail server. 13. The method of
claim 1 further comprising supporting multiple simultaneously valid tokens for

10hesameasimginaRd VRN G Iayiadiap mgesages frem svidamairs of the
correspondent domain l?fl/ verifying the incoming token against tokens for the

MessARIBAbRISRISHRIIR. the SeHe B eldrsnmviithRdraictar data eRnseht

wikRtpeRHan anedfvidbaitsQmnLising dhghidingdrite-mentionefaeision
information for the source domain and including in the mention functions
supported by the source domain. 15. A data structure for a discovery secret

1 1t0 iR than B BW e IHIPAN] SR RPN SiRotth BluaRi feplRAHNHHE @Matidtothe
establishing that the correspondent and source domains have compatible

reguiC R RMSE A LRI L SR Bridivg: SRTreRARdRN Aqraaiade rakis g o ehdand

aulRessagen anseAniadaiipnahbaades atacheariring message and including
(1) a data element specific to the correspondent domain and including a

source domain address to which the correspondent domain is permitted

12seTpkbarBBsaage It e Gavren dendath deafaariia 2skestmiishithadvilg secret
correspondent and source domains have compatible secure email

MESHTIO D) SISO ERPSEdrdra ke (B hros fonatrR e heEc i ke dlafa

clatibgtie afieim dhyheredertheddatbelBngntdnaiskagstomeaind Bierypted when
following: a per domain secret including a random or pseudo-random number

PARSIEAR0 el EBHEEF domain, a secret generated via hashing the
correspondent domain and a secret seed that is used to generate

per-domajn secrets for more than one domain; a per-domain secret .
Bttt hvagh e R i e
tokle@sseerdl enfrciehandanbeteinying sotkat doanosaingeeifigs ihb-geeisihs of the

received from the orresg[).nde t domain b f;e-com uting and t?%‘le

co&ﬁsr%) ﬁlét AP 2K VEE 8}36 Gacoming token aga nst tokens fo

correspondent domain.

14. The method of claim 1 wherein the data element is a mention and further comprising
including in the mention of version information for the source domain and including in

the mention functions supported by the source domain.

15. A data structure for a discovery secret to be transmitted from a source domain to a
correspondent domain for establishing that the correspondent and source domains have
compatible secure email technology comprising:

A message;

A header relating to the message; and

An additional header attached to the message and including (1) a data element specific to
the correspondent domain and including a source domain address to which the

correspondent domain is permitted send a message to the source domain in order to



correspondent domain with the secret included in the discovery secret; a data
element is selected from a plurality of Egultiple overlapping secrets for each
correspondent domain so that there aré a plurality of valid secrets that can be
used for communicating from a correspondent domain to the administrative

estbipsalthe LFGRALRADRMN & @ariR e diseyaiyIsestatnasspge
in a mail header or embedded in the body of a message or wherein the data

techapientis?a aEPHTY fealchaadie) AP IRE By Bithe message remains
encrypted when passing through a mail server; and a mention and further
comprising including in the mention of version information for the soqurce

L6gohbsiAdmemGiRG SHiRe mehatihetRRS S i pthensqfrths

folewiais. 17. A system for establish that the correspondent and source
domains have compatible secure email technology, comprising: A source

2 RIS ArAEL et LN g AR OB RP Ll dr I IR B PSS SoeRst: domain

conbseadheddiseayery secret includes a data element specific to the
correspondent domain and wherein the discovery secret includes a source

3 HEHinAT LY PO the ceBirRpuiiabreaaman'ia fssrrtitted Satigsdised o

goMesRAee - oaigarsie REablishibakiheneaisasiandent and source domains
have compatible secure email technology; and 24 A correspondent domaijn

& R TR RAEE R AT 5 ST TERy) Mo Ere FRETRMAG TR g A R A PHHER HOR

das@ureredRarain address wherein the correspondent domain computer
transmitg aﬁ invite}t}i‘?on from the correspondent domain to the source domain
W t

2 Se5 N WHETEh e P RG HO M AR N T s er hETheN e A fomdément

coepsRdiMehigiins deteomirmentnidhdhecsypicimpahelaimehy sodier €t the
source%om in server tggsmits an Fcﬂce tance . from the source domain to
COESROTHSSHORBEHM BoThA t6LEAHHUAth AR the BSTRYSPOMEERE and source

a dinmabischaueserapatiie sasurel@nainachsielogtappivgheraindiier sactice
domain server injtiateg a process to establish a link with the correspondent
CORARAI B AR dpON TP By NS OH Y MO SR G BSHORIOh:
coamefhithen € aiomaristogradpeading de ahiheofol ordingnivaposingldrlisnib Omdhe

number of messages that are passed to the source domain address with a
oA A ARE Blement whereby denial of Service attacks using a correct

a td&ta in the discovery secret message in a mail header or embedded in the body of a
message or wherein the data element is a token in a mail header and the body of the
message remains encrypted when passing through a mail server; and

a mention and further comprising including in the mention of version information for the

source domain and including in the mention functions supported by the source domain.

17. A system for establish that the correspondent and source domains have compatible
secure email technology, comprising:

A source domain server transmitting a discovery secret to the correspondent domain
wherein the discovery secret includes a data element specific to the correspondent
domain and wherein the discovery secret includes a source domain address to which the
correspondent domain is permitted send a message in order to establish that the

correspondent and source domains have compatible secure email technology; and



element are mitigated; overriding the requirement for a data element for a
given correspondent domain to enable, out-of-band authorization to send
invitation messages from a particular domain; and supporting multiple
simultaneously valid tokens for the same domain and verifying invitation

A WRESRBAIHO L HARMBING: Of bR BRrRSBARE eayARBRINHR MATIRG S

incomln%ldiscovery secret against discovery secrets for the correspondent

eleppmhrn e PAReS SRR IBrddiRs LY REFRIPSE (FRITGRRGSH) debrip faRevited
trd B SRURSRaHOMRINSEIY kR CHRISRSIBhIERSLARE Rhike folevinaidiess

discovery secret selectively transmitted to correspondent domains from which
wheeeia b dBVEgHAIANT s dBRdriaciRmsah gb an dRBEVETg EeRtdRE e data

eléraggmitted to correspondent domains specifically identified in advance or
randomly selected correspondent domains; a message which is generated in
response to user action; a message with a single correspondent domain; a

1 9ng3Ragettend £eHRENINERAHOIIANDNYRCHLIR AS&IMRY SroRehatolPatgsnca
single messﬁ?‘%e to, the correspondent domain for each key: 25 a message

o Ao e Ba: M snrrsRABACHamaindR s HOSR IhIER SEEtRAadsat

andaiaueleanhalthibe satipatsloRtRinaddresschnslogh sxPirdien tiaiesantte
wherein the_source domain does nat initiﬁte the process to establish a |ink

oA AR S RIS PO 65 9 AU R it Wit BeseiFeP AR A SR

coimyiiddiaip ish afiesi ph 6 e kvt daigarlsele sygiemataiaimahd wherein the
f data element is at least one o£ the following: a per domain secret including a
UFESABF ISR A dFaR KR B8ch correspondent domain, a secret

ingRLRIatediva hastinguiiecofiaspagde tidars pissid @theswriseadninal isldress

used to .generate per-domain secrets for more.than one damain; a
ey e i S R i e

clexpiediemmilpistaf, the secret; a secret and wherein the source domain

oot e secreliecelied om f1e, concSpondent Jomaln oY 1 SO e

out-of-band authorization to send invitation messages from a particular domain; and
supporting multiple simultaneously valid tokens for the same domain and verifying
invitation messages from sub-domains of the correspondent domain by verifying the

incoming discovery secret against discovery secrets for the correspondent domain.

19. The system of claim 17 wherein the discovery secret transmitted by the source
domain service comprises at least one of the following:

A discovery secret selectively transmitted to correspondent domains from which the
source domain has received a message;

a discovery secret selectively transmitted to correspondent domains specifically
identified in advance or randomly selected correspondent domains;

a message which is generated in response to user action;

a message with a single correspondent domain;

a message to a correspondent domain which is a server's operator address;

a single message to the correspondent domain for each key;



correspondent domain with the secret included in the discovery secret; a data
element is selected from a plurality of Egultiple overlapping secrets for each
correspondent domain so that there are a plurality of valid secrets that can be
used for communicating from a correspondent domain to the administrative

2 AEURRS:ehie: priieasinaciemaimadeKen in the discovery secret message

in a mail header or embedded in the body of a message or wherein the data

angdditipnab heagrenvich elidrsdbe daif b aybimherursdomairaddisss: and
anCHPYRIRE WheRHPs e iU R MRIhBRNVRIcAst maetine paddidriber

comprising including in the mention of versjon information for the source

esHONRA YA MELS GO SRORIERtSAMANCERY SespbhEdhs s tecsslapain of the

inGiRaA8iNis after the expiration date.

20. The system of claim 17 wherein the data element is at least one of the following:

a per domain secret including a random or pseudorandom number for each correspondent
domain,

a secret generated via hashing the correspondent domain and a secret seed that is used to
generate per-domain secrets for more than one domain;

a per-domain secret generated encrypting the correspondent domain and an expiration
date of the secret;

a secret and wherein the source domain verifies the secret received from the
correspondent domain by re-computing and then comparing the current secret for the
correspondent domain with the secret included in the discovery secret;

a data element is selected from a plurality of multiple overlapping secrets for each
correspondent domain so that there are a plurality of valid secrets that can be used for
communicating from a correspondent domain to the administrative address of the
originating domain;

a token in the discovery secret message in a mail header or embedded in the body of a
message or wherein the data element is a token in a mail header and the body of the
message remains encrypted when passing through a mail server; and

a mention and further comprising including in the mention of version information for the

source domain and including in the mention functions supported by the source domain.
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