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such as routers and switches have begun to evolve from monolithic, highly customized and

10  integrated designs into aggregations of discrete, modularized components. The
modularization of networking device architecture has begun to enable faster cycles of
innovation and development in networking hardware and software by breaking the tight
integration dependencies between the various components that make up a complex device,
such as a router or switch. More recently, a further trend has emerged in the appearance of

15  programmable ASICs (application-specific integrated circuits) or network processors. These
devices allow for off-loading of application-layer or network-level packet processing from
general purpose processors or servers to switches that include application-aware packet
classification and processing capabilities. For example, a switch may not only perform
routing lookup and forwarding in the hardware, but may also be able to perform functions of

20  an application-level proxy and network or transport layer address translation. In order to take
advantage of, and accelerate these trends, the use of a horizontal open networking
architecture (see, for example, Fig. 2) seeks to standardize a set of APIs (application program

interfaces) and protocols for separating the functionality typically associated with packet



architecture (see, for exanple, Fig. 2) seeks to standardize a set of APIs
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functionality of application-aware switching capability in forwarding elements must be

exposed to the control element via an open interface so that the control element can

“program” the switch to off-load packet processing or forwarding functions in the data path.

15 One way to expose such functionality is to define an abstract interface that describes switch
capabilities in a generic manner. The control element can use such an abstract interface to
configure or manipulate the switching functions using abstract commands/operations to
achieve the desired effect, and the forwarding element must translate these abstract
commands into hardware-specific tasks. The hardware-specific capability thus abstracted can

20 cover a wide range of hardware capabilities, including ASIC-specific formatting of
forwarding tables, packet queuing parameters, and per-packet processing actions such as
encryption, marking, or address translation.

Exposure of the capabilities of the forwarding and control elements via interfaces has

certain drawbacks. In particular, interface specifications typically reflect underlying



Exposure of the capabilities of the forwarding and control elenents via
interfaces has certain drawbacks. In particular, interface specifications
typically reflect underlying WO 01/47207 PCT/ US00/ 22540 -J
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would not otherwise be available.

SUMMARY OF THE INVENTION

15 In an embodiment of the present invention, a computer system allows proprietary
forwarding elements to interoperate with standard control elements in an open network
architecture. The system includes a forwarding element that is adapted to perform data
forwarding functions in a computer network. A control element is adapted to perform
network signaling and control functions in the computer network. The control element is

20  adapted to generate a standardized data set for configuring the forwarding element. An
interconnecting element operatively connects the forwarding element to the control element.
A forwarding element plugin is integrated with the control element for receiving the
standardized data set from the control element, translating the standardized data set into a

specialized data set, and transmitting the specialized data set to the forwarding element to



speci alized data set, and transmtting the specialized data set to the
forwardi ng el enent to WO 01/47207 PCT/ US00/ 22540 -4 configure the
forwardi ng el ement. The specialized data set is utilized to configure the
forwar di ngv@bresmeont for perform ng data forwarding in the c®GHAiSe¢2253¢¢ wor K.
BRI EF DESCRI PTION OF THE DRAWNGS 5 F-g. 1 illustrates an exanple of a
vertical proprietary networking architecture of a prior art networking
device; Fig. 2 illustrates a horizontal open networking architecture

accor dionfjgure tmforeatsdonl ¢rementof Thehwpepipbizadivatd seb evittiligad tagapfiggrethe ust r at es
the main conponents of a horizontal open networking architecture 10

accor dofigartiidg@ieneshio feH prefoimdfy dabefopwadmigtin itlevemtpuder;neanatkFi g. 4 il lustrates
a diagramof a forwarding elenent and a control elenent according to an
enbodi ment of the present invention. DETAILED DESCRI PTI ON OF THE | NVENTI ON
15 Fig. 1 illustrates an exanple of a vertical proprietary networKking

ar chi tesh EgéR?P o OF At Wakigng device. In the networking box |evel
hardm&e%g—%ﬁ%e—movﬁéeﬂ%—ﬁl—g' .1, an equi pnent vendor typically
uses a proprietary network operatin st em (NOS 20 wi.th its proprietary
oter faces Hie- fbate: Bhpbris el hutleR gk TR e
(interfaces to under]ying ASICs (application-specific integrated circuits),
swi t ciprioaBrtingtwagkingaleli¢s; 110) and the top of the networking box |evel
hardware 100 (interfaces that expose hardware state and functionality so

t hat net wortkig skilvstcass aharizoppil opeat naswsrkimmnarobitegturt ae¢ording®) an Ther ef or e,

third party independent software vendors (ISVs) or independent hardware

vendorgntodhlyént of enetsepf @vettonyal ue- added sof tware or hardware sol utions
wi thout first having access to these private interfaces. For exanple, an

i ndependenty;s of fi &k Qe BB #RHin ERYpMnR 4 R8P 2o MATSRMRPARMY architecture

10  according to an embodiment of the present invention; and
Fig. 4 illustrates a diagram of a forwarding element and a control element according

to an embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

15 Fig. 1 illustrates an example of a vertical proprietary networking architecture of a
prior art networking device. In the networking box level hardware 100 example provided in
Fig. 1, an equipment vendor typically uses a proprietary network operating system (NOS)
120 with its proprietary interfaces at the bottom of the networking box level hardware 100
(interfaces to underlying ASICs (application-specific integrated circuits), switch fabric, or

20  bus 110) and the top of the networking box level hardware 100 (interfaces that expose
hardware state and functionality so that network services and applications can be written
130). Therefore, third party independent software vendors (ISVs) or independent hardware
vendors (IHVs) cannot provide value-added software or hardware solutions without first

having access to these private interfaces. For example, an independent software vendor may



-5 have a "best-of-the-breed” firewall or intrusion detection software, but
t he i ndependent software vendor cannot bring it to market w thout either
investing in a conplete, vertical solution, or getting cooperation from an
est abl i she metrverr kK equi pnent vendor. In the latter case, PERESIR2EPendent
software vendor nust work with nultif¥te vendors and their nultiple 5
proprietary interfaces to port its application to individual platforns.
Simlarly, an independent hardware vendor with the next-generation

f or wahdvewy“teat-divtheebraedtfirewalh er intrupipe detertiorasadorast. dubthe yedepprdent sol ut i on,
or wait for an established vendor to adopt its hardware sol ution.

Mor eogeftware wenddrtaandtadping $he dndrhetdvieiiont vighed dnvebtyny mad doynpiets, weamoal di f f er ent
platforns that use different network operating systenms and architectures.

Thus, sblﬁhésmﬂg %oéperak_?dﬂ Héth AWREBbINhes Ab MK eqlipmeht venadd. tii thelgtér es
substantial e for s and investnent. In summary, the vertical integrated
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other. 15 At the bottomis the forwarding hardware 110 that operates in

t he dmd&mr&ewehaddwgremea% Vgﬁathqngxtrgeglﬁmgpﬁq)@vqr@pg BRI CIRER SHECThr ocessi ng
and handling. In the mddle is the network operatin ystem 120 that is
mai nl ynvestsip arcemplate.fverticapealatidno ns wai forree estabtislsd \pngWéoad@ptrltﬁrk@rdwamtu ng,
signaling, and network control protocols. The network operating system 120

al so sglugbmt ®®rddver, feosmar eitatlislahaydwire aknddraypinadr haginnmyhtiffehenr e 110 by
mani pul ating forwardi ng 20 tables, per-flow QS (quality of service)

t abl eg.Bhfs ﬁ‘ﬁgﬁs%sdlff@r@hf &ltwl)llksép%ré(ti(ﬂé sifi8mb QhavafcHitdGured. MTIRKS, AERTuciAf at he top
is a set of applications and/or services 130 that mainly perform net wor k
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difficult to exploit new hardware and software capabilities.
The three main components 110, 120, 130 of the networking architecture shown in
Fig. 1, though inter-dependent, perform functions that are largely independent of each other.
15 At the bottom is the forwarding hardware 110 that operates in the data-forwarding plane and
is responsible for per-packeting processing and handling. In the middle is the network
operating system 120 that is mainly responsible for operations in the control plane and runs
routing, signaling, and network control protocols. The network operating system 120 also
dictates the forwarding behavior of the underlying hardware 110 by manipulating forwarding
20 tables, per-flow QoS (quality of service) tables, and access control lists for the forwarding
interfaces. At the top is a set of applications and/or services 130 that mainly perform network
management and control functions. In some cases, some of these applications may also
perform per-packet processing. For example, an application-level proxy may handle each

data packet that matches a particular description. However, in most cases. these applications



-6 mainly influence.the data forwardi ng deci sions by "progranm ng" the
forwardi ng hardware appropriately. Fig. 2 illustrates a horizontal open
net wor ki ng architecture according to an enbodi ment of the present

i nventi on.WORE4E87 ef aim of a horizontal open networking 5 RGTEWS00B2HAre as
in Fig. 2 is to standardize the interfaces anpbng the conponents shown in
Fig. 1 so that innovation at each | evel can accelerate and can facilitate
i ndependent. hardware vendors to bninq}qu/capabithies to the market as
soon d82lBHsgfipence -ﬂ[Fh%atﬁ gcrrwm%ﬁe%@ﬁ YnSroBrRimiee dhe frvaeding bardpereof Fig.
2 preferably has three main conponents - the forwarding el enent 210, the
cont r gippedpeiatelt. 230, and the network services/applications 250 10 - as
wel |l as two open interfaces 220, 240. The horizontal open networKking

ar chi t ect urlg2Ddlusessenhodddnyal sppanaiveskihd erchiddtiie lacgrding té kOM t he dat a
forwardi ng plane. The control elenent 230 handles all of the control

funct i @isodith@loftheereseatinv B AN AriRl @Al 91 PHOT AR DpeD&L@A8ne t he
forwardi ng el ement 210 is responsible for forwardi ng and processing data
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forward the data packets at wre-speed. The forwarding silicon is
" pr ogmatwaelingtapchiek fuve200abf Fig chpretdratily A& theee(th@ivRo2Pofiemy ef thet gr oup
mul ti cast protocol) queries, RSVP ("please reply") packets, and routing
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and forwarding elenents is designed such that either elenent can be
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t 210 I ng the

t he forwardi ng el enen ) is responsible for converti general i zed

conf i Q:ysreﬁ{ﬁl%nsewatpe]s/ il go%?ro?ﬁ%y §99{ t%g ﬁétg forwarding plane. The control element

230 handles all of the control functions, including routing and signaling protocols, whereas
the forwarding element 210 is responsible for forwarding and processing data packets.
Consider, for example, a L3 switch implemented using the horizontal open
15 networking architecture 200 of Fig. 2. In such a switch, the control element 230 runs the
necessary routing protocols (RIP (routing information protocol), OSPF (open shortest path
first), etc.) and downloads the forwarding tables to the switching fabric or interfaces so that
the forwarding silicon 212 (of the forwarding element 210) can forward the data packets at
wire-speed. The forwarding silicon is “programmed” to deliver all control traffic IGMP
20  (internet group multicast protocol) queries, RSVP (“please reply”) packets, and routing
updates) to the control element 230.
The interface 220 between the control and forwarding elements is designed such that
either element can be replaced without affecting the other. The networking middleware 214

(of the forwarding element 210) is responsible for converting the generalized configuration



-7 and control information received via the interface 220 into the specific
structures necessary to properly manipulate the state of the forwarding
silicon. The control elenment 230 and interface 240 exposed at the top of

t he forwar@ly4728T enent 210 perforns a simlar function, prP&IVERAEG2dH open,
st andar di zed manner of building 5 value-added networking services and
applications. The interface 240 abstracts out and exposes the

har dwar e- specific functionality so that these services can exploit the

har dweind coptplaBfarmafie receivedrslaghe Hiterfase 228 ayo dhectpeaisic sBetuies Haeasspry to
net wor ki ng, security (internal or external firewalls, proxies, intrusions
det ectpropgrlyemenipyula@diBe ftgealfitheyfoovasiargsiben, and even functions such as

| oad- bal anci ng for web servers. For exanple, a network service nmay use 10

the interfane doardbyiemead3a apalinteiadeld4® dxpadedspereithp 65the iervagdingn to be
t aken based on a stateful inspection of packets in the forwarding path
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converting the abstract rule representation into a concise se onmands
and configuration information to downl oad,.to .the f rdin | epent 210. In
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provi depaebigsrtr Inplgmesbsopyleesssucives polaynfprised networtong seerannatasmal of ool s and
servi ces, such as event-triggered nmanagenent, traffic managenent, and
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cl ear-cut functional separation of device functionality and the open nature
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architecture 200 to be realized in a variety of configurations. Just |ike

008, Speskakaasl ynibRs vt dncapirel il RSB fembsar e,
cont 1 ol gl.elEnt, 200, cannect ed. o8, sy, Ml LSLOALLXElFacrt 910 MEnEBTRPT 2
element 230 takes care of converting the abstract rule representation into a concise set of
commands and configuration information to download to the forwarding element 210.

In addition to providing a standardized method of building value-added services and

15  applications, the interface 240 enables the services to access control or management states
(e.g., device-specific configuration, route/path management, topology discovery and
database) so that they can provide network-wide services. More complex network
management tools and services, such as event-triggered management, traffic management,
and policy-based networking could be built on top of this interface.

20 The clear-cut functional separation of device functionality and the open nature of
these interfaces 220, 240 allows the horizontal open networking architecture 200 to be
realized in a variety of configurations. Just like in a traditional switch/router, a control CPU

in the box can host the control element 230 and services 250 with the forwarding element 210

and control element 230 connected by a bus. Alternatively, in the case of a chassis with a



-8 hi gh-speed backpl ane and several data forwarding planes, the control

el emrent 230 may reside in a separate plane plugged into the sane

backpl ane. In this configuration, each of the network services 250 may run
on a sepamai@/4207vi ce appliance that also plugs into the sBGEUSHHRRY ane
yielding a distributed architecture.-8tn yet another distributed
configuration, the 5 control and forwardi ng el enents 230, 210,

respectively, may not be physically co-located at all, but, instead,

separ atabepegd backplape prd eearer% dptatforwiminyelangs yrictnngrbelsmepiadddraay eside) .  or
ot her interconnection technology). In this case, a central server hosts the
cont r @i a edparmeaplan@ Biggatlintinthe same backipldnet hethiocondagdratgnedachehthe210 acr oss
the network. The control server itself may be responsible for control of

one OhelRNIE sdroickr 3 Mgy elfsen bépattdserfie eppiiiptethiDale®phigg tit@tlicaameonsi st s
of a wire closet with eight switches responsible for swtching traffic
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architecture shown 1 n Fig. ngl e control elemeRt 230 running on

I el
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configuration is a control elenent 230 w_thi 15 service rovi%er cl oud
that PH. Pésperad. prraratet by aaerk (Hgephk r}& @ﬁsy WS Hgngeemedts 210
residing at customer prem ses. ADSL (asymmetric digital subscriber |ine)
nodensr oihehinter¢pangdtidn teghnobogydulnethisrrdsed iafcreird seivar osthba goatrglicdaneat traffic
streans may be controlled renotely froma service provider using the
hor i zQRo ahd Bpectheithahdfongamlinghdléraedt 26 a2@6s the meworkn The gont?gl satveowi ng t he
service provider to offer sinplified managenent and val ue 20 added servi ces

to it $sQPFhe BB tSpofdiblalfbdoontrBPotiieiof tiré forQRRIINNEEMRAING. AnCdXaindid ur e 200
al so all ows” network services 250 to be hosted separately fromthe control
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el erre%/frgl%oei ﬂé/c\ilr) ir(l) gl' /lffgez inlcﬁ%/ H%%ry tl%e2 Eélr?zontal open networking architecture 200

shown in Fig. 2, a single control element 230 running on a dedicated server may be
responsible for providing the control functionality for the eight switches.
Another example of a distributed configuration is a control element 230 within a
15  service provider cloud that is responsible for controlling one or more forwarding elements
210 residing at customer premises. ADSL (asymmetric digital subscriber line) modems with
the ability to route and differentiate among different traffic streams may be controlled
remotely from a service provider using the horizontal open networking architecture 200
shown in Fig. 2, allowing the service provider to offer simplified management and value-
20  added services to its customers.
Finally, the horizontal open networking architecture 200 also allows network services
250 to be hosted separately from the control element 230. In this configuration, the service
uses a “remoteable” version of the open interface 240 at the top to interact with the control

element 230.



-9 Fig. 3 illustrates the main conponents of a horizontal open networking
architecture according to an enbodi nent of the present invention. The

hori zontal open networking architecture 200 of Fig. 3 consists of four

maj or conpo@eny®=o7 (1) the network services APl (appli cati ®CTEISOGRZHHO
interface) 240, the control element 280. the forwarding el enent 210, 5 and
the connect API 220. The forwardi ng el enent 210 and the control elenent 230
may be connected by a bus, a high-speed backplane, or a network link. The
connect APIFig2dillysapies thermain chmpereatsafrachdrivoaiel apa nseyvoukig A ¢lateewse el enent s
210, 230 and hides the details of interaction across these

i nt er ceomdiig tons.enbodithentofise péseat ine¢nimnk Thierborizéontal aqpennestorldRE 220 i s

i npl enented using a standardi zed wire-format protocol. 10 The network

Ser Vi CghiRBluredD af FigWs cobstdo fodOmbjak cORBOnMES: WO tem@rvirk RérvRet upe 200
and platformto be visible to external parties, such as third-party

i ndepe(ggmaﬁér?ﬁog%rﬁ intgﬁgtfég?éo, tﬁé?on%i ¥Ygﬁl%n§ﬁo\/ k&%m@ﬁhing%w@m?o the

har dwar e- speci unctionality of the data forwarding &l enments 210 (such

o o B SE T N AR Rab S B, o 0

party i ndependent software vendors that wite. network-aware | i cations,
such’ sonmesatesl by § Bps @-aghsppeed bagkpiane optgt Rt wpik '@Q& —l\fgﬁ@?%ﬁpﬂéggn det ect i on,

e
application-specific proxies, and VPN (virtual private network) servers,
use t hrepmetipthk stwduiddatedmte Ra@eanche ome elemensdi10y23thand Hiddsdle detaibf oft he dat a
forwarding path in both the data and control planes. For exanple, in the
case dhtedactidh bédrossheshintdrédintdinabld the yademffa detheorkpmkk g cotased PbA20
pre-specified packet filters, 20 an H 323 proxy uses the network services

APl 240t 0leflehR8tustnB dipianel AdRdrel@mBnpdt2dd to intercept and forward
H. 323-rel ated packets to itself for further processing. However, in the

cage of a Lﬂ{e%t&wktsgmx@stptmtﬂ@ aﬁmm’cg Hdroffal §Isé?1t1fé{t\gégg<;ir%ﬁa[?&ﬁfeicﬁlpe 9 dat a

packets at W re-spee an intrusion detection applicat could install a
Ol st P BB PitFe DAY e REBe, e A FOFPaeam R sessi on
state v\évn)dc())r]s-./ 4lf"l71§ thwl?)Cr:II/seUrgi(?:gé /2%%1532(1)0 makes the hardware-specific functionality of the data
forwarding elements 210 (such as switches, routers, and network interface cards (NICs))
available to the application programmers in a uniform, hardware-independent manner. Third
15 party independent software vendors that write network-aware applications, such as VoIP
(voice-over internet protocol) gateways, intrusion detection, application-specific proxies, and
VPN (virtual private network) servers, use the network service API 240 to control/modify the
behavior of the data forwarding path in both the data and control planes. For example, in the
case of a L3/L4 switch with the ability to filter packets based on pre-specified packet filters,
20  an H.323 proxy uses the network services API 240 to direct the forwarding elements 210 to
intercept and forward H.323-related packets to itself for further processing. However, in the
case of a L4/L7 switch with the capability of stateful inspection of data packets at wire-speed,

an intrusion detection application could install a policy rule in the forwarding element 210

that specifies the classification filter and the associated actions for examining session state



-10 and identifying an "intrusion signature". In the horizontal open
networ ki ng architecture 200 according to an enbodi nent of the present

i nvention, the control element 230 hosts the network services APl 240

i mpl ement avoond4mom hi des the details of translating the netP@IVlS00825¢i ces
APl 240 calls to appropriate nmessagel!fassing and invocations of

har dwar e-specific 5 calls at the forwardi ng el enent 210. The forwardi ng
el ement 210 of the horizontal open netmorkin? architecture 200 according
t o t heandrideraiying gy emiugion ignaiues’ tihahalarizootal ppasiaetwobingaarehiregtureired i ons.
Exanples of forwarding elenments 210 include switches (including a Layer 2
br i dgegecomdongt teraa endodimene bivdk presdapiheesiohnticwontolictdnesrt 8@ hosas dg) . A
forwardi ng el ement 210 typically has one or 10 nore network interfaces and

i's resReRsikies/iérAFaAdinPiknin6eich A8d Batek eesdealidl of etMa4tioNle ntd@ik Over one
or nore outgoing interfaces. The forwardi ng el ement 210 may incl ude a

Var | o1t oRRER il uppl L0 k2L LARAIAL N, BRRKALRL GRS cat i on

and fi ring bas ormation i n packets, data
encrypti,on, .and pol.i cy, enf ement. In the horizontal open networking

ar hif@hf@ﬁgegﬁﬁgﬁ%g%gﬁVWER@ “the present invention, the 15 forwarding

el enent 210 relies on the control elenent 230 to handl e the usual

management 1hgf@rEyAngsienens el shde hopzentalones peiwnsking grditgetsrs 3 prot ocol s,
interface to val ue-added applications, etc. The forwarding el ement 210
expor tascordmgda plaebpresent myentinh kapdiss thed4tay arpdckeisiorwardingdundions.oExahplrent 230
with the use of the connect API 220. Wthin the forwarding el ement 210,

t her e ofdyrviagdiag kretrwatsd 10gnahénenitchen iagieding hd .ay202 drdgd) eduteds, addl i ng
interactions with the control elenment 230, making the hardware services,

such %t‘p@:qzkaahptégr(mw@}mterﬁe§c£ﬂasba!AE&midiﬁgéwhﬁﬁozlmﬁcaw h&bnedrCeSS
control, and policy enforcenent, visible to the control el'enment 230. For

| g i . . i f
gt b T L O P R by £ LSO

the control element, 230 09 :Bcoshl. Ragkel.farverding, {bles, Q0L 47207

variety of capabilities, including L2/L3 forwarding, packet classification, and filtering based
on L4 (or higher) layer information in packets, data encryption, and policy enforcement. In
the horizontal open networking architecture 200 according to the present invention, the
15  forwarding element 210 relies on the control element 230 to handle the usual management
and control functions, such as routing and signaling protocols, interface to value-added
applications, etc. The forwarding element 210 exports its capabilities and specific functions
to the control element 230 with the use of the connect API 220.
Within the forwarding element 210, there may be a forwarding element manager 212
20  adapted to handling interactions with the control element 230, making the hardware services,
such as packet forwarding, QoS (quality of service), monitoring, access control, and policy
enforcement, visible to the control element 230. For example, the forwarding element
manager 212 may use the services of a forwarding element connection manager 214 to

establish communication with the control element 230 and accept packet-forwarding tables



-11 fromthe control elenment 230. The forwardi ng el enent connection manager
214 within the forwarding elenent 210 may be adapted to handle all of the
details of comunication with the control elenment 230, including

di scoveri wgp @nd2dsi nding with a particular control el enment PCBUSHN22540a
specific transport nedi um and handl i-hly ongoi ng i nterconnection i ssues and
data 5 exchange. The control elenent 230 of the horizontal open networking
architecture 200 according to the present invention preferably has three
mai n donptrenntsol elanent R80.c dhe fawardingrelamentrpnaeption 2@magerd 1 4t wighia dt r ol

el ement connecti on nmanager 234, and the forwarding el enent plugin APl and
sanpl goftabdih@ elkifent THemap b addptel torhandle andderde23R of epmeasmidasion méth” br ai ns”
10 of the horizontal open networking architecture 200 in the sense that it

i mpl e BPSEmeAt 230einchRAg @bcRbAREatdBIGding Math 4 YartiSUPPEINS! Elb@emet wor k
services APl 240, and handles the interactions with the many different

e S e p e

23% corresgonds to the forwardi ng el enent connection nmanager 214, and it

handl &°1P88¢he details of conmmunication with controlled forwardi ng el ements
210, including the specifics of dealing with the particular transport

medi ums.  TH&e confEelslengné dah of Bigdopaeital apsn getnykiag prebateetyrn 2490 acEoidiE ons on
behal f of the forwarding elenents 210 within its control. For instance, it
runs totkipngepriovotohgrefarablydias thige i confiments: €k the netralistemeangr , t he
control elenent 230 and its forwarding elenments 210 20 | ook just like a
tradi maagdr 230U(8 the dGniteNelemettconhedpion nfanager@3e, afd the f@waedingeldinegt el enent s
210, the control elenent 230 can aggregate them and represent themas a

si ngl %lugYﬁ APYRhd sdnfit Bugin?5®. CORIORtro B GHER A8 e B GEp e es BF “BRRRrati ng
routing protocol exchanges based on the observed state of the interfaces
O f OO0 R EIRA S g B AGLIPIED in o HONNE Ok imBl AR B RY
create and répresent nore ThAn one ViTtual router at a timne by aggregating

o Ol/cér?t%o z)lal?lec-rur%%%gélgtg? sﬁh%ports the network services API 240, and handles the

interactions with the many different kinds of forwarding elements 210 through a forwarding
element-specific piugin API and sample plugin 236. The control element connection
manager 234 corresponds to the forwarding element connection manager 214, and it handles

15  the details of communication with controlled forwarding elements 210, including the
specifics of dealing with the particular transport mediums.

The control element 230 performs a variety of control functions on behalf of the
forwarding elements 210 within its control. For instance, it runs routing protocols on their
behalf. For an external observer, the control element 230 and its forwarding elements 210

20  look just like a traditional router. Given a set of ports on one or more forwarding elements
210, the control element 230 can aggregate them and represent them as a single, virtual
router. The control element 230 takes care of generating routing protocol exchanges based
on the observed state of the interfaces of forwarding elements 210. Furthermore, the control

element 230 may create and represent more than one virtual router at a time by aggregating



-12 ports on the forwarding elenments into different groups where each group
| ooks |1 ke a separate router to an external observer. Such a capability is
very useful for admnistrative purposes, as well as to dynamcally build

f or war di ngWO9H#72% f or t he purpose of access control, etc. PGREUS§22HENt al
open networ ki ng architecture 200 accdﬁding to the present invention 5
allows for the forwarding el enent platformspecific functionality to be
avai lable to the control elenment nanager 232 and_to i ndependent software
vendor RO ighg Eorf*ﬁécﬁﬂ%ﬂ%}ems igterdiiferent cappspuiere ppaRietravp lopkelilgoa sepagnts ¢ s

i npl enentation nmust do two things: (1) convert the APl calls into

i nvocatoutsmso aif extemalwelyservep eBudhi accapabibityi isrvatyi usgful fort ddenifisiratarediungpses, @sent
210, and at the sane tine, (2) allow hardware vendors the ability to

di f f er esll hatoadymymeécaple build fdfvaadiyg Hamndina f@-tap paipbsecoffaeadsy cemrdltough t he AP
wi thout divulging their intellectual property. An exanple of the second

aspect is aThORWodia8p&al fROkiR AthiRmrt hed a@dohﬁwg td 1€ pARRBhl i FRknkieR
witers to downl oad code for stateful inspection o pacﬁet contents.

Anai he . I Ak - 1 £ cl ity.is the use
of 5 SHTIITPHE Bivefiiog HaIRAELARA-SARAA: AREMINE, LRGP’ T o
tabl es for. the forwardi el ement 210. endi ng, on_ the 15 ASI

(appl; EPLHESEREnTTEet A Giip auearadent TUfvar vEHS ot P as BEHGTS 1 i con
used, each hardware vendor typically uses its own custoni zed table fornmat
and | o¥KUESA o4O ﬁiﬁwwer»ﬂ%&ﬁﬁm iés implemeateen mystdertionbingsid(Ipepnveariow
queui ng. A hardware vendor would be reluctant to expose the internal

det ai | the &Pl salthingd goetations of mrd Wareespatifio furetienaity 1230 folwesdiegdlemenhe vendor
m ght choose to performthis conputation on the control elenent 230, and

t hen 281 0dewhitabésamctimt o) Zidsly haddward wendbs theavititytorgffeteimaby lfdsing
Therefore, the forwardi ng el enent plugin APl and sanple plugin 236 allows

ang i NgERRARIRHE-sha HVRLRIraRAREH tiR: &Pp\\(lgﬂ&ltlﬁiiﬁﬁéihﬁ@{ge@r ARG Balt REperGaPL Ur €S

t he hardware- specific functionality and "plug-in hat nodule into the

contro T b turn,
con ok LDk TGRS 34y 0 L S I BRRIRY 52l
PCTI US00Q/ 22540 . :

writers to download code for stateful inspection of packet contents. Another example of a

forwarding element-specific functionality is the use of a specialized hashing algorithm to
precompute forwarding and flow tables for the forwarding element 210. Depending on the
15  ASICs (application-specific integrated circuits) or custom forwarding silicon used, each
hardware vendor typically uses its own customized table format and lookup algorithm to
facilitate wire-speed forwarding and per-flow queuing. A hardware vendor would be
reluctant to expose the internal details of such algorithms to the control element 230. Instead,
the vendor might choose to perform this computation on the control element 230, and then
20  download a customized table to the forwarding element 210.
Therefore, the forwarding element plugin API and sample plugin 236 allows an
independent hardware vendor to provide a software module that captures the hardware-
specific functionality and “plug-in” that module into the control element manager 232. The

control element manager 232, in turn, uses the plugin module 236 to expose the hardware-



-13 specific functionality through the network services APl 240 and map the
network services APl calls to hardware-specific functions supported by the
nodul e. For exanple, the forwarding element plugin APl and sanple plugin
236 al | onsvo bhe4Rehdor to supply a set of extensions to th®GIE&ISABRIS40
services APl 240 for customfunctiomdPity that is not covered by the 5
predefined functionality exposed in the network services APl 240. Also, the
plugin capability allows the vendor to su? ly its own code that can take

t he f oPerifieifungtionality gyoughythe sgtwork pavices Y Eﬁéa%ﬁ‘fl? e nSHEHEFETISES and
format theminto the formneeded by its ASICs before the control el enent
230 t raiswls o bdrdwambipesific dutidiens sypparteld hy thelrepdii¢. ParGxaffipks, dennect APl 220
interface abstracts the functionality of the forwarding elenments 10 210 so
t hat tfbgvarapglidnidni pRighf APhend @i pliupi Z86enpnissheldhdontd sapplyerdat of y
configured and controlled by the control elenment 230. The connect APl 220

def i nesdnlns IAREAEAvdrR &VIceS APT Dad fcﬁrcﬁstgfﬁ%ﬁ@tﬁglah@f tkaa i H&%vbﬂ%d%‘y'thé ypes
f forwarding elenments 210, such as basic nDnltorlng unctionality, as well

as f eat g&eﬁs& ? %ﬁ{.}lﬁ?ﬁl& g)é;p %ef #ﬂﬁg %t%rlp Xer% sgflsi(%otfhe %ﬂ% forwar di ng

I'ng, or encryp Ct APl 220 may
15 also i.nclude a ovi.sion for .passin ue |nfor n to forwarding
ol e iEBADY AlEws eteniar BBy RONTSIER (R b At Dt ugngor flow
vendor-specific functionality. The connect APl 220 may include a

capabitkblesprapajed bathesionrekelemertmdbenddemat Hriene By thelforn apedsd b¥36 and
forwardi ng el enents 210 to all ow di scovery of forwardi ng el enent features
by t heASlastbefilre thel comeol el@8ént 220 tikhenitothe edilesAPlthQ Rwatdsed dlementl2ifes t he
basi ¢ comunication primtives along with nethods for exam ning and

mani pul at i Nihetdd@néd APY 920 intérfeuBgtedchsythB GurictiaNg R of tHefoBvdrdidl $Ridnts
i ndependent manner. The connect API 220 nmay be inplenented over a variety

ofjot ' NDRBLE the g%’ihﬁés Hhe fo‘?%f £18heROPPORENDe fe%cﬁél?%ﬂﬁ‘%}réd afd O
backpl ane, Ethern or ATM (asynchronous transfer pendi ng on the

transp on{rolleacli l;yrt%n%gr%cgl e?e?ﬁae%lt 5§(? nY@?ed cln%em}g)[]ﬁﬁﬂ&?ﬁef t%y sggqu %ggfér%s

that are expected to be found in all types of forwarding elements 210, such as basic
monitoring functionality, as well as features expected to be supported by only a subset of the
forwarding elements 210 (such as 1.3 switching, or encryption). The connect API 220 may

15  also include a provision for passing opaque information to forwarding elements 210 in order
to allow inclusion of unanticipated or vendor-specific functionality. The connect API 220
may include a capability negotiation mechanism between the control element 230 and
forwarding elements 210 to allow discovery of forwarding element features by the control
element 230.

20 The connect API 220 itself includes the basic communication primitives along with
methods for examining and manipulating the status of the underlying transport in a transport
independent manner. The connect API 220 may be implemented over a variety of transports,
such as PCI (peripheral component interconnect), NGIO backplane, Ethernet, or ATM

(asynchronous transfer mode). Depending on the transport, a transport-specific module



-14 specifies exactly how the connect APl UDPs (user datagram protocol s)
are encapsul ated on specific interconnect technol ogies, as well as howto
deal with normal and exception conditions in the operation of the

i nt er connewoO 0@T2Rol ogy. Two exanpl es of transports i ncl udRCTACH002A%H0| P,
The IP transport is preferably used eler the Ethernet or ATM and can 5 be
i npl emented using either UDP (user datagram protocol) or TCP (transm ssion
control protocol) as transport protocols. The use of these protocols,
howev especdme sxawly mvedic gaenachAPl i (bpdridetpgesim protasglsh atej apeapxutesk OrEt her net
transport for inplenentation of the connect APl 220. Fig. 4 illustrates a
di agr aspeofficainfenconmectitexdinelogive s varidasshovotat deal weh @aoeindl aad esceghting 10 to an
enbodi ment of the present invention. As illustrated in Fig. 4, the standard

cont r okondgti SH¥EA thelcHerdtida lof dRSinieRioRBe TR Do @Y P TRBkEmMpled bf trAgspeast r ol
el ement 470, which includes the control el enent manager 232 and the

cont r o} &l €PN anG IPPNEHL Hoﬁla g. g Ikﬁfe‘?’é%égﬁsed'dj %'gierﬁh&get'd} AT ardi cda2) the

opaque forwarding el enent forwardi ng el enent

SPrEst beiBeyiteied 319mamﬁ%%2@s?%§?t PP OSBH ) Oh h e T SOy Rhar di ng

el emrent software and hardware 410; (2) the device-specific forwarding

el enenProteRoby s dREsRPPERTofgylst e upy efgheseueigpalsy hamisver does ngi grqchyderthe
abstract forwarding el enent APl 440. The standard control elenment 230 and
t he pr peesibélityrof ubing watich AgMeodnbetnePitmspor fommptaamtaioned thycanhectaoin
forwardi ng el enent/control elenment interconnect 220. 20 In utilizing the
hori zopt@l open networking architecture 200 of the present invention, a
forwardi ng el enent vendor includes wth the forwarding el ement hardware

device 210 gig 96fiisaies a@héggérﬂ oﬁg%m‘hﬂﬂné‘éreniéﬁﬁaﬁ/&é&lﬁﬂ%@e%ﬁfeﬂﬁicﬁbf&ﬂngﬂ ement
hardware deV| ce 210. The softvvare pl ugirn, which includes the forwarding

acl) 1 SRET4 SR AR PGS ROA G RV B R Bl 27207

PCT/ us (e):r/n%I%tSZ%% includes three major components: (1) the control element 470, which includes

the control element manager 232 and the control element connection manager 234 as
illustrated in Fig. 3; (2) the opaque forwarding element plugin API 480; and (3) the
forwarding element specific plugin 490. The proprietary forwarding element 210 as

15  illustrated in Fig. 4 includes four major components: (1) the forwarding element software
and hardware 410; (2) the device-specific forwarding element interface 420; (3) the “BLOB”
decapsulator 430; and (4) the abstract forwarding element API 440. The standard control
element 230 and the proprietary forwarding element 210 are interconnected by the open
forwarding element/control element interconnect 220.

20 In utilizing the horizontal open networking architecture 200 of the present invention, a
forwarding element vendor includes with the forwarding element hardware device 210 a
software plugin 480, 490 for use with the forwarding element hardware device 210. The
software plugin, which includes the forwarding element-specific plugin 490 and the opaque

forwarding element plugin API 480, is installed onto the standard control element 230 and



-15 becones integrated with the standard control el enent 230. Because the
standard control elenent 230 utilizes open APIs - such as the open
forwardi ng el ement/control elenent interconnect 220 and the abstract

f orwar di ngWeldE97 APl 440 - there is no overhead of transP@V/USHY2a8t r act
forwardi ng el ement APl calls to the nbtive format of the proprietary 5
forwardi ng el enent 210. Therefore, the control elenent 470 is adapted to
generate an abstract forwardin el enent confi gurati on (i.e., a

st andaperiomed iefagratedevith by stapdard controlgernery 28 e Bpeayse thetstandardf eoninal di ng

el ement 210. The abstract forwarding el ement configuration 475 is a

st andaekdimzed Haitdizsedpant APls A—tsheh hothe opat fdrwappiéng ¢dememrdontrgl dembntt ect ur e
200 which provides 10 for conformty for data transactions in the

devel opfi@Bénmett 20enartRelastiscdiyri NdRRNGRSH: APSalD Vakigry eNipsRridad el | as

i ndependent hardware vendors. The abstract forwardi ng el ement

conf i gui%fxatglg B&Pack ?orWa?c{i]IZ%QlQh%mpﬂ§§ﬁaglstt§t};enﬁti%) 8t B%ggfﬁrggae | enent

pl ugi n 0, which't passes t abstract forwardi t
configuration 475 t he forwarding elenent-specific plugin 490. The
opa%ueng?bﬁ?%éﬁ@elg&éhem pl ugin APl 480 perforns the 15 tasks of rel aying
the abstract_ forwardi ng el ement configuration 475 (the standardi zed data
set) from t hBETEoRE 1thg ccéatr@h’élﬁmea%mléagme# Wrarae@icy reatAevepdBagt i ¢ pl ugin
490, and relaying a forwarding el enment-specific configuration BLOB (binary
| ar ge elbjnent qonfigdration &.csFetiralardizad datmses) £/t fpr ¢ardigutihg theopraprietanyg

el ement-specific plugin 490 to the proprietary forwardi ng el enent 210. 20
The f oforandiingelehee10- Sheabitiact flrvgtdingddempiitashflgaatiyn 47eisfaor war di ng

el enent vendor is adapted to performthe translation of the abstract

f or war ethidhr @b st WhiI e Hoki®bntall g8 nstvilAk dtdedcdat oos@hikh Hfvidddt 0 a
speci alized data set, preferably, a forwarding el enent- specific

cof oG ELE SO AL IO TSl o R 1,
forwar ggfpvgarg Iveen opst aswelf 'ciisfiingepve\ln)df(:)n]f/h{a%r7 vs(f)aze \I?e%-[{oys.s /e2a gtlrla(l)ct forwarding element
configuration 475 is preferably passed to the opaque forwarding element plugin API 480,
which then passes the abstract forwarding element configuration 475 to the forwarding
element-specific plugin 490. The opaque forwarding element plugin API 480 performs the
15  tasks of relaying the abstract forwarding element configuration 475 (the standardized data
set) from the control element 470 to the forwarding element-specific plugin 490, and relaying
a forwarding element-specific configuration BLOB (binary large object) 495 (the specialized
data set) from the forwarding element-specific plugin 490 to the proprietary forwarding
element 210.
20 The forwarding element-specific plugin 490 provided by the forwarding element
vendor 1s adapted to perform the translation of the abstract forwarding element configuration
(the standardized data set) 475 into a specialized data set, preferably, a forwarding element-
specific configuration BLOB 495. The forwarding element-specific plugin 490 is preferably

a dynamic linkable library (DLL) in binary form. Because the forwarding element-specific



-16 plugin 490 executes on the standard control element 230, the need for
addi tional processing power on the proprietary forwarding el enent 210 is
avoi ded. The forwardi ng el enent-specific configuration BLOB (specialized
data set) wW@%14726pnt ai ns the forwardi ng el enent-specific | nag@dopResg of
functionality that is specific to thged proprietary forwardi ng el enent 210.
By utilizing the forwardi ng el enent-specific plugin 490 to translate a
standardi zed data set into a specialized data set, the proprietary

f or war glugig 496 legemits ol stapdeaeoitas] ic@ngennessl thoheddeoLXRRE&HI prodedsaigor e, the
proprietary design and architecture information are kept confidential.

Becausgdien iRy YRpALAE Mty 3RRGHDHO is Aliaian 490 Ts In binary form the

transformation process fromthe standardi zed data set to the 10 specialized

data set i S j ' n.kromeveryong, us. protectin

oropr ot ar y e Rrysle et B0 66 AR RS OB A e R anount o
conpl ex revers engi neering wou d be required in order to deternine the

t r ans| SO tb? ragutipg gémeRgsper ‘rc\A}éY‘%??%“qsélfefH‘é‘ﬁ’con%lﬂé'éWi1%SWFLf&itﬁ L file.
Once the forwarding el enment-specific configuration BLOB 495 is generated,
itdis prmquiaréff@v%&ylgﬁé@m2 cRy vtlizing thepfaguerdingralemetitrsgeafie pligin #0ugi n
APl 480, which then transmts the BLOB 495 to the proprietary forwarding
el enenb t2hflate BstanBhdzedQtatd et inps & bercalbilzyd pats setdtte propriptary erwapding f or war di ng
el ement/control elenent interconnect 220, then to the abstract forwarding

el enendlerfdtit 246 GnpRAniaions hdeddot Me Epobéie FlesBofS aRNTUbALY de\%ﬁﬂ andhe BLOB
decapsul ator 430 takes the BLOB 495 and "decapsul ates™ it - ichis a 20

very | olosth oo RRRb ALy RS BRANE neRARS A SnBllHedat a di rectly

T C
to the vice- specific forwarding el enent inter

from T e s R e SRSk tr o Do bR A g GebdRe
R T e et
proprietary forwarding el ement's WO 01/ 47207 PCTI USOQ' 22540
forwarding element 210 implementation. A tremendous amount of complex reverse
engineering would be required in order to determine the translation process from the
forwarding element specific plugin DLL file.
Once the forwarding element-specific configuration BLOB 495 is generated, it is
15  preferably passed back to the opaque forwarding element plugin API 480, which then
transmits the BLOB 495 to the proprietary forwarding element 210. The BLOB 495 is
preferably passed through the open forwarding element/control element interconnect 220,
then to the abstract forwarding element API 440, and then finally to the BLOB decapsulator
430. The BLOB decapsulator 430 takes the BLOB 495 and “decapsulates” it — which is a
20 very lightweight operation — and passes the decapsulated BLOB data directly to the device-
specific forwarding element interface 420. The device-specific forwarding element interface
420 takes the information from the decapsulated BLOB data to configure the forwarding

element software and hardware 410 to properly operate the proprietary forwarding element

210. In this manner, confidential information about the proprietary forwarding element’s



-17 architecture that is present in the device-specific forwardi ng el enent
interface 420 is never exposed to the standard control elenent 230,

al I owi ng i ndependent hardware vendors of the forwarding elenments to
protect tweior4rmtrel | ectual property. Additionally, encryptPGHURRN22549
utilized to further protect the specildtized data set that 5 is passed from
the standard control elenent 230 to the proprietary forwardi ng el enent 210.
The specialized data set (i.e., the forwardi ng el enent-specific

conf i guckdtecome BlaOB pt&Ent imalye ddbeceespecifistfedvaydiog elamenamidyéaen 420 agwedvat ed from
t he standardi zed data set (abstract forwarding elenment configuration 475).
The engpyiidad tepasidkd eetrotlaemesE2300MalbWingéndrpssdit hadivhe vepdopof etear y
forwardi ng el ement 210, and then decrypted at the proprietary forwardi ng 10

el eneng, 210in HIMBUES 10 SBRcUBEr HicIBRELY Pldpefty adds addi tional hardware to the
proprietary forwarding elenent 210 in order to performthe decryption

. Wl e.the d Lpti ' : ' f
Phe.pr esent I URRERRRT I PRRR) BORYE R, Bk i al WAL RIMARL TPIRE T

be made wi thqut departi fr t he LI t her eof .. The .acconpanyjng cl ai ns
oy &' it BIER oD B SRR AT P e S RBLGT D FUPiSS GRPRRI Ahe ¢ 1 ue
scope and spirit of the present invention. The presentl|y disclosed

enbodi Thermpsciatizedtdaes st Grce tholoswardingstlemericspeeifigicpniigspia BLQB 495) mapr at i ve
and not restrictive, the scope of the invention being indicated by the
appendsctnchagitedsonce att las be¢rhiaamstdel fromalostagdardiestdatpsdt gabstracidoaddrdimBanges
that conme within the neaning and range of equivalency of the clains are

t her ef Q&BerttbBAGRGIGO41. THDEAGOtel Bpcilized Wi 0dy/ W2 Be PEEEBARE 22540 - 18

WHAT IS CLAIMED I S: 1. A conputer system conprising: a forwarding el ement
adapt %ﬂoﬁr@etggfrff)ﬂ’ca{mg@t@elﬁeﬁ 98, dha %é-nrlie@ry‘f)?éw tt}’r:‘erprof?x%tﬁﬁ‘?rfg1'rwarding
10  element 210. However, the use of encryption adds additional hardware to the proprietary
forwarding element 210 in order to perform the decryption process.
While the description above refers to particular embodiments of the present invention,
it will be understood that many modifications may be made without departing from the spirit
thereof. The accompanying claims are intended to cover such modifications as would fall
15  within the true scope and spirit of the present invention. The presently disclosed
embodiments are therefore to be considered in all respects as illustrative and not restrictive,
the scope of the invention being indicated by the appended claims, rather than the foregoing

description, and all changes that come within the meaning and range of equivalency of the

claims are therefore intended to be embraced therein.



5 a control elenent adapted to perform network signaling and control in the
conputer network, wherein the control elenent is adapted to generate a
standardi zed data set for configuring the forwarding el enent; an

i nt er conn&ad 01720 enent operatively connecting the forwardiPEE/US0@SH t O
the control elenent; and 10 a forwardidng el ement plugin integrated with the
control elenent for receiving the standardi zed data set fromthe contro

el enent, translating the standardized data set into a specialized data
set, awHAT En€hiMMHEIYIS:he specialized data set to the forwarding elenent to
configure the forwardi ng el ement, wherein the forwarding elenent utilizes
t he speci al Aze@pd@t sysset céraptsngi gure the forwarding el enent for 15
perform ng data forwarding in the conputer network. 2. The conputer system
according to cl g f_@r\xardidgrélé}ﬁémlaagé@@itdﬁlgerﬁﬂmqmeqféqutrygaw ddhpugdrenent
plugin for receiving the standardi zed data set fromthe control elenent and
transmtti .standardi zed data set to the forwarding el enent plugin,
and for receiving the specialized data set fromthe forwardi ng el enent
pluygin and transm tti t he speci.alized data .20 set to.the forwarding

Ol dnent . 3. The AsiAsal BFmeyaBRicd Ae B RO e 43 &PEre| Tt g
specialized data set is a binary |arge object. 4. The conputer system
accor di ng teomiugrmevorkuhesein theeorted glemenhig adprip i eangrathe ptandaidizedies a
decapsul ator that receives the specialized data set and decapsul ates the
speci al i zedla¥Ged for4320JurREThe/8OPapHbd6lemet® data set into data readabl e by
a device-specific forwarding elenent interface of the forwarding el enent
to configure therfigley@ndédigge] @@ operativilieonoing tie foivedréiip attmndtag t o
claim1l1, wherein the specialized data set is transmtted to a decapsul ator

in the forwasdineh &ledBRtanfior decapsulating the specialized data

10 a forwarding element plugin integrated with the control element for receiving
the standardized data set from the control element, translating the standardized data
set into a specialized data set, and transmitting the specialized data set to the
forwarding element to configure the forwarding element, wherein the forwarding
element utilizes the specialized data set to configure the forwarding element for

15 performing data forwarding in the computer network.

2. The computer system according to claim 1, further including an opaque forwarding
element plugin for receiving the standardized data set from the control element and
transmitting the standardized data set to the forwarding element plugin, and for receiving the
specialized data set from the forwarding element plugin and transmitting the specialized data

20  set to the forwarding element.

3. The computer system according to claim 1, wherein the specialized data set is a
binary large object.
4. The computer system according to claim 1, wherein the forwarding element further

includes a decapsulator that receives the specialized data set and decapsulates the specialized



5 set. 6. The conputer systemaccording to claim1, wherein the specialized
data set is encrypted before transm ssion to the forwarding el enent, and
the encrypted specialized data set is decrypted at the forwardi ng el enent.
7. The corpOoer720yst em according to claim 1, wherein the forGwRVsH0AgEel ement
plugin is 10 a dynamic link library-18. A method of configuring a conputer
devi ce, the nethod conprising: generating a standardi zed data set by a
control elenent for configuring a forwarding elenent; transmtting the

st andafdik seldn@edagn wadatie b dpdceoprciis fosvardingteleraery interfoearadithyy 15 el enent
plugin integrated with the control elenent; translating the standardi zed
dat a séirwanting elespricioabhizgde dat farsatlingasdemerttr ansm tting t he speci ali zed
data set to the forwarding el enent for configuring the forwarding el enent.

9. Thesnet hade agmpitdi §iGtePadtbatiing & clheT sitieréinehd PevaligdddhtesemEent is
adapted to 20 performdata forwarding in a conputer network. 10. The

met hod, 3CGakel R &&aﬁénﬁét@? i%thé’“ﬁﬁ(vﬁf'a{ih%t QEmeRTbF &’éca?éxﬁ Lihd %&%9&@&'?}5 0
perform network sighaling and control 1n a conputer network. 11. The
met hod _gccording to claim@8, further including: WO 01/47207 PCT/ US00/ 22540
-2 refﬁezi ving the standardi zed data set by an opaque forwardi ng el ement
plugin fromthe control elenent; and transm.tting the standardi zed data
set by%t he Erfb%la%pvtswvam wogl%@rﬁlamblad@r%e%hetwsmﬁh% 1%l ement
plugin. 5 12. The nethod according to claim@8, further including:

encrypted before transmission to the forwarding element, and the encrypted specialized data

set is decrypted at the forwarding element.
7. The computer system according to claim 1, wherein the forwarding element plugin is
10  adynamic link library.
8. A method of configuring a computer device, the method comprising:
generating a standardized data set by a control element for configuring a
forwarding element;
transmitting the standardized data set from the control element to a forwarding
15 element plugin integrated with the control element;
translating the standardized data set into a specialized data set; and
transmitting the specialized data set to the forwarding element for configuring
the forwarding element.
9. The method according to claim 8, wherein the forwarding element is adapted to
20  perform data forwarding in a computer network.
10.  The method according to claim 8, wherein the control element is adapted to perform
network signaling and control in a computer network.

11.  The method according to claim 8, further including:



receiving the specialized data set by an opaque forwardi ng el enent plugin
fromthe forwarding elenent plugin;, and transmtting the specialized data
set by the opaque forwarding elenent plugin to the forwarding elenment. 10
13. The mawdod4morording to claim8, further including: decaqasusoat?sag t he
speci al i zed data set into data readabP@ by a device-specific forwarding

el enment interface of the forwarding elenent for configuring the forwarding
el enent. 14. The nmethod according to claim8, wherein the specialized data
set is a binary freaegang the stindentized 118ta sThiey areeprgde dooardngglemenplagim 8,
further including: encrypting the specialized data set before transmtting
t he speci al ifmetthdabatrsletlemérn; 4dde f orwar di ng el ement; and decrypting the
specialized data set at the forwarding elenment. 20 16. The method accordi ng

to claim8, whergiafsthitend @ Wahdiidtee USHBETL byPht bigueSoAvar8B@Mntent | Nk
library. 17. A forwardi ng el enent plugin software program conprising: a

conputer-r egg%@_}% tﬁ%wﬂi@%glg}ﬁ%?%?éﬁzm PCT/ USO0/ 22540 -21 a

conputer-re € program on the conputer-readabl e nedi um
adapted.to integrated.with.a control .el epent for configuring a
f or rggng gﬁamﬁi‘@r“ﬁ Ay -’?'éﬁall?éibl?céu P&gr am code perform ng,
recei ving a standardi zed data set for configuring the forwarding . 5 el enent
generated by t heressitippihespesiglived detagaishystn erRpqun foreartianelemerplaging set
into a specialized data set, and

from the forwarding element plugin; and

transmitting the specialized data set by the opaque forwarding element plugin
to the forwarding element.
10 13.  The method according to claim 8, further including:
decapsulating the specialized data set into data readable by a device-specific
forwarding element interface of the forwarding element for configuring the
forwarding element.
14.  The method according to claim 8, wherein the specialized data set is a binary large
15  object.
15.  The method according to claim 8, further including:
encrypting the specialized data set before transmitting the specialized data set
to the forwarding element; and

decrypting the specialized data set at the forwarding element.

20 16.  The method according to claim 8, wherein the forwarding element plugin is a
dynamic link library.
17. A forwarding element plugin software program comprising:

a computer-readable medium; and



transmtting the specialized data set to the forwardi ng el enent for
configuring the forwarding elenent. 18. The forwardi ng el enment plugin

sof tware program according to claim 17, wherein the 10 conputer-readable
progr am cowe oidr2oher perforns: receiving the standardi zed datEUS®B22§400m an
opaque forwarding el enent plugin; anrdltransnitting the specialized data
set to the opaque forwarding el enent plugin. 19. The forwardi ng el enent

pl ugi n software program according to claim17, wherein the 15

conput er - r eadabl @ compyicansadable pregramepdpeidrod as theeomppgirireafableenedivni al | zed
data set before transm ssion to the forwarding elenment. 20. The forwarding
el ement pl ugdaptabiothwantegartcigralin acwes] diangerit forcdoatiguring a flreneling ¢ltm@ent,
specialized data set is a binary |large object. 20 21. The forwarding

el ement pl ughdeorhithateRiaBleqibdhA%ee peiBanig, cl ai m 17, wherein the
conput er - r eadabl € program code is a dynamic 1ink library.
receiving a standardized data set for configuring the forwarding
5 element generated by the control element,
translating the standardized data set into a specialized data set, and
transmitting the specialized data set to the forwarding element for
configuring the forwarding element.
18.  The forwarding element plugin software program according to claim 17, wherein the
10  computer-readable program code further performs:
receiving the standardized data set from an opaque forwarding element plugin;
and
transmitting the specialized data set to the opaque forwarding element plugin.
19.  The forwarding element plugin software program according to claim 17, wherein the
15  computer-readable program code further performs:
encrypting the specialized data set before transmission to the forwarding
element.
20.  The forwarding element plugin software program according to claim 17, wherein the
specialized data set is a binary large object.

20  21. The forwarding element plugin software program according to claim 17, wherein the

computer-readable program code is a dynamic link library.



