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DESCRIPTION 

 

Title of Invention 

DETERMINATION SYSTEM, DETERMINATION METHOD, COMPUTER PROGRAM, AND 

AUTHENTICATION SYSTEM 5 

 

Technical Field 

[0001] 

 The present invention relates to a determination system, a determination method, a 

computer program, and an authentication system that make a determination related to a target 10 

person. 

 

Background Art 

[0002] 

 A known system of this type detects fraud when biometric authentication is performed.  15 

For example, Patent Literature 1 discloses a technique/technology of detecting spoofing by 

utilizing a difference between a biological distance and a non-biological distance.  Patent 

Literature 2 discloses a technique/technology of detecting spoofing by comparing an image 

captured in a pupil of a subject with a particular image.  Patent Literature 3 discloses a 

technique/technology of displaying a particular background image in an authentication place and 20 

of detecting spoofing by using brightness of a captured image. 

 

Citation List 

Patent Literature 

[0003] 25 

Patent Literature 1: International Publication No. WO2009/110323 

Patent Literature 2: JP2007-072861A 

Patent Literature 3: JP2007-026330A 

 

Summary  30 

Technical Problem 

[0004] 

 The determination of spoofing uses various methods.  In the techniques/technologies 

described in the respective Patent Literatures, however, an apparatus configuration and processing 
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contents are complicated, or a determination accuracy becomes low depending on the 

circumstances, which are technically problematic. 

[0005] 

 The present invention has been made in view of the above problems, and it is an example 

object of the present invention to provide a determination system, a determination method, a 5 

computer program, and an authentication apparatus that are configured accurately determine 

whether or not a target person is a living body. 

 

Solution to Problem 

[0006] 10 

 A determination system according to an example aspect of the present invention includes: 

a projection control unit that controls a projection unit to project a random marker within an angle 

of view of an imaging unit; an acquisition unit that obtains an image of a target person including 

the marker from the imaging unit; and a determination unit that determines whether or not the 

target person imaged by the imaging unit is a living body on the basis of a state of the marker 15 

included in the image. 

[0007] 

 A determination method according to an example aspect of the present invention includes: 

controlling a projection unit to project a random marker within an angle of view of an imaging 

unit; obtaining an image of a target person including the marker from the imaging unit; and 20 

determining whether or not the target person imaged by the imaging unit is a living body on the 

basis of a state of the marker included in the image. 

[0008] 

 A computer program according to an example aspect of the present invention operates a 

computer: to control a projection unit to project a random marker within an angle of view of an 25 

imaging unit; to obtain an image of a target person including the marker from the imaging unit; 

and to determine whether or not the target person imaged by the imaging unit is a living body on 

the basis of a state of the marker included in the image. 

[0009] 

 An authentication system according to an example aspect of the present invention 30 

includes: a projection control unit that controls a projection unit to project a random marker within 

an angle of view of an imaging unit; an acquisition unit that obtains an image of a target person 

including the marker from the imaging unit; a determination unit that determines whether or not 

the target person imaged by the imaging unit is a living body on the basis of a state of the marker 
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included in the image; and an execution unit that performs an authentication process on the target 

person when it is determined that the target person is a living body. 

 

Effect of the Invention 

[0010] 5 

 According to the determination system, the determination method, the computer program, 

and the authentication system in the respective aspects described above, it is possible to accurately 

determine whether or not a target person is a living body.  This makes it possible to detect, for 

example, spoofing by a photograph or the like and to appropriately perform biometric 

authentication. 10 

 

Brief Description of Drawings 

[0011] 

[FIG. 1] FIG.1 is a block diagram illustrating a functional configuration of a determination system 

according to an example embodiment. 15 

[FIG. 2] FIG. 2 is a block diagram illustrating a hardware configuration of a determination system 

according to the example embodiment. 

[FIG. 3] FIG. 3 is a block diagram illustrating an overall configuration of an authentication system 

according to the example embodiment. 

[FIG. 4] FIG. 4 is a flowchart illustrating a flow of operation of the authentication system 20 

according to the example embodiment. 

[FIG. 5] FIG. 5 is an image diagram illustrating an example of marker projection in normal times. 

[FIG. 6] FIG. 6 is an image diagram illustrating an example of marker projection in attack. 

[FIG. 7] FIG. 7A and FIG. 7B are comparative diagrams illustrating a difference between a 

captured image in normal times and a captured image in attack. 25 

[FIG. 8] FIG. 8A and FIG. 8B are comparative diagrams illustrating an example of projecting a 

marker to overlap a target person. 

 

Description of Example Embodiment 

[0012] 30 

 Hereinafter, a determination system, a determination method, a computer program, and 

an authentication system according to an example embodiment will be described with reference to 

the drawings. 

[0013] 
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<Determination System> 

 The determination system according to the example embodiment will be described with 

reference to FIG. 1 and FIG. 2. 

[0014] 

(Functional Configuration) 5 

 Referring first to FIG. 1, a functional configuration of the determination system according 

to the example embodiment will be described.  FIG. 1 is a block diagram illustrating the 

functional configuration of the determination system according to the example embodiment. 

[0015] 

 In FIG. 1, a determination system 10 according to the example embodiment is configured 10 

as an apparatus for determining whether or not a target person of an authentication process (in 

other words, an imaging target of a face image) is a living body.  The determination system 10 

includes, as processing blocks for realizing its function, a projection control unit 101, an image 

acquisition unit 102, and a living body determination unit 103. 

[0016] 15 

 The projection control unit 101 is configured to control the operation of a projection unit 

that projects a marker (e.g., a projector 20 described later).  The projection control unit 101 is 

allowed to control the projection unit to project a random marker so as to overlap a background of 

the target person or the target person.  The projection control unit 101, for example, stores a 

plurality of types of markers in advance (specifically, markers with different colors, shapes, sizes, 20 

or the like) and selects one or more markers at random from among them to project.  Alternatively, 

the projection control unit 101 may automatically generate and project a marker at each time. 

[0017] 

 The image acquisition unit 102 is configured to obtain an image of the target person for 

whom it is determined whether or not to be a living body.  The image acquisition unit 102 obtains 25 

an image of the target person including the marker projected by the projection control unit 101.  

The image acquisition unit 102 may also be configured to obtain a plurality of temporally 

continuous images (in other words, a moving image).  The image obtained by image acquisition 

unit 102 is configured to be outputted to the living body determination unit 103 

[0018] 30 

 The living body determination unit 103 determines whether or not the target person is a 

living body on the basis of the image obtained by the image acquisition unit 102.  More 

specifically, the living body determining unit 103 determines whether the target person is actually 

in front of an imaging unit (e.g., a camera 30 described later) or "spoofing" by a photograph or the 
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like is performed.  The living body determination unit 103 determines whether or not the target 

person is a living body on the basis of a state of the marker included in the image of the target 

person (i.e., the marker projected by the projection control unit 101).  A specific determination 

method in the living body determination unit 103 will be described in detail later.  A result of the 

determination by the living body determining unit 103 is configured to be outputted to an external 5 

apparatus (e.g., an authentication apparatus 40 described later). 

[0019] 

(Hardware Configuration) 

 Next, with reference to FIG. 2, a hardware configuration of the determination system 10 

according to the example embodiment will be described.  FIG. 2 is a block diagram illustrating 10 

the hardware configuration of the determination system according to the example embodiment. 

[0020] 

 As illustrated in FIG. 2, the determination system 10 according to the example 

embodiment includes a CPU (Central Processing Unit) 11, a RAM (Random Access Memory) 12, 

a ROM (Read Only Memory) 13, and a storage apparatus 14.  The determination system 10 may 15 

further include an input apparatus 15 and an output apparatus 16.  The CPU 11, the RAM 12, the 

ROM 13, the storage apparatus 14, the input apparatus 15, and the output apparatus 16 are 

connected through a data bus 17. 

[0021] 

 The CPU 11 reads a computer program.  For example, the CPU 11 is configured to read 20 

a computer program stored in at least one of the RAM 12, the ROM 13 and the storage apparatus 

14.  Alternatively, the CPU 11 may read a computer program stored by a computer readable 

recording medium by using a not-illustrated recording medium reading apparatus.  The CPU 11 

may obtain (i.e., read) a computer program from a not-illustrated apparatus that is located outside 

the determination system 10 through a network interface.  The CPU 11 controls the RAM 12, the 25 

storage apparatus 14, the input apparatus 15, and the output apparatus 16 by executing the read 

computer program.  Especially in the example embodiment, when the CPU 11 executes the read 

computer program, a functional block for determining whether or not the target person is a living 

body is implemented in the CPU 11. 

[0022] 30 

 The RAM 12 temporarily stores the computer program to be executed by the CPU 11.  

The RAM 12 temporarily stores the data that is temporarily used by the CPU 11 when the CPU 11 

executes the computer program.  The RAM 12 may be, for example, a D-RAM (Dynamic RAM). 

[0023] 
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 The ROM 13 stores the computer program to be executed by the CPU 11.  The ROM 13 

may otherwise store fixed data.  The ROM 13 may be, for example, a P-ROM (Programmable 

ROM). 

[0024] 

 The storage apparatus 14 stores the data that is stored for a long term by the determination 5 

system 10.  The storage apparatus 14 may operate as a temporary storage apparatus of the CPU 

11.  The storage apparatus 14 may include, for example, at least one of a hard disk apparatus, a 

magneto-optical disk apparatus, an SSD (Solid State Drive), and a disk array apparatus. 

[0025] 

 The input apparatus 15 is an apparatus that receives an input instruction from a user of 10 

the determination system 10.  The input apparatus 15 may include, for example, at least one of a 

keyboard, a mouse, and a touch panel. 

[0026] 

 The output apparatus 16 is an apparatus that outputs information about the determination 

system 10 to the outside.  For example, the output apparatus 16 may be a display apparatus (e.g., 15 

a display) that is configured to display the information about the determination system 10. 

[0027] 

<Authentication System> 

 Next, an authentication system including the determination system 10 described above 

will be described with reference to FIG. 3 to FIG. 8. 20 

[0028] 

(System Configuration) 

 First, with reference to FIG.3, an overall configuration of the authentication system 

according to the example embodiment will be described.  FIG. 3 is a block diagram illustrating 

the overall configuration of the authentication system according to the example embodiment. 25 

[0029] 

 In FIG. 3, an authentication system 1 according to the example embodiment is configured 

as a system for performing an authentication process that uses a face image of the target person 

(so-called face authentication).  The authentication system 1 includes the determination system 

10 described above, a projector 20, a camera 30, and an authentication apparatus 40. 30 

[0030] 

 The projector 20 is configured to project a random marker in accordance with an 

instruction of the projection control unit 101 in the determination system 10.  The projector 20 is 

disposed in a position in which the marker can be projected within an angle of view of the camera 
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30.  The projector 20 may project the marker with visible light or invisible light such as near 

infrared light. 

[0031] 

 The camera 30 is configured to capture an image of the target person of the authentication 

process (especially, an image around a face).  Furthermore, the camera 30 is disposed in a position 5 

in which the marker projected from the projector 20 together with target person can be imaged.  

The image obtained by the camera 30 is configured to be outputted to the image acquisition unit 

102 in the determination system 10.  Incidentally, when the projector 20 projects the marker with 

invisible light, the camera 30 may be configured as a camera that is configured to image invisible 

light. 10 

[0032] 

 The authentication apparatus 40 performs face authentication of the target person on the 

basis of the image captured by the camera 30.  In particular, the authentication apparatus 40 is 

configured to perform the authentication process on the basis of a determination result of the 

determination system 10 (i.e., whether the target person is a living body).  The use of the 15 

determination result of the determination system 10 in the authentication apparatus 40 will be 

described in detail later.  The authentication apparatus 40 may be configured to perform biometric 

authentication other than the face authentication (e.g., iris authentication, etc.) in place of the face 

authentication.  A detailed description of specific contents of the authentication process 

performed by the authentication apparatus 40 will be omitted here because the existing techniques 20 

can be adapted.  The authentication apparatus 40 may be configured, for example, as a cloud. 

[0033] 

(Flow of Operation) 

 Next, with reference to FIG. 4, a flow of operation of the authentication system 1 

according to the example embodiment will be described.  FIG. 4 is a flow chart illustrating the 25 

flow of the operation of the authentication system according to the example embodiment. 

[0034] 

 As illustrated in FIG. 4, the authentication system 1 according to the example embodiment 

firstly determines whether or not there is a target person of the authentication process (step S101).  

Whether or not there is a target person can be determined, for example, by detecting the presence 30 

of an object within the angle of view of a camera.  The presence of the target person may be 

detected by the camera 30 or another not-illustrated sensor or the like.  Alternatively, the presence 

of the target person may be detected when there is a terminal operated by the target person.  When 

it is determined that there is no target person (the step S101: NO), the subsequent steps are omitted 
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and a series of operation steps is ended.  In this case, the step S101 may be restarted after a lapse 

of a predetermined period. 

[0035] 

 When it is determined that there is a target person (the step S101: YES), the projection 

control unit 101 randomly selects a marker to be projected (step S102).  Then, the projection 5 

control unit 101 controls the projector 20 to project the selected marker.  At this time, the 

projection control unit 101 may specify a projection position of the marker.  Specifically, the 

projection control unit 101 may give an instruction to project the marker on the background of the 

target person (in other words, a position that does not overlap the target person), or give an 

instruction to project the marker at a position that allows at least a partial overlap of the target 10 

person.  When projecting the marker to overlap the target person, however, it is preferable to 

project it while avoiding the position of eyes so as not to give a dazzling feeling to the target person, 

or to project it with invisible light.  Furthermore, an instruction may be given to project a plurality 

of markers at different positions.  

[0036] 15 

 When the marker is projected, the image acquisition unit 102 obtains an image of the 

target person from the camera 30 (step S104).  This image also includes the marker projected by 

the projector 20.  When obtaining a moving image of the target person, the image acquisition unit 

102 may continuously obtain images of the target person. 

[0037] 20 

 Subsequently, the living body determination unit 103 determines whether or not the target 

person is a living body on the basis of the image of the target person obtained by the image 

acquisition unit 102 (step S105).  The living body determination unit 103 determines whether or 

not the target person is a living body, depending on whether or not the marker included in the 

image of the target person is captured in an expected state.  Specifically, the living body 25 

determination unit 103 determines that the target person is a living body when the state of the 

marker included in the image of the target person is as expected, and determines that the target 

person is not a living body when it is not as expected.  The living body determination unit 103 

determines whether or not the state of the marker is as expected, for example, by using at least one 

of a position, an angle, and a size of the marker.  The living body determination unit 103 may 30 

determine whether or not the target person is a living body, by using a parameter other than the 

position, the angle and the size of the marker (e.g., color and shape, etc.). 

[0038] 

 The living body determination unit 103, for example, projects the marker to a wall in a 
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condition where there is no target person in advance, and stores a captured image at that time as a 

reference image.  In this way, it is possible to determine whether or not the state of the marker is 

as expected by comparing the marker with the reference image.  More specifically, the living 

body determination unit 103 is configured to determine whether or not the target person is a living 

body on the basis of a degree of matching of (at least one of) the position, the angle, the size 5 

between the marker included in the image obtained by imaging the target person and the marker 

in the reference image.  The existing method may be adopted, as appropriate, to the derivation of 

the degree of matching, but common template matching or pattern matching in an imaging process, 

such as, for example, a SSD (Sum Of Squared Difference) and a SAD (Sum of Absolute 

Difference), may be used. 10 

[0039] 

 When it is determined that the target person is a living body (the step S105: YES), the 

authentication apparatus 40 performs the authentication process (in this example, face 

authentication that uses a face image) on the target person (step S106).  Specifically, the 

authentication apparatus 40 extracts a face area from the image of the target person and determines 15 

whether or not the face of the target person matches a face registered in advance.  Incidentally, 

the face authentication may use the image of the target person as it is, or may use a feature quantity 

(e.g., brightness, etc.) extracted from the image of the target person.  When the authentication 

process is ended, the authentication apparatus 40 outputs a result (e.g., "authentication OK" or 

"authentication NG"). 20 

[0040] 

 On the other hand, when it is determined that the target person is not a living body (the 

step S105: NO), the authentication apparatus 40 does not perform the face authentication (i.e., the 

step S106 is omitted).  When the target person is not a living body, for example, "spoofing" by a 

photograph or the like is suspected.  As a result of the authentication process being not performed, 25 

for example, it is possible to avoid an attack from a user who attempts to illegally break through 

the authentication process.  When it determining that the target person is not a living body, the 

living body determination unit 103 may give a notice indicating that spoofing is performed.  

Specifically, the living body determining unit 103 may output a warning display or a warning 

sound to a system administrator or manager or the like. 30 

[0041] 

(Specific Example of Operation) 

 Next, with reference to FIG. 5 to FIG. 7B, a specific example of the operation of the 

authentication system 1 according to the example embodiment (especially, the determination 
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system 10) will be described.  FIG. 5 is an image diagram illustrating an example of marker 

projection in normal times.  FIG. 6 is an image diagram illustrating an example of marker 

projection in attack.  FIG. 7A and FIG. 7B are comparative diagrams illustrating a difference 

between a captured image in normal times and a captured image in attack. 

[0042] 5 

 As illustrated in FIG. 5, when a target person 500 is actually in front of the projector 20 

and the camera 30 (in other words, when the target person 500 is a living body), a marker 200 

projected from the projector 20 is projected on a background of the target person 500 (e.g., a wall 

behind the target person 500 or the like).  In this case, since a position relationship between the 

projector 20 and the background is known in advance, it is possible to accurately predict in what 10 

state the marker is projected on the background.  For example, by projecting the marker on the 

background (e.g., a wall or the like) in advance without a target person and storing a captured 

image at that time as a reference image, it is possible to know the position relationship between 

the projector 20 and the background in advance. 

[0043] 15 

 On the other hand, as illustrated in FIG. 6, when an attacker 600 points a photograph of 

the target person 500 at the camera 30 (in other words, when the target person 500 is not a living 

body), the marker 200 projected from the projector 20 is projected on the photograph of the target 

person 500.  In this case, since the marker 200 is projected at a position closer than expected, for 

example, the size of the marker 200 is smaller than that expected. 20 

[0044] 

 As illustrated in FIG. 7A and FIG. 7B, when comparing the images of the target person 

500 captured in the situations of FIG. 5 and FIG. 6 described above, there is a clear difference in 

how the marker 200 appears.  Specifically, when the target person 500 is a living body, as 

illustrated in FIG. 7A, the marker 200 appears in the captured image in an expected state.  On the 25 

other hand, when the target person 500 is not a living body, as in FIG. 7B, the marker 200 appears 

in the captured image in an unexpected state (specifically, a state in which the marker 200 is 

projected to be smaller than that in FIG. 7A).  Thus, by analyzing how the marker 200 appears in 

the captured image, it is possible to accurately determine whether or not the target person 500 is a 

living body. 30 

[0045] 

 In the example described above, for convenience of description, the marker 200 is set to 

be a circle mark, but the shape of the marker is not particularly limited.  For example, the marker 

200 may include more complex patterns or may include characters or the like.  Furthermore, a 
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plurality of markers 200 may be projected on the background of the target person.  In this case, 

when at least one marker 200 of the projected markers 200 appears in the captured image in an 

unexpected state, it may be determined that the target person 500 is not a living body. 

[0046] 

(Modified Example) 5 

 Next, with reference to FIG. 8A and FIG. 8B, a specific example of the operation of the 

authentication system 1 according to a modified example will be described.  FIG. 8A and FIG. 

8B are comparative diagrams illustrating an example of projecting the marker to overlap the target 

person. 

[0047] 10 

 As illustrated in FIG. 8A and FIG. 8B, the marker 200 may be projected to overlap the 

target person 500.  Even in such a case, depending on whether or not the target person 500 is a 

living body, there is a clear difference in how the marker 200 appears in the captured image.  

Specifically, when the target person 500 is a living body, as in FIG. 8A, the marker 200 is distorted 

(or deviated) at a border part of the living body.  Alternatively, even if the marker 200 is projected 15 

to overlap the target person 500 completely, the marker 200 is distorted to a greater or lesser extent 

due to the unevenness of the target person 500.  On the other hand, when the target person 500 is 

not a living body (e.g., for a planar object such as a photograph), as in FIG. 8B, the marker 200 is 

not distorted.  As descried above, by projecting the marker 200 to overlap the target person 500, 

it is possible to determine whether or not the target person 500 is a living body depending on 20 

whether or not the marker 200 is distorted in the captured image.  Even when the marker 200 is 

distorted, if the distortion is unnatural, it may be determined that the target person 500 is not a 

living body. 

[0048] 

(Modified Example 2) 25 

 The projector 20 (i.e., a projection unit that projects the marker 200) may be provided 

independently of the determination system 10.  For example, the projector 20 may be configured 

to project the marker 200 manually (i.e., by an operation of an operator).  In this way, it is possible 

to project the marker 200 at any timing of an operator.  In this case, the determination system 10 

may not include the projection control unit 101. 30 

[0049] 

(Modified Example 3) 

 The projection of the marker 200 may be started without the target person 500.  

Specifically, it may be determined whether or not there is the target person 500 after the marker 
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200 is projected, and when there is the target person 500, the image of the target person 500 may 

be obtained.  In this way, the target person 500 can view the position of the marker 200 in advance 

(i.e., the target person 500 can confirm the position of the marker 200 before being imaged by the 

camera 30).  Therefore, the target person 500 can adjust his or her own position in accordance 

with the position of the marker 200.  For example, the target person 500 can adjust a standing 5 

position such that the marker 200 does not overlap the eyes. 

[0050] 

(Technical Effect) 

 Next, a technical effect obtained by the authentication system 1 according to the example 

embodiment will be described. 10 

[0051] 

 As described in FIG. 1 to FIG. 7B, in the authentication system 1 according to the example 

embodiment, when the authentication process is performed, the marker 200 is projected, and it is 

determined whether or not the target person 500 is a living body.  Therefore, it is possible to avoid, 

for example, an attack by "spoofing" that uses a photograph or the like.  By utilizing the marker 15 

200 as in the example embodiment, it is possible to avoid illegal authentication breakthrough by a 

relatively simple apparatus configuration.  Furthermore, since a special action is not required of 

the target person 500, a burden on the target person 500 is not increased in the authentication 

process. 

[0052] 20 

<Supplementary Notes> 

 The example embodiment described above may be further described as, but not limited 

to, the following Supplementary Notes. 

[0053] 

(Supplementary Note 1) 25 

 A determination system described in Supplementary Note 1 is a determination system 

including: a projection control unit that controls a projection unit to project a random marker within 

an angle of view of an imaging unit; an acquisition unit that obtains an image of a target person 

including the marker from the imaging unit; and a determination unit that determines whether or 

not the target person imaged by the imaging unit is a living body on the basis of a state of the 30 

marker included in the image. 

[0054] 

(Supplementary Note 2) 

 A determination system described in Supplementary Note 2 is the determination system 
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described in Supplementary Note 1, wherein the determination unit determines whether or not the 

target person imaged by the imaging unit is a living body on the basis of at least one of a position, 

an angle, and a size of the marker in the image. 

[0055] 

(Supplementary Note 3) 5 

 A determination system described in Supplementary Note 3 is the determination system 

described in Supplementary Note 1 or 2, wherein the determination unit gives a notice indicating 

that spoofing is performed when it is determined that the target person imaged by the imaging unit 

is not a living body. 

[0056] 10 

(Supplementary Note 4) 

 A determination system described in Supplementary Note 4 is the determination system 

described in any one of Supplementary Notes 1 to 3, wherein the projection control unit allows the 

marker to be projected in a background part of the target person. 

[0057] 15 

(Supplementary Note 5) 

 A determination system described in Supplementary Note 5 is the determination system 

described in any one of Supplementary Notes 1 to 3, wherein the projection control unit allows the 

marker to be projected so as to at least partially overlap the target person. 

[0058] 20 

(Supplementary Note 6) 

 A determination system described in Supplementary Note 6 is the determination system 

described in any one of Supplementary Notes 1 to 5, wherein the projection control unit allows the 

marker to be projected with invisible light. 

[0059] 25 

(Supplementary Note 7) 

 A determination system described in Supplementary Note 7 is the determination system 

described in any one of Supplementary Notes 1 to 6, wherein the acquisition unit obtains a plurality 

of temporally continuous images from the imaging unit, and the determination unit determines 

whether or not the target person imaged by the imaging unit is a living body on the basis of a state 30 

of the marker included in the plurality of images. 

[0060] 

(Supplementary Note 8) 

 A determination method described in Supplementary Note 8 is A determination method 
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including: controlling a projection unit to project a random marker within an angle of view of an 

imaging unit; obtaining an image of a target person including the marker from the imaging unit; 

and determining whether or not the target person imaged by the imaging unit is a living body on 

the basis of a state of the marker included in the image. 

[0061] 5 

(Supplementary Note 9) 

 A computer program described in Supplementary Note 9 is a computer program that 

operates a computer: to control a projection unit to project a random marker within an angle of 

view of an imaging unit; to obtain an image of a target person including the marker from the 

imaging unit; and to determine whether or not the target person imaged by the imaging unit is a 10 

living body on the basis of a state of the marker included in the image. 

[0062] 

(Supplementary Note 10) 

 An authentication system described in Supplementary Note 10 is an authentication system 

including: a projection control unit that controls a projection unit to project a random marker within 15 

an angle of view of an imaging unit; an acquisition unit that obtains an image of a target person 

including the marker from the imaging unit; a determination unit that determines whether or not 

the target person imaged by the imaging unit is a living body on the basis of a state of the marker 

included in the image; and an execution unit that performs an authentication process on the target 

person when it is determined that the target person is a living body. 20 

[0063] 

 The present invention is not limited to the examples described above and is allowed to be 

changed, if desired, without departing from the essence or spirit of the invention which can be read 

from the claims and the entire specification.  A determination system, a determination method, a 

computer program, and an authentication system with such modifications are also intended to be 25 

within the technical scope of the present invention. 

 

Description of Reference Codes 

[0064] 

1 Authentication system 30 

10 Determination system 

20 Projector 

30 Camera 

40 Authentication apparatus 
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101 Projection control unit 

102 Image acquisition unit 

103 Living body determination unit 

200 Marker 

500 Target person 5 

600 Attacker 
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CLAIMS 

 

1. A determination system comprising: 

 a projection control unit that controls a projection unit to project a random marker within 

an angle of view of an imaging unit;   5 

 an acquisition unit that obtains an image of a target person including the marker from the 

imaging unit; and 

 a determination unit that determines whether or not the target person imaged by the 

imaging unit is a living body on the basis of a state of the marker included in the image. 

 10 

2. The determination system according to claim 1, wherein the determination unit 

determines whether or not the target person imaged by the imaging unit is a living body on the 

basis of at least one of a position, an angle, and a size of the marker in the image. 

 

3. The determination system according to claim 1 or 2, wherein the determination unit gives 15 

a notice indicating that spoofing is performed when it is determined that the target person imaged 

by the imaging unit is not a living body. 

 

4. The determination system according to any one of claims 1 to 3, wherein the projection 

control unit allows the marker to be projected in a background part of the target person. 20 

 

5. The determination system according to any one of claims 1 to 3, wherein the projection 

control unit allows the marker to be projected so as to at least partially overlap the target person. 

 

6. The determination system according to any one of claims 1 to 5, wherein the projection 25 

control unit allows the marker to be projected with invisible light. 

 

7. The determination system according to any one of claims 1 to 6, wherein  

 the acquisition unit obtains a plurality of temporally continuous images from the imaging 

unit, and 30 

 the determination unit determines whether or not the target person imaged by the imaging 

unit is a living body on the basis of a state of the marker included in the plurality of images. 

 

8. A determination method comprising: 
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 controlling a projection unit to project a random marker within an angle of view of an 

imaging unit;   

 obtaining an image of a target person including the marker from the imaging unit; and 

 determining whether or not the target person imaged by the imaging unit is a living body 

on the basis of a state of the marker included in the image. 5 

 

9. A computer program that operates a computer: 

 to control a projection unit to project a random marker within an angle of view of an 

imaging unit;   

 to obtain an image of a target person including the marker from the imaging unit; and 10 

 to determine whether or not the target person imaged by the imaging unit is a living body 

on the basis of a state of the marker included in the image. 

 

10. An authentication system comprising: 

 a projection control unit that controls a projection unit to project a random marker within 15 

an angle of view of an imaging unit;   

 an acquisition unit that obtains an image of a target person including the marker from the 

imaging unit;  

 a determination unit that determines whether or not the target person imaged by the 

imaging unit is a living body on the basis of a state of the marker included in the image; and 20 

 an execution unit that performs an authentication process on the target person when it is 

determined that the target person is a living body. 
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