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TASK PROCESSING SYSTEM, METHOD, AND
APPARATUS

[0001] The present application claims priority to Chinese Patent Application No.
202111034591.0, filed with the China National Intellectual Property Administration on
September 3, 2021, and entitled "TASK PROCESSING SYSTEM, METHOD, AND

APPARATUS", which is incorporated herein by reference in its entirety.

TECHNICAL FIELD

[0002] The present specification relates to the field of computer technologies, and
in particular, to a task processing system, a task processing method, a task processing
apparatus, a computing device, a computer-readable storage medium, and a computer

program.

BACKGROUND

[0003] With the development of Internet technologies, the network has become an
important part of people's lives. In particular, network payment provides convenience
for people. However, in current network payment, payment needs to be completed when
both a payee and a payer are online, and a high demand is imposed on a payment
network environment. In addition, when either the payee or the payer scans a code for
payment, only a code value of one party is verified, resulting in low payment security.
[0004] Therefore, it is desirable to provide a task processing system that can
complete payment more securely through two-way verification even if both the payee

and the payer are offline.
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SUMMARY

[0005] In view of these, implementations of the present specification provide a task
processing system. The present specification also relates to a task processing method, a
task processing method apparatus, a computing device, a computer-readable storage
medium, and a computer program, to reduce technical disadvantages in the existing
technologies.

[0006] According to a first aspect of the implementations of the present
specification, a task processing system is provided, including: a first intelligent device
and a second intelligent device; the first intelligent device being configured to generate
a target processing task based on a target object, generate a first identification code
corresponding to the target object based on the target processing task, and display the
first identification code to the second intelligent device; the second intelligent device
being configured to obtain the first identification code through scanning, generate a task
execution instruction in response to the target processing task based on the first
identification code when first verification on the first identification code succeeds,
establish a Bluetooth connection channel with the first intelligent device by using a
Bluetooth device, and send the task execution instruction to the first intelligent device
based on the Bluetooth connection channel; and the first intelligent device being further
configured to receive the task execution instruction by using the Bluetooth connection
channel, and process the target processing task based on the task execution instruction
when second verification on the task execution instruction succeeds.

[0007] Optionally, in the system, the first intelligent device includes a first
processing module and a first verification module; the first verification module is
configured to generate the target processing task based on the target object, and send
the target processing task to the first processing module; the first processing module is
configured to receive the target processing task, generate the first identification code
corresponding to the target object based on the target processing task, and display the
first identification code to the second intelligent device, where the first identification

code includes first attribute information of the first intelligent device and a Bluetooth
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address of the first intelligent device.

[0008] Optionally, in the system, the first intelligent device includes a first
processing module and a first verification module, and the second intelligent device
includes a second processing module and a second verification module; the first
verification module is configured to generate the target processing task based on the
target object, and send the target processing task to the first processing module; the first
processing module is configured to receive the target processing task, generate the first
identification code corresponding to the target object based on the target processing
task, and display the first identification code to the second intelligent device; the second
processing module is configured to obtain the first identification code through scanning,
and send the first identification code to the second verification module; and the second
verification module is configured to parse the first identification code, perform first
verification based on a parsing result of parsing the first identification code, and send a
verification result to the second processing module when the first verification succeeds.
[0009] Optionally, the second processing module is further configured to establish
a pairing relationship with the first processing module based on a Bluetooth address of
the first intelligent device, to establish the Bluetooth connection channel.

[0010] Optionally, the second verification module is configured to establish a
pairing relationship with the first verification module based on a Bluetooth address of
the first intelligent device, to establish the Bluetooth connection channel.

[0011] Optionally, the second verification module is further configured to
determine first attribute information of the first intelligent device and a Bluetooth
address of the first intelligent device based on the parsing result of parsing the first
identification code, perform first verification on the first attribute information and the
Bluetooth address to generate a first verification result, and send the first verification
result to the second processing module when the first verification succeeds, where the
first attribute information includes a receiving name of the first intelligent device
receiving an object value corresponding to the target object and a digital certificate
obtained from a third-party authentication authority; and the second processing module
is further configured to determine processing information of the target object based on
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the first attribute information, generate the task execution instruction in response to the
target processing task based on the processing information, and send the task execution
instruction to the first processing module based on the Bluetooth connection channel.
[0012] Optionally, the first processing module is further configured to receive the
task execution instruction by using the Bluetooth connection channel, and send the task
execution instruction to the first verification module; the first verification module is
further configured to parse the task execution instruction to determine second attribute
information of the second intelligent device and attribute information that is of the
object value corresponding to the target object and that is obtained from the second
intelligent device, perform second verification on the second attribute information and
the attribute information that is of the object value corresponding to the target object
and that is obtained from the second intelligent device, to generate a second verification
result, and return the second verification result to the first processing module when the
second verification succeeds, where the second attribute information includes a
receiving name of the second intelligent device receiving the object value
corresponding to the target object and a digital certificate obtained from the third-party
authentication authority; and the first processing module is further configured to
process the target processing task based on the object value when the second
verification succeeds.

[0013] Optionally, the second processing module is further configured to determine
a number of object values corresponding to the target object and a verification code for
processing the object value based on the receiving name of the first intelligent device
receiving the object value corresponding to the target object and the digital certificate
obtained from the third-party authentication authority; and obtain the object value
corresponding to the target object based on the number of object values and the
verification code, generate an object value processing request based on the object value
corresponding to the target object, and send the object value processing request to the
second verification module; and the second verification module is further configured to
generate an object value processing instruction based on the object value processing
request, and send the object value processing instruction to the second processing
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module.

[0014] Optionally, the second verification module is further configured to generate
an encrypted object value processing instruction based on the object value processing
request, and send the encrypted object value processing instruction to the second
processing module.

[0015] Optionally, the first processing module is further configured to receive the
second verification result, determine the object value corresponding to the target object
in the task execution instruction, and store the object value corresponding to the target
object in the first intelligent device; and the first intelligent device is configured to
complete the target processing task when successfully receiving the object value
corresponding to the target object.

[0016] Optionally, the first processing module is further configured to process the
target processing task based on the second verification result generated based on the
task execution instruction, and return a processing result to the second processing
module by using the Bluetooth connection channel.

[0017] Optionally, the first processing module and the second processing module
each include a trusted execution environment module, and the first verification module
and the second verification module each include a secure element.

[0018] Optionally, the target object includes a commodity, and the target processing
task includes a payment task.

[0019] According to a second aspect of the implementations of the present
specification, a task processing method is provided, applied to a first intelligent device
and a second intelligent device, and including: generating, by the first intelligent device,
a target processing task based on a target object, generating a first identification code
corresponding to the target object based on the target processing task, and displaying
the first identification code to the second intelligent device; obtaining, by the second
intelligent device, the first identification code through scanning, generating a task
execution instruction in response to the target processing task based on the first
identification code when first verification on the first identification code succeeds,
establishing a Bluetooth connection channel with the first intelligent device by using a
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Bluetooth device, and sending the task execution instruction to the first intelligent
device based on the Bluetooth connection channel; and receiving, by the first intelligent
device, the task execution instruction by using the Bluetooth connection channel, and
processing the target processing task based on the task execution instruction when
second verification on the task execution instruction succeeds.

[0020] Optionally, the first identification code includes first attribute information
of the first intelligent device and a Bluetooth address of the first intelligent device; and
correspondingly, the generating the task execution instruction in response to the target
processing task based on the first identification code when the verification on the first
identification code succeeds includes: parsing, by the second intelligent device, the first
identification code to determine the first attribute information of the first intelligent
device and the Bluetooth address of the first intelligent device, performing first
verification on the first attribute information and the Bluetooth address to generate a
first verification result, and generating the task execution instruction in response to the
target processing task based on the first verification result when the first verification
succeeds.

[0021] Optionally, the second intelligent device establishes a pairing relationship
with the first intelligent device based on a Bluetooth address of the first intelligent
device, to establish the Bluetooth connection channel.

[0022] Optionally, the first attribute information includes a receiving name of the
first intelligent device receiving an object value corresponding to the target object and
a digital certificate obtained from a third-party authentication authority; and
correspondingly, the generating, by the second intelligent device, the task execution
instruction in response to the target processing task based on the first attribute
information in the first identification code, and sending the task execution instruction
to the first intelligent device based on the Bluetooth connection channel includes:
determining, by the second intelligent device based on the first attribute information,
the receiving name of the object value corresponding to the target object and the digital
certificate obtained from the third-party authentication authority, generating the task
execution instruction in response to the target processing task based on the receiving
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name of the object value corresponding to the target object and the digital certificate
obtained from the third-party authentication authority, and sending the task execution
instruction to the first intelligent device based on the Bluetooth connection channel.
[0023] Optionally, the receiving, by the first intelligent device, the task execution
instruction by using the Bluetooth connection channel, and processing the target
processing task based on the task execution instruction when the second verification on
the task execution instruction succeeds includes: receiving, by the first intelligent
device, the task execution instruction by using the Bluetooth connection channel,
parsing the task execution instruction to determine second attribute information of the
second intelligent device and attribute information that is of the object value
corresponding to the target object and that is obtained from the second intelligent device,
performing second verification on the second attribute information and the attribute
information that is of the object value corresponding to the target object and that is
obtained from the second intelligent device, to generate a second verification result, and
processing the target processing task based on the second verification result when the
second verification succeeds, where the second attribute information includes a
receiving name of the second intelligent device receiving the object value
corresponding to the target object and a digital certificate obtained from the third-party
authentication authority.

[0024] According to a third aspect of the implementations of the present
specification, a task processing apparatus is provided, disposed in a first intelligent
device, the first intelligent device including a first processing module and a first
verification module; the first verification module being configured to determine a target
object, and generate a target processing task based on the target object; the first
processing module being configured to generate a first identification code
corresponding to the target object based on the target processing task, and establish a
Bluetooth connection channel with a second intelligent device by using a Bluetooth
device; and display the first identification code to the second intelligent device, and
receive, by using the Bluetooth connection channel, a task execution instruction
generated by the second intelligent device based on the first identification code; the first
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verification module being further configured to verify the task execution instruction
generated based on the first identification code; and the first processing module being
further configured to process the target processing task based on the task execution
instruction when the verification succeeds.

[0025] According to a fourth aspect of the implementations of the present
specification, a task processing apparatus is provided, disposed in a second intelligent
device, the second intelligent device including a second processing module and a
second verification module; the second processing module being configured to obtain,
through scanning, a first identification code displayed by a first intelligent device for a
target processing task, the target processing task including a target object; the second
verification module being configured to parse the first identification code, and verify
the first identification code based on a parsing result of parsing the first identification
code; the second processing module being further configured to establish a Bluetooth
connection channel with the first intelligent device by using a Bluetooth device when
the verification succeeds, and generate a task execution instruction based on the first
identification code; and the second processing module being further configured to send
the task execution instruction to the first intelligent device by using the Bluetooth
connection channel, and receive the target processing task processed by the first
intelligent device based on the task execution instruction.

[0026] According to a fifth aspect of the implementations of the present
specification, a computing device is provided, including: a memory and a processor, the
memory being configured to store computer-executable instructions, the processor
being configured to execute the computer-executable instructions, and the processor
executing the computer-executable instructions to implement the steps of the task
processing method.

[0027] According to a sixth aspect of the implementations of the present
specification, a computer-readable storage medium is provided, the computer-readable
storage medium storing computer-executable instructions, and the instructions being
executed by a processor to implement the steps of the task processing method.

[0028] According to a seventh aspect of the implementations of the present
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specification, a computer program is provided, when the computer program is executed
in a computer, the computer being enabled to perform the steps of the task processing
method.

[0029] An implementation of the present specification implements a task
processing system, method, and apparatus, where the task processing method includes:
generating, by a first intelligent device, a target processing task based on a target object,
generating a first identification code corresponding to the target object based on the
target processing task, and displaying the first identification code to a second intelligent
device; obtaining, by the second intelligent device, the first identification code through
scanning, generating a task execution instruction in response to the target processing
task based on the first identification code when first verification on the first
identification code succeeds, establishing a Bluetooth connection channel with the first
intelligent device by using a Bluetooth device, and sending the task execution
instruction to the first intelligent device based on the Bluetooth connection channel; and
receiving, by the first intelligent device, the task execution instruction by using the
Bluetooth connection channel, and processing the target processing task based on the
task execution instruction when second verification on the task execution instruction
succeeds.

[0030] In an implementation of the present specification, an identification code is
scanned by one party, first verification is performed on the obtained identification code,
and second verification is performed on a task execution instruction generated based on
a first verification result, so that a payment task for a target object is completed through
two-way verification, thereby improving a payment level, and improving payment

security.

BRIEF DESCRIPTION OF DRAWINGS

[0031] FIG. 1 is a schematic diagram illustrating a structure of a task processing
system according to an implementation of the present specification;

[0032] FIG. 2 is a schematic diagram illustrating a structure of a task processing
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system according to an implementation of the present specification;

[0033] FIG. 3 is a schematic diagram illustrating a structure of a task processing
system according to an implementation of the present specification;

[0034] FIG. 4 is a flowchart illustrating a task processing method according to an
implementation of the present specification;

[0035] FIG. 5 is a flowchart illustrating a processing process of a task processing
method according to an implementation of the present specification;

[0036] FIG. 6 is a flowchart illustrating a processing process of a task processing
method according to an implementation of the present specification;

[0037] FIG. 7A is a schematic diagram illustrating a structure of a task processing
apparatus according to an implementation of the present specification;

[0038] FIG. 7B is a schematic diagram illustrating a structure of a task processing
apparatus according to an implementation of the present specification; and

[0039] FIG. 8 is a block diagram illustrating a structure of a computing device

according to an implementation of the present specification.

DESCRIPTION OF IMPLEMENTATIONS

[0040] In the following descriptions, many specific details are set forth to facilitate
a thorough understanding of the present specification. However, the present
specification can be implemented in many other ways different from those described
herein, and a person skilled in the art can make similar promotion without departing
from the content of the present specification, so that the present specification is not
limited to the example implementations disclosed below.

[0041] Terms used in one or more implementations of the present specification are
merely used to describe example implementations, and are not intended to limit the one
or more implementations of the present specification. The singular forms "a", "the", and
"said" used in one or more implementations of the present specification and the
appended claims are also intended to include plural forms unless otherwise specified in

the context clearly. It should be further understood that the term "and/or" used in one
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or more implementations of the present specification refers to and includes any of or all
possible combinations of one or more associated listed items.

[0042] It should be understood that, although the terms such as "first" and "second"
may be used in one or more implementations of the present specification to describe
various types of information, the information should not be limited to these terms.
These terms are merely used to distinguish information of a same type from each other.
For example, without departing from the scope of one or more implementations of the
present specification, "first" can be referred to as "second", and similarly, "second" can
be referred to as "first". Depending on the context, the term "if" used herein can be
interpreted as "when ...", "while ...", or "in response to determining".

[0043] First, terms in one or more implementations of the present specification are
explained.

[0044] TEE is short for trusted execution environment.

[0045] SE is short for secure element. The SE can include a built-in SE chip and an
external SE chip of an intelligent terminal.

[0046] Value credential: A value tool in a digital form can be used for real
commodity and service transactions.

[0047] Loaded value credential: A user initiates a value credential loading function
by using a dedicated application (APP). After the user enters a loading amount by using
a text-based user interface (TUI), the APP initiates a loading request to a server of a
service organization. A transaction instruction is signed by using a terminal
authentication private key. After receiving the loading instruction, the server of the
service organization generates a loaded value credential, delivers the loaded value
credential to a user terminal, and stores the loaded value credential in the user terminal,
to complete loading.

[0048] The present specification provides a task processing system. The present
specification also relates to a task processing method and apparatus, a computing device,
a computer-readable storage medium, and a computer program. The task processing
system, method, and apparatus, the computing device, the computer-readable storage
medium, and the computer program are described in detail one by one in the following
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implementations.

[0049] The task processing method provided in one or more implementations of the
present specification is applied to a dual-offline scenario in which users of both a payee
and a payer directly transact with each other, and do not need to obtain online
confirmation with a server (which can be understood as a fund storage party) of a
service organization during the transaction. Therefore, a value credential may be loaded
to a hardware terminal in advance, and an implementation can be referred to as loading
a value credential. When a user initiates a transaction, a payer terminal initiates the
transaction, generates a transaction instruction, and transmits the transaction and value
credential information to the payee in a peer-to-peer manner. After verification by the
payee succeeds, the immediate transaction is completed. After the payee and the payer
complete the transaction, asynchronous online confirmation is possible, to convert the
loaded value credential into an online value credential so as to perform an online
transaction or load the value credential as a value credential used for offline payment.
[0050] When the task processing method provided in one or more implementations
of the present specification is applied to an application scenario in which both a payee
and a payer are offline (e.g. neither the payee nor the payer are connected to a network)
during network payment. In this case, either the payee or the payer can perform, by
using the task processing method, two-way verification on a two-dimensional code
obtained through scanning and a task execution instruction generated based on the two-
dimensional code, and perform information exchange through Bluetooth transmission,
so as to complete transmission of a transaction instruction and a value credential. For
example, when both the payee and the payer are offline, intelligent devices used by the
payee and the payer can establish a connection relationship through Bluetooth.

[0051] For ease of understanding, the task processing method provided in one or
more implementations of the present specification is described using an example
application scenario of a shopping payment for illustrative purposes. However, the task
processing method is not merely applicable to the shopping payment scenario, and can
also be applied to other scenarios in which both parties interact with each other. For
example, in a contract event scenario, both participants (e.g. a contracting party and an
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accepting party) can complete a certain task based on a contract platform. For another
example, in some engineering project scenarios, both participants (e.g. a project
contracting party and a project construction party) can complete a certain project based
on a third-party platform (e.g., an engineering project party).

[0052] FIG. 1 is a schematic diagram illustrating a structure of a task processing
system 100 according to an implementation of the present specification. The system
100 includes a first intelligent device 102 and a second intelligent device 104. For
example, the following steps are included:

[0053] The first intelligent device 102 is configured to generate a target processing
task based on a target object, generate a first identification code corresponding to the
target object based on the target processing task, and display the first identification code
to the second intelligent device 104.

[0054] The first intelligent device 102 and the second intelligent device 104 each
include but are not limited to an intelligent user terminal, such as a mobile phone or a
point of sales (POS) terminal. In addition, the first intelligent device 102 and the second
intelligent device 104 can be a same intelligent device, or can be different intelligent
devices, provided that interconnection can implemented through Bluetooth.

[0055] In some implementations, both the first intelligent device 102 and the second
intelligent device 104 have a connection relationship with a third-party authentication
authority. The third-party authentication authority can be considered as an authority that
issues a value credential, e.g. the third-party authentication authority issues a value
credential to the first intelligent device 102 and/or the second intelligent device 104, so
that the first intelligent device 102 and/or the second intelligent device 104
implement/implements a commodity transaction by using the value credential issued
by the third-party authentication authority. In this implementation of the present
application, the first intelligent device 102 and the second intelligent device 104 are
each considered as an intelligent terminal that carries only one account, e.g. the first
intelligent device 102 is one collection account or one payment account, and the second
intelligent device 104 is one payment account or one collection account, and the first
intelligent device 102 and the second intelligent device 104 are each not considered as
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an intelligent terminal that can carry a plurality of accounts.

[0056] In some example implementations, when the task processing method is
applied to a shopping payment scenario, the target object can be considered as any type
of commodity to be purchased, and the target processing task can be a payment task
generated by purchasing any type of commodity. When the task processing method is
applied to a contract event scenario, the target object can be considered as a certain task
to be completed, such as running, and the target processing task can be a running task
generated by completing the running.

[0057] When the target object is a commodity, the first intelligent device 102
generates a payment task for the commodity based on the commodity, and then
generates a first identification code corresponding to the commodity based on the
payment task, where the first identification code can be considered as a code to be paid
to and generated by a collection intelligent device (e.g. the first intelligent device 102),
such as a two-dimensional code, a bar code, or a special character code, and finally
displays the generated first identification code to a payment intelligent device (e.g. the
second intelligent device 104).

[0058] Because the collection intelligent device is in a collection state, and a value
of an accumulated received amount is large, a high security level is needed. In some
implementations, the collection intelligent device can include a built-in first processing
module and a built-in or external first verification module, to ensure security of the
collection intelligent device. The first processing module includes but is not limited to
a trusted execution environment module (such as a TEE module), and the first
verification module includes but is not limited to a secure element (such as an SE
module). If the SE module is an external SE module of an intelligent device (such as
the first intelligent device 102 or the second intelligent device 104), the external SE
module should have an intelligent device connection module such as a Bluetooth chip
to implement connection to the intelligent device through Bluetooth.

[0059] For example, a trusted execution environment module of an intelligent
terminal can quickly deploy a value credential by using a device digital certificate and
a corresponding payment application that are preset at manufacturing or system
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deployment or received by the intelligent terminal through online pushing, which are
authorized by a third-party authority, to, e.g. implement a dual-offline payment function.
[0060] In some example implementations, after the user downloads a dedicated
APP from the intelligent terminal (e.g. the first intelligent device 102 or the second
intelligent device 104), undergoes know-your-customer (KYC) identity authentication,
and generates an account, the user starts to invoke the trusted execution environment
module of the intelligent terminal to perform a hardware application activation
operation. In the trusted execution environment module, a virtual secure network
channel is established with a trusted service manager (TSM) by using a terminal
management public/private key and a payment application that are preset at
manufacturing or system deployment. After verification on device validity succeeds,
the payment application is downloaded or updated by using the channel, a terminal
authentication public/private key pair is generated, and a public key and device
information are uploaded by using a secure channel, and are forwarded to a service
organization by using the TSM. After verifying device validity and request validity, the
service organization establishes a binding relationship between an account ID and the
device, to issue a device/terminal digital certificate after the binding succeeds, for use
in subsequent identity authentication and communication encryption by the user. When
activating a hardware terminal, the service organization can set a security transaction
policy to the device/terminal based on a KYC level of the user, such as a certificate
validity period, an upper limit of a loading amount, a transaction limit, transaction times,
and a service scenario, as a pre-check rule for all offline transactions. For a value
credential loading process of the intelligent terminal, references can be made to the
detailed descriptions of the above value credential loading process. Details are omitted
herein for simplicity.

[0061] In example implementations, the SE module falls into two types: a built-in
SE chip and an external SE chip of the intelligent terminal. In addition, the SE module
can provide higher-level security protection, but has limited computing and storage
resources. The TEE module can provide a powerful computing capability in an
independent and trusted secure environment. Therefore, the first intelligent device 102
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as a payee can complete a payment task by using a TEE module and an SE module
mode, to improve a risk level of the first intelligent device 102 without reducing the
computing capability, and ensure security of the first intelligent device 102. A example
implementation is shown in FIG. 2. The system structure includes:

[0062] The first intelligent setting 202 includes a first processing module 2022 and
a first verification module 2024.

[0063] The first verification module 2024 is configured to generate the target
processing task based on the target object, and send the target processing task to the
first processing module.

[0064] The first processing module 2022 is configured to receive the target
processing task, generate the first identification code corresponding to the target object
based on the target processing task, and display the first identification code to the
second intelligent device 204, where the first identification code includes first attribute
information of the first intelligent device 202 and a Bluetooth address of the first
intelligent device 202.

[0065] For example, when the first intelligent device 202 is a collection intelligent
terminal, and the collection intelligent terminal includes a TEE module and an SE
module, an actual application scenario is as follows: The first verification module 2024
(for example, the SE module) first determines a target object (e.g., a commodity),
generates a payment task based on the commodity, and sends the payment task to the
first processing module 2022 (for example, the TEE module). The TEE module has a
good computing function. After receiving the payment task sent by the SE, the TEE
module generates a first identification code corresponding to the commodity based on
the received payment task, and displays the first identification code to the second
intelligent device 204 (e.g., a payment intelligent terminal).

[0066] In another implementation of the present specification, on the basis of not
reducing a computing capability of the second intelligent device 204 and ensuring
security of the second intelligent device 204, the second intelligent device 204 can also
complete a payment task by using a TEE module and an SE module mode. In this case,
the TEE module of the second intelligent device 204 obtains the first identification code
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through scanning. A example implementation is described in the following FIG. 3:
[0067] The first intelligent device 302 includes a first processing module 3022 and
a first verification module 3024, and the second intelligent device 304 includes a second
processing module 3042 and a second verification module 3044.

[0068] The first verification module 3024 is configured to generate the target
processing task based on the target object, and send the target processing task to the
first processing module.

[0069] The first processing module 3022 is configured to receive the target
processing task, generate the first identification code corresponding to the target object
based on the target processing task, and display the first identification code to the
second intelligent device.

[0070] The second processing module 3042 is configured to obtain the first
identification code through scanning, and send the first identification code to the second
verification module.

[0071] The second verification module 3044 is configured to parse the first
identification code, perform first verification based on a parsing result of parsing the
first identification code, and send a verification result to the second processing module
3042 when the first verification succeeds.

[0072] For example, the second processing module 3042 can be considered as a
trusted execution environment module (for example, a TEE module). That is, in some
implementations, the second processing module 3042 of the second intelligent device
304 receives the first identification code, and the second verification module 3044
subsequently conducts security verification on the first identification code, which
ensures a computing capability and security performance of the second intelligent
device 304. In this case, the second verification module 3044 can be considered as a
secure element (for example, an SE module).

[0073] The second intelligent device 104 is configured to obtain the first
identification code through scanning, generate a task execution instruction in response
to the target processing task based on the first identification code when first verification
on the first identification code succeeds, establish a Bluetooth connection channel with
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the first intelligent device 102 by using a Bluetooth device, and send the task execution
instruction to the first intelligent device 102 based on the Bluetooth connection channel.
[0074] In some example implementations, after the second processing module
obtains the first identification code through scanning, the second processing module
forwards the first identification code to the second verification module, and the second
verification module implements security verification on the first identification code, to
improve security performance of an entire payment task process. An example
implementation is described as follows:

[0075] The second processing module 3042 is configured to obtain the first
identification code through scanning, and send the first identification code to the second
verification module 3044.

[0076] The second verification module 3044 is configured to parse the first
identification code to determine first attribute information of the first intelligent device
302 and a Bluetooth address of the first intelligent device 302 based on a parsing result
of parsing the first identification code, perform first verification on the first attribute
information and the Bluetooth address to generate a first verification result, and send
the first verification result to the second processing module 3042 when the first
verification succeeds.

[0077] The second processing module 3042 is configured to determine processing
information of the target object based on the first attribute information, generate a task
execution instruction in response to the target processing task based on the processing
information, establish a Bluetooth connection channel with the first intelligent device
302 by using a Bluetooth device, and send the task execution instruction to the first
processing module 3022 based on the Bluetooth connection channel.

[0078] For example, the second verification module 3044 can be considered as the
above SE module, and the SE module is not repeatedly described herein.

[0079] In some implementations, after obtaining the first identification code
through scanning, the second processing module 3042 forwards the first identification
code to the second verification module 3044. The second verification module 3044
parses the first identification code to obtain, through parsing, the first attribute
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information of the first intelligent device 302 and the Bluetooth address of the first
intelligent device 302 that are included in the first identification code or value, for
example, a receiving name (e.g. a payee or collection account name of the first
intelligent device) of the first intelligent device 302 receiving an object value
corresponding to the target object, a digital certificate (e.g., a terminal digital certificate
issued by the service organization to the first intelligent device) obtained from a third-
party authentication authority, the Bluetooth address (e.g., a Bluetooth MAC address of
the first intelligent device) of the first intelligent device 302. Then, the second
verification module 3044 verifies (e.g. verifies validity of the payee or collection
account information, the terminal digital certificate, and the MAC address) the first
attribute information and the Bluetooth information to generate a first verification result.
When first verification on the first verification result succeeds, the second verification
module 3044 sends the first verification result to the second processing module 3042.
The second processing module 3042 determines the processing information (for
example, an amount to be paid and a payment password that correspond to the target
object) of the target object based on the first attribute information, and generates the
task execution instruction in response to the target processing task based on the
processing information. Then, the second processing module 3042 establishes the
Bluetooth connection channel with the first processing module 3022 of the first
intelligent device 302 by using the Bluetooth device, and sends the task execution
instruction to the first processing module 3022 based on the Bluetooth connection
channel.

[0080] For example, the second processing module 3042 is configured to establish
a pairing relationship with the first processing module 3022 based on the Bluetooth
address of the first intelligent device, to establish the Bluetooth connection channel, or
the second verification module 3044 is configured to establish a pairing relationship
with the first verification module 3024 based on the Bluetooth address of the first
intelligent device, to establish the Bluetooth connection channel. Details are omitted
herein for simplicity.

[0081] In this implementation of the present specification, a TEE module and an
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SE module can be used for both the first intelligent device 302 and the second intelligent
device 304, e.g., a computing speed and computing efficiency of the first intelligent
device 302 and the second intelligent device 304 can be ensured by using a high
computing capability of the TEE module, and interaction and transaction security of the
first intelligent device 302 and the second intelligent device 304 can also be ensured by
using a high security level of the SE module. The TEE module and the SE module are
used for both parties, to ensure security of an entire payment process and a completion
speed of the payment task, thereby improving user experience. Similarly, a customized
MCU chip can be used to replace the TEE or the SE module. However, a relationship
between secure isolated storage and efficient computing and processing needs to be
balanced. For example, when there is no complex front-end user interaction, the TEE
module does not need to be used, and the customized MCU is used to implement service
main control processing. If there is another security mechanism, secure storage can also
be implemented without the separate SE chip.

[0082] Correspondingly, the first attribute information includes the receiving name
of the first intelligent device 302 receiving the object value corresponding to the target
object and the digital certificate obtained from the third-party authentication authority.
[0083] For example, in a payment scenario, the first attribute information of the
first intelligent device 302 includes but is not limited to the receiving name (e.g., the
payee or collection account name of the first intelligent device) of the first intelligent
device 302 receiving the object value corresponding to the target object, the digital
certificate (e.g., the terminal digital certificate issued by the service organization to the
first intelligent device) obtained from the third-party authentication authority, etc.
[0084] In example implementations, the second verification module 3044 parses
the first identification code to obtain the payee or collection account name of the first
intelligent device 302, the terminal digital certificate issued by the service organization
to the first intelligent device 302, and the Bluetooth address of the first intelligent device
302, and sends the payee or collection account name of the first intelligent device 302,
the terminal digital certificate issued by the service organization to the first intelligent
device 302, and the Bluetooth address of the first intelligent device 302 to the second
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processing module of the second intelligent device 304 when determining that the payee
or collection account of the first intelligent device 302 is secure, and the terminal digital
certificate issued by the service organization to the first intelligent device 302, and the
Bluetooth address of the first intelligent device 302 are valid.

[0085] In this implementation of the present specification, the second verification
module 3044 of the second intelligent device 304 verifies the first identification code.
Only when determining, through verification, that the collection account number, the
terminal digital certificate, the Bluetooth address, etc. of the first intelligent device 302
are secure and valid, the second verification module 3044 deducts, based on the
information that is in the first identification code and that is obtained through parsing,
an amount corresponding to the target object from a payment account and provide a
transaction password, to ensure security of a payment task and protect fund security of
the second intelligent device 304.

[0086] For example, the second processing module 3042 is configured to determine
a number of object values corresponding to the target object and a verification code for
processing the object value based on the receiving name of the first intelligent device
302 receiving the object value corresponding to the target object and the digital
certificate obtained from the third-party authentication authority; and obtain the object
value corresponding to the target object based on the number of object values and the
verification code, generate an object value processing request based on the object value
corresponding to the target object, and send the object value processing request to the
second verification module 3044.

[0087] The second verification module 3044 is configured to generate an object
value processing instruction based on the object value processing request, and send the
object value processing instruction to the second processing module.

[0088] For example, a payment scenario is still used as an example. After
verification by the second verification module 3044 on the first identification code
succeeds, the second verification module 3044 returns, to the second processing module
3042, the payee or collection account name of the first intelligent device 302 and the
terminal digital certificate issued by the service organization to the first intelligent
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device that are in the first identification code and that are obtained through parsing.
After confirming the payee information of the first intelligent device 302, the second
processing module 3042 determines an amount of a value credential corresponding to
the target object and verifies a transaction payment password, and deducts the value
credential corresponding to the target object from the payment account of the second
intelligent device 304 based on the amount of the value credential and the transaction
payment password. For example, if the target object is 2 RMB, the deducted value
credential is 2 RMB. After deducting the value credential corresponding to the target
object, the second processing module 3044 generates an object value processing request
based on the deduction operation, and then sends the object value processing request to
the second verification module 3044. The object value processing request includes but
is not limited to information such as the deducted value credential corresponding to the
target object, the payment account of the second intelligent device 304, a serial number
of a current transaction, the payee or collection account number, a validity period of the
deducted value credential, and a payer terminal digital certificate of the second
intelligent device 304. After receiving the object value processing request, the second
verification module 3044 obtains the above information in the object value processing
request, then generates an object value processing instruction based on the information,
and returns the object value processing instruction to the second processing module
3042. After receiving the object value processing instruction, the second processing
module 3042 generates a task execution instruction, and sends the task execution
instruction to the first processing module 3022 of the first intelligent device 302 by
using the Bluetooth connection channel. The object value processing instruction
includes at least information such as the deducted value credential corresponding to the
target object, the payment account of the second intelligent device 304, the serial
number of the current transaction, the payee or collection account number, the validity
period of the deducted value credential, and the payer terminal digital certificate of the
second intelligent device 304.

[0089] In some implementations of the present specification, after determining that
the payee or collection account of the first intelligent device 302 is secure and the
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terminal digital certificate is valid, the second intelligent device 304 deducts the value
credential corresponding to the target object from the payment account of the second
intelligent device 304, and then generates the task execution instruction in a transaction
instruction manner based on the value credential and other important information of the
current transaction, thereby further ensuring security of a transaction process.

[0090] In example implementations, the second verification module encrypts the
object value processing request to generate an encrypted object value processing
instruction, which further ensures security of the value credential in the transaction
process. A example implementation is described as follows:

[0091] The second verification module 3044 is configured to generate an encrypted
object value processing instruction based on the object value processing request, and
send the encrypted object value processing instruction to the second processing module
3042.

[0092] The first intelligent device 102 is further configured to receive the task
execution instruction by using the Bluetooth connection channel, and process the target
processing task based on the task execution instruction when second verification on the
task execution instruction succeeds.

[0093] For example, on the basis that the first intelligent device 302 includes the
first processing module 3022 and the first verification module 3024, the task execution
instruction is sent to the first processing module 3022 of the first intelligent device 302
by using the Bluetooth connection channel.

[0094] Correspondingly, the first processing module 3022 is configured to receive
the task execution instruction by using the Bluetooth connection channel, and send the
task execution instruction to the first verification module 3024.

[0095] The first verification module 3024 is configured to parse the task execution
instruction to determine second attribute information of the second intelligent device
and attribute information that is of the object value corresponding to the target object
and that is obtained from the second intelligent device 304, perform second verification
on the second attribute information and the attribute information that is of the object
value corresponding to the target object and that is obtained from the second intelligent
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device 304, to generate a second verification result, and return the second verification
result to the first processing module 3022 when the second verification succeeds.
[0096] The first processing module 3022 is configured to process the target
processing task based on the object value when the second verification succeeds.
[0097] For example, after generating the task execution instruction, the second
intelligent device 304 or the second processing module 3042 of the second intelligent
device 304 sends the task execution instruction to the first processing module 3022 of
the first intelligent device 302 by using the Bluetooth connection channel, to send the
task execution instruction to the first verification module 3024 for security verification,
so as to improve processing efficiency of the first intelligent device 302.

[0098] In example implementations, after receiving the task execution instruction,
the first processing module 3024 first parses the task execution instruction to obtain the
attribute information that is of the object value corresponding to the target object and
that is sent by the second intelligent device 304. When the target object is a commodity,
the object value can be understood as a value credential corresponding to the
commodity, and the attribute information of the object value includes but is not limited
to an amount of a value credential, a transaction serial number, a payer terminal
authentication certificate, a validity period of the value credential. In addition, the
transaction information that is of the object value corresponding to the target object and
that is sent by the second intelligent device 304 is verified to generate the second
verification result. When the second verification succeeds, the second verification result
is returned to the first processing module 3022 of the first intelligent device 302.
[0099] In some implementations, the verification module of the first intelligent
device 302 decrypts a transaction ciphertext (e.g., a second identification code value)
by using its own terminal authentication private key, to obtain complete transaction
information and a transaction instruction, where the transaction instruction includes a
payer terminal authentication certificate, etc. After signature verification on the
transaction instruction succeeds, the verification module verifies authenticity of the
value credential, checks whether the transaction is within the validity period, and checks
use of the loaded value credential, the transaction serial number, etc. to avoid double
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spending. In addition, the transaction instruction is registered, so that the transaction
amount cannot be used again before confirmation, and then the verification result is
returned to the processing module of the first intelligent device 302.

[0100] In addition, in a payment scenario, processing the target processing task
based on the object value can be understood as completing the payment task based on
the transaction amount.

[0101] In this implementation of the present specification, the first intelligent
device 302 verifies the task execution instruction, and completes the target processing
task based on the task execution instruction only when it is determined, through
verification, that the payment account, the payment amount, etc. of the second
intelligent device 304 are secure and accurate, thereby ensuring security of a processing
process of the target processing task.

[0102] Correspondingly, the second attribute information includes a receiving name
of the second intelligent device 304 receiving the object value corresponding to the
target object and a digital certificate obtained from the third-party authentication
authority.

[0103] For example, after the second processing module 3042 sends the task
execution instruction to the first processing module 3022, the first processing module
3022 forwards the task execution instruction to the first verification module 3024. The
first verification module 3024 first parses the task execution instruction to determine
the second attribute information of the second intelligent device 304, for example, the
payer name and the terminal digital certificate of the second intelligent device 304, and
determine the attribute information that is of the object value corresponding to the target
object and that is obtained from the second intelligent device 304, for example, the
value credential corresponding to the target object, the serial number of the current
transaction, the payee or collection account number, and the validity period of the
deducted value credential that are obtained from the second intelligent device 304. Then,
the first verification module 3024 verifies the task execution instruction based on the
above information. A specific verification process is the same as a verification process
of the above verification module 3024. Details are omitted herein for simplicity. After
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the verification succeeds, the target processing task is processed based on the task
execution instruction.

[0104] In this implementation of the present specification, after receiving the task
execution instruction sent by the second intelligent device 304, the first intelligent
device 302 performs security verification on the task execution instruction, and
processes the payment task based on the payment code only after verification on both
the payer or payment account number and the value credential corresponding to the
target object succeeds, to ensure transaction security.

[0105] In example implementations, the first processing module 3022 is configured
to receive the second verification result, determine the object value corresponding to
the target object in the task execution instruction, and store the object value
corresponding to the target object in the first intelligent device 302.

[0106] The first intelligent device 302 is configured to complete the target
processing task when successfully receiving the object value corresponding to the target
object.

[0107] In some implementations, after second verification on the task execution
instruction succeeds, the value credential that corresponds to the target object and that
is deducted from the payment account of the second intelligent device 304 can be
determined based on the information that is in the task execution instruction and that is
obtained through parsing. In this case, the value credential is stored in the collection
account of the first intelligent device 302. The current payment task of the target object
is completed when the first intelligent device 302 successfully performs collection.
[0108] In example implementation, the first processing module 3022 is further
configured to process the target processing task based on a second verification result
generated based on the task execution instruction, and return a processing result to the
second processing module 3042 by using the Bluetooth connection channel.

[0109] In this implementation of the present specification, after the value credential
that is for the target object and that is paid by the payer is securely and accurately
obtained, the value credential is stored in the collection account of the payee, to
successfully complete the current payment task. In addition, the first verification
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module 3024 returns a completion result of the payment task to the first processing
module 3022. The first processing module 3022 further returns the completion result to
the second processing module based on the Bluetooth connection channel, to improve
user experience of both parties.

[0110] In the above implementation, the first processing module 3022 and the
second processing module 3042 each include a trusted execution environment module,
and the first verification module 3024 and the second verification module 3044 each
include a secure element. The target object includes a commodity, and the target
processing task includes a payment task. No further limitation is imposed herein.
[0111] The task processing system provided in one or more implementations of the
present specification includes a first intelligent device and a second intelligent device,
where the first intelligent device is configured to generate a target processing task based
on a target object, generate a first identification code corresponding to the target object
based on the target processing task, and display the first identification code to the
second intelligent device; the second intelligent device is configured to obtain the first
identification code through scanning, generate a task execution instruction in response
to the target processing task based on the first identification code when first verification
on the first identification code succeeds, establish a Bluetooth connection channel with
the first intelligent device by using a Bluetooth device, and send the task execution
instruction to the first intelligent device based on the Bluetooth connection channel; and
the first intelligent device is further configured to receive the task execution instruction
by using the Bluetooth connection channel, and process the target processing task based
on the task execution instruction when second verification on the task execution
instruction succeeds.

[0112] In the task processing system, an identification code is scanned by one party,
verification is separately performed on the identification code and a task execution
instruction generated based on the identification code, and transmission is performed
by using a Bluetooth connection channel. Therefore, double or two-way verification on
a payment task is ensured, and efficiency and security are ensured through transmission
by using the Bluetooth connection channel, thereby improving a payment level.
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[0113] Corresponding to the above system implementation, the present
specification further provides an implementation of a task processing method. FIG. 4 is
a flowchart illustrating a task processing method according to an implementation of the
present specification. As shown in FIG. 4, for example, the method includes the
following steps:

[0114] Step 402: A first intelligent device generates a target processing task based
on a target object, generates a first identification code corresponding to the target object
based on the target processing task, and displays the first identification code to a second
intelligent device.

[0115] For example, when the first intelligent device is a collection intelligent
terminal, and the second intelligent device is a payment intelligent terminal, an actual
application scenario is as follows: The first intelligent device (e.g., the collection
intelligent terminal) first determines a target object (e.g., a commodity), and generates
a payment task based on the commodity, and the first intelligent device generates a first
identification code corresponding to the commodity based on the payment task, and
displays the first identification code to the second intelligent device (e.g., the payment
intelligent terminal). The first identification code can be considered as a code to be paid
to and generated by the collection intelligent device (e.g., the first intelligent device),
for example, a two-dimensional code, a bar code, or a special character code. Finally,
the first intelligent device displays the generated first identification code to the payment
intelligent device (e.g., the second intelligent device). The first intelligent device can
be a payee intelligent device, or can be a payer intelligent device. Details are omitted
herein for simplicity.

[0116] Step 404: The second intelligent device obtains the first identification code
through scanning, generates a task execution instruction in response to the target
processing task based on the first identification code when first verification on the first
identification code succeeds, establishes a Bluetooth connection channel with the first
intelligent device by using a Bluetooth device, and sends the task execution instruction
to the first intelligent device based on the Bluetooth connection channel.

[0117] For example, the first identification code includes first attribute information
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of the first intelligent device and a Bluetooth address of the first intelligent device.
[0118] Correspondingly, the generating the task execution instruction in response
to the target processing task based on the first identification code when the verification
on the first identification code succeeds includes: parsing, by the second intelligent
device, the first identification code to determine the first attribute information of the
first intelligent device and the Bluetooth address of the first intelligent device,
performing first verification on the first attribute information and the Bluetooth address
to generate a first verification result, and generating the task execution instruction in
response to the target processing task based on the first verification result when the first
verification succeeds.

[0119] The second intelligent device establishes a pairing relationship with the first
intelligent device based on a Bluetooth address of the first intelligent device, to establish
the Bluetooth connection channel.

[0120] The first attribute information includes a receiving name of the first
intelligent device receiving an object value corresponding to the target object and a
digital certificate obtained from a third-party authentication authority.

[0121] Correspondingly, the generating, by the second intelligent device, the task
execution instruction in response to the target processing task based on the first attribute
information in the first identification code, and sending the task execution instruction
to the first intelligent device based on the Bluetooth connection channel includes:
determining, by the second intelligent device based on the first attribute information,
the receiving name of the object value corresponding to the target object and the digital
certificate obtained from the third-party authentication authority, generating the task
execution instruction in response to the target processing task based on the receiving
name of the object value corresponding to the target object and the digital certificate
obtained from the third-party authentication authority, and sending the task execution
instruction to the first intelligent device based on the Bluetooth connection channel.
[0122] Step 406: The first intelligent device receives the task execution instruction
by using the Bluetooth connection channel, and processes the target processing task
based on the task execution instruction when second verification on the task execution

29



10

15

20

25

30

instruction succeeds.

[0123] The first intelligent device receives the task execution instruction by using
the Bluetooth connection channel, parses the task execution instruction to determine
second attribute information of the second intelligent device and attribute information
that is of the object value corresponding to the target object and that is obtained from
the second intelligent device, performs second verification on the second attribute
information and the attribute information that is of the object value corresponding to
the target object and that is obtained from the second intelligent device, to generate a
second verification result, and processes the target processing task based on the second
verification result when the second verification succeeds.

[0124] The second attribute information includes a receiving name of the second
intelligent device receiving the object value corresponding to the target object and a
digital certificate obtained from the third-party authentication authority.

[0125] In the task processing method provided in one or more implementations of
the present specification, the second intelligent device parses the first identification
code sent by the first intelligent device, performs the first verification based on the
parsing result of parsing the first identification code, and the first intelligent device
performs the second verification on the task execution instruction that is generated
based on the first identification code and that is sent by the second intelligent device.
When double or two-way verification is performed on the target task, it is ensured that
the executed task execution instruction is not tampered with, thereby improving task
execution security.

[0126] A schematic solution of a task processing method in the implementations is
described above. It should be noted that the technical solution of the task processing
method and the technical solution of the above task processing system belong to the
same concept. For details not described in detail in the technical solution of the task
processing method, references can be made to the descriptions of the technical solution
of the above task processing system.

[0127] With reference to FIG. 5, the following further describes the task processing
method by using an example that the task processing method provided in the present
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specification is applied to a payment scenario. FIG. 5 is a flowchart illustrating a
processing process of a task processing method according to an implementation of the
present specification. For example, the method includes the following steps:

[0128] In the payment scenario, the task processing method includes a payee
intelligent device and a payer intelligent device, and the payee intelligent device and
the payer intelligent device each select a TEE as a processing module and an external
SE as a verification module.

[0129] Step 502: The SE module of the payee intelligent device generates a
payment task based on a commodity, and sends the payment task to the TEE module.
[0130] In some implementations, the SE module of the payee intelligent device
generates the payment task for the commodity based on information such as payee or
collection account information and a terminal digital certificate, and then sends the
payment task to the TEE module. The TEE module generates a collection two-
dimensional code for the commodity based on the payment task, and displays the two-
dimensional code to a payer by using a TUI (or an APP interface).

[0131] Step 504: The TEE module of the payee intelligent device generates a
collection code based on the payment task, and displays the collection code to the payer
intelligent device.

[0132] In some implementations, the payee intelligent device displays the
generated collection two-dimensional code to the payer intelligent device by using an
interface.

[0133] Step 506: The TEE module of the payer intelligent device obtains the
collection code through scanning, parses the two-dimensional code to extract a two-
dimensional code value in the collection code, and forwards the two-dimensional code
value to the SE module.

[0134] For example, a collection module in the TEE module of the payer intelligent
device obtains the collection code through scanning, parses the two-dimensional code
to extract the two-dimensional code value in the collection code, and forwards the two-
dimensional code value to the SE module.

[0135] Step 508: The SE module of the payer intelligent device verifies the two-
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dimensional code value obtained through parsing.

[0136] For example, that the SE module of the payer intelligent device verifies the
two-dimensional code value obtained through parsing can be understood as follows:
The SE module of the payer intelligent device verifies validity of the payee or collection
account information, the terminal digital certificate, and the Bluetooth address of the
payee intelligent device based on the obtained two-dimensional code value.

[0137] Step 510: The SE module of the payer intelligent device returns a
verification result to the TEE module.

[0138] For example, that the SE module of the payer intelligent device returns a
verification result to the TEE module can be understood as follows: The SE module of
the payer intelligent device returns a terminal verification result of the payee intelligent
device and transaction value credential information loaded by the payer intelligent
device. In this case, if verification fails, the payer intelligent device rejects a current
transaction; or if verification succeeds, the payer intelligent device continues to perform
step 512.

[0139] Step 512: The TEE module of the payer intelligent device establishes a
pairing relationship with the TEE module of the payee device to establish a Bluetooth
connection channel.

[0140] For example, that the TEE module of the payer intelligent device establishes
a pairing relationship with the TEE module of the payee intelligent device to establish
a Bluetooth connection channel can be understood as: The TEE module of the payer
intelligent device enables a Bluetooth device based on Bluetooth information in the
terminal verification result of the payee intelligent device, and performs pairing
connection with the TEE module of the payee device.

[0141] Step 514: The TEE module of the payee intelligent device returns a
Bluetooth pairing result to the TEE module of the payer device.

[0142] That the TEE module of the payer intelligent device receives a returned
Bluetooth pairing result can be understood as follows: The TEE module of the payer
intelligent device receives a result that is returned by the TEE module of the payee
intelligent device and that indicates whether Bluetooth pairing succeeds. Only after
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both parties agree on pairing connection, a payment instruction can be transmitted based
on the Bluetooth connection channel.

[0143] In this implementation, that the TEE modules in the payer intelligent device
and the payee intelligent device establish a Bluetooth connection channel is used as an
example. In some implementations, establishment of the Bluetooth connection channel
can be completed between the SE modules. Specific steps are the same as pairing
between the TEE modules in this implementation. Details are omitted herein for
simplicity.

[0144] Step 516: When the verification succeeds, the TEE module of the payer
intelligent device enters transaction information.

[0145] For example, that the TEE module of the payer intelligent device enters
transaction information can be understood as follows: When the verification succeeds,
the TEE module of the payer intelligent device displays payee information by using an
interface, receives a transaction amount and a payment password that are entered by a
user by using the interface, and initiates transaction preparation.

[0146] Step 518: The TEE module of the payer intelligent device sends the
transaction information to the SE module.

[0147] The transaction information includes an updated loaded value credential, a
transaction serial number, a payee or collection account ID, a transaction amount, a
validity period, a payer terminal digital certificate, historical transaction information of
the loaded value credential, and another transaction element. After signature, together
with the updated value credential, the transaction information is encrypted by using a
terminal authentication public key of the payee.

[0148] Step 520: The SE module of the payer intelligent device generates an
encrypted transaction instruction, and sends the encrypted transaction instruction to the
TEE module.

[0149] For example, that the SE module of the payer intelligent device generates
an encrypted transaction instruction can be understood as follows: The SE module of
the payer intelligent device deducts a remaining amount of the loaded value credential,
performs signature again by using a terminal authentication private key, and updates
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information such as the remaining balance of the loaded value credential after the
instruction is generated.

[0150] Step 522: The TEE module of the payer intelligent device generates a
payment instruction by using the encrypted transaction instruction, and sends the
payment instruction to the TEE module of the payee intelligent device by using the
Bluetooth connection channel.

[0151] In some implementations, after generating the payment instruction by using
the encrypted transaction instruction, the TEE module of the payer intelligent device
sends the payment instruction to the TEE module of the payee intelligent device by
using the Bluetooth connection channel.

[0152] Step 524: The TEE module of the payee intelligent device receives the
payment instruction, and forwards the payment instruction to the SE module of the
payee intelligent device.

[0153] Step 526: After receiving the payment instruction, the SE module of the
payee intelligent device parses the payment instruction, verifies a parsing result of the
payment instruction to generate a verification result, and returns the verification result
to the TEE module of the payee intelligent device.

[0154] For example, that the SE module of the payee intelligent device parses the
payment instruction, and verifies a parsing result of the payment instruction to generate
a verification result can be understood as follows: The SE module of the payee
intelligent device decrypts a transaction ciphertext by using its own terminal
authentication private key to obtain complete transaction information. After signature
verification on the transaction instruction succeeds, the module verifies authenticity of
the value credential, checks whether the transaction is within the validity period, and
checks use of the loaded value credential, the transaction serial number, etc. to avoid
double spending. In addition, the transaction instruction is registered, so that the
transaction amount cannot be used again before confirmation.

[0155] Step 528: After receiving a collection confirmation instruction, the TEE
module of the payee intelligent device ends the payment task.

[0156] Step 530: The TEE module of the payee intelligent device returns a

34



10

15

20

25

30

transaction result to the TEE module of the payer intelligent device by using the
Bluetooth connection channel.

[0157] For example, the SE module of the payee intelligent device returns the
verification result to the TEE module, and the TEE module displays the verification
result to the user by using an interface. After the user confirms the collection result, the
payment task is ended, e.g., the payee intelligent device has received the value
credential for the commodity, and can end the current transaction.

[0158] In some implementations, before the payee confirms the transaction online,
the payer is not allowed to use the value credential corresponding to the transaction
again. After the payee confirms the transaction online, if the transaction fails, the payee
returns the value credential corresponding to the transaction to the payer; or if the
transaction succeeds, the value credential corresponding to the transaction is allowed to
use again after the value credential is converted into a value credential of an actual
transaction amount of the payee.

[0159] According to the task processing method provided in this implementation of
the specification, attribute information of an intelligent device that generates a first
identification code is determined by verifying the first identification code, a task
execution instruction is generated based on the determined attribute information, and
then the task execution instruction is verified. In a two-way verification mode, it is
ensured that transaction data is not tampered with, thereby improving a payment level,
and ensuring payment security.

[0160] With reference to FIG. 6, the following further describes the task processing
method by using an example that the task processing method provided in the present
specification is applied to a payment scenario. FIG. 6 is a flowchart illustrating a
processing process of a task processing method according to another implementation
of the present specification. For example, the method includes the following steps:
[0161] In the payment scenario, the task processing method includes a payee
intelligent device and a payer intelligent device, and the payee intelligent device and
the payer intelligent device each select a TEE as a processing module and an external
SE as a verification module.
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[0162] Step 602: The SE module of the payer intelligent device generates a payment
task based on a commodity, and sends the payment task to the TEE module.

[0163] In some implementations, the SE module of the payer intelligent device
generates the payment task for the commodity based on information such as payee
account information and a terminal digital certificate, and then sends the payment task
to the TEE module. The TEE module generates a collection two-dimensional code for
the commodity based on the payment task, and displays the two-dimensional code to a
payer by using a TUL

[0164] Step 604: The TEE module of the payer intelligent device generates a
payment code based on the payment task, and displays the payment code to the payee
intelligent device.

[0165] In some implementations, the payer intelligent device displays the generated
payment two-dimensional code to the payee intelligent device by using an interface.
[0166] Step 606: The TEE module of the payee intelligent device obtains the
payment code through scanning, and the TEE module of the payee intelligent device
enters transaction information.

[0167] For example, a collection module in the TEE module of the payee intelligent
device obtains the payment code through scanning, determines a transaction amount,
and enters the transaction amount.

[0168] Step 608: The TEE module of the payee intelligent device parses the two-
dimensional code to extract a two-dimensional code value in the payment code, and
forwards the two-dimensional code value and the transaction amount to the SE module.
[0169] Step 610: The SE module of the payee intelligent device verifies the two-
dimensional code value obtained through parsing, and generates a collection instruction.
[0170] For example, that the SE module of the payee intelligent device verifies the
two-dimensional code value obtained through parsing can be understood as follows:
The SE module of the payee intelligent device verifies validity of payer or payment
account information, a terminal digital certificate, and a Bluetooth address of the payer
intelligent device based on the obtained two-dimensional code value. The SE module
verifies authentication legitimacy of the payment code terminal, and performs signature
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verification on the collection instruction, where the collection instruction includes
transaction fields such as collection account information, a collection amount, and a
serial number, and is signed by using a terminal authentication private key.

[0171] Step 612: The SE module of the payee intelligent device initiates a collection
request to the TEE module.

[0172] Step 614: The TEE module of the payee intelligent device establishes a
pairing relationship with the TEE module of the payer device to establish a Bluetooth
connection channel.

[0173] For example, that the TEE module of the payee intelligent device establishes
a pairing relationship with the TEE module of the payer intelligent device to establish
a Bluetooth connection channel can be understood as: The TEE module of the payee
intelligent device enables a Bluetooth device based on Bluetooth information in the
two-dimensional code value of the payer intelligent device, and performs pairing
connection with the TEE module of the payer intelligent device.

[0174] In this implementation, that the TEE modules in the payee intelligent device
and the payer intelligent device establish a Bluetooth connection channel is used as an
example. In some implementations, establishment of the Bluetooth connection channel
can be completed between the SE modules. Details are omitted herein for simplicity.
[0175] Step 616: The TEE module of the payee device initiates a collection request
to the TEE module of the payer intelligent device by using the Bluetooth connection
channel.

[0176] Step 618: The TEE module of the payer intelligent device generates a
collection instruction based on the collection request, and forwards the collection
instruction to the SE module of the payer intelligent device.

[0177] Step 620: The TEE module of the payer intelligent device generates a
payment instruction.

[0178] For example, that the SE module of the payer intelligent device generates a
payment instruction can be understood as: The SE module of the payer intelligent
device performs signature verification on the collection instruction and verifies account
validity, and starts to assemble the payment instruction after the verification succeeds.
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[0179] The transaction instruction includes an updated loaded value credential, a
transaction serial number, a transaction amount, a payee or collection account ID, a
validity period, a payer terminal digital certificate, historical transaction information of
the loaded value credential, and another element. After signature, the transaction
instruction is encrypted by using a terminal authentication public key of the payee, to
generate the transaction instruction.

[0180] Step 622: The SE module of the payer intelligent device submits the
payment instruction to the TEE module of the payer intelligent device.

[0181] Step 624: The TEE module of the payer intelligent device sends the payment
instruction to the TEE module of the payee intelligent device by using the Bluetooth
connection channel.

[0182] Step 626: The TEE module of the payee intelligent device receives the
payment instruction, and forwards the payment instruction to the SE module of the
payee intelligent device.

[0183] Step 628: After receiving the payment instruction, the SE module of the
payee intelligent device parses the payment instruction, and verifies a parsing result of
the payment instruction to generate a verification result.

[0184] For example, that the SE module of the payee intelligent device parses the
payment instruction, and verifies a parsing result of the payment instruction to generate
a verification result can be understood as follows: The SE module of the payee
intelligent device decrypts a transaction ciphertext by using its own terminal
authentication private key to obtain complete transaction information. After signature
verification on the transaction instruction succeeds, the module verifies authenticity of
the value credential, checks whether the transaction is within the validity period, and
checks use of the loaded value credential, the transaction serial number, etc. to avoid
double spending. In addition, the transaction instruction is registered, so that the
transaction amount cannot be used again before confirmation.

[0185] Step 630: The SE module of the payee intelligent device returns a payment
result to the TEE module of the payee intelligent device based on the verification result.
[0186] Step 632: After receiving the payment result, the TEE module of the payee
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intelligent device returns the payment result to the TEE module of the payer intelligent
device, to end the payment task.

[0187] For example, the SE module of the payee intelligent device returns the
verification result to the TEE module, and the TEE module displays the verification
result to the user by using an interface. After the user confirms the collection result, the
payment task is ended, e.g., the payee intelligent device has received the value
credential for the commodity, and can end the current transaction.

[0188] In some implementations, before the payee confirms the transaction online,
the payer is not allowed to use the value credential corresponding to the transaction
again. After the payee confirms the transaction online, if the transaction fails, the payee
returns the value credential corresponding to the transaction to the payer; or if the
transaction succeeds, the value credential corresponding to the transaction is allowed to
use again after the value credential is converted into a value credential of an actual
transaction amount of the payee.

[0189] According to the task processing method provided in this implementation of
the specification, attribute information of an intelligent device that generates a first
identification code is determined by verifying the first identification code, a payment
instruction is generated based on the determined attribute information, and then the
payment instruction is verified. In a two-way verification mode, it is ensured that
transaction data is not tampered with, thereby improving a payment level, and ensuring
payment security.

[0190] Corresponding to the above method implementation, the present
specification further provides a first task processing apparatus implementation. FIG. 7A
is a schematic diagram illustrating a structure of a task processing apparatus according
to an implementation of the present specification. As shown in FIG. 7A, the apparatus
is disposed in a first intelligent device 702, and the first intelligent device includes a
first processing module 7022 and a first verification module 7024.

[0191] The first verification module 7024 is configured to determine a target object,
and generate a target processing task based on the target object.

[0192] The first processing module 7022 is configured to generate a first
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identification code corresponding to the target object based on the target processing
task, and establish a Bluetooth connection channel with a second intelligent device by
using a Bluetooth device; and display the first identification code to the second
intelligent device, and receive, by using the Bluetooth connection channel, a task
execution instruction generated by the second intelligent device based on the first
identification code;

[0193] The first verification module 7024 is further configured to verify the task
execution instruction generated based on the first identification code.

[0194] The first processing module 7022 is further configured to process the target
processing task based on the task execution instruction when the verification succeeds.
[0195] Corresponding to the above method implementation, the present
specification further provides a second task processing apparatus implementation. FIG.
7B is a schematic diagram illustrating a structure of a task processing apparatus
according to an implementation of the present specification. As shown in FIG. 7B, the
apparatus is disposed in a second intelligent device 704, and the second intelligent
device 704 includes a second processing module 7042 and a second verification module
7044.

[0196] The second processing module 7042 is configured to obtain, through
scanning, a first identification code displayed by a first intelligent device for a target
processing task, where the target processing task includes a target object.

[0197] The second verification module 7044 is configured to parse the first
identification code, and verify the first identification code based on a parsing result of
parsing the first identification code.

[0198] The second processing module 7042 is further configured to establish a
Bluetooth connection channel with the first intelligent device by using a Bluetooth
device when the verification succeeds, and generate a task execution instruction based
on the first identification code.

[0199] The second processing module 7042 is further configured to send the task
execution instruction to the first intelligent device by using the Bluetooth connection
channel, and receive the target processing task processed by the first intelligent device
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based on the task execution instruction.

[0200] According to the task processing apparatus provided in this implementation
of the present specification, after an identification code of the first intelligent device
702 is received, the identification code is first verified. When the verification succeeds,
a task execution instruction in response to a target processing task is generated, so that
the first intelligent device 702 completes the target processing task based on the task
execution instruction. Therefore, security of processing for the target processing task is
greatly ensured through the two-way verification.

[0201] A schematic solution of a task processing apparatus in the implementations
is described above. It should be noted that the technical solution of the task processing
apparatus and the technical solution of the above task processing method applied to the
first intelligent device and the second intelligent device belong to the same concept. For
details not described in detail in the technical solution of the task processing apparatus,
references can be made to the descriptions of the technical solution of the above task
processing method.

[0202] FIG. 8 is a block diagram illustrating a structure of a computing device 800
according to an implementation of the present specification. Components of the
computing device 800 include but are not limited to a memory 830 and a processor 840.
The processor 840 is connected to the memory 830 through a bus 830, and a database
850 is configured to store data.

[0203] The computing device 800 further includes an access device 840, and the
access device 840 enables the computing device 800 to perform communication via one
or more networks 860. Examples of such networks include a public switched telephone
network (PSTN), a local area network (LAN), a wide area network (WAN), a personal
area network (PAN), or a combination of communication networks such as the Internet.
The access device 840 can include one or more of any type of wired or wireless network
interface (for example, a network interface card (NIC)), for example, an IEEE804.33
wireless local area network (WLAN) wireless interface, a Worldwide Interoperability
for Microwave Access (WiMAX) interface, an Ethernet interface, a Universal Serial
Bus (USB) interface, a cellular network interface, a Bluetooth interface, or a near field
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communication (NFC) interface.

[0204] In an implementation of the present specification, the above components of
the computing device 800 and other components not shown in FIG. 8 can also be
connected to each other, for example, through a bus. It should be understood that the
block diagram illustrating the structure of the computing device shown in FIG. 8 is
merely used as an example, and is not intended to limit the scope of the present
specification. Other components can be added or substituted by a person skilled in the
art based on needs.

[0205] The computing device 800 can be any type of stationary or mobile
computing device, including a mobile computer or a mobile computing device (for
example, a tablet computer, a personal digital assistant, a laptop computer, a notebook
computer, or a netbook), a mobile phone (for example, a smartphone), a wearable
computing device (for example, a smart watch or smart glasses), another type of mobile
device, or a stationary computing device such as a desktop computer or a PC.
Alternatively, the computing device 800 can be a mobile or stationary server.

[0206] The processor 840 is configured to execute the following computer-
executable instructions, and the processor executes the computer-executable
instructions to implement the steps of the task processing method.

[0207] A schematic solution of a computing device in the implementations is
described above. It should be noted that the technical solution of the computing device
and the technical solution of the above task processing method belong to the same
concept. For details not described in detail in the technical solution of the computing
device, references can be made to the descriptions of the technical solution of the above
task processing method.

[0208] An implementation of the present specification further provides a computer-
readable storage medium. The computer-readable storage medium stores computer-
executable instructions, and the instructions are executed by a processor to implement
the steps of the task processing method.

[0209] A schematic solution of a computer-readable storage medium in the
implementations is described above. It should be noted that the technical solution of the

42



10

15

20

25

30

storage medium and the technical solution of the above task processing method belong
to the same concept. For details not described in detail in the technical solution of the
storage medium, references can be made to the descriptions of the technical solution of
the above task processing method.

[0210] An implementation of the present specification further provides a computer
program. When the computer program is executed in a computer, the computer is
enabled to perform the steps of the above task processing method.

[0211] A schematic solution of a computer program in the implementations is
described above. It should be noted that the technical solution of the computer program
and the technical solution of the above task processing method belong to the same
concept. For details not described in detail in the technical solution of the computer
program, references can be made to the descriptions of the technical solution of the
above task processing method.

[0212] Example implementations of the present specification are described above.
Other implementations fall within the scope of the appended claims. In some situations,
the actions or steps described in the claims can be performed in an order different from
the order in the implementations, and the desired results can still be achieved. In
addition, the process depicted in the accompanying drawings does not necessarily need
a particular execution order to achieve the desired results. In some implementations,
multi-tasking and concurrent processing are feasible or can be advantageous.

[0213] The computer instructions include computer program code, and the
computer program code can be in a source code form, an object code form, an
executable file, some intermediate forms, etc. The computer-readable medium can
include any entity or apparatus that can including computer program code, a recording
medium, a USB flash drive, a removable hard disk, a magnetic disk, an optical disc, a
computer memory, a read-only memory (ROM), a random access memory (RAM), an
electrical carrier signal, a telecommunications signal, a software distribution medium,
etc. It should be noted that the content included in the computer-readable medium can
be appropriately added or reduced based on the demands of legislation and patent
practice within jurisdictions. For example, in some jurisdictions, the computer-readable
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based on legislation and patent practice.

[0214] It should be noted that, for brief description, the above method
implementations are expressed as a series of actions. However, a person skilled in the
art should appreciate that the implementations of the present specification are not
limited to the described action order, because some steps can be performed in other
orders or performed simultaneously according to the implementations of the present
specification. In addition, a person skilled in the art should also appreciate that all the
implementations described in the present specification are preferred implementations,
and the mentioned actions and modules are not necessarily mandatory to the
implementations of the present specification.

[0215] In the above implementations, the descriptions of the implementations have
respective focuses. For a part not described in detail in a certain implementation,
references can be made to related descriptions in other implementations.

[0216] The preferred implementations of the present specification disclosed above
are merely intended to help describe the present specification. The optional
implementations do not describe all details in detail, and the present specification is not
limited to the example implementations. Clearly, many modifications and changes can
be made based on the content of the implementations of the present specification. These
implementations are selected and described in detail in the present specification to
better explain principles and practical applications of the implementations of the present
specification, so that a person skilled in the art can better understand and use the present
specification. The present specification is limited only by the claims and all the scope

and equivalents thereof.
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CLAIMS

What is claimed is:

1. A task processing system, the system comprising a first intelligent device and a
second intelligent device;

the first intelligent device being configured to generate a target processing task
based on a target object, generate a first identification code corresponding to the target
object based on the target processing task, and display the first identification code to
the second intelligent device;

the second intelligent device being configured to obtain the first identification code
through scanning, generate a task execution instruction corresponding to the target
processing task based on the first identification code when first verification on the first
identification code succeeds, establish a Bluetooth connection channel with the first
intelligent device by using a Bluetooth device, and send the task execution instruction
to the first intelligent device based on the Bluetooth connection channel; and

the first intelligent device being further configured to receive the task execution
instruction by using the Bluetooth connection channel, and process the target processing
task based on the task execution instruction when second verification on the task

execution instruction succeeds.

2. The task processing system according to claim 1, wherein the first intelligent
device includes a first processing module and a first verification module;

the first verification module is configured to generate the target processing task
based on the target object, and send the target processing task to the first processing
module; and

the first processing module is configured to receive the target processing task,
generate the first identification code corresponding to the target object based on the
target processing task, and display the first identification code to the second intelligent
device, wherein the first identification code includes first attribute information of the

first intelligent device and a Bluetooth address of the first intelligent device.
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3. The task processing system according to claim 1, wherein the first intelligent
device includes a first processing module and a first verification module, and the second
intelligent device includes a second processing module and a second verification
module;

the first verification module is configured to generate the target processing task
based on the target object, and send the target processing task to the first processing
module;

the first processing module is configured to receive the target processing task,
generate the first identification code corresponding to the target object based on the
target processing task, and display the first identification code to the second intelligent
device;

the second processing module is configured to obtain the first identification code
through scanning, and send the first identification code to the second verification
module; and

the second verification module is configured to parse the first identification code,
perform first verification based on a parsing result of parsing the first identification
code, and send a verification result of the first verification to the second processing

module when the first verification succeeds.

4. The task processing system according to claim 3, wherein the second processing
module is further configured to establish a pairing relationship with the first processing
module based on a Bluetooth address of the first intelligent device, to establish the

Bluetooth connection channel.

5. The task processing system according to claim 3, wherein the second
verification module is configured to establish a pairing relationship with the first
verification module based on a Bluetooth address of the first intelligent device, to

establish the Bluetooth connection channel.

6. The task processing system according to claim 3, wherein the second
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verification module is further configured to determine first attribute information of the
first intelligent device and a Bluetooth address of the first intelligent device based on
the parsing result of parsing the first identification code, perform first verification on
the first attribute information and the Bluetooth address to generate a first verification
result, and send the first verification result to the second processing module when the
first verification succeeds,

wherein the first attribute information includes a receiving name of the first
intelligent device receiving an object value corresponding to the target object and a
digital certificate obtained from a third-party authentication authority; and

wherein the second processing module is further configured to determine
processing information of the target object based on the first attribute information,
generate the task execution instruction corresponding to the target processing task based
on the processing information, and send the task execution instruction to the first

processing module based on the Bluetooth connection channel.

7. The task processing system according to any one of claims 1 to 6, wherein the
first processing module is further configured to receive the task execution instruction
by using the Bluetooth connection channel, and send the task execution instruction to
the first verification module;

the first verification module is further configured to parse the task execution
instruction to determine second attribute information of the second intelligent device
and attribute information that is of the object value corresponding to the target object
and that is obtained from the second intelligent device, perform second verification on
the second attribute information and the attribute information that is of the object value
corresponding to the target object and that is obtained from the second intelligent device,
to generate a second verification result, and return the second verification result to the
first processing module when the second verification succeeds;

wherein the second attribute information includes a receiving name of the second
intelligent device receiving the object value corresponding to the target object and a
digital certificate obtained from the third-party authentication authority; and
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wherein the first processing module is further configured to process the target

processing task based on the object value when the second verification succeeds.

8. The task processing system according to claim 7, wherein the second processing
module is further configured to:
determine a number of object values corresponding to the target object
and a verification code for processing the object value based on the receiving name of
the first intelligent device receiving the object value corresponding to the target object
and the digital certificate obtained from the third-party authentication authority; and
obtain the object value corresponding to the target object based on the
number of object values and the verification code, generate an object value processing
request based on the object value corresponding to the target object, and send the object
value processing request to the second verification module; and
wherein the second verification module is further configured to generate an object
value processing instruction based on the object value processing request, and send the

object value processing instruction to the second processing module.

9. The task processing system according to claim 8, wherein the second
verification module is further configured to generate an encrypted object value
processing instruction based on the object value processing request, and send the

encrypted object value processing instruction to the second processing module.

10. The task processing system according to claim 9, wherein the first processing
module is further configured to receive the second verification result, determine the
object value corresponding to the target object in the task execution instruction, and
store the object value corresponding to the target object in the first intelligent device;
and

the first intelligent device is configured to complete the target processing task

when successfully receiving the object value corresponding to the target object.
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11. The task processing system according to claim 10, wherein the first processing
module is further configured to process the target processing task based on the second
verification result generated based on the task execution instruction, and return a
processing result to the second processing module by using the Bluetooth connection

channel.

12. The task processing system according to any one of claims 3 to 11, wherein
the first processing module and the second processing module each include a trusted
execution environment module, and the first verification module and the second

verification module each include a secure element.

13. The task processing system according to any one of claims 1 to 11, wherein
the target object includes a commodity, and the target processing task includes a

payment task.

14. A task processing method, applied to a first intelligent device and a second
intelligent device, and comprising:

generating, by the first intelligent device, a target processing task based on a target
object, generating a first identification code corresponding to the target object based on
the target processing task, and displaying the first identification code to the second
intelligent device;

obtaining, by the second intelligent device, the first identification code through
scanning, generating a task execution instruction corresponding to the target processing
task based on the first identification code when first verification on the first
identification code succeeds, establishing a Bluetooth connection channel with the first
intelligent device by using a Bluetooth device, and sending the task execution
instruction to the first intelligent device based on the Bluetooth connection channel; and

receiving, by the first intelligent device, the task execution instruction by using the
Bluetooth connection channel, and processing the target processing task based on the
task execution instruction when second verification on the task execution instruction
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succeeds.

15. The task processing method according to claim 14, wherein the first
identification code includes first attribute information of the first intelligent device and
a Bluetooth address of the first intelligent device; and

correspondingly, the generating the task execution instruction corresponding to the
target processing task based on the first identification code when the verification on the
first identification code succeeds includes:

parsing, by the second intelligent device, the first identification code to determine
the first attribute information of the first intelligent device and the Bluetooth address of
the first intelligent device, performing first verification on the first attribute information
and the Bluetooth address to generate a first verification result, and generating the task
execution instruction corresponding to the target processing task based on the first

verification result when the first verification succeeds.

16. The task processing method according to claim 15, wherein the second
intelligent device establishes a pairing relationship with the first intelligent device based
on a Bluetooth address of the first intelligent device, to establish the Bluetooth

connection channel.

17. The task processing method according to claim 16, wherein the first attribute
information includes a receiving name of the first intelligent device receiving an object
value corresponding to the target object and a digital certificate obtained from a third-
party authentication authority; and

correspondingly, the generating, by the second intelligent device, the task
execution instruction corresponding to the target processing task based on the first
attribute information in the first identification code, and sending the task execution
instruction to the first intelligent device based on the Bluetooth connection channel
includes:

determining, by the second intelligent device based on the first attribute
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information, the receiving name of the object value corresponding to the target object
and the digital certificate obtained from the third-party authentication authority,
generating the task execution instruction corresponding to the target processing task
based on the receiving name of the object value corresponding to the target object and
the digital certificate obtained from the third-party authentication authority, and sending
the task execution instruction to the first intelligent device based on the Bluetooth

connection channel.

18. The task processing method according to claim 17, wherein the receiving, by
the first intelligent device, the task execution instruction by using the Bluetooth
connection channel, and processing the target processing task based on the task
execution instruction when the second verification on the task execution instruction
succeeds includes:

receiving, by the first intelligent device, the task execution instruction by using the
Bluetooth connection channel, parsing the task execution instruction to determine
second attribute information of the second intelligent device and attribute information
that is of the object value corresponding to the target object and that is obtained from
the second intelligent device, performing second verification on the second attribute
information and the attribute information that is of the object value corresponding to
the target object and that is obtained from the second intelligent device, to generate a
second verification result, and processing the target processing task based on the second
verification result when the second verification succeeds, and

wherein the second attribute information includes a receiving name of the second
intelligent device receiving the object value corresponding to the target object and a

digital certificate obtained from the third-party authentication authority.

19. A task processing apparatus, disposed in a first intelligent device, the first
intelligent device including a first processing module and a first verification module;

the first verification module being configured to determine a target object, and
generate a target processing task based on the target object;
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the first processing module being configured to generate a first identification code
corresponding to the target object based on the target processing task, and establish a
Bluetooth connection channel with a second intelligent device by using a Bluetooth
device; and

display the first identification code to the second intelligent device, and receive,
by using the Bluetooth connection channel, a task execution instruction generated by
the second intelligent device based on the first identification code;

the first verification module being further configured to verify the task execution
instruction generated based on the first identification code; and

the first processing module being further configured to process the target

processing task based on the task execution instruction when the verification succeeds.

20. A task processing apparatus, disposed in a second intelligent device, the second
intelligent device including a second processing module and a second verification
module;

the second processing module being configured to obtain, through scanning, a first
identification code displayed by a first intelligent device for a target processing task,
the target processing task including a target object;

the second verification module being configured to parse the first identification
code, and verify the first identification code based on a parsing result of parsing the first
identification code;

the second processing module being further configured to establish a Bluetooth
connection channel with the first intelligent device by using a Bluetooth device when
the verification succeeds, and generate a task execution instruction based on the first
identification code; and

the second processing module being further configured to send the task execution
instruction to the first intelligent device by using the Bluetooth connection channel, and
receive the target processing task processed by the first intelligent device based on the

task execution instruction.
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21. A computing device, comprising:

a memory and a processor,

the memory being configured to store computer-executable instructions, the
processor being configured to execute the computer-executable instructions, and the
processor executing the computer-executable instructions to implement the steps of the

task processing method according to any one of claims 14 to 18.

22. A computer-readable storage medium, the computer-readable storage medium
storing computer-executable instructions, and the instructions being executed by a
processor to implement the steps of the task processing method according to any one of

claims 14 to 18.

23. A computer program, when the computer program is executed in a computer,

the computer being enabled to perform the steps of the task processing method

according to any one of claims 14 to 18.
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