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preventin ransm ssi on of nalicious contents. Backgroun

[ 00021Mal ware (an abbreviation for licious software) is designed to
infiltrate or danage a conputer system w thout the owner's consent.
Past statistics suggest that the release rate of malicious code and

ot her unwant efEFIRODARD TS TEM FOFCPREVENTING TRANSHISSION ©F0f t war e
applications. Past statistics also su%%est t hat the anmount of nalware

15 produced in 2007 was as MARGIOVRLQNTENTSpunt produced over the
previous 20 years. (000311The nost conmon pathway for malware to
infiltrate or danage a conputer systemis through the Internet, for
exanpl e |Hechnios]iHieldr t he World Wde Web. Current existing
anti-malware solutions are mainly client side applications that
prevent mal ware execution by recogni zing nmal ware signatures or
behavi or 000émbddinentorelaty génesalivh ts ot unstends apd 2 systeay for, @reventing

anti - mal var ﬁ’éig{i‘g‘g’@rff}%rﬁifﬁgg%ﬁ{‘&@e installed on every single conputer

that is co ernet, and require frequent updates of
their nmal ware databases. [000411Anot her type of anti-nmalware solution
i nvol ves studyi ng abnormal network traffic patterns resulting from
mal war e, M" ng preventive neasures according to such traffic
patt etons. However, such solutions require | engthy and | abori ous

oL oL RGP R R0 BB DB o

net wor k t asures are caorrec € in nature but
do not prawaps a tehpaEresys@ovitioanthe ow@OOS tosentcPast gatistibesuggess that theed

t he" abovaSkBRTTE ALEIRaR Eife 2 g S0y rabBTsaRe e oERoatE &
Summary legitimate software applications. Past statistics also suggest that the amount of malware
15  produced in 2007 was as much as the total amount produced over the previous 20 years.
[0003] The most common pathway for malware to infiltrate or damage a computer system
is through the Intemet, for example by e-mail or the World Wide Web. Current existing
anti-malware solutions are mainly client side applications that prevent malware execution
by recognizing malware signatures or behaviors. One shortcoming of such solutions is
20 that the anti-malware programs need to be installed on every single computer that is
connected to the Internet, and require frequent updates of their malware databases.
[0004] Another type of anti-malware solution involves studying abnormal network traffic
patterns resulting from malware, and taking preventive measures according to such traffic
patterns. However, such solutions require lengthy and laborious attempts to understand
25 how each piece of malware affects the network traffic patterns. Such measures are
corrective in nature but do not prevent malware execution.
[0005] Therefore, there is a need to provide a new method and system which overcomes

at least one of the above-mentioned problems.
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[ 0006] 1n an enbodi nent, there is provided a nethod for preventing
transm ssion of malicious contents. The nethod includes intercepting
at a net W(‘fztﬂg&fﬂ‘f%y device of a 5 server network a di gitab2000/000311
comuni cat1 on being sent fromthe server network to an external
networlc;, searching the digital commynication for a nalicious

transm ssi on schema that can be used to cause a malicious

transm ssion on a recipient of the digital comrunication; and taking
an acti oSuinimgiynder the transm ssion of malicious contents if a

mal i ci ous transm ssion schema is found. 10 1000711n anot her

enbodi ment, there is provided a systemfor preventing transm ssion of
mal i ci 0U$00DE]H: QAL émboliifens,ymhtenis ipralidedes neethodt fao prevgatingnaansaiission @fof  a

server network that iptercepts igital .co ni.cati on bei ng.

from t he MabifigRy CQ?&“%&&C &Sh “é‘%‘% ﬂﬁ?fc‘?Pé‘P% f neh¥RLk gRIewWaY, gﬁgt% g\%\ay
devi ce i RELHFeRibrk 2 dpRMIEMBRRNGCH i sehfrdrh theServuatetwak tarkexsemhl t he
external network; an adé)rpﬁessor ,configured.t.o search .t he di giﬁt]z%l 15
comuni caetHer: Pearching the; digitl corpmupieior £oro malifiaysgranyRyssion Sehigma faaty ¢
cause a QR iyel ALk tid Ak SSindlicdls ardnSishiofNén of redipiesti @f te digital
communi cation; and take an action to_hinder the transm ssion of.

mal i ci ousomwHeiestios; wrrd takingan dgtion & hinder iy tarmisien plRaticius PAIERE 1 30

Bri ef DesaiiiBl @ihefilssibl ScHPhAY @A, [000811 n the dravings, |1 ke
reference ¢ aractersu&%nerally refer to the same parts throu%hout t he

di f f dPent00p7Hnerotiiremthodiment heag s Proytidedecwatsmy oy EFCY‘B‘ﬁg%_EF‘éS_,m‘ 9P si s
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the various 35 enbodi nents. In the follow ng déscription, various
enbodi menmias insresptiesdiits) cdmminpisatioatbeing sers frog theserven nebyaThip  SHHYs,

i n whi che, LOQ0)Firgiiofic ]ga%tlfg cicd i -h MRiwdtk RoRERESn t®fthe server
preventing transm ssion 0 I'Tclous contents in accordance W th an
enmbodi nemetwork and [0 &0pmERlgnetwork; shdwspracessdiesvafipweditqgearh gr deddlst em

for preventing transm ssion. A Ci CO el Sel hbe@GHOLdaNGE
Wit hqgn SRBTYTSR %0%?&?@1%&%2“@?%%5%@% ow exanl es of a
Cr0ss- si melisions winsmiSiSh on AW ipient of 02sliginbPaTEEicHonMdIake an action to

[ 0012] Fi Qqur€ 3c shows an anplke o i.avi sible i . h ;
00131 Qe e jFngmizsio hogi/(vmg%éoﬁrlﬁl‘%ls‘é%? P Btichs fdiTRsion ipt

[ 00141Fi gound. 3] shows an exanple of a phishing iframe. [0015] Fi gure
3k shows an exanpl e of external JavaScript. .

20 Brief Description of the Drawings

[0008]In the drawings, like reference characters generally refer to the same parts

throughout the different views. The drawings are not necessarily to scale, emphasis

instead generally being placed upon illustrating the principles of the various
25 embodiments. In the following description, various embodiments are described with

reference to the following drawings, in which:

[0009]Figure 1 shows a flowchart of a process for preventing transmission of malicious

contents in accordance with an embodiment.

[0010]Figure 2 shows a schematic diagram of a system for preventing transmission of
30 malicious contents in accordance with an embodiment.

[0011]Figures 3a and 3b show examples of a cross-site script (XSS).



S[00161Fi gure 31 shows a schematic diagramillustrating an exanple of
how clross]:;l te request forgery works. [0017] Figure 3m shows an
exanple o bASRasiHs € request forgery. [0018]Figure 4
fl owchart o(? a process for searching a digital communi %g?/:géé%l(ﬁ /000r031a1
mal i ci ous transmi ssion schema in accgrdance with an enbodi ment. 10
[0019] Figure 5 shows a flowchart of "a process for determining if a
digital communication includes cross-site script (XSS) in accordance
\C/i\ne:h an ﬁ@ﬂi@ﬂ?ﬁﬁ@%@ sﬂo@@?@@ﬁx@ﬂﬁ’ﬁ‘ﬁiﬁhﬁmiﬁaﬁ& owchart of a process for
ermning I1f a digital comunicatign ingcludes invisible iframes in
accor dand@1fRignres ddpBbopetpmples 0 Ob%@ﬁéyégpgt'? shows a flowchart
of a pl’O(i@ﬁaufigﬁ.e%%Méﬂﬂ;plefofﬂpﬂisﬂihgﬂﬂran@mmni cation 15 incl udes
obfuscated JavaScript in accordance with an enbodi ment [0022] Figure 8
shows a deHEHgIre Skisheysanrermmple oM IavE)IPEm [0023] Figure 9 shows
a Sphgmgb(ﬁ6§:’i€aﬂé 3MRfwsPa SHRIRIR Hﬁgfaﬁgnmsk@aﬁag aAkEmple toftioky Goisai@y
devices operatTng in prevention node in accordance with an
ﬁﬂbpdl mem¢quegt G@ReryMioghsr e 10 shows a schematic di agram of a system
aving a t Atk afdBtlof ErofP Wale Ry etection node in
accordanééﬁm%hggﬁéﬁn&yl ment (.ﬁl\élggt al Isg{de% us%r?rg?l?bn {00251Exe_rrp| ary
e gbod: merjoe1 siffigure Asbdvouk Bontchartof o peaspssdor ssphion eidital soRRICEP T of
mal i ci_ ous. contents SG4 L& Gel Al Il W W th reference to
t he apcor%’éaiﬂﬂoﬁﬁ}rﬂ%%srs%égcq%&w %%g%lghéa}ppr“e%eléntbg that the exenpl ary
e _nbﬁdlorre r[?](nmégne 5 Islsoivszeflawehera nf dpropess fofridetdrojining ifr 4 digite! gespmenigation
wi t hout changing the es .of 1t ' ' 6] Figure 1 shows a
fl owmchar t““’? sf)lgssas%rs?)“ g?sagﬁdrrl a%PE%g%w%%%ﬁg%&géi on of malicious
conte nL S.[0020)Fi@\e 6 ahabvsyi fl@wchen nfraipiocest faydetomiinigg dfeadigifal opmeusniestipar
network to 30 an. external.network is.in 2 d at a network gatewa
devi ce of‘ncﬂﬂ’gsg‘é’@z?ﬁwm%?&% eg?ﬁgil 53 B@E‘%’%ﬁhi cation may i ngl ude g
but is nqoo21jFiiired shawsreflowrhae of a proeésk forapdrmining if a digital communication

15 includes obfuscated JavaScript in accordance with an embodiment.

[0022]Figure 8 shows a schematic diagram of a computer system.

[0023]Figure 9 shows a schematic diagram of a system having one or more network
gateway devices operating in prevention mode in accordance with an embodiment.
[0024]Figure 10 shows a schematic diagram of a system having a network gateway

20  device operating in detection mode in accordance with an embodiment.

Detailed Description

[0025]Exemplary embodiments of a method and a system for preventing transmission of
25 malicious contents are described in detail below with reference to the accompanying

figures. It will be appreciated that the exemplary; embodiments described below can be

modified in various aspects without changing the essence of the invention.

[0026]Figure 1 shows a flowchart 100 of a process for preventing transmission of

malicious contents. At 102, a digital communication being sent from a server network to
30 an external network is intercepted at a network gateway device of the server network.

The digital communication may include but is not limited to web pages, emails and



WD 2011/ 028176PCT/ SG2009/ 000311 4 instant nessages. The digital
comuni cation may al so i nclude nmessages posted and files shared on
forums, bhpgsedgshiioci al networking websites. At 104, bphe¢seb@bbdbi
conmmruni cation is searched for a malicious transm ssion schena that
can be used to cause a nalicious tragsm ssion on a recipient of the
digital comuni cation. The malicious 5 transm ssion may be
transmtted froma source outside the server network. At 106, an

acti on i Snstak aiessageshTiddigitd bemmnsingivh ssdyaitsodficludel messages pestedtaad fdesi f a

mal i ci ous, transm ssion schena,is found. 1.0027 hiyndet  ng .t he.
transm s Pgﬁf?oqn Forei Jieesc 8 e19F%, ’{eﬂ‘%or %v‘é'%b ggscr | egg"'pr%(e:eglglt%lan
prevent tBRnfiBichdndll Seatdhad fotia SuliciousEdnsissibh echema tisit nap tiehsed to cause

downl oadi ng of 10 mal|cious contents frogl]ggﬂ externat SQEH ce when the
ici 101, maligious
ed DYRHE

mal i ci oudt MAlGIRYS; EASTHISSIOR 0B Teiqnt OF ithre oGP ERE %

reci pisentyQfmikdish flagibt HanGMEEd Romad sddifce obifide the ser@ér nedworkhar @06),ana
mal i ci ous transm ssion schema is nqat, i t%‘el f..necessari ci ous

Ly mal .
code or ceterent takepite finders the tgnyoppsiqm of prgglicigns ; copfepiss l%f’oﬁ‘?ié MSor

ot her sof}wakiidd\@heth#RKSundor signatures of nalicious code to detect
such transm ssion schenas. Rather, a_nalicious 15 tranzrsn' §si on schema

can causd0027iByibinkringcthnansmission @W&@P%W“&F‘tsnﬂ!eia@f’ epx'iﬂféﬁ? it
s recel vafl FOh0ine SERUbE( daerflsd i sileR! frorfi Ofangiki 'TBE Aowldifing CAfoUS
transm ssion schema m ght be an invisible link that causes a ,

reci pidentmdlisionn sehvents Gamlap exismml sericariereihe aralision FRRITHRON-ShEma s
Anot her ex %EU%E %.P(ﬁr)li ScelRtd &y ﬁﬁﬁeéiﬁigﬁqﬂ ‘tRe>diSithl SRR AN ThAl§s, A8 used
automatic 1in at causes the recipient's conputer_to nmake reguests
of a web letdi 4 malidiowr tmsmissioprschemalisweett Heslfvmecessanly mateigwh cederigh
vol ume of such fequests. .ot . €. s %??}m BS shitark 8t RddkStort O
parti ci pacf)gte i nfa Ver egrﬁ ?1}f/f§cuﬁrfo%§1(§1e\h{%§|p} _ .ssg(rﬁ\L/{?ce Sattack. By o

i dent i f yisigpamrd ofiinrdieionn godsue Hetvet] such tensmissipnsyrhémadso Rathksnetrmabigious
servey.-si de net.wor the further f L MERbss eade be
cont aPned™ ERSTHE SEIRE “Ra %e s ol |§}ﬂ Iangj?lstegér?g{it g? ook T or

mal i ci ouswienitiericaiyed and/oe xgavpled by byecipient.cFiregarhple, axBalicinpatransmigsion -
signatures w thi transm ssion ar ol Ly L Y& ind
a1 oi ougcbpia it By h ARG EHY Paliefet AEiRto AN RolP dBLENE b
from an ext@tamblidausrcode. Aaatbercixagply of @ maliciowstninsmistion lychepragnight be
invention are caoncerned with, findi.ng nmalici 1. S S in
i gi tal | CBHRTRSAG: sttt b cBmars Sapibit ikt FRELE S SRpSHEHT |
knowmgral spdér@o b duiwt ths welh yipd thewhfhya high vbleme lof sich rejuests — as., & inkiibate i n

conventional 30 nalware detectio St es, . ) .
2011/ 028 CPBISE IS ESStRIGH GBG’\?‘EE‘%“{"[ 6’6‘%}3‘1“’19' %“eg\(zaes aL ok sgrvice attack.; By
di agr am ofierifas bl hirdiPinf @tchpinslicious itagsniissiomssthasa oma sérversdideciebvsk,

contents. The system 20 y. have t hree conponents, Aangly seryer
net wor k Zbﬁ,f‘“&h?ﬁefmdkogdf‘”g&&'r‘sd‘é\?ﬁ B A4 5n‘a’“§ e Xtcg'}% ortl% v\%lrn
206. |In digh{@kieal soshas e Mok, fof Aeulisipad esntei) fomyxatpiy biyseanthihf dorent
conponent s and _the nunber of 5 components for the

. bﬁ% tem ZQO gﬁ. al so
vary. 2 0OKORHirs sighalpren SiRey & ranpusHey arsemgaly SRPIG O RSyt fggcions

servers. Jhemsebyathenfil HomKdRdoddRy mhlidisid Econteats nedi0ink exgerhalviayrce.
devi ce 204..The network gateway device 204 ma . bet yween the

be coupl_e
server nebegordingly zmbadimenis of thedressnt IRySnURIY e KASCMEG W Iﬁ@gmﬁﬂﬂa &OU% he

net wor k gat eway: feMieq iR AfbitiPYoniANfcalioCitWRY Leréed RideChathRn thdR 8cdréhidghe
server 10 network 202 and a network connection 210 to the extern

net wor k 206 knawre mabwaxe signgfutes iapicalln/atdhe ohont gides preisdopg dp capvepel 202
may igfercont |.844 @kem@nmuni cati on bei ng sent fromthe server
netmo?i f%% to fﬁ%gtiﬁgfnal networ k 206. The digital comunication
may include but is not limted to web pages, emails and instant
nmessages. The digital conmunication nmay al so include nessages posted




15 bl ogs and soci al networking websites. [0030) The external network
206 may include one or nore requestor nmachines. The requestor

machi nes gﬁdzdﬁ‘/ﬁis‘i%e but are not limted to conputers, pbaRENIS 000311
personal digital assistants (PDAs), pal nmtops, nobile phones, and

ot her nobile or network-connected dewy ces. Users nmay request web
pages fromthe server network 202 using the 20 requestor machi nes.
100311To ensure that the digital communication is safe to be sent to
t he ext erjpgus|FigiraQr showda stienftic tiagrafreeli piyetein 200 fohpredkinghg &hnsmission
comuni cation), the network gate deyi ce .204 nmay have a processor
212 (e. g.of megliciony gentenfscThfealem o MAY Yy S FImOPERs: (BU§R: 5% He | f
the di gi t@lwdkPPORN RvbRNgakdWal HdGiSe 204TBAd Gk BLEmAL RASITk 2960l différenra
that can 25 be used to cause a mmalicious_transm ssion aon,the

reci pi entenbpdimsatsqthgi YRPmMcAOmmEY cupprss different rompanegssand, ths opmber of,
may be tr3nsildntsqtr th SRt S0MhALaIRWa). de the server network 202. The

mal i ci ous t?ansm ssion schema rmay. be injected into the digital
communi cd0029tThierserver matwotk 26 msyverluslgrone er mexe WebFerven- Thy servgsretwprke

script ( iyl Al ' USTAL ' 2 eSiol Reh
&ant es, ex? )énraﬁ’éﬁ% \% avtgésg?t?vé{kagragﬁg’a% rqusls- Si fgger %ﬁ%ggt% ‘??gh%, gfigder y. "o
2011/ 028 bEePRPI¢dRPOED/ HO0EBEL nGWpkR92 jamd theextemg] retwerk 206, Ip §ther words,

SCript OfShernfl ERESad HORA6L M Ghadk aCndYrORnh 6 208 hho sérver
web pages eby rer ePenc! ng to e renote site. The scripts injected
i nt o 1ohe neelwrba02 andraynelyeorle conneeticha2@Sorthe extomalmepwork 28fH Berietwprk

another file type |i i | J - D] ile, : a
OF 111 o,y (Bfios 28E of the SARGE puBRO202 oy sfbkRR Qe cofitadth,
may be exemgt et Hona thee kereromseorkw2@2h ¢ ttheh extempalk neswnrko $0& nThen digrtalet

user. [0033]Fi qure 3a sho n exanpl e of ;a cross-site: i S)
302, The ‘ERBRERETPumRLPrgte p it IBeF lethaphy SR REhl Rluntelt S
uni f or m regdigiabcdnafaticatiof by hlsd bictude inessapes. pobtedrand file§ shargd 0y iferumel
format =6Q0x90 as".which.is injected into a web page. 10[ 00341Fi gure
3b shiows ZFSER ?chgmpwwgsﬁ?ms-si te script (XSS) 304. The

Cr 0Ss- si t[@030§ThePbxtéAet3Ok 206 may enbide dkeevxSmotepteqhestar rgachines. The

docurnent.wite co nd of .Jav ript. 035)An invisible ifr S an
i frame crieBesgr \’iﬂagﬂg?f may dﬁ@“‘%ﬁg“tagﬁvina{ ﬁmé%a dPSPIPHRS: halp P AL lee
seen by tdigital @6difhROI(PDAs) HRalstops, tradbileopinanss, caitli ather Fobils or 3etvainlows
an exanpl e of an i,nvi%f' ble ifrane 306. Af}’-\'i d%h and a hel(%&ucsjig rﬂpe

i frame 306meActed deyices, Upers may reapgst web fages from e sepvsy detwprk 204 using Ly
into g wq@q@ggpmwﬁm_ut being visible to e.g. Internet users (i.e.

bei ng hidden fromlInternet users). (0036] Ohfjtscated JavaScript is
JavaScri pJP031hEe ensyee ‘E@é’l’? ‘5’!&‘692 °B‘F‘%“PF‘\‘(:?H°P ‘% Sl i sshtdn e ﬂ‘éali néfwork
conceal i %6i(E.§. RierBasient ¢l B BRitaI0coniRSCation)e N MRtvork fgate by devitee2D4

JavaScript 303, where the_ JavaScript. 308 és synt actigallly I&orrgc;.
Fi gure Janayh daxe énwﬁ@pore%%p.g. galicious code detection module) configured to

determine if the digital communication includes a malicious transmission schema that can

25  be used to cause a malicious transmission on the recipient of the digital communication.
The malicious transmission may be transmitted from a source outside the server network
202. The malicious transmission schema may be injected into the digital communication
in a form including but is not limited to cross-site script (XSS), invisible iframes,
obfuscated JavaScript, phishing iframes, exterial JavaScript and cross-site request

30 forgery.



20 obfuscated JavaScript 310. An encoded string of an. "unescape”
function is a JavaScript 310 that pronpts "Hello" on a user screen.

Fi gure 3f yehowsodat her exanpl e of obfuscated JavaScri pgrRd2oeddesia
obfuscat ed JavaScri pt codes 312 are escaped ASCI| val ues. Figure 3g

shows anot her exanpl e of obfuscated JavaScript 314. The obfuscated
JavaScri pt codes 314 are escaped Uni code val ues. Figure 3h shows
anot her exanple of 25 obfuscated JavaScript 316. The obfuscated
JavaScri [0o32pete 2xanfle,forcrodRizel sanipt (KSRFGetipty flomasrempbiegite mag be iiesiod

315 are JBPULEAYBPHES: SRR B SPais P Do tP g erbbuB A AAE®
phit S h: Ing pggfsaﬁ@ i’f e.ga Ua;vﬁmt or fay éd efnbedgieﬂ @ghﬂdtﬂ;mtf?e ?@g diﬁe lamimage
actual ly bel gngs.to apo r s ut looKs identical. to
P rep iy o st P lta B e RSt M e
ohi Shing o 2011 Dot 7obCT | SO0 Q0GaT L T em € oF
[ 0038) Ext[89334iurs da Seawin qxémﬂlﬁ\f’g%ﬂsiifitet Pt KsSh3k dué amswsieapri
sites butisg) daynljoagedenieniadadesipt Wwith | #OldiftBmalresbtie CWchBAt (URQE -
E;gure SF‘ZhOMB %P exaqglg ofaa ph:ipuggulzgagﬁmgggégégp 3$B —

0SS- Si t AR oDy CRE Mg/ 1Sd¥ F0Qfa0, adl 4PIMAL—0YUBA S n e
actions 3ﬁ 2 5 web application in which the user is currently
aut hent i catéd. The unwanted actions may i nclude changi ng of password
or t riénsflee34FiguroBbabews another example of yerespilgserptiESEhiadhy Aot or
the enti rs&éﬁRS@Oﬁdi% 2t ﬂ%&ﬁﬁt IGOIR A USb R dht whiteidfrftnadd of Uit

g ah exanple of h

schemati ¢ rami |l ust rating [ how cross-site request
forgery Vi09353An Eivisible ifemesih ensframe assasedovith aheightnnd agyidd spsmall dhat it

forgery 3ad:.t W10 TR ACLGER B thef igilfh‘? c%ingmnﬁhﬁ&no MERRE Gt iH8Ws an
includes a nalicrous- transnission schémn, the processor 212 of the
net wor k gateplayf de\inGsbe 0famaJOG He vidth laed dihgishtof he itvame 300 pgrict @
detergne if . thecdigital.co ' [ [, AC - Sl répt
(x59) 1> | gioe thPER Pt Teof O IHRLEE IO 8 JCriEERuEhOtng L2 LB
ext er nal IdeweSaoeist.c. daig bidden o Internet usergluest forgery. Figure 4 shows

a flowch 4 of r cess. for searchi i g j.cation
for a nala[m:?‘stl)(ggﬁ’fcra%eﬁs%‘%%fl s sjgﬁaes %’g?t tﬁ?‘ 1%8}: @g} ?‘ a?és 4 e‘t?détr%i negglla?&l’t he
di gital ohnsaontadihg @ pimposeuBigare L shows sn exangde pHEbIEXBE) JaviaScrirt 808,

di gital commupi cation inel.udes crgss-sSite-scri i o tal
cormmuni cat eﬁﬁﬁﬂeggﬁagtcg?tréb% e s?’%“?‘ﬁ%fyu%?en -y r’rFlsﬁﬁulr ec?%ﬁ%@%%%%@‘sa% %I 6
schenm atobfiddated favhdeeipe B 1. tAal encodedistringalf ian rfunkeenpe’h Binctioncis wdlevaScript

cross-site script (XS t,he process the ro ds t 0]

det er ni ne& 1P &‘f“hgr t‘°‘di5§fﬂll°al °%Wﬁi88rgf?'oﬁg?rﬁcftﬁ%g§vsi %{/Olélhse?bﬁ&gm?l‘fer%fnes.
10041) | f Jduhecatid)Tivaber@ BIONTha bbfascatedclaualesipi pades i30R earé fescapeis ASCHe
digital comuni.cation is determ ned t

) i.ncl.u mal L cj gus
transm ssYalss-SigErge showpapothes examp ed?frg)‘iliﬁéffatﬁ‘gm%“@g[’ f“oﬁfl‘!‘aé’st“s‘%\%
idncl ude iJ@Vz}Siﬁ @giasf 31a1nias esdapd Uﬁi&ﬁﬂ%&&lﬂehd:{iglgé ) ehx;m 4nothéO Exaimple of
etermne if the digital. co ni cati,Qn incl udes uscat ed .
Javady | pRssabiraSret ¢ Ho Th BPbsmed SRS 475A F AS ORE it ASSH ed
JavasScr i pfalueh. gt i bRwsCABTRGN bxaatipleOSE dbFusd@t® I4vaBaipt B03.i The! JavaSceipt
mal i ci ous transm ssion schenma _at 404, |f themdi gi tal conmuni cation

does not 9odes i§@renbiussatad wingXOR suth; charactenfucoding -t a|  conmuni cation is
det er m ne@odRARRishing Sr#he Fah iffdntiistedtdddi 3R ghBih 26 p SgetiRdTBctadllybfbngs to

another site but looks identical to the legitimate page. Any information entered in the

30 phishing iframe will be sent over to the other site. Figure 3j shows an example of a
phishing iframe 320.



[ 0043] For illustrative purposes, the digital communication is checked
for cross-site script 30 (XSS), invisible ifranes, and obfuscated
JavasScri ptyd pbove descri bed process. In sonme enbggdi e
di gi tal c@%%%%?@%??%n can al so be checked for additiongghgggﬁgmm§g
2011/ 028176PCT/ SG2009/ 000311 8 of transm ssion schema in a simlar
manner, incl pding, for exanple, phishing ifranmes, external

JavaScript, cross-site request forgery, and/or other forns of

mal i ci ougogaBfEXRMl smscrgﬁ heraVaScipahitti€Rgstdd Ohrgteflabdice ButiByowsloaded n
di fferent enpodi ments. Fromthe above_descri

r ed rocess, thehdiﬂgital
communi catEwA user is leakiagcptithe arent pRee- Bigus 3icIgws AR FXaNFPle PHR PIBTE
script ( 3dpnvi si bl e iframes, and obfuscated JavaScript. The order
may be deci ded in such a way to maxim ze the performance, In
di f f er en{003MsTossrrisp Tasuest fasay ot fosepanend se de SReIHISGgnted aGtions PR 2

Speci %i CQheb QB%IQQHorpﬁtM[i?} AF u3Ghs Blmrenfif hhthéntb Rk ArHl fhlvesited 8étioRs FRpCE.
S owchart 500 of

[ 0044T Fi gure hows a of a process for determning if
the di gi treludgOcheugimg of @assword jon dragefersing rafsassels. 1 i the targeteq yser) is (he

502, one QinBatr utrﬁief%:g,h;@ We ?aﬁﬂé%%ti&?%oﬁé cbiRloflise®! Bightd BRGA&F hrom

the digif ommuni cat 1 on. the one or nore extracted uniform
r esour ce sthematio dingfaoRillsratingear: lexakdel of daivnerossesite| rgquest frgay rike a

configurable white list. A 506, &1 ] pyed i f at | east one of
a host ngf%’rea s@ﬁvslaﬁte’e‘?mn%?O%rgisgg%féq??sg&?&e%}a%réss of the one or nore
ext r aot eq0o40jToodereris0 iff the digittconsnubiraidiRirsiudes @ Mmalicious Ywnismessionst |

If the host na and/ or e.lnternet Protocpl. (I f it
ext ract eﬁaﬁﬁ’iaf R PESEh [2@2 of e Py e (%Eﬁfvs &a%%lé:é izﬁlt Sfd‘\gﬂ%?‘? teh% I ‘ihgl'?',ﬁ it
i s deter gbmfdnichivh fohdetetntnd & theodigitali @atmumitation finchelen forass-oits seript e

script (XSS). at 510...If the. host, pane .and,the l.aternet. Prot (1 P)
addr ess S%)h dviside dframes, é’g@%”?‘a’gcﬁggg%ﬁﬁp fpglrsg%“fg e g%rﬁ Fee ;‘Te(r)nc? gtJ %%%?%RL s)
are not hRWEd clobs-difereqhist orpérgt Figute # sholed ar fiownhdrt t4081 oft heratiegsi foal
comruni cation 20 inc]Judes Gross-site ?.CII% XSS)onatc e511%3 tSA IitairS
t echiPquédarching pdigiak gomimppcaion, iar ¢ g BRI ssPTOh Mot P Nales
and/ or | GeRAMhaS Fake diRhle@sthminidtivh inctdes” sbossadite lsaipr(X$8). df desdigidnes
and/or | P addresses. | 045]SF|_ ure 6@?0\&%%Homhar.t 600 %f Bied
process CORIYBCRIRBTIHES F1oSTH SarRji (B3 p- 8‘5?‘?“6’?‘}"21“3&1. _ées_
| Vi si bl g {nth@d B falidbudesmishibR BEEma bL40RX It digithl komnuhioation dgiet mit 25
communi cation. At 604, it is determned if trés ex%éct %dt ifr anF%eare
i nvi si bl énglydesress-sia sedPt i Sohdho Provess dhTLRBFECH AR VAR CEEHAPY oS may
i ncl yge la&%itagéoﬁlnﬁ\ﬁﬁcahbmnt:ﬁdestiﬂviﬁble|iﬂﬁ§és. one of a height or a width of
e

t he extrac iframe is smaller than a pr dﬁft erm nedd .}?Ereshol.d . the
ext r act ed0041HAths digitabpqramyyication inclydesinkisplraframes; the digifpl commURIedton ¢ o g

ifrane i5 determined to include a malicious transmission schema at 404. If the digital

communication does not include invisible iframes, the process then proceeds to 408 to
determine if the digital communication includes obfuscated JavaScript.

25' [0042]If the digital communication includes obfuscated JavaScript, the digital
communication is determined to include a malicious transmission schema at 404. If the
digital communication does not include obfuscated JavaScript, the digital communication
is determined to be free of malicious transmission schema at 410.

[0043]For illustrative purposes, the digital communication is checked for cross-site script

30 (XSS), invisible iframes, and obfuscated JavaScript in the above described process. In

some embodiments, the digital communication can also be checked for additional forms



is indirectly set with hidden style. If the one or nore conditions
areI fglfi |'led, ,Ibit i§f30 determ ned that the digital comrunication

i ncl udes iyybaih rames at 606. |f none of WO

2011/ 028176PCT/ 8(32?706'09/ 000311 9 the conditions are ful fiPICFIr/gg?OO?/?OOfl;
determined that the digital comunicgtion is free of invisible

i frames at 608. [0046] Figure 7 shows a flowchart 700 of a process for
determining if the digital conmunication includes obfuscated

JavaScr i [if trafémigiah schama Sc b isprbilar snapnery anctudihgf fayrexatple Sphdshipig dtames,

conmuni cati on t 704, it is determaned if the e d SCLi.pt

i ncl udes 3iFEabrJaRasieEPY | LRSS Eeﬂueéwa{f}%{yérgd/ofhgé%{ Zt§ 5 S??gréﬁ‘lﬁ%dsp

?har ?pt eru&xllg%ﬁ%&lmslcfﬂa?mmh Reds beisecheckedanstvaeyinafiffetent aBbodipentefrepe
uncti on. the ext t J Script.i | ud

R e e

COMMURBi CQfeiebibr HICErYEESte QBAiptSOESE dnvisibR SEamps, aatl obfificatdd JavhSeripd The

extracted JavaScri pt does not_include blacklisted gharacters,. . th
process prdsecpas beodepiigd (g ek et M e'©; maxifuze: ther g %a’fgvj%cqlff?f i

i ncl udes SditdentdPHe é}hé‘cllﬁ!aﬂr Sh§tactotompi o MMardwdie spdcaiciitidns bidndtiwecdfi ons
may be predeterm ned based on a study of rarely used JavaScri pt

f unct i ongictuakterfelpr beettes nenfeympRgsl e according to actual web page
design i gﬁbﬂ?igﬂg P SRHRY o VRhWRE - S0B0NYE, SHSIER 65 Blierkinindlinatl dipieald
functions nmay Be String.fronCharCode, 15callee.toString, and other

f unctlifonsotmamicatian nelndésycrepssite Fariph GXHRI AY 80% e 9p tmor, et fosm regpurce
usual | y %&%Pmé YrcalGGed ﬁ&%%g.f S@L‘?‘- doftMiBlcatibn. (A& 08 XhE 864 S%more

JavaSc_rl pt 1 nctudes one or nore isted functions, it is
det er ni nedtradiat utifeemdiespiurce] loeatorsn(HRES) 4o ¢hegked @erinst gplisksioneample 2

JavaScri pt_at SRR r.aet | '
D1 ackl | s LGB PRI 1Bl by e 30BGER bR AL Rpoc SERS Tt e 2R an

conmmuni cdhtemet Potdook @PYaddbss nfabe enk dmyraBcesitpgeted tunifqm resource locators
15 (URLs) are in the white list. If the host name and/or the Internet Protocol (IP) address of

the extracted uniform resource locators (URLSs) are in the white list, it is determined that
the digital communication is free of cross-site script (XSS) at 510. If the host name and
the Internet Protocol (IP) address of the one or mc;re extracted uniform resource locators
(URLS) are not found in the white list, it is determined that the digital communication
20 includes cross-site script (XSS) at 508. Similar techniques can be used with a black list
of known malign host names and/or IP addresses instead of a white list of known safe
host names and/or IP addresses.
[0045]Figure 6 shows a flowchart 600 of a process for determining if the digital
communication includes invisible iframes. At 602, iframes are extracted from the digital
25  communication. At 604, it is determined if the extracted iframes are invisible iframes
based on one or more conditions. The conditions may include but are not limited to at
least one of a height or a width of the extracted iframe is smaller than a predetermined
threshold, the extracted iframe is directly set with hidden style, and the extracted iframe
is indirectly set with hidden style. If the one or more conditions are fulfilled, it is

30 determined that the digital communication includes invisible iframes at 606. If none of



[ 0049] Referring to Figure 2, the processor 212 of the network gateway
device 204 may determine if the digital comunication includes a

mal i ci ous ¢ dA$Mdsssl ON schema e.g. in the formof crosgcpik&fodsdosnAt
(XSS), invisible 1frames, obfuscated JavaScript, phishing ifranes,
external JavaScript and/or cross-site request forgery by carrying out
the 25 processes of Figures 4 to 7 as described above. If the
processor 212 determnes that the digital communication includes a
mal i ci oushd dScﬁ:ﬁBiilth sieofalfillelieirds dethmmiprdothatsthe rdigiteP communigdtionas fegetafon

t o hi nder, t fans ion of malicious contents. Hindering the
transm sé‘?"d‘ﬂ %@%ms contents can prevent the nmalicious

transm Sqom]fs@hemasﬁmm dmmhaadmg)fnalpir‘@iessuﬁ)rcduﬁmhﬁng ifr tn digital

ext ernal source. Ther t.her, 3Q .spr.e

mal i ci ouSCRBHRISHIoD ‘E%lh élﬁ%%smp t%@%ffﬁfﬁ’f%%’%ﬁ %%58%& B80311
10 [ 0850]4ida1 SndmGs&on. Z&tzmzrau is enetmanedarl thetextractddiavaSedptinelndesafnet he
digital comuni cation. The pr gg_g %2‘% als send _an Iet to
the ser veF meE Waskkistod sharagtezs. 6?‘8 diste 2“‘?%"35 Rie °H’8m8‘?§ pr
go;mulnl C%Hd?BfJaH&ngi&bép%'ﬁx&ﬁ&Wm cation may be redl rect ed to a

efaul t

age. The processor. 212 may ﬁgl?JFf?“&} lici oys,
transmi sﬂOMﬁllﬁéhEﬁﬁf@teﬁolfﬁéﬁmﬂt fncdndes gne o m Sfpq SRaracpE 1t 1

mel i ci ouSLLANS JTHnﬁlsth @1g§ﬁh@dmnm%t19§ ifcRidey sstudcheivascriit @t 7ed. If the
conmuni cat1 on. carry out qther possible

rocessor 212 &ch 617% i ons
to hllﬁderexmdtJﬂm{ismtsfb)thOtdﬂCWﬂ hlacklisted W@Fﬁ’ glelﬂli"ctﬁfsfﬂ’%"re@ﬁiﬁ to
enbodi meny ﬁetgfggﬂé&]tﬂféﬁﬁura&@& A3 9riph HRIABY orfedr Hor® BlacRRdFndiRAS T t he

above descri e actions’'in different enbodi nents. For
exanpl e, Mdubllqmdo@e@w n@y berpugdetsrmiped bpsed an aasedst ofmareloused davaSeningi ent

of the dlﬁ?n Egns &W&&%h [jl!: %B&Q%né)llo%%hl%btﬁge glésﬁgntlﬁdlde the server

conmuni catl on or al l'1cious transm ssion schema

f ound | n netveorkdi $pntea kxapapiesuef ;ba_t hlanklisted tfenciions ey \be $tHae Brmchagsefe. 212
ﬂ é:alzeee%o L g, 04 b ﬁﬁ?ﬁdgfﬁ %F}{t an{%];]rglte <g4 Qil ﬁcfﬂnalcﬂmﬂbp 8hi @8 vend

bloc commruni ca Is also possible
for the pusadlgsssnrmﬁbmsqa@dsim&cm alert to the reC| p| ent of the

di gital g0 LOTTHICALL O 103608 AR dnel & - SEENMRLea bR, #OR and

nodi fy t ous A e on~sc t he digital
comuni cateteﬁﬁmed thiatithe skigital tonmpuni¢atios liphides lefesqateédw§mpt 21 706rd{ thear r y

out different ions qf. ac odi: e

hi nder t If& ?‘i’%ilngapha% i)doe n& ?c‘itléogfs%‘?%ﬂgn dﬂl{l&ﬁw%é@ﬁ .Jh% %‘rﬁtog{gssor
212 dwt ercr@xﬁeeontdiaﬁcahbmscﬁeglof ebfusateriliaiaBaintot710s free of malici ous 20
transm ssi ma. ( o malig i
Foundy . INESREEBEES Fisks Tyt BpB9ci ¢ HE SRR} BRLEH, ASEEA ey

t he ext erdé&lmﬁielimﬁé Bxg&@l&;oniﬂﬁ@da&qumsmxéck admglndmis txaosmsmoms;hemme gaip be
di spl ayed. on the. requestor he ext

[ 0053] Fi Q}H“rg" 'HG%M%% ‘BY‘&gi ROy cc?‘r;fape Ea%syé’Fe"%?Z‘Bﬁ In
sone 25 qfhael, I”@dbhial Jah£Scrpt \wad/bkr gﬁjssm&y rehgwst clorg264 byagantymg out the

i npl enented as a_conput er syste 0 the co r 300.
| scHRe. SReRSRHERFEUe 100 Aab AERRPHLIE TR A e SOA o e mies YUl

i mpl ement Ggliah SoriMEhitAion Sachdds b ﬂﬁhﬁeusatrﬁ@m%bibﬁsc}ﬁmﬁ,tthapmbmd»ralutmnyt he
conputer system 800. [0054] The conputer system 800 ma Iﬂxgl ude

852 (centtaks apr esdign siondinder e tapsmission 9 qJous Soontepfs,
my be usgflshRbion bPMhRAoRShRhts ¢Rh pRGE Mk Balididis t@hsnhiSsidn schema from

downloading malicious contents from an external source. Therefore, any possible further

—‘

30  spread of malicious contents can be contained.



names and Internet Protocol addresses, blacklisted characters and

bl ackli sted functions. WD 2011/028176PCT/ SG2009/ 000311 11 The nenory
854 may | t han one nenory, such as Random A

(RAM , Reggjd-)@?@i«%éﬁory (ROM), Erasabl e Progranmabl e Rgg??%%%%ory
(EPROM), hard disk, etc. wherein songyof the nenories are used for
storing data and prograns and other nenories are used as worKking
menori es. The conputer system 800 5 nmay include an input/output (1/0)
devi ce SUYGEB0fEnedproRisopRiC inby sinfl as alefi 56 the Fédpiam ofdreldigitat emiowdca8bs may
be used tQ access apn external .network e.g. havin e or nore

r equest or BRREIFEA% % 1Z;may alsq sndap é&%ﬁ?g"é‘.’ % .netﬁ"gg? %@ Jﬁ% Poresse d 2nen
servers. [R}epl6R R ERtalSintikicBAéh, ThY digltfl@omifuhitdtoromey betedBéted tan

out put device such as-a display 862 and gyi nputl. device such as a
keyboar d defmlt waring pagec BiIBPRERios 21 552y mggi y thg paliciougiranspusgien sCicpp) ¢
the caMU}gld is MRl B5RaBOnRlsic AR Akt lic RS traRfNBdidh Getichiatnayl Belreaid

ot her through a bus 860. [005511n sone enbodi nents, the rreéiggﬁ)é_854

may be cdiit hadégital epramenieationsthe pEedesng 2 Fomay FEN PHher pes HWSon
of mali C'tQHﬁd&%\{]@é}&ﬁssﬂ;ﬂ%f;nmw%ﬁtemm MGt REMEsEREsbY the CPU
852, may cause the processor 852 to intercept at a network gateway
devi ce of[00511Bhesprpeassor A2 ipaykeaaryoigiongor Ernrerah theagbions dessri . g‘@ﬂ?lef rom
the ser Verti&%%%‘ﬁ{f&reﬁpe LR 1o e WO prdcBssSERGRay &ty Stindiah @lert
comuni cation Tor a nmalicious transnissi qg schema that can be used to
causelOa rallieoeapienttof srestigita conmunicaion sihperocking thredigita) cpmmunication
communi cati on, and_t q..t.ake,an 1on Lhader t S, S&k OBisfii
mal i ci ouscon 0euEt énolﬁﬁlggn%?i g’?g‘%}g&t g%ﬁ%nﬂlgggégf()sﬁﬁ%%hefﬁgﬁi S f_o.und.g The
pr ocessorcofifidnitatjors Alternativedy, dretprow@ssoh21 2 way gxind an alsft te Fhe redpientgf thel
communi cation if a.mlici Lansnm.ssi ol e8|
process o?at‘%?g °?Pé’§}“‘§?a§’8nsa8§ § §°§Irt1 ﬂ?ﬁ %Eﬂ{zﬁ t% !58??11@%%er Y é rtﬁen;e:ﬂ'lt(a%/\‘!:/gt gﬁe' -Zﬂ(;fzg a.ls'lqh e
pr ocessorpoSiide nfay tht qobcesdoe 2Mi2gitd abndc @nualemi wathieorecipient ofathiec digital
transm ssion schema is,found, . The processor y | ect i
di gi tial  COMFRICRUST: s5rq Snflﬁtefoa[t}fet Pemr‘/gf nﬁeﬁ‘g"r%gg’é @h‘g&%ﬂo?ges}sngfr'&ggz
may nodi fisanédhiesiombdheins deunt rin misndigigil oomswhieatinfao threcsaing tinee Inlshpirty e
comuni cati on. e 25 processar 852 ymy.renpve. t he | ] C .
Cransm S FHCE DB PR D S ParDERIoR o icpof preft Gibdiments oo,
may provite Rinlér@helirgisingssion ofinmldiastcomants.0 t he external network if no
mal i ci ous m Ssi on ma Ls f.ound... 5611 n.sone. enbodi ,
reror y 839078 Meeracsior 34 Setmies P B il Qern Gt T RSN, | ¢
the diggi tifhskidBA Bdhemhi(Dd) if A6 malleibuctrasmissioh aclaral istfounl)ethe processor
instructions, 30 when executed by the CPU 852 he
pr ocessor? 3380w ?B’ﬁéﬁg‘ gogm nﬁ%hﬁ@ﬁﬁﬁ%ﬁ%ﬁlp@@%éﬁ% LRagesisiRy o)
from the @i camnRidEELY faYiRNdisfnddtdn Heeeludsfoe muthines of the extemal
network 206.

[0053]Figure 8 shows a schematic diagram of a computer system 800. In some

25 embodiments, the network gateway device 204 may be implemented as a computer
system similar to the computer system 800. In some embodiments, the network gateway
device 204 may also be implemented as modules executing on a computer system similar
to the computer system 800.

[0054] The computer system 800 may include a CPU 852 (central processing unit), and a

30 memory 854. The memory 854 may be used for storing and/or collecting a list of host

names and Internet Protocol addresses, blacklisted characters and blacklisted functions.



WO 2011/ 028176PCT/ SG2009/ 000311 12 or nore extracted uniformresource
| ocators against a list. The processor 852 may determne if at |east

one of a Re§hon@desand an I nternet Protocol address of ptB8cIS 0511
nore extracted uniformresource |locators are in the list. [0057]In

sonme enbodi nents, nenory 854 may be g¢pnfigured to store instructions
for 5 determning if the digital comrunication includes invisible
iframes. The instructions, when executed by the CPU 852, may cause
t he pr oc s aien®bP854meax inchide miofe thareenef memory hwuckl pyRamlomcAgerssiViermenyon,

on-one. ortAbPe eatrb{ SEI G, EROIES A ie R ooy MR 0T

are not I(EPROM, havd disk] @asvhessie sobe af theingdmories are wsediffdr sefringhigta and

extracted iframe s, smaller than 10 predeterm ned thr e
ext r act edT9EdmyERd; Qthegimemangs, arg é‘tqe‘%st‘ﬂorﬁ'ina FEREES In@,e ana‘ﬁ? ‘{:sg)stg%?t 8trogct ed
i framg i sndyndéto@cid Mpsiutpot (FO)hdestte Buct 34| enetvORSHEaces356EThe network
enbodi nents, nenory 83{% maXébe confiqgured,to store instructions for

det er ni nithfgTace §38emay Serused 40 AGefhAR SXISHR! iMRRYORK &8 JBYiNg OBF &Y more

JavaScri Riquesthe mh&ihdsUadd @ REveMi@WoRXEE Uia¥thgohet dteméieUvébbsbrvensayTheaus e
t he processor 852 to extract 15 JavaScyi p% fromt

e digital ..
comuni c&empwer sisem §00fatkplsg Heluds .atcfﬂffk(-,s)? o1 R 8‘(}‘&‘“‘8@1‘ gt 245RYi ses
at | east g@fGnPin BP& dRVicE'RIcE aPh RGJpbAra 1864 ANAE 36hEInen® (8520864, 856, 858, €
bl ackl i sted functi ons. [ 005911n one enbqdi ment, the net rkh t enway

devi d@® 2620764 plthe eempiter syt BRO orgropreyted 3pd spramynicating witn cagh other

oper at i oq]gr,ugp fegh. exanpl e two operation nodes nanely 20 prevention
node and et%ﬁf?ugn node. [00601Fi gure 9 shows a schematic di agram of

a syst em[0US]Inaone gmbediments, Y memnery Rof ray he g erd 19 Bt iBsIciaEe ot i ng
In pr eveg)%vgﬁ'tug)tg%zmls )(/)ﬁ RE nRYiShEEHets. TRE iRNBEctRIns, W X85 iy the

gat eway device may be coupled to a server network 202 having one
or nmore Y 852 veayscaggpthe Presessar 85} toniptescenb ety PRWEHK: RARENAY disvice @6 2204

| | i i
may gsS0 s%%i%%t\goqﬂg d?é?té%% m Rbh beifrd 3t frgtgihe RrvafhiRbk 1 hm_lt_%rréal

pr ot ocol server an admni strati on consol e 908.
admi ni st metvwark, tocerdi theSidgtahegmipunicatiop|feria malicipes Eangmissigp schemaghet and

the networ kbé {15@3 t&> éa%%ega? %%%&%E%aﬂ%gs\f&{ oxpzplgaigleﬁt Stfre (ﬁ?fgﬁ dbfRbhicatiod®

adni ni st At PO CONs0 e system?9 may approve authorized
URLs to amdita takeyanuavting ¢ hinderathe Braperkission of mialigiRus eantdngsy i agmaligous.
(e.g. links to.advertis te O | Q.| Vel EESidnt WPl
are requi AP Sﬁg?%ﬁefgﬁnﬁéﬁeoé{ f)ngg%é? QZV\BE%%%H? eals1 9‘3"“3\%&‘ récipien '
2011/202 8 WIGRCIHHERECA00 003 biblitiduf Ga6MisFive solmmaois founde The pigeeskorg@lewnay

devi o5 20 ey St Uk SRS RO LBl e
exi sti ng domheinithtiodifG fmalicipusetrantissign tsclEmenissoish The predessor §62 may
f gn;[ ﬁ[‘ J; 3§F 'h%ﬂ@?kﬁéi%aggorgygﬁé\%olmt%é?(}e?a?lxt \ivvgr%inlédpeagguf’heagr cea 8%& '?EaS:ed
modify the malicious transmission schema found in the digital communication. The
25 processor 852 may remove the malicious transmission schema from the digital
communication. The processor 852 may provide the digital communication to the
external network if no malicious transmission schema is found.
[0056]In some embodiments, memory 854 may be configured to store instructions for
determining if the digital communication includes cross-site script. The instructions,

30 when executed by the CPU 852, may cause the processor 852 to extract one or more

uniform resource locators (URLSs) from the digital communication, and to check the one



5 intrusion prevention system (I1PS) and web applications firewall
(WAF). The existing firewall 910 may be coupled to the Internet 912.
In some erp@diTBRLsy the functions of the firewall 910paRgQchdd8no0s11
net wor k gat eway devi ces 204 may be conbined into a single gew ce.

[ 00621 In the prevention node, the opﬁ or nore network gateway

devi ces 204 may take an 10 action to hinder the transm ssion of

mal i ci ous contents if a malicious transm ssion schema is found. The
one Or Mk Gndietenitidted ahifWRy radeute devatdty against selicd. dhe atoeedsot 852 ey

reci pi ent_ of the digital nicatio ICI rans/y ssi on
schema i Sletpuing if afeast e ‘Efr)a%F Ba‘ﬂ"eﬁ‘%‘?‘k{f\%’l’e& \a 2\9?‘885 038125 %> al so
send an Q& bxtiabtell DBIFGRI éQurdadécaikard Bhe lifte one or nore network

gat eway devi ces 204 may. al so send an al eét to.th 15 adm ni stration

consol e 40A571bxsemg sabglimesise MERPROS I HAY BGS faStosg) DsISHops Kk

the disgi tsferfiagunikalihi éofmxﬁurﬁahb& RURle$ ﬁ@m Sﬁidrﬁk!% TES QiFGudtions,
found. The one Or nore network gateway devices 204 may . éedl rect the

di gital odwrexdcigd byithe 6P 8%% ceusFiRepracessps §62 torgxirachitangys fRm

net wor k 91%@ 'EM!:zgﬁﬁ Zr%o”&exerﬁﬁfé' it Ynd DErabRd ifdridSard TR $§drﬁ€§
schema fo rnt I'gital communication. The one or, nore network 20
gat evay desedeason2x mary corditinns. Threonesiri raere genditions Jeaysiaslnde By HESBO r om
the di gi t ggrgF yaﬁg)tne%@ a lile-:%t 8P4 Wl Bt the Qﬁ;a\EQH Kergad ﬁs"@ﬂall@netﬂaﬁ ‘35

204 may pr oV conmuni cation to the external network
(e. g.10t h@rerdetemnn@hthrc;sholﬂhélechxgmtai ifraoneris directlyi sshyvith fhidden serle, endyths

transm ssi on. premngls %%gw]getwgtg%Lfmglgre 10 shows a schennatic
avli ng a net

di agram SEIste k gateway 25 device 204
oper at i ngooss]ldesbme teimbodineds, mbmonh&5451yxay bmcm@f(wredtth etage insgpctipps or

Bgf' }[Norl(lgogla %‘l'ﬂx@\?\ne c'ﬁe g’tgﬁal co"'s paﬁgtyogllr tqg f%‘%ﬁ %@c%%?e%tt 0 a

server nehsvaction20Zhdmassiengredbe tior CRUr 852yelay semseehs PBOSssOrTHE tovxtradt

with the s beco Iedt X | S j | 0.
The &Xi SIJP‘%SCI?}R%%?H (éﬁg‘?ﬁ%y |?f87 °8@a“o ? dg{réggfrr}%?ftt?l??hx%ég%g@asc%

i Ntrusi orofipHE tat leAst 30e 8 Gteamni{drOBlacklisteti chanaers pndomendrimagre blacklisted

([ PS) angﬁr\&\]eb applications firewall (WAF). The existing firewall 910
may be c 18%-t 0 the Internet 912. | n some enbodi nents, the WD
2011/ 028 §§659{Th/one20HB4iRRAS e detwrknptdwanslevite 2ot ofidiewervikr griverkadp2

devi ce 204andthef| ewal | 910 ma b conb edlntoasmle ce.
[ 0064] The3YePREFH% Iy 4t 08%‘6?%“’2 yerapR E Supr e ‘%s é‘ﬁggl

serveip 9Q4sveftion mode and detection mode.

[0060]Figure 9 shows a schematic diagram of a system 900 having one or more network

-U

gateway devices 204 operating in prevention mode. In the system 900, the one or more

" network gateway devices 204 may be coupled to a server network 202 having one or
more web servers 902. The one or more network gateway devices 204 may also be

25 coupled to an email server 904, a network time protocol (NTP) server 906 and an
administration console 908. The administration console 908 may be coupled to the email
server 904 and the network time protocol (NTP) server 906. In one embodiment, the
administration console 908 of the system 900 may approve authorized URLs to avoid any
unintentional blocking of links to foreign URLs- (e.g. links to advertisements or web

30  statistics services) which are required for normal functioning of web sites.



network time protocol (NTP) server 906 and an adnministration console
908. The 5 adm nistration console 908 nay be coupled to the emai

server 90§v§?ﬂé%§ﬁmpetmnrk time protocol (NTP) server ggﬁgsgm%§§gl

enbodi nmen m ni stration consol e 908 of the system

approve authorized URLs to avoid anyjqnintentional blocking of |inks
to foreign URLs (e.g. links to advertisenents or web statistics
services) which are required for normal functioning of web sites. 10
100651 | joderfrh@dedrecdri morenmetieorkt gacewagtdewicks 204 mam\bedrtherecoppled teyansend

an alert to.the recipient of the digital co ni | i | Ci

t ransni s§?"6““gs€w¥ 9& §GRE°T TRE 15 eorglgatﬁ%?ye er‘{iact% S\?ﬁ%‘?‘ﬁaﬁgf’v g%at;gg%iée\%: gg:
20:1 mai &}i?loms %ﬂgtiﬁg\ ﬁaémnzlg 941t00fotr tpeelvsmmgetranmtsyiom lof 2@Fciol eorengs. Gfhernror e
net wor k gat ewa eyl ces al so send .alert . to th

e o beusl B P gTE ke o TR T B S s hhSeem >

net Woik GahRINaYpre\R1IGE sybfem? (P S)Tadd Web appleatiors farewilh (WAF). The existing

comuni cation. The digital comunication may still_ be - provi.ded

b _
the ext erfieyallU0umamde(coupfed forie Iterpei%d At IofomeRpbafigianty B Fonetion of  °
communi Cafd ffbvan 019 aRa W ﬂe@w&mw ecil 204h8ay B edrhbiA ey S siagen

W

particularly shown and described h reference to specific
enbodi nededee.i t shoul d be understood by those skilled in the art that

oo RERA-GE R e A i o,
the dPpendéu tf hindes. thehieanswispien off mlteiquscontepts if iasmaligieus KeRsEdTE by
the appended,Gl Aig THRMe 8t hofiIARARR it/ uSRUP20H hhY Rol BR aRRAG1RD
gé of equivalency of the clains are therefore intended to be
enbr aced recifiént Of dientigitah gomingnicdtipn ifa maljcious transmission schema is found. The
one or more network gateway devices 204 may also send an alert to the server network
202. The one or more network gateway devices 204 may also send an alert to the
15  administration console 908. The one or more network gateway devices 204 may block the
digital communication if a malicious transmission schema is found. The one or more
network gateway devices 204 may redirect the digital communication to a default
waming page. The one or more network gateway devices 204 may modify the malicious
transmission schema found in the digital communication. The one or more network
20 gateway devices 204 may remove the malicious transmission schema from the digital
communication. The one or more network gateway devices 204 may provide the digital
communication to the external network (e.g. the recipient of the digital communication) if
no malicious transmission schema is found.
[0063]Figure 10 shows a schematic diagram of a system 1000 having a network gateway
25  device 204 operating in detection mode. In the system 1000, the one or more network
gateway device 204 may be coupled to a switch with a span port 1002. The switch with
the span port 1002 may be coupled to a server network 202 having one or more web
servers 902. The switch with the span port 1002 may be coupled to an existing firewall
910. The existing firewall 910 may include but are not limited to intrusion detection
30 system (IDS), intrusion prevention system (IPS) and web applications firewall (WAF).

The existing firewall 910 may be coupled to the Internet 912. In some embodiments, the



5 1. A nethod for preventing transm ssion of malicious contents, the

met hod corrpri;li ngsa_ I ntercepting at a network gateway device of a
server netygbdmsdhdi tal communication being sent fro
network to an external network; sear chi ng tﬂlg&%(&?@%}%gn

comuni cation for a malicious transngsion schema that can 10 be used
to cause a malicious transm ssion on a recipient of the digital
comuni cation on the external networlc; and taking an action
to hi nderfurichiens sfansnetssikgateahy dalicecd0dand derfirewsls 910 may ha¢dngiinpdgnto
transm ssion schema is found. 15 2. The nethod of claiml,

wher ei n PrRmelfdeVCf-ous transnission is transnitted froma source

out si de tfifs4pricMRiwdIR lgdR Wiy devdeeTite mByt Hlssibe toupleii tomn lenwil erve29her ei n

of e pagerk dis PEeEnh (NIB BrvendE agtem AmisaesE: FugoR S8 e
|O];1 gL?ieggtid%ﬁ')ng[aﬁ%n %di\{@ﬁf. 9?8‘151%9 Be BUpledit® te chrfafl REIVESS04Qind Siehenwork sime
of & gr ouppiesshENER) Haves 06y BeBesrmisdent She mpistPiPe oG agE of T ©
obf uscat %gstelﬁ%@@&'%’ Pﬁpro%%ﬁ?& WRI S0 RSoid QY BiRBhtichaMASkingBf liéklﬂo
cross-site request’ forgery. The method of any one of clajnis 1.tq 4
30wher ei rorsigarlBHisn(g-gt Heksdp gierisementfron WeR statétcs ﬁﬁm&es?rﬁ’i‘}cgiafﬁﬁq““eg 1
transm sg qn SGNEMRGREBE WePsite@ne or nore of a group eonsisting of:
10  [0065]In the detection mode, the network gateway device 204 may send an alert to the
recipient of the digital communication if a malicious transmission schema is found. The
one or more network gateway devices 204 may also send an alert to the server network
202. The one or more network gateway devices 204 may also send an alert to the
administration console 908. However, in the detection mode, the network gateway device
15 204 may not block the digital communication. The digital communication may still be
provided to the external network (e.g. the recipient“of the digital communication).
[0066]While embodiments of the invention have been particularly shown and described
with reference to specific embodiments, it should be understood by those skilled in the art
that various changes in form and detail may be made therein without departing from the
20  spirit and scope of the invention as defined by the appended claims. The scope of the
invention is thus indicated by the appended claims-and all changes which come within the

meaning and range of equivalency of the claims are therefore intended to be embraced.



16 determning if the digital ¢communication conprises cross-site
script; determning if the digital comrunication conprises invisible
iframes; detelmning if the digital conmunication conprises
obfuscated JavaScript; determining if the digital comrunication |
conpri.ses phishing. ifranes; 5deterniniﬂ? if the digital comunication
conprises external JavaScript; determ-nfng if the.digital
communi.cati on conprises cross-site request forgery. 6. The nethod of
claim 5, Claims Wwherein deternmining if the digital communication
conprises cross-site script 10 conprises: extracting onée or nore

uni form resource | ocators fromthe di gi tal conmmuni cation; and
checki ng t he Whatissleimeshie extract ed unlfornlresource Iocators agai nst
alist. 15 7. The' net hod of: cIa|n16 wher ei n checklng thi one or

nore extracted unifor ource | ocators. ag t he ses :
det er ni ni ﬁsg at & 3’5@1?5 et?’lr Py mém%ot?f'snﬁsﬁf% %lnﬂ’alf’:ﬁ‘l °us n‘i°8?"ﬂté’t %‘ﬁngf '
addr ess of thnnmnwmaa' nore extracted uniformresource locators is |n

‘the list. .20 8. TheaBid OQ: Qf n @Rtk ORewR delidd P @ strPer 7 network & %arres .

deternlnlng if the d| I t.al conmuni cation conprises inviSi

conpri ses: %W&%W% §eing s fiom the SRR IFEvolk 1§k eitered s at i on; and
determining if thsaekihg te tigtlalicbmmmiiedorafora inmitions bdnemisimsrasméinabm eth on
one or oy GRRMatL O » BarkidEs Q&mﬁﬂon% a%é%lé‘ﬁk 8 rca?' {bﬁﬁg ca or}zeonor

nore conditi ons conprises one OI’ nor e group Cco SI S
the external network; and -

takmg an action to hinder the transmission of malicious contents 1f a ‘malicious

transmission schema is found.

15 - 2. The method of claim 1,
' wherein the malicious transmission is transmitted from a source outside the-server

network.

3. The method of claims 1 or 2, .
A wherem the dxgltal communication comprlses oné or more of a group'conswtmg

of web pages, emails and mstant mcssages

. A
4,  The mcthod of any one of claims 1 t0 3,
wherein the - malicious transmxssxon schema is injected into the dtgltal

25 _'cormnumcatlon in a form.of one or more of a group consisting of cross-sue scnpt

u‘msxblg iframes, obfuscated JavaScript, phishing iframes, external nggSc_:npt and cross-

site request forgery.

5. . 'f‘hp method of any one of claimis 1 to 4, ‘
30 - wherein searching the digital communication for a maliqious'u'jnsmission.schema

comprises one or more of a group consisting of: -



30at |east one of a height or a width of the extracted ifranme is
smal l er than a predeterm ned threshold; 17 the extracted ifinne is
directly set with hidden style; and the extracted iframe is
indirectly set with hidden style. 10. -The nmethod of any one of
clains 5 to 9, 5wherein détermning if;¢he digital communication
conprises obfuscated JavaScript. conprises: extracting JavaScript from
the digital Communication: and determning if the extracted

| avaScri pt conpr i dstesmigingjifshedigigheomsmnisaion smurseserass-gitcieeipst ed

characters and On&t&hlnﬁiéﬁﬁhéﬂlgﬁk&ohﬁﬂlﬁﬁatfoﬂB&ﬁprﬁébﬁ:mﬂ!ﬁe fkdmesfhe net hod
of any one of clajns Jto

ﬁjlg ¢ rein tak I gl %ﬁf‘aé}’to hi nder
the transnissi on G HEMEE %%g‘é%ﬁ?iné‘ﬂ‘f"g folins) }?ng% SHET Y ERP R ert to
at 1east one of tdmw;ﬁmgl@fcomnmtgppmprv@mhuhm@m@n and the
server netgwor K. 1&t&£mmyﬁhé%tap&m%n@amn eforiEs eﬁ!caamvaécdp@ 11,

wherein taking in_action to hinder the transm ssion of Ci ous
contents conpri sedtHPBORIH digi@! ‘ETF’Q?“P‘&?“BB‘?WH%?SCF%T i req?ﬁt e he

met hod of claim 12, wherein bl ocking the digital conmmunication
.conpri ses re%l recﬁeggemoggfgélglst al com‘rum cation to a defaul t war ni ng

page.

whercm determining if the dlgltal -communication comprises cross-sxte script .
10 . comprises: . o . . .
extracting one or more uniform resource locators from the ngltal communication; .
and.' o .
checking the one or inore extracted uniform resource locators against a list.

.15 T | The'method of cla1m 6,
e wherein checking the one or more extracted umform resource locators agamst the
- list comprises determining if at least one of a host name and_ an Internet Protocol address

of the one or miore extracted uniform resource locators is in the list.

20, 8. The method of any one of claims § to 7,
whcrcm determining if the d1g1tal communication compnses mvxs:ble iframes
, compnses
extracung 1frames from the dxgltal commumcatxon, and
dctermimng if the extracted iframes are invisible iframes based on one or more

25  conditions.

9, The method of claim 8§, )

wherein the one or more conditions comprises oue or more of a group consisting

30 at least one of a height or a width of the extracted iframe is smaller than a
predetermined threshold;



‘14. The nethod of any one of clains 1 to 13, 25wherein taking an
action to hinder the transm ssion of malicious contents conprises

modi fyi ng the malicious transnission schema found in the digital
communi cation. 15. The nethod of claim 14, 30wherein nodi fying the
mal i-ci ous transni ssion schema conprises, renoving the malicious
transni ssi on schema fromthe digital 27 mruni cation. 18- 16. The

met hod of any one of clains Ito 15, further conprising providing
the digital cormuheearfactmfrtaxﬂcmhmceximwnialhdmst\m;ralndl f no. malicious
transm ssion schegpolgcd At i hairddy s\ RIBUEHLGR! Prevent ing
transm-ssion of- mal1cious contents,” the system corrprl sing: . a
net wor k gateway device of a server network t:hat intercepts a digital
comuni cat i Oﬁobelmn&@moimmédielamrsws) net wor K to an external
network, the network.10 ateway dev r|51
“connection to th\é\ol%é%e‘} §' ag EeATRicaton ?%“rsﬁs;- (offusoated
processor corliwagnmpwnmosesearch the di gi tal communi cati on for a

mel i ci ous transmaﬁa&aﬂgJasgézmornheédlgmo%umgntagdcause a malicious
transm ssi on on a_ recipi ent 150f the digita nicati gn on the

ext ernal net wor k d§Himining it fhélfém"‘éﬁ Jﬁ’é?‘i“th‘f“B’“ﬁﬁsr?H L1998 of PEHENPEE i on
of mali ci ous bRemsed tigracfersandak bocmart blatklistedbfuhgionson schema i s f ound. o

‘10
" 11.  The method of any one of claims 1 to 10, - _
wherein taking an action to hinder the transmission of malicious contents
comptises sending an alert to at least one of the recipient of the digital communication .
» and the server network. :
15

12. - The method of any one of clains 110 11,
- wherein taking an action to hinder the transm1ssxon of mahclous contents

compnscs blocking the digital commumcatxon

20 13.  Themethod of claim 12, _ _
wherein blocking the digital communication ‘comprises redirecting the digital

- communication to a default warning page.

14.  The method of any one of claims 1 to 13, ,
25 wherein taking an action to hinder the transmission of malicious contents
comprises modifying the malicious transmission’ schema found in the _dxgltal

communication.

' 15. - The methiod of claim 14, .
30 wherein modifying the malicious transmission schema comprises removing the '

malicious transmission schema from the digital communication,



18. The system of claiml7, 20wherein the server network conprises one
or nore web servers. 19.The systemof claims 17 or 18, wherein the
external network conprises one or nore .requestor nmachines. 25 20. The
system.of any one of clains 17 to 19, wherein the digital"
comruni cation conpri ses one orF nore of1$ group consi sting of web
pages, emnmil's and instant nessages.’ he system of .any one of
clainms- 17 to 20, 30wherein the malicious transm ssion schenma is
injected into the digital communication-in a formof one or nmore of a

group consi stjgng '@ﬁelﬁé‘&i%fﬁjytoge&(};[aml,m 149 i nvi si bI e ifranes,
obfuscat ed-JavaSc L shin Lfr ext ernal asScript an
cross-site reques%‘“‘?‘?fr‘&‘g]?’ifmgf?’ télrﬁ°8‘l’““8‘lc%ﬂ°ﬁ1t % ’SW”PE Sj‘t‘q'ne
processor i's nomfwxgturtmdsntxmodaﬂmnmsmtnd.f the digital comunication

conprises ;,cross-site script; and wherein the processor i s configured
t o: extract one or nore uniformresource |locators (URLs) from

the digital dénini BatFofer BREIRE FERTIFHE Yn@elfiouspropteaint thic fustym
uni formr esoua,ﬁﬁmh@cat ors against a | | st
' a network gateway device of -2 server network that mtercepts a digital
cammunication bemg sent from the server nctwork to an external network, the network -
10 gate.way device comprising; , . -
a network connection to the server network and the external network, -
a processor conﬁgured to: '
‘ search the digital communication for a' malicious transmission -
 schema that can be used to cause a malicious transmission on 2 recipient
15 of the digital communicati.on on the external netvéork., and '
take an action to hinder the tmnsmlssmn of malicious contents lf a

" malicious transmission schema is found.

18, The S};stem of c}laim 17, .

20 - wherein the server network comprises one or more web servers.

. 19, Thesystemofclaims 17 0r18, '
wherein the external network comprises one 6_r more 'x_‘equestor machines.

25 20, Thc system of any one of claxms 17t0 19,
o ' wherem the digital communication compnses one or more. of a group consmtmg'

of web | pagcs, emaxls and instant mcssagcs

21, The system of any one of claims 171020,
30 wherein the mahcmus transnnsswn schcma is injected into. the digital

commumcanon in a form of one or more of a group consisting of cross-site script, -



23. The systemof claim22, - " wherein the processor is
configured to detérnmine if at |east one of a host nanme and an

| nternet Protocol address of the one or nore extracted uniform
resource.locators is in 15the list. 20, 24. The system of any one of
clainms 21 to 23, wherein the. procegsor is configured to
determne if the digital communication Conprises invisible ifrarnes;
and wherein the processor is configured to: extract ifranes fromthe
di gi tal conminvisbieifoames,ahfiscated JavdSdripy, phishing ifrarbdacexexial aeiSedptiahd anss

are invisibl gl %Wf}sed on one or nore conditions. = 25 25. The
2 c o .

'system of claim in the one or nore conditions conprises one,
or nore of .a group consisting of at- | east one of a height or a
width of the zaxtrataa@dembfaﬂmzns smal | er -than a predet erm ned

threshol d;, 30t he extracte mcefssroggecoi dédrtecdtetl XI% seellﬁ d‘i tatgl dden ls't
and the extracted rrane 18 indirec st ﬂéf 1 fWr@“”“ﬁ
. comprises cross-stte scnpt and
" wherein the processor is configured to:- '
extract ogie or more uniform resource locators (URLs) from the digital
communication; and L

10 . check the-one or more extracted uniform resource locators against a list,

23.  The system of claim 22,

‘ wherein the processor is configured to determine if at least one of a host name and

an Internet Protocol address of the one or more extracted uniform resource locators is in
15 the list. ‘ | | '

24.  The system of ény one of claims 21 to 23,
| wherem the processor is conﬁgured to detemlme if the digital communication
) comprises mvxs:ble iframes; and
26 ' . wherein the pmccssor is coﬁﬁgurcd to:
B | " extract iframes from the digital comxmmxcatxon, and
determine if the extracted iframes are mwsxble 1ﬁ'ames based on one of -

more conditions.

25 25. Thesystemof claxm 24, _
C wherem the one or more condmons compnses one or more of a gmup consxsung ‘
 of: ‘

at least one of a height or a.width of the extracted iframe is smaller than a .
_ ' predetermined threshold; ' . . - ‘
30 ] the extracted iframe is directly set with h1ddcn style; and

- the extracted iframe is inidirectly set with hidden style.



26. The system of anyone of clains 21 to 25, wherein the
processor is configured to determne if the digital comunication
conpri ses obfuscated JavaScript and wherein the processor is
configured to: extract JavaScript fromthe digital communication; and
determne if the extracted JavaScript gonprises at |east one -of one
or nore bl acklisted characters and one or nor.e bl acklisted functions.
10 27. The system of any one of clains 17 to 26, wherein.the
processor "is configured to. send an alert to at |east one of the

recipi ent of ,4he ﬁ%%s&?xlof%ﬁ’;‘ﬂ?ib‘ﬂf&ﬁ%&ﬂ“tb@ﬂd the server network if a-
mal i ci ous transm ssion _schema i's found, 15 28, The system of any. one.

of clainms 17 to 2vherein the pgeessosiip cqnijgurpd i detegine ifsthe Gl qaPEYIEEioB| ock
the digital esnnprdesiobAkdated JivkScriptldi ci ous transmi ssion schema is .
found. 29, The system of m 28 20mherein the processor is

| ai
configured to reditec Wféce%f’blls ArEConmuni cat i on to a default warning

page, 30. The system eftragtdgvaSanpt festm b digitel cqmpmynipatiay; and ~ wherein
the processor .i s ‘conf jGaned iftaR SRRk Yaval@ipfRirpSeObtYedbt'cRAOSIBE 6 Bbte
schema 25 found ih ihe d ag%tg?al omuni ¢ 5'@”{ ‘ gl}’ . The system of claim
30, - wherein ¥H&HHS ’é?r““,%"eé’f)ﬂ‘f’fegdf et B¢ Rbve the, malicious
transm ssion schema fromthe digital corrununication. 30.32. The - -
syst em ofyg any; onengty.ehAlrdRy ohd of 17 1o 26, - |

' o wherein the processor is configured to send an alert to at least one of the recipient: - -

of the. digital communication and the server network if a malicious transmission schema

" is found:

15 8.  The system of any one of claims 17 t0 27,
‘ wherein the processor is configured to block the digital commmlicakt_idn' if a

malicious transmission schema is found.

29.  The system of claim 28, R |
.20 - wheréin the processor is configured to redirect the digital communication to.a

default warning page.

30.  The system of any one of claims 17 to 29, ‘ _
wherein the processor is configured to modify the malicious transmission schema

25 found in the digital communication.

31. . Thesystem of claim 30, _ ' '

B wheérein the process;or is configured to remave the malicious.n-ians'mission sc_hem'a-
_ fro_r-n the digital communication. ) |
30 . - ‘.
.32, The system of any one of claims 17 to 31,



21 - wherein the processor is configured to provide the digital
communi cation to the external network if no malicious transm ssion
schema i s found. '

21

wherein the processor is confxgured to provxde the digital commumcatlon to the

extemal network if no malicious transmxsswn schema is found.



