1 | MPROVED | NTRUSI ON DETECTI ON AND NOTI FI CATI ON TECHNI CAL FI ELD The
present invention discloses a device and a nethod for inproved 5detection
and notification of intrusion in a wireless cellular system BACKGROUND
Mal i ci ous software, also known as "malwarg", is the common nane for al
types of software or program code that are designed to infiltrate and 10
potentially damage a conputer systemw thout its owner's infornmed consent.

Mal i ci ous software | Wl spywar e
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Examples of commonly known forms of malware are computer viruses and
15  worms, which differ from each other primarily in the way that they spread. A
virus is in principle an executable program or an infected file that requires the
user to activate it, for example by executing a downloaded virus program or
opening an infected document attached to an e-mail. A worm, on the other
hand, spreads automatically over a network without any active intervention

20 from the user.

The problems related to different forms of malware are increasing on the
Internet today, and it is highly likely that viruses and worms which today
plague stationary computers and laptops will soon also “migrate” to cellular
25 telephones. This is particularly the case since cellular phones with an
increasing ease can be used for surfing the Internet, which increases the risk

of malware infections.

One way to deal with the problem of malware in cellular telephones would of
30 course be to provide the end users (i.e. the telephones) with anti-virus
solutions, such as anti-virus programs. However, cellular telephones present

significant challenges for anti-virus software, such as, for example:



In view of these challenges, a so called intrusion detection system (1DS)
or network intrusion detection system (NI DS) would seem an attractive
solution to the problemof nalware in cellul ar tel ephones. These systens,
i.e. IDS/INIDS can be briefly explained as fojlows: An intrusion detection
system (I DS) nonitors network traffic in a systemor a device, and is
capabl e of detecting unwanted fornms of traffic such as malicious traffic
fromworns and viruses that are trying to spread thensel ves over the

net wor k. Det ect igng UGl traffic is traditionally acconplished by
packet inspecti on,M?dené %@?ﬁ%’hﬁsguri stics and patterns (known as
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potential security_breach, i} signals the systemowner and |ogs the
information.  SongrV %y%ﬁ'ﬂfﬂo% ARG RYW v 8IgNpHEE e Updatesmio &}‘?ovmoﬁ'ie

I ntrusion Preventimdfeid ens (I PS), respond to suspicious activity by
termnating the 25 connection. A network intrusion detection system (N DS)
is an IDSa& hat is inplenented as a standal one platform which identifies
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addr esses a v@ﬁﬁé@"enﬁm’@ﬁ is known as a source of malware or that carries
with it gshigh known risk of malware infection, the traffic can be
interrupted by a surveillance programand 25 redirected to a predeterm ned
"saf e" site, lectingrayspiaioes draffir isitraglitinatie accemptistad by pacisatiinspectiboy
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by ot her neangiackhere is no way in 30 which the user of the host device can
be alerted to the fact that suspicious traffic is being sent to/fromthe
devi ce.

20 When an IDS “sensor” detects a potential security breach, it signals the

system owner and logs the information.

Some IDS systems are reactive. These systems, known as Intrusion
Prevention Systems (IPS), respond to suspicious activity by terminating the
25  connection.

A network intrusion detection system (NIDS) is an IDS that is implemented as
a standalone platform which identifies intrusions through packet inspection of
traffic to and from multiple hosts.

30



SUMMARY Thus, as expl ai ned above, there is a need for a solution by neans
of which the problens stated above regardi ng mal ware prevention/renoval can
be reduced or elimnated. The solution should in particular be able to
address 5 the problem of nmalware which is ce%ried on traffic that cannot be
redirected. Such a solution is presented by The present invention in that
it discloses a device for use in a cellular conmunications system which
conprises neans for inspecting traffic packets to and fron1users in the

system 10 Thg Itl%fi}qmgeeﬁﬁl@y %ﬂ%&h@%o@&tfb‘ﬂsdgtda"ﬂr%pg nftr%ﬁuan §t§f1d— as

classification ackéts accordin er mned rTu
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devi ce cannot red%@t tﬁe package rrﬁ%{ ﬂ{lﬁ)(ﬂ(\:?eén f que?ﬂ%én not her
destinati @n, and tihto fhesystsmwhich is initiated by the device is such 20

that at a later point in time, when the user attenpts to access a webpage,
the user is redirected to a predefined webpage. Thus, the invention can

handl e the case,ofpsicRifddgdefion M6 g@@ﬁ%ﬁ% gﬂe\mﬁgntlﬁ étaéé\)e?al' ﬁstﬁaﬂ@és ofthen

possi bl e, the user Is redirected to tab contains a
war ni ng regardi ng thel network rif ¢oe inedgorkSusealGRPtRCE (Peldiyr and ' Clnarg(rg ried
out at the first e rllel t opportunity, i.e. the "later point in tine"

nment i oned above oc t§ ‘he next tinme that the user attenpts to access any

webpage. 180 In one e%ﬁb@%"mtr&sﬂ@n@@’técﬁ@n'p%r@és%% o e drQigd (upliArans for
carrying out a secondary classification of said packages, and in this

enbodi nent the devi ce @Qaer apaindpr policyrgantroband charging addi ti onal node whi ch
l'ied th th ] f The f t
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not said process shoul chregentivr.i ated. 51 n another enbodi nent, the device
receives rules for the first classification

15 e Additional components in the network which will require maintenance,
and which will thus lead to increased complexity for the operator, i.e.:
o Increased CAPEX.
o Risk for increased OPEX.

20 A particular problem is caused by malware which infects its “host” by means
of traffic which is not to or from a webpage, due to the fact that if a device,
with or without the consent of the user addresses a webpage which is known
as a source of malware or that carries with it a high known risk of malware
infection, the traffic can be interrupted by a surveillance program and

25 redirected to a predetermined “safe” site, which may have a warning banner,
so that the user may for example be instructed to run a virus scan or to

download an antivirus/antimalware program.

However, if the malware infects its host by other means, there is no way in
30 which the user of the host device can be alerted to the fact that suspicious

traffic is being sent to/from the device.



froma second additional node in the system including rules for the
initiation of said process. The i nvention also discloses a nethod for
mal ware detection and prevention 10in a cellular conmmunications system

BRI EF DESCRI PTI ON OF THE DRAW NGS The inventjon wll be described in nore
detail in the followng, with reference to the appended draw ngs, in which
15Fig 1 shows a principle of the invention, and Figs 2-4 show bl ock

di agranms of enbodi nents of a device of the invention, and Fig 5 shows a
flow chart ofggpigiped of the invention. 20 DETAILED DESCRIPTION Fig 1
schematically rllustrates a principle behind the invention. However, before
thi s princi pl Bhuss agdesqiaihed abovehthdre ibe nexidifoed selutibmbdly meansef which
description th' ow,  puse will be nmade of term nol ogg borrowed from cel | ul ar
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seen as restricting the scope of protection sou t he present

i nvent i on5 whhetprekiameofuablwaresvhiclvis carped oo traffiothad icaneot he rediregtadens,

such as for exanple, WLAN or LTE, Long Term Evol ution, systens. 30Returning
now to fig 1, a user termnal, an "UE'" 110 receives and sends traffic in a

cel lular syst@uehl80sollitith I pidsentdirbdhé PrésshttiRvantith m Bkt SVaKCcIBYES aas,
for exanple, a so called GGSN, Gat eway RS Support Node. Part of the
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and a prit@ci pl e of the invention is that the traffic in one or both

directions is_inspected, by a node or function in a device in the system
such as, for && Y'E‘_? 13 Hb?@@ﬂ!‘ %PW@'GddN'ﬁbmea@ﬁ fona firgl elaesifpation ?%thﬁai nly
detect mal mft%fﬁﬁ@%}é}é&w%dd&r&ih Ith! Gre¥Blefhided Afils,t& Yelll 4O With. Mé&ﬁ@%r based
application int , the inspection is preferably only carried out on
such 10 tr af finitiatidgnat precesmforad usepwhsess rtige destnation or sayrcehafta paekage

inspection is preferably carried.out on_traffic ich is not based o
broveer  pr ot UBFS tierciied i v Tighepatcathnag pEEngng G epesfio fisg o
W r el ess 1§essi4¥jc Prot ocol . Packets to or fromthe UE are inspected and

classified according to certain 15 rules, the classification being such
t hat each packet is assigned what will here be referred to as a Service

| dentifier, Sl Di.fferen inds of in ctipn can be ed to .arrive at
the proper’ s TorPEoAREES! TR SeRobsEREPi Rak 58 hrpcen Rttt e ng
Header | nspechithe d8A6e RAAKSE rddiveREtHd packy® riom itS intendeS Bestingion to
another destination, and the process which is initiated by the device is such
20 that at a later point in time, when the user attempts to access a webpage, the

user is redirected to a predefined webpage.

Thus, the invention can handle the case of suspicious “non-browser related”
traffic in that, when possible, the user is redirected to a webpage which
25 suitably contains a warning regarding malware infections. Suitably, this
“redirect” is carried out at the first earliest opportunity, i.e. the “later point in
time” mentioned above occurs the next time that the user attempts to access

any webpage.

30 In one embodiment, the device is also provided with means for carrying out a
secondary classification of said packages, and in this embodiment the device

additionally comprises a first additional node which is supplied with the



20 These nethods will be described in nore detail in the follow ng: Header

| nspection During header inspection, the Internet Protocol (IP) and the
transport protocol 25 headers of the inspected packet are anal yzed and

mat ched agai nst the header rules configured for the user. |If the packet can
be classified based on the information in the IP and transport protocol
headers, it is assigned an SlI. Deep packet inspection 30Deep packet

i nspection is an optional extension of the header inspection. Instead of

assigning an e I I g rwar di et to
deep i nspect ir%m]tslalo?grﬁgr%?@bdwasgﬁ%ghérﬁf ?E}%p@a‘f %gwpﬂépﬁgggm %igough
the deep i nspgrppiiestie Hédte withes detiBn@EHWhietiip @F ndt baif rocess showbibeat i on
protocol |evel, neaning that, for exanple, HITTP or WP traffic can be

cl assifi ed bd8diatesh Uniform Resource Identifier, URI, information or on the
specific operation used. 5 If the deep inspection is successful, the packet
is assigned an SI. Deep inspection of several application |ayer protocols

i s al readp suppandtieer embadmnértbltiee GESdL, reiceivehirales floorthe Xfasiptlassifidation\sP,

FTP, TFTP SMIP, POP3, SP... SIP . b ted. 1 isti.c ..
M ebect i on TR AR 2adii aacsrin Be SyshanoudRg Pl il dhe Hifatioge; of

enpirical patdrapftfpfodas@cterizing a particular protocol or application. It
is an alternative for inspection of proprietary (e.g. Skype) or encrypted
protocol s that cannot 15be identified through header inspection or deep

i nspecti on. e S| which is.assigned t ket to . or fromth E.wll be
based on onetﬂfe WB?\é\Q aﬁ?&'?ﬁéﬁ%%%i@ﬁ%@rfgﬁ&a@p@}% ?‘%F&{!O%S‘Bge‘? ege i
criterionQf orin@ odllnGr @oRRAlsitafohsSysidrinch i ndicates malware is that the
packet is "non-browser"

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be described in more detail in the following, with reference

to the appended drawings, in which

15 Fig 1 shows a principle of the invention, and
Figs 2-4 show block diagrams of embodiments of a device of the invention,
and

Fig 5 shows a flow chart of a method of the invention.

20 DETAILED DESCRIPTION
Fig 1 schematically illustrates a principle behind the invention. However,
before this principle is described it should be pointed out that in the
description below, use will be made of terminology borrowed from cellular
systems such as 2G/3G-systems. This is however merely in order to facilitate

25 the reader's understanding of the invention and should not be seen as
restricting the scope of protection sought for the present invention, which can
equally well be applied in other cellular systems, such as for example, WLAN

or LTE, Long Term Evolution, systems.

30 Returning now to fig 1, a user terminal, an “UE” 110 receives and sends
traffic in a cellular system 100, the traffic being routed through a gateway
such as, for example, a so called GGSN, Gateway GPRS Support Node. Part



20rel ated traffic, e.g. traffic which does not use the HHTP or WP
protocols. If the SI which is assigned to a packet to or fromthe user

i ndi cates mal ware, then the node of the invention starts a process for the
user, by neans of which, the next tine that 6the user attenpts to access a
webpage (i.e. the next 25 time that the user uses, for exanple, HITP or WSP
based traffic) the user will be redirected to a webpage whi ch has been
configured for such cases, usually an infornmational webpage that, for

exanpl e, inf t t: ng/ r ' nLel ous
traffic, andoéfg}é%r‘rs&gtneyi? ﬁgotlgghﬁ%ﬁe#gc@ﬁ%ﬁﬁg a%’e%gg{sugl‘;?ﬁ ggﬁ%ﬁ”@ﬁ%{% as

cont acti ng t lthasihetreoanpematiitipleasondorients betwkergtheddE wadehe IGGSN. | | ¢l ean
out malware. The nmechanismfor assigning an SI to a packet nay be seen as

a filter, which can detect the behaviour of suspicious traffic. Naturally,

the filters wid yagRod Sndronp@ad &k i%'\’gbﬁ&nﬁﬁéhflﬁ%ﬁoﬁm Wiﬂﬂ%ﬁ'@\ﬂ@ iﬁ’>filgt fe

operator of the system 5 As an exanple, a confrguration for header |evel
det ecti onSof arwl adprincipie of thea invention as dhatrtbgueafiic it ondorthatle diectieng isng i s

iven in tabl.e 1 bhelqw, whi¢ch shpws,.conmonly occurrjng traffic whic
O et os T riBsReEdy: 2 Badd o DRIRHER "Bof: g HE4hE Fysthtadontisc for 1o
gi ven one anc |8 atke LGS SihceS al§oain oflthé Nitentith ¢ tteS mzmiyed&ect or

exanmpl e SI =666. The process described earlier will then be started for the
UE whi ch is trRawasareehamiowedt itraific omhish {sadrbtle ohdkun 5a Jgewsepakaseds wit h

Sl's which ind] - T [ ; th" W e. nr . 15

Table 1, exarincatsh S BE R dfestttn 8 e o RERIRF Ruf oo IR
10 traffic. Another way of expressing this is to say that the inspection is
preferably carried out on traffic which is not based on browser protocols such

as HTTP, Hypertext Transfer Protocol, or WSP, Wireless Session Protocol.

Packets to or from the UE are inspected and classified according to certain
15 rules, the classification being such that each packet is assigned what will
here be referred to as a Service ldentifier, an Sl. Different kinds of inspection
can be used to arrive at the proper Sl for a packet, with some examples of
inspection methods being Header Inspection, Deep packet inspection and
Heuristic inspection.
20

These methods will be described in more detail in the following:

Header Inspection

During header inspection, the Internet Protocol (IP) and the transport protocol
25 headers of the inspected packet are analyzed and matched against the
header rules configured for the user. If the packet can be classified based on

the information in the IP and transport protocol headers, it is assigned an Sl.

Deep packet inspection

30 Deep packet inspection is an optional extension of the header inspection.
Instead of assigning an Sl, a header rule may result in the forwarding of a

packet to deep inspection filter rules which are configured for the user.



r ot ocol any to any TCP 5554, 9995-9996 Sasser any to any TCP 2556
Bagle.m n, o, t etc. backdoor Trojan any to any TCP

7

Through the deep inspection filter rules, the GGSN inspects traffic at
application protocol level, meaning that, for example, HTTP or WSP traffic
can be classified based on Uniform Resource Identifier, URI, information or

on the specific operation used.

5
If the deep inspection is successful, the packet is assigned an Sl. Deep
inspection of several application layer protocols is already supported in
available GGSNs, in which, for example HTTP, WSP, FTP, TFTP SMTP,
POP3, RTSP, and SIP can be supported.

10

Heuristic inspection

The heuristic inspection is optional, and is based on a set of empirical
patterns characterizing a particular protocol or application. It is an alternative
for inspection of proprietary (e.g. Skype) or encrypted protocols that cannot

15  be identified through header inspection or deep inspection.

The Sl which is assigned to a packet to or from the UE will be based on one
or more of the inspection parameters listed above. A main criterion for giving
a packet an S| which indicates malware is that the packet is “non-browser”

20 related traffic, e.g. traffic which does not use the HHTP or WSP protocols.

If the SI which is assigned to a packet to or from the user indicates malware,
then the node of the invention starts a process for the user, by means of
which, the next time that the user attempts to access a webpage (i.e. the next
25 time that the user uses, for example, HTTP or WSP based traffic) the user
will be redirected to a webpage which has been configured for such cases,
usually an informational webpage that, for example, informs the user that the
UE has sent and/or received suspicious traffic, and recommending the user
to take the necessary action, such as contacting the system operator or

30 downloading software that will clean out malware.



2745 Bagl e. k backdoor Trojan any to any TCP 8866 Bagl e.b backdoor Trojan
any to TCP 3127 Mydoonr backdoor 9 any Trojan any to any TCP 3333, 4444

10

15

8

The mechanism for assigning an Sl to a packet may be seen as a filter,
which can detect the behaviour of suspicious traffic. Naturally, the filters will
need to be updated, which can suitably be done by the operator of the

system.

As an example, a configuration for header level detection of malware which is
known and frequent at the time of writing is given in table 1 below, which
shows commonly occurring traffic which originates from malware. Packets
which exhibit these features may all be given one and the same Sl, which is

an Sl that indicates malware, for example SI=666.

The process described earlier will then be started for the UE which is the
source or destination of packets whose SI=666. Packets with Sls which

indicate a “clean bill of health” will be processed as normal.

Table 1, Examples of malware behavior

L4-
IP-adr | protocol Ports Remark

any to TCP 5554, 9995-9996 | Sasser

any

any to TCP 2556 Bagle.m, n, o, t etc.
any backdoor Trojan

any to TCP 2745 Bagle.k backdoor
any Trojan

anyto| TCP 8866 Bagle.b backdoor
any Trojan

anyto| TCP 3127 Mydoom* backdoor




Bl aster any to any TCP 6531, 6551 Hal e backdoor Trojan any to any TCP
48522, 5555 Hal e backdoor Trojan any to any TCP 135, 593 RPC/ DCOM exploits

any to any UDP 996 to 999 Sobig

9

any Trojan

any to TCP 3333, 4444 Blaster
any

anyto| TCP 6531, 6551 Hale backdoor Trojan
any

any to TCP 48522, 5555 Hale backdoor Trojan
any

any to TCP 135, 593 RPC/DCOM exploits
any

any to UDP 996 to 999 Sobig
any

any to TCP 1080 Bugbear
any

anyto| TCP 6129 Dameware RAT
any

anyto| UDP 1434 Slammer/W32.SQLE
any xp.Worm

any to UDP 135 Windows Messenger
any Spam

any to TCP 135 Portmapper exploits
any

anyto| TCP 139 SMB over Netbios
any exploits

any to UDP 137-138 SMB over Netbios
any exploits

any to TCP 445 SMB over TCP/IP
any exploits

any to UDP 69 Cirebot IRC backdoor
any Trojan

any to TCP 69, 57005 Cirebot IRC backdoor
any Trojan




any to any TCP 1080 Bugbear any to any TCP 6129 Daneware RAT any to any UDP
1434 Sl ammer/ W32. SQLE xp. Wrm any to any UDP 135 W ndows Messenger Spam
any to

10

Winshell.50 backdoor

Trojan

any to

any

TCP ’ 8719

Some specific examples of embodiments of a device of the invention will now
be given. A GGSN will usually comprise a function known as PCEF, Policy
and Charging Enforcement Function, in which it is particularly advantageous

5 to integrate the node of the invention, since the PCEF is already configured
to inspect packets for reasons of charging and authorization. Thus, in the
examples given below, the invention will be shown as being integrated in the
PCEF.

10  First example of an embodiment, “stand alone”-solution
Fig 2 shows a basic block diagram of a PCEF node 200 of the invention,

which can be comprised in a system gateway such as a GGSN in the 2g/3G-
case. Those function blocks of the PCEF node 200 which will be redesigned
in a system of the invention are indicated by means of dashed lines. The

15  function blocks will also be described below.

A prior art PCEF comprises a Classification Engine 205, CE, which classifies
packets and assigns them Sls, Service ldentifiers, based on filter definitions
which the CE receives from a set or database of filter definitions, FD 215.
20 The filter definitions 215 will be amended by means of the invention, in order
to include the behaviour of known malware, for example those of table 1

above.

Thus, by means of the definitions in the FD 215, the CE 205 arrives at an Sl
25 for a packet, and the packet is together with its S| sent to the PCE 210,
Policy and Charging Engine.

Assume now, in order to illustrate the example of fig 2 further, that there are
four filters in the filter definition database 215. Thus, there are four possible

30 Sl outputs from the CE, which can be exemplified as follows:



any TCP 135 Portmapper exploits any to any TCP 139 SMBover Net bi os exploits
any to any UDP 137-138 SMBover Net bi os exploits any to any TCP 445
SMBover TCP/ | P

11
Filter Number Sl output
1 1
2 2
3 100
4 666

5 A prior art PCE 210 uses a Policy and Information Base 220, PIB, in order to
find the correct policy for a packet with a certain SI. The PIB 220 will be
amended in a PCEF of the invention, in order to incorporate the proper

policies for malware packets.

10 In the present example, Sls 1, 2 and 100 are indicative of harmless traffic,
while a packet that lives up to the definitions of filter number 4 is a packet
that fits the description of malware and thus receives an Sl indicative of this,

for example S| 666.

15 An example of a PIB 220 for use in the PCEF 200 is given below, with the
added feature that the traffic in the system 100 in which the PCEF 200 can
be applied, there can be both 2G-GPRS or 3G-GPRS traffic, also referred to
as different kinds of Radio Access Type, RAT. In the example below, it will be
assumed that Sls 1, 2 and 100 are indicative of traffic which can be

20 redirected, i.e. they are, for example, traffic based on the HTTP or WSP

protocols.

In the PIB of the example below, traffic is treated as usual as long as no
malware-related traffic is detected through classification of a packet with Si
25 666. If one or more packets are classified with SI 666, then all succeeding

(relevant) traffic will be redirected to a webpage where, for example, the user



exploits any to any UDP 69 Cirebot | RC backdoor Trojan any to any TCP 69,
57005 Cirebot | RC backdoor Trojan 10 any to any TCP 8719 Wnshell. 50
backdoor Trojan

12

of the UE is informed that his/her terminal has sent or received suspicious
traffic which potentially originates from malware, and the user is advised to
take appropriate action. This means that the next time that the user initiates a
browser session he/she will immediately be informed, although in other

5 embodiments, the redirect time can be set for some other point in time.

In one embodiment, when a redirect is carried out, a reset-timer will be
initiated. When the timer expires, the packet count for Sl 666 (or some other
malware Sl) will be reset. During the time that the timer is active, i.e. counts
10  down, the user will not be redirected again. The reason for this would be not
to block the user from continuing his/her session on the web. If traffic from
malicious software is detected again when the timer has expired, the user will

be redirected again.

15 Example of a PIB:

Policy Information Base, PIB

No previous packets with S| 666 OR reset timer not expired:

Sl Action
20 1 permit
2 permit
100 permit
25
666 permit, initiate process for user
Previous packets with S| 666 AND reset timer expired/not started:
Sl Action
30 1 redirect, start timer, set “previous packet with 666"=0

2 redirect, start timer, set “previous packet with 666°=0



Some specific exanples of enbodinents of a device of the invention will now
be given. A GGSN will usually conprise a function known as PCEF, Policy and
Char gi ng Enforcenent Function, in which it is particularly advantageous 5
to integrate the node of the invention, si nge the PCEF is already
configured to inspect packets for reasons of“charging and authorization.
Thus, in the exanples given below, the invention will be shown as being
integrated in the PCEF. 10 First exanple of an enbodi nent, "stand
alone"-solution Fig 2 shows a basic block diagram of a PCEF node 200 of
the invention, which can be conprised in a system gateway such as a GGSN in
the 29/ 3Gcase. Those f100cti on hbiedirkst, sfart traePSeb predioud ackét with 866'=0be
redesigned in a systemof the invention are indicated by neans of dashed

| ines. The 15function blocks will also be described below A prior art PCEF
conprises a Cassificatdon Engi : CE i i fies packets and
assigns them Sl s, Ser\aﬁdcé; I dent‘%{'ﬁ?i}‘,'“%%%%rf?ﬂ‘?%f definitions which
the CE reéeives froma set or dtdpeveousfpddket with@e6i+0ti ons, FD 215. 20
The filter definitions 215 will be anended by means of the invention, in
order to include the behaviour of known nalware, for exanple those of table
1 above. TSNP RSB of h driBodifdrpi tions in the FD 215, the CE 205
arrives at an SI 25 for a packet, and the packet is together with its SI
sent to the Haomh@l@nbedimery, thed® Chhrafithg imveyitien.is alsopinirgratadoin, a Byssterder t o

illustrate the anpl e, of fi rt.her hat. th e four filters,in th
filter defi niqeft ﬁaggst%a%% alzg%é.sﬁlﬁﬁstﬁstw«gﬁ%mdfsea %@?%&%&E’I éﬁjﬁﬁ %P %{Jt putg
f r?m : he 1?E, Which hshows Belededrigramedf asPEEF 806 withltheFinviativéNnaterhas

out pu

many blocks in common with the embodiment shown in fig 2. Blocks which
the PCEF 300 of fig 3 has in common with the PCEF of fig 2 have retained
their reference numerals from fig 2. As in fig 2, blocks which are amended in
an inventive PCEF are shown with dashed lines in fig 3.
15
A difference in the PCEF 300 as compared to the PCEF 200 of fig 2 is that
the PCEF 300 comprises or makes use of an additional node 305, a so called
OCS, Online Charging System. Such nodes exist previously, but the OCS
305 is amended to perform according to the invention, as will be explained
20 below.

The interface (prior art) between the PCEF 300 and the OCS 305 is known

as the Gy interface. The information on a packet which is sent from the PCEF

comes from the PCE 210, and is known as the packet's Rating Group, the
25 RG.

In the embodiment of fig 3, a packet which arrives at the PCEF 300 is still
assigned an S| by the FD 215, as explained in connection with the
embodiment of fig 2. The packet and its S| are then sent to the PIB 220,
30 which however has a slightly different function in this embodiment: the
objective of the PIB 220 here is to match the Sl of a packet with a
corresponding RG. Thus, the modification of the PIB 220 as compared to



1223100 4666 5 Aprior art PCE 210 uses a Policy and Information Base
220, PIB, in order to find the correct policy for a packet with a certain
SI. The PIB 220 will be anended in a PCEF of the invention, in order to

i ncorporate the proper policies for malware, ,packets. 10l n the present
exanple, Sls 1, 2 and 100 are indicative of harmess traffic, while a
packet that lives up to the definitions of filter nunber 4 is a packet that
fits the description of malware and thus receives an Sl indicative of this,

for exanple : ?ﬁm ' 0is
gi ven bel ow, %vﬁc?ﬁ'ﬁ} W(jg % ea eﬁ?@&f@gﬂht%h%@%% 9§§:§ﬂhﬁ1(%§“?o ?ﬁ%&h I n
whi ch t he PCHRdiate maiwire, sy asdor Ekamele; &1 666. bot h 20- GPRS or 3G GPRS

traffic, also referred to as different kinds of Radi o Access Type, RAT. In
the exanple below, it will be assuned that Sls 1, 2 and 100 are indicative

of traffic WAC ré‘s@ﬂt |o?'0arf teglgr?etseéan 'rﬁﬁaoﬁd‘h’qy rf%iIkoﬁ’f Zé"%ean Reaffic

based on the In t PI' B of the ex bel ow,
traffic i ® trf&métje&CEIsual as long as no mal war e- reI at ed trafflc is
detected through classification of a packet with SI 25 666. If one or nore
packets are classified with SI 666, then all succeeding (relevant) traffic
wi |1 be redirectedgiitfedridpaas iNbReE, for exanple, the user 12 of the UE
is informed that his/her termnal has sent or received suspicious traffic
whi ch potenti al by Iﬁeﬁugerlagwtfrewestalfwethe,R@nd the user is advised to take
appropriate action, This ans t& he next time that the user initiates a
browser session he@gjr?ée\/\ﬁe rectne y be infornmed, although in other 5
enbodi menfs, the redirect time can be set for sone other point in tine.

The invention could be implemented using the OCS 305 in the following
manner: Assume that the filter definitions FD 215 include filters for malicious
software as shown in fig 3, and that S| 666 is mapped to (for example) RG
666 by the PIB 220.
15

When a packet's Sl is classified as 666 (or some other Sl which is indicative
of malware), the PCE 210 will request credits for RG 666 over the Gy
interface. Credit may then be granted by the OCS 305 for this RG for a
period of time which is, for example, equal to the reset-timer discussed in

20 connection with example 1 above, i.e. the “stand-alone” solution.

The next time that the user initiates a browser session (HTTP or WSP) and
the PCE 210 requests credits from the OCS 305 for this session, the OCS
305 will not grant any credits but will instead initiate a one-time redirect to, for
25 example, a webpage where the user of the UE is informed that his/her
terminal is sending or receiving suspicious traffic which potentially has
originated from malware, and advising the user to take appropriate action.

After the redirect, the user may continue the session (credits will be granted).

30 If the user deals with the problem immediately, the traffic from the malware

will stop, which will eventually cause the credits for RG 666 to “time out”, and



I n one enbodi ment, when a redirect is carried out, a reset-tiner wll be
initiated. When the tinmer expires, the packet count for SI 666 (or sone
other malware SI) will be reset. During the tinme that the tinmer is active,
i.e. counts 10 down, the user will not be rgdirected again. The reason for
this would be not to block the user from continuing his/her session on the
web. If traffic frommalicious software is detected again when the tiner
has expired, the user will be redirected again. 15 Exanple of a PIB: Policy
I nformation Bggepcl @I@'Qvilp!bgﬁéé&tﬁenﬂ?qm’otn% et 68 3g§%f<ﬁ'ﬁs.f FRRlevbt, TE the0t
expired: SlAction 20lpermt 2permt 100permt 25 o666permt, initiate
process for ugeer Boeyinoelsfipdbkemrsalwaneh pBibléss thlDcreslkitefort R 1666x mill dol not

started: Sl Action Qlredirect, start tiner, .set "previous,pa i 1 h
S66- -0 13 106t Anas il il LR oo haasP GguBRicRbBIE i FiEs 2l
666perm t, intdguab® RIOPE asieditP ForURE 6665 This WilEYifeKHs tRECBES BDS th&Othe0
Second exanpl e of an enbodi nent _ _

problem has not been solved, and the user may again be redirected to the

informational web page.

Thus, the basic behaviour of the PCEF 300 is the same as in the stand alone
case, i.e. the PCEF 200, although in this example the amendments to the
10  prior art PCEF now also include amending an OCS and letting the PCEF 300

utilize the amended OCS 305 to achieve the goals of the invention.

Third example of an embodiment

A third example of an embodiment of the invention will now be described with

15  reference to fig 4.

Fig 4 shows an embodiment in which the PCEF node of the invention is also
integrated in a system gateway such as a GGSN. Thus, in fig 4, which shows
a block diagram of a PCEF 400 as the inventive node, the PCEF 400 has
20 many blocks in common with the embodiments shown in figs 2 and 3. Blocks
which the PCEF 400 of fig 4 has in common with the PCEF of fig 2 have
retained their reference numerals from fig 2. As in fig 2, blocks which are

amended in an inventive PCEF are shown with dashed lines in fig 3.

25 In the embodiment 400, the PCEF also comprises or makes use of a so
called PCRF node 405, i.e. a node for Policy and Charging Rules Function,
which in the prior art is accessed by the PCE 210 via an interface known as
the Gx interface for supplying the PCE with policy information regarding
charging and authorization of traffic. Thus, in prior art, when a UE initiates a

30 session, the PCE requests this policy information from the PCRF via the Gx

interface.



In this enbodi nent, the PCEF of the invention is also integrated in a
system gateway such as a GGSN if the systemis a 2G 3G system Thus, fig 3,
10 which shows a bl ock diagram of a PCEF 300 with the inventive node has
many bl ocks in common with the enbodi nent s Ewn in fig 2. Blocks which the
PCEF 300 of fig 3 has in common with the P of fig 2 have retained their
reference nunerals fromfig 2. As in fig 2, blocks which are anended in an
i nventive PCEF are shovvn with dashed lines in fig 3. 15 A difference in the

PCEF 300 as f -

conpri ses or es use o#é@ Fggd%ggncglthé I|@§H§oﬁﬁ§ﬁs%ﬁ ﬂgﬁ@?%‘ggg &rl i ne
Char gi ng Syst@(am;secbt lsedssneupcmeap,r bui msIBCRﬁumalyhaISGC&p&éié the pokicyed to
perform accord Rﬁfaq to tﬂ nventl n, as wll g ex i ned 20 bel ow. The

i nterface (pryRAAte gt Willk(fRE emsEp Ryitaf ” I998ES | UG Gfn fals t he
Gy interface.eyHagplbnE@ Eh@l’i‘uﬁﬂa%spa(:ket which is sent fromthe PCEF cones
fromthe PCE 210, and Is known as the packet's Rating Group, the 25 RG In
t he enbodidment of fig 3, a packet which arrives at the PCEF 300 is still

assi gned an the FD 215 S | ained in n Lan with the .
embod ment  orAFiidbS terBerhygafon, A REES 1 d, Pnl B ERRT4EY fnaMeras im0, 30
whi ch how/everthama@dﬁh%@hme/e&l ihfe?faRB! sb thhéig(POEt ah¢ PORIOddmeide tHehe

obj ective of the PIB 220 here is to natch the of a packet with a

cor r espondi nd>R@tenfags for exchanging mespagesregarding Ysagoichare dngieatie ob 14
prior art wl conprise enabling the PIB 220 to assign RGs to Sls

whi ch indi cate nal ware, such as, for exanple, SI 666. At present (prior
art), an10CS can respond in the followng ways to an RG5 fromthe PCE:

Grant requests for the RG = Refuse to grant requests for the RG .
Assume now that the fllter definitions in the FD 215, as previously, include

filters for malware, and that malware will be assigned one or more special
“‘malware Sls”, such, as for example 666. The following is then an example

of a possible scenario in the PCEF 400:

15
1. At session start for a UE, a Gx session is initiated by the PCE 210
towards the PCRF 405. The following policy information is received by
the PCE over the Gx interface:
20 Policy Rule Sl Authorization rule
1 1 Authorized
2 2 Authorized
100 100 Authorized
666 666 Authorized + report usage after 1 packet
25
In this example, when a packet is classified with Sl 666, the Policy and
Charging Engine will authorize it, but the event will also trigger a report
over the Gx interface. Both the trigger mechanism and the mechanism
for the report are parts of the invention.
30

2. The PCRF 405 will respond to the report with new policy information to
the PCE 210, as follows:



Order a redirect for the RG 10 The invention could be inplenmented using the
OCS 305 in the followi ng manner: Assune that the filter definitions FD 215
include filters for nmalicious software as shown in fig 3, and that SI 666
is mapped to (for exanple) RG 666 by the PIB,220. 15 Wen a packet's Sl is
classified as 666 (or sonme other SI which is‘indicative of malware), the
PCE 210 wll request credits for RG 666 over the Gy interface. Credit may
then be granted by the OCS 305 for this RG for a period of tine which is,
for exanple, equal to the reset-timer discussed in 20connection with

exanpl e 1 above, i.e. the "stand-al one" solution. The next tinme that the
user initiates a bPoWseRugessi®IN ( HTTAUthbriXdkdn miksl t he PCE 210 requests
credits fromthe OCS 305 for this session, the OCS 305 will not grant any
credits but will instéad initiale a oReHERE" FeRAT atter ere Pagketos exanpl e, a
uebhage where Lhe usep of Lhe o 1S, IRURIGEPY ibhak dRePbfibabRerm nal 1 o
sendi ng or receiving suspicious traffic which potentially has originated
frommal wér e, and ati00si ng t H80user tRedimce+apportafteabae packein. After the

redirect, the user gé% continye. the SeLﬁéi on (credits wll be granted). 15
the PCE 210 will coRS®quentl f or mYiROESE 305 of this. However, if the
user does not fix the nmalware problem the credit for RG 666 wll be

exhausted and will thus result in an update request where the PCE 210
requests nore credieoprdiog tRrahess nevhiuesyvhich afeotriggered bgshgosalmase Slhe 5

probl em has not b .Ssol.ved, d the user may.again he redirected to the
P or mat  onal web TG WA caR e e tie, (Y BPls5r HaskiReficy §ich &4 e
same as 10 t he st HTTRIftE Ve8P ehadedetraffiBf wiCihbw2B8. redirbbedotd hrwébpape

exanpl e the anmendnents to the 10 prior art PCEF now al so i ncl ude amendi ng

an OCS and |ettingvhaie PeEmisgoosution iexampiry ifermRd tals hisher deratipdleife t he
goals of the i nveréte'nﬁfhg Jp?ercgivﬁbagﬂp‘?ci%s ﬂgﬁﬁﬂpﬂgh r5‘?)rl]éntially originates from

malware, and that appropriate action should be taken. In effect, this
means that the next time that the user initiates a browser session
15 he/she can be informed immediately, or, alternatively, at a later point

in time.

3. When a redirect according to the rules above takes place, the PCE will

request another update over the Gx interface. The PCRF will respond

20 with new policy information as follows:
PCC Rule Si Authorization rule
1 1 Authorized
2 2 Authorized
25 100 100 Authorized
666 666 Authorized

Again, all traffic will be authorized, and a timer will be started in the
PCRF. Upon expiration of the timer, the following policy information
30 will be “pushed” down to the PCE:



A third exanple of an enbodi nent of the invention will now be descri bed
with 15reference to fig 4. Fig 4 shows an enbodi nent in which the PCEF node
of the invention is also integrated in a system gateway such as a GGSN.
Thus, in fig 4, which shows a bl ock diagram @f a PCEF 400 as the inventive
node, the PCEF 400 has 20 many bl ocks in co n with the enbodi mrents shown
in figs 2 and 3. Bl ocks which the PCEF 400 of fig 4 has in conmon with the
PCEF of fig 2 have retained their reference nunerals fromfig 2. As in fig

2, bl ocks which are@@ﬂﬁg ingf\n invg%j‘o\@%ﬁﬁ.@ére shown wi th dashed
lines in fig 3. 25 , al so conprises or makes
use of a so called PCRF node 40b, i.e. aAuthddgzddr Policy and Chargi ng Rul es
Function, which in the prior art is accessed by the PCE 210 via an

i nterface known as the? Gx intefface for %‘HEBT' thg the PCE with policy
information regardin hargi n nd aut hog,i 4 of traffic. Thus, in prior
art, when a UE ini tig?(gs a 3og(s)gssi on, %}%tﬁé%&i:equests this policy
informati & from t heB®ERF vi a G86e Gx i ntAuthagzed + Iépamh esa@Eaftay 1 pagketst
updates of the policy information fromthe PCRF, for exanple at session
updates, but the PCRF may al so update the policy update at will, for

exanpl e as a resulfs gin Bstiemakhis id GHELESMePHHBY FFforrmafior® ¥T&S provided
subscri ption updates. According to the invention, the PCE 210 and the PCRF
405 are al tered irattsessionhsgtdpi Agcartlindhs iGa packet isaelessi§iedtasabl 6A@ythepcE

ahi ch arb | ndi cat v poseop G S Bladk SR Mo PRI R BRI, Tone

in the FB®0215, as previously, include filters for malware, and that nalware
wi |l be assigned one or nore special "malware S as for exanple

¢ | s", such,
666. The f ol I[d@i hghowst Acsehematicafipvechiart of wbgenpralized smgthas PROt ¢fethecer
400: 1. At s i S t ;i i j S0 kit ; CE 210
towards the ‘é@iﬁgﬂ@gﬁ’ﬁ%h@@%fg%ﬁ%%ﬁ%e@@n or’rrr]a i%ﬂﬁ?gkﬁg‘c@%{véﬁr{g t he
PCE over the dgstamyanid,aseindidateal incsteREOSSEdmplises irapieotion of gaffitlpacker i zed
22Aut hori zed 10010ngut hori zed 666666Aut horLzed + re%ort.usa]ge .?fter JT
packet 25 |n PR EXRNREES | systpa B Welsag| $ieR X Ve @ ISt AassTIeRiON ¢fhe
Policy a Chayi@i i 1 ised ut the event will also
trigger Q@r eporlc?bgg(eégtgh‘g&qu ﬂr?tFiglrébaglfcyer. Bgtrt#’l?sge trigger nechani smand the
mechani smfor the report are parts of the invention. 30

The method 500 also initiates, step 515, a process for a user who is the
destination or source of a packet which is classified in the first classification
of step 510 as belonging to a specific kind of traffic which has as one of its
20 characteristics that the system cannot redirect the packet from its intended
destination to another destination. The process is such that at a later point in
time, when the user 110 attempts to access a webpage, the user is

redirected, step 520, to a predefined webpage.

25 In one embodiment, as indicated in step 525, the later point in time when a
user is redirected occurs the next time that the user attempts to access any

webpage.

As shown in step 533, the method 500 may also comprise a secondary
30 classification of the packets, using said secondary classification for making a

decision on whether or not said process should be initiated.



17 Policy RuleSlAuthorization rule 11Redirect + report after one packet
22Redirect + report after one packet 5100100Redirect + report after one
packet 666666Aut horized According to these new rules which are triggered by
the malware SI, traffic which can be redirected (e.g. "browser based
traffic", such as 10 HTITP and WSP based traffic) will now be redirected to
a webpage where the user is, for exanple, inforned that his/her termnal is
sending or receiving suspicious traffic which potentially originates from

That the noxti"t At eraoe, Sboffhed abaPledictfid S8 sobl ol e drd 20"

be i nforned idasslicitiohyareeceigbd cagghbwaliy st 530, fedrararpadditional hodeein 3.
When a redirect according to the rul es above takes pl ace, the PCE w ||

request anot HBE SYpieM. énQJUG'PQtrH@S(ﬁS?r the: ipitiegien of said noesessyi | | r espond 20wi th
new policy information as foll ows: PCC Rul eSl Aut hori zation rule

11Aut hori zed 22Aut hori zed 25100100Aut hori zed 666666Aut hori zed Agai n,
all traffibc whd lindieatadtinostepesl35,athe methote500i ddn be appEliedeinth andeviee RERF.

-l-J 882 hgé-r-) ! ;g;ﬁaggz #@ﬂ%@%n ggatré}ﬁgflgn#orcemgnt Pﬂ.’qc?t?én' r\lhl;h%ﬁragls errlldlggtvgdl |Jn be
step 545, can be embodied in a cellular system such as one of the following:
2G/3G, WLAN or LTE. As shown in step 540, the secondary classification
mentioned above can suitably be made in a node for OCS, Online Charging

10  System.

The invention is not limited to the examples of embodiments described above
and shown in the drawings, but may be freely varied within the scope of the
appended claims. For example, the invention can be applied not only on a

15 2G/3G-system, but can also be applied in systems such as WLAN or LTE.
Examples of gateways in these systems in which the PCEF could be
employed are the PDG, Packet Data Gateway, in WLAN systems, and in LTE
systems, a suitable gateway for the PCEF of the invention is the PDN-GW,
the Packet Data Network Gateway.

20

25



PCC Rul eSI Aut hori zation rule 11Authorized 22Aut hori zed 100100Aut hori zed
5666666Aut hori zed + report usage after 1 packet As can be seen, this is the
same policy informati on that was provide Gt session setup. Accordingly, if
a packet is classified as SI 666, the same procedure will take place, and
the user will be redirected again. 10 Fig 5 shows a schematic flow chart of
a generalized nethod 500 of the invention. The nethod 500 is intended for
use in a celluylar. conmunications system and, as indicated in step 505,
conpri ses ins&& of traffic packets to and fromusers in the system as
wel | as, step 510, a first classification of 15 said packets according to
predeterm ned rules. The nethod 500 also initiates, step 515, a process for
a user who is1t Reddeistifoatisennaa cetbmiaceon‘fmanlpammm sydtenot) the ddvisesbéingd i n

the first cIaSS|f|ct| n of eP 510 gel a specific kind, of
Lraftic whi cnPERNISE WiRomBens ol sReriradEsid BRFERS dRAnd HEM, yeesnictinot
redirect tdhe B?é%léﬁ{ érfoorfbff 923 ﬂert QneRsicaesh! (@?'Wstaﬂi %H%tkl%%r a‘i%é?dn’?%tﬂoon

The Pprocess is"such that at a | ater POl nt 1n i me, when the user
attenpts to aptrssienninedpelgs, thehdevisebeing clatacterized in $haipt 880, canaprises

predefined we 251.n one enbodi as i ndi ted n.step 525 the
Poter pornt Mol Rttt BFONSs TR ushr w3 sdfe SsBatisdr Siige ¢ he
user attenpt Sph@k@tcwam RBNYaWEHERIE said fifst SBSYRcatbrstSE du3BelohffhgTes Rod
500 may al so conprise a secondary 30cl assificationof the packets, using

sai d secondar §Pesifie kind ebtratie whif:h Hfm aﬁgoaedﬁdtsSq:hﬁfa@tenﬁh@& that the dewicesai d
process spoul d,he. %Bfr?z%tgqp g@ K aSS| ‘it%r NS © TR AR - toasarLo'Eﬁércat ed

in step 530, rules for catlon are recei ved, as shownh in

step 530, frodestinatidai shphptocesddeiny tsbeh shystt tna latece botht g tmud aghdrosaldhe
initiation of said process. _ ) i
user attempts to access a webpage, the user is redirected to a predefined

webpage.

15 2. The device of claim 1, in which said later point in time when a user is
redirected occurs the next time that the user attempts to access any

webpage.

3. The device of claim 1, being a device for PCEF, Policy and Charging

20  Enforcement Function.

4. The device of claim 3, being a PCEF in a system gateway in one of the

following cellular communications system: 2G/3G, WLAN or LTE.

25 5. The device of claim 1, also being provided with means for carrying out a
secondary classification of said packets, the device additionally comprising a
first additional node which is supplied with the results of said secondary
classification, and which first additional node in return supplies the device
with a decision on whether or not said process should be initiated.

30
6. The device of claim 5, with the first additional node being a node for OCS,

Online Charging System.



5 As indicated in step 535, the nethod 500 can be applied in a device for
PCEF, Policy and Chargi ng Enforcenent Funqtion, whi ch, as indicated in step
545, can be enbodied in a cellular systeﬁg uch as one of the follow ng:

2G 3G WLAN or LTE. As shown in step 540, the secondary classification
menti oned above can suitably be made in a node for OCS, Online Charging 10
System The invention is not limted to the exanples of enbodi nents

descri bed above and shown in the drawi ngs, but nay be freely varied within
t he scope of the appended clains. For exanple, the invention can be applied
not only on a7l byt bk 33 as
VAN or LTE. ke s i e TR s e R R o
be enpl oyed amresedondPadyitiPaalkeadeDit theGaysteny, incindingANiley seretine, indiadionnofL TE
systens, a suit%bleﬁgatemay for the PCEF of the invention is the PDN-GW
the Packet Daf3N¥PRbT% Gateway. 20 25 20 CLAIM5S 1. A device for use in a
cel lul ar c®nmmuni cations system the device being provided with neans for
inspecting traffic packets to and fromusers in the 5 systemand for a
first classifBcdhrdieVie pf elaimal awitadhesecand additional aoge dring ennedel forul es,
t he devi ce bej tery ! t o |l so conprises neans for
initiating a E?gyiggﬂ?%fﬁgfé@%@"&%%nﬁ§I?h5§935tination or source of a
packet which is classified in said first classification (SI) as bel ongi ng
to a specific _kind of traffic which has as one of its characteristics that
the device 109cdhn@ethahifpecise: e dagatistars FeMMyRICatians ¥stedbs EPRRISEN t o

anot her ti [arp i OGERE i t I Pl Rt i i me,
when sai gﬁﬁselr?% F'?{ébn%?g ?léti)f'ﬂgccessté{?lei‘é/ver%}ggE@Fln t%?rigielrtﬂﬁsggsgérinr gh?e% f[}(s)tt a
predefi ned weblpagiéicatid?.of Thaiddpacieats ddcoolrding o predeterrmmeslarules aiSty, tha nt

in time when a user is redirected occurs the next tine thaj the user .
2ttempts to aflae hrpodisagericed M ihat § sl isiialos capress Bf  USSTBRIN a
device for PCp dfRalihstonsk SBar@ 9 30p50k&r Gig N tis FH1acsitien: in 4aid Hst
device of claim3, being a PCEF in a system gateway in one of the follow ng
cel l ul ar commtlassifications as pelangin@ @ 3GpevifiaNind of TaffiQEbichTias dewneefdts

claim1i, so_pbein ovi.ded W t h nmeans for_ carryjng oyt secondar

cl asei 11l offaPCRlEs HoRcne SRR refBRy bReAiRe driF G ket ¢ o
addi tional nodestimMaitioh tbanstidt dektindidm wittesaigsstbtssPbeipgistichenanatad tter
classification, and which first additional node in return supplies the

devi ce with aPeetiRitisae.owheRetaidruser aitamplsi @ peerssse WRbRAGE bidiei Heer it ed.
redirected to a predefined webpage.

20 10. The method of claim 9, according to which said later point in time when a
user is redirected occurs the next time that the user attempts to access any

webpage.

11. The method of claim 9, applied in a device for PCEF, Policy and
25 Charging Enforcement Function.

12. The method of claim 11, with the PCEF being used in a system gateway
in one of the following cellular communications system: 2G/3G, WLAN or
LTE.
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30 21 7. The device of claim1l, which receives rules for said first
classification froma second additional n%i_e in the system including rules
for the initiation of said process. 5 8.49he device of claim7, with the
second additional node being a node for PCRF, Policy and Charging Rul es
Function. 9. A nethod for use in a cellular communications system
conprising 10 inspection of traffic packets to and fromusers in the system
and a first classificatiaon of sajd packets according to predeterm ned rules
(SlI), the net ﬂ?dsfbsifﬂattf@%f&ﬁ'mé,z%go CAMPAISING 3 sarQidaniiciasstiieatian of saisks s
for a user whgi h ik i r ; hCH 456 i fied
in said first (bgicges%i ??(gzjgat%?ﬁo&n%g’sdog% onr%?%g&%oémac @85?@ ?ﬁapﬁiﬁgdé‘ éife%'ltsgéaf?ﬁ C

whi ch has as wvethgr onnot Seidpmcass shosltiibesinttizéed.t he syst em cannot redirect
the packet fromits intended destination to another destination, with said
process being such that at a later point in time, when said user attenpts
to access & walpgge meit@dusiedlain® 18 eHEEREINRCol WhRhh8 dRicbRganMaRsaHeatiof0 10.
The nmethod of claim9, according to which'said |ater point i'n tinme when a
user is rediré&ihagdedeaunade fos tOnlineeChieging Bystaser attenpts to access
any webpage. 11. The method of claim9, applied in a device for

PCEF, Policy and 25 Charging Enforcenent Function. 12. The nethod of claim

11, with the REEFhbenetiodd£dldim A asysidaig Gavaisayulds fonsaidf firkhgasaficaigmg
cel lular conmuni cations system 2G 3G WAN or LTE. 22 13. The net hod of

d 3G, . 2 1

claim9, al sodtRRPFEEhFom secadditionalcnedssin thaxsystiensringadingpadeefer Kied

usi ng saifbseﬁﬁm t{ieation for making a decision on whether or not
sai d process s (l)uf%{jny%f(e‘éaﬁt?;?ﬁdae'%gd. 514. The method of claim 13, according to
whi ch the secondary classification is made in a node for OCS, Online

Char gi ng Syst 15 h th Q | aim.9, according to ich rules for
said first cl ig]sﬂ‘? 6%@!’8% nggmegiwﬁh&ﬁﬁfm'wajdmdﬁﬂ%ﬁ\g@ arﬂfgg fi%ﬁ P[Cﬂ%E
system i ncl up'bn@/éhla%afr@hgtmeg.@hﬂbﬁ'@ti on of said process. 16. The
nmet hod of claim 15, with The additional node being a node for PCRF, Policy

and Chargi ng Rul es Functi on.
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