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(57) Abstract: Certain aspects of the disclosure provide a method for verifiable key rotation of an encryption key. The method includes
generating a ciphertext by encrypting a plaintext with a homomorphic probabilistic encryption scheme based on a first key. The method
further includes generating an updating token based on a difference between the homomorphic probabilistic encryption scheme based
on a second key and generating a second ciphertext by encrypting the first ciphertext with the updating token. The method further
includes validating the key rotation by selecting a set of second ciphertext blocks from the second ciphertext; reverting the set of second
ciphertext blocks with the updating token to a set of third ciphertext blocks; and computing a Hamming distance between blocks of the
set of second ciphertext blocks and the corresponding set of third ciphertext blocks.
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