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tangent plane base to inject the first tangent plane program at a
gradient sending function of the federated learning device

120 According to local fraining data, the federated learning
device trains a model to be trained, obtains a plaintext gradient
of the model to be trained, and uses the gradient sending
function to send the plaintext gradient to a federated learning
server

130 Use the first tangent plane program to intercept the
plaintext gradient sent by the gradient sending function, encrypt
the plaintext gradient to obtain a ciphertext gradient, and send
the ciphertext gradient to the federated learning server, so as to
cause the federated learning server to decrypt the received
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(57) Abstract: The present application relates to a federated learning method and apparatus, a readable storage medium, and an elec-
tronic device. The method comprises: using a predeployed tangent plane base, injecting a first tangent plane program at a gradient
sending function of a federated learning device; according to local training data, training a model to be trained, obtaining a plaintext
gradient of the model to be trained, and using the gradient sending function to send the plaintext gradient to a federated learning server;
using the first tangent plane program to intercept the plaintext gradient, encrypt the plaintext gradient to obtain a ciphertext gradient,
and send the ciphertext gradient to the federated learning server, so as to cause the federated learning server to decrypt the received ci-
phertext gradient sent by each federated learning device, and according to each plaintext gradient obtained following decryption, update
the parameters of the model to be trained. The federated learning method and apparatus of the present application involve encrypting a
plaintext gradient of a federated learning device, and sending the encrypted ciphertext gradient to a federated learning server, thereby
avoiding privacy leaks caused by an attacker obtaining the plaintext gradient.
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