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tamper techniques have been developed. For example, a transparent watermark may be gdd_ed to
an image. Transparent watermarking involves distorting an image in a controlled manner and in
a way that is minimally perdeptible to humans.

One technique for transparent watermarking is fragile watermarking. A fragile
watermark is a watermark that is destroyed if the image is manipulated, even sllighﬂy. Typically,

) a marking key and a watermark are used in a fragile watermarking process. The user receiving
:j ~ the image uses a detector to evaluate the authenticity of a received image. The detector must
have the marking key and the watermark and may need additional information as well.
~ Over conventional techniques may be employed to secure other types of digital content.
For example, files that are transmitted over the Intemet are often encrypted to guard against.
Various methods for encryption are well known to those of skill in the art.
SUMMARY OF THE INVENTION
The present invention provides systems and methods for digital content security. In one

embodiment, a method comprises generating an input key, generation of the input key
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Figure 2 shows sample block-wise permutated versions of the gradient image in one
embodiment of the present invention;

Figure 3 shows sample circularly-bit-shifted versions of the gradient image in one
embodiment of the present invention; ' '

Figure 4 is an illustration of a block-wise permutated version of a noise image in one
embodiment of the present invention;

:) Figure 5 is an illustration of a circularly-bit-shifted version of a noise image in one

embodiment of the present invention;

Figure 6 is an illustration of a block-wise permutated version of a real image in one
embodiment of the present invention; ,

Figure 7 is an illustration of a circularly-bit-shifted version of a real image in one
embodiment of the present invention; and _ '

Figure 8 is a schematic of 2 modified watermark embedding algorithm that includes the

input key generated in one embodiment of the present invention,
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A session key is also provided to the receiving user. The session key comprises 2 bit
string representing the sequence of circular-bit-shift and block-wise permutation operations
performed on the gradient image to generate the input key. The master key may be passed once,

but the session key is passed at the beginning of each session.

"\w-'/';

This introduction is given to introduce the reader to the general subject matter of the
application. By no means is the invention limited to such subject matter. lustrative
embodiments are described belo\&.

Embodiments of the present invention can be applied to image/video watermarking, data
encryption, authentication and digital signatures. Embodiments of the present invention provide
a secure key, which can be used to resist vector quantization (VQ) attack, random alteration, and

cut and paste attacks on data.



|
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authentication watermark unreadable. Instead, the goal is to make changes to the protected
image while preserving the watermark. The common attacks are vector quantization (*VQ™),
random alterations and collage attack (i.e. cut and paste). For instance, a fragile watermarking
scheme should detect if a user arbitrarily modifies a watermarked image, assuining that no

watermark is present, such as, for example, by cropping the image or by replacing a portion of

the image (e.g., replacing the face of a person in an imagg). A fragile watermarking scheme
should also detect when an attacker attempts to modify an inﬁage without affecting the embedded
watermark. A fragile watermarking scheme should also be able to detect when an attacker
attempts to replace one watermark with another watennark;

In localization, any tamper should be detected with graceful localization ability.
Localization refers to determining which areas of an image have been modified versus areas that

have not.
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may be applied in any sequence to the key image to generate distinct images that can be used as
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input keys to a fragile watermarking scheme. The key image may comprise a gradient image, a

| " noise image, or a real image. Figure 2 is an illustration of block-wise permutated versions of a

| gradient image in one embodiment of the present invention.

i Figure 1 is a block diagram illustrating a key image generator in one embodiment of the
present invention. In the embodiment shown, a key image is input into a circular-bit-shift
algorithm. A shift parameter (“sp™) is also input into the circular-bit-shift algorithm. The

; circular-bit-shift algorithm generates an output image. The output image may be used as the

| input image for another algorithm, such as a block-wise permutation or another circular-bit-shift.

The block-wise permutation algorithm accepts the input image as well as a permutation

parameter,



The bl ock-w se pernutation al gorithmaccepts the input image as well as a
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in one embodiment of the present invention. Figure 5 is an illustration of a circularly-bit-shifted
version of a noise image in one embodiment of the present invention. Figure 6 is an illustration
of a block-wise permutated version of a real image in one embodiment of the present invention.
And Figure 7 is an illustration of a circularly-bit-shifted version of a real image in one
) embodiment of the present invention.

In one embodiment, the permutation operation is applied block-wise to the key image.
The image is divided into 32x32 blocks of 8x8 pixels, giving 1024 distinct blocks. The block-
wise permutation operation yields 1024} images. |

In one embodiment, the circular-bit-shift operation is applied to the entire image. The
key image is divided into 32x32 blocks of 8x8 pixels, and each block is represented as a 512-bit
one-dimensional array. The bits are ordered from the most significant bit to the least significant

bit of every pixel, from top to bottom and left to right over all the pixels in a block starting from
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the bl ock. g E@g%ﬁﬁrthet% IGTROE CIRBL o S‘Jéé Yl bd %&Hﬂodnﬂérﬁﬁ#%ﬂo@&ﬁf&&key

bl oc I's 'a distinct bit sequence e entire

immge is erderie Kﬁh@u@@mS bichlasbquisdisinet Ajphiyseagerthoind tieoulisrlecimagstis |

‘, t i1t 9 di
enbod nent 12t (0 2 PR ERSp, anpE e et SE it PR SR PERE Y ¢ e
“entire i nagmw Oistideeineats. clamhbmatdnﬂmsm@ht terdtiar-bipshifishedtiomidppiaack- W se

- pernutation gperations an the key inmage create a |arge key space of 220 x
' 10241 di st PoTHYDS; SOUISdMARBY i nmge. An inmge generated by this al gorithm

' can be used as piffelAPsimBigiohPofeilchiagbit-SninahebIIBE-KiRPeRHIME: optfionsdidhé MagE
- has random i nfluence on each inmage pl ock. Due to the enbeddi ng al gorithm

" the attack@lpek ghe ‘@R‘&rkﬁyés dif

; sequence %ﬁiﬂ

each bl ockeyom&gmeatnplﬂrgd(w specedif 1 arl@R4! dissinevimagesyieokky image.ndnimegge. The
generated in np 02 blocks of 512 blts t K ovm n the

e 09 108 AT 8 SR b PR S P PR RO TR |

i npossi bl eke‘quagmhaatrﬁr@ekﬂnﬂﬁsnce gemhaﬁ@getbhekc@uemmelembeudd@agdrrtmm éable | ar ge
key space of 220 x 1024! .i fg ich cannot be stored for key search by

?re‘&ﬂoﬁ’t’@cf&@l?%‘?‘"éb?e?ﬁ&?s to replace the bl ock bi

by @ similar blnglehirned hipiRd s SBD bioRASE 510 bl OWidhofliibRlithe biFRegInce t he

- new bl ock bl'. must™ have the sSane master key, session ke bi't map l'ogo, the

sa i nputombsysekswrakﬁfr amﬁéhesutrﬁemitarpgﬂhe mésﬁeweamklskmpossﬁée r@p@t@gkqml c

éngth of th ash f Lk as ND- 5, used Most aglle
vvat er mar kl%e“erae °§r et lﬁg]\ﬁlvs!(%?ﬁraﬁ&ﬁ? lar% kg}/y%afoarapﬁl ‘f'lng/l%eﬁf eléwh Bafnmtt o find
simlar . |§1ﬁ§@fd3ﬂc@ﬁlb’@rdm@rtﬁe atackaf FohRs@pRoifeh bieRer AERPSAS te@falcedl.e bckpugh
enbodi ments of, the present invention have been explained with rg(gger ence to

the bit sedpfimdariockhdomdle same Maspordeun s dFTER e s nesebiadsh| Yustppl i ed

. to other foRE®™Ghme dAakRr kdyNseI8BSES, bit hﬁpwgodma SarhOinpANRY keindSYSLBB A€
. converted to a bit. sequence beforé the transm ssion over conput er

" networks. kay biosk ke rfBwdirynsearapitic tireagthoéthemesh fvetioni sish ag ME-friphieh 15@196(1 m

conpri ses @lo& 'ﬁla 1%66\9&91%%1?1{18% sc%%me? 'sﬂcﬁvsqug 11' iS¢ r@ﬁ%&gh}c% fln?e%gigfqu fih(? Yir{tar ANY

size. For i Rcréased se sequence of
32-bits orinnsge Bloﬁksrwltelnﬁealseﬁthesammkchyoﬂs(aremami'ede a better security especially
when t he key r‘ﬁ%e uigh en?ﬂ\)/(%lment%s of ttne presen?mvcntmn have been explained wzth reference to
the bit sequence for image data, the present invention may be easily applied to other forms of
data. In general, input data in computer systems are converted to a bit sequence before the
transmission over computer networks.

s In one embodiment of the present invention, the input key comprises a bit sequence of 2"
bits and is mapped to a session key of any size. For increased security, an input key may
comprise a bit sequence of 32-bits or more for the session key to provide a better security
especially when the key image is available to others.

Afthough described in terms of fragile watermarking, the input key may be used for other
content security applications. For example, the input key may be used for encryption. The input
key provides a large key to many cryptographic algorithms (such as Data Encryption Standards

(DES) and Advanced Encryption Standard (AES)), message authentication codes and hash
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Al t hough described in ternms of fragile watermarking, the input key may be
used for other <content security applications. For exanple, the input key
may be used r tion. The input Kkey provides a |arge key to nany
crypt ogr aphi‘%aazf)(g@%l{%ﬁrrs (such as Data Encryption St anda?gfg‘msfcéﬁ?%waind
Advanced Encryptjon Standard (AES)), ,nmessage, authentication codes and hash 7
%Jeqvhlaﬁéé@éwd %&f f)of tate encevpsiop.cayHeniicatingy mesaaeq diseptang £ or
data encr yplilaphgnaptdentication, nmessage digest and digital signatures. For
exanple a large input key allows (i) one to select distinct keys that are

" needed for di Fpeexemplerlared snpahiseydiliofe (i@ ate tdatlactisistioitkeys hat esxagedédiorn, DES

200 AES. (e s MR AL LB ool GEKBR DR iEs LALR (LR, B (ERELYP! o0

and (iii) ‘provides distinct 0

. i dentical bickoforeteipdaintehith bs esprgnaiednd (A) brovhies eisasky Rasdoed fiatat ks, vaiitie

with a small . session k and its ke nagenent. Simlarly, the hash
' funct | ons ey et Wentisnigmetn (s Seaighee) hf diche FRYBRIEESTA aYglals Wik 8 SpRl

i wat er mar k-e

bl ocks  andedkfainkepd (S HARERInD StmIBY, GBMadTFhRHs LAISHIIA 1) e riBEEage

cinto it and use 1t with has functions to

gbtain a secure nessage digest. In

one enbodidifssiteeds messagsiobs hbit plevksnd dis 23 (WK aPHA} kit keysan be psadiip embed
. ! | ( - ) il
vat er nar tﬁér}geesgé(gemg?ﬁ anms? ﬁﬁ]ﬁtﬁ l@ggﬁulfﬁgidﬁ I?JS Siftdin TRYARR &Qa@g%eerzgg@sﬁ as a

ng al gori a schematic

' wat er mar k- enbettdémegndlodiprdnt bifithe prasent metnidess witernanip inserkee gmbepisrer@tretri m one

' enbodi nment _of th resent .invention, ln.the enmbodi nent sho in Figuyre 8, an . .

Timge to BRTEEr HEA RS RGPS KRN AR TG RSl by

k?if)agener@ﬁg@rfesﬁswcdaherﬁ@ictolﬂe wieym@enehaliding hlbbrithirtaitesklides Fegun@kdy - are input
t 0=

hash functjon. The hash function  generates a 128-bit nessage digest

(e.qg., ulgergpeied inopegmpodimgat of 345 MSPeentiRLcRlioR: M (roarbadime Showr B IVENE 8% o a

64-bit se RS f; ] i atoV e
Cr) oo, B b RGPl 48 00, e el By i
i nserter nhtakeppadierate itlistrad ipFiguientnene infiugtest hagh funhéonwalhsrhaslr fonglianh t he

i f th i. f i , .
P e e L AR et s e L S

- wat er mar k

er mar eas brt ("LSB")

g

~ of the pi xeh@rtbdtotdeMBit Sxgu@Tck BY proceB@e usihy thaisildvang HTPOser@vhs: vihe dugput of
+ the hash function is converted to a 64-bit sequence and then input into an
encrypt i of2 Fouli e - W &k t-hEe fries@ntzei nvent i on has been described with

~reference to pgplicl k'rﬁ&?&%&ﬁ%ﬂhﬁi é%hﬁ%ﬁ-%'iﬁag@digé‘s?%tpé sathiRtilhgse
+ enbodi ments are nerely FIPUst rative 5’1‘6 e printipfes of the present
i nvent i onoufphosfahapfrocess Ppasiyg sk KIOR functioneo gererad the tragspeichiwaamiask. obhe

watermark is inserted into the least significant bit (“LSB”) of the pixels in the watermarked
image. In another embodiment, the output of the hash function is converted to a 64-bit sequence
and then input into an encryption routine.

Although the present invention has been described with reference to particular
embodiments, it shduld be recognized that these embodiments are merely illustrative of the
principles of the present invention. Those of ordinary skill in the art will readily envision
variations, alternatives, and other uses of the present invenﬁon. Such variations, alternatives, and
other uses are anticipated by this invention. Accordingly, the description herein should not be
read as limiting the present invention, as other embodiments also fall within the scope of the

present invention.



vari atjons, alternatives, and other uses of the present invention. Such
variations, alternatives, and other uses are anticipated by this invention.
Accordi ngly, the description herein should not be read as limting the

. present invention, as other enbodinents also fall within the scope of the

. present invention. 8 it That which is clainmed: | A nmethod for digital
wat.er mar ki ng conpri sing: generating an input key, generation of the input

' key conprising a sequence of operations, the operations conprising:

~performing (i) (A at least one circular-bit-shift operation on:- (1) a key

| image, prekomadliycangdef a gradient inmage, a noise image, or a real inage,

. (2) a version of the key i mge bl ock-w se pernutated at |east once, (3) a

. version of the key inage bl ock-w se pernutated a nunber of tinmes, or (4) a

version of the k i bl ock-w,se rmutated a plurality of tinmes, and

. (B) a pl g‘r al igweﬁodﬁ%@%v&a&rﬁlggmga?ximpéﬁggc)n (1) the key image, preferably
t one of a gradieasdatingmg@puikenpgeperatiomgethe dfpuakdyadimprising@sequediye of operasiomsy of

- the key ihga?@aﬁéﬂse;uh@ﬁbiﬁg;bi t-shifted at | east once, (3) a version of the

. key i mage bl ock-w se pernutated at |l east once, (4) a version of the key

" i mage bl ock- ReERBBENUt at ed a nunber of times, (5) a version of the key

, 1 mage circul 3%%{/A)bhﬁeg%@bﬁg&@u%_bhtesﬁ%OW%H%Q bl ock-w se, pernutated at

.l east once, ( a version of the key image bl ock-wi se pernutated at | east

- once and ci rcul ar(ly atkey irtges preterahly peesefte gadient ipage, a noise bnags, oraeple key
“image circul arly-bitimgpd.fted at | east once and bl ock-wi se pernutated a

r nunber of tines, (8 rSi . ] ck-wW se pernutated a
: number of tines aré3 a&m\r/sgou dar %/-%il%n? g#iﬁg %/kéh’%g%gﬁnglgg@%w%%?m?% a version of
' the key .i mage bl oqRB) wivesiqnarfnh latyachagd blbeasisepammytated a number of times, or

(4) aversion of the key image block-wise permutated a plurality of times, and

(B) a plurality of block-wise permutations on

(1) the key image, preferably one of a gradient image, a noise image, or a real
image,

(2) aversion of the key image circularly-bit-shifted at least once,
(3) aversion of the key image block-wise permutated at least once,
(4) aversion of the key image block-wise permutated a number of times,

(5) aversion of the key image circularly-bit-shifted at least once and block-wise -
permutated-at least once,

(6) aversion of ‘the key image block-wise permutated at least once and
circularly-bit-shifted at least once,

, (7) aversion of the key image circularly-bit-shifted at least once and block-wise
permutated a number of times,

. (8) aversion of the key image block-wise permutated a number of times and
circularly-bit-shifted at least once,

. (9) a version of the key image block-wise permutated at least once,
} circularly-bit-shifted at least once, and block-wise permutated a number of
times, :

(10) a version of the key image block-wise permutated a number of times,
circularly-bit-shifted at least once, and block-wise permutated at least once,

(11) aversion of the key image block-wise permutated at least once,
circularly-bit-shifted at least once, and block-wise permutated at least once,
or

(12) aversion of the key image block-wise permutated a first number of times,
circularly-bit-shifted at least once, and block-wise permutated a second

9



circularly-bit-shifted at |east once, and bl ock-w se pernutated a nunber of
tinmes, *(10) a version of the key image bl ock-w se pernutated a nunber of
times, circularly-bit-shifted at |east once, and bl ock-w se pernutated at

| east .once, (11) a version of the key inmage bl ock-w se pernutated at | east
once, circularly-bit-shifted at | east once, and bl ock-w se pernutated at

| east once, or (12) a version of the key i mge bl ock-w se pernutated a
first nunber of times, circularly-bit-shifted at |east once, and bl ock-w se
pernutated a second 9 |1l nunber of tines, wherein the first and second

easf one_ bl ock-w se

nunber are the same or di ff.erent A) at
permutation on: (1) a% E’f’roﬂ’dﬁ‘és Wéﬁf"éi('hﬁﬁ?rﬁf(%‘%uéec@f‘éﬁmﬁ SIHERE SiMatfe, a noi se

image, or a real | megéletquEYra version of the key image

~circularly-bit

circularly-bi hl)splmf L@asfibnd tﬂ@é&w&@%@rmx&é’t?on%nwr sion of the key inmage
shifTted a nunber of tines, (4) a version of the key i mage

ci rcul arl y- bi t - shi {ievkey iplage, préferpblyfone pfmesradwat imagy, aenqidelimags oy a ol

i circular-bit-shift opmga;lons on: (1) the key image, preferably one of a

-gradi ent image, ise i. ra real rS|on of the key
i mage bl ock-wi se p@nweﬁ%g\:\?\eg%g{xag{gﬁgglar gi?'glghvcl?ﬁe % t he key i mge
. circularly-bit-shi{3)egdveasioh efibk kenigage chulalybit-shitad @huinh& dfeines,rmmge

circularly-bit-shifted a .nu r of tines, L a, n of the key inmage
bl ock-wi se per nmut af‘éda b o i Y- 5%@%&“‘3?4%%&?’%% BPfwaliy P% 1'é‘Eileszaﬂl%‘III east

ronce, (6) a verS(mnagfurgm}aoﬂx@ﬁeulamgeghmdslﬁ,buu@ﬁgyn bit-shifted at | east once
rand bl ock-wi se pernutated at |east. once, a version of the key inage

'bl ock-wi se per nut af Bdthakey image, pipiceb b}ifd‘eoéﬁlg&‘illle&FWaﬂﬁf%n@ﬁﬁﬁ%ﬁ%aﬁ%er of
‘times, (8) a version Bfagehe key inmge circularly-bit-shifted a nunber of

tinmes and

(2) aversion of the key image block-wise permutated at least once,
(3) aversion of the key image circularly-bit-shifted at least once,
(4) aversion of the key image circularly-bit-shifted a number of times,

(5) aversion of the key image block-wise permutated at least once and
circularly-bit-shifted at least once,

(6) aversion of the key image circularly-bit-shifted at least once and block-wise
permutated at least once,

(7) aversion of the key image block-wise permutated at least once and
circularly-bit-shifted a number of times,

(8) a version of the key image circularly-bit-shifted a number of times and
block-wise permutated at least once,

(9) aversion of the key image circularly-bit-shifted at least once, block-wise
permutated at least once, and circularly-bit-shifted a number of times,

(10) a version of the key image circularly-bit-shifted a number of times,
block-wise permutated at least once, and circularly-bit-shifted at least once,

(11) aversion of the key image circularly-bit-shifted at least once, block-wise
permutated at least once, and circularly-bit-shifted at least once, or

(12) a version of the key image circularly-bit-shifted a first number of times,
block-wise permutated at least once, and circularly-bit-shifted a second
number of times, wherein the first and second number are the same or
different; and

performing a fragile watermark-embedding algorithm using the input key.
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bl ock-w se pernutated at |east once, (9) a version of the key inmage
circularly-bit-shifted at | east once, block-wise pernutated at |east once,
and circularly-bit-shifted a nunber of times, (10) a version of the key
image circularly-bit-shifted a nunber of tinmes, block-w se pernutated at

| east once, and circularly-bit-shifted at | east once, (11) a version of the
key image circularly-bit-shifted at | east once, block-w se pernutated at

| east once, and circularly-bit-shifted at | east once, or (12) a version of

t he ke |na e éularl -bit-shifted a first nunber of tinmes, block-w se
per nut ‘éﬁ FOIBRIEE S and circul arly-bit-shifted a second nunber of

ti wh d
I e e do R O SRR s

2. A rrélnemmra@onmqmrmgtg generating an input key, generation of the |nput key
conprising a 2 %huence of operations, the operations conprising: performng
(i) (A at PEXM e circular-bit- shlft operation on: (1) a key inage,

preferably @pgAyfatfeagrondichitlad-sTRgELt oBerdfbrSéh: | mage, or a real imge, (2) a
version of the k%é Eblg% ge bl ock-w se er nut at ed at | east once, (3)_ a version
of the key inmge g P ?r?rhlﬁ’é’l“%& a Zipdicalmage, anoiedmags, or g 22l o ver si on
of the key inmage bR wi se permutated a plurality of tines, and (B) a

plurality of bl o% Ne?ﬁox?@ftﬁykgyt fngdlgg b%k-(vflgeﬂe%ut!ﬁf‘e)ﬂ(ag@&%mc@ref erably one of

a gradient inege, "a noise ina rea I mage, a version of the key
i mage circul arl y(3ia vession ote h@y inegs bloskodse pe(rm)ltatcd\naumhanot‘ﬂmesmr key i mage
bl ock-wi se pernutated a 4 versi o

bl ock-wi se per nutﬁtae%rg&hhﬁﬁgke}gg Fr‘%{e"si“"{‘%“ﬂ’ eg%y/tg{r%g uraftyi%ﬁ’)fmws ElgJ;lgmage
circul arly-bi t(B$m;ﬂmthya1fblcmhszhs®pnmuandniﬂmck wi se pernutated at | east

once, (6) a versj ke ermutated at | east once and
(6) {‘3 the I{Gy image, ;‘Xrefer%% one 09& gra lentl age, anoaise Image, orareatl

image,

@ a version of the key image circularly-bit-shifted at least once,

(3) aversion of the key image block-wise permutated at least once,

(4) aversion of the key image block-wise permutated a number of times,

(5) a version of the key image circularly-bit-shifted at least once and block—w1se
permutated at least once,

(6) aversion of the key image block-wise permutated at least once and
circularly-bit-shifted at least once,

(7) aversion of the key image circularly-bit-shifted at least once and block-wise
permutated a number of times,

(8) a version of the key image block-wise permutated a number of times and
circularly-bit-shifted at least once,

(9) aversion of the key image block-wise permutated at least once,
circularly-bit-shifted at least once, and block-wise permutated a number of
times,

(10) a version of the key image block-wise permutated'a'nUmber of times,
circularly-bit-shifted at least once, and block-wise permutated at least once,

(11) aversion of the key image block-wise permutated at least once,
circularly-bit-shifted at least once, and block-wise permutated at least once,
or

(12) aversion of the key image block-wise permutated a first number of times,
circularly-bit-shifted at least once, and block-wise permutated a second
number of times, wherein the first and second number are the same or

_ different; or

11



circularly-bit-shifted at |east once, (7) a version of the key inmage
circularly-bit-shifted at | east once and bl ock-wi se pernutated a nunber of
times, II! (8) a version of the key inmge bl ock-w se pernutated a nunber of
times and circularly-bit-shifted at | east once, (9) a version of the key

| mage bl ock-wi se pernutated at | east once, <circularly-bit-shifted at |east
once, and bl ock-w se pernutated a nunber of tines, (10) a version of the
key i mage bl ock-wi se pernutated a nunber of tines, «circularly-bit-shifted
at | east once, and bl ock-w se pernutated at |east once, (11) a version of

the key i magg) gjqqu[(re%t%geBﬁj‘cwi%&@n-l%ﬁd}@@ﬁt once, circularly-bit-shifted at
| east once, an | ock-wi se pernutated at |east once, or_ (12) a version of

the key image bl d&kakpysbnagsy Prgfesabbrions afiargsadient image, anoise ipage, or a real
circularly-bit-shifimege,at | east once, and bl ock-w se pernutated a second

nunber of tines, It fil e e e sane or
different; or 11 (ETFR%S%“A(%X[feIgeﬁ#g%?rcgﬁg@%l%%%ée%%)teornftzr%t ation on: (1) a
key i mage, preferdbbyenna afthekeyrimdgecitcuianmedt-shiftada mmtieraf@nesnpr a r eal

i mge, (2) a version of.the Kk i.mage .ciroularly:bit-shifted at |east once,
(3) a version of S(fl%@vﬁréﬁpniﬁﬁlbeg% i”fné% %?CP[?%IBT@-'%‘#%%“ l‘%’ [ es&?‘?ti nes, or
(4) a version @B) tat]ﬂurkletydflmgﬁalc&if.gmﬁaﬁéryﬁdﬁstonshi fted a plurality of tines
and (B) a pl uralit¥ q{fg gircular-bit-shift operations on: .(1) the gley i mage,
preferably one of(Lathrkadiliaage. Predgiebly aneefi agravippidmast @ NRIsE dRRES, Pifigal ~ (2) a
versi on of the key iUfagfe bl ock-wi se pernmutated at |east once, (3) a version
of the key inmage (6§ | Mhd iE, S0 at - Le ' , version of the
key i mage circul a(% 5}9 |Stf%-lhso?§it tlgeeﬁ%b%%ﬁg%@gkﬁ?ﬁﬁn%@?&%(lg fléln(%’ersi on of the
key image bl ock- ke vpisiomafshedtbydmageecisuladpdat-diited at least once,

(4) a version of the key image circularly-bit-shified a number of times,

(5) aversion of the key image block-wise permutated at least once and
circularly-bit-shifted at least once,

~ (6) aversion of the key image circullarly~bit-shiftcd at least once and block-wise
permutated at least once,

(7) a version of the key image block-wise permutated at least once and
circularly-bit-shifted a number of times,

(8) a version of the key image circularly-bit-shifted a number of times and
block-wise permutated at least once,

(9) a version of the key image circularly-bit-shifted at least once, block-wise
permutated at least once, and circularly-bit-shifted a number of times,

(10) aversion of the key image circularly-bit-shifted a number of times,
block-wise permutated at least once, and circularly-bit-shitted at least once,

(11) aversion of the key image circularly-bit-shifted at least once, block-wise
permutated at least once, and circularly-bit-shifted at least once, or

(12) aversion of the key image circularly-bit-shifted a first number of times,
block-wise permutated at least once, and circularly-bit-shifted a second
number of times, wherein the first and second number are the same or
different; and

encrypting digital content utilizing the input key.

3. The method of claims 1 or 2, further comprising generating a session key representing the

sequence of operations.

4. The method of claim 3, wherein the session key comprises a sequence' of Os and 1s.
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cireularly-bit-shifted at | east once, (6) a version of the key inmage
'circularly-bit-shifted at | east once and bl ock-wi se pernutated at | east
once, (7) a version of the key inmage bl ock-w se pernutated at | east once
and circularly-bit-shifted a nunber of times, (8) a version of the key
image circularly-bit-shifted a nunber of tinmes and bl ock-w se pernutated at
I'east once, (9) a version of the key image circularly-bit-shifted at | east
once, bl ock-wi se pernutated at |east once, and circularly-bit-shifted a
nunber of tinmes, (10) a version of the key image circularly-bit-shifted a
nunber of tines, block-w se pernutated at | east once, and

circulsar| VTE!I; %negﬁ :fg 1rﬁ1§1 fédein ega‘f:@rep[ﬁ{so_ %(a @lréﬁ?irsdlpéhlf?gn&%g nkey image

circularly- east once W se er mut at at | east once,
and mmmesleausla;bldnktwshpérmthtmn | east once, or (12) a version of the key inmage
circularly-bit- shifted a first nunmber of times, block-w se pernutated at

| east once, and |rc arly bit- ?f]lfted a second nunber of tines, wherein
the first Bnd s&B% pbaryoss ef ¢lpimsdtheough 5. Whereia theat leagkepeencr ypt i ng

di gi t &rcHenbibpift @PPﬂatlQﬂ eRRrises ¢ AitRlitkebcircglar ritrshifieqneeiions and vwhesgin fheor 2,

f ur t hepersensicomiprise ppsfemimgiong o0& session key representing the sequence of

oper at i ons]( ﬁﬁc g‘g @E'mﬁfgéfaﬁﬁlﬂ' m 3, wherein the session key conprises a
an S. )

sequence o e method of claim4, wherein each 0
repr esent s(B) einnmbtrarf-chctlashit-thiftapdradash 1 represents a bl ock-wi se
pernutatio a%one of claims | through 5, wherein the at

met hod, of
|l east one P@Eﬂcg 1B§1?e_r§1maﬁfm PUI% on conprises a plurality of

circul ar- b(]D} amuﬁqﬂaeloﬁeﬂ@ﬂdmmp@ﬂmm;aroperaudd@saor operations conprise
perform ng ne of: (A) a circular:bit-shift operation; (B) a number of
ci rcul ar - b)) Epmbipatinys thersofga one ey 5 bl ock-wi se pernutation operation: (D)

a nunber of bl ogk- i &6y REIgELHrefetBly SRUTAlpkANN ifige, 4 FIisCRMHIEHaIreNS t her eof
on one of, image,

(2) a version of the key image block-wise permutated at least once,
(3) a version of the key image block-wise permutated a number of times,
(3) a version of the key image circularly-bit-shifted at least once,

-4 a version of the key image circularly-bit-shifted a number of times, or

(5) combinations thereof.

7. The method of anyone of claims 1 through 5, wherein the at least one block- wise
permutation comprises a plurality of block-wise permutations and wherein the operations
comprise performing one of: :

(A) acircular-bit-shift operation;

(B) a number of circular-bit-shift operations;

(C) ablock-wise pérmutation operation;

(D) anumber of block-wise permutation operations; or
(E) combinations thereof on one of;

) the key image, preferably one of a gradient image, a noise image, or a real
image,

(2) aversion of thé key image block-wise permutated at least once,

(3) aversion of the key image block-wise permutated a number of times,
(3) a version of the key image circularly-bit-shifted at least once,

(4) a version of the key image circularly-bit-shifted a number of times, or

(5) combinations thereof,
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' (1)\”the-§T<'éy i'rr.age, preferably one of a gradient inmage, a noise inmge, or a

., real image, (2) a version of the key imge bl ock-w se pernutated at | east

once, (3) a version of the key inage bl ock-w se pernutated a nunber of
ti-mes, (3) a version of the key image circularly-bit-shifted at | east once,
(4) a version of the key image circularly-bit-shifted a nunber of tinmes, or
.(5) conbinations thereof. 7. The nethod of anyone of clains 1 through 5,
wherein the at | east one block- wise pernutation conprises a plurality of
bl ock-wi se pernutati ons and wherein the operations conprise performng one
.of: (A) acircular-bit-shift operation; (B) a nunber of circular-bit-shift
operations; (C) a block-w se pernutation operation; (D) a nunber of

bl ock8.wi selheenathadatfiaoyorepdickime b drowgh 7, (MEgreapatiéasndrieafshet dodmmstafheon one of ,
(1) the key.inmage, preferabl ne of a gradjent image, noi se_ i mage, or a’
r eal °"ic}+§5§{t'5@%1’§f55‘8?’§ﬁ%ﬁf ar%ﬁtéShkaQ}pqrﬂﬁ’ ethﬁl%@bgw%§§°‘gé?‘%§l§ﬁed at | east
once, opkiliod, ¥ehe pRASIRY of BRei@bi IADEPARAL altl RALRALIVULAL Bledt BITRGh. Of

times, (3) a version of the key inmage circul'arly-bit-shifted at |east once,
(4) aatlaeptsing hlosk-wisreparaytatiamghe émlew%&rpblymbaﬁomﬂiefrmeﬂtelaofrhlmkswismf times, or
(5) c ' I.0 f.cd3.8. . The nethod of anyone of clains 1 through 7,
wher ep%ﬁﬂ%t?ﬁ#nga(grﬁh%@agfy ?ﬂ%]aloc -wpggg]?nq%%{gns.ci rcular-bit-shift operation, the

circular-bit-shift operation, the nunber of circular-bit-shift operations,
or the plurality of circular-bit-shift ggerations are perforned before at

| east?-one B¢ ngod ofpnyengf claiss bihsewehv, sdessir shleast onsrof therns lagptewr- wi se
per I fa. bl =M I g : ral ity of
b1 ocie) ot 8Re porfdMITARE bR R RS afon, B AL b PO flce PRI Y
wher eheplatalityeafdilodmeise perrhaatmhns bpasions ae pebibandd vifere aplasrohabf theat t he

bl ock-wi se per atjon, the nunber of block-w se pernutations, or the
pl ur QP?SF Ontirey aﬁbﬁishh%s@ef?éﬁoﬁﬂgﬁﬂr%‘ tp%bﬂé??%?%onaﬁ\? ‘Eé’&%ﬁb‘?frred before at
| eastciQar-f-shi rn@fatioﬁs?%fhe?)'ﬂﬁ%lﬁg Bﬁﬁhcg%a;rh%tgsmbﬁérat%@r ation, the

circular-bit-shift operation,

10, The method of anyone of claims 1 through 9, wherein the sequence of operations,
comprises:

performing a first of the at least one circular-bit-shift operation;

performing a first of the at least one block-wise permutation;

performing a second of the at least one circular-bit-shift operation;

petforming a second of the at least one block-wise permutation;

performing a third of the at least one block-wise permutation; and

performing a third of the at least one circular-bit-shift operation.

11.  The method of anyone of claims 1 through 9, wherein the key image, preferably one of a

gradient image, a noise image, or a real image, comprises 256x256 pixels.

12.  The method of anyone of claims 1 through 11, Wherein performing the-block-wise
permutation comprises:

dividing the key image, preferably one of a gradient image, a noise image, or a real
image, into 32x32 image blocks of 8x8 pixels; and

applying the block-wise permutation to each of the 32x32 image blocks.
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-circular-bit-shift operations, or the plurality of circular-bit-shift
operations. 10. The method of anyone of clainms 1 through 9, wherein the
‘sequence of operations, conprises: performng a first of the at |east one
circular-bit-shift operation; performng a first of the at |east one

bl ock-w se pernutation; performng a second of the at |east one
circular-bit-shift operation; performng a second of the at |east one

bl ock-w se pernutation; performng a third of the at |east one bl ock-w se
pernmutation; and performng a third of the at |east one circular-bit-shift

operatjion. _11. Th t hod .of. anygne of claing 1 through 9, rej.n the key
D a1 0 T imsthpd g anne a7 gl HBEN 120 Bere HegPUEng deksarcur Tk ol | e
conpr iga&aticir@npeRedi xel s. 12. The nmethod of anyone of claims 1 through 11
wherei h perform ng the-bl ock-wi se pernutation conprises: dividing the key
i mage, prefloiding thedng imdgeaprgfesableoite dfrayadiend imadesendismipeqgecir axesleal i nage,
into 32x32. 1] bl ock f 8, pi xel s;, and appl ying the bl ock-w se
pernut‘xﬁ?geowt(?ggégdwa%‘?ﬁf’ﬁ(é 0%?3%%5”‘?‘%3@3 bl ocks. 14 13. The nethod of anyone
of cl ai m 1géteiRighan IdentiibRiofiafap erfe@éHaMBe 31382 GhAgdb]a¢ksbint idehtifidatio@per at i on
conprises: dividing the key image, preferably one of a gradient inmage, a
noi se alrARAEMPrERngss lduls, the fbjbits Qfﬂ‘tfég Fomzpmesisigeifsprditdo afleakBenfisaat s; and
gener at.i } Lfication array for each of the 32x32 i mage bl ocks, the
ident%ﬁ%ﬁ#ﬁ%ﬂfﬁggﬁgbh%%hprising 512 bits, the 512 bits ordered from a nost
significant bit to a least significant bit for each of the 8x8 pixels. 15
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