CENTRALLY MANAGED PROXY-BASED SECURITY FOR LEGACY
AUTOMATION SYSTEMS TECHNICAL FIELD 100011 The subject
invention relates generally to industrial system automation, and more
particularly to security relating to factory floor devices within the industrial
system. BACKGROUND OF THE INVENTION 100021 Advancements in
technology have enabled factory applications to become partially or
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particular exemplary deficiency is that several of these legacy
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operation given a set amount of time. Further, sensors can deliver data to a processing
unit relating to system alarms. Thus, a factory automation system can review collected
data and automatically and/or semi-automaticaily schedule maintenance of a device,
replacement of a device, and other various procedures that relate to automating a process.
[6003] It is often 1mpractical for businesses, however, to implement cutting-edge
technology within their factory automation system. In other words, it 1s not profitable for
manufacturing companies to replace existing automation devices and/or systems that,
while not on the cutting edge of technology, still effectively perform their assigned tasks.
These older systems/devices are commonly referred to as legacy devices and systems.
While these legacy systems can perform specific tasks such as data collection and relay,
continmied use of such systems is associated with several deficiencies. One particular
exemplary deficiency is that several of these legacy systems/devices are not associated
with sufficient security. Specifically, as legacy devices and/or systems are often

optimized for particular tasks, they lack capabilities to house integral security features.



optimized for particular tasks, they lack capabilities to house integral

security features. i 100041 Compromising security with respect to legacy
devices to maintain cost of production, however, can lead to catastrophic
results. For one particular example, legacy systems and/or devices can

be employed in connection with generating a pharmaceutical product,

food product, or other ingestible product. If security of the manufacturing
system were not an. issue, the legacy systems could be implemented to
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embedded security will not be completed for a substantial period of time,
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locating designers experienced with security design, etc. Further, there
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mechaﬂism to quickly enhance security with respect to factory automation
cortltro 71‘ . . .. . .. . .
systems/devices that are still utilized in association with manufacturing.
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g security with respect to legacy systems/devices withiri a
favtotgrdulareatid nfdnuichimentxpenses associated with modifying the devices to
include integral security procedures, adding hardware for such security procedures,
locating designers experienced with security design, efc. Further, there has been no
agreement as to secunty standards that are to be employed with respect to legacy
systems/devices. Thus, there currently exists no mechanism to quickly enhance security
with respect to factory automation systems/devices that are still utilized in association
with manufacturing.
[06006] In view of at least the above, there exists a need in the art for a system

and/or methodology for quickly, efficiently, and inexpensively enhancing security with

respect to legacy systems/devices within a factory automation environment.

SUMMARY OF THE INVENTION
[0007] The following presents a simplified summary of the invention in order to
provide a basic understanding of some aspects of the invention. This summary is not an

extensive overview of the mvention. 1t 1s intended to netther identify key or critical



SUMMARY OF THE INVENTION 100071 The following presents a
simplified summary of the invention in order to provide a basic
understanding of some aspects of the invention. This summary is not an
extensive overview of the invention. It is intended to neither identify key or
critical 2 elements of the invention nor delineate the scope of the
invention. Its sole purpose is to present some concepts of the invention in
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@%%%%Sfﬁg? faditi 5%%8 én anced’ rslé%&r?tg/n \%\/{ﬁ ']erde}i‘rfone%{cstibtctz)Ii Iéne?nd%strlﬁaﬁ ore
aataiinatiescenuirotmentyeemipdsinigr. a central access authority that
@%}sg% accesid %{'g% &%ﬁﬂ%ﬁ&‘é’s@n&e@l@@{ﬁ%‘@%iﬁ@?a%ﬁ@%ythtﬁ%cintates
celves the access rules and an access request directed to the legacy
delrivesthecproxy dbteamipds WhisthsiiRcaHETBsBORGUSEIE PR FittadIsIng: 2
hased atleasti, B HRQ rfharagteristics.of theirceeasdaryert RRAANEa proxy

access rules. [0009] An alternate aspect of the present invention Qroyides
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_comprising: associating a legacy device with a proxy, the proxy receives access rules
relating to the legacy device; and receiving an access request relating to the legacy
device, access is one of permitted and denied based at least in part upon the access rules

and characteristics relating to the request.
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centrally providing the proxy with access rules relating to the legacy

device; and means for determining whether an entity requesting access

to the legacy device should obtain such access. [0010a] A further aspect

of the present invention provides a factory floor security system,

comprising: a central access authority that provides access rules relating

to a legacy device; and a proxy that receives the access rules and an

ageess requestivitte: respectdo didasiaenflanrdavicerthaipraxy enhanced security
determines whether the factory floar device requesting access to the,
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subject mvention is intended to include all such aspects and their equivalents. Other
objects, advantages and novel features of the invention will become apparent from the
following detailed description of the invention when considered in conjunction with the

drawings.



with respect to an industrial automation system that includes a legacy
device in accordance with an aspect of the subject invention. 100151 Fig.
4 is block diagram of a system that facilitates enhancing security with
respect to an industrial automation system that includes a legacy device in
accordance with an aspect of the subject invention. 1001.61 Fig. 5 is a
representative flow diagram illustrating a methodology for enhancing

security for an automation. in I ice in
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aspect of the subject invention. [0019] Fig. 8 is a representative flow ~
disiRRIRRES G S pHethadesthorory BrsvidigneHiisn edaeser dawcroian
ingustaMauematiosprsihinabisd udesd@degacy device in accordance

with an aspect of the subject invention. 100201 Fig. 9 is an exemplary )
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subject invention. 100211 Fig. 1Q is an exemplary implementation of a
ﬁ%@?ﬁf‘ﬁ%caet‘wg\ﬁa@ép %ﬁfﬁ{r‘l%’éﬂl EELY Wit respect to an industrial
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5400231 Figy 145,20 exemplary Implementalion,of aisystem. hat provides
enhanced security With respect to'an industrial automation system in
avatirdanspewith die sabpetiofdit@subject invention. [00231 Fig. 12 is an

emﬁfary Opeﬁ‘?é!@i? QYH&@(@&%}U&%&%Q;Q&%@ H‘%X@gn'[pg a methodology for
enhancing security for an automation system that includes a legacy device in accordance
with an aspect of the subject invention.
[0017] Fig. 6 is a representative flow diagram illustrating a methodology for
providing enhanced security for an industrial automation system in accordance with an
aspect of the subject tnvention.
[0018] Fig. 7 is arepresentative flow diagram illustrating a methodology for
automatically providing access rules to a device in an industrial automation system in
accordance with an aspect of the subject invention.
[0019] Fig. 8 is a representative flow diagram illustrating a methodology for
providing enhanced security to an industrial automation system that includes a legacy
device in accordance with an aspect of the subject invention.
[0020] Fig. 9 is an exemplary implementation of a system that provides enhanced
security with respect to an industrial automation system in accordance with an aspect of
the subject invention.
[0021] Fig. 10 is an exemplary implementation of a system that provides
enhanced security with respect to an industrial automation system in accordance with an

aspect of the subject invention.



connection with the subject invention. 100241 Fig. 13 is an exemplary
operating environment that can be employed in connection with the
subject invention. DETAILED DESCRIPTION OF THE INVENTION
100251 The subject invention is now described with reference to the
drawings, wherein like reference numerals are used to refer to like
elements throughout. In the following description, for purposes of

ation, numerous specific details are set forth .in order to provide a
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neayrRe fbtvisnngt imijed 18RgiNG:. a process running on a processor, a
processor, an object, an executable, a thread of execution, a program,
and/or a computer. By way of illustration, both an application running on a
server and the seprer AqaR ba>® sorganent. GINEIor Move Rempenents
:@3//2% side within cglﬁgrocess and/or thread of execuytion and a component
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an asgoect of the subject invention. The subject invention
[0026] As used in this application, the terms “component,” “handler,

L

model,”
“system,” and the like are intended to refer to a computer-related entity, either hardware,
a combination of hardware and software, software, or software in execution. For
example, a component may be, but is not limited to being, a process running on a
processor, a processor, an object, an executable, a thread of execution, a program, and/or
a computer. By way of illustration, both an application running on a server and the server
can be a component. One or more components may reside within a process and/or thread
of execution and a component may be localized on one computer and/or distributed
between two or more computers. Also, these components can execute from various
computer readable media having various data structures stored thereon. The components
may communicate vig local and/or remote processes such as in accordance with a signal
having one or more data packets (e.g., data from one component interacting with another
component in a local system, distributed system, and/or across a network such as the

Internet with other systems via the signal).



relates to a novel system 100 that facilitates enhancing security with

respect to automation systems that include legacy devices. The system

100 is an industrial automation system that includes a legacy device 102
that does not include sufficient intelligence to store and/or analyze

security primitives. The legacy device 102, for example, may not

desirably be replaced with a device with such intelligence due to high
replacement costs and continued effectiveness for a particular purpose.
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104 througha work terminal on a factory floor, the request
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access request 104 can be associated with request characteristics 1 _
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location of the operator at a time the request 104 is initiated, etc. Further,
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modifying contents on'the legacy device 102.
The access request 104 can be associated with request charactenistics 106. For example,
the request characteristics 106 can relate to an operator — such as identity of the operator,
role of the operator within a business, location of the operator at a time the request 104 is
wittated, efc. Further, the request characteristics 106 can relate to the identity of a
machine desirably accessed, time of desired access and/or time of origination of the
request 104, action desirably taken by an initiator of the access request 104, efc. In
accordance with one aspect of the subject invention, the request characteristics 106 can
include the aforementioned characteristics 106. Thus, a component receiving the access
request 104 also receives the request characteristics 106 at a substantially similar time.
Moreover, the access request 104 can contain or be followed by instructions for

performing an action on the legacy device 102 and/or modifying contents on the legacy

device 102.



7 100291 Prior to a requesting entity being given access to the legacy

device 102, a proxy 108 can review the access request 104 and/or the

request characteristics 106 to determine whether such access to the

legacy device 102 is authorized. In other words, the proxy 108 can be
employed to prohibit unauthorized access requests from being received

by the legacy device 102. A determination of whether or not to allow

access to the legacy device is made by an analysis component 110 that
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devices and stored directly within updated automation devices. Further, if
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For instance, , ..
evices and s{ored directly
upon accessing the legacy device 1 session typic ?y occurs, where

e ¥hdisA Gato sl e Hoeiesd. bBerbemiA theopresting ey dusdrthdficient

'egf%ﬁ)éééﬁx‘é%%p%%u&%‘%l%&@%%%&&ﬂ% YES'A', Qﬁ'ﬁ‘ﬂﬁyéypﬁﬁ'%a% utilized

data that indicates to the legacy
to route the access request 104 to a central access authority. Thercafter the central access
authority can determine whether access is to be allowed or denied and instruct the proxy
108 according to the determination. Thus, the analysis component 110 can simply be a
routing instrument. However, it is to be understood that the invention is not so limited.
[0030] The proxy 108 can also be employed to disable communications between
a requesting entity and the legacy device 102 upon a set period of inactivity. For
nstance, upon accessing the legacy device 102, a session typically occurs, where
multiple messages are delivered between a requesting entity and the legacy device 102,
Generally, a communication will include a portion of data that indicates to the legacy
device 102 and the proxy 108 when the communication is completed. If there is a failure
of communication, however, it may not be desirable to allow continued access to the

legacy device 102. Thus, the proxy 108 can monitor activity of communication relating

to the legacy device 102 and disable a communication line based upon a period of



device 102 and the proxy 108 when the communication is completed. If
there is a failure of communication, however, it may not be desirable to
allow continued access to the legacy device 102. Thus, the proxy 108 can
monitor activity of communication relating to the legacy device 102 and
disable a communication line based upon a period of 8 inactivity. Thus, for
example the proxy 108 can actively ping an entity requesting access to

deter eth r such t| remaln onnected othel device .
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rn of the |cuIt eover, th |ncu
e B, M R B S B S Al o ey
|ndI¢me:©®ﬁﬂmthat$odldaewse re@insildi, lshend@lm@&e:d:ﬂheb@apgmﬂmmyent access
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legacy dév e 102 or in replacement evice access port connector.

Fapdhée, mq@@@ﬁy\wﬁsfmaf@amemlqgwm@ﬁmwwIreaaqimeverse
andinr.bosiesd BRI A REMAL I thﬂé}%)érlﬁ?b'éoﬁ%ﬁ:t%gn”iﬁ%c?e%o%tﬁﬁécéﬁ%m port,

infrastructure of the system 100 is confi ured to route all traffic f

|e@§&§bbjévrb‘é1&©§lﬂﬂ6%ﬁ BB RIS RIS nliBC HErstBIS A prad episce.
ProdyihA8, Q@@d@ﬂgﬁ@)ﬁaﬁ%@ﬁﬂﬁﬁ\ém@ﬂ%&@@ REan access port of the legacy device

102, etther external to the legacy device 102 or in replacement of a device access port
connector. Further, the proxy 108 can be an intelligent switch, a firewall, a router, and/or
hosted upon a server. If the proxy 108 is hosted upon a server, the infrastructure of the
system 100 1s configured to route all traffic for the legacy device 102 through the proxy
108. 1t 1s thus understood that the proxy 108 can be any suitable device that can be
utilized to monitor and control communications to and from the legacy device 102.
[0032] The legacy device 102 can be associated with and/or inchade a
programmable logic controller (PLC). PLCs are small computers that are employed for
automating real-world processes (e.g., controlling machinery within an industrial
environment). Typically, PLCs are microprocessor-based devices with modular or
integral input/output circuitry, wherein such circuitry is utilized to monitor status of field
connected sensor inputs, and is further utilized to control output actuators according to a

logic program. While PLCs can be utilized within the system 100 as legacy device, it is



utilized to monitor and control communications to and from the legacy
device 102. 100321 The legacy device 102 can be associated with and/or
include a programmable logic controller (PLC). PLCs are small computers
that are employed for automating real-world processes (e.g., controlling
machinery within an industrial environment). Typically, PLCs are
microprocessor-based devices with modular or integral input/output

circpitry, wherein sych circuitry is utilized to monjtor status of field . ‘
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. [00331 Turning now to Fig. 2, an enhanced security systém _ .
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entity, positioning of the requesting entity and automatian device with :
S e e B B SR B o=
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whi ' nd ! tate, Additional -
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s%pwemggggﬁg@qugg% _calﬂg%e;llq%g;ls_The central access

authority 202 can be associated with a data store 204 that can store

pattiddlar systehheeritigt dasrsadirEl d2pravivtatyogiatet skl ¢ ds store 204
Futtheintherd alariens SR SIIG RISVIQUSRYBIEMGABHAVIALNSed rules.

a%%?tshserr,%%sc’iata store 204 can store previous system configurations, access rules,
requests for particular devices, and any other suitable information that may be pertinent
to system security and data logging. While rules provided by the central access authority
202 can be delivered directly to an updated antomation device (not shown) and
implemented directly by such automation device, legacy devices typically do not include
sufficient processing capabilities and/or memory to enable such implementation of
security primitives. Therefore, the system 200 utilizes a proxy 206 to menitor
communications desirably delivered to and from a legacy device 208. The proxy 206
implements rules generated by the central access authority 202 to control
communications access to the legacy device 208. For instance, the proxy 206 can include
an analysis component 210, wherein such analysis component 210 includes access rules

generated by the central access authority 202. Thus, the analysis component 210 within

the proxy 206 can include sufficient memory and processing to permanently include
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requests for particular devices, and any other suitable information that
may be pertinent to system security and data logging. While rules
provided by the central access authority 202 can be delivered directly to
an updated automation device (not shown) and implemented directly by
such automation device, legacy devices typically do not include sufficient
processing capabilities and/or memory to enable such implementation of
security %rimitives. Therefore, the sg/stem 200 utilizes a proxy. 206 tqQ

RGO PSS A IPIBIHGTIY TGPty a8y 36 SRYHORPRISTATY- dos aalysis
20 pbiaenpiXyca0Geinnpidpents redessganeratrdebyrthe tenrtiakaceess authority
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pateianenaguirsaedeblo peessarinascancnihplehsbnrsich ascevenriflgs. dentral
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to request access rules from the central access authority 202 at a time of

dhcdvesyfbg aedthrBioayeP terediai the rsgarrdsvicen 0B wilrtahdnteraninal

RIRElRRS e BeNihal PRCRSS RHEATN 202 IsdtRtiRRelnQIWiIt: thRBFAXNbmation
206. In accordance with another aspect of the subject invention, an

TPEPSRGF RGP ETHE B 688 TSRS S B ERE o b iR Anfdes authorized
teiratnal {f et sbewitidhushanprdf thecentrrl RaaessRiubaabodR&iBAGLith the
on-line with the proxy 206, the terminal can be connected to the proxy

?ea‘?ﬁgl f’ﬁé‘lbor%xy 206 can obtain the access rules from the portable
t¢o0dsal and dpplyysueh Polesastooparaedessitdiguest tnthis eraboddinggnbt shown)

8¢ Aniglistssfoxirstariosctenstie utilimd dptohiodbtion it t:lffehsﬁ:;qw request
ajonten L3R FOS NP hAA0 SR QPARIGIL R {UONGL IIRPBP Alhity
entity (not shown) generates an access request 212 with respect to the
|dgtieinielieac2os rraecacE s shelyasonil thaanfifes thederssion of the legacy
charpetenistins.amichirslaing iR dbranifatar of fhe AeCeRIRAUEH is directed to the
proxy 206 {or, in a disparate embodiment, the access request can be provided directly to
the central access authority 202). I the analysis component 210 includes access rules
provided by the central access authority, the proxy 206 can determine whether the request
212 should be accepted and communication should be allowed with the legacy device
208. If the analysis component 210 does not include sufficient memory and/or
processing to utilize the rules, the proxy 206 can direct the access request 212 to the
central access authority 202. Thereafter, the central access authority 202 can determine
whether access should be permitted to the legacy device 208. The central access
authority can then instruct the proxy 206 according to the determination. Further, while
the system 200 shows the single proxy 206 that controls access to the single legacy
device 208, the central access authority can provide access rules to multiple proxies that

control access to a plurality of legacy devices. Further, the single proxy 206 can control

access to multiple legacy devices. Configuration of the system 200 of the subject
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212. For example, the request characteristics 214 can include an identity
of the entity initiating the access request 212, the location of the entity,
the location of the legacy device 208, the action desirably undertaken,
etc. The access request 212 is directed to the proxy 206 (or, in a
disparate embodiment, the access request can be provided directly to the
central access authority 202). If the analysis component 210 includes
access rules provided by the central access authority, the proxy 206 can

deverriipieisvhetide aseordifteciornoads shanmiten ke dwptesanior example, the proxy
copgamnirativnshesld bealkwsswithiheJegasy.deviea A8 {dhey o a

analysis component 210 does not include sufficient memory and/or
pfs¥ESsRI P IRHZE HHB dledCEESESBPBO6 dan direct the access request

2{ddsejthe centralaaress/authnibndig chhamalten dhekenial ase882rity 202 in

aUthoritg 202 . can determine whether access should be permitted to the
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shows the singlte Bro%q(/f 0 tthat o(riltrols accescg o the sig%(la_ Ieggcg _ b
dlesvliI(l:(émib%‘,Wfﬂe eentral tctess au hg‘rﬁl[%/eégﬁr}?r S SER AR e gs to suc
migkipte Proiies thaiccontiotiacaesssiaa plurality ofdegacyldeviebsthereby
Further, the single proxy 206 can gontral acgess to multiple legac
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. ragodeiThdld brecdapernlosanetitd Heernplalintr ity esnrdpeiteasy the legacy
agiQuty 02 iBn RO ne AR R VIdING ISFHATK UGSIRL 12085 mixing

devices within an industrial system. For instance, certain operators may
dERFABRPS MM S5erisnardad Wishrivmky ianidendivalipuiematinnaiens o
Vigik a6k alierRachaavicentumosibracsessHighterelalingdgessiehndavicse. o.,
Further, device-to-device access can form an Qver-complex web, thereby

rePHEARG T SRR ARSHEO RN prAGHEAR, FORREP B Ceisnatildagmixing
aufleeriiynd GZcdarrgrovde durieghanismn feicednir alyeallectiagtbtidierator can be

Information, Xeranether, e‘?H}%ﬁf\PJe oy e S e O L S S vious

toana ﬂﬁy ?0 restrict access or an opera%r e{ﬁéonl eted, comp Y
to harmful results that such operator unintentionally caused. As the subject invention can
account for location of an operator relative to the legacy device 208, occurrences of
problems similar to the above can be drastically reduced.
[0037] When the system 200 is commissioned or modified, the proxy 206 can be
assoctated with the central access authority 202. This means that corresponding
information (such as keys) can be stored in the proxy 206 and within the central access
authority 202 to allow secure communication and linkage between the proxy 206 and the
central access authority 202. For instance, the aforementioned association can be
accomplished by a one-on-one connection of the proxy 206 and the central access
authority 202 prior to deployment of the system 200. In a disparate aspect of the subject
mvention, the proxy 206 can be configured to inchude an integral private key, and a

public key can be entered into the central access authority by disk, download, proxy

query, or other suitable manner. The proxy 206 can then be commissioned remotely.
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legacy device 208 based upon location of the operator relative to a
location of the legacy device. For example, a pharmaceutical facility
typically contains several mixing operations that are associated with
similar and/or identical automation systems. An operator can
inadvertently modify operation of an inherently dangerous machine (e.g.,
start operation, stop operation, ...) due to such similarity. Often, all the

IXing operations are_interconn using a communijcation network -
P SRR e S A et 06 K KPR MCH e A aginked
opechtiookis 2Alteréd; corapletdly phlividis dmhaemfubedsits that SLBDE and create
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provide security to legacy devices Is illustrated. The system 300 includes
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For instance, access rules provided by the central o
access 1s permitted to the updated automation device 306, applications permitted in
connection with the automation device 306, erc. Thus, access rules relating to the
updated automation device 306 can be entered a single time at the central access authority
302.
[0039] The system 300 further includes a plurality of legacy devices 310-314. A
single proxy 316 is employed in connection with the central access authority 302 to
determine whether an entity requesting access is granted access to one or more of the
legacy devices 310-314. In particular, an access request 318 is received by the proxy and
analyzed to determine whether the entity (not shown) initiating the access request 318 is
to be granted access to one or more of the legacy devices 310-314. For example, the
entity making the request 318 can be an operator and/or another automation device. In

particular, the access request 318 can be associated with request characteristics 320, such

as identity of an entity initiating the request 318, time of request, legacy device to which
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access authority 302 can relate to identity of users, devices, contextual
information related to users and/or devices, etc. The provided rules can
be stored in a data store 304 that is associated with the central access
authority 302. For example, these stored access rules can be provided
directly to an updated automation device 306, which directly supports
device security. In accordance with one aspect of the subject invention, an
outside terminal 308 can be utilized to inform the central access authority

3O5CPHCHESEIuRES rbIRTg Y e TSt RRAGHEtSAREVS: pof cooploys an
instances theppdated putdaiativne adte e canyesentinhawenbagd request 318
added to We sgs,tem‘soo An exec ilve or ather operator with authority to.
enter disParate Aeeas g R SR RTdrsrm & CUIET aERE U it SPGBt BS1s
ofcopgraters3hoaaradtbuberprevided deles gdio dherdevices308hothe 302, and can

deyices.- that, can have access to the automatign devige 306, times and/or .
S S e D
306 egplicdionsisoptitedin Tduonmidotion hithdahesaetdmsition daticetBOpoxy

tgs ” lafi X | a | 1 ity upon
B e R R e iy w

Thecsyseinhseccrstirar pstitidestdibrirgle shideadyelelibes @i ecBiwention,

SIElEsPRRNY 3L BeisaMRIAYRA I FRRREGHAN WL DR LRALER )RCEEPntil the proxy
authority 302 to determine whether an entity requesting access is grante

accéSRFHherBtid aF e Idgatiolavied S SOy BAs A cuiteates
awa&&mm&&@m@wia\&;ééaydaat&ﬁﬁma@@v@eﬁlnéegé?iellgegﬁ{tép&E'@urizy
whether the entity (not sho initiating the access request is to be
grg%ﬁ{gﬁsaeeg%&tﬁ&fiwig?ﬁvbpfeogﬁm q%@’éé’yd&%\ﬂ%%@lﬂ-%m. For

examie, the entiinpakingdiresequest3iBicanibe AoippeEahANIDEcurity in

g Spamaton devicesin, BaGUA e aqcess request S can be

associate E\1/VﬁH request characteristics , SUC
iniiatimg 4he irebuest3L8irtimecetyagtesttyldgaciad pricaits udich ABes with respect
actg%ﬁl %%gggtoﬁ%tl&lp 86@(8&9/ \%%}161\{3%? %/%gex%] Q@C%ﬁssgﬁﬁﬁgsﬁagjb%'att least
and employs an analysis component 2 t0 determine whether the enti Yy
initratiad e wded de feeradiad agcdsstarfwatiodEdmovebs s thteupiwifiddor
legRexndeVIFe S ffy DSLRRCEn NBANAYR Sevice to the system 400, access rules,
rights, and regulations should be provided to the central access authority 402 to facilitate
central security regulation. The central access anthority 402 can inchude an intelligence
component 404 that can automatically generate robust access regulations based upon
mferences related to the added automation device and known system configuration.
{0041] As used herein, the terms to “infer” or “inference” refer generally to the
process of reasoning about or inferring states of a system, environment, and/or user from
a set of observations as captured via events and/or data. Inference can be employed to
identify a specific context or action, or can generate a probability distribution over states,
for example. The inference can be probabilistic-that is, the computation of a probability
distribution over states of interest based on a consideration of data and events. Inference
can also refer to techniques employed for composing higher-level events from a set of

events and/or data. Such inference results in the construction of new events or actions

from a set of observed events and/or stored event data, whether or not the events are
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component 322 can include rules provided by the central access authority

302, and can determine whether then requesting entity is granted access

by applying the rules against the request characteristics 320. The rules

can be permanently stored within the proxy 322, or alternatively delivered

to the proxy 316 from the central access authority upon receipt of the

access request 318. Utilizing the system 300 of the subject invention,

access will not be granted to one or more of the legacy devices 310-314
Al ‘i‘d&;‘?‘%"“’igﬁﬁ?%ﬂﬁﬁﬂ‘%&eﬂ HeEes R ainant ey sermsdom one
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includes a central access authority t )élgprow €S accass rufes with
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rules cAsY BE-Rtleast - PatAlY A0VIdeddo dbe septal AGEeRs AUMORY 402 ator
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previdegdaithe p@@fﬁ@é@g&%@ﬁ{?@ﬁ@%@a fafaeliRke, coiReeUtYysis in

regulation. The central access authority 402 can include an intelligence

cOHIHEAR 20U SrRFEiR aateratisipyeilessie Fobinstanceets fafiliesors

basgehupan Jnferencerielrtpdinithe adrieshatiopTaiaa alavcea8d access rules
known system configuration. (O%4%JBAS uggld hereip, the terms to "infer”
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infeiringt glateg:ofratisysiadioeshidinmeent] aoctor russy fierendrsieicatss authority

ob rvatiops as rha tured via everat aqd/or gta. Inference can be
can store.suc i CCESS mle An a a Store 4 .

employed to ‘identity a specific Context or ac Ion, or can generate a

prseBility distributiontolecstateshiortegXath previlhe tinferenusscafeb & proxies 408
Probakilisticsibet 1. he sompyiation, pf.a QU SISHHRYUORLOVL: ey, f
states of ’mtéres? bafse% na cﬁs?dera o%groqg(%ta ang events. In?glr?eﬁ‘é% y, rom

cantatsardfer wstekhnlguescedpreysiidhcompotingsigradudhevents receives
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construction of new events or actions from a set of observed events _
arftPor oYl Ave At wakslaNpRtARY BETBY pHRAHR HRYigFe OF any other suitable entity.

The access request includes request characteristics 420 that indicate various attributes of
the request. The access request 416 can further be associated with a communication 422
that is desirably delivered to the legacy device 412 protected by the proxy 408. For
instance, the communication 422 can relate to a session that is desirably undertaken with
the legacy device 412.

[0043] The proxy 408 receives the access request 416 and utilizes an analysis
component 424 to determine whether the requesting entity 418 can access the legacy
device 412. Particularly, the proxy 408 employs rules provided by the central access
authority 402 to analyze the request characteristics 420 associated with the access request
416. If a determination is made based upon such analysis that the entity 418 is not
entitled to access to the legacy device 412, the proxy 408 will not allow communications

between the entity 418 and the legacy device 412. If the proxy 408 determines that the
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14 correlated in close temporal proximity, and whether the events and
data come from one or several event and data sources. For example,
based upon a current system configuration, identity of an individual
adding the automation device to the system, time device is added to the
system, etc., the intelligence component 404 in connection with the
central access authority 402 can automatically generate robust privileges.

For a particular, example, a particular operator_over time may be, observed
S IR e s et S5t Aol RARAR ) SR Arion
devicesnBytwatdhing:the parpicutd beperatah coveirt e, dhe tintddligendevice 412
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benefits of generating correct access rules and weigh such review
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402 can store such access rules in a data store 406. [00421 The central
AEUBER BBy 4D G sersE S avisetad cdE B A S Y oD detsrgingpthat
Whish @seampiRYRE 16 wiatechiegreyavicasblarRdi 44 4n deBP RN Mevice

from attack and/or mistake. In accordance with the exemplary system .
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workstation, anather automation,device or any ahier suiable epity.The e e
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L Sl AR o
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request 416 and utilizes an analysis component 424 to determine
wiBiEPTBRasIESING T RIS E ih cassesE ah & (Byey Bt writy, with respect
P@r{jgﬂ@égé,yta@vm@xyﬁ% employs rules provided by the central access

[0044] In accordance with another aspect of the subject invention, the activity
sensor 426 can detect tampering with the legacy device 412 and/or the proxy 408. The
proxy 408 can then deliver this information to the central access authority 402, which can
thereafter take appropriate action with respect to the system 400 (e.g., shut the system
down until an authorized operator re-starts the system 400). Similarly, the central access
authority 402 can include an activity sensor 428 and monitor activities of the proxies 408
and 410. If the activity component 428 determines that one of more of the proxies 408
and 410 have been tampered with, the central access authority 402 can perform
appropriate security measures.

10045] Turnmmg now to Fig. 5, a methodology 500 for implementing enhanced
security procedures within an industrial automation system that includes one or more
legacy devices is illustrated. While, for purposes of simplicity of explanation, the

methodology 500 is shown and described as a sertes of acts, it 1s to be understood and
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authority 402 to analyze the request characteristics 420 associated with

the access request 416. If a determination is made based upon such
analysis that the entity 418 is not entitled to access to the legacy device
412, the proxy 408 will not allow communications between the entity 418
and the legacy device 412. If the proxy 408 determines that the 15 entity
418 is entitled to access the legacy device 412, the proxy will enable a
commupnication channel to be opened between the entity 418 and the
|HRESFHERAdRa 1he iRissbipYeRy R0 Wh@’b‘r‘@f@;}’ﬂ@@fﬂfgﬁ‘é‘?ﬁ AEIBIESHRC acts
agtiMityrsaneal A6 fhat imonitpes: actviyheiweemtherantibodldand the
legacy device 412 after communication therebetween has been enabled.
FOPIRYEREY, ThE Sty 'sdHuB B shor Rhitsraies Mo bekwegtie, those

legatstdevicead Widnddheantityd 18 eanteyiev facthokd®eel could alternatively be
i Bénﬁﬁthe entity 418 tq ensure that
W

disconnection, and can.actively s el a2 gsuch
elegacy "412. Bty

rﬁﬂre%fée as 21\ series of uiterr

entity IS"still "communica mé
sefisop4@tmaetdimings:thbicthergyrie lengeedstaciipecemmunitatiotvgy in
bg&yéagn the eﬁlti 41§ ach the g{eoglacy device 412, the proxy can close a

tdance wi ¢ subjecl inven ; .
communication channal therebetween. Further, if the activity sensor 426

filitdtat the eMit§0218ranlos theridysopwdvit 41ocheay devarortier example, the

dhﬁ%&g}f&%ﬁtﬁgai&&?@éﬂl%%&ﬁhﬁ&@iﬂ% tadheceptalaccess APINAO e, the
Thergafter, the central access authority 402 can provide an operator with
nbtifcativhiofgden rarseonnadiomsanticeamn e tanupdale sl tiitjogacy device via

Progadues salating e the fiarenNnection. \Wale Anlydhe RreXY AR ysically

shown to include the analysis component 424 and the activity sensor 426,

it {HBBE U HIKstEB Ykt e Srakyeh 1R BSIIdnRAm? SRiar Thus,
campeRinibalareaRpleyedis Lerneeber WHRIRFQUNIRE SECHTHYNItR. Such an
R e g Sot ncnonce i e,
tasapetingyaithithe legacy device 412 and/or the proxy 408. The proxy
SR eSS BRTLEn b e STl stoeB eI (0, e
4004 ecgueshertrtioe yste dmodowmperrtianiauthaorizedlopeatataonexstarts the, from a
53{%9&1 é%k‘e?%ﬂ?&lﬁis%?a?g Q}t?rs?él%f:giecssfhus, it 15 to be understood that the access
request can be initiated by any suitable source. At 506, characteristics of the access
request are analyzed. Particularly, the access request will be associated with
characteristics such as an identity of an individual or device imtiating the access request,
wdentity of the legacy device to which access is requested, time of request, system state at
the time of the request, and any other suitable characteristics that can be associated with
the request. The analysis at 506 can be based upon access rules provided by a central
access authority. For instance, the proxy can retain access rules relating to one or more
device(s) protected. Thus, upon receipt of the request, the request characteristics can be
analyzed in connection with the retained rules. In accordance with a disparate aspect of
the subject invention, the proxy may inclide insufficient memory to permanently retain

access rules relating to one or more legacy devices. Therefore, the proxy can query a

central data store for appropriate access rules upon receipt of the access request. In such
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authority 402 can include an activity sensor 428 and monitor activities of
the proxies 408 and 410. If the activity component 428 determines that
one of more of the proxies 408 and 410 have been tampered with, the
central access authority 402 can perform appropriate security measures.
[0045] Turning now to Fig. 5, a methodology 500 for implementing
enhanced security procedures within an industrial automation system that
includes gne or more Ie(t;jacy devices is illustrated. While, for purposes of

SR SITERA BRI AR A6 R R RfoCRSIBER b LSRR AN GauBHBisAtee
atberbawtactsuit istenbisiehderstood and 16 appreciated that the subject

inyention is not limited by the order of acts, as some acts mavy, i :
R nce wih TS <l TR Bobt T IR DO A th ancysi
cantifirdithewitipbthée actssr ontethat!sldwy trddesoripgetheitaindéior access
example, those skilled in the art will under§taEpd and appreciate that a
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methodology could alternatively be represented as a series of interrelate
sttt gcorwsvantse pueridest iondy tatcdicidrasat dViarentes. nonallllkstiztddicrmined
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subject invention. [0046] At 502, a proxy is operably Coupled to a legacy

dE& e CEEMeRRIAPIE XY 4pronsFianibisiali e hfaatesis: comntstEdvesi e other

legacys denicedBaaginnarale dnsianegedneh LLRicaR: DG WAS AIELRIVE Tight of
and transmitter, and communicate with the legacy device via a wireless

cORFAUMEERRST CRARSE iR R IERIRYi8 FrttraTes Ry Berihydidally

casRaaiecitthinedegacyiseddnivt) eieiRa PFN RN Pokosted HdBstd
server. Thus, apy communicaﬁfélug(gelivered to the legac

eyice js
o EBBEHPIGN TR Y& S au‘fﬁ?ﬂ%fﬁé%l"a“ti%?\“ﬁéﬁ/‘r’%éY% r‘i%?iBle"y can
whehthe senvelds inithinvesed THe biastyuetes idacesutity gysieme R4k,

A the proyy receives an.access request relating.to the legacy device. .
e o S AR S s oo
devicmafromsgsitey toy oelides fromrandispbagteysistens, ietbuTthusd.itds (92, a
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source. At 506, charactefistics of the acce
in an industrial automation environment, as requiring disparate operators to generate

access rules for disparate legacy devices is burdensome, and can create complex web of
interdependencies between devices, thereby rendering modification of access privileges a
daunting challenge.
[0050] At 604, a request to access an automation system monitored by the central
access secunty is received. For instance, an operator may desire to obtain access
privileges and/or modify access privileges from a workstation that can communicate to

- the automation system. Thus, for example, an operator at an enterprise resource planning
level may wish obtain access privileges with respect to one or more legacy devices. To
obtain these privileges and to facilitate generation of access rules relating to the operator
and the legacy device, the operator first requests access from the centralized system.
6051} At 606, access characteristics can be determined for the user and stored.
For instance, conventional user-name and password techniques can be employed to
authenticate an identity of an operator, and access privileges can be generated based upon

such 1dentification. Further, role in the company of the operator and any other suitable
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request are analyzed. Particularly, the access request will be associated

with characteristics such as an identity of an individual or device initiating

the access request, identity of the legacy device to which access is
requested, time of request, system state at the time of the request, and

any other suitable characteristics that can be associated with the request.
The analysis at 506 can be based upon access rules provided by a central
access authority. For instance, the, rox%/ can retain access rules relating '

to 8 PG SidR ST BrotEcted M HETUBBIF ASEETDPEI I TotilRier ihihe user.
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proXy Ay rduae THRGHE et HeTHOR) 5 arAERSRE Feta e Hite &t gRsgator
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at 506. For example, the access rules utilized by the proxy tan permit or
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specific set of operators. Thus, it can be determined whether access
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varigus. other access rules can be applied, wherein request

AP SR SRS U S IR S bHE OGP i s et rillesageges. and
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should be denietd{,1 tth Sth{:eﬁgroxy can IL}grohibit the rqueste

TOXY 15.2550¢1a W ] entdata storage, such proxy can store the acc les
cgm unication from occurring. If suc a&éss ISTO permi teé’, tﬁeﬁ%%‘

proXlyie dre .@nmmmnmmwﬁoméﬂﬂe_e mthe:&l? ntitoneguestingradcesspacy

and ibe;legany devic e RA4LN QUIHININGIR g ) 100001089 central
for prowdlng aCCE‘SS rules If:l an automation sy em that Inc C es orje or
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PRt FIdiNG RNV BIZRL S CUEBYSIeRN IS ARNENIYAL, device based upon
an analysis of an access request and the provided rules.
[0053] Now referring to Fig. 7, a methodology 700 for automatically providing an
automation component with access rules to enhance system security is illustrated. At
702, a central access authority is provided. The central access authority is employed to
provide access rules to automation devices within an industrial system. At 704, alegacy
device is replaced within the industrial system with an updated automation device. For
instance, the updated antomation device can include sufficient memory and processing
capabilities to include internal security featuses. At 706, replacement of the legacy
device is sensed, and capabilities of the updated automation device are automatically
obtained. For instance, one or more sensors can be employed to determine that a legacy
device has been disconnected and a disparate device has been positioned as a replacement
for the legacy device within the industrial system. Thereafter, a data collection

component can query the updated automation component to determine its capabilities
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in an industrial automation environment, as requiring disparate operators
to generate access rules for disparate legacy devices is burdensome, and
can create complex web of interdependencies between devices, thereby
rendering modification of access privileges a daunting challenge. 100501
At 604, a request to access an automation system monitored by the
central access security is received. For instance, an operator may desire
to obtain access privileges and/or m Pﬂg)i access privileges from a
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and/or mechanisms. However, requests for access to the legacy device should first be
delivered to the proxy. At 808, a request for access to the legacy device that is in
connection with the proxy is received by the proxy. For instance, an operator, another
automation device, a high-level industrial systemn (e.g., an ERP system, ...) can request
access to the legacy device. At 810, the generated rules are utilized by the proxy to
determine whether the requesting entity has access to the legacy device. For example, if
the requesting entity is allowed access based upon the rules, the proxy can enable
communications between the requesting entity and the legacy device via the proxy. If the
requesting entity is not allowed access, the proxy can prevent communications between
the requesting entity and the legacy device. Thus, legacy devices within an industrial
automation system can be associated with security as if the devices were capable of

inchuding security features.
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provide access rules to proxies that are utilized to protect such legacy
device(s). If the proxy is associated with sufficient data storage, such
proxy can store the access rules within the aforementioned storage. At
610, a request to communicate with a legacy device is permitted or
denied based at least in part upon the rules generated by the central
access authority and entered into the proxy. Particularly, the proxy is
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automatlcally updated upon replacement of legacy devices. 10054

TiRgARY w0 G783 arfratlb el 00 It Broliding setumty e’ lElepyinclude
deicas Wi ARl SYRIAN EilllsEaipryad Bdod GRIVEA] AECess

authorlty is
infrastructures. The IT infrastructure can thereafter relay access rules to the legacy

devices 904-908 through corresponding proxies 914-918. The proxies 914-918 are
utilized to prohibit communication to the legacy devices 904-908 unless an entity
requesting access thereto is authorized. Such authorization is based upon rules provided
by the central access authority 902, which can be temporarily and/or permanently stored
within the proxies 914-918. For one specific example, an entity can request access to the
legacy device 904, wherein a request for access is associated with request charactenstics.
The rules utilized by the proxy 914 that protects the legacy device 904 determine whether
access should be granted to the requesting entity. These rules are provided and
implemented by the central access authority 902, While the system 900 utilizes a single
proxy to provide enhanced security for a single legacy device, it is to be understood that a
single proxy can be employed to provide enhanced security to a plurality of legacy

devices.
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provided to facilitate security of an industrial automation system. At 804,
access rules with respect to devices within the industrial automation
system secured by the security system are generated. For instance,
these can be generated based upon operators who are allowed access to
particular devices, roles of operators, device identity, industrial
automation system state, etc. These generated rules can then be
maintained and administered by the central access authority. At 806, a
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access to the legacy device. For example, if the requesting entity Is
alBlistracest Bdecadie/mede YulReirther prsiag tapnamdistey of the system 900.

cquuaRinicationg hetwrenthegaesting anit and ieJegacy deyics Waployed

the proxy. If the requesting entitﬁ is not allowed access, the proxy can .
prOvRtCO HfRREA S Betitdh® tel Astrrdatidc ety 2kt tHe Tegakyrpering.
davige. fbnlisrdegacyeqdavices witkinamindusteial rrutematiomaysiemtdRd to
be assqciated with secyrity as if the devices were capable of including
By REA o5 b RGP TENBIH o 7 S & A getor thefegacy
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datR e HO- 1051959 358G (HIasLSIAtNg {9 112G RIVRINALISHAMerfaces, or at
devices 904-908. For
least control access thereto. For instance, the physical barriers 924-928 (e.g., cabinets
and the like) can be locked by an electro-mechanical lock. The electro-mechanical locks
can then be opened by an appropriate signal from a corresponding proxy 914-918. For a
particular example, an operator can request physical access to the legacy device 906. The
proxy 916 can receive the request and review characteristics associated with the request
m light of access rules provided by the central access authority 902. If access is allowed,
the proxy 916 can generate an output signal that unlocks the physical barrier 926, thereby
allowing physical access to the legacy device 906. Further, sensors can be employed to
ensure that the physical barrier 926 is once again locked. Particularly, after passage of a
pre-determined period of time, the sensor(s) can relay information to the proxy 916
and/or the central access authority 902, and an alarm can be issued relating to the open

physical barrier 926. A physical barrier 930 can also be utilized to protect the central
access authority 902, the data store 910, and the IT infrastructure 912. While Fig. 9
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instance, the central access authority 902 can be utilized to assist in
generating access rules, which can thereafter be stored in the data store
910. These stored access rules can later be accessed by the central
access authority 902 and employed for security purposes with respect to
the legacy devices 904-908 as well as other automation devices within the
system 900. The data store 910 can further store audit information relating
tq the legacy devices 904-908. Audit informatign indicates an identity of
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one specific example, an entity can request access to the legacy device .
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acepsaithedds iﬁffﬁétlwqtydﬁ %g§M‘9H9@a@&§§ﬁﬁé§ ﬂégﬁng to devices within the
system 1000. Particularly, the central access authority 1002 provides access rules
relating to an updated automation device 1004 and a legacy device 1006. The updated
automation device 1004 can include security features internally, while the legacy device
1006 lacks such capabilities. The central access authority 1002 can access and/or store
the rules from/in a data store 1008. Further, the central access authority 1002 can store
audit information associated with the system 1000 in the data store 1008. A terminal
1010 requests access privileges from the central access authority 1002. For instance, the
terminal can be a portable device that is utilized to store access privileges associated
therewith. In a disparate embodiment, the terminal 1010 can directly communicate with
the updated automation device 1004 and/or a proxy 1012 that protects the legacy device
via any suitable network. The central access authority 1002 can authenticate the terminal

1010 (and operatof thereof), and deliver access privileges to the terminal 1010 as well as

corresponding access privileges to the updated automation device 1004, Thereafter, if the
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922 to desirably add an automation device to the system 900 and/or alter
existing access rules utilized by the system 900. For example, an
automation device can be added to the system 900, and the terminal 920
can be employed to enter access rules to be employed by the central
access authority 902 in connection with securing the added device(s). The
terminal 920 can be authorized by any suitable authentication

systemshnethodologies. . Thus, the system 900 of the subject invention, )
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et HE R s Crotie AR b LRA o [BERECEsPHdlsgss provided by
openechiiy-anEppropriate signal from a corresponding proxy 914-918. For

a icular ex le, an tor can request physical access to the

B e GO e B e e L RS A BB rony 1012
cﬂ’ar;ictémitﬁdﬁza@mﬁiaﬂew i/ﬁt‘tamheqm.}uestem jjg‘hﬂ@g@aqaehs Ing®sy device 1006
Proyidad. by, the GEnial AGess AyRoHtY, Qogcéisac%e\%??é%sa Ve fh8red to the
proxy 916 can generate an output S|gna‘? that UnIocks the physica Darrier
926tMe Byl Iswirdyopliysicat stceesmtdishe foghey deviceesQsiEligahem be

SERSAIRE0RE CMRINY¢61@ LDSte At iig RNVSICAl PAIHRLAES #8.Q0%8inal 1010

again locked. Particularly, after passage of a pre-determined period of

i TR SE SO BRI A eEy RO AR XS ENEE D IERY Gedhantrey dd2. The proxy

canralascrRssyautheri 0% rantan alan kAR Le IPsURFFeIAtING IR tREes with

o%ggess privileges stored within the access control Iist 1014, Thereafter, a determination
can be made regarding whether the terminal 1010 should be provided access to the legacy
device 1006. Thus, the system 1000 enables a central security system to provide security
to both updated automation devices as well as legacy devices that reside in a same
industrial automation system.
[0062] Referring now to Fig. 11, a system 1100 that provides enhanced security
to an industrial automation system that includes one or more legacy devices is illustrated.
The system 1100 includes a central access authority 1102 that is employed to provide
access rules relating to automation devices within the system 1100. The central access

authority 1102 conumunicates with automation devices vig an IT infrastructure 1104.

Within the IT infrastructure is a data collection component 1106 that collects data
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physical barrier 926. A physical barrier 930 can also be utilized to protect
the central access authority 902, the data store 910, and the IT
infrastructure 912. While Fig. 9 22 illustrates a particular configuration of
the physical barriers 924-930, it is to be understood that any suitable
configuration is contemplated by the subject invention. 100591 The
central access authority 902 can also be employed to monitor and track
replacement of devices. Particularly, sensors can be employed to. monitor

B Yeoviess AthepHiveatiemif Helick s iesthdbadatesqlictinns ongonent

centmad accasmathiorityic)GR amgenarale,ad alaiicupRitdete mminingidatievices
disconngection. In accordance with.qne aspect of the subject jnyention, the.
TS e e et S A G AR e e RS S AR fogigived t
oproieteadt theyleigacy: delicksn? 042900t seatiityiipalicy aprecluslesll as monitor
unexpected disc ion and/or replagement, device communication can, .
e e A TR o e v
Lﬂ@@(pmmd%p lsbriiert s nililowab Ibi_ é@c&atdirfgtﬁcjﬁ“esmnqstj@ieiéb?ﬁzed by the
Provided &y tBg.capita! t%@%?&?fﬁ%@ﬂ%&?%ﬂ HgHRdR feato MR  cgacy

checked, and if an adequate substitute, communication relating to such
désxiee ddhlbe enabled and the alteration in the system can be logged.

Adhgzed users (§QenthgdeTainal AN RYEH NS SRAUIIN RGeS Bbonent 1112
interacting with the central access authority 902 as described above.

1866 EenilnTRR A6t 2dcriGY fovisR elntigtargolipsticr cropwirat bHip san be aware
eptRIRyadpin-eaRAEGHANWIH dheupubiectinvention isdiksteatad 126 capabilities,
system 1000 includes a_central access authority 1002 that provides
ALUEESRRSE FRTa NG 1 4h6i LRI N SR EOFRPLE6D. Héﬁi&%ﬂéﬁ‘f‘fﬁ@e that
cartipiacebss authoritychgRadgpoMdesaccess tulesatelatingyteratedures.

u gateg[l autor&ation oglvice 1&)04 and. ale a%/ de\{'ce 1006. . The.u daie
au

Bation HeViee 100 EAR IR 68 R iifledinatia Y, Wit ffig access

legdoyiteVide ©006 lpdkedactveapabititieportie teliirekabedsidutiarityre 1104.
1%1%:8@%13%%%%&@? g{g raﬂ?er %StﬁQ& E)lf” %%%n%/&pig‘%%%ata{g ]B%Q%d automation

Furthe e central ac QSS au pnty ( n store auditin srmatlon
asswerateet With b syt stootintfurdatiasfore: sE08 A tRimn@l 2 1040y

rﬁsﬁgﬁﬂtj ?ﬁgeﬁﬁi@ﬁi}@ég&%é QB NECERTALAGEET R AHIDRERAL PO fo0r
implementing various aspects of the imvention includes a computer 1212. The computer
1212 includes a processing unit 1214, a system memory 1216, and a system bus 1218.
The system bus 1218 couples system components including, but not limited to, the
system memory 1216 to the processing unit 1214, The processing unit 1214 can be any
of various available processors. Dual microprocessors and other multiprocessor
architectures also can be employed as the processing unit 1214,
[0065] The system bus 1218 can be any of several types of bus structure(s)
including the memory bus or memory controller, a peripheral bus or external bus, and/or
a local bus using any variety of available bus architectures including, but not limited to,
11-bit bus, Industrial Standard Architecture (ISA), Micro-Channel Architecture (MSA),
Extended ISA (EISA}, Intelligent Drive Electronics (IDE), VESA Local Bus (VLB),

Peripheral Component Interconnect (PCI), Universal Serial Bus (USB), Advanced

25



terminal can be a portable device that is utilized to store access privileges
associated therewith. In a disparate embodiment, the terminal 1010 can
directly communicate with the updated automation device 1004 and/or a
proxy 1012 that protects the legacy device via any suitable network. The
central access authority 1002 can authenticate the terminal 1010 (and
operator thereof), and deliver access privileges to the terminal 1010 as
well as correspaonding access privileges to the updated automation device

1565 MR dih e P ther s b frRinBrtEd MRy frReh iR it s ap adeida bus
agtharity A)08Rd iean compawnisasemitihithespdatsd automation device
1004 via the ceptral access authority 1002 (e.g., the central access .
s 009 RIS R A G R hggnvoltile
comnumitEo Mhébihe ugdaiadimutgmatighb HeviceohODdhg tha ldisipataties to
embodiment, the terminal 1010 can retain the access privileges, and.
o B e T R er P S oiting strtup
18GkrEdmexamplidthe apdatéd?d uidynmetip o téhvigst 00 Lndan rEquestthe

o ) ) ; ;
aLGER oY E‘?&S&?ﬁ%@f‘ o RS T ORI Qgrﬁn&lﬁa [ﬁ) g%gr’%ﬁ?gie ROM

authority 1002. As such privileges are stored on the

téﬁﬂfﬁM)mm%wﬂwr@@m@m@ewﬁé’%hﬁtﬁéwmdrmﬁ%%ﬁ
dgyi &Qﬁ Jhgsﬁr}ﬁé}ﬁﬂy.a%lmﬁ@%ﬂ%ﬂﬁ?z%@%ﬁﬁi%@ﬁ?ﬁf&ﬂ%%cess memory

whether to allow communications with the terminal 1010 ba_sed@%ion the
adt 830 pribirdpdspotidends thbeupenatsy: dBtonmtRIH Haiaten pphey Hidtation,
cefali aecasHRUD AT, 10RR:anthibesercasmprivitegas pramised hynther AM
terminal 1010. [00611 The terminal 1010 can obtain access privileges

N (BEGORAM),

r&[3Ag T THREBraRsrE AN APEAHY, e AR FOY
acRess ANvEgestElRRegas\sdesitakl DR\ KIqeT thr RNiral@aResSR ambus

aWi%ﬁ%ﬁThese access privileges can be delivered to the proxy
1 and's ore&'on an access control list. Further, the access privilege

céiby providétgpthe texMinab10d0dand storedlintennaiycthdiejvolatile/non-
Thereatfter, the terminal 1010 canr st.a.communication with the
| va a?ﬁle comcpueteé 6@1’& etﬁlée:clha. Cf%g_[ f&gﬁfﬁratesér)%r ?ﬁfﬁﬂe a X\IISE( SEO[{%G 1224.

egacy device 1006 Vi proxy e pr can query
tepmknsipfegats’dddeskhigrivitasnahiingdrd par desiets pkivilegeswiithdisk deiss,

S'ﬂ%ﬁ%?%ﬁg%@g, Y%&B'é'ﬂﬂb& ?&C&%?%f&)ﬂil}'é} ﬂ'@éﬁﬂ%& qﬁ@ﬁ rﬁemow card, or
etermination
memory stick. In addition, disk storage 1224 can include storage media separately or in

combination with other storage media including, but not limited to, an optical disk drive
such as a compact disk ROM device (CD-ROM), CD recordable drive (CD-R Drive), CD
rewritable drive (CD-R'W Drive) or a digital versatile disk ROM drive (DVD-ROM). To
facilitate connection of the disk storage devices 1224 to the system bus 1218, a
removable or non-removable interface is typically used such as interface 1226.

[0068] It is to be appreciated that Fig. 12 describes software that acts as an
intermediary between users and the basic computer resources described in suitable
operating environment 1210. Such software includes an operating system 1228.
Operating system 1228, Which can be stored on disk storage 1224, acts to control and
allocate resources of the computer system 1212. System applications 1230 take
advantage of the management of resources by operating system 1228 through program

modules 1232 and program data 1234 stored either in system memory 1216 or on disk
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can be made regarding whether the terminal 1010 should be provided
access to the legacy device 1006. Thus, the system 1000 enables a
central security system to provide security to both updated automation
devices as well as legacy devices that reside in a same industrial
automation system. [00621 Referring now to Fig. 11, a system 1100 that
provides enhanced security to an industrial automation system that

includes mor le ac evic illustrated. The system 1100
S 4 Kol KRB aePs b‘?ﬂfrﬁf 5?& HhFiL BB fPprgRlanented with
aeaésasruﬁmmrelgﬁmgemmﬂ@nmlﬁm@ev|@fe@mﬂt1mgth@ﬁmem 1100. The
| access authon 1102 communicates with automation deV|
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cmppbqimmeiﬁ)daiﬁaﬂnmiwmdmam redatihg boldevicgsiwitleintthe pysten
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capabllities, interconnéctions, an |ker lating %0 automation devic
witkiire thsl Sipsel e 1500 scpmacsy §7é i 0arfu dimieirichndes @zg;t@ixvmmera,

thatisHillized i weoiect alegacydaviesddQ-liem unauthesise Ehrocessing it

communication/access as well as monitor the legacy device 111

talApeHigushdhgisEBrmdutiol: IBorristafaes Hoasehtif ddareacepori(s) 1238

commairrtewipithe sl@:gﬁ%ﬁeyﬁﬁ'alﬂ%ﬁuﬁ%ﬁﬂ@%f“%l@ﬂ%ﬁp@rsal serial bus
authorized by the pro ﬂ\]/ 1108. Otherwise, the proxy 1108 blocks all

cOHRUn{CARBHSTOIeRER 0 assamael ks 1nie LippBBROTR asBId device(s)
11086futthey, Relsdaspa) wpml@@:aui@ﬁ&tm&m@ﬂ” getbll o hatputer 1212,
rec tIy replaced a legacy device. Th collection comp t 1106 )
R S R e il s PR Bt L it adapter
cdiponentviddPioi lcapatbitiite sheirtarconne cligns, denid ¢h ¢ Jikeli lhe diders,

C Ilga ion co éaonent 1106 ca det rq(r]Je that1 L&)ugglc ated automatio

CIs, {CTs néeo er out ev1%e 8 uare QﬁGCla[P adapters.
ponent Internat securi procedures ere

SlTéh: Qemmﬂtad@rtwemﬁésmmnéan@MtzﬂaHyapmRi@dlbyiﬂMaiem,raideo and
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IT infrastructure 4. In accordance with a disparate as

subfen P htich, theeipd b ackest dmbabar devissentor s1steerioialeipes provide

SeRMID BRI BLeR (aPASINtaY8. LRI AtINGHR BB Yrer(s) 1244,
[0070] Computer 1212 can operate in a networked environment using logical
connections to one or more remote computers, such as remote computer(s) 1244, The
remote computer(s) 1244 can be a personal computer, a server, a router, a network PC, a
workstation, a microprocessor based appliance, a peer device or other common network
node and the like, and typically includes many or all of the elements described relative to
computer 1212. For purposes of brevity, only a memory storage device 1246 is
illustrated with remote computer(s) 1244. Remote computer(s) 1244 is logically
connected to computer 1212 through a network interface 1248 and then physically
connected via communication connection 1250. Network interface 1248 encompasses
communication networks such as local-area networks (LLAN) and wide-area networks
(WAN). LAN technologies include Fiber Distributed Data Interface (FDDI), Copper
Distributed Data Interface (CDDI), Ethernet/IEEE 1102.3, Token Ring/IEEE 1102.5 and

the like. WAN technologies include, but are not limited to, point-to-point links, circuit
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[0064] With reference to Fig.12, an exemplary environment 1210 for
implementing various aspects of the invention includes a computer 1212.
The computer 1212 includes a processing unit 1214, a system memory
1216, and a system bus 1218. The system bus 1218 couples system
components including, but not limited to, the system memory 1216 to the
processing unit 1214. The processing unit 1214 can be any of various
available processors. Dual microprocessors and other mult%(i)cessor

aPehiEoSg R ek dile b ERdys e U HBLREEH Al PR Dandbations
Thesysigarkisd2dbtanbeodny afspyaral &@@&m&bu&s&rwﬁ (s)

g the memory hus or memo C ller erlp us o
R e e R SRS ) ST Bt UM B B softeare
acciylegtidrescineluclirig; :lmﬁmdt fimnit€addd 24K b mblbss IrnilSstWah Btamaarchication
Archite tur I nel rchjtecture d ISA
b S R SR R Bk oy SR s e
P@rtpheiad) Conpuondntl htéco haslet R G [ Wwhniveeseds8orial Busi¢biBBfo the
AQX%?E%%%%@@H%%@%&@%’ R ‘?‘E% @Mﬁfy'\’lﬁm%g A emal

International Association bus ( ma Computer Systems

IrfesHack{SCSHh ﬁsos&ﬂerkﬁelwgméﬁg mémriﬁhezm@%gm@@m@atﬁec&bfe modems
MEPeIy 1228800 RenValale - Nam e d 4. AHie basic input/output

system (BIOS), contalnlng e basic routines to transfer information
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stpreglintRamakatilesmerryiddan By Wayk-aliillystratioamandmplludes one or
I|m|tat|0{'| nonvolatile memory 1222 can include read only memory

(FRRSRRC BPEGTR AN IS R RA ﬁdﬁn‘jﬂ%k&hﬁﬁﬂ'ﬁfﬁrﬁ&%ﬁ%\mﬁp&w threads,
(EP(R@M)% Mﬂﬁﬁgwe&mplqmﬁﬁt&ﬁ ERRQM).iadlfldshomematyte server(s)

Volatle-pemony 1520 cludes random access, mermpny (RAVD, WEH s,

cts'as externa € mMemory y way ration and Hot tirmit
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transmitted between two or more computer processes. The system 1300 includes a
communication framework 1350 that can be employed to facilitate communications
between the chient(s) 1310 and the server(s) 1330. The client(s) 1310 are operably
connected to one or more client data store(s} 1360 that can be employed to store
information local to the client(s) 1310. Similarly, the server(s) 1330 are operably
connected to one or more server data store(s) 1340 that can be employed to store
formation local to the servers 1330.

[6073] What has been described above includes examples of the subject
invention. It is, of course, not possible to describe every conceivable combination of
compornents or methodologies for purposes of describing the subject invention, but one of
ordinary skill in the art may recognize that many further combinations and permutations
of the subject invention are possible. Accordingly, the subject invention is intended to
embrace all such alterations, modifications and variations that fall within the spirit and

scope of the appended claims. Furthermore, {o the extent that the term “includes” 1s used



[00671 Computer 1212 also includes removable/non-removable,
volatile/non- volatile computer storage media. Fig. 12 illustrates, for
example a disk storage 1224. Disk storage 1224 includes, but is not
limited to, devices like a magnetic disk drive, floppy disk drive, tape drive,
Jaz drive, Zip drive, LS-100 drive, flash memory card, or memory stick. In
addition, disk storage 1224 can include storage media separately or in
combination with other storage medla including, but not I|m|ted to, an
oPtitiAR TSR Qiiirdled AR UoRdth Pt K- R ‘gavite R Bgusive ina
resardatiendeiy e, (EOxRDrdeR) pSdh gewyitabiepetive’ (G;Dn{%bivr@w/eahaﬁ amployed
digital versatll dlsdeOM drive (DVD-ROM). To facilitate connection of
ﬁ% BISSIPRY LG, I35% (o the system bus 1218, a removable or
non-removable mterface is typically used such as interface 1226. [00681 It
is to be appreciated that Fig. 12 describes software that acts as an
intermediary between users and the basic computer resources described
in suitable operating environment 1210. Such software includes an
operating system 1228. Operating system 1228, which can be stored on
disk storage 1224, acts to control and allocate resources of the computer
system 1212. System applications 1230 take advantage of the
management of resources by operating system 1228 through program
modules 1232 and program data 1234 stored either in system memory
1216 or on disk 26 storage 1224. It is to be appreciated that the subject
invention can be implemented with various operating systems or
combinations of operating systems. (0069] A user enters commands or
information into the computer 1212 through input device(s) 1236. Input
devices 1236 include, but are not limited to, a pointing device such as a
mouse, trackball, stylus, touch pad, keyboard, microphone, joystick,

game pad, satellite dish, scanner, TV tuner card, digital camera, digital
video camera, web camera, and the like. These and other input devices
connect to the processing unit 1214 through the system bus 1218 via
interface port(s) 1238. Interface port(s) 1238 include, for example, a serial
port, a parallel port, a game port, and a universal serial bus (USB).
Output device(s) 1240 use some of the same type of ports as input
device(s)
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1236. Thus, for example, a USB port may be used to provide input to
computer 1212, and to output information from computer 1212 to an
output device 1240. Output adapter 1242 is provided to illustrate that
there are some output devices 1240 like monitors, speakers, and printers,
among other output devices 1240, which require special adapters. The
output adapters 1242 include, by way of illustration and not limitation,
video and sound cards that provide a means of connection between the
output device 1240 and the system Bde Y4B, It should be noted that
other devices and/or systems of devices provide both input and output
capabilities such as remote computer(s) 1244. 100701 Computer 1212
can operate in a networked environment using logical connections to one
ofl more fetpatencbnn fadiditatesucih as ¢é reotei comitutes(s) i34k, il trial

remote com utergI 12t44 can.be a personal computer, a server, a router,
aut(gma O VIO elr(l c?mﬁrlsur}%: .
a networ , @ workstation, a microprocessor based appliance, a peer

device or otiier] conemanthettyorikat rodedmd¢hessdikecandatypidallylinolydésice;

or all of the elements described relative to computer 1212. For
purposes of brevity, only a memory storage device 1246 is illustrated with
remote COMPUEHSYEERNAS PRerirsrs conepateh®) d24s5 isqugitdikgeted to the legacy
coRpreterk i oamIeh el 2 brouahaneverk interface k%48 l%@gﬁtg%ast in part

physically connected via communication connection 1250. Networ
int@FAcBUTAGTs R BisstessTHitivhthpatiemh Hetwdtkessuch as local-area
networks (LAN) and wide-area networks (WAN). LAN technologies

include Fiber Distributed Data Interface (FDDI), Copper_ Distributed Data
Interface! (€ DI EthEHBEBEPIT0L S PORSTRMEHEER w185 BdAdhe legacy
the:like. BAldNatechnalqgie el uBa bitisfiesnat diniteddospaiRt-tadoaiiceess
Iinkrc,‘, circuit 27 switching networks like Integrated Services Digital

NEtWIrks (ISDN) and variations thereon, packet switching networks, and
Digital Subscriber Lines (DSL). 100711 Communication connection(s)

1250 refers to the hardware/so re, employed to connect the netwogk .. .
tertace LB I B D6 VU e S SR LR S ceny
sted v ol tif ustrativecclesitssingidienomplites 1220y itavare aldochBoertamaination
to,pRRRRKIRL 247 NA AN JIEAROMWRTP SRR SAM IO FORREIPN 120G rite

request, a write-only request, and a time the access request was received by the proxy.

4. The system of any one of the preceding claims, the proxy disables access upon

mactivity of a pre-determined time.

5. The system of claim 4, the inactivity is based upon a lack of data flow.

6. The system of claim 4 or 5, the inactivity is based upon a link-level disconnection
notification.

7. The system of claim 6, the inactivity is determined by pinging an entity that

requests access.
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network interface 1248 includes, for exemplary purposes only, internal

and external technologies such as, modems including regular telephone
grade modems, cable modems and DSL modems, ISDN adapters, and
Ethernet cards. 100721 Fig. 13 is a schematic block diagram of a
sample-computing environment 1300 with which the subject invention can
interact. The system 1300 includes one or more client(s) 13 10. The

client(s) 1310 can be hardware and/or software (e.g., threads, processes,
cOmputihBedeviesy ! TRecssREMeIorraiis HHiltes SREBPHIIEISe e qeess
1330edthe server(s) 1330 can also be hardware and/or software (e.g.,
threads, processes, computing devices). The servers 1330 can house
threads to perform transformations by employing the subject invention, for
esampleHIsespRassibia comn mUhicptiondatween atlinrnake asda initiates the
server 1330 can be in the form of a data packet adapted to be transmitted
batwaeh ie or more computer processes. The system 1300 includes a
communication framework 1350 that can be employed to facilitate

cogmury %tsloaémbg W& enn‘ého ﬁglg nxtc(:% 1{311%1%{111(1:13%3 T 58? 1§I%Qat-lrohedevice
client(s) 1310 are opergb?y connected o one oF more client data store S)
18@0nhstsdhn preemployed to store information local to the client(s) 1310.
Similarly, the server(s) 1330 are operably connected to one or more

server data store(s) 1340 that can be employed to store information local

td the setrerystgBOITOD73E Wike Pres deehcdusiss Bsd Hs\ae imaltdeafion device
examplesof the subject invention. Itis, of course, not possible to describe
every conceivable combination of components or methodologies for
purposes of describing the subject invention, but one of ordinary skill in

the art may: Keeeenize sl nmamy: fwibrricombinaiians anehparaufalions.

of the subject invention are possible. Accordingly, the subject invention is
intended to embrace all such alterations, modifications and variations that
falBwithimib eyspitit @hdaisc o perof Xhid append echetaimsn iy it 18 atbaccess
the exentihat e (erm clides is.used 28 n cifher e detailed

dBSCI‘IptIOn or the cféims, Shich term i< mtended to be inclusive in a
manner similar to the term "comprising” as "comprising” is interpreted

wign er‘i@@é’%‘?em of any one of the preceding claims, an IT infrastructure device

comprises the proxy.

15.  The system of claim 14, the IT infrastructure is one or more of an intelligent

switch, a firewall, and a router.
16.  The system of any one of the preceding claims, a server comprises the proxy.

17.  The system of any one of the preceding claims, the proxy is configured to regulate

access to a plurality of legacy devices.

18. The system of any one of the preceding claims, the proxy device is associated

with a sensor that monitors whether the legacy device is connected to the proxy.
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as a transitional word in a claim. 29 CLAIMS 1 A system that facilitates
enhanced security with respect to an industrial automation environment,
comprising: a central access authority that provides access rules relating
to a legacy device; and a proxy that receives the access rules and an
access request directed to the legacy device, the proxy determines
whether the access request is permitted based at least in part upon
characteristics of the access request and the access rules. 2. The system
of tlaim Betmesisia ey oiadtof hebmitdstidsdeiids ardasechstHategacy
device based at least in part upon characteristics of the access request
and the access rules. 3. The system of claim 1 or 2, the characteristics

cOPhpristeeREERdHe Biad Sty hersrrantyrlgt duilfg e sl an

idgplibaedithestggacy device, a location of origination of the access

request, a location of the legacy device, a read-only request, a read/write
request, a write-only request, and a time the access request was received
bylithe proxyydteihel systene of dryporedaighéaprecedipgelaimapti@qarexyith one
cisables aceges woon, inactivly ofa pre-determined dme, 3, Jhe system

of claim 4, fhe hac |vﬁy IS based upon & 1ack of data flow.16. The system

of claim 4 or 5, the inactivity is based upon a link-level disconnection

noificatign. £, Lhe e, ole I%c@a&g@ﬁ‘iﬁw&yti%gsﬁﬁqpi@aﬁawaut?omy
pinging an entity that réquests access. 30°8. The system of any one o
theopreea dingieramidarbpeiataranitizne sitheratees Shadda esexg fnhbeen

sysiemetepY:enee! the.preceding claims, an automation device initiates '
the

23, An antomation security system for an industrial system, comprising:

a central access authority that generates access rules relating to a legacy device
within the industrial system; and

a proxy that one of permits and denies access to the legacy device based at least in

part upon the generated rules and charactenistics associated with the request.

24. A method for enhancing security i an industrial automation system that includes
one or more legacy devices, comprising:

associating a legacy device with a proxy, the proxy receives access rules relating
to the legacy device; and

receiving an access request relating to the legacy device, aceess is one of
permitted and denied based at least i part upon the access rules and characteristics

relating to the request.

25.  The method of claim 24, further comprising:
relaying access privileges to a remote terminal,
connecting the remote terminal to the proxy; and
one of permitting and denying access to the legacy device based at least in part

upon the access privileges within the remote terminal and the access rules.
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access request. 10. The system of any one of the preceding claims, an
inline communication device comprises the proxy. 11. The system of any
one of the preceding claims, the inline communication device is a dongle.
12. The system of claim 11, the dongle is fitted external to the legacy
device. 13. The system of claim | | or 12, the dongle is permanently
attached to an access port of one or more of the legacy device and a
remote terminal. 14. The system of any one of the preceding claims, an IT
infrastructure device comprises the proxy. 15. The system of claim 14,
the IT infrastructure is one or more of an intelligent switch, a firewall, and
a router. 16. The system of any one of the preceding claims, a server
comprises the proxy. 17. The system of any one of the preceding claims,
the proxy is configured to regulate access to a plurality of legacy devices.
18, The system of any.one of the pr ce%i/?] claims, the proxy device is
agé‘ocia@ie W%Oél Szﬁé%’?‘ﬂ%‘% i i’t%“?g ¥ %ﬂﬁl@mﬁlélgegacy device is
connectadtidtiegprbxihed 1htdeaag dyatens abalaioned 8 the mengpsid a
link-level mechanism. 20. The system of claim,18 or 19, the, sensor
monitore e aady dicr SRR CE LB el B SRS s,
odewhtletpteceding claims, the proxy communicates with one or more of

a disparate proxy and a server upon detection of tampering. 22. The

system of any one of the preceding claims, the central security authority
nionitord Heenskbry oAk tizetidh e 2akBrthgioreaeriminmngariaabes proxy and the
has heandisconnesiagfiam the legacy device. 23. An automation

security system for an industrial system, comprising: a central access
authority that generates access rules relating to a legacy device

28.  The method of claim 27, further comprising unlocking a lock associated with the

physical barrier upon receipt of a signal from the proxy.

29.  The method of claims 24 to 28, further comprising logging audit information

relating to the legacy device.

36. The method of claims 24 to 29, further compnising:
sensing that a legacy device has been replaced; and
automatically providing security relating to a replacement device upon obtaining

characteristics of the replacement device.

31.  Anenhanced security system, comprising:

means for associating a legacy device with a proxy;

means for centrally providing the proxy with access rules relating to the legacy
device; and

means for determining whether an entity requesting access to the legacy device

should obtain such access.

33



within the industrial system; and a proxy that one of permits and denies
access to the legacy device based at least in part upon the generated
rules and characteristics associated with the request. 24. A method for
enhancing security in an industrial automation system that includes one
or more legacy devices, comprising: associating a legacy device with a
proxy, the proxy receives access rules relating to the legacy device; and

32recelvingiany aeeessciRAVesikalatingfadhe:legacy device, access is one of
permitted and denied based at least in part upon the access rules and

charaGEBHEHRE I AHRGTL (B BRILSS S8 ehuisdiBinsreantesd fariserand
comprising: relayingaecass ROMISIRSLO AdemoiedarminflescOnneetii@et v a

the remote. terminal to the proxy; and one of permiting and denyin .
foclfae L TRty BRURE BLBEPS BHEPTH i ‘6P0H thiPdc Bage eauesting
acqueivile geseyithinithecaimotk! términaldnd the adtaesbatlest 32p26.1pbe a location

of fHee ac?tgl“OffE!(a)‘y.ngzé i 'e?télf%ﬁ:eeéc%gsrp ?é'su'%%@? 5 'l%)!.?!l%%n\/\{) H&‘ﬁg Eggv device.
egacy device is connecte to the proxy; an generaﬁng an alarm {Hpon a
determination that the legacy device has been disconnected. 27. The
method of claims 24 to 26, further comprising protecting the proxy and the
legacy device via a physical barrier. 28. The method of claim 27, further
comprising unlocking a lock associated with the physical barrier upon
receipt of a signal from the proxy. 29. The method of claims 24 to 28,
further comprising logging audit information relating to the legacy device.
30. The method of claims 24 to 29, further comprising: sensing that a
legacy device has been replaced; and
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automatically providing security relating to a replacement device upon
obtaining characteristics of the replacement device. 31. An enhanced
security system, comprising: means for associating a legacy device with a
proxy; means for centrally providing the proxy with access rules relating to
the legacy device; and means for determining whether an entity

requesting access to the legacy device should obtain such access. 33 32.

A factory floor security system, comprising: a central access authority that
provided SEtERAHEYARGD § RS HAER: S B Pl R EOACY
receives the access rules and @n@ELESENERIEST BAlE respect to a factory
floor device; the proxy determines whether the factory floor device

requesting access to the legacy device should obtain such access; based

at least in part upon a location of theB&g®s/Ibor device initiating the

access request and a location of the legacy device. 34 CENTRALLY
MANAG : - SECURITY FOR LEGACY AUTOMATION

SV STENS ALY Lk ST SR sty Mty s
redjieentyaatingeRIal cumpntst onasavirdpmenthebimprisestadigyacy industrial
deuies, Hah syeriatans within-andodusitial AVIAMAlon SSIERRNAA 1o a proxy.
central access authority that provides access rules to a proxy. The proxE/’
rebRE T (st EsPetiast WiBetbd ter trbiteudy saevidey maduiubistenimass
WhBHIRE R AGR8SSIRAVERISRaTRN e pasrd 2t leAst IRRAThAMROR stics of the
characteristics of the access request and the access rules provided by

th@%@ﬁﬁ%vﬁ%@&tgﬁﬂ%ﬁﬁ rglgs provided by the central access authority.

FiGg. 1

35



