PACKET PROGRAM COVPONENT DETECTOR This invention relates to apparatus for
sel ecting audi o/ video program conponents froma signal streaminclu /JP
pluralify of time division multiplexed prograns, each of which has
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15 such as with transform processing, packaging the components in
transport packets to provide a level of noise immunity, and
transmitting the compressed components as pulse amplitude
modulated, PAM, signals such as QPSK or QAM signals.

Compression processes are sufficiently efficient - that

20 several programs may be transmitted in a single analog television

- signal frequency band, a feature which can expand the limited
resources of cable television and direct broadcast satellite DBS,
operators. A direct broadcast satellite system developed by
Thomson Consumer Electronics and to be introduced in 1994, time

25 division multiplexes a plurality of television programs onto each
transponder of a satellite system. Each program may include a
plurality of signal components such as a video component, one or
two audio components, a data component for user interaction with
the program or program provider, and possible other auxiliary

30 components. Each component is provided in packet form with
each packet including a component payload and a component
identifier SCID. SCID's are simply binary numbers. In order to
provide maximum system flexibility, the SCID's assigned
respective components -for the same program are different.

35 Respective receiver devices therefore require
apparatus to select appropriate component packets from a
received signal stream: in order to- compose a transmitted
program'. _ o




t he program or program provider, and possible other auxiliary 30
conponents. Each conponent is provided in packet formw th each packet
incl udi ng a component payl oad and a conponent identifier SCID. .SCID s are
sinmply binary nunbers. In order to providg. maxi numsystemflexibility, the
SCID's assigned respective conponents for the same programare different.
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Output signals from the respective comparators control the

utilization of the respective signal component packets in the signal
15 stream. '

BRIEF DESCRIPTION OF THE DRAWINGS
The invention will be described with reference to the
drawings, wherein: ' '
FIGURE 1 is a pictorial representation of a time
20 division multiplexed packet television signal;
FIGURE 2 is a pictorial representation of respective
signal packets; | :
FIGURE 3 is a block diagram of a receiver for selecting
and processing packets of multiplexed component signals
25 embodying the present invention;
FIGURE 4 is a logic schematic dlagram of a bank of
SCID detectors;
FIGURE 5 is a block diagram of exemplary decryption
apparatus for element 16 of FIGURE 3;
30 FIGURE 6 is a block diagram of exemplar memory
- management circuitry which may be implemented for element 17
. of FIGURE 3; and _
- FIGURE 7 is a schematic diagram of prioritization
circuitry.
35 FIGURE 1 shows a signal stream consisting of a string
of boxes. which- represent. signal packets which are components of
a plurality of different television or inmteractive television
programs. These program components are assumed to be formed



1 5 ‘stream BRI EF DESCRI PTI ON OF THE DRAW NGS The invention will be
described with reference to the drawi ngs, wherein: FIGURE 1 is a pictorial
repT esentation of a time 20 division nultiplexed packet television signal;
FIGURE 2 is a pictorial representation of 3r-especti ve si gnal packets; FI GURE

3 is a block djagram of ce r for eI ecting and prqcess acket s of
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or interactiygpedeRti ¢ided, PARMOATS - addies 2 Rndddam CEOTRPBRGHE dFCprSsiaRed to
be formed 3.” In the upper line of the string of packets the respective
components of a- particular program are shown grouped together.

10 However there is no necessity of packets from the same program
being grouped as is indicated by the packet sequence shown in
the middle of portion of the string of packets. Nor is there any
particular order for the sequence of occurrence of respective
components.. '

15 The string of packets shown in FIGURE 1 represents
three time division multiplexed programs, program 1, PR1, and
programs 2 and 3, plus packets representing a program guide
(packets D4). The program guide includes data which interrelates
program components. The respective program components are

20 assigned identifiers substantially independent of the program, and
each component has a different identifier, SCID.  For example
SCID's assigned to the video, audio and data packets of program 2
may be 101111000110, 001101000111, and 101010101010
respectlvely

25 The respective packets are arranged to include a
prefix and a payload as shown in FIGURE 2. The prefix of this
example includes two 8-bit bytes comprising five fields, four (P,
BB, CF, CS) of which are 1-bit fields, and one (SCID) of which is a
12-bit field. For purposes of this description, only fields CF, CS

30 and SCID are of interest. The SCID field is of course the signal
component identifier. The field CF contains a flag to indicate
whether the payload of the packet is scrambled, and the field CS
contains a flag which indicates which of two alternative
unscrambling keys is to be utilized to unscramble scrambled

35 packets. The prefix of every packet is packet aligned, thus the
location of the respectlve fields are_ easily identifiable.

FIGURE '3 illustrates the ‘packet detector as it relates to
various elements of a digital television receiver. Signal is detected



of conpressed data and as such the quantity of video data for respective

i mages is variable. The packets are of fixed | ength. Packets with letters
‘having l'i ke subscripts represent conponents of a single program For
example, Vi, A, D represent video, audig.5 and data packets and packets
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15 transferred from the FEC 12.

The detected frequency band may contain a plurality
of time division multiplexed programs in packet form. To be
useful, only packets from a single program should be passed to
the further circuit elements. However the user has no knowledge

20 of which packets to select. This information is contained in a
program guide, which in itself is a program consisting solely of
data which interrelates program signal components through
SCID's. The program guide is a listing for each program, of the
SCID's for the audio, video, and data components of respective

25 programs. The program guide (packets D4 in FIGURE 1) is
assigned a fixed SCID. When power is applied to the receiver, the
microprocessor 19 loads the SCID associated with the program
guide into one of a bank of similar programmable SCID registers
13. The SCID field of the prefix portion of respective detected

30 packets of signal from the FEC 12 are successively loaded in a
further SCID register 14. The programmable registers and the
received SCID register are coupled to respective input ports of a
comparator circuit 15, ‘and the received SCID is compared with
the program guide SCID. If the SCID for a packet matches the

35 program guide SCID, the comparator 15 conditions a memory
controller “17' to 'r'iot;"_te ‘that packet to a predetermined location in
the memory 18 for use by the microprocessor. If the received
SCID does not match the program guide SCID, the corresponding




12-bit field. For purposes of this description, only fields CF, CS 3 0 and
*SCID are of interest. The SCID field is of course the signal conponent
identifier. The field CF contains a fla§-to indicate whether the payl oad of
t he packet is scranmbled, and the field CS contains_a, fla}g whi ch i ndi cates

whi ch of tpacket dsnsimply duspedivl Thg rlgments 43-bd i jeffectqCORBRSE anbl e
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corresponding component signal processing paths.
Received packets of audio, video or data program

15 components, for a desired program, must ultimately be routed to
the respective audio 23, video 22, or auxiliary data 21, (24) signal
processors respectively. The exemplary system of FIGURE 3, first
routes the respective packets to predetermined memory locations
in the memory 18. Thereafter the respective processors 21-24

20 request the component packets from the memory 18. It should be
appreciated that the signal components are compressed and that
decompression devices do not require input data on a continuous
basis. Routing the components through the memory provides a
measure of desired signal throttling.

25 The audio, video and data packets are loaded into
predetermined memory locations to enable the signal processors
easy access to the component data. In order that the appropriate
packets get loaded in the appropriate memory areas, the
respective SCID comparators must be associated with those

30 memory areas. This association may be hardwired in the memory
controller 17, or the association may be programmable. If the
former, specific ones of the programmable registers will always be
assigned the audio, video and data SCID's respectively. If the
latter the audio, video and data SCID's may be loaded in any of the

35 programmable registers, and the appropriate association be
programmed 'in the memory control. 17 when the respective SCID's
are loaded in the programmable “registers.



1 5 transferred fromthe FEC 12. The detected frequency band may contain a
plurality of time division nmultiplexed prograns in packet form To be
useful , onl y packets froma single program should be passed to the further
Ci rcwt el enents. However the user has nd«now edge 20 of which packets to
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flag. If no SCID match is had for a respective packet, the

decryptor may simply be disabled from passing any data.

15 Alternatively, if there is no SCID match for a packet the decryptor

may be allowed to decrypt according to its last settings and the

memory write control may be disabled to dump the respective

packet.

FIGURE 4 illustrates exemplary register-comparator

20 circuitry which may be used for the elements 13-15 in FIGURE 3.
FIGURE 4 includes a plurality of similar register comparator
circuits 36A-36E. Each of these circuits includes a 13-bit parallel-
output register 37 into which is loaded one of the component
SCID's from the microprocessor 19. The parallel output

25 connections are respectively coupled to respective first input
connections of a plurality of 13 two-input exclusive NOR circuits,
XNOR's 38-41. A further register, which in this example is a 12-
bit serial-input-parallel-output register 35, is successively loaded
with the 12-bit SCID of the current signal component packet. The

30 output connections of this register are respectively coupled to the
second input connections of bit-corresponding 12 XNOR gates of all
of the circuits 36A-36E. The second input connection of the 13th
XNOR gate is coupled to ground potential and its utility will be
discussed below. Each of the circuits 36A-36E includes a

35 13-input AND circuit to which the output connections of the 13
XNOR gates are coupled. Whenever the SCID loaded into register
35 matches the SCID programmed into one of the registers of



packet is sinply dunped. The elenments 13-15 in effect conprise a plurality
‘of matched filters. The mcroprocessor waits for a progranm ng comand from
the'user via an interface 20, which is own as a 5 conputer keyboard but
whi ch may be a conventional renote control, or receiver front panel
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data packetassegiated, AND igate going diromanlagiedew yowdagnc(ahsgh,owhﬁabae t he
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1.5_ clocked out of the FEC 12 by a bit clock. A match can occur only
after a SCID is loaded into the register 35, which occurs 16 bit-
clock periods after the leading transition of the packet framing
pulse.
The packet SCID's are clocked into the register 35 by
20 the bit-clock which is applied to the register 35 through an AND
gate 47. The AND gate 47 is enabled to pass the bit-clock only
during the interval that the SCID occurs in the packet bit stream.
The enable pulse is generated by an edge triggered set-reset flip-
flop 48 which is set by a replica of the packet framing signal that
25 is delayed by four bit-clock periods and is reset by a further
replica of the packet framing signal that is delayed by sixteen bit-
clock periods. The flip-flop 48 outputs an enable signal which is
12-bit clock periods in duration and occurs four bit-clock periods
after the beginning of the respective packets.
30 Similar circuitry may be arranged to load byte serial
signals into a current SCID register if data provided by the FEC
(for an alternative system) is byte serial. Those skilled in the art
of digital circuitry will readily be able to accommodate the
comparator circuitry to the input signal format.
35 FIGURE 5 shows exemplary decryption apparatus
which may be implemented for the: decryptor 16 of FIGURE 3.
The signal packets are decrypted by -a conventional decryptor, 79,
which is conditioned to perform descrambhng according to



‘respective SCI D conparators nust be associated with those 30 nenory areas.
-This association may be hardwired in the nenory -controller 17, or the
associ ati on nay be progranmable. If the former, specific ones of the
programabl e regi sters will always be d%si gned t he audi o, video and data
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: respec I ve pack or may si bl ed from passi ng any
data. 1 5 cnrreatnpacket dAta.here is no SCID match for a packet the

decryptor The scramble flags CF and CS are clocked and stored in
a register 75. The CF flag is coupled to an enable input connection
EN of the decryptor. Responsive to the flag exhibiting a logic one
15 level, the decryptor is conditioned to pass the signal from the FEC
* unaltered. That is no descrambling is performed. Alternatively if
‘the CF flag exhibits a logic low level, descrambling is performed
by the decryptor.
Each program corﬂﬁonent may have two unique
20 descrambling codes. These descrambling codes are stored in two
sets of decryption registers 76A and 76B. The registers 76A have
respective output connections coupled to. a multiplexor 77A, and
the registers 76B have respective output connections coupled to a
multiplexor 77B. The multiplexors 77A and 77B have respective
25 output connections coupled to a two-to-one multiplexor 78. The
multiplexor 78 has a control. electrode coupled to be responsive to
the control flag CS in the register 75. If the flag CS is a logic high
or logic low the decryption key is selected from a register in bank
76A or 76B respectively. The multiplexors 77A and 77B are
30 controlled by the SCID detector output signal to select the
decryption key register in the bands 76A and 76B associated with
~ the current packet output by the FEC 12.
The registers 76A and 76B may be loaded with flxed
decryptlon key values. However to provide scrambling flex1b111ty,
35 the preferred embodiment provides for registers 76A and 76B
which may be programmed ‘with decryption keys either from the
microprocessor 19 or a smart card interface (not shown).



may be allowed to decrypt according to its last settings and the nenory
‘wite control nmay be disabled to dunp the respective packet. FI GURE 4

i | l'ustrates exenplary register-conparatgr 20 circuitry which may be used -
for the elenments 13-15 in FIGURE 3. FIGURE 4 includes a plurality of

sinilar register conpRIGURE cé' illistrate$ eidifplarpcappdratue sforcithe i t s
the componcemesyoRenfplr 12 B iF REORE 3, "ifis"Reble & iAgagy °0C ©
connect i onstoaritluserape celensénts cwhickdareo Mslpelgted/em | PEASTAAPOING oWfect i ons
o 2l o il 3, HOTIOUE S:ClRE roffnt conppdtons MRl . A
seri al - Snpudifferent |cantignqus blegk fe thgsmemory d8¢sdin, additigaqothesi ¢ h t he
12-bit SCl Qygth, tARKC'AST Bifa TedBRdted OBPOFRN mivaepRicesIde 19 br auSmart
connections of ‘this register are re#pect.ivel coupledido the second input
connect i onsCard -tcﬂ‘gﬁgi)cmm’n 1530 gﬁl%én%lp Y11%f the circuits
36A-36E. The second i Methorpraddresses afret pplied hbxNORmydtiplexor offi.ed to
i reui 15 scnicsgpefiity, liadt, dstd s "ipgudf Y A RARIEROF 0. | Ol 1O
conneclilonsdath isheprogidedrbya durthes owmlfiplexorvik@fey dPutpi Q@Fﬂ) | oaded into
O Feui o RIBNERE° oY Il Ul EPRACETIDE L dRrVNRl Sroh e e b bi ¢
a low to hi b thenmemeny il8qiozadiregtly nEroma; the multiplekor '99. " Program
data is presumed to be of standard picture resolution and quality,
and occurring at a particular data rate. On the other hand high
15 definition television signals, HDTV, occur at a significantly higher
data rate. Practically all data provided by the FEC will be routed
through the memory 18 via the multiplexor 99, except for the
higher rate HDTV signals which may be routed directly to the
multiplexor 104.
20 _ Memory addresses are provided to the multiplexor
105, from program addressing circuitry 79-97, from the
microprocessor 19, from the Smart Card apparatus and possibly
from other auxiliary devices. Selection of the particular address
“at any particular time period is controlled by a direct memotry
25 access DMA, circuit 98. The SCID control signals and "data needed"
signals from respective signal processors are applied to the DMA
98, and responsive thereto, memory access contention is
arbitrated. The DMA 98 cooperates with a Service Pointer
Controller 93, to provide the appropriate read or write addresses
30 for respective program signal components.
The respective addresses for the various signal
component memory blocks are generated by four groups of
program component or service pointer registers 83, 87, 88, and
92. The starting p'ointers for respective blocks of memory, irto
35 which respective signal components are stored, are contained in
registers 87 for the re_specﬁve signal components. The start
pointers may be fixed values, or they may be calculated by



The out put connections of the respective AND gates are coupled to the set

i nput connection of a set-reset flip-flop, 44, 5 which is edge triggered.
The reset input of the flip-flop 44 isjgaupled to the packet fram ng

pul se. The packet fram ng pulse, in this exanple, is assunmed to be a pul se
whi ch goes ¢onventignal | memery opavapegienst methodsgimnthey microprackssgr and
stays at a jggic high for the duration of the packet. The respective
flip-flops are 1 0 therefore reset to,a logjic | ow at, t he beginning of each

packet, and will ther da¥e; dastp@addegss; pointegsy) {Ornrepesiive Hlacks taten of the
associ at ed ffyredaire thei bank réfmsarviesi fedisters 88} bagi foriegbh pbemtmmlmatch is

exanpl 63 anBrOBAHLSMBOBPAL optniiarpleide et ldrBsese i sad of the Fec
12 by a bitaddreskes Amagt b fixedowvaluesonry thefyt anayp BE Ealcaldteddedluest o t he
regi ster 35 ' C 6. ALt~ Kigper . a N
transition B’f'd,vt:iﬂgapggkgﬁéfr?lgc%gh{éocp_e:}%gg.1 helt%g;ﬁ:ﬁe{:hg&}%gg .g?@%é I g%li(ed into
the regi st estagingyand endeppinters dskprefected degppse dd providesragmarer 35

through an Maﬁ%esf&en{rh@/itﬂ\'%gﬁt&éﬂof 5 enabl ed to pass the bit-clock
only dlfBLng the inte | that the SCI D ofcurs in . the packet bit stream The

enabl el flil se is gener 3ti€d MEMARY cWEHE: POHYEFS PIs heade Pointers are; | op 48
which is segererated epyi (ie Alddehe8asneét thier astvigeshaad ! rédister2583) s del ayed

by f bi tagl 0Ck ds_and. i N further r.epl f th ket
DY a0 oTEetE isPE! 56308 Head) refRfen or fedct iUiEntiED dibBedth 1° PA0KE
48 out puts eompoabht siAgnetitevorchead pa@inter value kispstoredisini @ degistéron and

occurs Tourgs! tud GRS 5 o blréshe mOMIGHEKAE 105 {Aidg SR <fce

packets. 3 crrcuitry y 088a yte

_serial 15 write cycle. The head pointer is also coupled to the adder 80,
wherein it is incremented by one unit, and the incremented
pointer is stored in the appropriate register 83 for the next write
cycle. The registers 83 are selected by the service pointer
controller, 93, for the appropriate program component currently

20 being serviced.

| In this example it is assumed that the start and end
pointers are 16-bit pointers. The registers 83 provides 16 bit
write or head pointers. The memory 18, on the other hand has
18-bit addresses. The 18-bit write addresses are formed by-

25 concatenating the two most significant bits of the start pointers to
the 16-bit head pointers, with the start pointer bits in the most
significant bit positions of the combined 18-bit write address. The
start pointers are provided by the respective registers 87 to the
service pointer controller 93. The service pointer controller

30 parses the more significant start pointer bits from the start
pointers stored in registers 87, and associates these bits with the
16-bit head pointer bus. This is illustrated by the bus 96 shown
being combined with the head pointer bus exiting the multiplexor
85. | |

35 Similarly, memory read pointers or tail pointers are
generated by the adder 79 and the service tail registers 92. There
is a service tail register for each potential program component. A
read or tail pointer value is stored in a register 92, and provided



signals into a current SCID register if data provided by the FEC (for an
alternatjve systen) «is byte serial. Those skilled in the art of digital
circuitry will readily be able to accomodate the conparator circuitry to
the input signal format. 35 -11FI GURE 5 shows exenpl ary

IR 5. 10 B odiress. o bBle, dD, BRI RUE JeRtrelcBecr DB or, 7o,
whi ch is cotail tpointed 19 abso favupledsior 2| dddgra?@oveliergin 6t is - 8-
descranl| hesOhRiBRPhY “SnbOufid R B SutAienEA ol s TR RRckEL® ¢
bi t-cl ock péei apprapriate tregistenddforr thesineixgnresd cyelepacbe registery pul se.
Enabl i ng t hey ANd GRiceibd by thed sefPicBepofitet 5€6ntf61fex99§3<,effoﬁrtﬁ&i X, which
has no further use. The A gate 73 is also enabled by an OR circuit 72
whi ch is r APFRANAC PTOgEARC) ‘ES"BPP@EPEMC‘?E"'“PIB’ REIngnaet¥icele progr amed
SCID s is matched, th¥heRregisprevbdeprowidesabbi big aiibpintges.ch 18-bis t he
packet paylgad t nter the decryptor. 1f 1 0. there.is ng SCID match, the
AD gat o 7Fead aRdERts, € STl PL, corcargatting Bt 4woriBosk: 2nple fi ags
CF and CS asignifiicante bitnofsthe exfartn peinters soethe’516-bite taif poimgerss coupl ed
Lonch, FORCIGIAENG SaRVGRihel ol WG HRRDELAIG B PRR L 1150,
si gnal f r ontheh€ombingds 18:bisg writenraddyess dépshﬁr SeBYicggppintpe rgontreter
Al ternati veparse§ the more significant start pointer bits from the start
pointers stored in registers 87, and associates these bits with the
16-bit tail pointer bus. This is illustrated by the bus 94 shown
15 being combined with the tail pointer bus exiting the multiplexor
90.
Data is stored in the memory 18 at the calculated
address. After storing a byte of data, the head pointer is
incremented by one and compéired to the end pointer for this
2.0 program component, and if they are equal the more significant
bits of the head pointer are replaced with the lower 14 bits of the
start pointer and zeros are placed in the lower two bit positions of
the head pointer portion of the address. This operation is
illustrated by the arrow 97 pointing from the service pointer
25 controller 93 to the head pointer bus from the multiplexor 82. It
is presumed that application of the lower 14 start pointer bits
override the head pointer bits. Replacing the head pointer bits
with the lower start pointer bits in the address causes the
memory to scroll through the memory block designated by the
30  upper two start pointer bits, thus obviating reprogramming write
addresses at the start of each packet to a unique memory location
within a block. |
For the case in which the head pointer is now equal to
the tail pointer (used to indicate where to read data from the
35 memory 18) a signal is sent to the interrupt section of the
microprocessor to indicate that a head tail crash has occurred.
Further writing to the memory 18 from this program channel is



the CF flag exhibits a logic low | evel, descranbling is perforned by the
-«decryptor. Each program conponent may have two uni que 20 descranbling

‘ codes. These descranbling codes are sto Sd in two sets of decryption

regi sters 76A and 76B. The registers 76L have respective output connections

coupled 10 gdimidd PP thz7ﬁlc%&c€§s76;§%%ﬂme{ Gﬁeh%%nhefpecrm e_out put

connecti ons couple xors /7A and 77B have
respective ©&e€ dsitYRIY &dienaad éh@u'@omteﬁc@ﬂ' ant RBUFB ARETAPN: pl exor 78.
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regi sters 7t znd peintenyfare thisategical whanngt dinddhe ysarvige 1pointen uves.
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Cl ament s whPRVIAHEE; Hoshy EpRreler o9 i Sty f° the hif poihtel Wit ©
from the multiplexor 90. If the tail pomter is now equal to the
head pointer then the respective memory block is defined as
empty and no more bytes will be sent to the associated signal

15 processor until more data is received from the FEC for this
program channel.

Memory read/write control is performed by the
service pointer controller and direct memory access, DMA,
elements 93 and 94. The DMA is programmed to schedule read

20 and write cycles. Scheduling is dependent upon whether the FEC

' 12 is providing data to be written to memory or not. FEC data
write operations take precedence. In the exemplary apparatus
illustrated in FIGURE 6, there are four types. of apparatus which
may access the memory. These are Smart Card (not shown), the

25 FEC 12 (more precisely the decryptor 16), the microprocessor 19

- and one of the application devices such as the audio and video

processors. Memory contention is handled in the following
manner. The DMA, responsive to data requests from the various
processing elements listed above allocates memory access as

30 follows. Access to the memory is provided in 95 nS time slots
during which a byte of data is read from or written to the
memory 18. There are two major modes of access allocation,
defined by the FEC Providing Data, or the FEC Not Providing Data
respectively. For each of these modes the time slots are allocated

35 as follows, assuming a maximum FEC data rate of 5
Mbytes/second, or one byte for each 200 nS. These are:

FEQ Prgv1gmg ‘Data
1) FEC data write;



registers 13 in FIGURE 3. Each program conponent is stored in a 5
-different contiguous block of the nenory 18. In addition other data, such
as ‘data’ generated by the microprocessor 19 or a Smart Card (not shown) may
be stored in the nenory 18. Menory addyrkE3ses are applied by a nultiplexor

105, and rrermr put, datg is ap mul ti pl ex 99. CQutput 10 data
i s provi ded2by PH aEY{qeplrgﬁeﬁ&iﬁ%Préﬁ?ﬁﬂr Jg?al‘ﬁﬁz% ded by the

mul ti pl exor3)’L(FE¢sda1§rwy@§I; fromthe mul tiplexor 19, the menory 18 or
directly fr [ Qgramdatals presuned to be of
standard p.gf]uﬁ‘}g‘%Fggs?iﬁésg 5?1%%&@“ ’ty, and occurring at a particular data
rate. On thandtfer hand high 1 5 definition television signals, HDTV,

occur af a thc Jiéli ' data rate. Practically all data provided by

the FEC wi | e rout the menory 18 via the nultiplexor 99, except
for the highkrS m@@@fﬂ/%ﬁ Wrdeihi ch may be routed directly to the

mul tipl exor2y0Appiftation device reWﬂ/Mﬁdrcﬂﬁ@bemS read/writej ded to the
mul ti pl exor gé fro&aﬁo%@%z] ﬁ dressing circuitry 79-97, from the

mi cropr oces3 0PIt ¢ WEHE: Card apparatus and possibly from ot her
auxiliary dé)/l Mieropfisdessor omead/witite.parti cul ar address at any particul ar

El'lhremspilg coﬁF?%&% % @ﬂgbﬁrﬁgg?gﬁﬁé&?gg‘a@&r@% gﬁfpr om r@s\ﬁect [ \r/gws;[ gggl

processors comeapl ithel decmypsonynwhen mevxtcbygodgta/emﬂllsérb@ogumﬂipy access

contention r 9 i t B itirpePSigts er
Controller B’%ni'@g} tp?‘rcgélggj du-'l-'El?g ﬁ%rhogpggﬁgerlg@%‘rm wlrglltt.bg gféér esges 30 for-

respective Peoghared sbynthe eYRELS @é‘ﬂeéh?v@“‘émr@g?%%or for the

various si gWlen there is no data available for the requesting devices, the
15 microprocessor is provided use of the application time slots.
| The Controller 93 communicates with the SCID
detector to determine which of the respective Start, head and end
pointer registers to access for memory write operations. The
controller 93 .communicates with the DMA to determine which of

20 the start, end and tail registers to access for memory read

' operations. The DMA 98 controls selection of the corresponding
addresses and data by the multiplexors 99, 104 and 105.

Consider that it is desired to reprogram one of the
SCID registers 13 without changing the remaining SCID registers.

25 This may occur, for example, when it is desired to change to a
different one of multiple audio components, without interfering
with processing of the other signal components. This activity
requires changing pointers in respective ones of the registers 83,
87, 88 and 92, as well as allocating memory space etc., all of which

30 requires finite time. Since reprogramming cannot be performed
instantaneously, if reprogramming is not carried out in a
prescribed sequence, there is a high probability that undesired
data provided by the FEC may ericroach one of the signal
processors and cause a system “"crash”. _

35 The preferred teprogramming sequence is performed
as follows. When a program component is to be de-selected by
removing its SCID from one of ‘the registers 13, the microprocessor
is programmed to test the SCID detector output control bus to




component nenory bl ocks are generated by four groups of program conponent

.or service pointer registers 83, 87, 88, and 92. The starting pointers for
respective bl ocks of menory, into 3 5 ich respective signal conponents

are stored, are contained in registers 87 for the respective signal

conponent s. getEP&lﬁéa{f‘t | Chhfel 8y aﬁxéﬁefgdaéfcﬂéiefe Ot ifedurigntipe

cal cul at ed onven menory nana
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stored in tbﬁstéﬁﬂkvﬂ&s Slﬂ’itYl' ¢Rat’ geiviter 6f Qe SCQEDf detextoh gutpatt gaes 5

program co onent | to th tart add d

P xed val uolagHVeney ATISF ERAT BFOBFIR oHOTROREDE 40y digcye, g roaFes Y be
m c][ opr Ggegnmst 1S9gnificary bitk cof the hemal SEEDT are Joaded ngtcartheend poi nters | S
preferre es Iy t t

The nenory gﬁﬁb}?ldénf’éﬁgﬂe& ﬁga%a&tglo\rﬁf S%%lce %fetr% YE Iﬂt @?lg) agder 80
and the sermtOeth@‘ea‘(B -bigpesision of .t th@@StiCE, 88 @QBEnéad for
each pot ent pgl ggéﬁgﬁéﬂ‘tﬁofﬂpggm XROR | gfte 0and'98a RiIfferéit ¥ lueld\&lstored

momory 35 (A dheycsher input remacston: o the hito YOR-eaThY iSiESder s0
‘é"?g; gidllpnt t thlgat' r m ?ggatrbg 4?.”?5 Ldis%bledndnd heonseyuemelyt, ethatopatticulas
regi sters 8B by et C&d %y Chafine] gv?'i%&b‘;@iqﬁq 2?%@8}% %lrl CI&IS% JPor the -
appropri at enpt ajmuttameoushe nioadedr intol yhe register 37 in thxs example
because the load data bus is considered to be only 8-bits wide.)
In addition the memory management circuitry has as yet not been
15 reconfigured to accommodate the SCID change. Therefore, before
loading the LSB's of the SCID into the register 37, the memory-
management circuits are reconfigured under control of the
microprocessor 19, and then the eight LSB's of the SCID are loaded
into register 37, after which the toggle bit is set low to reactivate
20 that program channel or service.

The inventors have found that it is particularly
prudent to prioritize the SCID control signals. It is possible, and
sometimes desirable, that the same SCID is loaded in more than
one SCID register. It then becomes necessary to insure that the

25 system can accommodate the simultaneous detection of the SCID
'by two or more detectors. The respective SCID are prioritized
according to a hierarchy established by the system designer. In
the current example the respective detectors 36A- 36E are
prioritized in that order. Thus if a SCID is detected by detector

30 36A and others of detectors 36B-36E, an output control signal will
be provided by detector 36A but the output control signals for all
other detectors 36B-36E will be inhibited. Alternatively, if
detector 36A does not detect the current SCID but detector 36B,
and other ones of the detectors 36C-36E do detect the current

35 SCID, a control signal will be prov1ded for detector 36B while the
output of detectors 36C-36E are inhibited. Similarly if detector
36C is the highest ordered detector in the hierarchy set forth



20 being serviced. In this exanple it is assuned that the start and end
-pointers are 16-bit pointers. The registers 83 provides 16 bit wite or
head pointers. The nmenory 18, on the ot gr hand has 18-bit addresses. The
18-bit wite addresses are formed by 25 concatenating the two nost

5|hgn| fi cantayaivies &{) defécts e tcurpéntt SCID ?tﬁdﬂﬁulgutblsigﬂaﬁﬁdoﬂ)@em?abﬁs with
the start té |t nt t s i fi t positions of the

conbi ned 13’63%34/@?{'@ ab?j ‘é‘g'éeb Q‘i 'E‘i%ot f?)ﬁﬁnters are provided by the
respective registers Quatput tcontsdr mgxmlpprmtmzad:mnt io| penfoarsed bye ther vi ce
poi nter co mbPits from
the start B:gfcﬂ#éeé;leé}e&;egf zr‘_;?l ers’ 8¥“L"Jag€r%r?&zil?gt t‘?ﬁ% |ts W th
the 16-5it thisafunction ds HBlustrated $ni EIGURK (7.at Baisbis ﬁhf@ﬂbh!ﬂ@l'% shown bei ng
conbi ned WighBrhBendtefddeCdderc andU hedd! rﬂ'o'i‘gbé hgestriBedPlinixdetdib. 35
Simlarly, nmenory read pointers or tail pointers are generated by the adder
79 and the service tail registers.92. There is a service tail register for
each potential program conponent. A read or tail pointer value is stored in
a register 92, and provided to the address nultiplexor 105 during a
menory read cycle. The tail pointer is also coupled to the adder 79,
whereihQit is incremented by one unit, and the increnented pointer is
stored in the appropriate register 92 for the next read cycle. The

registers 5 92 are selected by the service pointer controller, 93, for
t he appropriate program conponent currently being serviced.




The registers 92 provides 16 bit tail pointers. 18-bit read addresses are
formed by concatenating the two nost significant bits of mum“‘\unmu “ars
tothe 16-bit tail pointers, 10vvithtt§ start pointer‘ X

significant bit positions of the conbined 18-bit wite adtress. The Service

poi nt er commz parses the nore significant start pointer bits fromthe
start pointers stored in_registers 8 and associ at es é&ese bits with the

16-bit tail pointer bls. IfnflsTecEIVer] £k PIOcESSINE  FreHICd o shown 1 5 being
conbi ned wi grinémhétitédi Audiv, nviied uand:xdatanprogeamulsigndle componemis; a i s

t dinth 18 t d Al P byt f
data. the HEBGTD: resecte piBgR iy SIAAC sRRRhGnes ObEhr S sifilal V1€ ©
poi nter f orpadkess 2idcludinggaasignadnpaylead, aaddai servieg ehanneual the nore
si gni ficant;fahidicd! $OPDNSRANPAIMAERINL 8bMpoRnEs SthvihphdifferdmWSCIDIsbi t's

of the start polntér and zeros are placed’in the lower two bit positions of
t he head pAPRARIBSHr COPMPRFINGie address. This operation is illustrated by

the arrow 97 poi nti ngdafgdqtirce hef segwalc én¢ladivgrsaid@ program odigral 93 to the
head pointer bus fromthe nultiplexor 82. It is presuned that application
of the | owefOMPAREIMS: hointer bits override the head pointer bits.

Repl aci ng the head poSEIBr detdction trhedrise responsieato saidnsignab; forin t he

fhe 30 uprasermiidE I aSfodiated N R Rep e B R O T
addr esses atespieetiyearprogramsh packet to a unique nemory location within a
Poaker sty o ST 15, SRS D osasore oMt a1
signal processor, a video signal processor, and a data signal
processor, '
a plurality of programmable matched filters, coupled
to said source, and which are selectively programmed with signal
component SCID's, respective said programmable matched filters
for detecting signal packets occurring in said signal, which contain
SCID's identical to a SCID with which it is programmed, for
applying corresponding detected signal program components to an
associated signal processor; and
means coupled to said SCID detection means for
programming said plurality of programmable matched filters' with

SCID's, associated with a desired program.



35 nenory 18) a signal is sent to the interrupt sectlon of the
qicroprocessor to indicate that a head tail crash has ochmam lu Ul ”III
vvrl’tlngtothe menory 18 fromthis progy m channel is !
until the m croprocessor re-enables the ?hannel This caSe is very rare
and shoul d not occur i NTRe' AP ar@ﬁl@r gétl GorthCai 2ldim rletwheredn 4rom t he

menory 18 at-th t of th
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menory or ndntavm?gzcn dplurality of ordinally numbered output connections _

respectively “associated with respective storage elements; and

logical comparing means arranged for providing a

control signal when evey signal exhibited at the ordinally number

output connections of the further register are all equivalent to

signal exhibited at like ordinally numbered output connections of

said register.

3. The apparatus set forth in claim 2 wherein said
programmable matched filters include means for disabling said
logical comparing means from providing said control signal.

4, The apparatus set forth in claim 2 wherein said
logical comparing means includes a plurality of exclusive NOR
circuits, ones of which have respective first input connections
coupled to respective SCID bit output connections of said register
and respective second input connections connected to like
ordinally numbered SCID bit output connections of said further
register. |

5. The apparatus set forth in claim 4 wherein said
logical comparing means further includes means for determining
when all of said exclusive NOR circuits exhibit a similar output
state.



wite operations take precedence. In the exenplary ‘apparatus illustrated
-in FIGURE 6, there are four types of apparatus which Bmtm nory.

These are Smart Card (not shown), the 25 FEC 12 (nor
decryptor 16), the microprocessor 19 and“one of the appl i cation devices

such as the audio andgyi dﬁ@empﬁ?ﬂ%@r&t E@ﬂhrm ebainens i wheteinhsaidl ed in the
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when all of said exclusive NOR circuits exhibit a similar output

state when said programmable matched filters are reprogrammed.

7. The apparatus set forth in claim 5 wherein said
source of selectable logic values includes a further storage
element in said register.

8. The apparatus set forth in claim 1 wherein signal
packets are coupled to respective said signal processors via a
decrypting apparatus comprising:

a decryptor having an input port coupled to said
source, and an output port at which decrypted signal is available,
and having a decryption key input port;

a plurality of programmable registers having
respective input ports for loading decryption keys associated’ with
respective signal components and having respective output ports;

a multiplexor having a plurality of input ports
respectively coupled to the output ports of said plurality of
programmable register, having an output port coupled to said
decryption key input port, and a control signal input port coupled
to said programmable matched filters for applying decryption
keys associated with detected signal components.
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desired to césputive sighal f paekeétsone of nultiple audio conponents, without
interfering with processing of the other signal components. This activity
requires changing pointers in respective ones of the registers 83, 87, 88
and 92, as well as al Ildbat Thg appanajusssetdorthcin claimol whier¢in3signalquires
finite tinme h{3C e ' 8Eved ' ngously, if
r epr ogr amnm ﬁgc?%&ngtl-écgé%gg%p%ﬁ a.pr e%g?rﬁghgggﬂéﬁgﬁgc%gt %r? is a high
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signal” processors and g déefyptosYhavillg ahasdput pokt coupled to saithe preferred
reprogramm rs]gursceegugrrf “an o t%ruftofagﬁd at which -decrypted signal' is available,
and having a decryption key input port;

. a memory having a plurality of address locations for
loading respective decryption keys associated with respective
signal components, having an output port coupled to said
decryption key input port and" having an address input port

coupled to said programmable matched filter.

11. The apparatus set forth in claim 1 further
including prioritizing apparatus coupled to respective output
connections of said plurality of programmable matched filters, for
simultaneously passing only a single output control signal from
said output connections, and wherein the matched filters are
prioritized for which output control signal will be passed if more
than one matched filter concurrently provides an output control
signal.
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register 37 in this eREgMd én&)e%aﬁ}gBa'f HBC gdae O&raAM: 480 ¥fered to be
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circuits arrespectivei gongponentsr afoubsp)éctmetplaognacms;processor 19, and then
e, e N
The i nvent oﬁl;tetmmxthoﬁﬁ‘dn' adetermmeqaaﬁrontm |§ugna,
matched filtering said signal with said plurality of
programmable matched filters, to determine the occurrence of
SCID's programmed into said programmable matched filters;
coupling said signal to respective audio, video and data
processing elements responswe to the detection of corresponding
SCID’s.
, 13. The method set forth in claim 12 further including
prioritizing the programmable matched filters such that for
concurrent determination of an SCID by more than one of said
programmable matched, responses by all but one of the
programmable matched filters is inhibited.
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partial new identifier and concurrently inhibiting the matched

filter from providing an output;
. reconfiguring said memory management means;
reprogramming said programmable register with a
remainder of said new identifier; and
enabling the output response of said matched filter.
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CLAIMS: 1. In a receiver for processing recorded or t
.video and data program signal conponents, wherein res!mmmm!!mmgﬂ i gnal
an

con‘ponents occur in signal packets |ncI2L§j| ng a signal *payl oa
channel identifier, SCID, wth different conponents having different

SlclgnDals Cappar at;JS ngSDI 3'1{19 prégewmablef apparanis ifoc! ddtecgingi d program
onponent s et ecti Q S f
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programs; gompomsts yfroim sa gsta¢apr of esignal p |b15g @teauago si gnal
processor, n s n Sdithg
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which are wbgmmﬂtﬂ@lepm@lrsme@fqgﬁmm%awltg e§3€£t i ve
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said signa R?l |n SCID s, 1 denti cal gV\:hIChlt S
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in a signal packet in said stream of signal packets, and further
including memory management means which is reconfigurable to
accommodate respective said program components, a method of
reprogramming said programmable registers comprising:

determining if a respective comparing means coupled
to a programmable register which is to be reprogrammed is
currently providing a control signal, and if it is providing a cortrol
signal waiting until said control signal terminates;

reprogramming said programmable register with a
partial new identifier and concurrently disabling said comparing
means;

reconfiguring said memory management means;

reprogramming said programmable register with a
remainder of said new identifier; and ,

enabling said comparing means.



2. The apparatus set forth in claim1l wherein a respective programmabl e

mat ched filter conprises: a register having a plurality of storage el enents
t «l east equal in nunber to the nunber of bits of respective SCID s, having
an input port for applying an SCID, a p#grality of ordinally nunbered

out put connections respectively associated with each bit of an SCID from

| east significant bit to nABSTRACTIORNUEMDISCIOSUREer register, having a

plurality of storage el ements at |east equal in nunber to the number of
bits of respective S UE%QQM RENT DEYREEORC sai d source for
| oadi ng at | east portc*)or?g{%’tq said signal to |ts storage el enments, and
having a plurality of ordlnally nunber ed out put connecti ons respectlvely
associ ated with respe tlve E)ta a? Pents @nd IOH r| nakmaans
arranged for providin HPZUS OF s SET&HNEH BFedeietmd E&apngi SE the
ordinally naﬁtmgnwhtthpmwme,ctfrms aosignhk streannefl2)eof spmkease al | :
equi val ent e n

connectlonsﬁﬁfl&gal req |s(9 ;bk % g’é‘?ﬂlsé a0t Hg@xets%i'ec;l%r?%zg)z wher ei n
sai d progr aanﬁbaeumsmdf mrogmm. g@u e faradetetmininigs gucked sai d | ogi cal

conpari Vi S 4 appar at us set
fo?}t)h | ggcrgll%%ﬁzﬂévl\’/nogpgfeg_ gg{lgyf o%fj %%é&gvrelsr@? +atRSSI| '#Ig chg a plurality

of excl usi VEPTRPROEN}S: yj ¢S mcgkg\?}apmona% écﬂ"%e“?? ti0 nput
connect i onspsprahiifiable re matsl (E3)$C| ICID's O fit gt r@sp&w/bl Qﬁa&kefs 4ai d
register ang respedl s r%asrhe,c%]e sudtessivety’ ChliH i3 35 fflet Cregister
(14). Comparators (15) which are associated with the
10 programmable registers, compare the stored SCID's with the SCID's
from packets in the signal stream. Output signals from the
‘respective comparators control the utilization (21-24) of the
respective signal component packets in the signal stream.
Programming (19) of SCID's in the respective programmable
15 registers is performed according to a schedule to preclude

undesired data inadvertently being accepted by the system.

Fig 3



~ordinally nunbered SCID bit output connections of said further register. 5.
Thesapparatus set forth in claim4 wherein said |ogical conparing neans
further includes neans for determ ning when all of said exclusive NOR
circuits exhibit a simlar output state. 1 8- 6. The apparatus set forth
in claim5 wherein said | ogical conparing neans includes a further
.exclusive NOR circuit having a first inpuyéconnection connected to a
predeterm ned | ogic value, and a second i nput connection coupled to a
source of selectable |ogic values, and having an output connected to said
freans for detpgm ning when all of said exclusive NOR circuits gghibit a
simlar outputystate, said source of selectable |ogic values be| g
conditioned ta W ogi c | eveI opp05| tersas'ﬁ"p'r]edet erm ned | ggi c val ue
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source, and an output port at which decrypted signal is available, and
havj ng a decryption key input port; a plurality of progranmble registers
havi ng respective input ports for |oading decryption keys associated with
respective signal conponents and having respective output ports; a

mul ti pl exor having a plurality of input ports respectively coupled to the
.output ports of said plurality of prog@dﬁn&ble regi ster, having an out put
port coupled to said decryption key input port, and a control signal input
port coupled to said programmable matched filters for applying decryption
keys associated with detected signa

for a given packet,
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sel ecting the one g
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--and having a decryption key input port;
address | ocations for

respective
decryption
pr ogr anmabl

. including prioritizing apparatus coupl
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_.programming a plurality of programmable matched filters with SCID s

"~ determ,ned fromsaid signal; matched filtering said signal with said
plurality of programmable matched filters, to determ ne the occurrence of
SCID s programmed into said programrable matched filters; coupling said
signal to respective audio, video and data processing el enents responsive

~to the detection of corresponding sCl D&% 13. The nethod set forth in claim

"+12 further including prioritizing the programmble natched filters such
that for concurrent determ nation of an SCID by nore than one of said
_programmabl e mat ched, responses by all but one of the programmabl e matched
filters is inhibited. 14. The method set forth in claim12 wherein said
recei ver includes nenory managenent neans which is reconfigurable to
accommobdat e respgcti ve program conmponents, respective matched filters
i ncl ude programf@uh ; and the step of programm ng the progranmabl e
mat ched filters g_!rﬁl udes; rmning if a respective matched filter which
is to be reprogrged is currently providing a contr ésignal, and if it is
provi ding a cont@i si gn ting until said conty i gnal term nates;
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filter fromproviding an output; reconfiguring said nenmory managenent
nmeans; reprogranm ng said programmable register with a remai nder of said
new i dentifier; and enabling the output response of said nmatched filter.
15. I n programmabl e apparatus for detecting predeterm ned signal packets
of data containing desired program conponents froma stream of signal
packets by detecting gradeterm ned ident Pf@ers within respective packets,

i ncl udi ng progra bl€ Legi sters programed with N-bit identifiers of said
pr edet er m ned t an integer), and respective conparing nmeans
coupled to ecti ogrammabl e registers for generating control signals
when an N-Qit | réier contained in said programmbl e register maghes an
N-bit ident}ifi rye n a signal packet in said streamﬁ‘ s@nal
packets, arld f{rfHer iirnel u nagenent geans whi ch 2
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reconfiguring said nenory managenent means; reprogramn ng said programmabl e
register with a remainder of said new i dent i fier; and enabling said
conmpari ng neans.
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