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This invention is generally related to registering registrants such as 05
voter or polling registrants, and nore particularly to the use of
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electronically The Internet f nducting activities
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: upon the ease-of-use of conducting such electronic commerce or other activitics
and on the verifiability of the transaction. For example, if electronic commerce
can be easily conducted, then even the novice computer user will choose to

20 engage in such activities. Therefore, it is important that techniques be developed
to facilitate conducting such activities electronically.

The Internet facilitates conducting activities electronically, in part,
because it uses standardized technigues for exchanging information. Many
standards have been established for exchanging information over the Internet,

25 such as elecronic mail, Gopher, and the World Wide Web (“WWW™). The
WWW service allows a server computer system (Le., web server or web site) to
send graphical web pages of information to a remote client computer system. The
remote client compuier system can then display the web pages. Each resource
(e.g., computer or web page) of the WWW is uniquely identifiable by a Uniform

30 ‘Resource Locator (“URL”). To view a specific web page, a client computer
system specifies the URL for that web page in a request (e.g., a HyperText
Transfer Protocol (“HTITP™) request). The request is forwarded to the web server
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the inventors are unaware of any system

SUMMARY OF THE INVENTION

Under one aspect of the invention, a registrant submits a public key
of .a public/private key pair and identifying information to a registrar. The
.fcgstrar determines whether the registrant is eligible based on the provided

35 1dcx‘1ﬁﬁ/ing mformation. The registrar digitally signs the public keys of eligible
regisirants and forwards the signed public keys to an authenticating authority for

]



16 JANUARY 2004 WD 01/20431 PCT/ US00/ 07987 wuse in authenticating the

source 'of the encrypted voting information or electronic- bakl ' d
by the registrant. Under another aspect of the invention, a%é’%‘f@égwdéf

produces a hashwoamug i ncl udi ng a hash of a public key of th%:rh]e ﬁi}j‘%tlgﬁfant' S
public/private - pald. - S.The registrant physically signs ts the
hash card to a Ir%g"yfng%t%??u\??%gd&&’} fiof dbe enssypthdimotilg Bfiamadisn ar el
courier- The rebprets suhmigtpdhy themjristanti t s public key to the registrar

L T g O SR il et S

registrar digit | gns _the | e
pugl ic key tg a%“gﬁ‘?%&g‘f‘ﬁ@&%ﬁg’%@Pﬁﬂw %139’ ¢lothe yegisirant supdbbinipiieatt i keg ph@, t he
source of the eﬁh?y@W@@Vﬁgﬂl}ntignﬂ&hH%bﬁﬁts%E%lP@aﬂ WUI%EW%[M tted
by the regi st r enthmuidoskins Shiiidl R6dH ASPBGH, Q% NS nyention, a regi Strar
identifies a rggisis rj% i n-person. an POV @ Eh o L e Freditieaththegysubmigs
private key of a pu%'?i 7o '@‘gtrgg’l?g?ﬁ ogigally. s € the hasinmerrespendh (@ ghon
removabl e nedi aSubaHed publisdiest ﬂurregisn'mgﬁaHWQﬁﬁH Gk pAbliY ks %ﬂ?ﬂ:r@hilﬁk ir%% key
to an aut henti cdigitlly sipiduqnibti Kep'to ﬁ%ﬁm&ﬂﬁ% enti cat Lng 't he source of the
' B |“B{h§’“§’ %F? Syaylentisating

encrypted vofyi [ lon or electroni ¢ D
regi strant. Ungﬁfs%lftaégﬁo el R TL kotngy informating en elegtronia bablgis submftted by

produces a hasH¢E&&@dranhe| udi ng a hash of a public key of the registrant's
public/private key 20 pdnder 2 @h&0i ans _and subnits the hash card
to the registragip hefson. The égﬁ?%&ﬁ&?&ﬁ%?ﬂ%ﬁ%ﬁ?l V@B’B‘f’rﬁ"%‘ﬂﬁﬁ%a |
public key to a ﬁ% strab. > Thet eyifley they rgeistranty withyrms privetepioy i of ey i f
the hash corre Enyye ey Ralfeist 2 oriwelrannes sk tat o6 RO KEYEia. TRS

regi strar fdbwaegistrariforvetirds theldipitasli, G Uk t o .an. guthenticating
authority for uysgid i a‘%ﬁ'%% ‘rﬁt ¢ Oﬁ&%geféﬁy?hagxflg:gg%ﬁ&w Bt i ng
i nformation or ehectron c Gt SR GSHthe enprymted Nating iifermation or BRCEBc
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25 voung mformation or electronic ballots submitted by the registrant.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings, identical reference numbers identify similar
elements or acts. The sizes and relative positions of elements in the drawings are
not necessarily drawn to scale, For example, the shapes of various elements and
angles are not drawn to scale, and some of these elements are arbitrarily enlarged
and positioned to improve drawing legibility., Further, the particular shapes of the
elements as drawn, are not intended to convey any information regarding the
actual 's}_:ape of the particular elements, and have been solely selected for ease of

-Tecognition in the drawings.

. Figure 1 is a block diagram Ulnstrating an environment for use with
an embodiment of the invention,
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35 Figure 1 is a block diagramillustrating an environnent for use with an
enbodi nent of the invention. 3 16 JANUARY 2004 WO 01/ 20431 /
Figure 2 is a flow diagramof a first method of registeri ngli)é:-lé%\l S 8&%’[2&74
where a regi st madizefsectronically submits identifying information and a
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shown or 20 described I n
descriptions of the enbodinents of the invention. Unless the context
requi res ot her WEBAILER DESORIPTION specification and clains which foll ow,
the word "conprise" and vari ations thereof, such as, "conprises" and

“conprising!s are to be qankt fHRAYL , dnclusive sense, that 25 is
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SerThl T30 No. oS, B | aibthet banfL ULy Ll-ERs nSBaatTtvioha
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i nherent i rf%t h%°s [1Bddetail to avoid unnecessarily obscuring descriptions of the
embodiments of the invention. .

| - U.nless the context requires otherwise, throughout the specification
and claims which follow, the word “comprise” and variations thereof, such as

% 2 tr 173 X o
comprses” and “comprising” are to be construed in an open, inclusive sense, that

25 is as “including, but not limited to.”

. The headings provided herein are for convenience only and do not
Interpret the scope of meaning of the claimed invention.

_ Some of the detailed description provided herein is explicitly

disclosed in the commonly assigned U.S. Provisional Patent Application Serial

30 No. 60/149,621, filed August 16, 1999; much of the additional material will be

recog-:li:f.ed by those skilled in the relevant art as being inherent in the detailed

delscnpnon provided in the provisional patent application, or well known to those

skilled in the relevant art. Those skilled in the relevant art can readily implement

.aspec‘:t.s of the invention based on the detailed description provided in the
35  provisional patent application,




description provided in the provisional patent application, or well known

to those skilled in the relevant art. Those skilled in the I
can readily inplenment -aspects of the invention based on t?léegé\mgﬁﬁdm

description prowb@ethssin the 35 provisional patent application. 4 16
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: protect the organization (e.g.,
goYemmg body) from accepting and recording public keys for prospective
rc;:glstrants that have been generated by some illegitimate source. Under these
circuimstances, the masquerader has, for these putposes, assumed the identity of
someone else, Without these protocols, the organization can only assure that
votes credited to a person on their list of eligible voters are counted in the final
. fal_ly, but cannot ensnre that the source of each vote is, in fact, the voter to whom
it 1s credited.

. The task of properly identifying the prospective registrant and
rec?rdm.g the public key of each prospective voter registrant is called the
Tegistration process. Each organization or governing body must complete this
process at Jeast ouce for each of its eligible registrants (e.g., voters). Moreover
except under special circumstances, for example, when an eligible voter has los':
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votes credited to a person on their list of eligible voters are counted in
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described in the general "4 dxfndfthe dofawins diseastionbpovidis tar b, QRSerzpuUCh
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25 the like. Aspects of the invention can be embodied in a special purpose coml’mtcr
or data processor that is specifically programmed, configured or constructed to
perﬁ?rm one or more of the computer-executable instructions explained herein
The invention can also be practiced in distributed computing environments where
tasks or modules are petformed by remote processing devices, which are linked
30 through a communications network, such as a Local Area Network (LAN), Wide
Area Network (WAN), and the Tnternet. In a distributed computing enviro;ment
program modules or sub-rontines may be located in both local and remote mcmor);
storage devices. Thus, the invention is not limjted to the World Wide Web or the
Intemnet.
33 - Unless described otherwise, the construction and operation of the
various blocks shown in Figure 1 are of conventional design. As a result, such




or data processor that is specifically programmed, configured or

constructed to performone or nore of the conputer-executa ' A ONS
expl ai ned herein- The invention can also be practiced in di Ebﬁl&wég’i’cﬁﬁff

conputing envi movieess wWhere tasks or nodul es are perfor rreq,‘_ipﬁ go%g@tle
processi ng de‘”ﬁlﬁ&g whi.ch aﬁe | i njﬁeg .30t hrough_a communi cat'i -ng networ k,
such as a Local = AF gal &t c(dﬁm,e W Jurthiot, detailidiepring ag W) wilhibe nehdily”
Internet. In a thdsrstegshethossoshilind ingherddvammarent ,  progr am nodul es or
sub-routines may be | ocarefhn ; C lm@ﬂﬂ' [ st ora
devi ces. Thus, +l.[éemj ﬁl\()gg&i %rr\hjli%% Iciqr‘ngtse t%%‘ﬁg"%ﬁgpﬁﬁg E}@%ﬂ‘gﬁ‘%e
Internet. 31 Unlese doscrPibEr SRy GaRiters o2 sagh of dthich inphules pebrawson of
the various bl BEERIsHedRe| 194 thajpeanits teeoafpucaty aBidsoBAd cRERhEN dathSvith
result, such 6 fhé IdANARYI3GR .97 .0Cks . need not
be descri bed i ngeﬁét{'efhed\;ttgﬂlg ﬂr@rﬁﬁéwﬁﬁa@owlg%%%ﬂ%w liﬁ%é?gﬁéet ood
by those skilled. in the relevaltPies 1Raraay Fwélfkoﬂrm fummere] cengrak procagsing
envi ronnment of %t‘érﬁﬂm’doglﬁmfmgng cireuitry, memmry,Ghpit dsvicek (281 LepbRvdEr S
IR ot ot o e et O BB AT e
u . X . ] z I ’
sites wthi rfot%é f?‘%"%g‘g%\mﬁ’:@bﬁﬁm eonbicak disk drixes); w owellTknrownobety
conput ers 102 el shayst indkigateel . oThervoter cormpttars 102 an®said thcludai diker rogtdner
| ogi ¢ processi myodulesc gadh ¥s alRBra¥ing isyga{,, ggé/iogﬁ(gggﬁlgﬁca&aﬁzgg Ia%quand and

poi nting devi Cqsyr, vices (€.0.. . display dev S and pf ‘§)',
10 storage devi e g&ggﬂ‘g?ﬁ? x_ggg?aﬁﬁ(hgf) g’hﬁﬁt&‘ﬁﬁgt ?"Egﬂ“:d kae  diddponpllyattie wel |
known but not YOHERRFIPAMEES ¢riaclade Fpeblicipavate ey paiegendffompygaksmodile! ude
ot her program 18bdulAssshoswc lin dgare I0ARERL ARINS VS o NRtd cgm%‘ﬁ s 102

application progradhiih V§HI :§gl_pﬁoce55| ng or spread sheet a pFl cati'ons),

and the |ike. Additional E&‘\gg Vot er conputers can i ncl ude a
public/private key pair SEHGANY pul PRI TretutecdEputaSsysiksn $08) woupled
Figure 1, ther & #heelnememireWorld Wade Webormaéte 31050 BerforRPhRSe Bt it %er S
1, 2, 3 ... N pafoaeHRendd '_gﬂ@w [ IY.S.Seryver. co r s temi&
coupl ed toz'[{)h | nt er net ’%{Q%\fg% @g{bé%e%e%bg)é‘?&épgt@fw\ﬂﬁdrmc €or
all of the “barf¥t FHMUT: 1% stasesompeiyobfhe wel @amesr wdedate €incladiigt talllats) 110,
goupl (ed tlo 5 heeazg;ifd/@ztwcmﬁutmterma;puﬁmes, SRECEr Mbrel VAINEGRI t&@sd
ata (includingl S dervi t . ter c ers 102 ne or
nmore voti ng po&w&n;puters 11 aﬁgl.ﬁeﬁgsf\?éﬂ?ggéﬂ ?SWPQF%B@TZ *f’t‘i’ep%'{"?‘:’gg
pol | conputer IT2%1 g’&?ﬁ'&?%ﬂ?ﬁ“m%ﬁ?@?}“%e%é}ﬂe frpbesitioned; ati a qubbiat er
or the like, p¥¥ng losaiaprato aepibmbiembers of the public, or voters who may not have
25 ready access to computers coupled to the Internet 106, to electronically vote under
Fhe_sy‘fstem described herein. Thus, the voter computers 102 may be positioned at
individual voter’s homes, where one or more voting poll computers 112 are
located publicly or otherwise accessible to voters during a public election. The
voting poll computer 112 may include a local area network (LAN) having one
30 st_:rvcr computer and several client computers or voter terminals coupled thereto
via the LAN to thereby permit several voters to vote simultaneously or in parallel.

_ The anthenticating anthority’s server computer 108 includes a server
engine 120, a web page management component 122, a database management
component 124, as well as other components. The server engine 120 performs, in

35 addition to standard functionality, performs one or more electronic voting
‘protocols, sach as the protocols described in U.S. Patent Application
No. , filed March 24, 2000, entitled “Multi-way Election Method

and Apparatus,” and assigned to the same assignee as this mmvention. Thus, the
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One or more registrar’s server computer systems 114 are also
coupled to the authenticating authonity’s server computer system 108 and the voter
or client computers 102 via the Internet 106. The registrar’s server computer
sysjcem 114 performs much or all of the registration process, verifying and

30 registering registrants (e.g., voters),. digitally signing the regisirant’s public keys
and passing the digitally signed public keys of eligible registrants to the
authenticating authority’s server tomputer system 108. A database 115, coupled
to the registrar’s server computer system 114, stores many of the web pages and-

~ data exchanged between the registrar’s server computer 114, the voter computers

35 102 and the suthenticating authority’s server computer 108,

T The registrar’s server computer 114 includes a server engine 130, a
web page management component 132, a database management component 134,
as well as other components. The server engine 130 may perform, in addition to
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poll Flesires the data to be collected from a particular demographic scgment of the
pul.nllc. The registration pracess can ensure the demographic requircment is
satlsﬁec‘i while maintaining the anonymity of the respondents. Under yet an
alternative embodiment, the system 100 may be used in the context of a lottery or
3¢ contest by controliing registration for the lottery or contest. The registration
pro'cess can ensure that contestants meet certain eligibility criteria such as age or
residency requirements, while maintaming anonymity. In yet a further alternative
e.mbodimcnt, the system 100 can be used in a licensing context, for example
licensing individuals, cars, boats or other jtems. o

35 Remote Electronic Registration

‘ Figure 2 shows a method of remote electronic registration 200. The
method is more convenient for the registrant than the other illustrated methods,
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25 The registramt 202 can employ the public/private key pair gencration software
do@oaded in step 210, or can use conforming previously downloaded
public/private key pair generation software, Alternatively, the registrant 202 can
cmpl-oy a previously penerated public/private key pair that conforms to the
SpCCIﬁ?-aﬁons of the authenticating authority 206 or registrar 204. Public/private

30 %cey pau encryption is known to those skilled in the art of encryption and, in the
Interest of brevity, the details of such techniques will not be discussed.
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fnformation can compnse any data of a predetermined format, but typically will

35 include the registrant’s 202 name and address, The address can be a postal

" address, e-mail address and/or some other address. For example, Universities tuay
prefer e-mail addresses, while municipalities may prefer common street addresses.
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registrar 204 can &l so deter _%Wﬁ%?‘?ﬁécﬁ@mmﬂySMddpuhIimhtycthﬂ&
known name &nd a&&&‘?‘@@%‘ “?gcﬂf“. thargy 266 Etis asted 832 thefopder 3k 824 BRA26 can be
vaned'as dcsm.:d. Typically, the registrar 204 will supply the authenticating
authont?r 206 with a collection of all of the digitally signed public keys at the end
f)f :_1 r.cglstrancfn pertod, but can also supply the digitally signed public keys on an
mdn‘ndual bas-ls as they are created. In step 228, the anthenticating authority 206
30 Teceives the digitally sipned public key from the Tegistrar 204,
o In step_230, the registrant 202 transmits an encrypted vote to the
auth:e:nucaung authority 206, which receives the encrypted vote from the registrant
202 in step 232. In some cases it is possible to perform steps 230 and 232 prior to
step 2.?8. However, the order depicted in Figure 2 can pernut the authenticating
35 ajJﬂlonty 206 to refuse to receive votes from regisirants for which a digitally
 signed public key has not previously been received.
~ Instep 234, the authenticating authority 206 authenticates the source
of the encrypted vote using the public key of the registrant 202 which was

f
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prior voting rolls, and/or tel ephone and address directories. The registrar

204 can 10 al so determ ne whether the nane and address are PiA
prior registered nanes and addresses. These determ nations('ilg<'31jr‘1dl\ﬁlg{&gz{tQ(f"ml

attenpts at votrmfze4tud, although it nmay not be i mredi at el Yo GRRAGEN,

whet her the Curr eligitalle oi 1 7AY the.preyi ous registrant 1s )
attenpting to co ﬁli g%e??%%' T%?é,m{heﬁngtaﬁg‘&“%‘fauoﬁgﬂ}@eﬁ the aegistent’sone
| evel of security duri %g Na i PetBFs‘?“F‘é)ﬁH‘%VBﬁeocé'hs&, ihs prbtocbE an@ghidated Nhe 202
is not eligible, “Rf¥PEdgrote Laing 20w pableckey tdfethe rI@QiiSﬁﬁtai(ﬁ?”whf&hSﬁ%Eff 220,
and can take furnh&bnt'mfa&ld&zs_ir%_ﬁé%@fzﬁ%iéngﬁréﬁfgﬂg%ga&t_h %dzrilergpte ¥ PATd.
If the registrang;@02 is.el ‘1%'3@'53' Lhe 5 egr sttar "6 i 1 al-hy gﬁhgmcaume
publ i c key of tha regrstrant. f“ﬁ“‘%f’% Yoo as theinthyiptesh ynaisireesived, @r kapwn
to those skill efelah Baling fthee wotey pintibr. edtthg peioldNGids ar 85 L Gpgﬁ\e/éty,
San provide the gegrtariy  erevet LLReP s 8 itialis dubodon Boperaatsar ve
as a receipt of mﬁe Irug'gﬁétvrogftsi ?)‘Hfjdg"ﬂﬂﬁ thsnatisregadons of erctypicd drotes ifris@pr|s. 2- 5
by the parent hes€§TERiiEDS desamplished vsing the mbktiway prétosieRsdafd ikNE & ﬁ)gf.cﬁé rar
204hprov_i des wheappligationl deyiabNgned public lﬁ‘i‘%’d t% e2 Z atétaoéggg%gt I;:B@fl 3
authority 206. |4\t TR . of s *a n €
vari ed as desi r%sl czﬁd%?ﬁfm% ADE) AHRARATHST y(Atttye Docket No.

aut henti cati ng 6 ?1[}9)206 with a collection of all of the digitally
signed public keys at the end of a registration period, but can al so

supply the digiﬁgl signed. public keys on an individual basis as they are
created- In steﬁ%ﬁ@%&&&ﬁ@ﬂicati ng authority 206 30 receives the
digitally signed public Kégutdaloiie melbs bE Ak 230, . the
registrant 202 tarsflichsicAdr S d vote t?%?ﬁgéo%%@ﬁ%%ﬁ%caaﬁ%rﬁmri ty
206, which receigyes;the ener. t%feggif'/’gloé' T ¢ Hs msghod saganerablyomone stwp
232_ I n sone cases%f'?miegma(ﬁfr%‘r"ezst@tﬁéﬁ plsnibe dese pen@Riznpfsd RSy, t O
et et e oo b oot 104 it SRBRE forh it e
for which a di ggb@?ﬁﬁ si@%fd ﬂ ||c‘?‘1j<g§%8h§’sd‘ﬁg§fe%‘§\%%heyni§é@mmhmiwed.
In step 234, the a i ‘F’ﬂﬁ%t#ﬂrpwgzmm srfiwdre ab ethe tragiseisr CRs of

d
en
the encrypt &8 vBerally; dispussed abais, ithe beder of sfepe30LMES (R @%g%ﬁ&e@% N
y the

16 JANUARY 2004thérepikiad P , ' tall d
3bt QIE\//;!%) a'?]égﬁtfyaﬁglhgl (gf&aiée'gg:gﬂ VeI gfor spit the

registrar Op&g&gﬁg#ﬁy&ﬁ@%ﬁ@gﬁ 11518, 12n thegraistos eanmthe o tpubHe/privit Rey
encrypted vot e RT. A5emAypabFxistingepuldic/private 10gipatr it corfifms'th i kephaie!
| 304 or authenticating authority’s 306 specifications. In step 314, the registrant
25  generates a hash of the public key. Hashing functions are generally known in the
computer arts and will not be discussed further in the interest of brevity.

In step 316, the registrant transfers the hash of the public key to a
hash card 317. The hash card 317 is formed on a blank of tangible medium
cap.ablc of canying the hash of the public key, as well as a signature of the

30 registrant.  For example, the hash card 317 can be formed on a blank of paper,
- poster-board, or card-board. The hash card 317 can altematively employ som;
destruction-resistant material, such as TYVEK (registered trademark of EI
DuPont deNemours and Company). The registrant can create or obtain the hash
card 317 in a variety of fashions. For example, the registrant can print a hash card
35 * 317 using a trusted printer on standard paper. The registrant can obtain a hash
card blank from publicly available sources such as driver’s license bureau, post
office, shop and/or supermarket. The registrant can be sent a hash card blank
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aut henticated using the digital signature of the registrar 204. The

authenticating s authority 206 can;- authenticate each vote ‘I’ﬁJﬁ\ﬂJEFV?’dﬁfd
vote is received, or can delay authenticating the votes until a voting

period ends anWoioghe encrypted votes have been recei vedpdiRissifSRs 236,
t he aut henti catthropghuhd\dild, YTHO S....the encrypted votes, and
decrypts the a%ﬁeﬁ@hﬁﬂt@d%f e crﬁa%ggg&%g#gsca?ﬁ(’%%‘ps ore-prgded saateRgl ors
acconpl i shed ustlragg t g Tl PPWEX/ bér de8istarts c Thp dush of WhsS publi¢ &By cif) be
appl i cation SeriFasfersd ¢ thedushaardrblak ﬂﬁ@fﬂ,p@ﬁﬁg,e@ﬁﬁﬁéqga %p Jo\ﬁﬁ‘é or
ELECTI ON NETHODWHosPBRiRgFeBag (AL ty. Docket No.  32463. 8001 s%”I
Post / Couri er sRegi strati thsfi—%i%e +3 shows a nmethod of registration enploying
a courier Sucndﬁsh@‘f a, POsF C%ﬁ”r‘f@?trﬂf’tEEP}Fférm%mﬁnﬁawuiﬁengigikthﬁ:tﬁet hod
is general | %/ ch%ee Inc‘i?f‘b lapks ghus providing aovay oRdEnHER 1 r@ﬁg&ﬁ@fb?ﬁ%@m’?& | ess
conveni ent for sipSI20athE regiSaSit So2 i strar royldes a

it e el BRI Bl Vet tand 1 n

registration f e, a reqistrant over )
step 210 an aut %ﬁ??&??%gag%tdr?ﬁ{yt 10Sh Suel &% shaeeehi mads pr by abmelogyerpai r

generati on sof CREMPRCEeR invpbang barsdelivasy. 2Thegseoraliivd me%ﬁp,%g t he
i

order of st#psc@d@nand: Bl ragisitiit!302s bﬁf‘ﬁ{i{é&lssﬁtﬁ% Os%wgwggﬁlfqgéfﬁré system and

t he aut henti catkp u Lt can var
ci rcumst ances. Ellx%ﬂlgewg%gj’ztzﬁgﬁ? dGF ST, A4 deseivestthe haslpuatd il Privomitthe key
£30
D e B SeI7 8 o/ pebarat 20 caverp Sl af (EGRHAE Wy o 1
registrar's clrau ci.fications- In ste
sit the voorsrtan 25 wapgilg sl OO DI IOResny T
_ aJe %enser |1y kno I'n 1 ; brq:g;stmmﬁoz
di scussed furt é;FI:ﬁa # FECqu4: Riiase tofothe bregistratjon pmcetsepia%&gcaﬂaeﬁn@glﬁgg ant
transfers the Tegshaodn pige. pAlivmativeBy tReOredisulfisS . The .hash card 317
is formed on aobihankcais ﬁlﬁg;b{ﬁ!tﬁe p%&&gée%gaﬁag@eﬁg#daggﬁzﬁw R Y
the public key & V\ﬁll | ‘as si gnatur e oft Hr @'%‘0 PetfPst4&the rrgistrandifpl e,
t he hash card lgﬁl Cah" ey € JrebapageaneRisbatipnfem, to thesegsrhoaod, oy
card-board. TH¥CHhAh tharepignit Gap s&blhﬁﬁ"ﬁRéY'{J/M}ﬂ{d/k?’r}U A Isegfga_ar 304 via the
1 Dupont R e e e ”“%“"ﬁny oo, e S i S a1
the hash car d@gﬁﬂfn 4R 586?5 SHiods step@34ethanpgistrart 30 dergiigiidsant
can p{i nt t a hiﬁhﬁ;’t&g_ﬁﬂc Bﬁﬁdt;g&t? hasghi ngtl&.] pu&l%p@ gur}égfj&{dls% ﬁ‘;’?‘?‘g%f"% @?ﬂ%l%r - The
regi strant ca ? ubl | avai l.abl'e sources
: ODIRe Tegiethf o4 chRtitald #ohdf 18 RERHT mlhafo ey seaiins thet - The

such as driverde%ﬂn%ﬁ e bureau, post frce;
regi strant _can be sent _a hash card blank 12 16 JANUARY 2004 WO 01/ 20431

PCT/ US00/ 03987 If the received public key does not comrespond to the hash of the
public key, the registrar 304 rejects the registration in step 336, and can take
further steps to identify the source of the atterpted fraud. If the received public
key does correspond to the hash of the public key, the registrar 304 digitally signs
the I.Jublic key of the regismant 302 in Step 338. In step 340, the registrar 304

30 pl'ovlldes the digitally signed public key to the authenticating authority 306, which
recetves the digitally signed public key in step 342, Again, the registrar 3;)4 may
transfer the digitally signed keys in one or more groups. In optional step 344, the
regish‘fir 304 also provides the digitally signed public key to the registrant 301;., as
a receipt of the registration process., This permits the registrant 302 or a third

35 p‘arty to later verify an election result, The registrant 302 receives the digitally
signed public key in step 348, ‘

o In step 348, the registrant 302 transmits an encrypted vote to the
authenticating authority 306, that receives the encrypted vote in step 350, In step
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through the mails. The hash card bl'ank can contain sone pre-printed

material or can be printed entirely by the registrant. The %’Z‘o
public key can be transferred to the hash card bl ank throuéﬁgaﬁlﬁéﬁ 3 04
t he

writing, nmagnewwasiepepdi ng or other formof inprinting 5 In Stﬂ%ﬁ 318,
regi strant appls.isgstﬁchggfle Istrant's wri téen signature to t HE TAREHY S o
bl ank, thus proviting %{;‘P’b‘g BYBATRE J06 gathenqeatas thatsogee oftthe dnatypted
date. In step 3ot viikgtheayiblicrkaytof 3D rdginnanBos whith WARERIE b br fled 317
to the regi st registaqs Yh@aaﬂkﬁﬁéﬁpﬁa‘r’ﬂtlaeﬁfeg%hé?égigiug’gecﬁstaﬁ%‘égh theﬂnga' | s
or by sone ot h%ﬁcﬁ%?@‘{? capr| e{l}?l nvo ving anck IV @ Se B

third party cour|@r.provi detiotCoPrrieriol fathentcatssethe casicypteanvota GBinghtite
reduces the SedtiPli¢ §eonpf theeregistazt 302 weltichnitsalf iﬁ&bfahmendidlteﬂtﬁdﬁlgga%’ di?ﬁ':ﬂ
registrar 304 sipnaiuwest tRacpasl Koy d r.O@.L: Lsirant 3072. Fn step
324, the regi s;:%(’q{ vor24< %%It ers tQghtagﬁéé?ﬁcﬁ%gi%ﬁg|3F{@%E§y§46ﬁ.‘f"6‘_ ‘f’-’éﬁcnm:atc

el ectroni ¢ database,  conpl &t P1F 18 Fecshygd corogan: dedayr anfhenticatingothe poteses s.

In an opti onal Y8Rk} Vo paried andyand b thGeutreptad gotanhaveliRen atepbaan 392 15

scoess (o, 8 SeaBauphmbeniui GG E K RSB s o oBlg°, 1o

regi strati ofy p; vel the registran | :

access to {bheﬁggacggﬁdéﬁﬁ&ﬂla@géugﬂ%w EYISTPR B rd nDpeiyprgsis apepraplished 2sing t he
regi strar 304 ﬁﬁr‘ﬁ‘&#‘ﬁ’é&fP!%@CfdéémﬂbcﬂIims[éSV\pattcmaigﬁlidfaﬁghSEﬁﬂNQn formto the
regi strant 302__|n , file@pael 24, 7000! 884 &b tepn bGP ' (] y to
the registrar g%mﬁ‘meﬂggx, Gﬁﬁp?jﬂ Eh ) tfetigﬁg angg‘g@?#mﬁﬁﬁ t he
~registrar 304 recelVving ep i &'0% 5‘33?' rat I(riil,*i)'rstrant 302 in step
332. In step 334, the registrar 304 determ nes whether the received hash

of the public FR¥tANHRHRP he received public key. The registrar
304 can crelgte a hash oh ﬁﬂﬁ?gdj‘e#c 3 ‘g{?& i c key in making the

determination 25 If the 1EERf sRevhamatiodel registratiroemploying sipongistrar 46w hash
of the publi cokerpducchibe medlishrisate I iy, €Ot tet BLiskRAM MY AlkOfhe ﬂzgﬁ'&?p 336,
and can take 404 3 m R | ' - rce.of, t at t eppt raud.
If the recei vqgﬁ_pu Iic?mliﬁ Qéiggésgﬁ% k‘:ﬁedfﬁbtr]\gmﬁghl?ﬁlgﬂwgsqf}e&mfhe f6A0 B key,
the registrar 394 8 greH %‘ FBFFé”C“’ts[Yei'ﬁ?HﬁqddﬂRfé?dﬁof the registrant 302 in
stglp_ SSE. In step 340, Ihsicp d@8,dhe argisitss 480 i@éxﬁﬁbﬂﬁ&hﬂe@@nﬂit@@%{pﬁ@hgned
publ i c key 26 0 ThHearegidtrkieqtiyl | ecel ves e
digitally sig @.ﬁ’é' RO 68 o UK bf dhotd Rrentiikidn, fof ERamTS g iivcys
transfer the glﬁgl ) ﬁ;p%rltaﬁa opal dentification gardypihe rgpistiar404 (oan alsvirelyain st ep
344, the regisstERatuUBOlingarpintponthedast tbethdirggitodrl 4045kena0-P Rl egisks¥ t O
the regi strant0aGd hamdividiAGiohe theiliine WBIIBLLEY BL HLOGGHSnr Ak b M 1S
] |

he 7o) ot  aneeiiolestit LLlE Gt gBabedliyeriSs immakpitirscnsegomensme it
In step 348 {heeregivyast 493: Blop ragistres H0dsmap e engsing dasitities skt B post
offices, schools, driver's license bureaus, shops and/or supermarkets.

‘ In step 408, the registrar 404 generates a public/private key pair for
the identified registrant 402, The public/private key pair may be generated after
the registrant 402 has been identified, or may be generated before the

36 identification, In step 412, the registrar 404 digitally signs the public key
generated for the identified registrant 402. In step 414, the registrar 404 provides
the private key of the public/private key pair to the registrant 402. In optional step
416, the registrar 404 provides the digitally signed public key to the registrant 402
as a receipt of the registration process. As discussed above, the digitally signed

35 public key can later be used to verify the Integrity of the clection process. The
registrar 404 can give the registrant 402 the private key and digitally signed public
key on removable computer-readable media or via some secure channel, This
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authenticating authority 306, that receives the encrypted vote in step 350.
In step 13 1 6 JANUARY 2004 WD 01/ 20431 PCT/ US00/ 07987 35244t

aut henticating authority 306 authenticates the source of thesgrh;\eﬂrlgl%$Yd2004
vote using the prm,iognkey of the registrant 302 which was di tal!t@/ si gned
by the regi strar. The %}ge@l&l catlon val i dates the registr ¥t al
signature on the %ncr%é REvate kry fﬂwmmdnwmmmagemez
encrypted vote USFHYes the rempvabls meklmycuniaming the BHOAE RO} artDthe cYYEiuﬂgr i

was aut henti cat gshbligikeg the digital signature of the Tegistr 4
authenticating authority g% &:%qj thentlcate each vote as the encrypt ed
vote is received, or can dei's mhldﬁv&teiglmﬂnslglueépuhitdk@

peri od ends ahd taithe @memﬁl}g)ﬂlahom@t% h@mﬁ: rl@eﬁﬁc € Gigney i 4,
t he aut henti cat |1ﬁg;t@mm)r I Yt 242 GRK enscr ted vgltgfelc&bﬂﬂlc?@
Vot es in?"imgP ak eRoTYpied (ot fhihei s

decrypts 10 the |on or..e
acconpl i shed usi r?]lg%lﬁ Q@P | Tegri¥es: thp extictypted \@te Eamept426 In

appl i cation SeriSHiP 488, fthe @@ﬂmm&unz4authﬁﬁ@ mada@n.gm{ch@g ﬂ,M&O'ﬁL-

ELECTI ON METHCD fen> g
enéProdPRARATLE hAnlblic INCKE1ng N o0 0 Efﬂva%gﬁgfl 5 on

Reglstrar I nyfer n I

enpl oyi ng t hedDr e%‘},@%ﬁ?ﬁ &Z%zfgélf %‘ ‘F{E“‘BM |V§Mﬂt¢5vﬁteerﬂw}rapds rdlgllt:ﬂ t he
registrant 402 thEnawse ppdhe é’gqutﬁérvomolhust, hhﬁpfﬂﬁéd@@dutﬂélﬁieaﬂ;@&h@%

o vl oudl s “3?&“‘”'“"*’“‘“’““‘“’5““‘%*?’&%‘0 2 s?’?aﬁ("ﬁve”' et 2,
Iroegl st ran%/ 402 in gerso&?ﬂgﬂg@ﬁl ‘}@8 ﬁ}m@ﬂrtlﬂa Fughomty HOphot o
i denti fication, “HbAuheRfeAte ﬁ'édelr‘r%rﬂs thbl clmr[ﬁﬂcd p.@ﬁdsrip&éceﬁfcd,n%frl&!i\ahcla

i dentificatibn eethentichbing teoiokdsuntil 4%@&,&]

fingerprint, Orhéegler%éﬁkdt h g fg@ﬁtr Z?Se%déec&/o ni zea SI E‘?sg{a?’ﬁnt
ua I'S

402 as the indivi who' t t Dot gy gu 8“%’e40¢mgﬁ¢stﬂlar
404 may set upBIFE ted votes, é‘@ écévﬁﬁt thg capgregativorc of egeypted ovonBkin kg mocess

conveni ent for PSciyhting isgicsompliched ging Hhe miuBBiy/ i1k
facilities suchamslicResd Serdfi NoCES. school g?l’l l? o .‘ﬁ"é‘?@% reaug§l g ops

e
and/ or super 8 —the 354 P8P esaﬁd entitled
publ i ¢/ privd &ﬁ%‘?ﬁ&é @Nd\éﬁmﬂ eﬁNlagABPAaAtrumz(mghe)ocket No.
public/private 2890008y be generated after the registrant 402 has been
identified, or may be generated before the 30 identification. In step 412,

the registrar 404 digitally signs the public key generated for the
i dentified regikBrysfe boPersomRegiogatibh4, the regi strar 404 provides the

private key of the publi gjgard \5atsgo,1§,§ya RALthod Ot P%ésr“%gl st rarlt 402. 1n

optional ste i stra rovides YIap We%mfﬂ?ollc
kgy to the r ggl s%lrima ﬁtaplﬁlafgg aTeg 15&311 %%ZDgeneratcd pubhc/pnvate key p>:lnr %us 1s th

most secure of the illustrated methods, but comes at the cost of convenicnce.
In step 508, the registrar 404 provides a web page registration form
~ to the registrant 502. In optional step 510, the registrar 404 prompts the registrant
- 502 to create a hash card 519, In step 512, the registrar 404 can provide
public/private key pair generation software to the registrant 502 if the registrant
36 502 does not already possess such software or a suitable public/ptivate key pair.
In step 514, the registrant 502 generates a public/private key pair using the key
pair generation software, As discussed above, the order of the steps and the roles
of the registrar 504 and the authenticating authority 506 can vary. In step 516, the
registrant 502 produces a hash of the public key. 1In step 518, the registrant 502

35 imprints the hash of the public key on the hash card blank, as explained above in
reference to the method of Figure 3.
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as a receipt of the registration process. As discussed above, the digitally

signed 35 public key can |ater be used to verify the integri
el ection process. The registrar 404 can give the regi stran?éil&}ilfl%ngom

private key an®wodiigd#al |y signed public key on renovable c - r eadabl e
isflig
media or via sone securelﬁlg%nﬁb. 'gt}éés 14 4’;&% JANUARY 2004 W - i} 1
PCT/ US00/ 07987 ghel ps. ensure pay e B APrREpts Hafragt 503 tre rapsmigt ep
418, the regist PSR 36 Yr dR&fPedithe registrnt 502 elretibaicaltn tran iRkt Rblic
private key andShahalfagiimir o4 siogivirs thWablie kPt sief 5941t §200ed Bt steps
regi strar 404 pjzoglsigsmﬁr@pdaglotca}rl%f&kgped R bli,c_key o ?Fne ) P
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vote in step 43Bentis s e@g e heaidbCPIhRC R, e 88 SRSHAPAGE
aut hent i cat es ta\%a sour.ce, 0 e énc%f‘lsﬁalfrv% “ES’E% hagl crdpt9cinkesjtieg ¢ he
regi strant 402 |_55’ﬁ“\ﬁ§§%“a c4rd 191k the geistrantOttin stopdi28t I'Bte regligar 404
aut hent i cat i on Ioeftyehethe signbe hashgiart 5 Bin' Sefs 1 4 detSingpat mrst?%)ogbi Q,g; gther
d " vo i ng

encrypt ed vab ethd tHash 0 henticates the encr .
t he %5bl ic key i T Eﬁgogﬁt ﬁﬁﬁ’%ﬁ?" {‘%Z‘F ftEG\/al@‘h E%llFF)Fé/nﬂeéﬁ‘?@Gaumsi ng

regi str.ant
the digital si Sﬁéﬁﬁ@ bé?&f:ﬁglsrn@ﬂfngr ar 404. The authenticating authority
406 can authenticate eabhstep6a4,abe tdpsten Y RERGAL Pegdistrd ﬁeik'\ilgéih ﬁ(iglr tﬁan
' ' e ' a1 Phe
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del ay i s aut henkd pablign ' | perio 1

encr%pt ed vot eg %é% F‘%ﬁ:‘gﬂég%; ﬁg«f‘;ﬁﬁ; dntogﬁpéégi?igzg?#ei\%{w@ﬁgl@ e ]‘?Yg In
authority 406 aggrega gtithg segis dechgiples aljof dgat i on
of encrypte® vEt CEWQQTERSP@BEEMCWﬂicﬂ@&@xﬁﬁG@ WIS HpREnd] F‘c

rul {1 vy P ot oS8, theoginbadi okl ol ARRLER L Ofesth AhCae (L0
(Atty. Docket ﬁ%@]gg‘g}gg%%ﬁﬁﬁ%%ﬁl‘Fr?ﬁm‘F\;%QEWngﬂngE@ium'cssnﬂEi gure
5 shows a met hEE' BT a87 Seqeiimihcanpy of ithghish-@ed S8 Rtep! SHANT idf Legisiggnpand a

regi strant 502repester A04ddipithily @ioRs | Dai TRi Sial S .t .2 st
secure of the | 0 cones at the COs nvefirerdCe. I n
g bhtuat 5@#, %dig“blrﬁﬁ]c £ ﬂ’éca ﬁbllﬁc.ellccy%fr the Qi':%blf. Srggﬂﬁ%tﬁ é(?f ﬁg
step 508, the registr 4 provi de W‘E&SEdl‘%ﬁ’i“gtsff%d@ﬁbh@kmmfbet he
regi strant 5028 “B{)g(??oﬁ%ﬂﬁ%@‘éfﬁcmm,Mﬁ!&thegﬁgiﬂﬂaatSMcaWﬁeﬁS%. It
regi strant 50@ notedcthetdtepsab4nasdy mrﬁa@mm&lﬂb@f&gféﬁﬁg Flgd #;tgl strar 404

' t Q e

can provide public/private k ir _generafion s re regi strant
502 !Df t he re_giéqst ra 'Ito s‘ofﬁ‘gg? S%ée@?"nﬁﬁg 3@%&’%&%&9 §i§i§ﬁ“l§é¥@ﬁlérlglbﬁﬁ a

sui tabl e publ i ytgﬂ thensicymprauthority 506, which is received by the anthenticating

25 authonity 506 in step 550. In step 552, the registrant 502 transmits an encrypted

vote to the authenticating authority 506 which receives the encrypted vote in step

554. In step 556, the authenticating authority 506 authenticates the source of the

e.ncrypted voie using the public key of the registrant 502 which was digitally

ngned by the registrar. The authentication vatidates the registrant’s digital

30 signature on the encrypted vote. Thus, the protocol authenticates the encr-ypted

vo:te using the public key of the registrant 502, which itself was anthenticated

using the digital signatore of the registrar 504. The authenticating anthority 506

can authenticate each vote as the enerypted vote is teceived, or can delay

authenticating the votes until a voting period ends and all the encrypted votes have

35 been received. In step 558, the authenticating authority 506 aggregates the

‘encrypted votes, and decrypts the aggregation of encrypted votes in step 560.

Dec:-ypting is accomplished using the multiway protocol described in U.S. patent

application Serjal No, , filed March 24, 2000, and entitled
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In step 514, the registrant 502 generates a public/private key pai r usi ng
the key pair generation software. As discussed above, the g 4
steps and the roles of the registrar 504 and the authenti ca |ng auBhorrq
506 can vary. Iwosirg 516, the registrant 502 produces a hash of the

public key. In 502 35 'inprints thePFEHP3% he
public key on th% ﬁ ﬂ:“ z}}%‘iﬁcﬁﬂbﬁt&& PBPaANEY ADPARATUS™ r(After Bocket tido t he
met hod of Fi gur 824 ZEQOIIGSDANUARY 2004 WD 01/20431 PCT/ US00/ 07987 In step
520, the registrar 404 prsmmag st_lb of tran& 912 to trans%t- t.he publrc

key. In step 52 ctronica

key, the regi st r%a{c“gdésrec ﬁ@ public key in ﬁd@pMﬂﬁh 24, ICB)OnQ,tnad

that steps 520 cuBged aﬁ@US-ZIlW HcEOTIONf M}H‘HODDSA@G AT PAPSh N

526, the regi st Dacket meub%onﬁu% ddde registrant Iﬂ@pﬁjﬁo%poﬁg apﬁy' ng

simlar neans a gure

4- After the re?gﬁtrar h}%ifﬁ{(g@ﬁ; E)égNFheSq rEMPLQCﬂNG rfeERmN'Hnt

502 signs the h IQF SEIBAGE wfAtty. nBocle dNs Rt R0bIESHA nénjmgrd%
ash

the registrar 4ﬁgblgnnd§ir6ﬁsﬁﬂﬁ_pa'f&§ a'bﬁﬁé Bhas'cgggﬁmeﬁﬁkgﬁg 0,6 da\ggrﬁﬁ@q‘; t he

card 519 in §f epy
hash card 519 cgrrespoﬁlgﬁjﬁlnﬁ% 3?ect ronically subm tted by
the registrant 502. |n st/dfhossls spacifec cml;miameﬁtﬁ AQhdrafiples ﬁ)h

registration. iinveimorhash dscritiede heah i t cor res tD
el ectronical ly sidRffichti&el 9@}8& ggalag fGrélsEEM u@@?% P P%tre &{cnt
identifies the {ﬂh’gl!lSt rant f &efr%sﬂlﬁ gpm(t W@dlﬁoptubfrthc key
corresponds to d‘iﬂ"e eaﬂcpsmwﬂmﬂmmsmm Mth:(faIevahﬂm@pmeE%l:mﬁg§p
538, the redgistpravidédheteinos thetifivaimion fchi Gk & P8
acknow edged Cﬁu&gssgﬁl 9’&?‘8‘&? $hed© th% Eﬁ%r@t ra ?rdg%étrgé F’(’)%ﬁmofwt he
registration pr ces%& H} redl s Bgoua M‘ﬁ ‘EH’@ o'amznms génerally
hash-card in st ° PYE-st ep 542, the regi strar 404 digitally signs the
public key of the eligibllke he.gbﬁi ABbdRRAs Hé’se%@eﬁ’p-\tbb%aéan %eﬁl% gﬁﬁ(&d P

st ant

trar 404 t | y
registrar ﬁr@ﬁﬂ@“ﬁ‘iﬂt& Eﬁérﬂie }r{%S: f &h QIZSC rpég%:ltsv%gtqthamlgpn@ﬁa | t

502 as a furfher re%gﬁgn

is noted tha 0“34‘3 kd 1948 th’érﬁP@elﬁgahdmﬁxarmcapemecﬁaﬁ raf&ﬁbnééo In
sth ep 54ﬁ the r@gﬁesispétlwémweMansmbé mollifRddif Gkt Akdry %%&P,{,C 8

t he aut henti catahﬂg; receive entled

25 authority 5 N ng%)é flclg )ts\é}k&g’@%l “Fé’é‘g H%“%ioﬁ%@qﬁﬁs an
encrypt ed vote rﬂg‘r’iﬂ’ FF‘H’S“%RH hority 506 which receives the
encrypted vote |n step Bliese ahdothitephahpé, canlte rasdchgihd FRLI qyﬂﬁsfﬁ,}g 506
aut henti cat es tabeveSdiAits] aéscﬁ n. SR ERLA; Vﬁ'}eefoll'l%mﬁg the %e ¢ key of the

regi strant 502 i
g sHith§ rhowage Rstmed % Himit the mvention to the specific emboduncnts
disclosed in the specification and the claims, but should be construed to include
all registration that operated in accordance with the claims to register registrants.

Accordingly, the invention is not limited by the disclosure, but instead its scope is
30 to be determined entirely by the following claims.
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signed by the registrar.

The authentication validates the registrant's

digital 30 signature on the encrypted vote. Thus, the prot 0?9|JANUA§Y2 04

aut henti cates the encrypted

vote using the public key of the regis

ran

502, which itself was authenticated using the digital signature of the

regi strar 504. The authenticating authority 506

can authenticate each vote

as the encrypted vote is received, or can delay authenticating the votes
until a voting period ends and all the encrypted votes have 35 been

received. In step 558,
encrypted votes,
560- Decrypting is acconplished using the nultiway protocol

U S. patent |
16 JANUARY 2004 WD 01/2043; PCT/ US00/ 07987

the authenticating authority 506 aggregates the

and decrypts the aggregation of encrypted votes in step
described in

application Serial No. , filed March 24, 2000, and entitled 16

“MULTI WAY ELECTI ON METHOD AND

APPARATUS" (Atty. Docket No.- 32462.8001US) Simlar subject matter is

described in comonly assigned U. S

patent application Serials Nos. filed

March 24, 2000, and 5 entitled "MJILTI WAY ELECTI ON METHOD AND APPARATUS'

(Atty. Docket No. 32462.8001US); and , filed March 24, 2000, and

entitled

" ELECTRONI Clahg®| NG SCHEME EMPLOYI NG PERVANENT  BALLOT STORAGE" (Atty.
Docket No. 32462-8003U5); and in commonly assigned provisional

appl i cati ol Se¥ inathod\ervegi@fch:
601149, 621,

exanpl es for 2Ry
il ll]’];)t rative %’38%? %ﬁ?@us equPUAR N Fgtie ohtdch s aGARaIRE TR

8 Tistsitenne! eivdmeaimions tith @b RR R, 35 W || be

wi t hout departi

pat ent

%ggngfi | ed March. 25, 10 1999; and

filed August 16, 1999. "Al t hough specific enbodi ments of and

u&{g\ﬁgnti n are described herein for

de

recogni zed by _those skilled in the relevant art. The teachings*'15 provi ded

~herein of the%%ﬂﬁ%&%é%@@ﬁnﬁggm%aﬁaﬁgﬁ?;eé‘%tsiar%gtcf stenms, not

“necessarily tHemxefmphiarantaiongh & S8bGi rot ocol s an
general |y  dewe kD@ MG iy -g%rth%us e g’aﬁ%%'ﬁf‘
odi

conbined to

frdudephendgiciuehe above U. S.

provi de further e

patent appli ot &RA%F e ”mﬂ ubljcations referred to in this specification
are incor por af ed Q% re%’ert’a €§¢9i§$§cﬁ@ﬂwsmﬁmmmemwg@di fied, if

necessary, to enpf
patents, applPeaunicapnandresprbbt othé QNS ovi de yet
of the inven@ﬁwﬁlﬁﬁ&eﬁa@u{?ﬁﬂ.ﬁ&ﬁgmagcg% gi;tﬁe BH@SH%?}

'%Eysf’"eﬁ%? Baiptend tmmi‘&ﬂdﬂ’ﬁlﬁﬁeﬁl&s ﬁ&{f | %rarc

Iight of the

2

* ncdudes detecting a signal canded in af

Froviding the dighally signed public keys ta an authenficating authority.

Tha methad of ciaim 1, further camprising:

fejecting the registrant f the hash of tha public key of the registrant receivod
through the first channe] of cammunications does no. .y

| t earrespand to the public ke
of the registrant recajved thraugh the secony cfanne! ui’ comemunications, ’ ’

The methed of ofaim 1 ey 2 wherein raceivig
signature through a dirst channg] of commy
Mmessage via 8 coutlar,

g a hash of a public key ang 3 witen
tnications indudes teceiving a writteq

The method of ona of the daims 1 3 wherein

: P fecelving a 'Ul:lI'
assotiated identiying information throy g 3 pubiic key and

ait a second channe! of cotmmdnicalions

lzast orre
2h electro-magnatis caiac of an electical, a magnetis, and
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25 above-detail ed description, In general, in the following clains, the
terms used should not be construed to limt the invention i
enbodi ments” disclosed in the specification and the clains, ﬁﬁ&?@%@ﬁﬁ?@f
construed to include all registration that operated in accordance with the
clainms to register registrants. Accordingly, the invention is not limted
by the disclosure, but instead its scope is 30 to be determi ned entirely
by the following clainms. 17 16 JANUARY 2004 C ains A nethod of

regi stration, zconprisin recieving a hash of a public key and a witten

. L5
signature of eac freth Pﬁ@@lﬂfﬂvﬁc{afms-r@,gj ugh a first channel of
communi cati ons t kaitier nas@® BANG; q,g% very\§ﬁ re%'gp'\gﬁl?’rf’g“}fﬁﬁ‘@iﬂ%an&m and
associ at ed i dent 'ﬁ Qg i,nf or mat i on s Jonwshotnet et 2l I‘#fty of
registrants thr oug 3%%%&*%@%% comuni cati ons, di ffer ent rom
first channel comunj cations that excludes hand-delivery; for sacs of
the plurality ofmeéﬂ?‘g‘i‘dr‘ﬁmﬁiﬁgﬁddrrhmmag &ﬁ gﬁl ic key if the hash of
the public key of the registrant received throu e first channel of

conmuni cat i ons m@%mﬁmmmbhw% ﬁﬁ&’ Qpeﬁ#’(ﬁ i strant received

t hrough - t he_second channel of cormunl catl ons ﬁ@ﬂWl&ﬁtﬂe@h gltally
si gned publ i & ké?lsrrtaﬁmarﬂsfmtd@% aﬁj hority, Z The nethod of claim1,
further conprising; rejecting the regl st CIPiERE hash of the public key

of the regi straMeaﬁt@aeN@ﬂ uft{hg% ,E: Lwe first channel of communications

does not correspghgl ubli'c Beret fragh she aa&tanﬁeai;_:m(@daft hr ough
the second chanpel u’# coqfﬁﬂp‘?awﬁ?qs%?mqh@hmm@du@fm JeRism 2., wher ei n
reci eving a has ZrehEispingueatomnd a written si gnature t ro&ﬂhu’a first

channel of comunications includes receiving a witten nessage via a

courier. 4 The FRARELT comef tefddrhe @I?ah,?ﬁ rbo 3 wherein receiving a
public key and associated identifying infornma RGN hrough a second channel

of communi cat i oﬁ@%nﬁbuﬂg&b@&t@cmm S'!"’Q’Erajé??' arried in at |east one of
efft assndatedr ideligiRgDED SHEET

an el ectrical, ge%’ﬁ% el ect
18 16 JANUARY '4’.% DE The rreth "’[‘*H@C@ﬁoasnﬁy&ftai-%vwg{eel n the
hash of the publi aw.vmem siyngnat m,ggfméhﬁgmr&%ﬁ%r%nt

recei ved the flcP@WU@Pmlﬁntel of conmuni cati ons are non-el ectro

8 The mathod of ona ofthedaims 1o B, fuithar comprising;

Gﬂmmumcatums

10, The method of ana of the delns 1 fo g, f;thher comptising:

nntanng the hash of the PUer key

recaived through th
Fomrwrications into an alectonic Uatabase. ® Bl chiannel of

1. A computerreadable maedium whase conte
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6. The method of one of the calins 1 to 5, further conprising: providing
each of the registrants a copy of the respective digitally $g RRY 2604
key. 7. The nethod of one of the claims 1 to 6, further conpr?\g\lﬂf'lg:
creating a hash of the public key received through the second channel of
conmmuni cations for conparison to the trash of the public key received
through the first channel of conmunications. 8. The nethod of one of the
claims 1 to 7, further conprising: enabling the registrants to submt the
public key and 1&5&%. dsxi dentifying informati-on throught he second
channel of comuni cati-ons gnry Rt Bkaiedveter rgistriras, em&wﬁym@ubi c key
and witten si @neidlie ken indoaghciatit idbhtifyidg ﬁﬂ%ﬁﬂ%w&g ,rgn‘%}gl CaH 8}% 9. The

met hod of one ebtot hgubaitidud kb furt her corrpr|_3|_n8"qu t he
registrants fr gglwgﬁrbrri tti ngu%%eg'r?%ﬁ%ml?@g%m%@@fﬁt extuiiide mand-yi ng

information through’ the second channel of conmunications until after the
hash of the pu%lfhiﬁc ke\é and witten signature are recieved through the first
channel of comm i“b‘ﬁ‘??“’f@!eW%&Wdig&a@g{gﬁmgrﬂﬁlfgggﬁﬁggﬁﬂﬁ& further
conpri sing: eldysd ihagegistantemb nad lLLc. ke ceived through the first
ahnel of Y 91 U8 PR f ot R o Votgn

channel of congasabcRALd 8% 4Rkl n_electron

conput er - r eadabl e nedi u%&o@e&%ﬁf’%ﬁ@"ﬁ%@@faﬂﬁmm to register voter

regi strants byge f apluraluty of voter registrants, recieving a

hash of a publ‘i’"é'I fﬁegyﬁgﬁ’gﬂagys*ﬂﬁgﬁ‘éﬁ”@ﬁ%wmnﬁmmmmyr ansmitted by the

regi strant 1§_hrﬁ,§%g a firs hannel of conmuni cations i ncl udi ng

hand- del'i very: RiBEEy Py of AIREIARY wDES chradnie AfReOke ast some
uid

of the pl ural iPFPEer i prmister visgriregistmntsy: el ectornical ly reveiving a public
key and associated identifying inforimtion that was transmtted by the

vot er regi st r&rEtfthectrgh of thecmbik ehaniabed et RINHAT GakiPens, excludi ng hand-
-del i very; for mmmi%@ﬁmen-&ﬁ tgﬂghx%ﬁtaghe[q%gﬁcﬁ%?%sw g?ag;f'%ia‘?fl y signing
the respectiv of at the regi'str ¥pP rugintiepubl i ¢ key
received fromthe voter reéﬁ“ﬁ%t corresponds to the public key received

fromthe vpie strant, and providing the digitally signed public keys
to an aut hent ?\caé %E%%HWLV"WW FETRbigingut er - r eadabl e nedi um of claim 11

whose contentgpab%werrms%%uae the Conputer to register voter registrants

recelvas 2 hash of a public key #hd a writkeny signature that was fransmitied by the
voler registrant through a first channal tf emmunications including hania-delivery;

& public kay input subsystam that, for =ach of at least some af the pluality of voier
registrants, eleclronically receives a public kay and assoriated idenifying

Information 1r_ansmﬂied by the voter registant Twough a second channel of
cammunicationa axcluding hand-deliveyy;

a digital signature subsystem thet, for each of & number of the yoter regisimnts
digitally slgns the wspecive public key of the voter registrant if the hash of the

pubiic key receivad from the vater regisirant co
responds to the prbfic
from the voter registrant; and 1 et

a digitally signed public kay ottput suhs;:stam th

&t provides the digitally signed
plbile keys to an authenticating authority, oy s
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creating a hash of the public key received through the second channel of
comuni cations for conparison to the hash of the public keyq§gpanUy&ARY 2004
through the first channel of conmunications. 73. A voter registration
conput er suste,. conprising: a public key hash input subsystemthat, for
each of a plurality of voter registrants, reveives a hash of a public key
and a witten signature that was transmtted by the voter registrant
through a first channel of communications including hand-delivery; a
public key input subsystemthat, for each of at |east some of the plurality
of voter registrants, electronically receives 'a public key and associ at ed
identifying information transmtted by the voter registrant through a

second channél W“D%mﬂaﬁmmﬁm;%wgﬂ -delivery: a digital
si gnature subsystemthat for each of a mfgng'e?gg Rt REmp e regi strants,

digitally S|gnsihﬁﬂwhg@amﬁﬁ&mwmﬁEHQ&&Q|Fﬁ%D€%Fthe voter registrant if the
hash of the plg}abdng,_.'lﬁg%.‘eg eived from &F Fé‘gygwum theags g@ponds to
t he public keyreev r oM Reakpet P RgpSHT @ihe B o il ﬁakey si gned
publ i ¢ key out pu dwishedenml avvb@esnithg,di gi tal |y si now Bublic keys
to an authepticatin authorlty AVENDED SHEET 20 1 6 JANUARY 2004 14. THe
voter regis arnome B‘?rﬁ’w!admis‘gmﬁem@ .aim 13, further corrprl sing: a
hashi ng subsystem that creates a has of the pubI i c key received through the
second channel "6¥Vibg mmphialitt bfodgitiip to the hash of file Public
key received aitiaotghing Beinidy %gmcgtalﬂne co \¥%(3 swistrar Bhaheret hod of
claim1, furt h,gg rl sk a recl ev Isdﬁﬂaﬁlwyrcdq‘eyﬂb@mga{gw Eﬁl gned
publ i c keys from a reiﬁ ? Wﬁf”ﬁ“ﬁ@f@ﬂmmmm&g@whg@ég of the
digitally ygd‘%’?& Tehyabarvel o RghBgikBod 7k @SR EGLLY.E e g% plurality
of Voter reg|svﬁamb&ﬁthaBwﬁﬁamh&ggghgﬁﬂﬁh[%% the pu @§WEMWOugh t he
first channal of. conmunications and that s Fﬁef?féﬁmtﬂhtétqﬁutﬂ,am key
- correspondi ngmwﬂﬂeﬁrb&sﬂn{be,r,g %CEQ erlsecond channel of communi cations; and
aut henti cati ngr e p '? ;%ub! iC mmieaﬂedngr om at
| east sonme of the ura aﬁ'f a@&alnghg%ugﬁ&%; Lecei ved
digitally § gfgsr &Hzf: 15 The met hod of claim 15 wherein the public
key- encrypt ed vot es e iﬂalpu&;hamgmwvm@a,re e _voter
registrants. Tﬁmaﬁﬁéﬂéwhﬂﬁﬁeﬁmwaadable medi um of cl ai Q@@Q&hé d comment s
further cquse_a onputer to register voter registrants by:
. ® compuieryuadable medium of daim 11 whose
mmputarm S comests further cause g
'EQIStBrVUtermgjsu-an&br

18, The computsr-readabie tedium of
Cigim 17 wherzin the i
aro digitg public k
digitally signed by the respeclive voler registrams 2y encrypled vates

19. -
e Voter regstraion womputr system f faim 13, futher comprising:
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receiving a plurality of digitally signed public keys froma registrar at
the authenticating authority, each of the digitally signed pgbjaNyk )y32004
bel onging to a respective one of a plurality of voter registrants t
submtted a hash of the public key through the first channel of
communi cations and that subm tted the public key corresponding to the hash
t hrough the second channel of conmunications; and aut henticating a nunber
of public key encrypted votes received fromat |east sonme of the plurality
of voter regist ' the received digitally signed public keys. 18.
The conputer-r ezgﬁa Llﬁ %g?]rﬂﬂgrewa? mpmwmn@[myts@ﬁe@ hkﬁe ke%amencr ypt ed
ﬂ?i‘i”’{] P@w@mnrynemgf:anp

votes are digi't

v §5¥ %h!f;; regisirantsmag.  The
vot er regi stratf ey -eer r Ry ! @Fﬁ 0T tHTEF Edewectiveiong: AVENDED
SHEET 21 16 JAMJARY, 2004 e@” | hput su ﬁﬁéﬁshedmm;;pe,pmb ity of
digitally singed pu Ilckyfr"'B’i’H“&"@hegssarﬁamatV\ﬁgm g he digitally

I

signed public %ﬁP%@PBM&Ehmhahmmgé e of® ot er
regi strants that subnitted the hash of t e pub g“R’E “‘P'Fﬁﬂemghﬂdthe first

channel of con@ﬂﬁ#ﬂwﬁwuﬂssmﬁrﬁ%@,}gﬁ%%t ed the public key correspondl ng

to the hash t hyp han ohTHiheE o pubdis ke
Ol arag, plannel IO EOHRT ot fbrapibl

aut henti cation_gu é @{Ew ‘Fg

encrypt ed vot es“"f ﬂ‘Q‘FW&"‘B&'&aast some of the pI ur al |t vot er

regi strant.gy he recei-ved digitally signed public keys 20. The voter
regi strati on c ﬁ&?&é regisistienmcompatba sysish) dﬂﬁ]ﬁfn?l %F%ﬁ lic key encrypted
i

votes are di gPirHiEd wiagrecdight 36 ive voter Ribis ke 1. The
met hod of claim1, further conprlgﬁﬁgﬁl'g?eslpe ARyl rEgataneast sone of the

plurality & “anﬂbﬁtﬁcm:@m V%eréyédﬂ%@%' dentity of the registrant

i n-person; wherein the signature o regi strant and the hash of the

public key arfermﬁmgﬂggﬁggmgohﬁg |ve hash card, and wherein the public
key received n; 8‘9 ran |Vgﬂﬂdghﬁ[dehﬁygp§,5espondl ng -
registrant is a verifreée r’%‘ﬁ ek r ant . 22 The nethod of clalm 21, further

conpri si ng: REeOY #r%wguﬁg acknow edged duplicate of the respectl ve hash card
to each the ver i ed ﬁ 12359 Mpshash leethaplibie fep b ﬁ}ngs 21 or
fulro][ herKCOrrpd mgmm%g{,mwgy FB‘Q-EQecF |ve PN "’§/ Si gned
public key t 'Mh@lﬁd itthe registrant is a verified rEg].stranf_

22, The method of claim 21, turlher tomprising:

2:3., The methad of claims 21 or 22, ﬁrﬂm’%ﬁsingi

Poviding a capy af the fespactve digtally

M, Slgtied public key to eath of the yedfied

24, The method of one of the clalms 21 fo 23, further eomprising:

rejecting the registrarnt i the hash on the has

. h card d ‘
public Key mqen'ed fram the I'Egzstant 025 not rRiresporid o the

25.- The method of one of ihe tiailms 21 t 24, further comprising:

Providing a form for creating the hash card to at Jeasr Some of the regisirants.
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registrants. 24. The method of one of the clains 21 to 23, further
conprising: rejecting the registrant if the hash on the haszQﬂ&ﬂHﬂ@?%dﬁE
correspond-to the public key received fromthe registrant. 25. The mnethod
of one of the clains 21 to 24, further conprising: providing a formfor
creating the hash card to at Ieast sone of the registrants. AMENDED SHEET
22 16 JANUARY 2004 26. The nethod of one of the clainms 21 to 25, further
conprising providing a copy of public/private key pair generation software
to at |east some of the registrants. 27 The method of one of the clains 21

to 26, further corrprisi ng: pronpting the registrants to generate the hash

card; and oMy “_s_tra.nts to transmt the pubI ic key. 28, The

met hod of one of the VE‘I al“ms 3F gt Wi ruititer catgunibing-yi ng the registrant in-

person incl ude Ieast one f conparing the registrant to a picture

i dentificati on H&‘f? mmbgﬁw&esm}é {o a signature
Gt fHeSF clai m

of the picture Q’H@P#ﬁnh.catlon 29. The conputer-readble
11, whose contents further cause a conputer to register reglstrants by:

30. for each-atThé mathbd stume odfhe sl% or registrant, receiving an
indication that an identity of the lr’%%% é‘#ﬁ MR&E%heen verified in-perosn;

wherein the pubdnrr@ﬁrmye,%%@g t signature submtted by the
regi strant are-conprised on a has %%‘rgji’ﬁﬂ‘ F¥eret n the public key received
fromthe regi spbmpling th b signed if the corresponding registrant is
a verified regist r?ﬁt egrgg %1 %%‘Eﬁﬂ"‘gﬁ’e ikapl e medi um of cl ai m 29 whose
contents f st rrputer to-register registrants by:

aut omat i cal | yhmro uci ng an T A% Bﬁuﬂtmr@nﬂj«mg B f5R05645] Ve hash

card for eac fxBdee Ry lﬂﬂi@dm eltsiphitis ut er - r eadabl e
i e m%e? cau%@P Birgian

medi um of cl arWZ@mﬁ:@ a\/\/@@@u@ogft t ur er to
regi ster regi $denifbsby: rejecting t&%eE ?a‘?rt”"ﬁ”ﬁf%@f Has fpicsie t he hash

card does not correspond to the public key received fromthe regi'strant.
AVENDED SHEET 188 computer-resdable. misdium of dlaim 11,

whose copterds fus
tointputer to regiser registrants by: riher cause 3

an Ir.lenh{y of the regsirant hag been vari‘ﬁed iM-person; whemin

the public key hash and a WITEED signature submitteg by the rogistrant are
Za;npnsed on & hash cand and whersin the public key received from the registrant
13 cigitally sigred ffthe caresponding registrant is a verfied registrant. |

30. The computerteadshis medium of daim 28 wh

ose contents
computer to reglster registrans, by: further cause the

automatieally producing an acknowlad :
ged dupficate A
each of the verified reqistrams. 5 ofthe respactive hash 3nd for

31. The compuisrreadable mediur :
4 um Ufﬂfalmzscraummemen
compiner to register ragisiranis, by: Fs futher caua the

rejecting the fegistrant § the tash on the has

. h card doas not
public key received from the registrant, niot comrespond o the
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1 6 JANUARY 2004 31 The conputer readble medium of one of the clains 29 to

31 whose contents further cause the conputer to register rggi s 1
automatically providing a webpage formfor creating the hashg(‘:"gtr”ﬁ%?a%m

| east some of the registrants. 33. The registration conputer system of

- claim 13, further conprising: a tracking subsystemthat, for each of at

| east some of the plurality of registrants, receives an indication that an
identity of the registrant has been verified in-person; wherein the public
key hash and a witten signature of the registrant are: conprised on a
hash card, ZzhdTwhesnguteridadatge medinmkefyons @€ ¢Havadmé o tAeuidi oheaat 1S

digitally sigpgf . ag ] registrant is a verified registrant.
20% The et nod ek, . FOEF RPN ol S

npri srng™receiving a plurality of

digltatly signe lic keys. froma yegjstrar, each of the digitally
si gned public ﬁ‘g"f}galkg%ﬁ’ 8%‘% B g??"e@'ﬂ%@f e bah Frhl i IBEREFTBE Vot er
regi strants, whidheegisitahts. i dentity of each voter registrant has been

verified In-person by the registrar, each registrant having submtted a

hash ‘card t33. t e regigiation eompuiensystech of glaim 181 fuithed Borfigr@imgt ur e and a public key
hash corresponding to a public key electronically submtted to the

r egi St[a(r]I byttmamissﬁsryﬁ?m;mw&w Bﬂﬂwaﬁxadoh&&ft@mwﬁlaﬁmﬂ%‘e?mgc rey
encrypted ga Wefls : 0 e plurali of voter
registrants u?ﬁég&tg% recer{n\(}iéac}%hi'&gl @iﬁ@as B%%Eh%s[}%ﬁegc"e?%%#w The net hod
of claim1l whe¥& %t he hash is based on any mat hemati cal function. 36. The

met hod of claim9 wherein the hash is bases on an identify function.
AVENDED SHEET e publit key hash and a written signatura of the regisiramt are comprised en &

hash card, and wherein te public key received from the registrant Is digially
signed if the comesponding registrast is & verified redistrant

34. Tha method of ¢laim 1, fyther comprising:

receiving a plurality of digitally signed public keys from a registrar, each of the
digitatly signed public keys belonging 1o a respectve ane of a piurality of voter
registrants, wherein the identity of each volet registrant htas besn verified Inerson
by the registrar, each registrant having submitted 2 hash card to the registrar
hiduding & written sighature and a public key hash earresponding o o pubiic key
electmnically subitted to the raglstrar by the rsglstrant: and

- auhenticatihg 2 number of public key encypted vaies received from at least sama
of the plurality of voter registrants using the received digitally signed public keys.

35, The method of daim T wherejn the hash & based on arty mathernatical futiction,

36. The meathod of claim 1 whetain the hashis based on an (dentty function,

AMENDED SHEET
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