WO 01/61921 PCT/ US01/03598 TITLE OF THE | NVENTI ON Networ k Fault Anal ysis
Tool 5 BACKGROUND OF THE | NVENTI ON Network tools are used to nonitor and

di agnoseVR&V2k faults. These tools typically nonitor nREWEPK/035%ffic and
make determ nations regarding transfer times and packet |oss. Mst of
these tools provide testing across Open System Interconnection (OSI) |ayer
1 and 2 (Physical Layer and Data Link Layer) only. Further, nmany of these
10 known tools are topol ogy dependent, in that they nmust know the | ayout of

the network in order to noni r £ wor k. As the network
THAE BRTRETNVERTIOR

changes, the tool information nus keep up with the current
networ k topol ogy. Anot her pr didteorkaSsmbtcAmdlysds Todlt h exi sting network tools
is that they may generate heavy network | oads in order to conduct tests
and make neasurenents, which affect the network users. It would be 15

desirable to have a net wgykckeglowi HOVINES ing capabilities across
nmul tisgl e OSI layers, which is toponglg/ in epenlzigﬁl,(I and which only

gener at es a niNaiwmak taobsuane uséd tmetomtok and afifignosaeessshrfpulto dikesd odlhe
desired resul.ts. SUWARY OF E | NVENTION 20 Wth the.foregai ng background
o o Pl Taprign eatorbfraf i and Bbh GO SR PR ey ding Bttt EPagtd ng
tool forpd-REelRet h@@sftvdfctﬁes!:érﬁmsdﬁr()vﬁle_St@tirfgeﬁd{‘@srsEOEé}gB?ﬁ@x’i‘ﬂn‘f@?&&ﬁmkﬁo#sed

to diagnose network faults, characterize network performance and eval uate
new equiQftehayenhdnd Gf (Phesieal rlalyemamb DatiHenk dayerg anlybeF wéhed manyschidsd e and

run proactive ests to identi ne rk problens before scribers are
affe@t ecall?nolgﬁlrtPﬂL?ra,re f‘}Pé’?‘{géfoq%PE’é‘i?%E%“ g}v‘\??géeé’dmfsglkﬂ?‘g\}g%%’y PRGN e Hhnd to
qui ckly 438 Btrforlifte ah@ bt Gaustvk. AsRROMEBK éapdd fHeabdolfdrhatib@flusor by
net wor k managenent systens or subscribers. The tool is topology

i ndependenupdaiad tohkespdpedithole gravent metviysk teradedy. gdhnedien srabiem netomstdd
changes.__..The. t.00l n fic as directed b he n r I neer
and ©nus i SEisHBE ns Bk 8058 i Bl HeBhoG Bl YR PR RN S480R D ess
such a headyctneiwank heladmeasnieetess  atichyaffa30 thdaetiiaiskrsenyi weeld. be
15  desirable to have a network tool which provides testing capabilities across multiple OSI
lay'ers, which is topology independent, and which only generates a minimal amount of

network traffic necessary to obtain the desired results.

SUMMARY OF THE INVENTION
20 With the foregoing background in mind, it is an object of the present invention to
provide a testing tool for Internet Service Provider (ISP) network engineers which is used
to diagnose network faults, characterize network performance and evaluate new
equipment and software releases. The tool can be used to schedule and run proactive
tests to identify network problems before subscribers are affected. Further, the tool can
25 be used to prdvide testing on demand to quickly isolate the root cause of a problem
identified by the tool or by network management systems or subscribers. The tool is
topology independent and thus does not have to be reconfigured as the network changes.
The tool only sends traffic as directed by the network engineer and thus does not generate
undesirable heavy network traffic loads, unless such a heavy network loads are desired by

30  the network engineer.



- 1 WD 01/61921 PCT/ USCL1/ 03598 BRI EF DESCRI PTI ON OF THE DRAW NGS The

i nventi i1l _le better understood by reference to the f i re
detaile&a%ﬁgép?gtion and acconpanyi ng drawi ngs in mhich:P%hb%wy&%Q a bl ock
| evel diagramof the network fault analysis tool of the present 5
invention; Fig. 2 is a flowhart representing a web characterization

application; Fig. 3is_a flaow.chart representi r&%a n(gtwork per f or mance
characterization appl BEIEF S TﬁprPOﬁTinEQ WiERar t representing a

mul ti-size pagket, RinRgE will 49 @g@?ﬁ%lﬁ’%é@h Q. 1t RRERERRER, | hl'ﬁew A

tool for Internet Service Provi engi neers 1S presented. t ool
pr ovi desdensitedaiekcrgnipinraad mscompanyingedrainigs inywhishqui ckly wite and depl oy

tests to diagnose. netwark faults and . .to characteri ze networ er f or mance.
nidi £ onar |y e ie Boiofk Iy el ihktnn B w0 oG e et AR A She

sof t war gL gligases. The tool provides active testing capabilities across
Qpen "Systens | nterconnection (OSI) layers two through seven (the data |ink
| ayer, networkigl 2yses flowehansyepresertmgerweb dusaitarizatiay applicgtiesent ati on | ayer
and applicatign I3a er reﬁpeﬁ%vel%g. t.Wth the present inv nti%n. an | SP
network engi ne€r Scih & 8OV GB1H THRISPIRURE nh JIF VOt JEXHIaPSY FOMRIES2UR™ 20
wel | as [BRidnt BiEr net applications and services such as Hyper Text
Transfer "Protocol (HTTP), File Transfer Protocol (FTP), Domain Nam ng

Syst em ( DNS) , Figi 4l aeflemichart Tepagrsnigng Prwltyede PackofiFngetand Post OFf i ce
Protl%col (POP). The network engineer can test the ISP network and can al so

test "other | ocations accessible by the | SP's users, such as popul ar web

sites. 25 The presamESCRIETIONOFCEHE PREFERRHE EMBODOMENT I n a first node
the tool is used to perform schedul ed proactive testing and routining. In
t hi s manner nbttael ﬁorpfrggqn@ﬁerwce Provider (ISP) engineers is présented. The tool

provides network engineers with the ability to quickly write and deploy tests to diagnose
network faults and to characterize network performance. Additionally, the tool is useful

15  for evaluating new equipment and software releases.

| The tool provides active testing capabilities across Open Systems Interconnection
(OSI) layers two through seven (the data link layer, network layer, transport layer,
session layer, presentation layer and application layer respectively).  With the present
invention, an ISP network engineer can test both basic connectivity and performance as

20  well as common Internet applications and services such as HyperText Transfer Protocol
(HTTP), File Transfer Protocol (FTP), Domain Naming System (DNS), Simple Mail
Transfer Protocol (SMTP), and Post Office Protocol (POP). The network engineer can
test the ISP network and can also test other locations accessible by the ISP's users, such
as popular web sites.

25 The présent invention can be used in two modes. In a first mode the tool is used
to perform scheduled proactive testing and routining. In this manner network problems
can be identified before subscribers are affected. In a second mode the tool is used to
provide testing on demand in order to quickly isolate root causes of symptoms identified

by the tool, reported by Internet subscribers or identified by network management

30 systems.



can be identified before subscribers are affected. In a second node the
tool is used to provide testing on denmand in order to quickly isolate root
causes oVON®PRbns identified by the tool, reported by |PEBPAY03598
subscribers or identified by network nanagenent 30 systens. 2 WO 01/61921
PCT/ USOL/ 03598 Referring nowto Fig. 1, the tool 10 conprises a

har dwar e/ sof t ware system specifically devel oped for Internet testing and

fault isol ati quferfilg £RQ! tol p_pFIthdetﬁe g591t 96 Uosh &njs%jse 2CRIIBRNS O]fﬁ,ﬁgcg Later net

test function I|brar|es 13. also In S test catlons 14,
user i nt spécafiedly dsvealoded &r Iat@m@mesﬁpg)hmctﬁmﬂtomlﬁtmgrﬁm tiont mnhmleﬁpl(o@Mo)s 5

17. Prot oIs 11 conpris usto .0 testl focused pr coI

st ncks. | Bt SOmEPRRS JRATR T PEUMe SEHeh TOEr s on PEVER. EoALRGIOGVER ¢ he
oper at i oRpfticaibhs 1 heudeF Ghedades 15eaR0] £ ahhean%ﬁn?cah@n %gr&nyln@ér%e RAPPSt S
t hat canno be perfor nmed with standard protocol stacks. 10 Commands 12

al l owst hd7t ool to perform protocol -1evel actions such as openi ng a

N Kup LanguddabEah Sfifde sl GRRCEE Ene ok R bl e aPles 10

provi de ¢oryemd adivibduall sﬂatagrahkaKSe\feDonﬁiﬁ)&&ﬂv@ﬂth’&goﬁe@zﬁion el itleabio@dtdls A
test function contains commands to execute a specific network test. For 15

exanpl e, e’@%hée theTyseripganigily cseate dstrethat canaay by peréarmed Wik geadard gEropelquest

for a sp? ded Uniform Resource Locator (URL), and then tines and records

i nportan aspects of the response. In order to create a new test

appl itgati on, &€ouseandarli2tdkvatiecobdlpto performrotoeoldees] weiibiesuchestopbringtal ons.

The test functl on I|braL¥ 13 |n@1&ges the fol |l ow nq functions. 20 The

| nt er net TeBsEESIonE85ge PEBEYC | OUPSCHONNY FagHettingna dayies T extsMard®r d

| CVP pi ”Qﬁ%a%@ﬁli?ﬂ/ﬁ,c)'ﬁlk%nﬁjg%&e‘br&@}depn Gsl (1P) address. Multiple pings can
w t t he

be sent retry option. Timng statistics are kept for each ping
sent. By def aliest,funéteomiipdages &3 provide convenient building blocks for developing test

applications. A test function contains commands to execute a specific network test. For

15 example, the "HTTP page access command" test function issues a GET request for a
specified Uniform Resource Locator (URL), and then times and records important
aspects of the response. In order to create a new test application, a user writes a script
using the pre-written test functions. The test function library 13 includes the following
functions.

20 The Internet Control Message Protocol (ICMP) Ping function sends a standard
ICMP ping to the specified destination OSI (IP) address. Multiple pings can be sent with
the retry option. Timing statistics are kept for each ping sent. By default, the number of
responses and min/max/average round trip times are presented. Several standard error
conditions are also reported.

25 The TCP Ping function attempts to open a TCP connection to the specified TCP
port on the machine with the specified destination address. Multiple pings can be sent
with the retry option. If a response is seen to a TCP ping, the IDU then closes the TCP
connection. Timing statistics are kept for each ping sent. By default, the number of
normal responses and min/max/average round trip times are presented. Several standard

30  error conditions are also reported.



responses and m n/ max/ average round trip tinmes are presented. Several

st andar conditions are also reported. 25 The TCP i on
gvcfﬁf/é%zl P%T?%g%/“%%g

at t enpt 0 open a TCP connection to the specified TCP por e machi ne
with the specified destination address. Miltiple pings can be sent wth
the retry option. If a response is seen to a TCP ping, the IDU then cl oses
the TCP connection. Timng statistics are kept for each ping sent. By
defaul t, the RugbdrTFofing derotiah extengrothe d€ Papidg funstionx Fav eacigeng.atind GR i p

Fepor t cdonRETRp 1o 5 aHE S H ERD R RO Eenimant i tpr 35t AT 6 ¥85ehas the
TCP pi ngn frespehid MThépith €acthe Bédddtequekt EfAR 16 ONNBEGL dadbel piRBAIRPeslIRA, an
HTTP HEAD command is sent, and HEAD data is expected in response. The path

for the anddbe pogudefauliretoathersiandard HTTP mort, buh ciye boprvenitdeny Tselinttied, and
t he port u t rd kb ..Ul n erridden.. . The
func? i o pgS%%eksb%ath@gﬁﬁggt ?osge(lf;%lfﬁg%%eag?f ﬁssecf§s%?§%‘§ﬁaﬁe ugsgs Vggh a HEAD

request cowfiglirablOATTHweedde f6theroce b therdocident thee. roet fuaétidrhass eedorgnt
tree. The functjon al so recgr,ds and tinmes the response. |n addition to
st andar g timesghe FRFPERREC 48 addifian fostiqndard yming angd supesss staligicgededallsbole dat a

returneg.l iHeaakEr nimﬁd IR Bage access function is simlar to the HITP
pi ng fuglg%?eéﬁﬂﬁt getes t e1 101 aent'i re page at the specified URL, and does

not have a r éfheyHOPPipage addess functodn is minvipens tie HTTP pionfimctiomrbut geta the
specified.server and is GET request for the specified URL. The

f Undfi ofiTeRASE A SEORHG VlpoPednes HEguet & oY DRGSR et%%ﬁ@&wérﬂaerﬁ@p
Tracer outce toMelction tHQrdpetined @eﬁéﬁé}ﬂﬁfs%ésré‘@@ﬁoiéfqﬁe& o ihRPSeLiHg RSt -

The maxi mumtinme-to-live for the packets (which I'imts the nunber of hops
the 15 Thedurgtiout ttmenandrgeerdy ingpofrtant aspedts oPB§ redponsecan be optional ly set to

Gefaurt o a Endbh DAEEPhEt Rart ol S RRE U HE% Rt KRE o 2e
of the YRR packels GeRltodRR he BENIJcREt EGvhifIPNIngRC lhe hAmMRLIAChEH e the
route to the destination, timng and success information is avail able,

15 traceroute can cover) defaults to 255, but can be optionally set to any legal value. The
destination UDP port may be specified or it can default to a randomly selected port
number in a suitable range. The size of the UDP packets sent can be controlled. For each
hop detected in the route to the destination, timing and success information is available,
as is error information for several standard errors that can occur.

20 The TCP Traceroute function is similar to the UDP traceroute function except that
instead of sending UDP packets, TCP SYN packets are sent to the specified port. When
the traceroute has progressed to the point that a packet reaches the final destination, this
will attempt to open a TCP connection. If successful, the connection is then closed.

SMTP Mail related functions include SMTP ping, SMTP test mail, SMTP-DNS,

25  SMTP performance and SMTP Rx Mail. The SMTP ping function makes a TCP
connection to a specified server, times the response and observes an expected banner
message. The SMTP test mail function connects to a specified server and verifies that a
mail message to a specified username is accepted, and times individual pieces of the
transaction. The SMTP -DNS function, for a given email address, performs a DNS MX

30 query (from root servers or from specified nameserver) to determine destination SMTP

server, then performs "SMTP Test Mail". The SMTP performance function connects to a



as is error information for several standard errors that can occur. 20 The
TCP Tr ac‘g{@%ﬁ $uncti onis simlar to the UDP traceroute funciion_ except
that in 3! sendi ng UDP packets, TCP SYN packets ar P GHRR%3 Bhe
specified port. Wien the traceroute has progressed to the point that a
packet reaches the final destination, this wll attenpt to open a TCP
connection. |If successful, the connection is then closed. SMIP Mail rel ated
f unct i onspecifeddudecrsmrPapd ndpegi8MIRransistringai b, SNITP-tBNS, meBgSMIPotpmrailpr mance

apeci 1 cteibergustor Bt bRt Sk eaneE: vl o Bov i
message. TROSNMI Rt a&dil fiction Waetsi GNSMIMEeGt&r Lifedns FeChidiRe: s@méetioand
verifies that a nail messa&e to a specified usernane is accepted, and

ti mes i ndifier dharclipnteraneds, hpdun¢tioanemeeisoimeyhad SpAmeds grBils wican emailf or a

gi ven, engi perforns a DNS MX 30 query (fromroot servers or from
speci%i g%e%]szg%gggaﬁ%gh to determ ne destination SMIP server, then perforns

"SMIP Test MiiBROPR3 Mul SMid fracfiaisnaciade PORCRingPOPRIERIa, POPaMail PuY?,

01/61921_PCT/ US01/ 03598 specified server and begins transferring a bulk
t est rrengBeM@t;pYF&h%Q%/Se’d’él%”@e?&%/%ﬁ@@é‘éﬂe; KRR higesiptign makesponse

tine, anﬁcﬁn%énﬂpar%rnvt%daf %f{%éﬁ'ég%cxl\jemtﬁnes &9%@;\@% %at Mablveb OGO pst@gt s an

SMIP server 1listening a client connecti er the client "connects,
t he funcPOBA texpeact The PORelx Ml fiecton sontetcsi fosa sfecHedeservdr, aBharexsage
transfer. . POP3 il related functions inglude POP Ping, . POP_Rx il,. POP
Mai | lq_Durﬂgl; 2 pigp i%em@a%&sr%émvgﬁq SLREPIISEIES PRATESS WeP&%ZMan
functi onp gk esndion EERM&ABRGHEARCd SerderSRAGHRHC &) VBle: fuhéfBSthidge kRS PONSE
and observes/records expected POP3 banner. The POP Rx Mail function

connect sspecif@dsipessagd(ed wathowteretrieyingi e the cRORMaid Wiewhfuacperoepntedts to a

Pur go- 1 GECHEH e e & BT e dnp R e, ot auf Rl MESEEE < e
funct i onsdebgRd R @4 LSS 2 SpRefidd @dssABS S THE PEIP BértvB FukictioBtstdreVd POP3 FagePOP

Mai | View function connects to a specified server and authenticates. The
f unctsi onlisigring rfet ardisnhAenneches e e rglisphrowfect, the function accepts any

authorization attempt and any attempt to list or retrieve message(s). The client is told

there is a single message, and any attempt to retrieve a message or messages will get the

test message text. The POP Performance function connects to a specified server and

authenticates. The function selects the largest queued message and retrieves sufficient
20  quantity of data to make performance measurement.

DNS functions include DNS Ping, DNS Lookup, and DNS server. The DNS Ping
function sends a simple UDP based DNS request to the specified name server and times
and observes a correct response. The DNS Lookup function sends an arbitrary single
UDP based DNS request to either the specified server, or performs a recursive lookup

25  itself starting at a root server(for comparison). The function also times the response and
records the result. The DNS serve function starts a DNS server listening for a client
request. Details of the client request are recorded, and the specified result is returned to
the client.

Web based functions include FTP Ping, HTTP Performance, HTTP Serve Test

30 Page, HTTP Proxy Serve, HTTP Auth Looking-in and HTTP Auth Looking-out. The

FTP Ping function opens a TCP connection to a specified server, time and records the



specified portion of a specified message. The POP Serve function starts a

POP3 seWSE’HéB?{Jl stening for a client connection. After tp@ﬁéﬂﬁﬁgéﬂ'g
tt enpt

connect s, nction accepts any authorization attenpt

to list or retrieve nessage(s). The client is told there is a single
nessage, and any attenpt to retrieve a nmessage or nessages wll get the
test nessage text. The POP Performance function connects to a specified
server aRgectédibdiert. Tat B TPTPefdrimaté imcied aehsireshimingrpeformoueueidvetes sage
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speci fi ed nane Server and times and observes correct response. The DNS
Lookup fTHacfunetiors erdsdsadetailshoft tha ryquesinaderetusbP tHeaspedi fioNISest ggge sonteotsei t her
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for a clren request. Detalls of the client request are recorded, and the
speci f i estpeeingl 4n asthemiaatine dequest, tand uskrigethe. speeifiicd asemamamesivend. i s ude

FTP Ping, HITP. Perfornmanc HTTP, Ser Test 30 Pa TP. Pro Serve,
TP AUCHPSHSBIRGE (A AREO B FEATIR Dodie RSBt . Thha T ERR e oR UREE b
opens a IR MORRRS hih UTTP sévePR&kAing dos arclieht rdque® aNded egotidntirbguesb WO
01/61921 PCT/US01/ 03598 expected banner. The HITP Performance function

measlor esirtivesi thy foeetien rravess and yraerdsy ashentisatiors byforsedadivaring speraled test s
series and intgﬁa}ral lel, for a specified URL. The HTTP Serve Test Page
funct i oP28t SPYE™n HTTP server listening as a proxy for a client request.

The functi on wagerdsartieilai bfoupfoft ficti@guiest beendesaihedn stiteh dusprns fmed t est
page contents. 5 tionally, the functign wll r -g{%e%ute t}e r?q[uest to
the tar géso beeingladechnHor etagime.tthe follppyipg funcgapseruld 5@ bePRp 9AdhH I1eBRY ng i n

B A T T
r ecords rRaedtks tee medkorkh eoyingc @sstocdlh éorHATBnémb s Lsystkinag-fouPynamic Host
Cor'lﬁguration Protocol (DHCP) function is a protocol enabling dynamic addressing and
configuration. An Internet Relay Chat (IRC) function establishes a protocol to
implement chat functionality. A Network News Transport Protocol (NNTP) function
enables news distribution from servers to subscribers. An Open Financial Exchange
20 (OFX) function enables electronic exchange of financial data over secure links (SET,
SSL). An Open Shortest Path First (OSPF) function enables routing based on cost

metrics.

Additional functions may include the following. A ReSerVation Protocol (RSVP)
function enables reservation and prioritization of network paths. A Routing Information
25  Protocol (RIP) function enables routing based on a distance vector. A Remote
Authentication Dial-In User Service (RADIUS) function provides authentication of
remote dial-in users. A Real Time Streaming Protocol (RTSP) function enables
continuous multi-media communications over the Internet. A Network Terminal Access

(Telnet) function enables remote terminal access. A Voice over Internet Protocol (VoIP)

30 enables voice communication over the Internet.



function starts an HITP server listening for a client request. \Wen the

client r\%ﬁ‘fﬁ/%i }0 arrives, the function requests and recoggf/tl@@h(p &tl cation

before delivering speC|f|ed test page contents. Wile a group
of functions has been described, other functions nay also be |ncluded For
exanpl e, the foll ow ng functions coul d al so be part of the Internet test
function libraries 13. A Border Gateway Protocol V4 (BGP4) function

conpri ses a 15Thetty¥drdpplioativet \NtbfdfyrImtc'meHWSOITOIC@&nﬁt@rthﬁuhgd”loﬂiﬂtiplesteﬁt ens.
A Dynani c_Host Confuguratlon Protocol function is a protoco

enabl i ng fupeitansctoa deFRER; hghigher ecvshftafgtursaqh @ﬁ dingnasigernaetwask alputtnat
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Net wor k ort Protoco ction enables news utlon
from ser vremwt:onsdﬂatmidieb&fysnetﬁnrlq)mbleﬁnsnmdcdlagnoﬁxcaham@éatéﬁhc{lmot dausest i on

enabl es el ect ngnl C EXChllt;sd?e of fi dat a over securg I'inks (SET,

SSL) . SAn Eﬁbﬁ’ MRSy ‘ﬁ‘t?fi‘i“% ?“t TRPERRTHAC RETSHINE V‘racﬁﬁ"tar‘ln‘br 1388%d on
cost mtrfdtfx%atuﬁfj@h%l %EHCUBH REbd %R@n BR300k RS hydenit Meahihid %lﬂﬂnoxﬁ will be
ReSer Vati on Pr ot dcol function enabl es reservati on ‘and

prioriti zisérdredof dn@tl\k@}d&v pat hs. A Routing Information 25 Protocol (RIP)

function enables. routin it ance v cto

Aut hent i cat i onf Hng) b %stgt}s lraﬂ%goo?li’iﬁl le’lﬁ?‘ﬁc't’ rrl\{?ﬁ’v?f? gofc'fégons Center
aut henti qRIOQ@T&E WEBMW{ee Iftefthed NS WhedhSalloAvsFeddtwdik @ gidee a6V bk s £t a6 P!
(RTSP) function enables continuous nulti-media communi cations over the

| nt erifiet .from Net @athrrizest mioglsitatinsc 88s Acorss n%tdpan wiietai builteina Y ebsbasedrprser

U B R e RS

appl i cat itgst Appbéazroyls&ﬂdemfdtagguﬂ'@iongcr| pt s that use multiple test
functions to performa higher |evel task such as diagnosing a network fault
or char acterﬂihen@ohé@%tokmﬁl@?l?%? f&heemmad ding pipifacst | n NERAKONERESE i n a

P;gf‘gt LV% i run Ec}gegfoto'l \éﬁgﬁe@gzﬁ%né And AP M ACHYRr K Tof 08h&IR4 3l idl-pAPOS6, and
15  secure shell (SSH). .
The tool 10 also includes one or more custom application programming interfaces
(API) 17. The API 17 may be used to interface the present tool with the APIs of existing
monitoring and management systems. The API 17 is shown coupled to a workstation 40.
The tool 10 may additionally include an Administration Application 19 and a
20  User Interface 18. Administrative functions such as configuration and maintenance are
performed using the administrative interface 18 secured via SSH.
As recited above, three examples of test applications of the test application library
14 are described in detail to show isolation and root cause analysis. The three described
examples are a web characterization application, a network performance characterization
25  application, and a multi-size packet pinger application.
Referring to Fig. 2, a flow chart of the web characterization application 100 i1s
shown. This application is executed on demand to assess network performance. This
application is used to measure latency and packet loss .behavior of the ISP, external

networks, and a specified destination such as a web site. The following sequences of

30  tests are executed.



5 Test application results can be nade avail able to appropriate personnel

vi a enai er notification, enabling action to be t on as
ol RGeS

possi bl e applications will be described in detai ef erring
back to Fig. 1, the tool 10 also includes a Network Operations Center

(NOC) Test WEB User Interface 15 which allows a network engi neer to access
the tool 1o froman authorized workstation 50. Access is done via a

bui I t-in Web- Bakietyusiestep il erthacagevweed sitesiscat. eNekelab shSShiat stsilng, thae

interface, the network.engi neer .can.run the _topl applications and execute
oct f anbraEndl Rt B B aRSe R i et e i AR PR LS e BRnSE. 6.
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Tcl conmmand line interface via 15 secure shé H) . 10 al so
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The APl 17 .b tqQ. LNt C present tool wth the APlIs of
exi st i ngwe%nﬁlgt‘st)%r?ﬁ(g’%geﬁldgﬁﬁtﬁggggnglﬁ&{t@g{“g‘ﬁﬁ?s@ﬁg‘r%lsfor\%‘?é'i s shown coupled to

a wor kst ati on Th@.nekbetepadl ihGolvdya deteintinaivdl dsytol Whdthetaha MPAhRb SEaudki on
Application 19 and a_ 20 User Interface 18. Adm nistrative functions such

as confi Yerappsivandl the Aehanig wedts gergositivedther ianggndhd TABnpage sAceessi ve
i nterf i p ' e th | f t
o o Eo BBy S B el 6 1R 20008 MBESLBETMER LB, | ¢

applicatrons o appli1ca i o 1 rary ar
show i solahireueidchre eabordmlusatindthisitep. The three described exanples are a
web characterizatiaqn application, a network gerfor mance characteri zation

25 apdl i cat i oNPOBRRPIANAY P8AHYY Eesplit Rem Hemdd). gl #€a prasuteRer¥epilAg to -
Fig. 2, ?elnfdk QW@I*‘?fntg Qinhiig1 VBR e&@&{tﬁg&lﬁ{ghé%d 90ta 30R1Jefald Peré?ljd@&’. Ngxt, Shown.

This application ts executed on deman ssess network pertornance.’ This
appl i cat atorep 54 5us € Pt Draneastgrcemnatnd nc yxeantdd p Atk @imihg s 6 thibedaviamt aref the he

| SP, external .networks, and a specified destination such as a web site.
The foll ﬁ@ceygﬁ@ém‘f@gr@- 30 tests are executed. 7 WD 01/61921

PCT/ US01/ 03598 e next step 150 involves a determination of whether the TCP Ping results are
15 positive. If the results are positive, then step 155 is executed. Step 155 sends an ICMP
Ping command. Following step 155, a Send UDP traceroute command is executed, as

shown in step 160.

The next step to be executed is step 165. Step 165 is executed following step 160,
by obtaining positive results from step 150, or upon completion of step 135. Step 165

20  organizes the test results, and step 170 displays the results.

Referring now to Fig. 3 a flowchart for a Network Performance Characterization
application 200 is shown. This application 200 characterizes network performance by
measuring latency and packet loss behavior of the ISP and the external networks to a
specific destination server or router. The application accepts a list of systems to probe

25  with a configurable ICMP or TCP pinger. The network performance characterization
application 200 operates as follows.

A first step 210 sets a target list of routers or web sites to be characterized. The
next step, step 220, sets the type, size and number of packets to send via each ping. At
step 230 an ICMP/TCP ping of the targets is performed. The results of the pings are

30  recorded in step 240. At step 250 the results are organized. The final step 260 involves

displaying the network performance characterization results at the user web page.



Initially, at step 110, the target web site is set. Next, as shown at step
115, th ional status of the target web site is as I nd the
appropri%é(?gﬁ{lgélt sequence is sent. Wile there are nume&%&é%@ggg?
sequences, only a particular test sequence will be described in this

enbodi nent. The follow ng step, step 120, an HITP ping of the target 5 web
site is perforned. At step 125 the HITP ping results are recorded. The next

step 130 i nvatefesing ribed & FigNatd Déw 2Bart orh@luhiesiz E@cldelfrfﬂﬁg@fimnrs%ﬁm.s wer e
positive. If the HITP ping results are positive then a send HITP page
access Tdenmuhtisize preksaldingss applisation B 0S: ppmitsetwhrk engirages tnsendnihigs of t he
conmand { J C - 2S | 8.S Upon
obt ai ni TPy KB ST G PR AATRREC AR o BTy, £ 150
sends a eX&aiple, dgee camgand smah €1-292 bytesPrinddiminn@9RRd 7d dlytesy asd largsl (n7e-
recorded.. Next, ar#?ﬁstep 145&8‘ TCP Tr acer oute comrand i'é execut ed. . The

tim g dPO0PMvEEstonbhsrRIMRee QiHBIS apRligationc30Q, da taheln Keptilyeputerhan whigh st ep
150 i nvq) ' ' : [ - :

posi 1 v IR dRrEkl B ot BholiFbARE (% THOmUBR-HEe oot fhfer B 155
sends ampt@EMs asPolhgyecomand. Fol | owi ng step 155, a Send UDP traceroute
command is exe(fzut ed, a® shown in step 1%0.. Th% nﬁxt st%%tt be executed is
step 165. St éhlIB5EPS 105607 BEet YT MY Ostigfo PRONAragigrigssh Ahesi negft H6Ri ti ve
resul ts gfL0Mos k&R thoBpe Ofiz4 R nGABR 8 pRReRfto SEAP vik3Rich PP A83tep2B0
organi zés the test résults, and step 170 displays the results. Réferring
nowlo o ECHIP/BCR fihgamftthe targesrarapdiéarmedk Fiegds avinghe padBietisiac b 64,2261 and

appl i cat,i 2 i s, sh .. Thi s | i cation 200 charac i zes_ ne K

per f or néh@g pﬁarg”?r%das u%deﬁ‘%ﬂseoﬁgggﬁwsﬁé%}{% Or_ecﬁlslé1 %%ggé‘oéﬁosfept %gg? Fh§P and
the ext etpl afebahiked.t The finsPRE) B6E iR Stels P HInS BleMBSul@rat HIRULRE webhe
application accepts a list of systens to probe 25 with a configurable | CW

or TCP pagger. The network performance characterization application 200
operates 2o i vy o Mt MRy BB NS kil OG5 2o
andhungefwRk fRakKeéidirdcerengetwbik @afbrivaitg. ad evaluate new equipment and
software releases. The tool can be used to schedule and run proactive tests to identify
network problems before subscribers are affected. Further, the tool can be used to
provide testing on demand to quickly isolate the root cause of a problem identified by the
tool or by network management systems or subscribers. The tool is topology independent
20 and thus does not have to be reconfigured as the network changes. The tool only sends
traffic as directed by the network engineer and thus does not generate heavy network
traffic loads.
Having described preferred embodiments of the invention it will now become
apparent to those of ordinary skill in the art that other embodiments incorporating these
25  concepts may be used. Additionally, the software included as part of the tool may be
embodied in a computer program product that includes a computer useable medium. For
example, such a computer usable medium can include a readable memory device, such as
a hard drive device, a CD-ROM, a DVD-ROM, or a computer diskette, having computer
readable program code segments stored thereon. The computer readable medium can

30 also include a communications link, either optical, wired, or wireless, having program

code segments carried thereon as digital or analog signals. Accordingly, it 1s submitted



step 230 an ICVWP/ TCP ping of the targets is perfornmed. The results of the
pi ngs ar orded in step 240. At step 250 the result rgani zed.
The finaﬁoégg%EEGO i nvol ves displ ayi ng the network perfoﬁ%ﬁh@@ﬁngﬁ
characterization results at the user web page. 8 WD 01/61921

PCT/ US01/ 03598 Referring nowto Fig. 4, a flow chart for a nulti-size
packet pinger 300 is shown. The nulti-size packet pinger application 300
permts mitvibatkthenigverdimnsshoolds eotdbe hinged tei the|deserébed scnicdiments BGP rathergs

wi th each et. sjze se ifferent, fromthe others. For exanple, three
ranges - Sg&aﬁIlée%‘fpg?é?"kt’%g}e,”ﬁ&ﬂnﬂﬁf?wtge @’Pﬁng‘iff‘égljnsand large (577 5
1500 bytes). The purpose of this application 300 is to help identify
routers in which packet |oss increases due to the inbound packet size. The
mul ti pl e-si ze packet pinger 300 operates as follows. A first step 310 sets
a target router or web site to be characterized. The next step, step 320,
sets the type, size and nunber of packets to send via each ping. At step
330 10 ICWP/ TCP pings of the target are -perfornmed. Pings having a packet
size of 64, 256 and 1008 performed. The results of the pings are recorded
in step 340. At step 350 the results are organized. The final step 360

i nvol ves di splaying the results at the user web page. By way of the
above-descri bed invention an ISP network engi neer can di agnose 15 network
faults, characterize network performance and eval uate new equi pnment and
software rel eases. The tool can be used to schedule and run proactive tests
to identify network problens before subscribers are affected. Further, the
tool can be used to provide testing on demand to quickly isolate the root
cause of a problemidentified by the tool or by network nmanagenent systens
or subscribers. The tool is topology independent 20 and thus does not have
to be reconfigured as the network changes. The tool only sends traffic as
directed by the network engi neer and thus does not generate heavy network
traffic | oads. Having descri bed preferred enbodi nents of the invention it

wi || now becone

- 10 -



apparent to those of ordinary skill in the art that other enbodi nents

i ncorporating these 25 concepts may be used. Additionally, the software

i ncl udedwgs‘"% of the tool may be enbodied in a conput e¥CW§@1V(§ﬁ?3product
that includes a conputer useable nmedium For exanple, such a conputer

usabl e medi um can include a readabl e nenory device, such as a hard drive
device, a CO-ROM a DVD-ROM or a conputer diskette, having conputer

readabl e progr@imciodtimedigent s stored thereon. The conputer readabl e nmedi um
can 30 al so include communi cations link, either optical, wired, or

wi r el dss, l-haviHdssrshruamprisegibesigsefit s carried thereon as digital or

anal og si gnal i L 1.t 1921 PCT/ USOL/ 03598
t hat tg hat thesqrﬂégﬁg%%ﬂagi%ﬁ d(:ja&)ﬁf())lt% ogg?ﬂ?&ﬁﬁ;gad?ooa %{%,?%9’%‘2051?1 bed enbodi ment s
but rather shwooVidindgeprbéasbéredadublleystbyagt fig ssoririg ihbttuctiods seb@ea;0f the
appended clains._ 10. WD .Q1/61921 PCT/USO1/03598 Wiat is clained is: 1 1. A
met hod conpri SIHGTPHE é"f‘g‘p§a PCRIOVi i 1g5ta OpF otfe d5HRS curhislate gretwerkng
coupl gd tf, ogﬁ%% RENURT fhult %@E%b&&ﬁ&g?%h&%ﬂ?pﬁ&&%ﬂ@é’h?saﬁa 851@91%{\{'(%6(58 .

storing instructions and data; 4 per ng w sal d processor a

one ob tewting said data network, 5 diagnosing a network fault and
characteri zi ng network.performance of sajd data network; .6 and. 7 erein
sai d %nst ruct iq?ﬁrﬂﬁelgnff"&a‘flémi“ﬁl(?flﬁuoaé’dafiatﬁe%_{u Endl SSHPBE oQ:foPro_é?%i% kgacksg
comagds cheimaE E&rgp&mgrnnfgqsr@fb%r-lee&_eactiaﬁ;, QB funetiof Hbrdry nﬂés%r#lfc%&{ y, a
test application 9 library, a user interface, a comand line interface, a
cust ofh Alibrarsing user iaigrfae, st ¢ommand lin®inisrércej mrestbmcaPl, ind anHdeinistradeh of

claim1l V\her.e{epfagai d step of performng includes the step of 2 scheduling

proac ive Tes |nge'to i dentify probl enms before subscribers of said data

network 3 are affected.

1 2. The method of claim 1 wherein said step of performing includes the step of
2 scheduling proactive testing to identify problems before subscribers of said data network

3 are affected.

1 3. The method of claim 1 wherein said step of performing includes testing on
2 demand of said data network to isolate root causes of symptoms identified by at least one

3 of said tool, a subscriber of said data network, and a network management system.

1 4. The method of claim 1 further comprising the step of performing bit-level and

2 individual state transition level control over protocols.

1 5. The method of claim 1 wherein said test application library includes at least one
2 of a web characterization application, a network performance characterization

3 application, and a multisize packet pinger.

1 6. The method of claim 1 wherein said step of performing includes the step of
2 testing with protocols selected from the group consisting of IP, TCP, UDP, HTTP, ICMP,
3 SMTP, DNS, POP, FTP, RADIUS, HTTPS and PPP.

- 11 -



1 3. The met hod of claim1 wherein said step of perform ng includes testing

on said data network to isol ate root causes
i denti fl(wgIa 9 BE% | east one 3 of said tool, a subscriber PO({T@%OHQS%gfa

network, and a network managenent system 1 4. The nethod of claim1
further conprising the step of performng bit-level and 2 individual state
transition | evel control over protocols. 1 5. The nethod of claim1 wherein

sai d 1t est. appThecateltlmd bf latzimy 1 i witdreid esidabteb %peMm% iféludesBR step of
characterization apﬁﬂl cat IO%Z} i net wor k perfor mance characteri zati on 3
appl i2cat'FONe 2RSS 3t IaThansics &Y aviest e thiweh saves. The method of claim 1
wherein said step of perform ng includes the step of 2 testing with

protocol s selected from gro consisting of IP, TCP, UDP, HTTP, | CWP,
3 SMIP, ﬁeem ‘?-'é%f‘ e sid SipPof perfarming ipgludasthe step of

PCT/ QsojtésQﬁg%ﬁIéP%et\J&ﬁ method of claim 1 wherein said step of performng
i ncl udes t step of 2 testing across at |east one of OSI |ayers two

through seven. 1 8. The method of claim| wherein said step of perform ng

i ncl ydes) the gfepepod &f t'sfa%' ﬂ%ﬁ%l{;%ﬁdn?éwf:?eé%or%? E‘f(‘tl ht%g S ffp gkai m 1

wherein said step of performng iInc es t web

si t eg adestingioffmeblsitesizmessiblf byaisets détad dethwervkorkl 10. The met hod of claim1
wherein said step of performng includes the step of 2 testing with a test
application library conprising scripts using nultiple test functions. 1 11.
A tool dOrrpr iBiengeth®daohrlage sk evhecapabidestef dfepenfprmingplimdudes the dadpaof

net wor Kk; ssor-r adabl storage. for storing instructions, and data for
causfng “ESHE Wd%pe} Gebwp FatE(Hl @%‘fﬂfyo‘io ISIgSSEPtS Sisweanullipls EesfuBgipsdat a

net wor k, di agnosi ng a network fault 5 and characterizing network
perfor msfgce of ? dat.a network; and 6 wherein said instructions and data
i ncl Ude &t | 9PN 6HBPYFNBy ot ocol stacks, 7 commands for perform ng

prot gcol - | evelpr@@efsg&r&pamebegémge&gglé(pﬂaAaal?erﬁétwoﬂé test application

3 processor-readable storage for storing instructions and data for causing the
4  processor to perform at least one of testing said data network, diagnosing a network fault
5 and characterizing network performance of said data network; and

6 wherein said instructions and data include at least one of protocol stacks,
7 commands for performing protocol-level actions, a test function library, a test application
8 library, a user interface, a command line interface, a custom API, and an administration

9  user interface.

1 12 The tool of claim 11 wherein said instructions and data include commands for
2 scheduling proactive testing to identify problems before subscribers of said data network

3 are affected.

1 13. The tool of claim 11 wherein said instructions and data include commands for
2 performing testing on demand of said data network to isolate root causes of symptoms
3 identified by at least one of said tool, said subscribers, and a network management

4  system.

- 12 -



8 library, a user interface, a command |ine interface, a customAPlI, and an
adm ni s rati 9 user interface. 1 12. The tool of clai rein said

i nstruc%ooﬁéﬁgﬂd data include commands for 2 scheduli ngwﬁﬂ\é’éﬁw&vgétesti ng
to identify problens before subscribers of said data network 3 are
affected. 1 13. The tool of claim 11l wherein said instructions and data

i ncl ude conmands for 2 performng testing on demand of said data network

to ipol a4e rqQhk toaluseslanh 19ywhirenbsaid tdoll@s noh itepblbyy-aépdnaadtofosa@l ahtasai d
tool, said subscribers, and a network managenent 4 system - 12 WD

01/ 6292netMori.US01/ 03598 1 14. The tool of claim 11 wherein said tool is non
t opol ogy-dependent of said data 2 network. 1 15. The tool of claimll
wherein said protocol stacks allow bit-level and individual 2 state

trankition | dheltodotdam bl shepsinsaidarstoce! stacksmilovt bisilevst ard wdinidualwher ei n
sal 6 | eaheAPRLIEAILAN LAPEIY: hidlyes at least one of a 2 web

characteriz on appli networ k performance characterization
application, 3 and a multisize packet pinger. 1 17. The tool of claim 11l

e, upt“hr TS RSB B SR R B Ms SERSHERR ) 15

The 2 oolebfchatatarizifiomfappitatioh e s triengoriCpetfemaac® shaatteligaiin aypticafiorS|

| ayers two 2 through seven. 1 19. The tool of claim 11l wherein said

pr oces sy PRI EFEPICKEBIRGET0f an | SP network. 1 20. The tool of claim 11
wherein said processor perfornms testing of web sites 2 accessible by users

of said data_network. 21. The tool of claim 11l wherein said_test
applli catf-on Thertael OEchﬁiF’i d b sWRerpinpiestings prRjocads g eisFied tlsem thgnetorpns.

2 consisting of IP, TCP, UDP, HTTP, ICMP, SMTP, DNS, POP, FTP, RADIUS, HTTPS
3 and PPP.

1 18. The tool of claim 11 wherein testing occurs across at least one of OSI layers two

2 through seven.

1 19 The tool of claim 11 wherein said processor performs testing of an ISP network.

1 20. The tool of claim 11 wherein said processor performs testing of web sites

2 accessible by users of said data network.

1 21.  Thetool of claim 11 wherein said test application library comprises scripts using

2 multiple test functions.

1 22, The tool of claim 11 wherein said applications are integrated with an Application

2 Programming Interface (API) of an existing monitoring and management system.

1 23. A computer program product for a Fault Analysis Tool, the computer program
2 product comprising a computer usable medium having cc;mputer readable code thereon,

3 including program code comprising:

- 13 -



1 22. The tool of claim 11l wherein said applications are integrated with an

Appl i cat‘{,(?[h/ag%lPr ogramm ng Interface (API) of an existi n%%0§8§9g9 and
a n

managenent system 1 23. A conputer program product for al ysi s
Tool, the conputer program 2 product conprising a conputer usable nmedium
havi ng conputer readabl e code thereon, 3 including program code
conprising: - 13 WO 01/61921 PCT/USCL1/ 03598 4 instructions and data f )r
causi Ag a pr odBgBistionpak datafny egusingeass progessonfo peafirimat laast Hndaff destiagveor K,

di agn@si rk f  an haract eri zi ng net wor k rformance of a 6
dat a get \%}aﬁh&%&% .dﬁﬁ‘}gé{%:lé r?pn%t‘ e?&pf?”é@r ple 6&%&%&?2185 nET“éfﬁ%pf OFRBIEIH Sai d
i nstryct idatsnetwerkdata 2 include at | east one of protocol stacks, comrands

for perform ng protocol-level actions, a 3 test function library, a test
application library, a user interface, a conmand line interface, 4 a

cust omn ARY, artheadnpdter PredrimipréductSEEaiMD®r §B&Rin SaidSinski&idne i ata
program product of claim23 wherein said instructions and data 2 include
conmaids ingudesadeastipnarf Bp©sek stackss commangstior paréormingprotasol-tavsl dstibos.@ 3

subscri b . . f.fected. 1 26, The conput.er .program

pr oducg:t g‘%’?c é:lnrghn gigh%g:}re {ee:é\ér)\?[ﬁé g?c}%ln?\lé rf%&c? ?’ ?\rsméeﬁfac%gtcgm%dtnl&edgée Shmands
for perf arcustogh ABEtandgn admildseatidnafsetintdafage.net work. 1 27. The conput er
program product of claim 24 wherein said protocol stacks allow 2 bit-Ievel
and individual state transition |evel control over protocols. 1 28. The
conput er 28r 09T qonguiitert profraad protu2dofbiaigizl sakdid 688 iafpRAlctied D dhiabr ary
2 includes ac}esl east one _of a weh characterization application, a network:

per f of mafudes copunands o far; seheghling pproastiveonestiagdta identify - roblemachederepi nger

appl i gat ioi1iter28f a 1RE &gg@{tagg Qg am product of claim 24 wherein testing
protocol s aFre1 sel e%t ed 2 rom‘%1 e group consisting of 1P, TCP, UDP, HITP,

| VP, SMTP, DNS, POP, FTP, 3 RADIUS, HTTPS, PPP. 1 30. The conputer
Progr am pgOduine Qlonfrutr Brograll Grodlt LEERINDO%GMER 854 9ErlionLAY data

2 include commands for performing testing on demand of a data network.

1 27. The computer program product of claim 24 wherein said protocol stacks allow

2 bit-level and individual state transition level control over protocols.

1 28. The computer program product of claim 24 wherein said test application library
2 includes at least one of a web characterization application, a network performance

3 characterization application, and a multi-size packet pinger application.

1 29. The computer program product of claim 24 wherein testing protocols are selected
2 from the group consisting of IP, TCP, UDP, HTTP, ICMP, SMTP, DNS, POP, FTP,
3 RADIUS, HTTPS, PPP.

1 30. The computer program product of claim 23 wherein testing occurs across at least

2 one of OSI layers two through seven.

1 31 The computer program product of claim 23 wherein said data network comprises

2  an ISP network.

- 14 -



2 one of OSI layers two through seven. 1 31. The conputer program product

of claim 23 wherein said data network conprises 2 an ISP network. - 14 WO
01/ 6192 WeEWH192b1/ 03598 1 32. The conputer program prodRET/G$01HBIBmM 23
wherein said data network includes 2 web sites accessible by users of said
data network. 1 33. The conputer program product of claim 24 wherein said
test application library 2 conprises scripts using nmultiple test

functijongs 1 3@, Jhs u@é}%r e dﬂBéR&E 8?&191%9?%'%&%& Ghi g'dmazn%t\%'&r ﬁFl[&désa' d

appllcatlons are 2int wth an ication Programmng Interface
(APl ) 20f vaarbsetxsa¢qea:gbh¢ﬂwy|uscnslqﬁgaldzlaammkagerrent system 1 35. The
conput er program product of claim23 wherein said conputer program 2
product is toplogy independent of said data network. 15

1 33. The computer program product of claim 24 wherein said test application library

2 comprises scripts using multiple test functions.

1 34. The computer program product of claim 24 wherein said applications are
2 integrated with an Application Programming Interface (API) of an existing monitoring

3  and management system.

1 35. The computer program ﬁroduct of claim 23 wherein said computer program

2 product is toplogy independent of said data network.
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