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;eSeb|6Tb|v ?20f f ~1t~ 2003 TITLE METHOD AND APPARATUS FOR SECURELY .
TRANSM TTI NG AND AUTHENTI CATI NG Bl OVETRI C DATA OVER A NETWORK BACKGROUNEIIDF
THE | NVENTION 1. Field of the Invention The invention relates to

transm ssion of unprocessed bionetric data froma canera or other sensor to
a server at a renote |ocation over a netwprRLEN a secure manner. 2.

————

Background of the Invention Many situations occur in which it is necessary

to identify a pers i t 7 }’% A%ﬁftf F (o) ter
oo bert R T e

as bionetrics for recognizing or identifying an individual. These nethods
i ncl ude anal yzing a signature, obtaining and anal yzi ng an i mage of a
fingerprint and i magi ng and anal yzing the retinal vascular patterns of a

human eye. Recently the art hagACxeFROURD OFSTIE INTENTYIEONMI ch contains a

hi ghly detailed pattern that is unique for each 1ndividual and stable over
many years as a non-contact, non obtrusive bionetric. This technique is
described in URIiotFe dS %t s Patent No. 4,641,349 to Flomet al. and United
States Patent .—ﬁg—éépiw-fi&l 1 able 180 Daugman. Bionetric identification systens
take an imge of the person being identified at the tinme he seeks to
performthe task. THhsinventien felateste trapsmission eflunproesssadshiomewictdatafromaet ur es.
The result 2 0 Fc fJ z003 of this processing is an iris code in the
case of Patent ciN@era%r 3fhkr BHB0100 al s8rviePite: rgRIdey dkaticddy dVer a etk B 4 bdzure
tenplate. This newly conputed bionetric tenplate is then conpared with a
previously fil Lonmetric tenplate to make the identification and then
authorize or reruse the person to performthe task. Verification of an
individual's identity or identification of an individual via autonmated

bi ometric devices such as iris systens and sone fingerprint systens rely on
digital imaging technol ogies. The raw bionmetric data of the individual's
presunmabl y uni gu fthel ed by a system consisting of optics,
canera, and el ectronics which capture and digitize the scene presented to
the canmera. The di gMaly sitepti@s@otwatin ohichfit ishecessmygao (dendfy & parssrmseeking to
unprocessed image data) is then processed by an al gorithm which converts

the i data i : : 4 .
€ 1mge da aehf&l?5’s&npeﬂrlbé&iéhaﬁsefa%g@??ggfééé@grr p@ﬂgﬁ&'ﬁﬁm’i&ﬂfﬂ?%iﬂ&

tenmpl ate. The bionetric tenplate is I ng agai nst a
previously stored te ate t rify the indivi,dual’'.s identity.or against
it e enpt SaBechaR iossne Ryat 17 Helsan s piffriZed Berfim 8 . YTHefr AP SRR
the flow chart shown in Figure 1. Frequently, the conversion to the

bi onetric t enpmethods knowngs bipmetnicsifor repegnizing opidepbyingcanipdiyvidughpliese t hat
is situated at a location renote fromthe canera or sensor which collects

t he bionetric detisods Tidleder amalyzmgaosignnse, abtaining mad atilyzing an doage fa t hat t he
integrity

fingerprint and imaging and analyzing the retinal vascular patterns of a human eye.
Recently the art has used the iris of the eye which contains a highly detailed pattern that
is unique for each individual and stable over many years as a non-contact, non-
obtrusive biometric. This technique is described in United States Patent No. 4,641,349
to Flom et al. and United States Patent No. 5,291,560 to Daugman. Biometric
identification systems take an image of the person being identified at the time he seeks

to perform the task. This image is then processed to extract certain features. The resuilt
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of the bionetric tenplate conputation algorithmis maintained by no® () FER 2003
distributing it to non-secure |locations such as in a user's hone conputer.
Thus, the digitized unprotected bionmetric data nust then be transmtted
fromthe canera to the renpte conputer. Such transm ssion nmay occur over a
direct and dedicated transm ssion |line, over a public carrier such as a

tel ephone syst egy @i ﬁrxsse@smgesraﬁih@ cbd¥ 18" thease &f PatentNo, 261 ,géo 847 n{wﬁenem

bi onetric system can be defrauded if an attacker could substitute the raw

i mage data prior to the conversion 1.0 a bionetric.tenpl.ate and. subsequent
mat chi ng. That €Wfo? SAMeUE ‘CWé’u‘%?%r@”W%‘H@&°F&5’“ieﬁﬁé‘i’§%ﬂ§@%&ts‘ woul d
first capture Bob's raw i mage data_and store it; then he could attack the
target system byomparpd With a|prgvioyshy Gled bipmetrigyempiaie wunaleithe idapfificaiemang theme
correct tinme and place so that the tenplate conversion and match woul d
unwi ttingly conatthordzetdragfusd thepsrsBot» pepfoeranhengsk.n front of the canera. The
potential for such an attack increases when the inage acqui sition process

may be separated froWefihGatioR 7 am il G B i§nfly GHdeicEonBAASRAvidS4IGh as i n
a case where a renote term nal equipped wththe imging system(a client)

sends i nmages ac L . net | nt.ern to a nt ral
server which pe%@glr%ﬁ% Btb %eﬁ%ﬁ@éxp@eﬁgﬁ%%dn%é{%ﬁfs a[nﬁasgréae?it gﬁ%@ﬁ?‘nsagtgrg% reg &hr

at any point frgmthe canera tp a "secured" server stem, The serve
system itsel f néigital EGeIse ta@wa@%a-, Thegew %PSS%PBP%W“@(“C’HQSSLRRS@%F’UI
attack against this systemis extremely small w thout "inside" information
and access. Theneique feagieasds abtainey by p sy siem wprsising of apticscéasrers end elegeanficsr m
this image substitution. An attacker could replace the canmera with a system
that m nmics thewhitieapufeandtdigitiad the ¥cdnb @iedtnted ooté Chriidta.aTHeldipltad tephegerthtivned
image to the rest of the system An attacker could gain access to the

inside of the chi@BimSgeS(.Lthe rdWSt urphstesRl} dablf iCRBY Brobassd byl AHeal FRHTRMY

or frame store containing the "real” inmage data with the nmenory

representation . revi ousi t,0r i_mage. . Finall .t he_attacker .coul d
gai n access sorrg’i‘ cgrcgmﬁdg%e ‘[“%a gggtrafﬁr%‘ﬁiacf’ﬁ'ﬁ}cg}% ref?é?sﬁx%té?%%lﬁ’dtaﬁ’éo??‘f‘gnt
system and t he seryer ﬁ\y;tem and r?pl ace_ the . ma%e Wwhile in transit. Thus,
there is a need'Mmpiate Thepigmetric tenyplatessuitable for maiehing against pmreyipusly stored
transmt bionetric data while preventing i nage substitution or tanpering.
V& recogni ze t htemplate tecvesify thel indipiduplisidentity nyagainst muitipletemiplages te identifwaned
scene. For exanple, an attacker could present a counterfeit eye to an

ot herw se unnol pdivédhatyThie methddds dlutrated inthé ool chadishdver rRigiirg peSFreduently,
attacks. The technology to counter such threats exists and attacks of this

type are not ref,@\afberdith io8e BloaRaX teHiphidi sl é?stequ@ﬂt hedicHiklEis PE@SRTHd by a

invention is ainmed at maintaining the integrity of an inmage containing

peon- devel oped SHRIHEHEEH B TP fock B Rrighela B ReORhirh o shity bR SR
and unauthoriz egle %?o%/gtr?g aatg../u %Eis%mgtgicgn\?efr;igg g.ndhx%gtct?igg ?s c(ijoinre 2((): tth%?thtecx)megrity
of the biometric template computation algorithm is maintained by not distributing it to
non-secure locations such as in a user’s home computer. Thus, the digitized
unprotected biometric data must then be transmitted from the camera to the remote

computer. Such transmission may occur over a direct and dedicated transmission line,

over a public carrier such as a telephone system or even over the Internet.



preventing and detecting copyright infringenment and counterfeiting. The
nost w dely used techni ques apply a watermark on the inage or enbegvgcqqe[gg}
signals. United States Patent Nos. 5,768,426; 5,809,139 and 5, 822, g ‘

di scl ose nethods for marking digital video signals by adding bits of
information to the signal or image file in a predeterm ned way so that the
data appears as noi s t

wat er mar k or code by bgo%év%nﬁeg;%éfrﬂ@%gbés)?egﬁg &{)lrf Qlygmgg&fc:aﬁ]ddﬁbﬁﬁtggl g?at es
Patent No. 5,613,004 discloses a st.eganographic net hod .and devi ce %hat
encodes a di gi {PI8HABHPEOTLP FELANVETHAN &) i°5fé“!@é9‘§l’la*\°r?é‘ SubssArenmatshingaches
that codes or other information can be prepended or appended to the data
stream Anot heThitiewmsayeifiMallpme Wished vainepersenite Bb. hrayeudd figst captem Boge rewe
bri ghtness of selected pixels in a predeterm ned pattern. This nmethod is
di scl osed i n Uihagediati aidessorPétt tieh hbleoull afizdk, tBOrgetHiomweneby anidicialiofinjdeang”
references are concerned with assuring that bionetric data has not been

compr oni sed t oA BMRANlent Rt G181 BREQSENd &dgﬂa%s%'&ﬁz ﬁ%%&rﬁﬁih@rcoﬁ\%‘ﬁ&d on.
4 1 (~i E~2003 It 1s |rrperat|ve that raw bionetric 1 mage data be

secured in such et ec subs ution. or. ring of the
mge data pri 67 PERPEU ALY bR e BT Eb o in FRETHE g et
difficult to perform In addition, it may be deS|rabIe to encode i mge data
such that imagdbe Ratatial for syck an pitackiingreasesrhen o iredesFaeuisiign goces mAtbehe
used to identify a user nore than oncc (or n tinmes), and/or imnmages remain
valid only for separmecbﬁ'edelueuemplmwrivmiqnmﬂmhtczhfprmesmﬁshdhastiheyasm'WHerenmt be
processed by the bionetric algorithmsince they have been deened invalid by

the aut henti catdnitfle fermmiieqUipped Wi the Ma4iRE EyFME(a difentyBohdaemalgs aérdld & t hat
the bionetric authentication server be provided with a unique ID of the

i magi ng syste i t m@g.ﬁ dat ﬁ'@ﬁn
aut henti cati om@%@%ler%hﬂ%g ‘%}ﬁ“éé abi ("'t’ff;%/:'a[taco‘:tn g’tsteeer?lergﬁp :ﬁlg ;&:ﬁgkﬁ é‘ Bob | n

front of camera z for transaction | D# t ca e pcecur ,,ed W th
e intervar oty gt RmesfiaP R Soraa a APt b He G le SERarE Gondt
been re-used from sone other transaction. For exa in_an electronic
comerce appl i E¥temnherssrvepsysiem ftselinex alsmbe ﬁ@F’é‘d\:BBH‘be pbabilityaf@ one i mage
associated with that transaction. Al so, should the client fail to provide

t he server witsuccensful attapk againkt thissystemtis extremalyignall whiout “insisiel iriformation| d
not be authorized. This provides additional |evels of protection by

preventing | at gid gogbst i tuti on of previously valid i nages and forcing an
attacker to devel op nethods that work within the tinme-out period, which

adds consi der abl e dirhfre bk sévdral ey pidtel FbkRanSrbckEkeouldip mﬁhhrsqma%@v' de
adequate security, there nust be’a "secret” shared y the sehder (the
camera) and the.rec e erfornmn he a |cat| n, of the
imge.) This s%"brstéttuh a%raé‘?rg‘ler?gﬁmﬁa%eg?e cé"fnscgqfl}x\ aé%s "‘\/"B?"ctg entire
system ? ~J Fi_ "~ ?2~J~J be conprom sed. The ! secret shar ed

bet ween the c aq;pgpeéa &Hﬁ“??@%ﬁ‘ﬁ%ﬁﬂ%"a@‘f‘%ﬁ previously stored image to the rest of the

system. An attacker could gain access to the inside of the client system’s host and
replace the contents of the memory or frame store containing the “real” image data with
the memory representation of a previously stored image. Finally, the attacker could
gain access somewhere along the communications path between the client system and

the server system and replace the image while in transit. Thus, there is a need for a



server is in the formof a digital "key" or, in sone cases, a pair Pﬁf?@ﬁ%ﬁ
The camera' s tanper-resistant/responsive packagi ng protects the seciet ke
enbedded i nside. The server's key is protected by security nmeasures such as
el ectronic firewalls, physical access control, and other known nethods of
providing high levels of security to sensitive data. In recent years there
has been an increase in the use of personal conmputers both in the office
and at home. | ninﬂhaﬁf‘?‘“?d ARV RIBR FAR EANSMItDIINGIE G data WG PreySRYNEIMAss v f or
word processi ng and dat abase applications. Today personal conputers are
bei ng used for substitniied yr tefmperingruni cati ons activities ranging from
electronic mail and file transfer to el ectronic banking and online

commer ce. Thus, therweirgcodnin® &fat ARick NS bEMhdd\BingCaA bridRciBIN 8RO §@na
desktop conputer which can ensure the secure transm ssion and reception of

bi omet 1 ¢ data gyl a5 SEHKECJIR Mol | DSERREGDRN i d Sl fesliVe

his identity verified at a on so user ca

authorized to nake t f i nanci r fer or transactjon that he has
fequest ed. SUMM P R Rlpieb ARt o Boo bR esHIAG RedOrGy

whi ch can provide secure transm ssion and subsequent authentication of

bi ometri c dat a fugh thyeats pxistaand attaaks efethis dypeehratselpyanivol the present gisowssioni ¢
data is transferred fromone conmputer over an unsecured network to anot her
conmput er for i dRahérfthe picsemninventiceris hingitat ainainthinénguhe integyity pf &f iatagt 0 provi de
a canmera which functions as a sensor to collect the bionmetric data. That

data is digitiZgfmifhe bnRtfEid dd ﬂ@&eﬁtx?é %n?agefa:gﬁ@ﬁgio? sRBtite, L0 that

file. Then the file with code is 6 I ~ 1003 output to a network for

transfer to an authegtication server em. aut hent i cation serve
system val i dates t hgfhcfé @a}”ﬁ@"?“ec%ﬁg’ﬁfﬁé‘g'%’ﬁéé o;{geggmﬁﬁegﬁi&l éegeﬁt?rqg\}w&?g% J@fa t he
i nput data needed to generate that code. Jf the. dagja is,authenticated, the
server distill sta'tnﬁg"lﬁgwnﬁ?‘gma%\’géo?l”f‘% f"}h‘t’l&ﬂg&b‘i %?é’t}}aﬁéeﬁrbﬁil‘fﬂc%fé@f or use

in verifying the identity of the user. W further prefer to grovi de a token
generator in theeentingand delgdtiog copsrieht infiingsmestcandsountenfedting.t Sha mestovidelya or
ot her sensor. That token is applied to the digital file before it is

transferred to isbéteahniledstappiyta waternearl o the Tinagd arkentbed @bdesignals. UnicpdeStates
transacti on and couples the bionetric data to the transaction thus

preventing use mjent RRsPs, Pe8426: 6,800.189 afd S8IBIRN distIBR: MEhO fob REridng 4igRal
limt as to when the data becones invalid. 1he code which is applied to the

i mge for transf; i . | f t i t token and a
secret key asso%?%tgé%’a\?\ns %Shéathﬁ’g b@%ﬁ@#‘g.%lgggoe@r@&gggeéﬁ% eutrnggg? hat an
attacker with know edge of the inmage, token and cod eneration orithm
cannot create é’%gﬁrﬁg%‘iﬁid@yf%r‘hﬁ%ﬂg@’ﬂﬁpﬁ?’éas Bse Qﬁﬁ%&@ﬁ‘%@@‘f"e% CaRCF et
key may be a serial number or other identification nunmber that is unique to
the canmera or sistestsd asaavatermiarkeericode by theioymer ofi the signal or imagaf@n HnitediBtares
used we can provide a separate canmera certification authority which

contains a |i sthangt Do. 5611004 discloses aBteganogidphicanéthedirdaelicenha efcodes awoul d
consult the canera certification authority each tinme a

digitized data stream with special keys. The patent also teaches that codes or other
information can be prepended or appended to the data stream. Another known
technique for watermarking images is to change the brightness of selected pixelsin a
predetermined pattern. This method is disclosed in United States Patent No. 5,825,892.

However, none of these references are concerned with assuring that biometric data has

not been compromised to prevent unauthorized access to a secure system or location.



new i mage is received so that it has know edge of the secret key
corresponding to the sending canera. The camera certification authotityiddy
be a single database residing within the authentication server or it nmay
reside in a separate conputer. A separate 7 2 0 FE ~ ~0~3 certification
authority is useful when there are two or nore authentication servers
connected to the nejyorlyeH0 ok AR B6kErRIAA0NAIhAAES in WL o BUERE AP

wi || becone apparen roma descriptiron of certain presenlfl preaferred
enbodi ments shown in the drawi ngs. BR EF_DESCRI PTI ON OF THE DR AWINGS
Figure 1 is a mdéwctaﬁiﬁsyb%mnﬁ QmRETIHE Of g%§fnég%J4tﬁPﬁ@rtpéhfﬁklﬁﬁemcc}ﬁ%ﬂafcc
identification as has been done in the prior art. Figure 2 is a bl ock

di agram of a btanvetsidangs exteemel¥ diffauiltan perfartme ninveddition; it snay be deditablegt enepddat a
over a network and contains our security system Figure 3 is a functional

bl ock di agram phiage daragaethatihREE HaQd aifiXRe lik@inty SR aiBhcded $m hdl behe
identification systemshown in Figure 2. Figures 4 and 5 are di agrans

illustrating t d%f&ﬁ%raMs%We%%CﬁF&rglqﬁrﬁesg,régﬁ/o?iﬂéﬁ[%& 'vaaﬁ@onlﬁtfor

enbodi mrent of the client server ne I'n acc ance [ he prese
invention. Figure 7 is a.diagramillustrat] ong opgerational, transacti.on
conduct ed usi nﬁowreﬁégﬁgxaﬁdatgveggﬁn@dgﬂie W cbilr&%é' r‘”&ﬁlr’iopgeu%rf’f’%f’??c*@' the blomtric
exanpl e operational transaction conducted using our method. DESCRI PTI ON OF
THE PREFERRED #Hegstthminerdhex have beanrdepmed tyvalidiby e authsatication syigm &7 8edh i s
enployed in a client server systemlike that illustrated in a Figure 2. The
client system Huttensomf 8 maly ba dpsrablerthiat the RomefFicButtizgnticalidn cenverutespro@idedhi ch
is |abel ed as a Host Conputer in the diagram The host conputer 2 can be

any comner ci al ith a\taiqua b ef n@ﬁﬁlagag SPSUETR PEoRidiRY the uﬁh%&ema RANPWiIthese!
enbedded processor which has sufficient nmenory to hold the bionetric inmage

file and a nodgghel, HRLMRRKCARNILILEAK| A S IBRTONBE S0 GERL MRLA dah @ | oW

the biometric I mage e to be trans nti cation server.

There is a separate inmagi system 4 whi I s connected to the.hast
conputer. The gﬂ‘g&?ﬁﬂ“?géﬁg’fﬁ%gmﬂisﬁ?mé Ifégﬁ@*éhaécﬁ"l“ﬁ oﬁ‘élg"ﬁ?@i"é’fe}léﬂ“ﬂlﬁti cs or
ot her sensor for collecting the bionetric data fromthe user. Typically,
the bionetric waerealid-th, apbtharthe imagsgopldnot bavetbeen altered nerbeemergusedifionh i s
then digitized and stored for later transfer. W prefer to provide a
digitizer and soemootheraranfactiom store which digitizes the i nage and then
stores it in the imaging system4 for |ater processing and transfer. To

secure the raw i magRordRimpledddhleicotahic GbRflefcRRpFlidAROS WoF @chfidnsefibniese are
included in either the digital camera package or the imgi ng system These

addi tional conpgngRk %x&@f?%ﬁe ixﬂéggra%tcia‘?éa with Bal EhshdiRge Also, should the client

fail to provide the server with the image within some time window, the transaction
would not be authorized. This provides additional levels of protection by preventing
later substitution of previously valid images and forcing an attacker to develop methods
that work within the time-out period, which adds considerable difficulty to the
attacker’s task.

In order to provide adequate security, there must be a “secret” shared only by
the sender (the camera) and the recipient (the system performing the authentication of

the image.) This secret must remain secure, or else the security of the entire system



data before it |eaves the canera or inmaging systemin such a manner 7t0h[a[tq 1003
the i nmage data can be subsequently authenticated and vali dated as e
uncorrupted by sonme other external data processing el enent downstream of
the canera, such as the bionetric authentication server 10. A digital
representation of the imge which has been appropriately coded for security
is output fromthe,inmaging .systemto the host conputer 2 for .transfer. .
across a netmrwaﬁbf(‘}o‘?’ﬁﬁp%?ifﬁ/dzeﬁ’ﬁ E%ﬁr‘ftoﬁhaé'%‘f%weefdge %aé’??ff’én‘iWFéPﬁhﬁﬂ’ Han
authentication server the data should pass through a firewall 11. The |
firewal | woul d BRsvaidein the farmeofipedigityd Kkeys' arhia spme saseata Rair afkeyh drhesameracs
carrier. Afirewall may not be needed if the client systemis connected to
t he aut henti cat tapipesegsiseant/casponsive[packaing proRos theSsecenkdyl émtbedded indide.; The i . ~
X, aa~ The entire package which contains the inmagi ng system 4, nust be

Lanper resi st anteril’stkaglis plotdeed¥isb&IRY Ynelbdrds Sibh hs SERABFEBRWAINE phiri&l nal
el enents of the package w thout detection or actual destruction of the

device. It is e t ient 11y of the . red i mages
and codes to beat%?ga}nas? {;r#r? {' gndge é@gﬁ}o}]@ n%tb%r(igrz’ﬁ%éh%é{g%g%‘;ee}ls %%gr%?il%%s ed.
This is especiall z | n‘gortant in applications where | arge val ue transactions
m ght occur. Thif8SIUYRd¥ar preferred enbodi ment, the imaging system4, will
be enclosed in a tanper resistant package 50 which will be used to detect
unwel come i ntrusion cend fierss thetechas peerean incighsesn theTuse of perpenal cargpusers hoth
package can be passive in that any opening to the device will cause its

ul timate dest r uitth©officllahé artidme! dhitiallly hlﬁbs@adﬁkﬁﬂéﬂ@ GveeOubed althost bxcfusplely Rast
one chassis intrusion detector or switch 51 shown in Figure 3. Switch 51

will signal the Walal ' JoIbll j e :
m crocontrol | ergvsl{aor}; rg)ée)étsalkl gg?%dﬁémaé%%{%g?%hﬁ‘r?g%,s%ég%ué‘gs| m arrp%(rg%te wgtus?dound
during assenbly, This non-functionin tate will .essentially delete ke
software routi nfeoéarv ey e c?rgmélgﬁgtrl%ﬁs?aagv%%%gwgém ?q'é‘ftmlnfc %ﬁ@"‘"ﬂe@(ﬁ t@'@%/fgﬁe
speci al battery backed yp ramtabl es which include security or encryption

i nformation. Thi¢ ecrrpngﬁapﬁpsa prigscommgree- a@%s@eqedS?H?c’Zf?%% %‘/ﬁeﬁbx’éh?ﬂﬂot
i nject video nor obtain codes, or even operate the system software or
firmaare ther ebbe srmkedied to sdesktopsrmputer whish cam ensufenthe securesizansmissioniand or
tanpering of image data after output fromthe secured canera will be

det ect abl e vi a rosptiohlof dionttaticid4ia over afiungecuredcheBAdrk tlickebyi enabling 4 weprrtang of
i mage data prior to application of security information would be

extraordinaril Yhiﬁ'idccﬁiiwéiﬁ% al {RADY RcStionl S thalsueh szécr.ciuq-ﬁti:@utﬂ_tg}gzeg ‘ri]’%leaicé y

function will be in effect only after systemsoftware Is | oade

enabl ed. The se i gdynction will renain in effect, until intrusion is
detected or thet%g&g%%cﬁélgﬁaﬁ%%?ré%gacrugpglgaéE“ahﬁssr;%ﬂ‘ées%d‘speci al protocol. A
present preferred configuration of our inmaging system4 is shown in Figure
3 wherein data paths are shown in solid Iines and control signal paths are
i ndi cated by

SUMMARY OF THE INVENTION
We provide a system and methodology which can provide secure transmission
and subsequent authentication of biometric data for use in a client-server scheme in
which the biometric data is transferred from one computer over an unsecured network
to another computer for identification or verification of a user. We prefer to provide a
camera which functions as a sensor to collect the biometric data. That data is digitized

into a biometric data file. A code is applied to that file. Then the file with code is



dotted lines. Optics 41 direct light froma scene to an inmages whi c,h,gax "E)Uz
a CCD canera, a CMOS device or other two di mensional imges which cf Bdt-dd
digital image. Consequently, we identify this conponent 42 as | mges &
Digitizer. The digital image is sent to a nultiplexes 45 and/or a frame
store nmenory 43. Control logic unit 44 determ nes where the imge is sent.

The inmage in the frapne store 43 is.sent through.a cropper 46..and conpressor
47 to create a OFEPHER 5%0(@‘0%%%5& omﬂéeqtﬁgteoq %crgezﬁ¥stetr% "gﬁeczblﬁlgen%anon
generator 48 which generates a code that is applied to_ the inmage. Crogpi ng
and conpr essi ng SERGT Pistegpyalidags threglatac by resprpaiing the spdeotiem b kneigdeg pfche
advant age that they can reduce the anount of data that needs to be
transmtted acr dssttihta neededoo generdie thabyodsp éfte dagatis ankentisated) the sérver distills
cryptographi c technique is enployed inside the code generator to create a
di gi tal signaturg $iemeBrRCdatd fildiRo AbidMREE tedhdliRe Fridk ieveriRing bR i6aIRY 8f dad
optics. This cryptographic process is inplenented by the processing

el enents nenti ong, previously. The digital signature preferably is a secure
hash function which takes the following as inputs: each byte of image data
in the frame; a "secrgt key" ich is stored and remains hidden inside the
camera; and optional IW¢ Q‘@Fb?‘p%’ to prgide @ tRkfngeneraton inthe gutheniication server

el ectronics by the host. Alternatively, the token could have cone firomthe
aut henti cati on ®dichesendsThtokemlatdie aamern ot gther sensork dhal tokereigapplied te thechigisal
attacker, with an imge plus a token plus knowl edge of the digital 11 t.
Ul ;, w ~0~3 dilgbefbierieisatagsfeiredua the hthentishtidhosetver hiThe fken @dfineey uniuei C
the authentication functionality of the camera. The canera "key" can be a

smal | block of GahdcheNhfi Rfiglds B! fEmiRe dEATEHR ddidlotion tHARHyERMIIdIRe i gHd @
signature algorithm Optionally, the key could be a unique'identifier for

the canera. Dependi e of schene.used, the cangra "key" may
sinply be an ar E’f%ﬁ%ﬁ@ggg%ﬂ%lagg&&ﬁég uﬁ%lgevérf‘ilﬁ%igr?é}%,w %ﬁf%@‘ﬁiﬁf %(cf"éers for a
batch of caneras, uni que canera identifier, a unique key for a symmetric
signing al goritHh‘jaﬂer a one half of a key-pair for an asymetric signing
algorithm The authentication server | 0 nust have a priori know edge of
the secret key (or i fhekedecwhbich isfappliecditoytherimadedomntrapsfer iswomputediase fanakion of
know edge of the conplenentary public key.) Thus, for a given canera, this
key does not chéanrgmagetithemken anadisseetdt kepadsoviaed withdhé Emtieent Tieoseereakeyray
have different keys. It is also possible to have a schene where the canera

keys can change a§3ied3 tRat af ArtackePwith kioWled gt d¥the hﬁage;stokwaﬁd%ae g&fefatidnne
aut henti cati on server or sone other authority could send an new encrypted

2 cati on server or | . n |
The cli et senal sphiick by GRRERAER oA P hIGORN EUABEI del THEERITES

t he new data over the Conmuni cations | nterface. 49. This data. is then sent
to the Code Gen&FhPBY bag S&ﬂ‘ﬁqé‘ﬁ 8’c9'3f’p5"t‘"§ 1 Q’i‘é‘%ﬁ%‘wnl{!é‘?‘gﬁﬁﬁ ‘Si“P‘a‘l“EEPr‘théﬁ't‘mR’éy

and stores the new key for later use. The "token" is a block of data
gener at ed for eacsenserthatcellects thgbicmettiodataclciuch akede is ysadrivecan psendd¢ 8 never
re-used. Tokens can thus be used to identify any particular transaction.
Any function whiégarst@tariera gertifieationathonityowhidh ¢entainy ailigtisg oflduftickizedyaneasis ed
to generate tokens. The use of a token provides an added | evel of security

by The authentication server would consult the camera certification authority each time a
new image is received so that it has knowledge of the secret key corresponding to the

sending camera. The camera certification authority may be a single database residing

within the authentication server or it may reside in a separate computer. A separate



coupling image data to a specific transaction. 12 i~ ~~~1i~3 #E? -
digital signature previously nention can be inplenented as a hash fJ A0S
The out put of the hash function is a smaller block of data than its input

el ements. An inportant characteristic of a hash function is that given the
sanme inputs, reapplication of the hash function will conmpute the sane

out put . Addi t 1 OgailiYaBaQduBREHSul WHR thutGld RoSor AbYaliRGERRIARI] St C
that any change I n t%e i nput ‘el enents w result in a major change of the
out put data block. In Particula%ﬁ if the hash function is conputed over the
i mage data, any “¥HEHEEE BRI age data will result in a different hash
function output. The digital signature of the data can be sent to_another
system (i.e. the aut QEirpbigets and sdvaniagys ofitherigvention wilk becomegnparentifiem:a and
the receiving systemcan, with the sane or conpl enentary token, conpute a
signature of t hdesoriptipmef certaingpresent préfertd érhbaijaents shawnan shegdratvings. sent with
the data. If the signatures match, the data can be assuned to not have been
altered with an extrenely high confidence Ievel. Thus) if a function DS(Xx,
y, z), where x is the image data, y is a token, and z is the secret key,

produces an output Q then gi l ange nmeans and
w th know edge of both origi a E%P,%dl,h%ﬁ? hashi ng
function DS(),a recipient can _conpute Q = DS(x, vy, .z)..1f Q= Q then x,
y, and z have not beg’ﬁ“%ﬁlt\éraeflﬂw %ﬁim thRasiy sters i Pforming BHamstrict ens
have changed. In practice, the hash function would be conputed over the
conbi nati on of identifieatige asihascheen Heneoptheprior attoken and the secret key. For
added security the DS function can operate as an asymretric algorithm in
whi ch case one or noFiguaf?2 ishdldckdigranaf a prheiid ©estifitayiohsysttnf flafchntankfort
conpl enmentary) on the sender's and recipient's sides. There are a nunber of

ways the di git abiofiefHirdat Svef @ HRHHGRE altd cdnbinsCRIRE @AY sef. Sent back to the
aut henti cati ng system The nost straightforward nmethod is to append 13 I

Df ~J 203 (or pre d j [e.t h end .t he. conpl et e
package back to thelogiggj %?eil{;i%cfg ‘g{r%gh;b;l/‘gctkea%gtrﬂﬁg? %%%S%gg ez?a%e’m\f\lgmgcf r);%ggt o]
use a digital watermarking . technigue to enbed the_signature information
directly into tH&¢ H‘gﬁeﬂé‘?‘m ﬁ%‘f‘gﬁl“&.syﬁ‘ﬁf‘éh‘é‘éﬁ"b@gﬁ@ ormed in a manner
such that the enbedded sim%nature di sappears in the image, and cannot be
di stingui shed from rEguessdand Sare HingramsiBuspiating theswasermaskingiproeessi ne t he
decodi ng sequence of the enbedded signature to separate it fromthe inmage
and then can perf or nFighe 6oivaldéapram af a0 renttdirRent o6 thrdligitsvdversdtyvorkingur es 4
and 5 illustrate the watermarking techni que. Each image 20 is conprised of

a series of rasj@prdhhdeith ERPresedShedntibhNe is further divided into a
el ements called pixels. Each pixel is represented by sonme nunber of bits.

Thus, Lhe 1ines eachygaatrd dhth iRRudlndltShSallbll LandSi cAaUALELRE ¥ 1o

applied by changing 's IcafTy one or nore o st
significant bits. As iJ1di cated in Figure 4 the digitized inmage i s passed
our method.

Figure 8 is a diagram illustrating a second example operational transaction

conducted using our method.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
A present preferred embodiment of our system is employed in a client server

system like that illustrated in a Figure 2. The client system 1 consists of a personal



t hrough a watermark generator 28. This device could be considered tozﬁn? 5[2@3
code generator 48 shown in Figure 3. The watermark generator creates n Bl

of watermark data 26 which are applied to the inage according to a
predeterm ned plan. This plan is illustrated in Figure 5 wherein one bit 27
fromthe watermark replaces one bit 25 from sel ected sets of original inmage
bits 24. Note that if t.er mar ki,.n chpique i,s used to thenti cate the

i mge, any inagé‘oﬁ’rp&eégﬂvﬁﬁ’\ﬁﬁlﬁ(?ﬁd&??é&ét @?@P‘ﬁ%&‘%ﬁ&f‘ﬁ%&’%t BRFEPRBUEL dch
as | ossy conpression) will not allow for certainty in the authentication
process, whi ch ray bbenyipeemercially evditablemergonalaompiteyorysinessaedmputer, arf  a
token schene is used, the token is generated by the server 10 and

comuni cat ed t o dntRdédd ﬁﬁéesﬁ#ﬁhﬁﬁﬁ%s]shﬁi&ieﬂfﬁl&hox?ﬂo ho®gRe bidhietticimagh €ld ariden
is communicated to the canera 6 where it is included in the inmage

aut henti cation ]a“rnﬁde]-xpo e?@gﬁlcgﬁgg&iicﬁhgﬁsj HardWHrd arfl %gtwaf‘é' tolaMBlv thBiohRken or

a conpl enentary token held on e server, In dition to the secret

key, is required_to rl ut hent,i cat.e the imge. ,Jhus, in order for an
i mage to be recdﬁ‘ﬁ%&&ﬁ%ﬁ‘%’é& 85}“ h\?&%“f@fmf?{gﬂr r}g‘ﬁ@ 18 3 FFRAFR U8 B o
altered in any manner after being output fromthe canera, and the inmage
nust i ncl ude wi tSHi‘tﬁmt"h\éh‘ﬁhgﬁqoape"%dgﬁéhmh@} COIRButerp kI imaging sygem cpyains a
transaction. Because the token is generated by the server and known by the
server, and si ncememchwith assecieted optidsas otheu sungerdot altlectirpsthe bicampetrc duta fromt
and enbedded in the inmage signature, inages are guaranteed to be valid only

for one transacth®isesntypiedythe Boniedtic @a will BOan SialtgSeprofentation OF aaﬁﬁ@%reat es
a token and in effect initiates image capture, the server can set a clock

whi ch causes to I fatk L -3
expiration schemwﬂjo{gghﬁéﬁélﬁg%ﬁnggLoé‘?fis)gFga?%}raggmgsWF ?ﬁ%"’éé Bf%g&{ar%{ st%(%fimgn
can be timed and there i.s a finite w ndow,.of. opportunity for. the client to
send an i mage bdR¥YS °f Ff&“‘&é?"\’/%?‘f’mégiﬂ%ﬁ &eéB’PE‘g?Pdi tE"'b?‘¥’§F Udn theimaginge
merely makes data substitution nore difficult, since it is easier to track
i mges and trans4¥emdrier latgr pracessing and tiapsfer. sTq sseure therawdmsee datapdditional
generating the tokens, initiating the command to capture, and nai ntai ning
the tinme-out cl etetronihdariwage and spftwdrefaos includekinsjtheritho digitalt danrerdpschegeort he
client and server systens. However, a tine stanp nay be included in the

al gorithm for gelsikhigingyktea. Tokeradditionilnompakeis énisedl ihfobfxti REinfOHE image
representation of tinme. Regardless of the algorithm the uniqueness of each

token nust be my,ptRkHed l@arv_eifﬁﬁ Whrhdr¥ of %rﬁ%%)ﬁ[sﬁmrsg | £ Rdnhd? (BRTR: irr;[aﬁg data

circunstances. Anot her possible variatio e 1 nmpl ementation of

t oken schene i nvol ves.,generati ni.gyue val.ues,whi ch function_ as. . ke for a
Qg tal St gnat uFeR BT SHERFAUR AT e End g8z B uriedrubtes b S BingE ditemal
different than an inplenentation in which the token 15 20 (. E~~-3
generator mer el yagdnecatingelemerfdewnsirrarsoighe eamesa, suchpsehe hlomednien gener at or

must generate unique) but valid, keys. This also offers the ability to use
an asymmetric authentication server 10. A digital representation of the image which has been

appropriately coded for security is output from the imaging system to the host computer
2 for transfer across a network 9 to the authentication server 10. Before entering the
authentication server the data should pass through a firewall 11. The firewall would be
used if the network is the Internet or another public carrier. A firewall may not be
needed if the client system is connected to the authentication server over a private

transmission line.



digital signature algorithm In the case of symmetric al gorithns, %WBY(?Wﬁz
token) or key, is used for both the client signature and the server v
verification. For an asymretric algorithm two tokens or keys are
generated. The first key is sent to the canmera, and the second or

conpl ementary key is kept within the server. The latter nethod provides
addi tional security Bheentreqrackigeywhiclyvemtdiesthe migineg system ¢, swshigrtamper- i nage
acqui sition device which includes secured i mage authentication may be

enhanced by i nclesigiafiGol thaliib extadrel ¢ difki)Btola8¢els thd8nternal elements of the package
har dwar e/ fi r mnwar ef software of the system One possible schene would be to

enbed asymetrig. I i e MWth. I I rial
mumber - Each. ke ABBHIGh or Aot ecbRIIoR oFligRyith, 1 18t B® ARIRNAM R 2
into the canera_at .the tinme of manufaciure inside a secure facility. This
type of syat om PEEERGThIbAFILRE HERG S SoHo-P AR T@oBiteq GuFate MO G HE!
client and server systens woul d be connected together In Figure 6 there are
several client kepscempromised. This is pspsaighy impprtapbintapplications wheredaren saluey host
conputer 2 and associ ated i magi ni ng system 4 which includes a canera. The
client systens teawadiencmigheotenrl Thusyrie oof preferryd ambbdinient; dlid intagihgrsysem 4,
systens 10a, 10b through 1 On. Theses servers nmay be associated with other

conput er SY_Ste%illtﬂ'éaetncﬂﬁédfiﬂ%Mﬁérirgﬁstﬁﬁ?ﬂ:ﬁge 56 FRRAGK IR use Pt ket _
aut henti cati on servers nmay be associated wi th other vendors whose services

or products may, be rchased over the network 9. i s, network nost, |ikely
o 1P b the 1t aRAPHs AT Siandse T St 1P CuPPR RSy

t el ephone systemor satellite transm ssion system Wen the sel ected server
recei ves a requRSRAsIYT Indpat @8y opsniRthtoghe devigeriill apssritsuiliimatedsstguctionyery f or
one of the keys, 16 r ~; ~J 't~!~-3 the public key, to a central Canera
Certification Abltéroatively, 88 packagirig could wtilize htleast Ongehiassis irkmypionidetectat ar
caneras. The inquiry contains the serial nunber reported by the canmera. The
public key woulsvifek Syshewi i Eighire 3 Svdtchita twidlisighalhie comtt] ddgic adpwiticls c@ined
the i mage received by the server using that sane canera's internal private

key. Since the Be%feﬂ&%&d%y%ﬁr&%ﬁﬁolﬁr%erwia%ntfnﬁctﬁﬁiws'%ath'§iirrﬂﬁr td¥8at

private key, the authentication server 1s a to use the public key to

determne irref . 1 i.yen ra_produced the i i, 0 [ on.
' add ¢ on. by SR Bt lemlell, P REe SORBMRRP FAGHAH S RAl YRS By BGPH 2
caneras may be tenpporarily or pernmppently, disabl ed by deactivating or
changi ng a par trPB‘éﬂeéFgEtﬁﬁé’rﬁnggﬁ‘P% @G‘WL%‘F%‘% Ik mpy ajspde t"ssﬂ?ﬁ‘ﬁﬁ@r“,egi facked
canera is believed to have been conprom sed, it can be nmarked as a rogue by
the certifi cat iupramuebles whigh inelndetsecusity ot ¢ricoyption informkasion. Thus,abdn iatrudarhe

aut hentication server would not have the ability to validate any "signed"

i mages from t haloepgaih acaebsto thesystem heedanfotihjéed widedi rorbbiairgcddes, drvéven operate
operational scenarios between a client and server are illustrated by

Figures 7 and §he difen! sdfharORFiRWARE HercbySRA S HPHR ushleds! TteRefdre) S 2

transaction in whi'ch the authentication Server Is functioning as a

"gat ekeeper." Th t henti cation.server aldows access to data_ or seryices
ony Lo aut hor i BRIRICH & ptrod BeTRes daan? STn SRR It R Rh BB i Yt on
whi ch woul d require bignetric identification in order to provide,_,

detectable via downstream data processing, and substitution or tampering of image data

prior to application of security information would be extraordinarily difficult or

impossible.

10



positive identif cation and protect high-valued nonetary transfer 72 ({7303
functionality woul d have such an interchange. This approach illustrates
using a nethod that inplenents the unique-per-transaction based token
exchange protocol. In this exanple, the secret key 17 20 f EO~~~3 enbedded
in each canera is the same key for all caneras and this secret key is known

by the authent cat | g SELKRS funlih WRYRIH cABRCALY ARALySHGR WG MIGMEal

Figure 8 is a transaction o the first;” however, every canera has a

uni que secret key .,apd.uni que serij.al nber.. For each .key.enmbedded . i n . a
canera, there i°§XbA°J§3ﬂﬁ|S§ﬂ§H¥§W“°'bwﬂr feg"a"kw(%é‘%rug ’F“Xséorb‘éﬁftf‘étf’f! otEur e
dat abase which acts as the canera "Certification Authority" that allows the
system t o i dentsyfigmsefswars iy reloaged esing 3 spepabprotqReterring to Figure 7 the
transacti on begins when the client system 1 requests access to a resource
protected by the servmesenopeidred caffiguFaionef anpintagimysystenh 4isdhadn i Bige 3t 0
use his conputer 2 to access the noney transfer screens that enable himto

nove funds fromicn 8a0KatREsrRURGwh B RNATIREY arRICoRHOE signbl pathe &1 ikl ke by
transfer fromhis savings account to his checking account or a paynent of

bills by sendi ragn;ymilg,gﬁmﬁ &’i‘?e%gli@{st tﬁ%%xa%gfeggiqlgi %?@E%ﬁ&-m@%ﬁgn

aut henticati on server as a requ recel

i nquiry. Upon recei Vi rrequest the authentication.gerver computer 10
initiates a seCaPfry? EM&%‘P‘F%‘H e leémalrjmwd@"éws@swggﬁ gmage.
protected resource. The server, as part of the transaction) generates a

uni que token orCogeaqueritly.weddantifioihésromponentdR agfhinager iés Degitizerb bkdigdaltimage
client. The tokens are created by a token generator 13 and rmay be generated
as a result of igsehetaohrultplzherdsomdar al fiame Storeafielnonykidy Qpater lagirunitaduni que
transaction nunber, a tine stanp, or a conbination of any or all of the

above. The cli @BfenfibPWh&E tHeﬁﬁﬁFé’ %SseﬁthQ‘h"e%ﬁgb indREr2RP &Prd 43 i Qerdt ABOLERP NY
system 4 connected to the client's conputer The 1 magi ng system cont ai ns

a canera 6 whi h gsaecrelekeusadaabedohtathecs b8 Tna I SRLR R, |

then instructe genera ure e canera
accepts the token, capture n.mge, and . uses. a dj.gjtal signature,

2l gori t hm whi R SPdRERTeTaFAS 4 yeieh eSnerelss 2 <arie AR is aeBlidt g e el o CropBipeApd
paranmeters to provide a di gi tal signatur_e of the particular inmage. The
canera out put s cempressieg may b¢ aptipnal o cortain ppplicationsipytibave the advartagy thatthey
conputer, which may or may not do sonme processing of the image, ultimately

sends the i nagean redidechs anowrt of Gata et nédde tonbd warisknied abrass s rietveatk athereby wi t h
the image is the digital signature, either enbedded directly into the inmage

or al ongsi de tBgecliiB@IAnimistibe AtPhiORSHRORRARe fs@ripltyed MsiR the JdU Server

checks that the inmage has not been tanpered with by conputing the sane or

conpl ementary djql I i i J W edge
cor enent o bkl AL SRR BV A g Bk B 0
copy of the secret kecy. : . . - :

camera and optics. This cryptographic process is implemented by the processing

elements mentioned previously. The digital signature preferably is a secure hash

function which takes the following as inputs: each byte of image data in the frame; a

“secret key” which is stored and remains hidden inside the camera; and optionally a

digital “token” entered into the camera electronics by the host. Alternatively, the token

could have come from the authentication server. The “hidden” or “secret” key is

required since an attacker, with an image plus a token plus knowledge of the digital

11



This is performed in the image authentication nodul e 15 where the cpbiputgtds
digital signature is conpared to the digital signature fromthe client. The
aut henti cati on nodul e contains or receives from anot her conponent in the
Aut hentication Server Systeminformation that enables it to recogni ze the
key fromthe secure canera as indicated by the key synbol input to box 15.

| f the outputs &gBatufeealgerithmeqealdy withouyehis Seqrey ey, sniqag the anthentsaliohgs wi t h
the particular transaction. The server can then take the image and perform
t he bionetric i dentibhdltypdf tha camerandi cat ed by box 16. Upon passing the
bionetric identification the client is provided access to the secured
resource which s SNOE caferdOKert Ean B & GHAN Bloll of iifta LAMSAGRLIBNHE AmbA that

| ogged by the server system which cou contal n, anong other things, the

original, secured L at riginallv.se b he,client,,,.This data can
provi de irrefut ésb‘fsgd 58‘?‘8& %1 %Fnﬁﬁga{gpéﬂﬁc@?tb%aﬁ?ﬁp%% icroggi.belgumqf’eu a ~:
J ~~U3 W prefer to Iofg ggch stet of the transaction as indicated by the
word Log. W al isnpfierfar the sameig, Derending|og the type ghschems usedsiBa CHRCTRNEBK| Y
ti me-stanped data as well as recording the time of each transaction. The
second exanpl e simphgbeai anbitrasy dalugassigneditoi everfyi cgmeea, 8n idastifier fortebdteh of
exanple a client system1 is connected to an authentication server system
10 through a netadrks, 9 unfdueicageadaiificBMHIQEE key for adyiHietricGidetg alporithad, 6r
key and serial nunber are assigned to each canera inside a secure facility.

The public key apgl GaFbfl %g&gzﬁfo\rl\ﬁli & ﬁﬂﬁ&ﬁ@ﬂgﬁigé glggriﬁﬁntﬁ‘?el auflEhARARE server

accessi ble by a server co acts a nera certification

hor i . [ key.and i al mb . d i h
camora, This prioAbe By 4 &R EREuREe o ne e TR T sk

system containing the canmera is connected to a client canuter 2 and |
transactions na}BpHBEEEmustrhaveknawiedes oighe ensaplementampubliekey.) Ehus. &9 ginern
requests access to a resource protected by the server conputer 10. For
exanpl e, an i ndcamata,thiskiey dess rod ckange betwetietransactions hawevee rdifforemeamers ndbys
or her computer. The authentication server conputer 10, upon receipt of a

request by the hfQWeféreiakeds.elt is 418 pdssibRIo BaveQldehérhy whERNBAEaPilkdya can
ultimately provi de access to the protected resource. The server, as part of

e e L T

of which is sent to the ¢ e previous exanple
the tokens nmay be ult of a randomn

ener at.ed. as re nmber nerator, a
random key gene?oé‘?eg?tgeraa r'(ﬁ-‘(ugolﬁ‘? &%@%ﬂcﬂﬁ“mg% i ‘ﬁf e g’i‘ﬁ%,‘s grcripted
conbi nation of any or all of the above. The client conmputer receives the
t oken, and sendésifg thekey garentlydp the camieran Ths client sendsdbis gaareried keyglertb ate a
secure image. The canera accepts the token, captures an inmage, and uses a
digital 20 ? imaghgsysiemi4-whichirepeives the naivgiata aventhatGamuniéations Interfacadgé,
the token, and the canera's unique private

This data is then sent to the Code Generator 48 which decrypts the new key using its
current key and stores the new key for later use.

The “token” is a block of data generated for each and every transaction; each
token is unique and is never re-used. Tokens can thus be used to identify any particular
transaction. Any function which can be guaranteed to produce a unique output may be

used to generate tokens. The use of a token provides an added level of security by

coupling image data to a specific transaction.

12



key as paraneters to provide a digital signature of the particul ar igmage;u;
The camera outputs the secured inage to the client, aiong with the canéra's
serial number. The client, which may or may not do some processing of the
image, ultimately sends the inage to the server 10. Transmitted along with
the image is the digital signature and the canmera's unique serial nunber,

ei ther enbedded dire I 8 . | de | FBOE o he data
package sent to the ?&%é&*@fﬁﬁ%ﬁgﬁkﬁgﬁ’??@é‘%l gﬁﬁlg%rg&glﬁdgﬁﬁ acts t géﬁ canmera's
serial nunmber fromithe data pac ept by .the client as. jndicated by box
T8 Tt sends t hiSHROER: A ot A TEReRaesiS F S ondl R hatnisqp
authority 30 which |ooks up that camera's public key. The public key is
returned to the clamentsntArcinponants ehagasteristis piraghash dunction isshatigevendhesamednpetis
that the inage has not been tanpered with by conputing the sane or

conpl ement ary dirgipbHeatioh@fieiehash funetioni willintompuiehBe shicoutpial pgditibrallyoged or
conpl enentary token respectively) along with the canera's public key

provi ded by thes&ﬁi’ﬁ?’ RaskFdctibhCrdve A AabRFkMthAGny Thehge W Bidtingdt elehfRnts

al gorithmis checked against the digital signature fromthe cliient and if
the outputs are_t. r LV i [,S.vali n el i -h
parti cul ar trang}é@??%ﬁﬁgkgﬁrscﬁ% S\Rﬁﬁ’teoogﬁ%g%ét%gggkggnnéarng%ue%’ %%}a\éébpﬁcéﬂ ar
canera identified by the serial nupber. The server can then take the_ image
and per f or m t he 1SRG QVeT thenAgs daky apnchanes indhednags dagwviligesulyip A differentng
the bionetric identification the client is provided access to the secured
resource 17. A hashofudctioh qutpnt.t Thedigisalisignawizaofitke dag gaobdrngnt thansthensystem
system which could contain, anong other things, the original, secured

i mage data sent (iy thdwutifenti€dtion dérdler) ARng Mitiuke GradiRd] Aafadd thé reailingyaemkey .
This data can provide irrefutable evidence of the transaction if required.

21 2UFab : petalel hﬁ%’l‘ ' o  JE
deened not secur‘lgée“}r%g’utgfi gas%xl‘nceot e d@ﬁy E%%SB%@P%&&?%%J;Q@@%%&@? #%asoma
unaut hori zed pers .Or i don. ln this,case) 4.t 1.S possibl 0

i ncl ude an encr %@f%%ﬁ étc%gﬁé té%l;'g?lag't're éﬂté\"{hﬁh"e %ﬁdgtfms“ "EF%\W&SE’HE}? Hahe
data and code are encréﬁt@fd da ae\%ckggeﬁgn or to transm ssion fromthe
client to the s&jnbgass tod1oy 83veRsen Mtarerewityar extramely, Risg qenfidspesdevel; dhus.
package prior to authenticating the data with the code. Those versed in the
field will recoif 'leectiqmlPS(v(hbrtg wehege wisrtherimage datayyis attokers rpgz isshe segeet key,
decryption techniques with various |evels of security that may be used to
acconpl i sh t hi spiocdakes ahtvatpat @ ehenl divtdn N @A Qbliesonte dAAd exvhsngeiméahis arWithes
proposed above but the general principle of using digital authentication
schenmes to SeCURﬁoMGW%%?&hgiﬁ‘al%ﬂgﬂ,rz' Qs%éf&sﬂh&ﬂ&hﬁfg fﬁﬂﬂidnm?ihiéc?pgéﬂto”

agai nst substitutionlfTanpering is consi'stent throughout. Al'though we have

shown certain pgefer ge]ete] out, et hod, a arat us | houl d be

di stinctly unde§§i%)3{cf’%?%§t %#W%inﬁ%nﬁ stg‘%’o’i’?'l’ ﬂ#]%gﬁgt"ﬁg?eéﬁgh%ﬁ " may be

variously enbodied within the s?&pe of, th% fol |l ow ngi clainms. 22 )
otherwise one or more of the data items have changed. In practice, the hash function

would be computed over the combination of the image data, the optional token and the
secret key. For added security the DS function can operate as an asymmetric algorithm,
in which case one or more of the functional parameters may be different (but
complementary) on the sender’s and recipient’s sides.

There are a number of ways the digital signature computed by the camera can be

sent back to the authenticating system. The most straightforward method is to append
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| O f E~3 ~hJ3 W claim 1. An apparatus for collecting and transnjaqt@gmz
bi onmetric data over a network, the apparatus conprised of: a sensor having
a unique identifier, the sensor collecting bionmetric data; a token
generator, coupled to the sensor, the token generator sending a token to
the sensor; a digitizer coupled to the sensor, the digitizer converting the
biometric data cetpeetm) tkysignature &hoath Bhdsehddhdidnlett iphékag@ baRNbitteer
coupled to the sensor, the conbiner creating a data package conprising the
digital file !Neunlglife0anh! f habuehloddific \iffhe & GRYRIHENRERMAEIGRIP! e
t he age,

to the data package, code generator creating a signe ata pac » and

an output interface.couple the conbiLner, the interface, outputti e
si gned dat a packtﬁé'g"‘l"& tgeﬁg?‘%\ﬁf’ Rignaturerin ”Qﬁtb%ﬁ%ffelﬁlyb‘?mél?eaqr}ﬁ“iaﬁ gm%%ee&?%gﬂls
digital file is one of a nenory and franme store. 3. The apparatus of claim
1 al so conpri si regn&a perferredin a awnsersueh hatibe embeddedisigneirgsdisappesrs in thege
processor containing the digitizer, nmenory and a conpressor for conpressing
the i mage. 23  ithade,@indcannot B3didtinglliched frpav rahdisn abise.| Thevedeiting ayaeean Si ng
a cropper connected to the digital file to reduce the size of the inage in
menory before cofpigssl tﬁ@dec'édinyseq.f'eae@aﬁwanwdd% @i;%mr&rew@%af%me ftfors RIS OF

is a canera. 6. The apparatus of claim5 wherein the canera Is a two

di mensi onal i magin hce. 7 rat.us. of clai.m 6 wherein.dhe i i ng
device is one of mggﬁg%/%%gcaél Wf&gitﬁﬁ%@?@ lg%\ﬂncaé.meg%loﬁ%enrﬁvﬁ%‘éﬁbéﬁﬁ%mﬁ Jir%’Fﬂai m
1 wherein the codig1 generator creates a code which is selected fromthe
group consi sti ng WHSHRE Bievatermarking technique; Fiask image 20dp comprised 9f RgrEes dfodes
prepended to the digital file and codes appended to the digital file. 9.

The appar at us ofrastérdines.1 Eadhgasterdingris Sirthgr dividadireo aretsiestsanatledpizkiagEachpixel
whi ch the sensor, code generator, conbiner and output interface are

contai ned. 10. ThepesspRediby sord nthber®f 8it€IThas, thdMirds ShétOcoRtaimh béries o bixelsin
activated if the tanper resistant package is opened. 11. The apparatus of

cl ai m 10 wher el ri@gkhy a4 kb8 goith o5 anERARLorid i AUk el 2 of ot

non-functioning state.

of the least significant bits. As indicated in Figure 4 the digitized image is passed
through a watermark generator 28. This device could be considered to be the code
generator 48 shown in Figure 3. The watermark generator creates n bits of watermark
data 26 which are applied to the image according to a predetermined plan. This plan is
illustrated in Figure 5 wherein one bit 27 from the watermark replaces one bit 25 from
selected sets of original image bits 24. Note that if a watermarking technique is used to
authenticate the image, any image processing which alters the data after watermarking
(such as lossy compression) will not allow for certainty in the authentication process,
which may be undesirable for high security applications.

If a token scheme is used, the token is generated by the server 10 and
communicated to the client system 1 just prior to image capture. The token is

communicated to the camera 6 where it is included in the image authentication
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~~11i_,~ ~~!~~12. The apparatus of claim1 also conprising a per?@pﬁh.ﬂm
conput er connected to the output interface. 13. The apparatus of clafm'l! L
al so conprising an enbedded processor connected to the output interface.

14. A systemfor collecting and transmtting bionetric data over a network
conprised of: a. at |east one client systemconprised of: a sensor for

collecting bionetri.c data,,the se r..having a uni I Ltiar:

t oken- gener at or 3@8&&“38‘ iush?ﬁgnge r:{g%rﬁ,‘e%ggl o%%)ﬁnpé%ﬁ%rt%r?g&teéé%%dﬁl %y%hgken
to the sensor; a digitizer coupled to the sensor, the di %i tizer converting
the bionmetric daeryer# additiondo Big seerat kayn dofequirdato pronely puthentjcais: theiraagshi ner
coupled to the digital file and the sensor, the conbiner creating a data
package conpri siThgs,tilnerdd: fpr amimdgelte be tdvegnizadchyethe derweriak ivalid, shredintdge caroen; a
code generator coupled to the data package, the code generator creating a
si gned data packagbeendHeredinial PidnnkNifRf bAGE oGPUPHEH the cahiden, GRdHeRage t he
interface outputting the signed data package to a network; b. at |east one
server contai ni : Wt s J: W L€ aFd ' i c data,
conmputing the b?glrsrgltnrgi{uggt errpltg% %Igggﬁl%lg%%r%g%&g%@ﬁd :agatﬁng%?%ébogni tion

function based on the data,received fromthe at | ea one, cl.i ent syste
and 25 20t B (7 Dot tbe K I See i be FiTHe AR PR PEESCTG RoP PaH

systemto the at | east one server. 15. The systemof claim 14 where the
digital file isecahdrapacsonbafoyynigyedokenmasgociated with itgnd vrbedded iwthedmags aj m 14
al so conprising a i mage processor connected to the sensor, the inmage
processor cont akighatgrel intagds areiguaranteadith bz vabidpnlysfononef teansaviop ard sanmgt behe

i mge. 17. The system of claim 14 wherein the sensor is a canera. 18. The

system of cl ai MehdedVELKE, sihck R BAFE pehetdiesth thitéh SHdTR @ﬁ‘é&ﬂﬁlia&ﬁ&?&é&&a Ml ce.
a

19. The system of claim 14 wherein the imging device is one o d a

an
CMOS | magi ng de\};dﬁ%gﬂ/eggan sz{ﬁgﬁégﬁ&ﬁiﬂ}%&%s% t%i(ms]té c\Q@% eﬂ{eq s&ng 8%90 ?fqgqurlatsor

creates a code IS se € group consisting wat er mar

digital signatures, encryption keys, codes prepended tp the digital file
and codes appenffSh a‘tcgocﬁ‘ﬁ)élgléq“ﬁf’tsg?y’?‘i fags “%qegdrﬁg‘egil?t‘%‘?f?o?s%‘?ga?s 4 Fagyachpn
conprising a tanper resistant package in which the sensor, digitizer, code
gener ator, conbFanee timed angtthere 15 sfinits windowof oppertusiity der. the client to send an image

back to the server, some protection is offered. The token merely makes data
substitution more difficult, since it is easier to track images and transactions. Since the
server is the only computer system generating the tokens, initiating the command to
capture, and maintaining the time-out clock, there is no need for clock synchronization
between the client and server systems. However, a time stamp may be included in the
algorithm for generating the token, or the token itself may be some representation of
time. Regardless of the algorithm, the uniqueness of each token must be matintained or
security could be compromised in some circumstances.

Another possible variation of the implementation of the token scheme involves
generating unique values which function as keys for a digital signature algorithm which

uses a key or keys. This is slightly different than an implementation in which the token
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26 Z0i-i_a) a:~~3 22. The systemof claim 21 also conprising ?Usp/pigtgm
which is activated if the tanper resistant package is opened. 23. The -~
system of claim 22 wherein activation of the switch causes the apparatus to
go to a non-functioning state. 24. The system of claim 14 wherein the
server contains at |east one of a token generator, an inage authentication
modul e, a bi omegdriegatbetitreBtgenerars uaique §lozkslsl data, sinbd hiewikeh gehadgtod miistcat i on
nodul e and a dat abase. 25. The system of claim 14 wherein the at |east one

server contalns ?ﬁﬁqguﬂla@e, bIh@ahﬁ)éﬁétyg.mtTﬁfs ﬁéo%fﬁs%ﬁa%&ﬁ%htg%ggéﬂtl %%ng?@%ﬁ ai m 14

certification a%l ority ‘connecte e server.

al so conpri sing,a.cropper connected to the digital fil.e to reduce,the size
of “the i mmge | nRUALIAES BBRTGE P RSrasA of Digneift alehefimso PRIYGIF BEER RS and
transmtting bionetric data over a network to a server_conprising:

recei ving a t okkay, iswsed &y bath the sligns signatyresandhke server yerifisatignh Femastasymmetric
information froma sensor, the sensor having a unique identifier;

converting the dgorithh,itwo takkmy orddely Dareigeheraed bThaRist key idisgittt@athefcamera, #ha the 2
Of ~:) i ~~~ conbining the digital file, the token and the uni que

identi fier intogeoftdbRcopiftdAdiRiry kel B9t WitkindRd RrRAC KBS Rinet maihadbiovided t he

si gned data package over a network to a server; and authenticating the

si gned data pac %“aﬁgﬁc“%@’?ggﬁ?ﬁgggg‘t’%@ .ams%l?e ég@\?xfeséﬂ'ext he data package

cont ai ns infornmation C east one o a‘time at which the
bi onetric information was acquired,, an encry ti(i)n key, . a Iocagi on at which
the bionetric infor nBRiBESA4USIHGH drYge Whik iaclydessequmdimpge authenticatiph HaY hod
of claim 28 also conprising converting the bionetric digital file to a

bi onetric t enpl bagenhagaed byHeclngding tndividualizad keysdnta theohacdmare fismmgre/saftware of
conparing the bionetric tenplate to a stored bionetric tenplate; and b.

gi ving or ref usthagysieneGse passiblesseheme doukilseito embédasythmedNe k&updirs Gothgar i son.
32. The nethod of claim 28 wherein the network is conprised of the

Internet. 33. Thgei®hlAg with aGinf{udcdBeMRHS! dunlble BARKRY bhit wolld¥eRidueNardS

acquired by a client systemand al so conprising the steps of: a. requesting

the server to agLieendfe@afd LibeldR it B LERAUE 6 die bf ARRHE Hid 2

secure facility. This type of system is shown by the diagram in Figure 8.

Figure 6 shows how client and server systems would be connected together In
Figure 6 there are several client systems 1a, 1b through 1n. Each client system has a
host computer 2 and associated imagining system 4 which includes a camera. The
client systems can be connected to one of many authentication servers systems 10a,
10b through 10n. Theses servers may be associated with other computer systems that
perform online banking transactions. Other authentication servers may be associated
with other vendors whose services or products may be purchased over the network 9.
This network most likely will be the Internet but it could be another public carrier such
as a telephone system or satellite transmission system. When the selected server

receives a request for access from on of the clients it sends a query for one of the keys,
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request fromthe client systemthrough the network to the server; apﬁd,.zng,jj
20f ~;3 ~~~3Db. giving or refusing access to a secured resource baséd™
upon a review of the bionmetric information. 34. The nmethod of claim 28 al so
conprising the steps of: a. issuing a token fromthe server to the client
system b. appending the token to the digital file at the client system
prior to transmtti the digital.file.to.the server. .and .c. checki for

t he presence of ?P\lébqgé(%’ﬁo\ﬂ/iC?quqﬁ@lrﬁfag??rgﬁcélﬂnéhﬁ?or%éa’s‘g?l\%wpuﬁgl.ou;‘ﬁg

met hod of claim 28 also conprising encrypting the data package before
transmitting ar4blinksysdercallsameras. gﬁeﬂmlryépo@m thegseriglumpsr rpartest bycthai m 28
al so conprising at | east one of the steps of cropping the digital file and
conpr essi ng t heaoher. tThe phiblickdyefould be nsedsaidetermige whetherfhparapparcameas signed
claiml1l wherein said token further conprises a tinme conponent. 38. The

system of cl ai nhéinapBesceived Btk deplee Bsif@HAL sanRScathetd’ SRt RATRERNEB key. 38incel he
system of claim 38 wherein the server containing a programfor receiving,

aut henti cati ng i oIR8 Is i LGt d
performng a veﬂ?% %gt“:logln/ recgéﬁf on lﬁ%%{ﬂlggﬁh%g?%@hghﬁ%egég?htﬁgecei ved
fromthe at | east one .client .system further contains.a ,program which,
verifies that CHECRUAUAR paressis e o b theehlic gy fo dserming ipjefiably fhat he Biea( o
is approximately equal to the token which was sent fromthe

t oken- gener at orcama@, prajused thetimagain questiom 30 addivers by using asewpl Samata ch
verifies that the token received fromthe client systemis approximtely
equal to the t deetificatios Authsitys émdiviing nambms tialy do taepoesrily or permaaealyt ed t o
further verify that the tine interval between the tine that the token was

sent from the tplsgied B9 ABAcHVAHingedith 4 PEnithler dagleeds YBRdPABlic kdyOh tHhe
client systemfalls Wl?t hin a sg;a)dgci %F%?jé i giagr val . 41. The ?rgt hcod y(c))f claim 28

PNRIRERSC i P L e L R R
by the certification authority and the certificate revoked. Thereafter, the authentication
server would not have the ability to validate any “signed” images from that particular
camera, effectively disabling it.

Two operational scenarios between a client and server are illustrated by Figures
7 and 8.

The first operational scenario shown in Figure 7 is a transaction in which the
authentication server is functioning as a “gatekeeper.” The authentication server allows
access to data or services only to authorized individuals. For example, an on-line
banking application which would require biometric identification in order to provide
positive identification and protect high-valued monetary transfer functionality would
have such an interchange. This approach illustrates using a method that implements the

unique-per-transaction based token exchange protocol. In this example, the secret key
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10b W()Z,/@L ()-T1 }&%%@@P %alongm@@e r?agg is the digital signature, either embedded
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109’ () - 3%&109gBe §8rverechecks that the i@ag©Ohd not been tampered with by computing the same or

complementary digital signature algorithm on the data, using its knowledge of the token
or complementary token respectively, along with the server’s copy of the secret key.
This is performed in the image authentication module 15 where the computed digital
signature is compared to the digital signature from the client. The authentication
module contains or receives from another component in the Authentication Server
System information that enables it to recognize the key from the secure camera as
indicated by the key symbol input to box 15. If the outputs are the same the received
image is valid and belongs with the particular transaction. The server can then take the
image and perform the biometric identification as indicated by box 16. Upon passing
the biometric identification the client is provided access to the secured resource which
is shown as box 17. A record of the transaction can be logged by the server system,
which could contain, among other things, the original, secured image data originally
sent by the client. This data can provide irrefutable evidence of the transaction if

required.
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The second example transaction is diagrammed in Figure 8. As in the first

example a client system 1 is connected to an authentication server system 10 through a
network 9. During camera manufacture, a public key, private key and serial number are
assigned to each camera inside a secure facility. The public key and serial number are
entered into a central database accessible by a server computer which acts as a camera
certification authority 30. The private key and serial number are programmed into the
camera. This private key is the secret key for the camera. An imaging system
containing the camera is connected to a client computer 2 and transactions may
proceed.

The transaction begins when the client system 2 requests access to a resource
protected by the server computer 10. For example, an individual wishes to access the
money transfer screens at his or her computer. The authentication server computer 10,
upon receipt of a request by the request handler, initiates a security transaction to
ultimately provide access to the protected resource. The server, as part of the
transaction, generates a token or tokens using token generator 13, one of which is sent
back to the client system 1. As in the previous example the tokens may be generated as
a result of a random number generator, a random key generator, a unique transaction
number, a time stamp, or a combination of any or all of the above. The client computer
receives the token, and sends it to the camera, which is then instructed to generate a

secure image. The camera accepts the token, captures an image, and uses a digital
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key as parameters to provide a digital signature of the particular image. The camera

outputs the secured image to the client, along with the camera’s serial number. The
client, which may or may not do some processing of the image, ultimately sends the
image to the server 10. Transmitted along with the image is the digital signature and
the camera’s unique serial number, either embedded directly into the image or
alongside the image in the data package sent to the server. The authentication server
extracts the camera’s serial number from the data package sent by the client as
indicated by box 14. It sends this serial number to the central camera certification
authority 30 which looks up that camera’s public key. The public key is returned to the
authentication server. Using module 15 the server checks that the image has not been
tampered with by computing the same or complementary digital signature algorithm on
the data, using the token or complementary token respectively, along with the camera’s
public key provided by the Camera Certification Authority 30. The output of the
algorithm is checked against the digital signature from the client and if the outputs are
the same the received image is valid and belongs with the particular transaction. and is
known to have been generated by a particular camera identified by the serial number.
The server can then take the image and perform the biometric identification indicated
by box 16. Upon passing the biometric identification the client is provided access to
the secured resource 17. A record of the transaction can be logged by the server
system, which could contain, among other things, the original, secured image data sent
by the client and the unique camera identification or key. This data can provide

irrefutable evidence of the transaction if required.
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with various levels of security that may be used to accomplish this task.

There are other possible variations of the schemes proposed above but the
general principle of using digital authentication schemes to secure images used in
biometric verification and identification against substitution/tampering is consistent
throughout.

Although we have shown certain preferred embodiments of our method an

apparatus it should be distinctly understood that our invention is not limited thereto but

may be variously embodied within the scope of the following claims.
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F4109%&' ()-210%&' ()- An apparatus for collecting and transmitting biometric data over a network,
the apparatus comprised of:
a sensor having a unique identifier, the sensor collecting biometric data;
a token generator, coupled to the sensor, the token generator sending a token
to the sensor;
a digitizer coupled to the sensor, the digitizer converting the biometric data
collected by the sensor into a digital file;
a combiner coupled to the sensor, the combiner creating a data package
comprising the digital file, the unique identifier and the token;
a code generator coupled to the data package, the code generator creating a
signed data package; and

an output interface coupled to the combiner, the interface outputting the signed

data package to a network.

2. The apparatus of claim I where the digital file is one of a memory and

frame store.

3. The apparatus of claim 1 also comprising an image processor connected to

the sensor, the image processor containing the digitizer, memory and a compressor for

compressing the image.
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6. The apparatus of claim 5 wherein the camera is a two dimensional imaging

device.

7. The apparatus of claim 6 wherein the imaging device is one of a CCD and a

CMOS imaging device.

8. The apparatus of claim 1 wherein the code generator creates a code which is

selected from the group consisting of watermarks, digital signatures, encryption keys, codes

prepended to the digital file and codes appended to the digital file.

9. The apparatus of claim 1 also comprising a tamper resistant package in

which the sensor, code generator, combiner and output interface are contained.

10. The apparatus of claim 9 also comprising a switch which is activated if the

tamper resistant package is opened.

11. The apparatus of claim 10 wherein activation of the switch causes the

apparatus to go to a non-functioning state.
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, 13. The apparatus of claim 1 also comprising an embedded processor

connected to the output interface.

14. A system for collecting and transmitting biometric data over a network
comprised of:
a. at least one client system comprised of:

a sensor for collecting biometric data, the sensor having a unique
identifier;

a token-generator coupled to the sensor, the token generator sending a
token to the sensor;

a digitizer coupled to the sensor, the digitizer converting the biometric
data collected by the sensor into a digital file;

a combiner coupled to the digital file and the sensor, the combiner
creating a data package comprising the digital file, the unique identifier and
the token;

a code generator coupled to the data package, the code generator
creating a signed data package; and

an output interface coupled to the combiner, the interface outputting
the signed data package to a network;

b. at least one server containing a program for receiving, authenticating
biometric data, computing the biometric template and performing a verification/recognition

function based on the data received from the at least one client system; and
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15. The system of claim 14 where the digital file is one of a memory and

frame store.

16. The system of claim 14 also comprising a image processor connected to

the sensor, the image processor containing the digitizer and a compressor for compressing the

image.

17. The system of claim 14 wherein the sensor is a camera.

18. The system of claim 17 wherein the camera is a two dimensional imaging
device.

19. The system of claim 14 wherein the imaging device is one of a CCD and a
CMOS imaging device.

20. The system of claim 14 wherein the code generator creates a code which is

selected from the group consisting of watermarks, digital signatures, encryption keys, codes

prepended to the digital file and codes appended to the digital file.

21. The system of claim 14 also comprising a tamper resistant package in

which the sensor, digitizer, code generator, combiner and output interface are contained.

26



y 109 ()-3 10% ()-10%& ()-F 10% ()-+& dEbC 1023 "10%& ()-f 10%& ()- 3
9&109& ()-3 y109%& ()-3 109%& ()-3 109%& ()-ut dEbC 10z3 /F109%& ()-3 s-# U FLD 003
109 ()-3 F+109%& ()-3 )10% ()-3 &LO% ()-3 $10% () - vxnbC 10z&TLO% & () -

10 10 109109 ()-3 6 109 ()-3 4109 ()-3 1f 109% ()-51dEnbC 10zF

104 & ()-F Z10% & AV

10‘V§ & 8 (- by )13{:3?5%51’ w&?f@% ngﬁ%%&ﬁdéﬁ’%f’?acﬂvaéﬁ%%e "O)-F

10% & ()-F F109 & ()-)y, dEnbC 102° +109%& ()-3 ) MOK& ()-3 ' 10%& ()-3
amper tesis ant£> ckhgé {5 opened.

23. The system of claim 22 wherein activation of the switch causes the

apparatus to go to a non-functioning state.

24. The system of claim 14 wherein the server contains at least one of a token

generator, an image authentication module, a biometric template generating module, a

biometric identification module and a database.

25. The system of claim 14 wherein the at least one server contains a log.

26. The system of claim 14 also comprising a certification authority connected

to the server.

27. The system of claim 14 also comprising a cropper connected to the digital

file to reduce the size of the image in memory before compression.

28. A method for collecting and transmitting biometric data over a network to

a server comprising:
receiving a token from an authentication server;

acquiring biometric information from a sensor, the sensor having a unique

identifier;

converting the biometric information into a biometric digital file;

27



3040% & ()-3 #10% & ()-3 - 10% & ()--~& ~_“dE:/ 10( 10(F: 10% & ()-
6L109% & ()- 410%& ()- f2, 10% & ()- &O10% & ()-3 -10% & ()-°
&@10%& ()-  f109& ()- 310%& ()- sS109%&' ()-3 f109%& ()-9' 10%& ()-
10(_HJE:/ 10( | F109% ()- 109 ()-3 MLOY% ()- f109& ()- 109%& ()-

() - DdYNC 1%8#%@%%@%?%%0%%@%%%%4 aﬁihue" iderd I inld 2 atal O%& () -

GLOY%& () - RNdEYNC

f F109&

10% o&

10% 0&PESKaET09% 0&' () - 10% 0& ()-10% 0& ()- 10% 0& ()-10% o& () - g6CIEYNC

(LoO% 0& ()-10% 0& ()-"110% o& () - egdEYNC 10(

10( 3. 10% o& () - )10%0&'() ' 910% 0& () - #

10% o&

()-"110% o&igmnerthe detapackage: hC
transmitting the signed data package over a network to a server; and

authenticating the signed data package.

29. The method of claim 28 wherein the data package contains information which
identifies at least one of: a time at which the biometric information was acquired, an
encryption key, a location at which the biometric information was acquired, and a time

interval.

30. The method of claim 28 also comprising converting the biometric digital file

to a biometric template.

31. The method of claim 30 also comprising:

a. comparing the biometric template to a stored biometric template; and

b. giving or refusing access to a secured resource based upon such comparison.

32. The method of claim 28 wherein the network is comprised of the Internet.

33. The method of claim 28 wherein the biometric information is acquired by a

client system and also comprising the steps of:
a. requesting the server to authorize access to a secured resource by transmitting a

request from the client system through the network to the server; and
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35. The method of claim 28 also comprising encrypting the data package

before transmitting and then decrypting at the server.

36. The method of claim 28 also comprising at least one of the steps of

cropping the digital file and compressing the digital file before transmitting.

37. The apparatus of claim [ wherein said token further comprises a time

component.

38. The system of claim 14 wherein said token comprises a time component.

39. The system of claim 38 wherein the server containing a program for
receiving, authenticating biometric data, computing the biometric template and performing a
verification/recognition function based on the data received from the at least one client

system, further contains a program which verifies that the token received from the client
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system falls within a specified interval.

41. The method of claim 28 wherein said token comprises a time component.
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