2 0 JUN 2005 1 COVPONENT- BASED EMBEDDED SYSTEM AND METHOD THEREFOR Fi el d of
the Invention 5 The present invention relates to a conponent-based enbedded
system and nore particularly to a conponent-based enbedded system t hat

supports an extensible service interface (ESI). Backgrfbnibﬁmge I nventi on
10 The conbi nation of optim zed hardware pl atform and n specific
software applications to provide a custom nmade device is commonly referred

to as an e syste and information appliances are an exanpl e of
product s tﬁ&ﬂg{%&%ﬁ?@%@% A BELID ETY SYrditkvisA N BIVEBEHGE T ERBEOR ost
and ease of use of custom made devices provide the notivation for

produci ng such devices. However, in general each custom nmade device is

necessarily independently develfigktof @€ InvRAERH S |imted re-use of
software between different types of custom 20 nmade devi ces that support
different functionalities. For exanple, custom made i nformation

a
i f : t disk | d ,not sh
Common components Htehis DFERSRRRENRNEY, aotbRoRsptrERes FavbRttEbsi ng

t he | nter nststefl Bndimefemréicknamg ok edes - 25
I nformati on appliance 10\3%l V\}f‘?i ch has corrpoﬁcc)alz%{lzE Pﬁﬁgée@gggggg}l%%nker nel

space 110,thatcShRPeRts: 2nspeensibls sayyioe specfceOESId kernel space 110 are
enbodied in software, while the hardware space 115 represents the actual
har dwar e of the appliance 100. The user space 105 includes, for exanple,

one application 120 and a cBdAgRO0NIES Blde MNUAGELI On |ibrary 125, that
t oget her support particular functionalities of the appliance 100; and a

syst _erhol ibrary 130 allows the application 120 and the correspondi ng
appl i cation |iffardgr B dtfo:f ONFYBLEAL a2 hardware platform and function-

specific software applications to provide a custom-made device is

commonly referred to as an embedded system, and information

appliances are an example of products that are built on embedded
15 systems.

Advantageous lower cost and ease of use of custom-made devices
provide the motivation for producing such devices. However, in general
each custom-made device is necessarily independently developed, and
there is limited re-use of software between different types of custom-

20 made devices that support different functionalities. For example, a
custom-made information appliance for storage of data on a compact
disk would not share many common components with a custom-made
information appliance for accessing the Internet.

FIG. 1 shows a known embedded system of a custom-made

25 information appliance 100, which has components in user space 105,
kernel space 110, and hardware space 115. User space 105 and kernel
space 110 are embodied in software, while the hardware space 115
represents the actual hardware of the appliance 100. The user space
105 includes, for example, one application 120 and a corresponding

30  application library 125, that together support particular functionalities
of the appliance 100; and a system library 130 allows the application

120 and the corresponding application library 125 to communicate



2 0 JUN 2005 with conponents in the kernel space 110. The kernel space 110
conprises a kernel 135 with a virtual nenory system 140, a signal nodule
145, a virtual file system (VFS) 150, and, for exanple, one device driver
155. In addition, the hardware space 115 includes a 5 hardware &gvice 160,
which is uniquely associated with the dgvice driver 15p( JuN nple, in
an Internet appliance, the hardware devi‘ce can conprise a network
interface cand and the devjce. driver would then conprise a corresponding

devi ce dri Vat® fSIPRECRLE Wit kthenileemned espagg ¢ LigalhgelKernieh apaeor Al

appl i ance, ¢$ hewd Vi &3 10 [ | S I ve,. and the
devi ce dri Seir?ﬁ)le;c)ul dw?%g{]ﬁ?o%gg)i se ;?' g%?{rl’gfsﬁ%%glgﬁgagé%\yg%k]dﬁ’v%rsggﬁ t he
hard di sk gradwle T4pj eaviryual Hide dpvicrn (WFSENS0rend) Gsiesd, , Peyi ded
by the harawa.re evi ce gl’lijf agéurer S.. The VES 150 abstracts the interface
to the devPtE8Chr FURFT 15%0-ain saddHioRy ithe hardweret srarswn) 15 vimckrdemsa a

uni que g deRhtdwefe &ldvavd hg i ker pel., L L.Re t. ssogi at ed
device driver 155e of V%Een%gii 3@11%6%. Hrﬁagggfﬁ%:gé%{arpggm‘&dﬁ?cgﬁ o F¥om t he
appl i cat i odriveo 165. thee extamiple, it68ni Intsanst dFphaficOmid aamdreaddse 120 to
the system|i brar\{) . 130, which then sends 170B an associ ated communi cation
to the VFSCHY GUBPIisge 2\/pEtWEDK t ndarisgsseard zod dheaderwe idsiviesawoukd
witten freqmnt ' ' vice .driyer 155 which. then acts on
the data. The gg}%&n%ﬁ?ﬁcﬁé&%‘éﬁﬂ%@?%@&c ngéll go&{lfl?%ln%tg{ogﬁ BHCBsenar y
data to baltpasstdelyp tihe alestaragtblappliaeanhe | Bas@Rdiaddavidat acdiacket -
to a Q)etwork inter&%%%cﬁa[(d for transm ssion. 25 In response, the device
dri vert91 55CBPEISE2 arlidve.sand (he daviee eivemn wosld Hhepr sorgexisawhi ch
sends 1705, aibras§Raid 0 tp t 14 brar 0. ich in turn
sends a correspondi ngh%?gég%%sg§§]grtﬁ)§ Qg%lsfl}{%léfﬁéénkl%ﬂT E\lﬁg"t{’l'(‘;f:ﬁsfer
bet ween a demiteedrigers earel irodutetihangp proviiddorbyl 2bd akesiware ddicough a

COopy process whereby the data that is to be passed fromone to the
other is cOFPEHACFIGHSt he user space 105 to the kernel space 110 or vice
versa. The VFS 150 abstracts the interface to the device driver 155 as a

15 device file (not shown), which has a unique identifier allowing the
kernel 135 to determine the associated device driver 155 of the device
160. In operation, communication from the application 120 to the
device 160 is sent 170A from the application 120 to the system library
130, which then sends 170B an associated communication to the VFS

20  150. The VFS 150 then passes 170C data that is read and written from
the device file to the device driver 155, which then acts on the data.
The data includes requests, such as control data, or ordinary data to
be passed to the device 160. An example is sending a data packet to a
network interface card for transmission.

25 In response, the device driver 155 returns 170D data or status
information to the VFS 150, which sends 170E an associated response
to the system library 130, which in turn sends a corresponding
response to the application 120. The data transfer between a device
driver 155 and the application 120 takes place through a copy process,

30 whereby the data that is to be passed from one to the other is copied

from the user space 105 to the kernel space 110 or vice versa.




2 0 JUN 2005 3 The application library 125 provides two types of functions,
utility function and a systemcall function. The utility function

nanmely a

perfornms action conpletely in user space 105, and an

function.
to the pr
with the
call to t
the syst

applicati
nake to t
addi ti on,

applicati
however,

exanple of a utility

is performng calculations. 5 The system call. &tﬁﬁbNo kS simlar
C

ocess described earlier except that now inste
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t Spstepp! ltl.lsxésl.ryored 39, vii thd Igﬁ%%{tihd%ﬁllig%g{% J 135%% y &@’eizgﬁ)d’é,
he application 120 must know the particular function call that it
needs to make to the system library 130 or to the application library
125. In addition, the application 120 must also know the respective
parameters that need to be provided with the particular function call.
The signal module 145 provides a variety of signals to the
application 120. The application 120 has the ability to respond to
some of the signals, however, for some other signals, the application
120 may be forced by the kernel to stop. To illustrate, by way of an
example, where the application library 125 supports memory
allocation; when the application 120 sends 175A a function call to the
application library 125 to release a specified amount of memory space,
the application library 125 sends 175B a communication to the system
library 130. The system library 130, in turn sends 175C a system call
to the virtual memory system 140, which manages the memory. Then,
when a bug in the application library 125 causes more then the
specified memory that was allocated by the operating system to be
freed by the application 120, via the application library 125, the virtual
memory system 140 communicates 175D with the signal module 145.

Consequently, the signal module 145 sends 175E a signal to the

rtual




Consequently, the signal nodule 145 sends 175E a signal to the 4 2 0 JUN
.2005 application 120, which causes the application 120 to term nate
abruptly or crash. It should be noted that there are variety of signals
that are provided by the signal nodule 145, and that applications, such as
the 5 application 120, can respond to gorre signal s; but? UOﬂUMtRﬁ'ﬂ' si gnal s,
as in the exanpl e above, the signal causes an application to crash. Al so,
fromthe exarTIe. i t %I be. appreci ated that although the bug was in the
appl i cat i oPPHGREPY 1540, t"lﬁ]élcglpe?adﬁerﬁg thet appligatien t1R0 tppidreainasa 120
to crash. ZRis ﬂg&e&%gﬁg the operating systemknows 10 that the function
call was sent 137 A by e application 120, and that the application

library 125 i sltasbauldobetheteteniiat ahkpsasrd veRidthe of agphhtat itat h26.

Li brari es, SUCB 35%3; e application library 120 are used extensively in
convent i onBFOUASF Wath %ﬁlg"&}e‘m@ﬁlﬁ%ﬁtm% M that appligations;t sach asthayer to
systemgal i I t Wo\VH! S f .commuonl sed.functions, which
sinmplify a%%ﬂlggﬁ?gnf%%’vg?lgggéhgﬁd%?er%mgrSelgg. !?L "r}%e{t gq{dogWa%gBaﬁ]?’b?ﬁri es,
and an appin theiexampkt abeve,i thedigrmlacawsss hﬁué}lapliéét%ﬁrﬁb tfasH . dglsd 0 use

t he particrl ar Li brary. Wen an_ application is lTinked to a static |ibrary,
a copy of HREAt BredW%PLﬁackti‘Gﬂk bgoappregiated thahalthimigh dheobug veauinbl e

program Vgn i cat b ' knk to dynam ¢_li brar t he
application i s%g)tlat i Igaqq?yhﬁ?n ed 1?%’ a%ﬂayn%%r@)élncgadg}(?te\mi c‘#‘ﬁﬁfdstg?her
l'ibraries appliegtionelR0 iberaskeTofis i eechisntite |dg¥rating Sy &eim axsdwsi ve to
the appli Sﬁiﬁiogﬁl dis not copied into the application executable

progr a thEre dppctiony callswas mgntc 17PAr by the aprlieativmyklf), amy tbatnges

to the |i bt vdif&tiod h | I | cation, _and therefor
requires the appli catoi onf,brgbéhnﬁsgéé %ﬁﬁ%ﬁ?@t %%ﬁgﬂéf, a‘ﬁ8c%§e(f§8oﬁlb?l ed.
Hence, a dippleaimomad@®f the conventional enbedded systemis the need to

reconpil e an aﬁl%l i cation enever changes are nade to a )
1braries, such as the application library 120 are used extensively

in conventional application development to provide an abstraction
15 layer to system calls, and also to provide a set of commonly used
functions, which simplify application development. There are static
and dynamic libraries, and an application must be linked to a
particular library in order to use the particular library. When an
application is linked to a static library, a copy of the library functions
20 is made in the application executable program. When an application is
linked to a dynamic library, the application is statically linked to a
dynamié loader, which loads other libraries as required. The code of
the dynamic library is not exclusive to the application, and is not
copied into the application executable program. Whether static or
25 dynamic libraries are employed, any changes to the library affect the
link with the application, and therefore requires the application, such
as the application 120, to be recompiled.
Hence, a disadvantage of the conventional embedded system is
the need to recompile an application whenever changes are made to a
30 corresponding application library.
The link or interface between an application and an application

library is referred to as an application-programming interface (API).



30 corresponding application library. The Iink or interface between an
application and an application library is referred to as an
application-programm ng interface (API). 2 0 JUN 2005 5 The APl defi nes
functions and paranmeters, and changes in the APl can re ht lw %n?ki ng
errors. To nmediate the occurrence of linking errors, ap c£ 0 | braries
are versioned, and this allows conpati Bi | i ty to be maintained across maj or
versions. Consequently, 5 in order for an application to take advantage of
new functi dhgl AP defiaes Appitians izond Igaraansters hendpphiages oim whel ARied t o
be re-wit u tt, the changes, in the APl.. Thus, another . .

di sadvant aégﬂo*gséﬂioﬁggmk%leré‘?ﬁ%di@dn% pien the egrairkeRee (¢f dimkipBte an
appl i cati oeriorspddagpcagshy HBY&HEPEdard O $Aaeddanal iy tQP?sp aa?lﬁ’é)év%at i on
library. Using an infornmation appliance that supports a particular

function aSompaiibility ¢0 beemeimtzéned caatossp majac tversiortev €oopieqaeatly,

cust ommad ge‘\f{i ce_invol vels conbi nitggﬁan optim zed hardware pl atform and

f uncti oh- sgb FEFL 1Y AVAPRICHTLR L3 1tRs adviantegef new dunctiomadity dpt ami zed
har dwar e phabfieativhs e it . ec a ar e .co ts to
provi de partplbcul ar ft}ﬂf:lt%?%’nglh\i@t |Ag)sﬁlr&'}slle(§<}t? S’E@r P¥8§| ég%ncrt%i %&gﬁgc?f’i C
sof t war e appppent theschangesi ichtihe ARIi tt en, or adapted from exi sting

sof tware appl i tions,o&bo operate on trt]e particul ar optim zed hardware

pl at f orm Typi’gﬁ}le a egocﬁﬁag?’%n%gez@ e rergsadiongl ngmheddedssgsiesti nes
referred ti3 ahet ReAORY! +d-Ky | ' e ) rdance
with this m)dele, ae sg?ta‘%a%&tge\%/‘gf%gr ﬁg&%%éeggaygﬂ&ﬁgg@w%%%ggﬁgﬁe

f unct i ¥h- shugtionaligota war appliphticatliasy. Hence, a di sadvant age of the

conventi onal g hod of n:DfilO| ithic 25 ﬁgﬁl i cajion devel opment for
devel opi ng the %’eﬂ%i Bth FIPURBHCEON- 3pReRRFe tBBt t WPPOED| AcaPRB#dars t hat

ijf)eissngt(:)t rmﬁ%% E%f;%g(ragxglgg%et cBRventRAAN | A5 %A Akl b pifY eL opment
: custom-made device involves combining an optimized hardware
platform and function-specific software applications.
15 First, a particular optimized hardware platform is created with the
necessary hardware components to provide particular functionalities.
Next, particular function-specific software applications are either
written, or adapted from existing software applications, to operate on
the particular optimized hardware platform. Typically, the software is
20 developed using what is sometimes referred to as the monolithic
application development model. In accordance with this model, a
software developer would need to write much of the function-specific
software applications.
Hence, a disadvantage of the conventional method of monolithic
25 application development for developing the particular function-specific
software applications, is that it is not component-based. In addition,
monolithic application development does not readily support re-use,
and is inflexible to adaptation for operation when the application,
operating system and/or the hardware is changed.
30 Known models of component-based software programming
provide an improvement to the monolithic application development

model, and one such model of component-based software



and is inflexible to adaptation for operation when the application,
operating system and/or the hardware is changed. 30 Known nobdel s of
conponent - based software programm ng provide an inprovenent to the
nmonol i thi c application devel opnent nodel, and one such MNOZHG
conponent - based software 2 0 JUN 2005 6 programmng is c o gct
request broker architecture (CORBA), wii ch provi des a source code

i nterface. The CORBA nodel provides a comon interface witten in an

i nterface SEPEIFRIBAS|1&NRAGeoR (Ahigct reguest duphor tarchitectmie 4E0RBAQet ween

different GPRBA 0 S r anpl a RLog Ln the r ogy anm ng

| anguage, t hat ilggoﬁg&‘%ée% F%@B&BSP g?elg}%glgt‘ageC%Ab%%és’&Odﬁgﬁ oy?c{e& ape
witten uscomrhba irerfaged wligenC dPah ethtesiake a€fihﬂioﬁom%\% d SIIQL)OdUCG a
C | anguage gramsource file, In addition to conpiling the %o rce’file,

ro
the C | an&ﬁﬁ@é SRPUES frgrmaEniagdions betweem diffesent | GORRBA erocRBreslO

librarys Tig gggggepli ?i%ll] r nmore different BA,_ .processes to
communi cat e acto0ss lgi’fb%@%éeﬁ cgﬁppal{lge\fb 3378%%@18%&“8}&?&%%3@‘5 6$&€’e Ses are
0 difTer emcqrpogatuiias gy CORBAPLocalsditady ARSABE Whittdle USHBARECHSE, | ©
that it does ,n rovide run tinme flexibility, as any changes to elther

t
the C | angBBfetiglreampiled usie drod Dihsompitery tagprabmsa d iGrlanguagequi r es

re-conpil at rd ry. of 1 4. | pvention. The.present ipvention seeks
to provi deﬁg&ég?nlgfﬁgﬁﬂféggis%d% ﬁ%ﬁ@é‘d&%a‘%‘?@@?ﬁ thiey SoLr g dllienoths o

uhi ch over orgmgar saurbeaprogrogdURist! Bl RNRTEN 4 00°4aREahEEMRORBANC
prior art. Accordingly, in one aspect, the present inventfon provides an
embeddtt sYora% ¢ E‘ﬁr CORBA dibrasyselloms svoior pravei dhiffefent r@ORBAT i ng
10 provide : t L C e | east one service provider for
recei vi ng g?cgceérs\%?%eto r?cg)cﬁﬁgg'tﬁ%@s%ca%ar? ég %%fq{e? CHIPYLEE ¢S, ‘ér’gerW%%, f or
havi ng t hewaen tleaproorsseseans e diffefeattnbebgraftmiQg 1RARUAGESY @ performance

st at us .
A disadvantage of the CORBA model is that it does not provide

run time flexibility, as any changes to either the C language source

15 program or the C language CORBA library, requires re-compilation.
Brief Summary of the Invention

The present invention seeks to provide a component-based

20 embedded system, and method therefor, which overcomes or at least
reduces the abovementioned problems of the prior art.

Accordingly, in one aspect, the present invention provides an

embedded system comprising:

at least one service provider for registering to provide at least

25 one service, the at least one service provider for receiving a service

request associated with the at least one service, for having the at

least one service performed, and for providing a performance status
indicating the performance of the at least one service;

at least one service consumer for communicating one of a

30 plurality of service requests for the at least one service, and for

receiving the performance status; and




i ndi cating the performance of the at |east one service; at |east one
servi ce consuner for comunicating one of a 30 plurality of service
requests for the at | east one service, and for receiving the perfornmance
status; and 7 2 0 JUN 2005 at | east one service nanager being operably
coupled to the at |east one service pr\c/))/i der and to the al{]l.&ﬂﬂ;tmﬂ&e
service consuner, the at |east one service manager for receiving the one
of the plurality f)f service requests fromthe at |east one service
consuner and forrt5!SESEyPRENSCHVIGE Japnpger fning separa bl eoaipled dot thmeat

service prqyi a : ' ager for receiving t.he perfornance

st at us from&tﬁﬂgbnseerg%véégg?%\%%r?&% ?ﬁ% %teﬁ?ﬁ%eo??ﬁnﬁg'évrm? chorg%%mpﬁ,g t he
per f or mancéhesitalassttané feraice! ARGiagefop&foteRifng HIRUBRE- of fh@rsiﬂﬁpﬁl’ityaSpeCt
the present .invention provides a nethod for 10 an enbedded system

t
conpri si ng X RET¥IGSH degresty ey the nat deastease sneviser vonsuprery addr forat
| t i { .l { ' bei
operabl 5 cororisifie T REVCe rB00e8 10 SBE of 16 heasear HoviR 20 east

one servi c¢heceastioer inakfadey fdieréteivRAS ttheNPesRrklffc YISHIE from the
conmmuni cati ng .a servl%)e regquest for a particular service to the at |east

one servi cECRERGGIPVIQST, and dhe |sexgice gnanagevifor semding rtheoparformmriaey t he

service re t t] I rvice to the at | east one service
provi der ; g§ tLg; gpel %gé‘{%?%n%ﬁ%esr%h% PPRHGEF- communi cating a

notification tol2Gandhert abpest toaregemt CAVERIREE prodifbeh hienal fgast
one service man&ger comuni cating the notification™ to the at |east one

ser vi c&9 coABuF .edgﬁdeFYﬁé’é%rqompﬁﬁng thestepamifings 25 An enbodi ment of the
\?M.r'tef]ep;f gpé 2;‘3' ?gm%‘?ﬁzﬂ%p%lggg O(?Ec\e,\;“g%%ﬁfce d}ensocvri'dgxe,d atPeald o3k LUAIRS:
consumer, and at least one service manager being operably coupled to
the at least one service provider and to the at least one service
consumer;
15 D) the at least one service consumer communicating a service
request for a particular service to the at least one service manager;
c) the at least one service manager communicating the service
request for the particular service to the at least one service provider;
d) the at least one service provider communicating a notification to
20 the at least one service manager; and
e) the at least one service manager communicating the notification

to the at least one service consumer.

Brief Description of the Drawings
25
An embodiment of the present invention will now be more fully
described, by way of example, with reference to the drawings of which:
FIG. 1 shows a functional block diagram of an embedded system
in accordance with the prior art;
30 FIG. 2 shows a functional block diagram of an embedded system

in accordance with the present invention;



FIG 1 shows a functional block diagramof an enbedded system in
accordance with the prior art; 30 FIG 2 shows a functional block diagram
of an enbedded system in accordance with the present invention; 2 0 JUN

2005 8 FIG 3 shows a sinplified functional block di agranz) f @?e@ grrbedded
systemin FIG 2; FIG 4 shows a flowhart detailing the @eJ [ Iq of the
enbedded systemin FIG 3; 5 FIG 5A a®d 5B show operation of the

comuni cations_sub-_systemin FIG 2, FIG 6A and 6B show operation of the
event sub-syst BH#i n3FsBows aF|sgmplifsgtbwiunctiomal Halockdetiagtdmg of hehe

operation efnﬁ&?de%ie%}‘ﬁétt%ﬁg igr@&?.ié;or in FIG 2; 10 FIG 8 shows a schematic

of data structures e menory in FIG 2; and FIG 9 shows a

nmessage for mat FEGpHostesivs i flowciaie ddesiliny she rﬁr%é}agllo? of 'thé%%%%ﬁgd
enbedde

Description of the Drawi ngs A conponent - based systemis discl osed
whi ch provS#eem anliGyi 3es nodel conprising service consumer conponents

that u ser vgifeS ;= SelVicepprovi der conponents, that provide the required
20 ser\S/}f ces, airql\ ass}gr%#%egﬁaﬁglﬁgf %‘?r@ﬁnpoﬁ’erqr}oihﬁ CREADATECEFIORS c SHDr al
servi ce ausysteint Y¥ntii@. pegul ates the provision of the services between the

servi ce consuner conponents and service provider conponents. An extensible
servi ce inter fBK& pAdi6B edrowmeperatipotofethebtent sabraysiteat iroFIGelyeen

the service c d thg service, 25... mapager, and enabl es .
communi cat i on g?‘mnlgreglhﬁﬁrg ?eﬁ%??”&ilaﬁfdiﬁ%é@%g tgﬁdoPﬁEaté‘é?ngéhﬁaﬁﬁb‘éf:? The
ESI thus pprodedesran Rligstpaction |ayer between the service consuners and

the service provider, and the service nmanager, where the service consuners
and selQice prioiFdd shows a schematic of data structures in the service

memory in FIG. 2; and

FIG. 9 shows a message format employed in the embedded
system in FIG. 2.

15 Detail Description of the Drawings

A cbmponent-based embedded system is disclosed which provides

a services model comprising service consumer components that use
services; service provider components that provide the required

20 services, and a service manager which performs the role of a central
service authority that regulates the provision of the services between

the service consumer components and service provider components.

An extensible service interface (ESI) is defined, which enables
communication between the service consumers and the service

25 manager, and enables communication between the service providers
and the service manager. The ESI thus provides an abstraction layer
between the service consumers and the service provider, and the
service manager, where the service consumers and service providers

do not need to communicate directly with each other. Instead, the

30 service consumers and service providers need only communicate with

the service manager via the common ESI.



do not need to comrunicate directly with each other. Instead, the 30

servi ce consuners and service providers need only conmunicate with the
service manager via the common ESI. 9 2 0 JUN 2005 The abstraction provided
by the services nodel and the ESI advantageously allows conmponent based
progranmi ng that extends the concept of nodularity to théOodjlciibBode
level, in contrast to the source code Pevel of the prior, as taught by
CORBA. Conponents of 5 the services nodel can now be nodified at run tineg,
al | owi ng a chah§€ abstragiian oprovidgd oby t the conpiresntmodel bendf thet &SI

w thout th e- ilation or, te-integration. In _addition, as the
conponent Sﬁg Rgﬁgaé%’%%%%ﬁgggl Fom‘ﬂgniésé nPbeeragupdRy. thayy extanese,
where an  &peldoraiepRrofielaatiMibCthd OBj&teBlde devd! YhCBof ARY RS ]ih\é’as 10

devel oped for a specific_hardware and/ or”operating system which orms a
parti cul ar SSBFGE c@dsr vk epl, theieprippl as atdughtpbp t@RRARN Coenpendenaty ageous! y

- i1 d d/ ti t whi ch f
Gt er ahy e SeUES HhollSl E4Giiow e BlofiBENts it e, lbmEBHNE BRERd
enbedded sistfanctidbhali® ofitheasSRLBAREEs Wo! Be te%c%&%gfligohgv ;hgeﬁ £3@S

conponents in the_ user space 105, the kernel space n ardwar e
space 115. re-rrerpidation micte-inBgrationh dnkadditlors pas ¢hé ddmapenentoahegei n

software, an e _space 115 represents, the actual hardware of the

system 200.3 %%%@p%ﬁ%ﬁ%qrﬁg@@&néﬁb% §§§-ﬂ%¢?ﬁ-2€9f FX3EBRis: | whbera aBrvi ce

consurer 2@pplieatienyimogranagahidAOreprafintsce BEAULECIcRtmARd gager vi ce
I n broken

consunger - provi der 217, each shown delineated wt I ne
boundatd esdevglepsd o @ snesifier haodweperandor wpesatingpsysterls, witich can

corDr <, e SRR I el O, SN LR ok, S0 ST,
i ncl udes aadedntRRoRIsDY i ﬁk&hsﬁ&n%ﬁ?raZﬂﬁfeﬂé’ﬁitc\%naﬁ*aﬁfa%eﬁndi/'&ru6§Er§t@ﬁ§e 105,
a correspondi ng service provider driver 250, I ch
system, which forms a different service provider.
With reference to FIG. 2 a component-based embedded system
15 200, in accordance with the present invention, has components in the
user space 105, the kernel space 110, and the hardware space 115.
The user space 105 and the kernel space 110 are embodied in
software, and the hardware space 115 represents the actual hardware
of the system 200. The component-based embedded system 200
20 comprises a service consumer 205, a service manager 210, a service
provider 215, and a service consumer-provider 217, each shown
delineated within broken line boundaries.
The service consumer 205 operates in user space 105, and can
comprise an application program 225 that communicates via the
25 system library 260 with components in kernel space 110. The service
provider 215 includes a service provider manager 245, which operates
in user space 105, a corresponding service provider driver 250, which
operates in kernel space 110, and a corresponding device 255, in
hardware space 115. The service provider manager 245 is coupled to
30 communicate with the service provider driver 250 via the system
library 260, and the service provider driver 250 in turn is coupled to

communicate with the device 255, which performs a particular service.



operates in kernel space 110, and a correspondi ng device 255, in hardware
space 115. The service provider manager 245 is coupled to 30 comuni cate
with the service provider driver 250 via the system library 260, and the
service provider driver 250 in turn is coupled to connu;igg&ﬁﬁgﬁ¢ﬂ t he
devi ce 255, which perfornms a particular,service. 2 0 JUN®2 e
servi ce manager 210 includes a configuration manager 265, that operates in
user space 105, and a.service nmenory 270, a service processor 275, a
communi cat i on 'ghﬁ-%%}'é’%cé‘m@%ﬁg%@ldlléﬁleudteSsamorﬁiglmﬁmﬁnaaagelf @5, of

whi ch oper | e e Q. The service provider-consumer 217

conpri sgs gﬁlﬁaggﬁ‘%‘%’? i %ln%t%%gtsﬁelgcr?c Ilﬁ(‘?e Al 1%2{9%% /% ¢ 88EVICGhi ch

has been apaptessor @7Hed alcdtnmiunixa tics _sﬁmﬁb&st%f‘@-zg(ﬂeﬁ@aﬁhé‘JéntZéQE@naN es
y

the application i %r(ar% 235_to communi cate” via the systemlibrar 60 with
conponent sSY$em g8 fqusphwhich mparatede degnat epace 1 tthe ESI. The

servi ces 10 pr oy - S S 7 acts as servi ce provider,. to.the
appl i cgjt i onIO gglgg%r%&elfqg #@Kélélrl'\%’gg%erp?g\% Cd’éBPFWFgu% applicationdhak 1. 1n
addi tion, indhedsenwi applicatioddibeapRes whidh dla3bast 2dapréd 36 "Hdte

em

consuner to ot@gr onponents. The communi cati on sub-sys 0“'s coupled
to facilit&an Iéglﬁ*hlﬁﬂgaﬂ‘ll'@nl@ﬁltﬁhqlhéﬂdbpnabktsi the 225phicatiomditapsy em

library 2 n o fagilitate c ni jon.Wwth the appljcation

l'i br ar§ %5 t@i goﬁh?gahg%téh‘gﬁ %ﬁfX%egbg%gﬁ%%W%haﬁoﬁﬁo%rﬁgo%l , and

the systethd ik¢rarel 3pace! 1180did | 8Bcord¥ORMHA Ak %Sﬁ“bf‘ﬁé’?*%@f’{?i%o s
er

al so coupled to facilitate _communication with the service provi
manage® 24BIOYAECH-RRNEBATargdl 4t aehis AEnageervaGS, pronidarc bo dbdne eapplidatidhe ESI

.protocol , &4 eJo i dar Ar , th the servi.ce pr.ovjder. nanager

245 and th%gg’oﬁ?l:%é%%g%i on ir#%n%g%?oz‘gggd 3?‘(50‘6886 g‘ﬁn?tdonc@ﬁuirﬂ edditgny h ¢ he

servi ce nether ye121@; paovideheos@iithe 2070685 akts 285a SErdiddBoR%ahadP {(%]br ary

260. The set(rb]\éirc?em_gr ocessor 275 is coupled 25 to communicate wth both the
S =

comuni cat® POBEBLS-280 and
The communication sub-system 280 is coupled to facilitate

15 communication with the application 225 via the system library 260,
and coupled to facilitate communication with the application library
235, via the ESI shell 240 in accordance with an ESI protocol, and the
system library 260. In addition, the communication sub-system 280 is
also coupled to facilitate communication with the service provider

20 manager 245 and the configuration manager 265, in accordance with
the ESI protocol, via the system library 260. Both the service provider
manager 245 and the configuration manager 265 are coupled to
communicate with the service memory 270, and the service processor
275, via the system library 260. The service processor 275 is coupled

25 to communicate with both the communication sub-system 280 and
the service memory 270, and is coupled to provide information to the
event sub-system 285.

With additional reference to FIGS. 3 and 4 the operation 400 of
the component-based embedded system 200 starts 405 with the

30  service consumer 205 determining 410 whether it needs to request a
particular service. When it does, the service cohsumer 205 sends 415

a service request 305 for the particular service to the service manager




the service nmenory 270, and is coupled to provide information to the event
sub-system 285. Wth additional reference to FIGS. 3 and 4 the operation
400 of the conponent-based enbedded system 200 starts 405 with the 30
service consuner 205 determ ning 410 whether it needs to gqnggﬁtﬂmﬁ
particul ar service. Wen it does, the sgivice consunmer 205 sends 415 a
service request 305 for the-particul ar rvice to the service nmanager 0 JUN

2005 11 21Q.,~Upon receipt of the seryice request, the service manager 210
Gotor i nos 2196 Reh FESCehE Qo s CRETVIGR | KRSTUEHLE the semvicabmanagemnPd0i de

t he requesyetesBiydse S ' f [ ati r es_that., the service
provi der 215 provi dsgs4?%e§g{agct|§ggte esglrsi\j‘?i%é.&)ggﬁﬁgﬁ ?ﬁ% é%r@Y%léatﬁlgn&Qer 210

det er m nesprovidet the sequested pervice]easAihing fov allliaflagidm PUPUsds the
requested gervice, the Sﬁrvbgg mangger 210 sends_425 a correspondi ng
service reglﬁ%ﬁer‘élfs RIPRRE 4sor BTQRAES dhcdeaquested iservigsponse, the service
provi degs 215 pwWH&K MBhe 4 iRE LSy ryi .an oyi des 435 a
response to the servi c% %gr‘;ﬁgﬁager %%‘.e% |ca¢tl%§lau§8gf E{Jﬁgng%estsgfﬂ@e?)ﬁ of
t he servi cerovder$ilS isTheadabis te provide the L qiidased Ussrvice, r ariskesickhe

performance statu and provi des 440 a correspondi ng performance status
320 to th?%@%%é@ﬁ@fﬁ%rﬂfﬁﬁ carespopiieg sarwiaspaeguiesh A0 toethens to

step 410 aBeraon!pitieded18096! HOGL A0V fho 15 MRS IIBH BLEH PSR TR

communi cati on between the service* consuner

and the sefd0ctheprayiesed Xeivice]md provicesnaBBgereHéh a8 MRISRHHLY

rout es, messages | d or lain text format from one conponent, such as
the sef ic@%ﬁ%%igq‘ggiﬁat’c% FHCRBIARGSBHEATS 1 & g Bhea sermices seqitest.

menager 21Bhel Bevidd RghatOr NERY QibSeqhlsfll- JBLYSECY Sgﬁ{‘@gg‘g‘%@g?

architecture. This all ows the service Consu
access sys$t@tis; anxérpriovidgy éd0darc@bspendime perfvrihoute KeoMNBIPWt 0, or

g I‘eIOCIg ngl Stfget %er%%@“é@rx‘é%‘h?erd i45r8?talf¥ér V\gﬁight thhee so%setrggogr 4E)Ber§t?1rr\gsc %o
step 410 and continues as described above.

15 Messages are used for communication between the service
consumer 205, the service manager 210, and the service provider 215.
The service ‘manager 210 advantageously routes messages in tagged or
plain text format from one component, such as the service consumer
205, to another component, such as the service manager 215, in a
20 peer-to-peer or a client-server component-based architecture. This
allows the service consumer 205 to advantageously access system or
service provider 215 services, without knowing how to, or being able

to, communicate directly, with the system or the service provider 215.
The messages are sent in accordance with the ESI protocoi to the
25  service processor 275, which consists of a kernel module with a device
file as its interface, which will be referred to hereinafter as a kernel
device file interface. The service processor 275 also creates a file (not
shown) in the proc file system (not shown) of the kernel to report
status information. The kernel module can be dynamically loaded in
30 order to initialize the service processor 275, and the kernel module
registers its internal functions to be called when file operations are

performed on the kernel device file interface. The service processor



The nessages are sent in accordance with the ESI protocol to the 25
servi ce processor 275, which consists of a kernel nodule wth a device
file as its interface, which will be referred to hereinafter as a kernel
device file interface. The service processor 275 also cre tfa Q{Ee (not
shown) in the proc file system (not shoy) of the kernel to g@or stat us
I nformati on. The kernel nodul e can be dynham cally | oaded in 30 order to

d the kernel nodule registers its

BBl e -
| ntornal 1 R PEIASES T5BDEAREN 0N Fhe GGl (RS opeeationsl stisbdasn 1 he

kernel deviegdfwkRe f T, VAl PLQC or JUN 20 12 275
provi des "re1pI acemn{iﬁr’flg?ﬁ?%’eﬂﬁé@gﬁﬁ g@PSEgpsg?a iogr?%gfslégﬁ %%?é%éa?
wite, ioceallsnwilh, benkmepnete. onas skiltdd operthki es. The UnepiaRrmems’s Wi | |
be known t? one.skill ?g i n t\?\]ﬁ ar.t. T?e "repl acenents" conprise predefined
functions FOPRISHMRNCAENNG fRPAtgpS| femcosmuicating with leorligatians,i on

225. The's gakBSakt tResabbliatient " f4 th e, kernel .device
file interface and trea E’tlhg 1§gt azig%v'vr ?#Fsenﬁgge?hgpﬂé?%elpi%eﬁcé i |fﬂe
i nterface aperationseoRethel kemuel elevice afileEShtergssagend Threutghheheiatgad,

wite and file.operations,, the service 10 processor 275 allows the
appl i cat | o}rg(?%%{’ tPhtJ’ngBFﬁlﬁlaa%lﬁeﬁﬁsr migrizss withinhthegerspbmoduly, ashe
confi gur at 4ANESPRREEIa 05, and the service provider manager 245, all of

whi ch are treated as application prograns by the service processor 275, to
have access tollntmiglortheniread ] ovrites uinds watresp 280 aperdthéneVvent subrisystem

265, 10 SRS O 10038 L RSSO g, o sp Al ocates merpry
Cont i gur at  on aval ol o o The A iar 5B 7965, Spkt B Snevies
user - spacePuosdenmangger 245 ol sd whidhedrentmpited . ad ke plivapioty pposeess nakes
kernel ne Iy 20 availeabl eto a r-space process by mani pul ating_the
User-vi si bP% thE; PETTAFE JRRACSSSOE torfhave Recasedomther FOMEMYANCRIOES|
shared sub-system 280 and the event sub-system 285. In addition, the
15 service processor 275, also allocates memory in kernel space 110 in
the service memory 270, to store a running configuration of the
embedded system 200, and makes the running configuration available
to the applications 225, 217, 265 and 245 in user-space 105 through a
process called mmaping. The mmaping process makes kernel memory
20 available to a user-space process by manipulating the user-visible
virtual address space. The allocated memory is called ESI shared
memory since any of the ESI components are allowed access.
Hence, the present invention provides a services view of an
embedded system, comprising service consumer components 205,
25 service provider components 215, and a service manager component |
210, which are coupled and communicate in accordance with the ESI.
‘A service consumer component, such as the application 225, that
wishes to request a service, uses the communication sub-system 280
to send a message to the service processor 275. A service provider
30 component 245 that wishes to provide a service registers its intent
with the event sub-system 285. The service processor 275 uses the

event sub-system 285 to notify the service provider component 245 of



menory since any of the ESI conponents are all owed access. Hence, the
present invention provides a services view of an enbedded system

conpri sing service consunmer conponents 205, 25 service provider conponents
215, and a service manager conponent 210, which are coupl ed 2ﬂﬂha§@¥unicate
in accordance with the ESI. . A service jgonsumer conponent?, § t he
application 225, that w shes to request a service, uses the comrunication

sub-system 4 C ssage .to the.service processor 275. A service
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event sub-s s%em 285 to notify the service provider conponen 13 2 0
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a success or fajlure indicator, to the service ranager S we as by
the servi c&SgEnBydhe2serviemarovisisar 215 gvhen sseratingbadervieet perfoemadrme

2 t icated b h. I cati b- t 280
conpr 1 2. netay S ARE ReRRs "V LATnEr T s et the erricn BpRReERT ons
225, 217, 2886, andwdbagrisy tthe W&@%@%@f@m,%ﬁf{l@%ﬁdﬁg Y&l ¥rrdhe

nmessages can conprise inter-process conmini cation e data is
t r ansf er r eB36E tReEIE BREVICRSENSEMEHRE5225, 217, 265 and 245. In addition,

the communi cat iR, S Ws¥sHARL 430 By PROLt 2ot unications sub-system 280
comprise messages, where data is transferred between the
15 applications 225, 217, 265 and 245 and the service processor 275.
Alternatively, the messages can  comprise inter-process
communication (IPC), where data is transferred between the

applications 225, 217, 265 and 245.
In addition, the communication sub-system 280 supports two
20 mechanisms for communication. With reference to FIG. 5A, the first
mechanism uses shared memory space 505 in the service memory
270, where the applications 225, 217, 265 and 245 read and write to
the shared memory space 505. A transmitting application writes data
to the shared memory space 505, and the receiving application(s) read
25 the data from the shared memory space 505. Consequently, there is
no need to copy the data that is communicated, and this is referred to

as a zero copy operation.

With reference to FIG. 5B, the other mechanism for
communication involves using a device file interface 510 to the service
30 processor 275. The data 515 to be communicated is written to the
device file interface 510 by a transmitting application; and the service

processor 275 stores the data 515 in a data buffer of the service



20 nechani sns for conmuni cation. Wth reference to FIG 5A, the first
mechani sm uses shared nenory space 505 in the service nenory 270, where
t he applications 225, 217, 265 and 245 read and wite to the shared nmenory

space 505. A transmtting application wites data to th? @ngwmry
space 505, and the receiving applicatioE%s) read 25 the &a r he
shared nenory space 505. Consequently, ereis no need to copy the data
that is conmmunicated, and this is referred to as a zero copy operation.
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response t{ma to the service consuner 205 is achieved.
0 request or provide services. However, some types of services can

only be provided by an application written in a low level language, and
15 it is generally the case that since most service providers 215 use such
low level languages, an improved response time to the service
consumer 205 is achieved.
When using either of the two communication mechanisms, a
defined message format is employed. The message content typically
20 consists of an XPath expression and a message type. Messages are
used for all communication in the embedded system 200 including
reading and writing to the running configuration stored in the service
memory 270, for event registration and delivery, and for IPC.
The event sub-system 285 allows the applications 225, 217, 265
25 and 245 to be notified by the service processor 275 upon the
occurrence of a predetermined event. Several different event
notification mechanisms are supported to allow different applications
with different capabilities to have access to these event notification
mechanisms. Events form the basis of all actions in the embedded
30" system 200. Various actions, including provision of services between

the service provider 215 and the service consumer 205, error handling,



When using either of the two conmuni cati on nechani sns, a defined nessage
format is enployed. The nessage content typically 20 consists of an XPath
expressi on and a nessage type. Messages are used for all comrunication in

t he enbedded system 200 including reading and witing to the running
configuration stored in the service megory 270, for eveh{ §iggiZbati on and
delivery, and for |IPC. The event sub-system 285 allows the applications
225, 217, 265 ﬁS a;?) 45 t&agae ngtif,i ed by the service processor 275 upon
the occur PEnFE RS dEGredts andled wsiag: thessyensinetificatient meebanisms
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the applicati ﬁgs 225, % %7 265 and 245. The other forminvolves polling
by the appPPRECRERRS,235,3Y7, 265 and 245 trusheragistes, simtadyagtces for

condi tion. of&e LCAt LN . 5 45 nust regi ster, A
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expecti when 10,it registers. Wth reference to FIG 6A explicit
notifitati Bn'§&S{HSre a first application registers 605 for explicit

notification iwitherdfHAHQY 1oCRITET G ald.on.. : Ny tored in the
service rn::rrt)ri/i 270. Wen the0 Iie,I\}:fé\'nt ’g%*éaﬂ%ﬁﬁ?gllﬁgég?ﬁoisi‘gﬁﬁ?g‘% M 615,
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first application. .Wté]ldeLerence to FIG 6B, polling is where an
contiguration that 1s stored in the service memory 270. When the

applicatio
event for the notification is triggered 615, say by another application,

15 the event sub-system 285 notifies 620 the first application.

With reference to FIG. 6B, polling is where an application
registers 630 in the running configuration 610, and subsequently, the
application polls 635 the running conﬁguration 610 for event
notification. ,

20 The event sub-system 285 uses a transaction model, where each
action taken by an application is assigned a transaction ID, which is
encoded into the header of a message. The components of the
embedded system 200 use the transaction ID to track particular
transactions. For example, a notification by the service processor 275

25 about a service request to the service provider manager 245 includes a
transaction ID. When an error occurs while taking the action required
by the service request, the service provider manager 245 sends back a
message to the service processor 275 containing the transaction 1D
and a respective error message. In this way, the service processor 275

30 will know how to route the error message. |

The service processor 275 must be able to route a service request

from a service consumer 205 to the correct service provider 215.



registers 630 in the running configuration 610, and subsequently, the
application polls 635 the running configuration 610 for event
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regi strati on nechani smto assune responsibility
variable used by the applications 225, 217, 265 and 245. The service
provider 215 uses a registration mechanism to assume responsibility
15 for changes in certain areas of the running configuration 610. The
service processor 275 notifies the service provider 215 of any change
in the running configuration 610, which may be caused by an
application 225 or other service providers, at which point the service
provider 215 decides whether this change requirés it to perform a
20 service. By extension, the database stored in persistent storage as an
XML document is called the stored configuration. The running
configuration 610 is generated in kernel space 110 by an application
called the configuration manager 265, which parses the stored
configuration using the simple API for XML (SAX) parser, which is an
25 event based XML parser, and generates a tree structure.

Any information in the running configuration 610 can be accessed
using XPath expressions. XPath is software language that is used for
addressing parts of an XML document. Since the original XPath
specification is defined to work with document object model (DOM)

30 tree, the configuration manager 265 provides its own internal

evaluation algorithms to efficiently search the data structure of the

running configuration 610. A DOM is a tree representation of an XML




15 for changes in certain areas of the running configuration 610. The
servi ce processor 275 notifies the service provider 215 of any change in
the running configuration 610, which may be caused by an application 225
or other service providers, at which point the service Zgromigzmﬁw
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manages t heonfigratipn 610 from user space 105, by reading the running
configuration 610 from stored XML files, and creating the running
15  configuration 610 accordingly. The configuration manager 265 parses
XPath expressions, and makes modifications to the running
configuration 610. The configuration manager 265 is another
application, which comprises another component of the embedded
system 200, and communicates in accordance with the ESI protocol.
20 The event sub-system 285 is used by the service processor 275 to
provide a notification to the configuration manager 265, when the

service processor 275 receives an XPath expression.
The service processor 275 implements the shared memory in the
service memory 270 by allocation of memory space using the
25 __get_free_pages function of the kernel of the embedded system 200.
The service processor 275 implements an ioctl call, which allows the
configuration manager 265 to allocate an appropriate amount of

memory for the running configuration 610.

The mmap operation is performed by the service processor 275,
30 redefining the default mmap definition in the file_operations structure
of the kernel. The replacement mmap function replaces the known

vm_ops struct in the process's appropriate vm_area_struct struct. This
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random access memory of the embedded system 200, after which the

15  kernel adds 740 the page address into the process address space of
the service provider manager 245. The service provider manager 245 is
also referred to as the client that performs the mmapping operation.
The application 225 can now read/write 745 to the running
configuration 610, and the process 700 ends 750.

20 In a similar way as that described above, the service processor
275 allocates and makes mmap-able several other memory areas of
the service memory 270 for a variety of purposes, including
transaction tracking and zero-copy data transfer, which was described
earlier. The service processor 275 also replaces the known default

25 read, write and ioctl functions in the file_operations struct for the
device file interface 510, which allows all messages to be intercepted
and evaluated according to their header content. The service
processor 275 uses a proc interface, which is provided by using the
create_proc_entry function and replacing the file_operations and

30  inode_operations structs of the proc file. The read and write functions

are used to display and modify adjustable parameters within the

service processor 275.




function of the service processor 275. The service processor 275 then nmaps
735 the virtual address, addressed by the service provider manager 245,
into the page address of the appropriate physical page in random access
menory of the enbedded system 200, after which the 15 kernel adds 740 the
page address into the process address space of the serv BeJ%Noﬂmﬂer
manager 245. The service provider manag 245 is also referred to as the
client that pe ornms the mmyp gg operatlon The application 225 can now
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typedef struct element{
void* children;
struct tag* attributes;
20 short ¢c_num; /* number of children */

short a_num; /* number of attributes */
} element;

typedef struct tag {
25 char name[MAX_TAG_LENGTH + 1J;
element* content;

} tag;
<root>
<child1>

30 <grandchild>leaf text 1</grandchild>
</child1>
<child2 attrl="attrl text’ attr2="attr2 text’>leaf text
2</child2>
</root>
35

FIG. 8 shows the data structure 800 in the service memory 270.
The root element 801 of the data structure 800 consists of a tag struct
802. The name of the root element 801 is stored in a name field 804,
which has a predetermined maximum length. A content field 806

40 points to an element struct 808, which records the number of children




subset of XM. conprising elenents, attributes, and PCDATA and 10 CDATA
content. The running configuration 610 is generated using the foll ow ng
data structures. typedef struct leaf { void* data; 15 } leaf; 20 25 30 35
typedef struct elenment{ void* children; struct tag* atiri eza short
c_num /* nunber of children */ short num /* nunber Bf t 553utes }
el enment; typedef struct tag { char narre{g-l@mx TAG LENGTH + 1]; elenent*
content; } tag; <root> <child 1 > <grandchild>leaf text 1</grandchild>
</ chil dl > @mg pHyibittes| ef sherroatestement 822 it trBueR10>-hadf atrum 812
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contiguous list of tag structs, one for each attribute of the root
5 element 801. The children field 816 points to a similar list for the
child tags of the root element 801,
Each child 821 and 822 and attribute 823 and 824 tag, has a
pointer 826, 828, 830 and 832, respectively, to an element struct 834,
836, 838 and 840, respectively. These in turn, can point to further
10  children or attributes. The children pointer 826 and 828 is a void* to
allow for the case when the tag content is simply text, i.e. it is leaf
tag 818 in the XML tree. The type of struct at the end of the children
pointer can be guessed by the content of the ¢ num field. For
example, if the c_num field is zero and the child pointer is not, then it
15 is a pointer 852 to a leaf struct 854. The leaf struct 854 contains the
actual data content of the tags, and the data is stored as a void*
pointer.
The tag struct lists as pointed to by the children and attributes
fields of the element struct are sorted by the service processor 275,
20 and the sorting is based on an integer representation of the
tag/attribute name, which is stored in the name field 804, as an
example. The sorting algorithm used by the service processor 275 is
Quick sort, as will be known by one skilled in the art
A cdmparison function is used by the service processor to
25 determine the ordering of two tag structs, and the comparison
function decides on the basis of the integer value of the tag name by
taking sets of four consecutive bytes of the name string and returning
the result of the integer comparison. If the integers comprising the
four bytes being compared are equal, then the next four bytes are
30 compared and so on. This results in a definite order for the task
struct list, which makes it possible to search through the struct list

in less than O (n) time using a searching algorithm such as binary



40 points to an el enent struct 808, which records the nunber of children 20
2 0 JUN 2005 and attributes of the root elenent 801 in ¢c_num 810 and a num
812 fields. The elenment struct 808 al so contains an attribute pointer 814,
whi ch points to an array of tag elenent attributes. This izs?awN:qggg guous
list of tag structs, one for each attrig te of the root 5 elenent 801. The
children field 816 points to a simlar st for the child tags of the root
el ement 801. Each child 821 and 822 and attribute 823 and 824 tag, has a
poi nt er 82@?5-8%& Adgnazyscesch iseuped ttovatlyieve camrO(kgen seasth Ui eS s,
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The service processor 275 attempts to minimize the
15 fragmentation of the running configuration 610. As the data
structures that are more likely to cause fragmentation are the tag
struct arrays, when the running configuration 610 is created, the tag
struct arrays are packed in very closely in the service memory 270 to
make the best use of the memory space of the service memory 270. In
20 addition, the search algorithm that is used by the service processor
275 also requires that the tag structs remain in arrays. As a result,
the insertion and removal of data from the running configuration 610
may result in expansion or contraction of the tag struct arrays. For
example, an expansion will cause an entire array to be copied to
25 another location to insert a new array element; and a contraction will
reduce the size of the array. In both cases, a “hole” is created in the
service memory 270. The service processor 275 tracks and reuses the
“holes” created by such actions, and tries to reduce the occurrence of
“holes” by allocating all the tag struct arrays together in contiguous
30 memory space, away from the other structures in the running

configuration 610.



30 conpared and so on. This results in a definite order for the task

struct list, which nmakes it possible to search through the struct list in
|l ess than 0 (n) tinme using a searching algorithmsuch as binary 2 0 JUN
2005 21 search. A binary search is used to achieve an O(log n) search tine
for a particular tag in a tag struct-list. The conparisoh{f JH¢ta08h used is
the sanme as that used by Quick sort. Th32running configuration 610, as
stored in the pmaped service 5 nenory 270, is vulnerable to nenory
fragnentation ARG BEERIYasRACE peqbiredsfor shehamiagr eshftguetion 8loenggeed of

t he search rit Q | e. non-conti gyous storage of the data
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B o oo i SR8 g LoBHREBOT smabdEr 2h fn cuipnet o edaarent oo 15
fragment at servioé mém@ry URTONIVEREH | w@igrﬁen@a?tﬁ)orh'g‘af)’gge rgtﬁtﬁ 31&&{3%1'& uggures

that are nore_likely to cause fragnentation are t arrays,
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packed in Ly-i he service nenory 270 tQ nake the best use of
the menor y@%ﬁ%@%‘?&h@@eﬁ? c%e%ﬂfoﬁ?wgn /02 Heer tesommorn angawrzh

al gori t hm spate ite stersd iy rhﬂ@liﬁgrdﬂrﬁ?gﬂa(?{b?iségb, 275 also requires that the
tag structs renmain in arrays. AS a result, the insertion and renoval of

data f1bm the FopnKRatle dmplgmeniationlin thayembedtedi systepanspOropthe
an ent e DrrtiEB¥ol bSO SaB¥r prst RiaPrabls SERBGR CIOHENTRr 2y
Cases & Nole’ Lo created b URoECH Rt ShiReAing "hidn, | utoh”
processor 9¥BPAreskHwlkiple cobesactess at a time. A significant difference
between the XPath implementation, in accordance with the present
15 invention, and the original WWW XPath specification, is that the
XPath implementation, in accordance with the present invention,
does not support 'nodesets' as results. In other words, an XPath
expression, in accordance with the present invention, that does not
point to a single 'node' is taken to be invalid instead of returning a
20 list of possible matches. This is to ensure that the application, such
as the application 225, is aware of the exact parameter that is being
changed, and receives a deterministic response.
The XPath implementation, in accordance with the present
invention, interprets expressions of the following types:
25 1) Simple XPath expressions with just tag/attribute names
e.g. interface/ip; |
2) Positional expressions of the format tagname|[position]
e.g. interface[2]/ip;
3) Search expressions of the format
30 tagname[@attribute='search string'] or tagname[.='search

string']; and




"hol es" created by such actions, and tries to reduce the occurrence of

"hol es"” by allocating all the tag struct arrays together in contiguous 30
menory space, away fromthe other structures in the running configuration
610. 22 2 0 JUN 2005 The nenory space required for the ruzngngjp% Zﬁ%
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on the first child tag name. If that matches as well, then the
comparison restarts with the first child of each tag, and

15 continues deeper into the data structure until a decision can be

made.
3) In either case, if a tag has no child/content, then that tag
' is considered 'smaller'.
The running configuration 610 is split into several tree data

20  structures, which allows information in the running configuration to
be grouped logically, as well as spread across different tree data
structures, thus reducing the average depth of each tree data
structure. As a result, searching the running configuration 610 is
faster, since the number of comparisons performed is reduced.

25 With reference to FIG. 9, an ESI message 900 has a
predetermined format, consisting of a header 905 and content or
payload 910. The header 905 contains the following fields: message
length 915, transaction ID 920, and message type 925. The

corresponding C struct for the message header 905 is provided below.

30 typedef struct msg_hdr {
char[4] length;



2) Positional expressions of the format tagnane[position] e. g. interface
[2] / ip; 3) Search expressions of the format 30

tagname[ @ttri bute=" search string'] or tagnanme[.="search string']; and 2 0
JUN 2005 23 4) XPath expressions with the foll ow ng axis keéwordé 5such
as: parent or '.., sibling, child and node/ self or “.'. nhi Jdhih0

expressions are evaluated fromleft to ffght, and eval uati on stops when an
error occurs, or when there are nultiple 5 matches. Since the tags are
ordered in the runni ngheasit] anstidin 610 as deternined by the sorting
algorithm and not by .the positign of the tag in the file, an explicit
ordering results. Whert HBE%PS‘XPS’ multiple child tags with the sane nane,
the order in which they are arranged in the tag struct list is determ ned
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The. conpar i son 15 basedcaort iy (RRIDAD 1€ Rt Sefiy by Son it N R

chil dren, thenapplicatopa?28pwhen hmeddng o ekt SThe Rerticeagroad®sod T
irst child of

t hat matchesas,,wel.l, .then the co ison restarts with the,

each tag, ??g' @és it F%%aq}&rbéﬁ :}’:r%i“g 94 which dsriattwned upigey-hackedi si on
can be nude. ti% rk8psh i childicontent t t hat
tag is consi dergd psn%lgﬁaor ?Eé%ﬁﬁegﬁ'nﬁ% (;:llg%sfslgéﬁr gﬁl}%ﬁ? §?5‘ststSsBFi% €into
several troeostasignifi0ant rhits wieahe ihicgeralen@th Valier itleapth[0]! Réd 4@ni ng
configuratign tg b@gfouped logically, as well as spread across different
tree data °8tiULEEIRY 7I'thus reducing the average depth of each tree data

structuge. As BIIaskkEacSE€HA I Ik Lguration 610 .is faster,
since the nunber of comg)ari son?eg%fﬁpg? nfggg{lvggggcggéée'd% WAH I P 8FEHce to
FI.G 9, andebtenpollagmdesentnatification. The message content 910 consists
of XPath expressions, and each message can contain multiple XPath
expressions, which enable the modification or reading of multiple

values in the running configuration 610. Further, the ESI messages
15 can be of the following sub-types: '

Read /Modify
a) Type 1 - The first field in the message is a context XPath
expression, and the remaining fields are relative to that context. For a
20 read message of type 1 the format will be as shown below.
context\Oexpression\QOexpression...
For a write message of Type 1 the format will be as shown below.
context\Oexpression \Ovalue\Oexpression \Ovalue \0

b) Type 2 - There are only expressions. The format of a read

25 message will be as shown below,
expression \Oexpression\0...
and for a write expression will be as shown below.

expression\Ovalue\Oexpression\Ovalue

30 Insert

The only acceptable format is provided below.

expression\0



predeterm ned format, consisting of a header 905 and content or payl oad
910. The header 905 contains the following fields: nessage |ength 915,
transaction I D 920, and nessage type 925. The corresponding C struct for
t he nessage header 905 is provided bel ow. 30 typedef struct nsg_hdr {
char[4] length; 24 char[4] trans - id; _int nmsg_type;} 2 2 The
transaction ID field 920 is left enpty 3? appl i cati ons, sgc?\r]]y{g?g E@i he
applicati 02) 2’%5, vs/nep maki ng ,a request. The service processor 275 fills the
transacti oy fiBPRgloespregiien issallewadned pi ggy- backed on the response
to the request. The nessage | ength consists of the nost significant bits
of the integer length value in length[0], and so on to length[3]. 10 ESI

nmessages c@eleeeof the following types: read, nodify, insert, delete,
poll, and gvent_ notification. The nessage content 910 consists of XPath
expr essi onsyP& B§’&ge can contain nultiple XPath expressions,

TOXGe b
whi ch enabl e t hiq i oh ~J.eadi ng. of ltiple values in the running
conf i gugr]ati on g?ﬁ@&l}pte%@‘%g%ﬁg\Ig§l)(pﬁ§§glé)é’e\sdm15 can be of the follow ng
sub-t ypes: TRpa® Wbovitigddeldywpe 1 - The first field in the nessage is a
context XPath expression, and the remaining fields are relative to that
context. For aContextafexpressign \Oconyent\Dextmressiom{O wi || be as shown
bel ow. context\ Cexpression \ QCexpression... For a wite nessage of Type 1
the format will be as shown bel ow. context\Oexpression \ Oval ue \

Qexpr essi ORvef) alateficihki Type 2 - There are only expressions. The format
of a read 5 message w || be as shown bel ow, expression \Cexpression \O0...
10 a) Event Tegister blocking - The format is provided below.
expression\Oexpression \Oexpression...
b) Event register signal - The format is provided below.
expression \Osignalnumber\Oexpression \Osignalnumber...
c) Event register passive - The format is provided below.

15 expression \Oexpression\O0...

IPC register
Type 1 format is provided below.

context\Oexpression\Ovalue\Oexf)ression\Ovalue\O
20 Type 2 format is provided below.

expression\Ovalue\Oexpression\Ovalue\0

An IPC registry in the service memory 270 enforces a data
structure with certain required fields in ESI messages. The XPaths

25 expressions are checked against this prescribed data structure, after
the general validity of the ESI message has been verified. The fields in

the ESI messages are delimited using the NULL character i.e. "\O".
The last character in a message must be '\0'. The message type is a

bitwise OR of constants, as provided in the following TABLE 1.
30




and for a wite expression will be as shown bel ow. expression \Oval ue

\ Cexpression\Ovalue 30 Insert The only acceptable format is provi ded bel ow.
expression \0 25 Only a single expression is allowed. DelzeT fgy 55)

provi de below. 5 context \Qexpression \ Qexpression \ 0 prsU @ vi ded
bel ow. context\ Cexpression \ Ccontext\ Oexpression \ 0 2 0 JUN 2005 Event
notification 10 a) Event register bl ock?ﬁg - The format is provided bel ow

expressi on JQexpression \Qexpression... b) Event register signal - The
format is §88d€ bel ow. expressi on \ [NMiesgage typdentryOexpr essi on

\ Gsi gnal nu d.. <c) Event register padgive - The format 15 proviaeg

bel ow. 15 ¢¥fteessi on \ Cexpresst onvu. .. |2JL, re 1Tg ster fype rformat—s
provi ded bghQ@te CONMEXTY CEXPressTom—{rat-te—rOexpresston—oralue—4 20
Type 2 for ¢ e\ _Qexpression \ |Oval ue
\0 An | PC service nenory8270 enforces a data _structure

with certailBS®®quired fields in ESI rres<1a@es. The XPat hs 25 expressi¢ns are
checked agifvent notifisatioreblockingd data stngzture, after the general validity
of the ESI lmmﬁa@&,pg@rhayerl TTed. Ty T rerds—Tm e Eﬁ—nvswge*‘ are

Thao | oot  ~lhar ~Ant ~r 1
Tessage. i o Moo o T e o canstantd. as
provi ded i LYPRe] MOSSS8G8 TARIE 1 256
Type 2 message 512
[Data in message 1024
IData through shared memory 2048
TABLE 1

A context XPath expression is normally used when there are

multiple operations on a family of closely related nodes. For example,

5 there may be the need for the following information in the running

configuration 610 /interface/ip /interface/broadcast /interface/

netmask. Instead of sending the entire XPath expression each time

in separate ESI messages, it is possible to send a 'context'

expression of /interface and ordinary expressions of ip, netmask and

10 broadcast. This reduces the amount of processing done within the

service processor 275, and also the amount of data sent by an
~application, such as the applicatibn 225.

The service processor 275 caches the most recent contexts on a

per application basis. If in place of an expected context string, the

15 application sends an empty string, the cached context isb used. In

addition, whenever any simple expression does not begin with a '/’

character, it is assumed to be relative to the cached context. An ESI

message is considered to be complete in itself, and after processing a

message, the service processor 275 performs any notification actions

20 relating to any modified data. The application requesting a service

must therefore ensure the completeness of the data, in order to not

waste a service call.
In order to allow for multiple non-conflicting actions to occur

within the embedded system 200 at the same time, every action



30 2 0 JUN 2005 26 TABLE 1 A context XPath expression is normally used when
there are nultiple operations on a famly of closely rel ated nodes. For
exanple, 5 there may be the need for the following information in the
runni ng configuration 610 /interface/ip /interfacel/ br ﬁfgcmﬁ é terface/
net mask. Instead of sending the entire Xl;’ath expr essi ont dach't in
separate ESI nessages, it is possible td send a 'context' expression of
/interface and orgi glglry expressions of ip, netmask and 10 broadcast. This
reduces t h&2BHAInPe Jplogkis sSomgeavsatiy,t binget an applivatienphasensaie 275,

d al t ; d . . jcation, h th )
appl foari on5aEe Haite he S o iessdf U g nok oSom sewmendiag ext s
on a per &pphessagenimoasicthetfappliddltasigs OA RANSXPESH %w}ﬁé@}é&ﬂﬁ%wp the

15 applicati.on sends an enpty string, the cached context is use
addition, WAHRBVEY P&ﬁyldﬁdrquetfwiﬁﬁmEoperomoWb,egé nused loaavéid an

character, gia14d S Jelative to t cached context. An ESI

massagegi s g)rlllsc ?&%?leggtggl%go ggoaﬁ{)?%]f & ?ﬁa{lgg al}fe,r LB 1 2 SCHYIGE BRI WS ta

nessage, t befaer praeplingeespecidilp iP‘Ehfi?"cﬁﬁn%Eylsrl%%%%t {08 {rh OA§e20
n

relating to an dified data. The applicati requesting a service nmnust
g g %E&D pp q g

therefore e bayasl anecharison Itraekaatl’m, stateofdereveny naodtiomadiat a
cccur it BRI e SRR NIL R E came time, every action
MessageMessageAhyapphoatignReattlwiitee2 hebig 8!t sBSREL Remory 270
10 is allocated a transaction ID, which is implemented by a
monotonically increasing counter. The application can obtain this ID
by its next read from the device, and uses the transaction ID to refer
to all further actions relating to this transaction, such as its status,
its outcome, and data resulting from the initial message. The kernel
15 maintains the status of each transaction, and can retrieve it using
the transaction ID as the key. Every transaction in kernel space 110
results in the creation of a data structure to store the status of the
transaction. A C programming language representation of this data
structure is provided below.
20 typedef struct transact {
int trans_id;
leaf* data; /* leaf structure as above in the running configuration
*/
char status;

25 } transact;

The status field is used to represent the following conditions:
* Success - the leaf struct will contain any data that was requested,

or null.

30 * XPath error (the XPath expression was invalid) - the leaf struct

will be null.




Event notification bl ocking32 Event notification signal 64 Event
notification passivel28 Type 1 nessage256 Type 2 nessage5l2 Data in
nmessagel024 Data through shared nmenory2048 2 0 JUN 2005 27 cannot be

bl ocki ng. Consequently, once an application has:nmade a siﬁi rﬁ%est,
the service processor 275 nust not stop éespondi ng to ne gﬁﬁ‘af ot her
applications. A transaction based mechaa sm which, is provided by the

service prqcegsor. 275, i? used to avoid an 5 application having to wait for
a change aftePCieEeiFigon (e egwicecnplamentdtioe retvcoedi ag: errepecitid v i f

that change irakR@WCT Bhd | T nsacti on based nechani smtracks
the state for every %c?}c}ﬁgtsﬂg%ﬂe%%c%?grv%?ﬁ%et he enbedded system 200. An

appl i cati ot tReacessings thenksfageutowiliebsenyice memory 270 10 is
al located a tyransaction ID, which is inplemented by a nonotonically
i ncreasi ng couRt €Y %he application can obtain this ID by its next read

fromthg davigesivand Wsegtthe transaction ID to refer to all further
actions relating to this transaction, such as its status, its outconme, and

dat a resul ti ngEvegm adtion nidkent omsbebalf BmeaﬁeéPElicéﬁoﬁaitﬁfa@i Rselife st at us
of each transactio? andlhcan retrieve it using e transaction ID as the
key. EveryTtTRIRSGtrem fhc &srvige ppreassor275 ctsubtented adhe trammtdationf a

G UL OSSO SRR S0P AR ek P IRRCAn e BARSIAIT
typedef st tregisdatastsacts {thaitdret g8nérdtdd h8afrari@lc®orls’ ocEAf 3kr ¥dridke as
above 10 tpr(la c%‘ﬁ%@ur})%sc ?ggalt?glgs? tillloansgcl’:]t?gnsotfa;nl;lsl;apable service memory 270
ry .
Completed transactions are deleted, and the transaction ID wraps
when the maximum integer limit is reached.
As described previously, the event sub-system 285 provides
different forms of notification mechanisms, which allow applications
15 to chose the notification method that suits them most. The
alternatives include a choice between explicit notification and
application polling, as well as blocking and non-blocking versions.
Explicit notification is processed using kernel waitqueues or real-
time signals, as will be known to one skilled in the art. Passive
20 notification is processed by recording events in a transact struct. An
application must request notification by sending a message consisting

of the following:

Message type

25 = 'Event register blocking' for the waitqueue implementation.
* 'Event register signal' for the real time signal implementation.
= 'Event register passive' for the passive notification.
The message type must also indicate whether the application
wants to receive the data through a message or read it itself using the

30 shared memory space 505.



25 } transact; The status field is used to represent the foll ow ng

conditions: ™ Success - the leaf struct will contain any data that was
requested, or null. 30 » XPath error (the XPath expression was invalid) -
the leaf struct wll be null. 28 2 0 JUN 2005 ™ Service error (the service

i npl ementation returned an error) - the, . leaf struct may c Lo an error
message. " Processing - the |eaf struct2Ri 11 be null. Zxﬂl\ﬁma%ﬁ 57

Acti vat ed ent. Every action taken on behalf of an application that needs
a responsﬁ?%ﬁ—ﬁe—gﬂ” i ce processor 275, is treated as a transaction.
The transactiofphD ks, ragds: Lble to.the application., The |ist of
transact structs tpﬁgt are %@f\%&?? Sgél o of &E‘gaBgF%Hggchla?t 8EBFERLC10 i n

conti guous amoewenonghéem chaegéd ofolwedapakhe REAVN T BIBHM Alhber i
Compl eted transacti ons gre_del eted, and the transaction I[%{wraps %lefn t he

maxi mum i nfEGEFSHRginotiicatian o that methnst. iReal Pimeeisigsals, atche BOSIK

X! ; . . ¢ ITEE pIma S oK i oh
ol Tow appl SEHRIDSRAGER] (P HoParbult, of SRS HEUKEI R Tl
most. The &AINBX nsiphwés AN®esdeTameheigfulbes w&nag%l{eéﬁfdﬁod@tﬁéﬂiﬁééﬂ8ﬂ and

application (%) | I'ing, as well as bl ocki ng and non-bl ocki ng versi ons.
Explicit nSR¢FHUSTOHNWCH iscaseddordnter-peocrss wammumiestion (IBG). Thme

signals, agqwidid . ' 'I&ged i hg. art.. Passive
notificati opwiié %E{?céggﬁl%% lgﬁgloiﬁ*e ngvéﬂqaé Tilg ?lsgﬁi%éisgtﬁ%gw forn
appl i cati opigaysbacldggesdf nehalli CainRintey serdiiad AoMRSSHae cansi sighg  of
the foll ow ng.. Message type 25 ~ 'Event register blocking' for the
vai t quelie figadiftat i on.
X Transaction Id
Empty
The kernel allocates a transaction ID for each event, and there
are a range of transaction IDs reserved for particular events that are
15 not used for normal transactions, which prevent ID clashes between
event transactions and other non-event transactions.
In order to handle event transactions, the element struct is
extended as shown below.

typedef struct element{
20 void* children;
struct tag* attributes;
short c_num; /* number of children */
short a_num; /* number of attributes */
event* ev;
25 } element;

typedef struct event {
void* notify;
char not_type;
30 } event;

The new struct event is used to define the type of event that
should be generated when a particular parameter in the running
configuration 610 is modified. The field not_type can represent one of

35 the following:

* Signal - notify is a pointer to task_struct of the application.




A ' Event register signal' for the real tine signal inplenmentation. 7
"Event register passive' for the passive notification. The nessage type
nmust al so i ndicate whether the application wants to receive the data
through a nessage or read it itself using the 30 shareg mﬂ@ryﬁﬁpace 505.
29 2 0 JUN 2005 Message content This is_an XPath expressSi f q e
paraneter that will generate an event wHen changed, followed by the Real
Time signal nunber if requesting notification by that nmethod. Real Tine
signal s ar & aQpPediex nosifyjiala poimtgarte awaitiqathepwwHich igueitintized withnal s

unl i ke nor mal lgnals. A Real Time signal is an asynchronous
@ ot o i Rl iE Heatl

notification ani's for inter-process conmunication

(1PO). In =adPassion t @otifiyoli A%Singe@ o QRY| TicPe S oRe 0
al l ow for piggy-backing fgf sng?l amounts o as"tdaz%g%'tglﬁlg Wt ; {g"hteﬁ%iﬂg?al 10
notifi cati on.foTrtfesnevilprallaratedprgnsaodoneinel all ocates a transaction | D

for each event ,_a re_a ran of transaction I Ds reserved for
parti char even SQ?%%{]?SaS%K{ ?%%r‘?gte %‘é‘&ﬁ‘ Pﬁ‘ﬁceng’ a; Yalneatt ithA srunpingn
prevent | Dcohfigheatiogt VEED hakendhddgsaciinens and of rs“o@hé"%%&gi

transactions. I'n order to handl e event transactions, e &l ement s FCSCt S
ext ended aPTeERAGPTHEYdviakeppadtibnsonuthe dbasisnof theOnvvitgpe divlddoerhest r uct

B 1 Sl e Mol IRELe 2ol LSren STRLY, v, nume
configuration 610 as will be described below.

10 When the immediate parent element struct of the leaf data that
is modified contains an event struct, that event struct is taken.
Otherwise, the search algorithm traverses the data tree structure in
reverse to find the closest ancestor with a registered event handler,
and uses that one.

15 Based on the not_type field from the event struct, the following
actions, as described below, are taken.

* Signal - a real-time signal is generated and sent using the

send_sig_info kernel function to the process whose descriptor is in

*notify.

20 " Queue - a wake_up_interruptible is called on the waitqueue head
pointer in notify.

* Passive - the status field of the transact struct from the element
struct is updated.

A more detailed operation of the embedded system 200 in

25 accordance with the present invention, by way of example, will now be
described. A component of the embedded system 200 must first
categorize itself into one of a predetermined set of classes of ESI
components. Based on this classification, the service provider 215
component makes use of the appropriate ESI facilities, in accordance

30 with the ESI protocol to communicate with the other ESI components
in the embedded system 200.



voi d* notify; char not type; 30 } event; The new struct event is used to
define the type of event that should be generated when a particul ar
parameter in the running configuration 610 is nodified. The field not-type
can represent one of 35 the followng: ~ Signal - not'faym ?ﬁ“ ointer to
task_struct of the application. 2 0 JUN_2005 30 » Queug ™ “hot 9 s a
pointer to a waitqueue, which is initiaPlzed with a call to init

wai t queue_head. ™ Passive - notify is a pointer to the transact struct that
is created foft BREVIARVPTOVALED @dSe domponsadt isotypidally Anptarashtdds igaed to

have taken ' Mﬁ@ de {n the runnin onfiguratjion 61Q _has
changed. M(Zérgal't%ﬁ}es ocgﬁarfé,%l?%eiwgzeeSuﬁbogﬁséoaj%@?f‘éll@@sp’é@flﬁi%Qéﬁ t he
basi s of t ldevahiperypristi £t Oket BReded ' truc eyent
struct is %ﬁri vepd fromthe runﬁi?g cgﬁ?l?ﬂgﬁ g?foﬁ&g?%ngéh% h dggf\dc?eégri bed

bel ow. 10 WiBnStaiageninssitiare gfasenticel pnevides tparemetershen | thed raireinghat
I's nodifie | a vent, struct,. that event struct _is taken. .

Ot her wi ée, @'? ﬁg%}g%{rl@ﬁ §I1§0(ra$]ltlhﬁ?‘w%g}"s S RERIAPEALE o &M r BleiGEErY fis
reverse todesighddanel £386d t8NERSEQreM ddhf Igﬁ,gfigs%ﬁddigﬁent handl er, ~ and
uses that one._15 Based on the not type fie fromthe event struct, the
fol | owing act NG implagmeantededhbefivst, actien ttaken. by tRiegsatviee proerlert | me

signal is er.at sent wusing the, send sig info kernel function to
the pr ocesgq\%hégle%g%%?% p}elgr 1S5 tPn eIty %}F 3ip EVeRBotifigation for a

wake- up- i ntegdifiphtibheof ftsCRldrthrRd bhsaMRkL QU e | ' ify. »
Passive - the status field of the t?an%act Ig’t %?Plgf %nﬁ%eéﬁgﬁgg%ﬁgﬁ
_ 10  610. The service provider 215 component typically requests an explicit

notification in one of two ways.

» Signal notification — This is when a signal handler function uses
sigaction and one of the Real Time signal numbers instead .of the
standard signal macros. Alternatively, a sigaction / sigprocmask

15 system call could be used. Using signal notification, a message is
written to the service processor 275, with type 'Event register
signal’, and with the body of the message containing the XPath
expression of the service parameter in the running configuration
610.

20 * Queue notification - This is when a meséage with type 'Event
register queue', and the appropriate XPath expression, is written
to the device file in the service memory 270. The kernel then
causes the application that sent the message to sleep on the
associated waitqueue by using sleep_on_interruptible.

25 The choice between the two notification methods is dictated by

the number of services offered by the service provider 215 component.

If it offers just one service, it should use the waitqueue notification

since it would be sleeping or inactive the rest of the time. For a

service provider 215 component that provides multiple services, such

30 a service provider 215 component can register for multiple signal

notifications using a different Real Time signal number for each

service.



struct is updated. A nore detail ed operation of the enbedded system 200 in
25 accordance with the present invention, by way of exanple, wll now be
descri bed. A conmponent of the enbedded system 200 nust first categorize
itself into one of a predeterm ned set of classes of ESIZAfgggogﬁmts. Based
on this classification, the service progéder 215 conpon keés “use of
the appropriate ESI facilities, in accordlance 30 wwth the ESI protocol to
comuni cate with the other ESI conponents in the enbedded system 200. 2 0
JUN 2005 31 A Féhendevsleningea seraicecrpronemer i203,ymiaabkythenppetieatiet i n a

| ow | evel r ] age ch C. The,service proyider 215
devel oper %28333 ?%{’]&lﬁ’gpgﬁég%t zﬁ?n ﬁgz EQRVERHOBRL it8n§1%ﬂ5¥‘?:le‘é’?d O¥h to he
storage | ozatiest ef seprfivé Candr Ve step ATRS &lvisd th'%eaég%ﬁﬁgte.f’XPa h

configuration 610. Subsequently, the appropriate XM. structure Is esi gned
and added CEPreES1ONorted rearesiKMhe i saryiem dhek apphicatiompl22ferisedsually fir st

action taken. t S ' rovider 215 on starting up, . 1S to register
for an Eéveﬁﬁlﬁé i?f@aﬁ%*ﬁ%)e? %n%ef‘f"d iBhU8v2 %&TWEP%‘%F% Barabiet er s
in the runtongseehti Bischbindsmi0obkbe SRArs@ MRS rQM?P‘Wh@&%@&‘E\{ nt
typically requests an explicit notification in ohe of two ways. "gnal
notificati 6RC- apmlicationyid?d awsitgeak randsage f with | typaisemritedj gwithicart and
one of the Ti ' -nu rs j,nstead of the st ard signal nmacros.
Al ternati vésgéff%ﬁg%at?f’%qg%‘g?ﬁgﬁc% K P8IEGS RERFESIT gggl é‘?’ﬁenlf‘ssé&geUsi ng
si gnal not phiykaid @holddNesABae ithe WpbibSRatd XBGHS YpressiBio ofisg Ohed 'S
wth tﬁ)e "Event register signal', and wth the body~ o tlhe nessage

cont ai H? ngvVahiesxHerh thex pesasiaiaress The smesage gspeneder dlsot hindicatei ng

cont 1 20ty 1903ty YDA SRR on T0LRiabgr 2 eose0e, U
witten A non-blocking message returns immediately. The application 225
must then perform a read to the device file in the service memory 270,
to obtain a message with a transaction-ID. The application then uses
15 a 'poll' type message with this transaction ID to obtain the status of
the transaction. The message payload returned by the service
processor 275, contains the performance status and any data
generated by the service request. A blocking call returns only when
the service request is completed, either success or failure. The
20  procedure to check the result is the same as that described earlier.
The service processor 275 extracts the payload from the message
written to it, assigns a transaction-ID to the newly started
transaction, and creates a new transact struct for this transaction.
The service processor 275 then notifies the configuration manager 265
~ 25 through a signal mechanism, and the configuration manager 265 reads
the XPath expression from the service processor 275 through a
mechanism of the shared memory 505, and performs the .search on
the running-configuration 610. The configuration manager 275 then
provides addressing information to the appropriate element struct or
30 equivalent that provides return information, which is suitable for a

wide variety of services.



to the device file in the service nenory 270. The kernel then causes the
application that sent the nessage to sleep on the associated waitqueue by

using sleep-on - interruptible. 25 The choice between the two notification
met hods is dictated by the nunber of services offered tzy tﬂﬁq q@%gli ce

provi der 215 conmponent. If it offers just one service, p shoul d use the
wai t queue notification since it would sl eeping or inactive the rest of

the tine. For % service provider 215 conponent that provides nultiple
services, such'B6 a configuratiorovi manags c@ffonentodifinsr eghet errdrming

ltiple si ifieat i i iff t.Real Ti i gnal,. numb
for ench ~ caAfuratbh 6B\ SRR BhElithe: maditfRtioniomulinge 05,
such as thecepptddayithie seRfce FpHRN@ODES d&ﬁ?oﬁ@ﬁt,%.i@oﬂ—@ Is@NhdiR

decide on hgw to, request a service, and a fitst step is to devise the

appr opr i at &ftgpatthane gtesEhercanfiguraint mhoager 2GS .al§bekepps i that iald 225
is usuakly | i hj .l evel,.l. anguage, such, as Java, d ul d not
be abl e!5 t(‘)’gﬂ'\geé Eorﬁgtﬂr?egﬁganitéﬁg 18fmt°ﬁéili§cﬂg?e<grq?€n§9r pesyhale Wégﬁh‘b‘%ﬁ)égﬁng,
the appl i ceghaaged?i netéosary. MPaRBYOMkAniYBE aVbdon W iAQUL ARG fying
a transaction_ID, to the sefvice processor 275. The message par;ﬂ oad®shoul d
cont ai n t hEoBEFRFRtPARIRL XRst shewprleloon and new 10 val ues for the

par amet ers. Th%ﬂ‘[%?%%@ type can also indicate whether the request should
be bl ocki ng or non-blrocki ng. A non-bl ocki ng nessage returns i medi ately.
The applicati on<zdme>atht Ok pgAnper forma read to the device file in the
service nenory 270, to obtain a nmessage with a transaction-1D. The

appl i ch®ion t heRiR¥Es04518</iw5t ' type nmessage with this transaction ID to

obtain the staty r iQn, The nessage payl oad returned by the
service pr ocess%?ﬂé?g%bggthst%gﬁ'?%t%h%{)%?%??E?Ce status and any data
generated by thebserddase>10MIeA55<4) hbagkhse call returns only when the

service request ,js conpleted, either success or failure. The
</interface>

15 A message sent to the running configuration
/interface/ip\010.0.1.11\0 causes the running configuration 610 to be
modified to show as shown below.

<interface>
<name>eth 0</name>

20 <ip>10.0.1.11</ip>

<netmask>255.255.255.0</netmask>
<broadcast>10.0.1.255</broadcast>

</interface>

25 and the message to change to that shown below.
/interface/ip\010.0.1.10\0

Thus, the configuration manager 265 is able to rollback any

changes if they do not take place as anticipated. The service processor

30 275 uses the information found in the event field of the appropriate
element struct to notify the service provider 215 component. The

notification can be in one of three ways as described earlier. On being



20 procedure to check the result is the sane as that described earlier.
The service processor 275 extracts the payload fromthe nessage witten to
it, assigns a transaction-1Dto the newy started transaction, and creates

a new transact struct for this transaction. The servi pf%?ﬁ@?r 275 then
notifies the configuration manager 265 t hrough a si %gl Ism and
the configuration manager 265 reads the XPath expression fromthe service

processor 27 .fte[ké{]oggh a nmechani smof the shared nenory 505, and perforns
the sear chP8MIGhePY (HAS n§CEHRPI RIOKEPSROT 6260, THe cepmviemr RroddenaRaber 275

then providgsHaad{ess) ' | Lopri.a el enent _st.ruct or
30 equi val entﬁﬁ?t hat p%?\fi{%ggﬁirl g?gﬁ#ﬁg? E)Qr?srréd{]t ?oﬁgpav{ﬁi %ﬁn%gs%%ﬁ tcggltgmﬂgg a
wi de vari eglds¢ssingyiinfrmationJ bl 2065 satnd helenodrii gsitraict ONTHBNREETica65

nodi fies t r.unni configuration 610 on the, a tion that the
rmd: f : th i gﬁgv efigg‘z CQJP@:Q ué‘% IB]9€‘E1hé13§§r \}F%ekﬁgﬁ‘?% oft Sheoripreng, as

'S the sasgofpara@bheB1bNARROLerul RGOV P ALLONTEN ARG 205 al 50 keeps

the old 5 valués of the data that 1's nod I n-or

rol | back taetionhbased drf the cdstegiparahedters ahaeXaap Q:hamgeapt'ceﬂtiaﬁnh?e
runni ng con{i%ﬁlr ation 610 ﬁgss own bel ow. <interface> <nane>eth O0</ nanme>
10 <i p> 1078t 'R S3me eXacpRies itbesserviee mmpleraensetianiwill ebangecths IP

cont | gur at T RTHE B¢ Tntaa BT Hitng "efh 4 Re i ng”cont T gurati on
610 to be nodTheednfigurhtioramaaiuyer D65 W wellnie theeerviceNgrigéh20s/ nane>
10 component must update the transaction status. The configuration
manager 265 updates the status from 'No event' to 'Event activated',
assuming that there are no problems with the XPath expression.
Otherwise, the configuration manager 265 sets the status to 'XPath
error'. The service provider 215 component sets the status to either
15 'Service error' or 'Success'. Since the transact structs are available in
the mmapable service memory 270, the configuration manager 265,
and the service provider 215 component, can perform a linear search
based on the transaction-ID and update the status field of the
appropriate transact struct.
20 Earlier, a brief description of the service provider-consumer 217
component was provided, and now a more detailed description follows.
As described the service provider-consumer 217 functions as both a
service provider and a service consumer, and here a prior art
application library 235 will be used as a part of an illustrative example
25 for a service provider-consumer 217 componenf.
When the prior art application library 235 is to be used as a
component in the embedded system 200, the art application library
235 is “wrapped” in an ESI shell 240. Services that were formerly
provided by the application library 235 through an API in a prior art
30 embedded system, are now be made available as ESI services in the
embedded system 200. Hence, in this aspect the service provider-

consumer 217 functions as a service provider to the applications,



20 <ip> 10.0.1.11 </ip> <net mask>255. 255. 255. 0</ net mask> <broadcast >

10. 0. 1. 255</ broadcast> </ interface> 25 and the nessage to change to that
shown below. /interface/ ip \010.0.1.10 \0 Thus, the configuration manager
265 is able to rollback any changes if they do not ta TS

antici pated. The service processor 30 Zzg uses the informtion found in the
event field of the appropriate elenentY3truct to notify the service

provi der 215 conponent. The notification can be in one of three ways as
descri bed &H€hias theypprlieation R2ANRbDOBghothd BRI $arvides thaviare madeessor

275, th i ' t ds f he,.devi ce, 255, t
Chinin e nERALEBIDRY L (EMce SBIRAER oRRANTr DAY o s Arsicatinnt
struct. Thensebel fstrieteyireRitivil Bo Qaemwmestmfhyfaga}rgt idim*ﬂr&gggssf the

running 5 configuration 610 data structures to per e required service
action bas&¥ PsT eiahesidgdpay steseer she HESI ishell 2AQraybthnt@gaouslyi shieldist h t he

. i co tati i | | the J. P, f
The.i mart e dgiflicAIInS RaREGHT BobisHs Pattsel Bhdhe sipplictpR o iager
265 as wel R385 ddewasr deseribe@Vedtlie i o9 e%gﬂg@n%%lgﬁisg f@g%eni
u

transaction_status. The configuration manager 2 status from
'No event' atlgcatignrin the priaredrt. assuming that there are no problems with

t he XPath exprgssi | Se he confi guratipn nanager sets the
status to ' Xlga % é@?@%%' .Oq‘?ﬁgnSBF’vp&% Spﬁ’éﬂﬁeg@rm%%r'c At 22& dS¢ B

status to abtihercolﬁ?bﬁeﬁv,i af8de¢d®mow alsSUeERsdn as! Qc§e7r8ﬁ?c;[ tﬁgﬁ@%?ﬁér.

structs are_available in the mmapabl e service nenory 2

confi gl at W%ﬁ‘é@@ﬁog% agnd t $RIVieE vierspmer| déhe ZBBr{ti@quvmvﬁderean
PeLl a1 2 RoReanctoat PR A A R, 3 IR L o
of the seractieitigs)ViveleichC oS Ui bridk/ system could only be performed in
response to explicit function calls from an application. As an example,
when an application, say application 225, requires that a file be
15 streamed to a remote location, the application 225 sends a respective
service request to the service provider-consumer 217. At this point
the service provider-consumer is functioning as a service provider.
The service provider-consumer 217 then functions as a service
consumer and calls/uses the services of a network manager to effect
20 streaming of the requested file.
More specifically, as a service provider, the service provider-
consumer 217 would have registered to provide streaming services.
When the application 225 requires streaming service, the application
sends a request for streaming services, which provides the name of
25 the file and the destination address for the streaming service. The
service provider-consumer 217 then serves out the appropriate file to
the destination. However, since the service provider-consumer 217 is
dependent on the network manager for network configuration services,
the service provider-consumer 217 also registers to receive
30 notification when the network parameters change, as this would affect

the streaming service.



conponent was provided, and now a nore detail ed description follows. As
descri bed the service provider-consuner 217 functions as both a service
provi der and a service consuner, and here a prior art application library
235 will be used as a part of an illustrative exanple 25 for rvice
provi der-consuner 217 conponent. Wen t prior art appl2i ﬁalU?‘b%gﬁebrary 235
Is to be used as a conponent in the e dded system 200, the art
application library 235 is "wapped" in an ESI shell 240. Services that
were formerly efedhpyexamplp pofi eamiahild commyniGstionr degheawiBh in a

prior art : Y a ow.e.. e _avai | e as ESI .services in
t he enbedglglé sgsg%%gzéoééﬁé}nacle?sf:ﬁeﬁ ﬁbaéjlgz%?éﬂcet Féggﬁ VEQROSTEAR fer &
consuner 2tdnfmoeti¢amen asettveid, VIfCehPravbier i | CR JUN
2005 35 such as the ,agpl i cation 225. Nthoug%érlaﬁjieﬁélgla@ggr \%?gie%nt%%a%sgre

made avai PEBIRPE WHE gemirdlespr Bthemetc (3Q2tdb) 2ittetfaceheitapphildabeons,

may be £ estpi aty to_the..services of .the lication, | jbrary 235
in pri oiﬁ e%gggég%ésoﬁf{s Eefér)r%és:htehén lesﬁgmmﬁwa&m#s‘g‘ggﬁugq yS‘QHFEI d2 8 the
appl i cati omdrélebs f Beneiied! emAAusREHBY: [ BRtRBPk CRten IthRr amy nA85, as

was described earlier in an exanple relating to nemory allocation in the
prior art.CRBIAHNESHLIGR Meyien comer ethin cange ofi sierh eonstwrerk, 26y takean

active co and. c now .al so, functi.qQn as a seryvice cons r. 10 Wien

functi oni ggaggﬂga%eer(\gfi c%pecoﬁlé%ﬁr%rr , bﬁﬂ@‘”&‘é i SRPBPERFCdehY céhguhgﬁlfﬂrﬁtcan

regi ster foonagetibnndtisisetndtk sﬁrﬁ‘@hﬁﬁéfigrﬁ%ﬁ%eda&ﬁfo@&ﬁﬁtﬁll}rvw thel N @
plici u

prior systemcould only be performed in~ response to ex ction
cal I s ¥¢ onRghivepp| Teanager Aomporsaipie, acoedance appithcathon,pesgnt

applicati ofyR2Ri04 €9ui fi€ file be 15 streaned to a.renpte | Qcation,
the appli cg% i onl%Sgge{r;cdgegsh_r sg’é‘& f%mrg(ir{ﬂséé%‘?‘ggfi%&wf‘g Y‘Hétes?er’gh_ﬁe
provi der - cemrice pratilerAforisiimep R I wddld GRLY heen8tifkidels ¢ARSHEES [55
functi oni n‘g as a service provider. The service provider-consuner 2]6.l t hen
functions WHiGh oyt ¢he service provider-consumer 217 switches to streaming
over the newly configured Ethernet connection. Hence, the service
15 provider-consumer 217 functions as a service provider to the

application 225 and as a service consumer to a network manager.

ESI CONVENTIONS

Following on the above example, related ESI conventions are now

20 described in relation to the streaming service. Here, the service
provider-consumer 217 needs to know the best interface to use at a
given time, when it receives a request for a streaming service.
Conventions for ESI or ESI conventions that are adopted in the ESI
XML tree structure of the running configuration 610 ensures that the

25  service provider-consumer 217 knows the best interface. For example,
the ESI conventions would require that all ESI compliant service
providers provide services in the network section of the ESI XML tree

structure of the running configuration 610, as shown below:

<esi>
30 <network>
<interfaces>
<interface @name="eth0">
<ip></ip>
<netmask></netmask>




consuner and cal |l s/uses the services of a network manager to effect 20
stream ng of the requested file. Mire specifically, as a service provider,
t he- servi ce provider- consumer 217 woul d have regi stered to provide
stream ng services. Wen the application 225 requires strean ng service,
the application sends a request for stgeam ng services § i vi des the
name of 25 the file and the destinati onéderess for thezswygmz%oservi ce.
The service provider-consunmer 217 then serves out the appropriate file to
the destination. However, sinc&PferAGastyTibsogadeastzier - consuner 217 is
dependent on the network ﬁﬂﬁﬁjﬁ;&cePor networ k configuration services, the
servi ce provi der - consUptarfaLe®>al so regi sters to receive 30 notification
when the network par &newtes® change, as this would affect the stream ng
service5 36 2 0 JUN 2005 cedmgteser the exanpl e of a nobil e conmmuni cation
device, which initially uses a CGeneral Packet Radio Service (GPRS)
connection to a commni cajl,gpetwork. |f the nobile communication device
is also equipped w E'/}oﬁt Jeless Ethernet (802.11b) interface, it would be
5 advant ageous L@Ltﬁ’hﬁom I'le comunication device to switch to a wreless
Et her n?(ﬁ cgrmuni 8" het wor k when the mobile conmunication device comes
W thin angéesd? such a network, to take advantage of the hi gher bandw dth
supported by the Ethernet connection. This network switching is perforned
aut omat i caPlghpiresriructursswyokldnana gee-definedenid willadbe ahdapeadent hft he
present ipventign, as it sets.up the required IP interfaces and routes.
The servi eb?’e‘ﬁ?ﬁ’eﬁn-sté%%?éhﬁérthfﬁcvo%?&NFW% PBavider igameBonERAts fer EBE, at
whi ch poi nftedfithRr YueSnidteNMd. = £an 1 e treamn over
the newy corg“tiﬁb gur egh%t hertgiééf dggl’lnéli‘gcéWﬁetﬁeﬁfcg%ﬁ%%@&%e@e&%%‘por%m '
provi dbY - cepvelepere 1devalopt aovariaty afssemiice provideterconepbhentsipRhiegat i on
225 and as &_V?gévlgce. onsuner to ,a network manager. ESI CONVENTI ONS

s rovider component developers are ‘encouraged not to break

the pre-defined hierarchy of the ESI XML tree structure of the running

configuration 610. ,
Again, following the streaming example described earlier, the
20  service provider-consumer 217 would expect to find the interface
definitions at /esi/network/ interfaces/interface in the ESI XML tree
structure of the running configuration 610, and the service provider-
consumer 217 then registers to receive notifications at that point in
the ESI XML tree structure of the running configuration 610.
25 It is also possible to use search expressions such as

/esi/network/interface/ interface[@name="eth0”] to select the

appropriate interface.

PASSIVE NOTIFICATION

30 Alternatively, the service provider-consumer 217 can register for

a passive notification of changes in the interface setup of the ESI
XML tree structure of the running configuration 610. Upon
registration, the service provider-consumer 217 receives a
transaction-ID on its next read from the ESI device. In order to check
35 for an event at this location, the service provider-consumer 217

occasionally writes poll messages with the appropriate transaction-ID




Fol I owi ng on the above exanple, related ESI conventions are now 20
described in relation to the stream ng service. Here, the service

provi der-consuner 217 needs to know the best interface to use at a given
time, when it receives a request for a stream ng service. Conventions for
ESI or ESI conventions that are adopted in the ESI XM 2t§ bJis28Bhct ure of
the running configuration 610 ensures t8t the 25 service provider-consuner
217 knows the best interface. For exanple, the ESI conventions would
require thae thel EEbHevimepleirahbnstie nekt read@vister thed BB devissr Yheasdm t he
net wor k sec%\j}lon ?f .t he gil XM_ tree structure of the running configuration
610, as shiWnbelBigecredf Bot-dpiggaredloisk senti back face> messaged, athereby

@ane=" et h?i%Bvid‘fﬁ%hﬂtﬁfP&atiﬂE‘.et mask></ net mask> 37 2 0 JUN 2005
<br oadcast ></ br oadcast > <?| nterface> </interfaces> <routes> 5 <route>

</route> </ rolthesprosemétimvelntiori Gis<kestPibSUCProviges & IdvehpbREnMBasddar e
endent of _the inplenentation of the actual

gre(ravfjgfeé B?gg}a@%&l\@o%ﬁg@{] gﬁgﬁ)ruﬁq’fe an &b which pextemstserthe whocept ofari ety
of servi cenp(g(gyﬂaqlﬁg &og;pggjﬁgctléo&ieeyg}eq.p_ers devel op a variety of service
provi der conponents, these “service provider conponent devel opers are
encour aged not This liseakcotiydigitett dgf |aneseivi@isargidved| céRpristhgX¥eriicge
structure 48I)nglgrenerrucr:]onrln?)%nents that use services; service provider components
that provide the required services, and a service manager which
10 performs the role of a central service authority that regulates the
provision of the services between the service consumer components
and service provider components. An extensible service interface (ES])
is defined, which enables communication between the service
consumer components and the service manager component, and
15  enables communication between the service provider component and
the service manager component. The ESI provides an abstraction layer
between the service consumer components and the service provider
components, and the service manager component, where the service
consumer components and service provider components do not need
20 to communicate directly with each other. Instead, the service
| consumer components and service provider components need only
communicate with the service manager component via the common
ESI.
This advantageously allows the ESI components to be modified at
25 run time, allowing a change in functionality of the components to be
effected without the need for re-compilation or re-integration, thereby
supporting a component-based system. _
Thus, the present invention, as described provides a component-
based embedded system and method therefor, which overcomes or at
30 least reduces the abovementioned problems of the prior art.
It will be appreciated that although only particular embodiments

of the invention have been described in detail, various modifications




configuration 610. Again, follow ng the stream ng exanpl e descri bed
earlier, the 20 service provider-consuner 217 woul d expect to find the
interface definitions at /esi/network/interfaces/interface in the ESI XM
tree structure of the running configuration 610, and the service provider-
consuner 217 then registers to receive notifications atZthﬂszﬂ‘t in the
ESI XML tree structure of the running c3®figuration 610. 25 It is al so
possible to use search expressions such as /esi/network/ interface/

i nt er f ace[ @ahinpeovdhintocsalissndde byeR 5aBbhasieilleat B tBE CartPARTE
NOTIFICATIgy 30.Alg§rnat|vely, the service provider-consuner 21/ can

regi ster f&FPaRLPESIEPTE theiscopet tie presenmipserntion.ne i nterface setup of
the ESI XM tree structure of the running configuration 610. Upon

regi stration, the service provider-consuner 217 receives a transaction-1D
on its next read fromthe ESI device. In order to check 35 for an event at
this | ocation, the service provider-consuner 217 occasionally wites poll
nmessages With the appropriate transaction-1D 38 2 0 JUN 2005 to the ESI
device, and on the next read fromthe ESI device, the event status
(triggered/not-triggered) is sent back in the nessage, thereby providing
notification. The present invention as described provides a conponent-based
5 enbedded systemthat uses an ESI, which extends the concept of

nmodul arity to the object code level. This is acconplished by a services
nodel conprising service :consunmer conponents that use services; service
provi der conponents that provide the required services, and a service
manager which 10 performs the role of a central service authority that
regul ates the provision of the services between the service consuner
conponents and service provider conponents. An extensible service
interface (ESI)




i s defined, which enables conmunication between the service consuner
conponents and the service manager conponent, and 15 enabl es comruni cati on
bet ween the service provider conponent and the service manager conponent.
The ESI provides an abstraction |ayer between the service consuner
conponents and the service provider conponents, and the service nmanager
conmponent, where the service consumer gpnponents and serV|t§&§ vi der
conponents do not need 20 to communicate directly with datn | nst ead,
t he service consumer conponents and @ r.vi ce provi der components need only
comuni cate with the service manager nent via the common ESI. This
advant ageously allows the ESI conponents to be nodified at 25 run tine,
allowing a change in functionality of the conmponents to be effected w thout
the need fdr reAcmmbéddedsysienyempiisiggati on, thereby supporting a
conponent - based system Thus, the present invention, as described provides
a corrponent- badk %ﬁb‘é@l‘él(ﬁ?%@@tléfrﬁ%iﬁf fast registeriag dooProvige @ leash ebfes or

be appr e, SPRACTRAE & (BROR Bnve) vsar Brelbar EBethindt e S Flaen S qutstnt | on

have been d@%‘dlhﬁé@dwﬁﬁ et & leasy 6hb0$l§rvi@5%d'fcf>r' ﬁé‘\hhﬁr{ﬁe@ 1Babt kBl s&Pfleeand
i nprovenents can be made by a person skil in the art without departing

fromthe speﬁermedtaied ;ﬁmre;smvtdmgmmnf@manm Qatisnimdzating Uhe J@0lrmanse
enbedded s%gﬁh g{ n;)rl sin at |east one service provider for registering
to provide YAeeSIANe SYVSEr vi ce, the at | east one service provider for

vy, e’ ) SR By BORREF O SR GFRCORRIN . 107
st at us1o ndsepicenequisstpiar ftios anl"east one service, and for receiving the performance
' status; and
at least one service manager being operably coupled to the at least one
service provider and to the at least one service consumer, the at least one
service manager for receiving the one of the plurality of service requests from
15 the at least one service consumer and for providing the service request to the at
least one service provider, and the service manager for receiving the
performance status from the service provider, and the service manager for
sending the performance status to the at least one service consumer;
wherein the system further comprises at least one service provider-
20 consumer, the at least one service provider-consumer adapted to function
substantially as the at least one service provider when the service request is
received from the service manager, and the at least one service provider-
consumer adapted to function substantially as the at least one service
consumer when communicating the one of the plurality of service requests for

25 the at least one service to the service manager.

2. An embedded system in accordance with claim 1 wherein the embedded
30 system comprises at least one user space and at least one associated kernel

space.



of the at |east one service; at |east one service consuner for
comuni cating one of a plurality of 1o service requests for the at |east
one service, and for receiving the performance status; and at |east one -
servi ce manager being operably coupled to the at | east one service
provider and to the at |east one service consuner, the at |east one
servi ce manager for receiving the one of1the plurality @f(skii208h r equests
from 15 the at | east one service consunmer and for providing the service
request to the at |east one service provider, and the service nmanager for
receiving the performance status fromthe service provider, and the
servi ce maager Aroembeeidddngystdr ipeddodrd@mse withaditpn PowhBRiRithé @A3éagine
service consuner; wherein the systemfurther conprises at |east one service
provi der - POeERvigAdTOvidee camprisas at taast vaedeardce poovider maoagenisr thadatpt ed
to function ubstantially as the.at Ig@S&aone service provider when the

r

service re tONG USEE SRAREy Wherdin e ASk ORgnaBRYICe RRRVIERE MANAY st one

Servi ces Pr ayAriRfes themnt i cRd@RiRde L0 function substantially as the at
| east one service consuner when conmuni cating the one of the plurality of

service requests for 25 the at |east one service to the service manager.
2. An enbedded systemin accordance with claim1l wherein the enbedded 30
syst em confri sednagmbeggedaivstersdn agsecdangaiwith claiss 8 wherein dbeiadteastker nel

whar e ot @ UaE Provier (RneM BEMASes HElaR hhe PSRRIV Bt lnEdhR. 7 cc
provi der manRgRt oh8 Kehteldpacs et whBRRiN H6S aflléﬁgﬁené"@@ﬁlﬁir &Uﬂeﬁﬁrikﬁﬁ\%t one

service provider manager 5 manages the at | east one serVice.

embeddédl sgoupledte cypmuninate wiiht thecatdeasBondseriice praviddr maasger iorthe
service proyjder further conprises at |east one service provider driver in
the at |e§ﬁea§§18nﬁéﬁsﬁéﬁp%ﬁce, and wherein the at |east one service

provi der driver is 1o coupled to communicate with the at | east one service
provi der nmanager in the at |east one user space. 5. An enbedded systemin
accor dancebw t hAn aimieddedrdyistam dorgocbosdemnaogt with claim 4 further comprises at

least one hardware space, wherein the at least one hardware space comprises
15 at least one device for providing the at least one service, and wherein the at
- least one device is coupled to communicate with the at least one service

provider driver in the at least one kernel space.

6. An embedded system in accordance with claim 2 wherein the at least
20  one service consumer comprises at least a first service consumer component in
the at least one user space, wherein the at least the first service consumer

component is adapted to provide at least some of the plurality of service
requests.

25 7. An embedded system in accordance with claim 6 wherein the at least
one service consumer further comprises at least a second service consumer
component in the at least one user space, wherein the at least the second
service consumer component is adapted to communicate the one of the
plurality of service requests for the at least one service, and is adapted to

30 receive the transaction performance.



| east one hardware space, wherein the at | east one hardware space conprises
15 at | east one device for providing the at | east one service, and wherein
“the at |east one device is coupled to comrunicate with the at | east one
service provider driver in the at |east one kernel space. 6. An enbedded
systemin accordance with claim2 wherein the at |east 20 MNEZQ% vi ce
consuner conprises at least a first serypce consuner conponent in the at

| east one user space, wherein the at |east the first service consuner

equosts. 55 7. A CERSRRECHT Bt 1 ERRbaR A RUBo b e ML 8
at |east ome MM@%aﬁQ?@NB&h fige$ Bele20BPlirst 86nide h%égeﬁcérﬂﬁéﬁé'ntslﬂr vice
consumer conponent in the at Peast one user space, in the at |east

t he secondtheeatvilamstconeuhementosnmmndl at ddapt ed secondnsemiceaneandgerone of
the pluralit i ce re uests for the at |east one service, and is
adapt ed toco§ﬁ) ilr\/ etq,;ée@s,. HNEMIGT SRR f or mance. 42 2 0 JUN 2005 8. An
enbedded systemin accordance with claim2 wherein the at |east one

servi ce manager conprises at least a first service nanager conponent in

the at | ea®t on@rkembelddspagsteanih aicor@@sde with eRMNB GAEMIS ehaBNaES the
conponent in the at |east one user space. 5 9. An enbedded systemin

accor dance tht%f‘dPglmﬁ@Qﬂﬁ@ﬂmWn@ﬁélmﬁhelééé%aSttOIm@ kefrhelsspasecompsisganager
conponent in the east one  kernel ﬁ? corrpr ses: a.service rrem)dy for

storing at | easta %%’C&WN%Y dn¥togne W%ﬁf@e aRnfigHeation Rroyideds ne
Ser vi ce pr qyitegTat it @ BLIRbIIARY dUIRS Sdls hhforRy | ABRIINGTA ledsk o Vi ce

configurati On conprises at |east a notifi on specification an

per f or manceesviae wonfignraticm comghisest anichst apnot'rﬁicr.ﬁtimg\ specifivatom aadubst
notification in accordance with the notification specification to the at
| east one Q@F'J\S’f@@m%?{ﬁﬁ‘%er 15 a conmmuni cation sub-system for receiving

the one of the gluggbhi-¥uBystem for providing a service request notification in
accordance with the notification specification to the at least one service
provider;

15 a communication sub-system for receiving the one of the plurality of
service requests from the at least one service consumer, and for receiving a
request for the performance status from the at least one service consumer and
sending an updated performance status to the at least one service consumer;
and

20 a service processor coupled to the service memory, event-sub-system,

~ and the communication sub-system, the service processor for facilitating
storage of the at least one service configuration from the at least one service
provider in the service memory, for monitoring the at least one service
configuration in the service memory for updates to the performance status, and

25  inresponse to the communication sub-system indicating that the request for the
updated performance status from the at least one service consumer has been
received, the service processor providing the updated performance status to the
at least one service consumer through the communication or event sub-
systems.
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service requests fromthe at | east one service consuner, and for receiving
a request for the perfornmance status fromthe at |east one service
consuner and sending an updated performance status to the at | east one
service consuner; and 20 a service processor coupled to the service
menory, event-sub-system and the comunication sub-syzqggUNtQmﬁservice
processor for facilitating storage of e at | east on rvice
configuration fromthe at |east one service provider in the service

menory, for, nonitori the at | east one servjce _configuration in the
service mendry memﬁggﬁ%&weﬂh@ W&W@n‘ﬂﬁh slaim & wharadn the atjepgidhgnse to

the communigegt ééWic%%'aﬁéi@%nZ eg@%@h%ﬂ[ i thd BfledstBn gﬁég%rs%prg ;%érﬂgrelshéﬁo gat ed

performance status from ["'east one service

recei ved, tchafigematbnenanagassoupled e tith senideemeRttry 96r RRNBGINGEA pRuralitgt us to
the at |east one service consuner through the conhuni cation or evenft sub-

systens. 30fseyvipencootigumtions, whereimdtideat $sasteomé rseavicer dankiguratioh cl ai m

9 wherein the at least .the first service nager component in the at | east
one uselr5 spa ”38?719(‘?5%@%pl%ﬁ%i%&?&f‘?%ﬁ"%\‘é&@”%oupl ed to the service

menory for managing a plurality of service configurations, wherein the at
| east one service configuration 5 conprises one of the plurality of

servi ce confli guramietinsl fot an elnbeddetisfsiemaroneprizintgi e stgps o conpri sing the
steps of: ag provi ding at | east one service provider, at |east one service
consuner, 2nd Rfovidipgratdaastaneisesvige PagdtendtigasipenaBrivie apnswmes t he

at least o i i QY Q0 t | eas e,servjc nsuner ;
) the at FogAt SRS $he SeRiEd iadt hofaiedly iR RO Ay R oper o
particubar sefliod providertdng taithé @ fdash Bc $eHEE BodAger ;. €) the at |east one
servi ce manager communi cating the service request for the particular

servi ce tob)he #he atlgest one searica eenguroer emmupBatipgteneersicel requestdoea
service prﬁéh%%farcs%%gitg%i ng a tnoti fication to the at |east one service
manager : a e alrleast one service manager;
C) the at least one service manager communicating the service request for
the particular service to the at least one service provider;
15 d) the at least one service provider communicating a notification to the at
least one service manager; and
e) the at least one service manager communicating the notification to the at
least one service consumer;
wherein the step b) further comprises the step of the at least one service

20  consumer amending data of the at least one service manager.

12. A method in accordance with claim 11 further comprising the step of the

at least one service provider registering to provide the particular service, prior to
25  step (c).

13. A method in accordance with claim 12 wherein the step of registering
comprises the step of the at least one service provider communicating a

registration message to the at least one service manager.
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e) the at |east one service manager conmunicating the notification to the
at | east one service consuner; wherein the step b) further conprises the
step of the at | east one service 20 consumer anending data of the at |east
one service manager. 12. A nethod in accordance with cl.ai él @rther
conprising the step of the at |east one service provi aeﬂr]b gi?- ering to
provide the particul ar service, prior tg 25 step (c). 13. A nethod in
accordance with claim 12 wherein the st ﬁ of registering conprises the
step of the at |east one service provider comunicating a registration
nmessage to the £ Medkedoie aeeandeaceander cladm 213 Wwheredoosheastep of

nmet hod in J ith claim.l3 wherein the step,of , co ni cating the
Fegi st rati SeidREEEnY sh3 BuBLRRE UREHAGT coptuReshg sted Teeeiine S o
plurality edadtyip@sof plﬂ?‘éllt{/ bf Blp81bf n@tiﬂ%ﬁdﬁ. met hod in accordance with claim
12 further conprising, after the step of registering, the step of the at

| east one service nanager determning the particular service is provided
by the at | east one service provider. 16, A nethod in accordance with claim
11, priér tle- st épmedhod inagperdagee wath ¢lgimilgfusther gemarisingagftepihe stépvi ce
provi der previdi.ng. cul ar service. 17 . A nmeth in _accor. W th
oy vt et PIYERIHAQ SHBHEb "4 e, PR el dory e Bl et BoRGG AR S

provi di ng tpagtiduddridetvicalis proWdeEbtid adeabeshd Sarvickpréfideft Met hod in
accordance with claim 11, prior to step (d), conprises the step of the at

| east one service provider determning the particular service cannot be
provi ded. erein step, of

19., A nethod in accordance with claim11,
rending 06mpr A BTN 1 ASBodRRSRITHE SIaly Theptharta Side (dh cruthiirs e
accor dapce sydg 6 ket dst ond & i | i Wi&s the step of
provi di ng g ;?redefi ned Xlgat h e@gggéﬁgﬁ%rfg%&ﬁ% Brr%tnﬁglgplg% accordance with
claim1l, wherein step (c) conprises the
17. A method in accordance with claim 11, comprises the step of the at least

one service provider providing the particular service during step (d).

15 18. A method in accordance with claim 11, prior to step (d), comprises the

step of the at least one service provider determining the particular service

cannot be provided.

20 19. A method in accordance with claim 11, wherein step of amending

comprises the step of addressing the data.

20. A method in accordance with claim 19, wherein step of addressing
comprises the step of providing a predefined XPath expression.

25
21. A method in accordance with claim 11, wherein step (c) comprises the
step of the at least one service manager determining that data associated with

the at least one service provider has been amended.

30 22. A method in accordance with claim 21 further comprising the step of the

at least one service manager communicating to the at least one service



step of the at |east one service manager determ ning.that data associ ated
with the at |east one service provider has been anended. 30 22. A nethod
in- accordance with claim?2l1 further conprising the step of the at |east
one servi ce manager communicating to the at |east one service 2 0 JUN

1, 0105 45 provider that data associated with the at |east Dfelliibrdibte
provi der has been anended. 23. A nethod in accordance 'with claim 22
wherein the step of communicating to t#4®2 at | east one service provider
that data associated with the at |east one service provider has been

amended conpoviges tidiaih epsetiaed it e af Rasebnb 8alicO MoviBEY he§ bRBAVI der
using a pre-selected one of a plurality of types of notification. 10 24. A

met hod i n &medeshce with claim 11, wherein step (b) conprises the step of
the at | east one service consuner communicating a notification request to
the at | east one service manager. 25. A nmethod in accordance with claim 24,

wherein th te C { [ ot 1,£i cat,i,0 S opprises the
step of spgzcs?f y?‘ngﬁjﬁtﬁa dawoﬁggb?gn 'Q] c%%%n%gaﬂg@geﬁxﬁnhl%ag% oogcur S
to datasof cohmaticht@sto fHeeat lgsswérceeséﬁlwgﬁbvidaﬁtha‘bdé% Resbdidtea RO tHBNCE

wi th claim?25, wherein determ ning when 0 change occurs to data of the at
| east one Sdladst engwmedayjoe proviger bas bebtr amanuedfcanheriss theasep oheotifgingi ce
manager detﬂ%ﬁrr’qpi ng t hat data of .the .at |east one, K service mana%?r has been
arended. e at least one service provider using a pre-selected one of a plurality of types

of notification.

10 24. A method in accordance with claim 11, wherein step (b) comprises the
step of the at least one service consumer communicating a notification request

to the at least one service manager.

25. A method in accordance with claim 24, wherein the step of
15 communicating a notification request comprises the step of specifying that a

notification be communicated when change occurs to data of the at least one

service manager.

26. A method in accordance with claim 25, wherein determining when
20  change occurs to data of the at least one service manager comprises the step

of the at least one service manager determining that data of the at least one
service manager has been amended.




