1 MESSACGE SEND QUEUE REORDERI NG BASER ON PRI ORI TY FIELD OF THE | NVENTI ON
.The present invention relates to a nethod and systemfor reordering a
nessage send queue based on a priority of the nessage to be sent. 5
BACKGROUND COF THE | NVENTI ON Mbbi | e devi ces such as wi rel ess comuni cati on
devi ces providing voice communi cations, data comunications or both in a
W rel ess communi cati on network are increasingly prevalent in nodem

soci ety. Such devices may al so provide additional personal digital

assi stant (PDA) functions such as a caljendar, alarm contact lists,
calculators, etc. One 10 conmon feature of such devices is a Wrld Wde Wb
browser faqm:ss.mmmntmwmommmaﬂnomrmemwsuch as those made
avail able through an intranet or the public Internet. During a browsing

experi ence, %D%nfi@gl res web page data to reader the web page on
a di splay b browser formul ates requests for data using
a 15 protocol such as the Hyper Text Transfer Protocol (HTTP) for
requesting 'ﬁatpms&ntomeanmmblatep ggemstécd/md system gorvigqrdiring ¢ meRssage ssnd ghR¥er equest s
and respon es. Al e &X)ﬁ cﬁ']th cs%ed bet ween the wirel ess device and
the web pa ées IpVé) oug er rredl ate server providing gateway
services, bridgi ng comrunl catl ons between the wirel ess network and the
net wor k Sof BAGKGE P Ty POMe gat eway receives the requests from
the wirel ess device and forvvards themto the web . server for service.

Responses ot d3Gic e & Witdiesd bonm G E detides phRididd Wilkdlcodnfingatmed for
comuni cation to the wireless device. To obtain the data for, a sjngle web

page, a br clife FONEUEEations Pgdath W2 (Tals? FOmEPRIcARDenetY A ATS RS ASREN s t |

Cccasi onal | yavafenf GSROASE sbéty.ooh (Rides BAHASE plovide QbR pEﬁorﬁB diz@iglei ved 25
and processed before the response for an earlier request is fully processed

by the wi r etstisant (FBM) &m‘lWFeWCE de A caleatascherm \ondaet pisise Frigrlqtors et to the

server yhi | Suilif eAREBMLGAEHRRs &f a WHRSWRISRH Brodterdadilityafhefdguagtr may be
pending or In progress, the gateway sends any data drat it has in.its send
queue unti |masheavigsts veb PaEsH el s éhGSF Frade pyadlable frguabsn intaned, ALhe PURfic As g

result, thegyueh, browser is delayed in receiving the response. to

During a browsing experience, 2 web browser acquires web page dafa to render the web
page on a display of the device. The web browser formulates requests for data using a
15 protocol such as the Hyper Text Transfer Protocol (FITTP) for requesting data from a web
page server. In a wireless device, the requests and respomses are typically communicated
between the wireless device and the web page server through an intermediate server
providing gateway services, bridging communications between the wireless network and

the network of the web page server.

20  The pateway receives the requests from the wireless device and forwards them to the web
server for service. Responses from the web server are received by the gateway and queued

for communication to the wireless device.

To obtain the data for a single web page, a browser is often required to formulate more
than one request. Occasionally, a response for a second request is required to be received
25 and processed before the response for an earlier request is fully processed by the wireless
device. When such 2 secondary HTTP request is made to the server while the
communication of a response to an earlier request may be pending or in progress, the
gateway sends amy data that it has in its send queue until the entire response of the first
‘request is completed. As a result, the web browser is delayed in receiving the response to -




2 the secondary request until it receives the entire response to the,
earlier request. By way of an exanple, a browser of the wirel ess device may
encounter a JavaScriptT®' source or cascading style sheet (ess) reference
in a response while | oading a web page. Such references require i medi ate
action. The browser is required to fetch the data for the 5 reference, via
a second request. It is also required to pause any further rendering of the
page for any response data it may have until the new reference is

conpl eted. However, the send queue of 2he gateway nmay contain the

remai nder of the response to the first request while it receives the

response t Qhd £8oRAEABELEQMUES tecciPeiHe EHIRIREpOBRED Meatiftr AGEAE dance W th
first in first out (FIFO rules. As such, the gateway puts the response to

t he second 10 request at t| end its ueue for sendin

conpl et oo e vREALRR G BHPIG ATPRET o thes Bt Ge%ee d “SiunRha IR Fi o
operation IhsBm&e QH CakCadify stﬁlelsmsemgcse)e&ﬂﬁmfeudampbﬁg vihile QondiRsd wetbpage. it 1S
apparent there are situations were a erent_orderin nj cations
rrg{;be requ.ﬁuehfe AFRsSS rauE eesh %?@Q&%é’“ﬂé‘&h‘?ﬁ%ﬁ“ﬂ?&é@% ng‘#

itself Gom&fe&ase %id £E@hed eRuéeau rsrmra;gmgmdb Pakscatl f@her kdaerd@ (Fythe

experi enced ma e 15 further conpounde result, a satisfying user
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(TCP) level and, as such, does not order, i.e, reorder data already
placed in tifelf semppess Trlsens scwWing Fueadinte action) thej dslaytFperisacyy MAH PR of
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need for a nethod and system whéreb y irst ‘device (e.g. a wireless 30
handhel d' deopding mesarpear do lengihebwheningompleie scacene ageliplayed whilewyHes evi ce

(e.9. a W rfysfRfal data.

WO03085934A1 discloses a method of transferring additional Hyper Text Mark up
Language (HTML) code objects from a server to a client device in response to further
20  client device requests initiated by the presence of the additional objects in an HTML code
object provided to the client device by the server in response to a first request. The server
determines the priorities for the additional HTML code objects among the further requests
from the client. The server then delays or forwards each additional object in dependence
on its respective priority. The method disclosed in WOO0308934A1 operates at the
25  Transport Control Protocol (TCP) level and, as such, does not order, i.e. reorder, data

already placed in the server’s message send quene.
A solution to onie or more of these shorteonungs is therefore desired.
SUMMARY

Therefore, there is a need for a method and system whereby a first device (e.g. a wireless

30 . handheld device or mobile station) may send & request o a second device (e.g. a wireless:



3 gateway server or other server) for response data having a higher
priority than response data for an earlier request which is stil
transferring to the fast device fromthe second device. Further there is a
need For a second device (e.g. the server) to process the oprioritized
requests accordingly, inserting the higher priority response data into a
content 5 streamthat the second device is transmtting to the first

device, pre-enpting any earlier |lower priority response data that nay

al ready be queued. Accordingly, the pregent invention provides in one main
aspect a nmethod of ordering a nessage send queue in a server sending

respective response data,to a W j | YikC@ah Resp@sponse to
L o

met hod conpdiif i stofhictpis r 0 a
first request in L he sgd Queue ARd SELLAl Litid ANSThd Lhblh W grdlakant n said
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second r equesker pRofith@eshride dspd eldemandaddpbe @enddeast some of the data

conprising the response to the first request still in the queue and
serially transm.ttjng the data i.n sal Pz olidEStRaRe devi ce.
Pref er abl y, AGCTHEE nﬁ&dﬁ?sgntam‘r’\eélgan gdr"%r?%ﬁ?lg'ﬁ ﬁemﬁg&eelksag? priority. a
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relative priority (e.g.: x-tinpriority-r - e
priority i ndF%&?qeé?laﬁﬂ%f‘?qﬂﬁstté“ e@%“éé\‘f\é’f asgg%fa{l]lyr%#‘rg{tﬁléglg?gnsggga{? for the
r eques{_ SO tdadile tbhaehm'gpmf I icdpieeibiog d;attheomgnp' s s TApese &s 2 gecond P, o
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or dinary, ski[T 10 fhe ask, BR0.E5 QESCRETIPY i T BRAY M omprising e

response to the first request still in the queue and serially transmitting the data in said send

queue to the wireless device.

Preferably, fo accommodate a need for multiple levels of prionty, a multi-level priority
mechanism is desired whereby higher-priority responses pre-emipt any lower-priority

20 responses in a response quene.

In aceordance with an embodiment of the invention, an HTTP header for a send request 1s
adapted to include a priority indication of the reguest's relative priority (e.g.. x-mim-
priority-request "priority number"). The priority indication instructs a gateway to order the
response data for the request so that the response data for the request arTives at the

25  reguesting device ahead of lower priority response data that may be in the gateway's send

queue.

These and other aspects including ome or more method aspects and computer program

product aspects will be apparent to those of ordinary-skill in the art.

BRIEF DESCRIPTION OF THE DRAWINGS



3a I'n order that the invention may be readily understood, enbodi ments of
the invention are illustrated by way of exanples in the acconpanying
drawings, in which: Fig. 1 is a schematic diagramof a system architecture
i n accordance whir an enbodinent of the invention; Fig. 2 is a detailed

di agram of a preferred w rel ess conmunication device of FIG 1 in
accordance with an enbodi nent of the invention; Figs. 3A and 3B are

fl owcharts of operations of a mobile device in accordance with an

enbodi ment of the invention illustrating a nethod fox including a priority
with a request for data; and Fig. 4 is an illustration of a wireless

gat eway ser \i%rdeflttﬁf:meﬁmﬁﬁ& Mhyf be &ﬁdlﬁ;fmﬂGﬂsﬁBﬂltcn&denﬂeﬁls of théafNehtioh artPETAI LED
DESCRI PTI ON _FI G is a schematjc illustration of an hitecture for a
syst em 100 |1W5%%Pﬂa’ﬁtefw{nﬁleéﬁth‘°e‘ﬁﬁ%‘ﬁ%ﬁ‘g dgpvingsan; ntion. System 100
conprises a wireless communication device 102 coupled Fox communicating
wirel essly wig N iga\Hegla6 Siaf@inWTalsystéid aklitaid medcdifande with af embatimean.

Wrel ess netvvork 104 may conformto any of the w rel ess network

t echnol ogi eSTHISAYREBcol s capabl e of supporting data conmuni cations
including cellular, wde-area network, GSM GPRS, CDMA, i DENYM MbbitexTM
etc. 4 Wrikless a:mmaimdnoaf d@ﬂmdlﬂ&ldss cataptiedioh aevivebf BiGsinng and
i s capabl e of end HTTP re s. for, web page data and receiving

r esponses tﬁ@? BH%F??PWﬁmnggg %ﬁggmﬁﬁ?a through wirel ess network 104 in
accordance with one or nore protocols inplenented by the network 104.

Wrel ess netRigs BAL®A 3Bsart divtvilerts of opératibns of & Srabdedevircimtdeonrdange ithiape| ess

gateway server 108 praoyidi ng. i Wiy el ess
devi co 102, Frotmentide el T RoE AL 6B} KRRl iy b & Pt
configured Hetdangaad firewall 106 well-known to those skilled in the art.
Though not shown, internediate wireless gateway server 108 and w rel ess
net wor k 104 | I'itSHC R

retuor k108 T T Ul P LB g P BcDRUL SRR
a Bl ackBerryHMﬁlanprl se Server or a w reI ess access - protocol (WAP)

gat eway.

DETAILED DESCRIPTION

FIG. 1 is a schematic illustration of an architecture for a systeyn 100 in accordance with an
embodiment of the invention. System 100 comprises a wireless communication device
102 coupled for communicating wirelessly with a wireless network 104 symbolized by a
base station, Wireless metwork 104 may conform to any of the wireless metwork
tectmologies and protocols capable of supporting data commumications including cellular,
wide~area network, GSM, GPRS, CDMA, iDEN™, Mobitex™, etc.



Through wirel ess gateway server 108, wi reless device 102 may be coupled for
-communi cation over a network such as the public Internet 110 or an intranet
112 to a content server such as web servers 114 and 116. IS In the
illustrated enbodi nent of this invention, the wireless device 102 sends an
HTTP request (i.e. a GET) for service by web server 114 or 116 through the
‘firewall 106, to wreless gateway server 108. The w rel ess transport
gateway is configured to provide access (i.e. HITP connectivity), which is
preferably secure, to Intranet 116 and 4he public |Internet 114. The

W rel ess g server. 108 t r & ot ocol
transl ation \é\ﬂ[ Gt Gat? zjigﬁe#\?\%éﬂb?ﬁse a\‘5“\,13%:?t e %g?%n%oﬁgg%gﬁ%gE%ag%)tl onal |y
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wi rel ess gat ewa convert and s dat sSses
cont ent servgfong%%%mﬁmlﬁ Clesy okiﬁfm 4D an?‘%‘g&é’p‘% |%§ I on re5| dent
on Wi T el esSnficeesdl 67, thatievays 104y Wiekkonamads o i firter glahdonot her

data functions tqQ deliver, onte t to ha in,an efficient and 25
appr opr i At eCOTPRIAFAOR G LIV e@%ﬁe%eéﬁggprq%ﬁ“grd& QLIRS &4 Bhs from
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file) is resudcvﬂ,eﬂltérmemm w:gaése\gaywiﬁsew&rhmsgaae:wespmewleso4 kay besponse 30

data for the appropriate rel e§§ p]g ? Iess net wor km]804 The
gat eway 108PYhliE gelay fd 3 RERY OGRS 2 &‘ﬁ ’Et eés BT S°F8T Mi°d8¥or di ng
to a prefocgbusd thhe Wi BhRE&Sto Q@lﬁ&Blﬁm‘yWEﬁc@ﬁMSéwauer fovirdt@smescat i ng
to the wreless device 102 via the firewall 5 and network 104. In

accordance Bﬁ"?ﬁﬁ“tmrﬁ‘:’é@@(ﬁl’ enbodi ment, the w reI ess device 102 is adapted
to include in an HITP request a priority indication for instructing a
priority hammbhglg vﬁ;&ldshegamtawawer HI8, I\aaaﬂtssfdnvicsom mexyubstwuplad fael |, the
gateway i s adapt r|0r|t| e e f

accor dance FA"HAMT 0151’} Grt B ggr l%ﬁ?e&le rbﬁ%?“w e gaq-ena's‘vigi}gfﬁ‘tggg%t&a FIG 2
is a bl ock ghinagit astver bhdhsit eb ssrgeramtlaﬂﬂdm ment of w rel ess comunication
device 104 conmprising a nobile electronic device 200 including preferred
enbodi ts, of t Ofp,at Calirerp Mobile
el ectro ? h‘e@‘f‘l us?ﬁtﬁg%ﬂ%p}rﬁe tg’? a I&%\'RK){lle MFe\;\nc%?g%‘gggsma%géﬁ oni c

comruni cat i equeeiece GER)i fog savicd bﬁs&teb\scmvclellalnot 1® wWeough tenfrawilt 409, 4o
capabilities. Nbbile electr dev:g1 e pllity
to comuni cXEEH B epeﬁgﬁ% er syg é%s?'ﬂ%nh %eﬁé n%éeérg?ltﬁ%&gﬁ ng on
the specif a@eisl{mmmomnqcupnc)whieldgs prdferabily seduess to gvmiet élhand Tb@?ﬂ’ﬂéﬁ erred

2 coll ol ar PUPEInRe WP HES coat B oI oY RCGSY, BB enfiTY UL

appl i ange, piotooli@inalatianTamineatataoietwienithe wirksss 408 Bxwiypirks Optionally and
preferably for handheld wireless devices such as d:vice 102, the wireless gatcway may

convert and process data that passes between a content server, such as web server 114,
116, and an application resident on wireless device 102. Gateways may perform custom
filtering and other data functions to deliver content to handhelds in an efficient and

25  approprate format.

Wireless gateway server 108 routes communications from the wireless device 102 (e.g. a
GET) 1o the appropriate web server on the appropriate network. Once a response including
response data (e.g. a portion of a web page such as part of an Hyper Text Markup
Language (HTML) file) is returned to the gateway 108, the gateway prepares the response
30  data for the appropriate wireless protoco] of wireless network 104. The gateway 108 puts
the response data, typically in a packet form according to a protocol of the wireless

network, in a send gueue for communicating to the wireless device 102 via the firewall




Where nobil e electronic device 200 is enabled for two-way comunication, it
.l ncorporates a conmuni cati on antenna subsystem 211, including both a
receiver 212 and a transmtter 214, as well as associ ated conponents such
as one or nore, preferably enbedded or internal, antenna elenents 216 and
218, local oscillators (LGCs) 213, and a 20 processing nodul e such as a
digital signal processor (DSP) 220. As will be apparent to those skilled
in the field of conmunications, the particul ar design of the comunication
subsystem 211 i s dependent upon the progocols of the wireless

conmuni cat i&fﬂﬂs net \Agf{ﬁk in which the device 200 is intended to operate.
Mobil e el e SEMOIEA ce 200 preferably includes a m croprocessor 238 that
~controls the 25 overall operation of the device. Comunication functions,
i ncl udi ng ahakuﬁﬁ&dncdazithtmrpieqamea‘ndméhkem vhei weieslaze denice Atis alapted &r nclpds f or ned

t hrough comun i on subs stem,211. QpPr ocess. nt er act s
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and 310 represe?t exenplary steps for an enbodi nent of a browser

app! i cat? on®RIP¥oadi ng web pages. Persons of ordinary skill in the art

wi Il appreciate that other applications requesting data may ire 15 adapted
in a sin | aWhsenmibile GlestanicodevidO 08T & ramblﬂdalﬁa'dt\mwahecmcatwﬂ,aﬂl oadi ng

of a page. At step 302 as: Ltia ar lLeyel may be
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and pl acedsmm ail 1ﬁbﬂeﬂcﬁhhﬁbn&ﬂieaproﬁcdﬂeaﬂthewdmﬁss t:dnmnﬁmmnssequnkeue At
e data is issued to the gateway to

step 304, a.fi [
request a rB’s‘ﬁ%ﬁs@e% Wé‘?\%@%‘%@@gmﬁ&e step 306 a process For handling

the response to the request is started together with the current priority
| evel . Oper Mdbile sledBthindgvitei200 mefdraBlydncludes a microprocessor 238 that controls the

25  overall operation of the device. Commmmuication functions, including at least data and

b

preferably voice communications, are performed through communication subsystem 211,
Micropracessor 238 also interacts with further device subsystems such as the display 222,
flash memory 224, random access memory (RAM) 226, auxiliary input/output (I/O)
subsystems 228, serial port 230, keyboard 232, speaker 234, microphone 236, a short-
30 range communications subsystem 240 and any other device subsystems gemerally

designated as 242.




Operations 310 represent a nethod for handling a response to a request
which may be inplenented in accordance with various well-known techni ques
such as objected-oriented programm ng and re-entrant codi ng techni ques for
progranmm ng a processor for handling 30 the response data. At step 312,
processi ng begins to act upon the response data, for exanple, to render
the response on a display of the device. Persons of ordinary skill wll
appreciate that the response data is typically received as a stream of data
in one or nore packets and the responsg is typically processed serially in
portions. Hence, as the stream.is receive it is processed and a
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exanpl es of 45 Hovey Jdese, art
wi || appreci a#ggv{f‘ﬁgé?fﬁ??%?céerfces trlu ng ot@jeispgarrjbeg %‘éﬁé&rle%ﬂlﬂaadv% %%?n a
page may beandmha:defd.andfhtemstewb@éh%nt di scl osed herein is useful when
nmaking a determ nation as to whether or not 15 to render matter identified

by an HIM. Ekgkeiehaen m&mmaa&@stof%ﬁ” JFk BAd rnersrleqraeere@aev1éare ni&ri&et o be

taken for processing the rest of For _exanp i f bj ect

tag insi de AMR)Hm\eccprarce] with paoembasiment of 'SEtlé‘feﬁP%tﬂi"éﬁatﬁ‘g "t‘dn"‘rmﬂ?t r the
devi ce can hrcg;aﬂ% a pr rly{vitﬁmrb ettqmb rm%e u&ifsfseb%nahm teRéieRMpIRY 1 S

made, it may ecessdry j ect. tags may re erence
a variety oﬁteppeﬂ:iraansqmbvdmensr%@klmwrfamlmﬁm’sEqallaitﬂu@ vek pages. Eoregns s

(svg), inmagg Seif il Rhe LiPWIR oDhreliBdithat JHRW abyRbLGHs| quefRdCdAd that %ents
preal | ocate x31’11“@"{]@ spacee&?or taﬁlfereobj ect and a?%lnder adctljletl onal portl ons of
the patd3 g@d%dbaékwmenst the content that was rendered if the object
that is fetched can't be processed. However, a rendering agent could al so

fetch the oliggtioRNboval inifiéd bl tRNat bES waaﬁttgldmepa,gaSApmepeesw@m@mce a
response is rece| ved. If_a reference is found at stetgegm a further

det er mi nat i SRR 1pgkis Seih Thelevelgpay, Reseatwvitha redpest By dAeelor exanleyas RAAL; at el v

taken (step,3HTTH heaRGl 2@ Wdufl b uhRrdtdBiedi A @:sonoaio&q&ﬁtwgq@fm uree&nqases on
out st andi ng requests_is suspended (step 322 At step 324 uest is

" sent with tResopiapey with/the gpasentembpdimeript W’B}‘@“‘)‘Aﬂﬁrmlﬂf’ (s Wﬁlr‘l‘ﬂ’?q g the
responsggi sy, é,T@srtéﬁé’reéponamomgcwqﬁﬁaﬁudrﬁy@éauaéﬂasy ERGaletvaP BMSSBhEviseni ti at e

the process. The current process (i.e. —current, instance of ogwratl ons 310)

then wails emitteddrom elaergequssss-oVhenrrasiyisxdds eraittgd.fthy resperRve e SAC ority
reference ($HeR a3afhal MEEnddd Y (R BREWE A%EE SeshBRNE M pribffyaGandrt) fid

placed at a tail end rather than a head end of the FIFO send queue.

At step 304, a first request for web page data is issued to the gateway to request a response
25  and thereafter at step 306 a process for handling the response to the request is started
together with the current priority Jevel. Operations 300 may then end 308.

Operations 310 represent a method for handling 2 response to a request which may be
implemented in accordance with various well-known techniques such as objected-oriented
programming and re-entrant coding techniques for programming a processor for handling
30 the response data. At step 312, processing begins to act upon the response data, for
example, 1o render the response on a display of the device. Persons of ordinary skill will




8 new instance of operations 310) started by step 326 conpl etes, the
current process resunes operations, starting the processing of earlier
response (step 328), if any, and |looping to step 312 for a further

determ nati on whet her nore response data of the current response requires
processing. 5 If at step 316 it is determned that the further reference in
the current response does not require imediate action, via No branch to
step 318, a request for data identified by the new reference is sent

wi thout a priority level and a process imitiated to handle a response for

the new reference. Prqgcessin f the_cyrrent respagnse en.continues at
Step 312 | PEREgE it S Temene dhierb Hoialh il S LARRG A A28 i PR Bl
Opferat i onst %&?{ﬁﬁmﬂdﬁe és@me&&?p' blicﬂ%ﬁﬁ%ﬁed?&ﬂaﬂp&rﬁtﬁ@aﬂl €306) aathel sﬁ?&? i tg )
reference to the_pseudo-code ck bel,ow for e weh page defi.ne

VB DocurenPehivad TR PSSR SRt 1 made (om0 o) Whelbig e B grsme or o
| anguage="J ayAfmigldtt respore 19 iiipietd. IIPitAS hpiScomplete; ialle bradéixfo skdpt B, ger i pt
</htm > Qperations 300 comrence far |oading e Mai nPocuma t.htm The
initial pPriorPesselipgauatedfona fefprancedeqyiang,d g’aﬁﬂ“"&f og daig 2 SOWE | ssued
for Mai nDOCYFREE suldh 3 & GeisetRbd, B Ff@EnddaSiot REn, MR 9266 of e redpdRsc3RHT bea

process (i.e. operations_310) is initiated for handlin response_to the

equost . ThaclehPReRT B fa (iee ke PEaon et ARARScR SEPIPhpL e devize aiop 208| of

priority of bgggéﬁoﬁggf@&gﬁng In response to the packets of data received
conpri sing Mal nDocunent. htm operations 25 310 process the data. At step

oval uat od adb BeTRTERGHRBILFAG S PivEaE BTHCr AR L BRRL TS E0R Fesponse
data is jpsu aflcodffe@hitirdgdirelor bherwisd maebeefii forh 96 ietledist eamed BR- 324) .
T T e bl b B bk W el BELEE0 S, B ki e 11
examples of such references. However, those of ordinary skill in the art will appreciate
- that references defining other embedded media within 2 page may be included. The
ernbodiment disclosed herein is useful when making a determination as to whether or not
15 to render mmatter identified by an HTML reference; and when that determination changes
the path to be taken for processing the rest of the HTML page. For example if an object
tag inside an HTML page is encountered, a determination as to whether the device can
render that item is to be made. Before the determination is made, it may be necessary to
fetch the data.

20  Object tags may reference a variety of media such as Shockwave-flash, scalable vector
graphics (svg), images, and other forms of media. Now typically rendering sgents pre-
allocate display space for the object and render additional portions of the pate, going back
to adjust the content that was rendered if the object that is fetched can’t be processed.
However, a rendering agent could also fetch the object and wait for it and then continne

25  processing once a response is received,

If a reference is found at step 314, a further determination is. made whether action on the
reference is to be immediately taken (step 316). If action is to be immediate, processing of
responses on outstanding requests is suspended (step 322). At step 324 a Get request is
sent with the priorjty level increased by one. A process for handling the response is started
30  and the current level plus one is passed to initiate the process. The current process (i.e.
current instance of operations 310) then waits on the processing of the response data for

' the higher priority reference (step 326). Once that other process response instance (ie.



9 my be identified by a reference such as "x-rimrequest-priority". At
Step 326 the current process waits until another instance of operations
310 conplete the processing of a response for the reference
JavaScriptTest.js. The initial priority level plus 1 is provided to
initiate the other process. 5 The follow ng workfl ow exchange represents an
exchange between nobile device 102 and gateway 108 for the above web page:
10 ---> GET Mai nDocunent. htm <--- First packet of M nbocunent.htm--> GCet
JavaScriptTestjs (with x-rimrequest-pr8ority=l) ~-- First packet of

JavaScri pt Test j.s t@ﬁ’ﬁs‘?Lfa eng%(g@ OJtan]e \6‘@’59%%%%&}’?&%2’? Ragkel. of

Mai nDocumeuf it m it opera Jond erence to the
pseudo- code idzhmek spdugtionsy s‘tamn@tthﬁn@lsmgmbeqmgaﬂammer(eﬁp [3¢8), if any, and

document - wr 1B 568 PP ore TR giFimyfeop hensoctnfEkesbinee Yl oo capes .

Script2 js response requires processing.

5 If at step 316 it is determined that the further reference in the current response does not
require immediate action, via No branch to step 318, a request for data identified by the
new reference is sent without 2 priority level and a process initiated to bandle a response

for the new reference. Processing of the current response then continues at step 312.
If at step 312 no further response data requires processing, operations 310 end at step 330,

10  Consider operations 300 and 310 with reference to the pseudo-code block below for a

sample web page defined by MainDocument.htm:

MainDecument.htm

e et B e

<heml>
15  Thisistext
" <script language="JavaScript" src="javascripTest.js"></script>
Text after script
</html>

Operations 300 commence for loading page MainDocument.htm. The initial priority level

20  may be set (e.g. 0) and at step 304 a GET issued for MainDocument.htm to 2 web server
hosting the page. At step 306, a process (i.e. operations 310) is initiated for handling a

" response to the request. The current priority level is provided to initiate the level of

priority of these operations.

In response to the packets of data received comprising MainDocument.htm, operations
25 310 process the data. At step 314, the reference JavaScriptTest s is determined and at step
316 evaluated as a reference requiring immediate action. Processing of response data is
suspended, and a GET for the reference is issned (steps 322-324). The GET includes the
initial priority level increased by 1 (e.g. 1) in a header portion of the request. The priority -



20 ~~~--:--docunment.witeltt("Qutput of script2"); M nDocunent.htm 25
<htm > <script src="scriptl js" |anguage="JavaScript"><lscripv After
scripts to </htm > During rendering of Mai nDocunment.htm device 102 nust
fnst fetch "Scriptl.js" (priority level I) and execute it; but during the
executionns 310 for Scriptl.js issue a GET for Scriptl js having a
priority level 2 and initiate a further instance of operations 310 at that
priority level to process the response. The foll ow ng workfl ow exchange
represents message data fl ow between nobile device 102 and gateway 108 for

t he second aboye e: 10 -> T"NthDoc nt . hi <- Fj cket of

VAl nDocunen e S e BEE Fyteree S TR AP PRI s o 3PP rd 5 ol

<---First p@fd@@is_ WitsSeritl PinbthpeS instande &Pbpe‘ﬁﬁiﬁhfﬁ&f) chmb}étet ili\e_processmf of a ot
<-- <- -

)c()f ' ISQ} ,r g? §e§e§p<?1rgé or tﬁ%@%ﬁrﬁlﬁ% %é(ftnggt &q.st %ﬁ nﬁgal%nomgrrhla\% plué fis prmnc?1 Sd packe

initiate the other process.
5  The following workflow exchange represents an exchange between mobile device 102 and

gateway 108 for the above web page:
---> GET MainDocument.htm
<--~ First packet of MainDocument htin
~-> Get JavaScriptTest.js (with x-rim-request-priority=1)

10 <-=- First packet of JavaScriptTest.is

<-~ Last packet of JavaScriptTestjs
<—- Last packet of MainDocuoment,htm

Consider operations 300 and 310 with reference to the pseudo-code blecks below for a
sample web page defined by MainDocument.htm, Scriptl.js and Script2.js:

15  Scriptl.js
document. writeln("<script sre=\"script2 js\" language=\"JTavaScripf\">");

N P I A i s s .

Script2.Js

20 e
document.writeln("Output of script2");
MainDocument.htin

25 <html>

<script stc="scriptl.js" language="JavaScript"></script>

Afer scripts



<---Last packet of MainDocunent.himFig. 4 illustrates a wreless transport
.gat eway server 108 in accordance with. an 20 enbodi nent of the invention.
Gat eway server 108 conprises nessage receive queues 404 and send gueues
410 for communicating with a plurality of wireless devices, such as device
102. Typically, there is a receive and send queue instance for each
connection to a wreless device with which gateway 108 is comuni cati ng.
An individual wireless device typically conmunicates via a single
connection to the gateway. Thus all conmgunications 25 are serialized in a
FI FO manner in accordance with the prior art. Gateway 108 further conprises
queues 408 4 for conmmunicating with other devices coupled to gateway
108 such as web server 114 and 116. Gateway 108 further conprises a get
handl er 406-fer—processi ng GET requests from wi rel ess devi ces, eval uating
headers for el I | t wed L2 Qr lg)(;l.ﬁ}g:essi ng
responses, Pgiéfrl %&P%\r}gﬁg g%('gm?)n& ?Lﬂ'hrg'g’sdgg%ié?gj;ﬁgﬁéﬁﬁgé 10%11 lﬂﬁs%onse to the
respective pvebi) eyd lexsratesity butedwring. thiiexeainonef "Shapilis" ub desst piso detcly
persons gkil J D - afe AGo fa Wi -gggu er 108
for maintai né.’%’g’dégn@?’ﬁ%{nie?’?‘ Qéﬁ\%e%gg\%ﬁ&e oélgsﬂ e%f(?g@igs t%‘é@{}gg‘fﬂé\if\ay and
t ransl at i onScdptisiiening afpooritydevel Aiagd initate 4 furthercipstaien o€ opvrationy 310 Akt 5

net wor k pr ot gcal e , d cel i LT,

pr ot ocol to&"gmit%rsl\s“éefrl Qtls P rz’;&ggv)\n!thr%ercftsl%rng%z%g I ﬁaglﬁ\gfngh\gbrg:@%e%ig e é%ler%? . Al'so
not shown amessegapandot betiveen mobkileidegice t@Phandzaiewhy O0fsTobthewecend ehwyepabt i cul ar
devices for_which the gateway provides its services. |In operation, gateway
108 recei veBHET requests for data and get handl er 406 evaluates a 10
header porti on #orGET Maimdctpentduel , passi ng the request through to send to
the appropriate eryer esponse ceived for the requests are handl ed
by get response<%gﬁgfgwﬁ%f§hﬁafn§£’§%%%rﬁﬁéﬁce with the priority |evel of the

request as recei-vedet Sodpid.jpmdthetdmiramen-priedysilse to a request havi ng no

priority are place L tail .end of the respective FI FO send queue for
t he device origi ngl?‘fsﬁﬁacg é’%&pﬁlg& so that existing data in the queue is

sent in 15 accordaBasSciptlls fith@-dnremestipabatypacket s for a request having a

hi gher iori ty{ayﬁé%ﬁgt%ﬁgg%p@#head end of the respective queue fox the

devi ce ori gi nating Hi gher priority data being placed ahead of

| ower priority datbastpwkéthéScipyjsdata in the queue is sent in accordance
with "last in first out? Lgﬁo.rfes. Though described herein with reference
‘Eﬂ?F packetiof RorfRsH S

to a web browsef a **navigating the 20 Internet in accordance

with a request/kespgngkftfMpa@octieithas HTTP, for exanple, the present
et on TRy, B8 MRS + i Sathl BRIt Sy a0
20 embodiment of the invention. Gateway server 108 comprises message receive quenes 404
" and send queues 410 for communicating with a plurality of wireless devices, such as
device 102. Typically, there is a receive and send queue instance for each connection to a
wireless device with which gateway 108 is communicating, An individual wireless device
typically communicates via a single connection to the gateway. Thus all commumications
25  are serialized in a FIFO manner in accordance with the prior art.
Gateway 108 further comprises queues 408 and 414 for communicating with other devices
coupled to gateway 108 such as web server 114 and 116. Gateway 108 further comprises a
get handler 406 for processing GET requests from wireless devices, evaluating headers for

priority levels and a get response handler 412 for processing responses, reordering data in




The-manor of reordering the queue could be done for various comunication
-protocols. An alternative to including a priority indication in a header
may be to add or otherwise 25 include a byte for the priority i1l a nessage
body portion of the stream eg. in a packet. Benefits in accordance with a
feature of the invention are better achieved when there is a relatively

| arge anmobunt of data in [he send queue and a sl ower bandw dth comruni cati on
bet ween the queue and the receiving device. A disadvantage of the typical

FI FO send queue sought to be overcone 1k that the send queue is so |arge
that it wll ' t el ol L -Thus on faster
conmmuni cat i 5%55)?%?3@#2{%%& 41%ﬁﬁgé Sg%n%gmqth%%ségegrr%‘? p%lg{l& I%Etﬁ%c\%vgrﬂfuch of a del ay.
persons of ordinary skill in the art will recognize that the priority does
not necessafyat yhovkh dhangk gndrasiendcle msgpons skilleddn #ie ark grrozampondntof wistless ar e
enencount er i aRf el 0 B inaBhaififs Soblecttify BtveldMREIA bgvidetOnfieppoct | ve
requests w the sane priority may be sent "and then the BT st response
recei ved by gelewayané\ieapsiafidnl coyepquents ifpr céremupieatiog finr accord@sa swithe variduon  may
be gi ven 5t 0 RS hRRCSEIHESL Rl BT ek ERinduPilss blofafih rtihgh Ot
shown, if is co nto time-out’ a‘connection If a response to a request is
not recei veaviredi grbioepl sang rthel eoroerse eadectf Adso nof skowreapgewtmppmenisefor rousiog| ong

fevi o)« noaot fnsBloRd (B e hopiclel Bt 1ol PGP Tt Bl °

peri odi cal | gerpives.enpt t he queue ordering and send sonet hing from responses
I n the queue that have "aged" (i.e. been delayed by higher-priority
responses) . 1T b ARAY SadiRT0k Rty e Be RSP inth B % BRI 48PRlakGRL hon ar e
i nt ended to%gﬁeéxar(p%es only. 1'?'rhose_o"ﬁi‘askiﬁ‘of) Tn thée&art may effect

al t er at i18ns hegdstipertiem far grisionhulevels pasgingihs regyett Hwoughde send fodhe nprpenttent s
Wi thout depari QBhAE rER0E it fine! Rl 168418 By oo tEspbikel FAGIA10N
descri bed hg{c‘e)isn ?e;'lktﬂag reérfstt ed g#fg? nljg&;lleﬁttgen sto E%§er 5é:l'n%eentgrace al |

sui tabl e cbhaggerdanas votdihepriaigy level of the request as received. Data packets for a response

to a request having no priority are placed at a tail end of the respective FIFO send quene

for the device originating the request so that existing data in the queue is sent in

15  accordance with FIFO rules. Data packets for a request having a higher priority are placed
at a head end of the respective queue for the device originating the request, higher priority
data being placed ahead of lower priority data, 5o that new datz in the queue is sent in
accordance with "last in first out" LIFO nules.

Thoungh described herein with reference fo a web browser application for navigating the
20 Intemet in accordance with a request/response protocol such as HTTP, for example, the
present invention may be useful for other applicationis having a web page-like interface or

for other commumication protocols than HTTP,

The manor of reordering the queue could be done for various communication protocols.
An alternative to including a prierity indication in 2 header may be to add or otherwise

25  include a byte for the priority . a message body portion of the stream, e.g. in a packet.

Benefits in accordance with a feafure of the invention are better achieved when there is a
relatively Jarge amount of data in the send queue and a slower bandwidth comumunication
between the queue and the receiving device. A disadvantage of the typical FIFO send
queue sought to be overcome is that the send quene is so large that it will take a noticeable

30  time for it to empty. Thus on faster communication networks, the send guene may not




13 Cdains: 1. A nethod of ordering a nessage send queue (410) in a server
-(108) sending respective response data to a wireless conmuni cati on device
(102) in response to a plurality of requests fromthe wreless

comuni cati on device, the nmethod conprising the 5 steps of: placing data
~conprising a response to a first request in the send queue (410) and
serially transmtting the data in said send queue to the wrel ess device
(102); receiving data conprising a response to a second request, said
second request being deternined to havE a respective relative priority
that is highgyeti@nraagpeyority 10 of the first request; and placing sone
of the data conprising the response to the second request in the send
gueue (410) _ahead of at |east sone Qh the data conprising the respgnse to
the first FEGERESE iy s ¢ Gitetid Tepognizs ok e o dass 0 PRFESHEY data i n

sai d send quewaobh@vihbehy Wok @4cBSSqueR VI 2 Grefnd B kencdutered and HRir BRIcPOdefptCl @i m
1, wherein it includes the steps of receiving data conprising a response to

a third reqdfedd Impofagh £ FaPscR¥R EgTesayiighe sRsRTiAritemaY e pepy andtheedBect i ve

rel ati vespr ifigdt kdspordsBAkeivéd By 18O Qlte AN LB Butith HBIgubie Mmbt. t he second request;
and 20 placing sone of the data conprising the third response in the send

queue (410) . ahead. of at, | east sone of the dat onprjsing the sponse to
the second (CQHBGSIOREY| e EYE 1 EHTRE B T08t s irgPedo o Ane o SR dat a
in the queugotspokhdt Wicb@ings & tiflevitatohddlddn if 3 Pesponse I redibstio dodbeepleai m 1 or
claim?2, wherein it incluges pﬁriodicalgﬁyglggin sonme of _the data

conpri si ng MEE3 PrEJeIsTRUSE NI R gaapegis g Withowtapagket Being st € al | y
transm tti ngférh@rotiinates fvdifEmeé| W8 UBe Uevitd)ahon thelcefdeciy WP tid&) Sé i ior der to
avoid a Blnlng out of .a connectign between, the, server &ép%% and the

wi rel esd¥qd e\glp%rébl(e |t<bE§r§odzcal y pre-empt the quene ordering and send something ffom responses

in the queve that have "aged" (i.e. been delayed by higher-priority responses).

The above-described embodiments of the present application are intended to be examples
only. Those of skill in the art may effect alterations, modifications and variations to the
particular embodiments without departing from the scope of the application. The
15  invention described herein in the recited claims intends to cover and embrace all suitable

changes in technology.



14 . 4 . The nethod of any one of clains 1 to 3, wherein determning a
respective relative priority conprises evaluating a priority indication of
a request, said priority indication defining the relative priority of the
response data for that request. 5 . The nethod of any one of clains 1 to 4
further conprising receiving said plurality 5 of requests wherein at | east
sone of said requests conprise a respective priority indication for
ordering the sending of their respective response data relative to other
response data. 6 . The nethod of any ong of clains 1 to 5 further
conprising receiving the respective reSponse data for sending via said
message queue .(410) in response to the respective request. 10 7 . The

met hod of azﬁa e of claime 1 to 6, wherein the nessage queue conprises a
first in first out (F1FO) queue and wherein ordering conprises placing the
respective 1ires pArmahothloﬁ oaferinme roéssigecsend dsewsf (4 Beinne seragye(1G)essading

responsetothe tive relalve I’IO.I’ItIe T t hod of any

one of clai FEPTLHYT %%BW% C{ray"f'l K Eng™ eé? ve%m(“’fﬁ egleé\;égz) i %gpog? 9

| ndi cati on fpmram;t of egsists rom bE witelkesy aoprestictién tbmdshthemet}muesmpm ﬂhe (102).
The gethod claim8, wherein the server (108) receives a priority

|nd| cati "the wireless device (102) for any request deened to

require imrediate action. | o . The nmethod of claim9, wherein the priority

i ndi cati on recei pledndyats hemnprisingey refpicdd) to of Hust mausst isubseeqdantuer(ébﬂ)@sd

requi ring | medi gty ALl oN: AR Bad H UR EOMHEbSl e HleieRUeliFGHENT €0 val ue

of a last such reques ny one o alr ns tb 10,
wherein the server (108) is a wireless gateway server and wherein the
met hod conpri sesrergyifgdelanepmphising asiseprsee Hag aeqo8d requesinsiid Seqong regyest

accordance with @mﬂg SR BERRd SO Q'r&ﬁgdtﬁg &lﬁ’vgbﬂ&‘ﬂjy that is higher than a priority

10 of the first request; and

placing some of the data comprising the response to the second request in the send
queue (410) ahead of at least some of the data comprising the response to the first
request still in the quene and serially transmitting the data in said send queue to the

wireless device (102).
15 2.  Themethod of claim 1, wherein it includes the steps of:

Teceiving data comprising a response to a third request, said third request being
determined to have a respective relative priority that is higher than the priority of

the second request; and

20 placing some of the data comprising the third response in the send queue (410)
ahead of at least some of the data comprising the response to the second request
still in the queune and serially transmitting the data in the queue to the wireless
device (102).

25 3. The method of claim 1 or claim 2, wherein it includes periodically placing some of
the data comptising the first response ahead of any data in the queue and serially
transmitting the data in the queue to the wireless device (102) in order to avoid a timing
out of a connection between the server (108) and the wireless device (102). -



12 - A nethod of processing respective response data being received in a

‘Wi rel ess 25 communi cation device (102) froma server (108) responding to a
plurality of requests from the wireless device for the data, conprising
the steps of: processing data being received conprising a response to a
first request; 1S receiving data conprising a response to a second
request, said second request being determ ned to have a respective
relative priority that is higher than a priority of the fast request;
processing the response data for the segond request; and, S once processing
of the response data for the second request is conpleted, conpleting
processing gf { pyJ SARANSEuY e of Ak 1% bl e AHAHKing d RspeckiereliBbiiod of
claim 12, whérein I nc steps of receiving data conprising a
response t opaomth \wdmpreps ey lnatisg idpmtmty drldlf@qgregf a lyedupg. seirb paerHy fedicalion have a
respective r [4 riority of the 10
second requgs %%%%EE? &%ﬂépﬁég% %Eéﬁﬁftrhg g thud request; and,

once processi ng of the response data for the thud request is conpl eted,
conpl eting Spr ocBusnebobef aniens ebgums d tei4 futhensompasing exsivinesaidpbselity 15 14

The net hod gf ﬁg&e@#s%h%?eupﬁt 164sPdoMe bP said 4y ﬁéasfsrl-,ofnpnée on s@ FibHQdheby

recei ving e data conprising ahéad of the data
conpri si ng fdr@r@uaﬂn SMMI&W‘WFG@E@@? ﬁ?tja@éﬂﬂde M@H@SE%HSFWW -ecei ved
data in order to avoid tithing out of a

6. The method of any one of claims 1 to 5 further comprising receiving the respective

response data for sending via said message queue (410) in response to the respective

request.

10 7. The method of any one of claims 1 to 6, wherein the message queue comprises a
first in first out (FIFO) queue and wherein ordering comprises placing the respective
response data at one of the ends of the message queue in response to their respective

relative priorities.

8.  The method of any one of claims 1 to 7, wherein the server (108) receives a

15  priority indication for at least one of the requests from the wireless device (102).

9.  The method of claim 8, wherein the server (108) receives a priority indication from

* the wireless device (102) for any request deemed to require immediate action.

10. The method of claim 9, wherein the priority indication received by the server (108)
for each subsequent request requiring immediate action has a value comprising an

20 incremented value of a last such request.

11. The method of any one of claims 1 to 10, wherein the server (108) is a wireless
gateway server and wherein the method comprises formatting the response data for

transmitting in accordance with a wireless communications protocol.

12. A method of processing respective response data being seceived in a wireless
25 communication device (102) from a server (108) responding to a plurality of requests from

the wireless device for the data, comprising the steps of:

processing data being received comprising a response to a first request;



connecti on between the server (108) and the vicel ess device (102). 15. The
-met hod of any one of clains 12 or 14, wherein the wrel ess device (102) 20
assigns a priority indication to at | east one of the requests. 16. The

met hod of claim 1S, wherein the wireless device (102) assigns a priority
indication to any request deened to require imrediate action. 17. The

nmet hod of claim 16, wherein the wrel ess. device (102) assigns to each
subsequent request deemed to require inmediate action a priority indication
conprising an 25 increnented value of B |ast such request. 18 . The nethod
of any one of clainms 15 to 17, wherein the wirel ess device (102) sends the
priority indicatieogiving dataheaeisingar tesponsefo 4 Becond qeimsdt, saidl Sect®d refhest net hod

of any one of clai,ns_12 to0,18, wherein. determ ni a respective .relative
priority conpri seangedeiyrmped ﬁ‘bh"é'eﬁir?sgf&wafeﬁ%ﬁ pﬁ?rﬂ? it Piéﬁle?%%np%ﬂ%%ﬁ%at ato
determ ne the seguhéfieqpast; for the second respective response data having
a higher priority rhea a renmaining portion of the first respective

response data and def.inj,ng the respective r I, V. S priority in response
to the higher prPI8F"isf‘f}5lhfg‘?SpW5darre?%gl§f sgﬁ'eong%q%(&)grtl’eﬁg‘f claims 12 to 19,

further conprising suspending processing of said first respective response
data untiSl the pompcemotasgnpfoftthe responseddata fopdhst sscond gepesists ¢hanpleteds

conplete. 21. A W i i i 184 comuni cating with
a wreless 10 géﬁllé‘%an%g%i%gg %%E%?g%sgplgg?%fg?ﬁgl ce g “ggt'a Wi rel ess '
network(104), the wireless conmunication device and w rel ess gateway
comuni cat i 3§ -seTheamtthod of dpdmd 2 delkreen jinchudgs the 8§peeft / r esponse protocol, the

wirel ess communi cation device (102) conprising: a communication system
(211) for transmeliiig dadtok@aahy kiespdhsd th RGN FRes Ssaid BirdeEdted bR ;

determined to have a respective relative priority that is higher than a priority of the

10 second request;
processing the response data for the third request; and,

once processing of the response data for the third request is completed, completing

processing of the response data for the second request.

15 14. The method of claim 12 or claim 13, wherein it includes periodically receiving
some of the data comprising the first response ahead of the data comprising the second
response and processing said periodically received data in order to avoid timing out of a

conmection between the server (108) and the wireless devive (102).

15. The method of any one of claims 12 or 14, wherein the wireless device (102)

20 assigns a priority indication to at least one of the requests.

16. The method of claim 15, wherein the wireless device (102) assigns a priornty

indication to any request deemed to require immediate action.

17. The method of claim 16, wherein the wireless device (102) assigns to each
subsequent request deemed to require immediate action a priority indication comprising an

25  incremented value of a last such request.

18. The method of any one of claims 15 to 17, wherein the wizeless device (102) sends

the priority indication in a header portion of the request.




15 a processor (236) coupled to the comuni cation system(211) for sending
‘requests and processing respective response data; and a nenory (224)
coupled to the processor and storing instructions to configure the
processor to send a priority indication in association with a request for
particular response data to denote a priority of the particular response
data relative to other 20 response data, wherein said processor (236) is
configured to process data being received conprising a response to a fast
request; said commrunications system (218 is arranged to receive data
conprising a response to a second request, said second request being

det er mi ned ti@.haV¥he meit®drafspy one vof claistle e 18r iwhetetnydetérminings a hisgéntive t han a
priority of fis X i L i r configured to
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t he responséhamtandfrequettfor hesanul regppuiet respenseciztqiaeing d highengriceityethipnr #cessi ng
of the respqonse .data.for.th irst . .request 7 . ~The wrel ess )

cormuni cat | SHEER pEaR oL PR HESeTRERIR d P Ge0Rug e p e wianve

confi gur éd tpeiosigidreapguse orthd hMighendiiad#tyi on in association with a request for
particular response data for any request deened to require i medi ate

action. 523, T i e I - ] eyh C | 2 rein the
processor (%198) ?gc W(l:égﬁjfii gﬁ%%%ﬁcﬁ%}%}% g’t Iiléef @gﬁdegéﬁngnérsluﬁﬁg _
i ndi cati on fporcesmghofs el digsienspertagumspopse date nmtil tthe pegemsing afmire deand

action. 24 rﬁg&g‘,ﬂ%ﬁ%@g&ﬁggw@%@gti on device of any one of clainms 21 to
sai ry 0

23, wherein nprises instructions to configure the
processor (238) to send the priorit 10 indication in a header portion of
the request 2125 A Wiveless parnayricatio jee altl P fot expimyenrifating yidne w¥elessai ms 21
to 24, whercin.sai dosy B (P30 LHRPIiFSS diRkidsk UsdhiGHRE ok Lguge the
process\(,)i/rﬂ (%383@?0&?18& e{{%ﬁ ne the p?ll oréli'?;éo 1?&;[?%% par%@glgrﬁggﬁﬁée dat a
relative to cg@x@gpicatggpbﬁg@arubmaqless gateway communicating serially in accordance with a

request/response protocol, the wireless communication device (102) comprising:

a communication system (211) for transmiiting and receiving via the wireless
network (104);

15 a processor (238) coupled to the communication system (211) for sending requests

and processing respective response data; and

a memory (224) coupled to the processor and storing instructions to configure the
processor to send a priority indication in association with a request for particular
response data to denote a priority of the particular response data relative to other

20 response data,

wherein said processor (238) is configured to process data being received

comprising a response to a first request;

said communications system (211) is amanged to receive data comprising a
response to a second request, said second request being determined to have a

25 respective relative priority that is higher than a priority of the first request; and

said processor is further configured to process the response data for the second
request; and, once processing of the respomse data for the second request is
completed, complete processing of the response data for the first request.




26. "The w rel ess comuni cati on device of claim25, wherein said
instructions to 15 configure the processor (238) to determine the priority
conprise instructions to: evaluate a fast portion of a first response data
to determine a second request for a second respective response data having
a higher priority than a remaining portion of the first respective
response data; and define the priority indication in response to the higher
priority. 20 27. A wireless gateway for communicating with a wirel ess
conmmuni cation device (102) coupled to the gateway (108) via a wreless
network (104), the wireless conmunication device and wi rel ess gateway
comuni cating serially in accordance with a request/response protocol, the
Wi rel ess gateway conprising: a conmunication systemfor transmtting and
receiving via the wire|less network .25 (104); pr.ocessor coupled to the
Communi ot | Git sy THE WS FPURURGHHY dPOet TR S TSR T sy ©
respective resRaRed 1ladrl a gdrityl hdRati@ e ¥ss6Elbtiinedhith i kdd@esp [fOC p&HOarf OF
storing instructions to configHre the processor to: place data conprising
a response teFPanYEidataforany Fequest fepmed do.pequigs JediRIBHOn N serial |y transmit
the data in said sexed queue to the wireless device (102); 5 receive data
conprisi mg @.eslhosdreless consridacionsadiyies iof clamh d2,Selepdial tHeamtbkesdor ISRN &

detenmi ned to have respectiye relative priority that is higher than a

o1 orfty of Phasured i EEREgitE viils B p bRt B din htach pbeBERLEING | he
response t o delifedtocaiutte iptibdist a¢donf he send queue (410) ahead of at | east
sone of the data conprising the response to the first

24. The wireless communication device of any one of claims 21 to 23, wherein said
memory (224) comprises insiructions to confipure the processor (238) to send the priority
10  indication in a header portion of the request.

25. The wireless communication device of any one of claims 21 to 24, wherein said
memory (224} comprises instructions to configure the processor (238) to determine the

priority of the particular response data relative to other response data.

26. The wireless communication device of claim 25, wherein said imstructions to

15  configure the processor (238) to determine the priority comprise instructions to:

gvaluate a first portion of a first response data to determine a second request for a
second respective respense data having a higher priority than a remaining portion

of the first respective response data; and
define the priority indication In response to the higher priority.

20 27. A wireless gateway for commumicating with a wireless comumunication device
(102) coupled to the gateway (108) via a wireless metwork (104), the wireless
communication device and witeless gateway communicating serially in accordance with a

request/response protocol, the wireless gateway comprising:

a comrmunication system for wansmitting and receiving via the wireless network
25 (104);

a processor coupled to the communication system for processing received requests

and sending respective response data; and



10 request still, in the queue and serially transmt the data in said send
-queue to the wreless device (102). 28 . The wirel ess gateway of claim 27,
wherein the gateway (108) is coupled to at | east one further device (114,
116) configured for providing response data and wherein the gateway is
adapted to obtain the response data fromthe second device in response to
the 15 received requests. 29. A server (114, 116) for comrunicating with a
Wi rel ess communi cation device (102) via a wireless gateway (108) in a
wireless network (104) part of a comunil8ati ons system (100), the wireless
comuni cation device and the wirel ess gateway conmunicating over the

Wi rel ess networ k asmemedyl sbupled taciherptarsser \fbit foding agtiesibhAy @s poifipare 2
protocol, wherein the server conprises: a processor coupled to the

conmuni cati on sy8tERFPN0) for processing a plurality of requests fromthe
wi rel ess conmmuni cation device (102) and sending respective response data
to said device viphct denagainprigye @ h@donses@i d fipk weqakdt tiy aofend qoaes@o) dmdvi ng
respective relative. priori.fies: and..25 menory coupl ed .t e processor
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nmessage send queue (410) to: place data fromthe server (114, 116)
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serially transmt i i.d. . . i . Vi ce
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second request, fisshrmjuestcodd request being determ ned to have a respective
relative priority that is higher than a priority of the fast request; and
5 place sone of YNl t in
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r eadabl e 'nmedi um conpri si ng rqt)gram code "'neans executable in a 10 processor
(238) of the wi reﬂﬁ@lﬁsswphéﬁ’Zl-loz) of any of clainms 12 to 20 for

i npl enenting the nethod of any of clains 21 to 26.

28, The wireless gateway of claim 27, wherein the gateway (108) is coupled to at least

one further device (114, 116) configured for providing response data and wherein the
gateway is adapted to obtain the response data fiom the second device in response to the

15 received requests.

29. A server (114, 116) for commumicating with a wireless communication device
(102) via a wireless gateway (108) in a wireless network (104) part of a communications
systern (100), the wireless communication device and the wireless gateway
communicating over the wireless network serially in accordance with a request/response

20  protocol, wherein the server comprises:

a processor coupled to the communication system (100) for processing a plurality
of requests from the wircless communication device (102) and sending respective
response data to said device via the gateway (108), said plurality of requests

having respective relative priorities; and

25 a memory coupled to the processor for storing imstructions to configure the

processor to order a server message send queue {410) to:

place data from the server (114, 116) comprising a response to a first request in the

send queue (410) and serially transmit the data in said send quene to the wireless



31. A machi ne readabl e nedi um conpri sing program node neans executable in a
processor of the wireless gateway of claim?27 or claim28 for inplenenting
the nethod of any of clains 1 to | I. 15 32. A nachine readabl e nmedi um
conpri sing program code neans executable in a processor of the server of
claim?29 fox inplementing the nethod of any of clainms 1 to 11.

19

device (102);

receive data from the server (114, 116) comprising a response o a second request,
said second request being determined to have a respective relative priority that is

higher than a priority of the first request; and

5 place some of the data comprising the response to the second request in the send
gueue (410) ahead of at least some of the data comprising the response to the first
request still in the quene and serially transmitting the data in said send queue to the

wireless device (102).

30. A machine readable medium comprising program code means executable in a
10 processor (238) of the wireless device (102) of any of claims 12 to 20 for implementing
the method of any of claims 21 to 26.

31. A machine readable medium comprising program code means executable in a
processor of the wireless gateway of claim 27 or claim 28 for implementing the method of

any of claims 1 to 1L

15 32. A machine readable medium comprising program code means executable in a

processor of the server of claim 29 for implementing the method of any of tlaims 1 to 11.




