0 FEB 2005 | PERSONAL DATA DEVI CE AND PROTECTI ON SYSTEM AND METHOD FOR
STORI NG AND PROTECTI NG PERSONAL DATA The present invention relates to
personal data storage and protection. 5 Personal data devices, for elk8mEBa005
di gital personal assistants, |lap top conputers, personal conputers or
sim|lar devices are known for storing pelrsonal data in associated nenory
nodul es, for exanple, to act as personal organisers. However, in order to
use the st FERSONAR DAEA R QICRANIDPRETHCIHONEIS BEMoANDSRIETHGDRdAR be
manual |y read out or rg- i i There are proposal s
to use short-range rad§BBEﬁﬁ&uW@;%@E€é?ﬁ&§%%S@vﬁﬁ&AT r conmuni cating
with, for exanple, conputer peripherals. For exanple, so-called Bluetooth

t echnol ogy has been proposed, for exanple, for transm ssion of data and
media files, for use for comunicating with point of sale termnals, for

| oadi ng noney i : i t | king in at hotels
and airports, Fgggbe%]ﬁgh{%%ﬁﬁg%@reée{? %ﬁ%&%ﬁ@%&%ﬁ?éﬁgPgo?&(rhléhot e 15
switching on and off of lights and heating and renote | ocking of doors.

Bl uet ot h i s aPeisonal dats idavides; domsxample digithl Gelrsohaleaysatunys, Haptop vohjitag,
over a typical range of up to 100 netres. However, such applications in

rel ati onpeﬁoaalp@aiytgiiﬁeaﬁ ! "&llareémgesa?re knesve fiiri HPENg erspnalydata ntaspagised
obj ect of SRELL rnéé%ﬂ'h} | SREWVEL ¥ ed
per sonal mat a. méo Acé(];édi ng tléc%%a ?tl %?é’%@%&%g@%ﬁs‘é{she i n\yg{itlpgiridet?lﬁgﬁlééﬁgé
provi ded strgkdaa Hel dattabas tddei displayied onuddisgjay sodtabemaeeally fead ost arreskgyed
personal .data and/or software; authentication neans for restricting access
to the stYPERCPETEBHE data and/or software to an authorised user;

conmmuni cation nmeans for transferring at | east sone of the stored personal
dat ajpet ween t lfBerePsre SRORIsaRiAbsd oS amdtdradid Eamfibidaiond 1 fdhadeviRE for
performng a transaction at the transaction 25 termnal and for

t r ansf er CPmMEURicating siths Jeie eximple ccopmurpgriphesals. Feo eyamplss squaplicdpBlugiosth t he

per sonal t&ﬂb@iggﬁé&g ?ee%{}ﬂoﬁos%&r%? Ex:In?ﬂie,%i' ﬂh@ﬂtﬁisﬂgn ﬁy H&Q%ﬁ?iﬁ&% AP tﬁg u§d

the at |eas e stored perisona a and/or s ware ont

per sonal feradomrmhnicatmgawith point diesatecterrpinalsydoe ieadarg mopsyeidet dectronicwplldss, $bi ty
of additions or ndnents has been nade to the, personal data and/or
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and/ or software on 08 FEB
standard using a 2.4 GHz frequency band, working over a typical range of up to 100 metres.

However, such applications in relation to a personal data device are susceptible to
misuse. It is an object of the present invention to provide greater security of such stored

personal data.

20 According to a first aspect of the invention there is provided a personal data device
including: storage means for storing personal data and/or software; authentication means for
restricting access to the stored personal data and/or software to an authorised user;
communication means for transferring at least some of the stored personal data between the
personal data device and a transaction terminal for performing a transaction at the transaction

25  terminal and for transferring at least some of the personal data and/or software between the
personal data device and a server for maintaining synchronised copies of the at least some of
the stored personal data and/or software on the personal data device and on the server
whenever a predetermined plurality of additions or amendments has been made to the
personal data and/or software on the personal data device and whenever a predetermined

30  plurality of additions or amendments has been made to the personal data and/or software on



2 the server; and deletion neans for deleting the at | east sone of the data
and/ or software from the personal data device when the authentication
means determnes that an attenpted access to the stored personal tﬂd }:Eﬁ 5
and/ or software is made by other than an authorised user. Prefera @1 tzqu
deletion nmeans is adapted to delete the “at | east sone of the data 5 and/or
sof tware when an attenpt is made by an unauthorised user to use the

per sonal ti&severdand ddetiqomodnsi fendelgting the apleastisonie ¢fethe datasindi@a pefesare drom
delete t e spe. .qf . f | i.on
criteri a5 PR bafilRe dtnebiife A Emiloh BeaRg b e 15F of AN SR
plural it o efe stbre@ porisénal EatadhliRF Batiateliymaddisy stbbietha® An BWABSsddus@dapt ed to
delete the at |east some of the personal data and/or software on receipt
of a signal fromthe server. Preferably, the personal data device_ is

provi ded with ubrekrady.uibe dslcdion: meansyis pdarted tQ dslsts, theeainleast somecpkhe data
power I eGeliMi 0 e ' J: t e nd
o poter THr dandFRORnEEn aFinbCRTRM R B chfinah @il IE MY BF nelBp¥Cind™
Al ternatideeicg, the deletion neans is adapted to delete the at |east sone of
the personal data and/or software after a first predeterm ned period of
time of non-use_of the qﬁrso al data devjce and fter a secon

1
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at | east sonme of the 20 personal data and/or software w thou
unaut hor ipseitameredipdinabtydaitemptir e t hat del etion is taking pl ace.
Advant ageously, the deletion nmeans is adapted to reset variables stored in
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t he servegersofdl\ati a#dasysitwareediCreydipt oM si@aNFomnHe §&0€rypti on neans are
provided for storing the personal data and/or software on the personal

data device in an encrygt ed format. 08 FEB 2005 3 Prefer abl% t he per sonal
data device i ndimgfeablyhe gemsenal datadoviceris Prpvidsrhiith uaiptesgtably standby SOVEF ver
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server and to power the deletion means to delete the personal data and/or software.

15 Alternatively, the deletion means is adapted to delete the at least some of the
personal data and/or software after a first predetermined period of time of non-use of the
personal data device and/or afier a second predetermined period of time since synchronising

the personal data device with the server.

Conveniently, the deletion means is adapted to delete the at least some of the
20  personal data and/or software without an unauthorised user being made aware that deletion is

taking place.

Advantageously, the deletion means is adapted to reset variables stored in the

personal data device to default values.

Preferably, the personal data device includes means to download personal data

25  and/or software from the server.

Advantageously, encryption means and decryption means are provided for storing

the personal data and/or software on the personal data device in an encrypted format.




after the predeterm ned nunber of additions or anendnents to the stored
data and/or software have been nade. 5 Preferably, the conmunication neans
i ncl udes short-range wireless first conmunication means for conmuni&&FER0s
with the transaction term nal; and secong conmuni cati on nmeans for
connection to a network for comunicating wth the server. Conveniently,

the short-range w rel ess comruni cations neans is adapted to operate over a
range up to 100Pradenably, the(erduatatgievicsliycluddsenamt fiardsiabHtling commmngications

i ncl udes ern _recogniti.on neans. nvenjently, the pattern recognition
means | sggéé) S Pg’@k&ﬂﬂ‘f@' %fta’?eé'gg‘? 3‘(.()’_ﬁ’5'<:‘3f prsone), datg apgior sekwargda thesserver
fingerprigfier B prefdtermine S nBAb& AT AIANEnY A SHferRAeh D thé Q8 Tafnor shftRare
storage neans is adapted to store data updatable only by a corresponding

i ssui ng aavabeen maded to store user data updatable by the authorised user.
15 Preferably, the storage neans is adapted to store data including data

correspondi ng 0.ra ong or nore.of.a credit card, a debit card, a
passp?rt , socia rcggg%lpz i tg’eda‘i‘)&?m‘éf"&‘?‘l"e}'i Ageans; dﬂaegesanﬂmét‘rﬁﬁ%e%weﬁs pAEs
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and/or travellers' cheques. 20 Conveniently, the storage neanS 1s adap
to store HAMUBHININEANS by conne¢ction it g netavgrh foricommumcdtingiwith thayersere or  nor e
of tickets, boarding passes, prescriptions and hotel room access keys.

Conveniently, t e . dto store data relating to a
user's hone angﬁ %‘?éng%"?@ P%ﬁ%f@cgﬁ%ﬁ) %ﬁ&OH&m‘f%?aé'OB? MEAS 8 ﬁ@?‘g,‘o PeL3tE,
control , ot anatgeapdodil ardegate 25 control. Advantageously, the storage
nmeans i s adapted to store user-updatable data including any one or nore of
rrulti1 dia fil e%, addresg thOk ntries, business cards, appointnent diary,
bank 1det ai | s, i fdvAUsReQuUYRths puthenfisation wgans ipcludsscraften repganitanmegs. FEB2005

4 According to a second aspect of the invention, there is provided a

personal data @b®feRsdnti9Nthe pattem re€sdRitichl MBansds Q@ﬁa;ﬁed‘gd redﬁ%lﬁ A8VIeE] one of
i ncluding storage neans for ‘storing ~personal data and/or o?tware;

aut hent i dh¢ phomssdmser’ bingeeprint pat¢rnginsipeti¢érand abicepptt@d. access to the
stored personal data and/or software is nmade by an authorised user; and

del etion Conveniently, the storage means is adapted to store data updatable only by a

corresponding issuing authority and to store user data updatable by the authorised user.

15 Preferably, the storage means is adapted to store data including data corresponding
to any one or more of a credit card, a debit card, a passport, social security data, a driving

licence and a membership pass.

Advantageously, the storage means is adapted to store electronic cash and/or

travellers’ cheques.

20 Conveniently, the storage means is adapted to store data updatable by an issuing
authority, including any one or more of tickets, boarding passes, prescriptions and hotel room

access keys.

Conveniently, the storage means is adapted to store data relating to a user’s home
and/or car, including any one or more of access keys, alarm control, automatic door and gate

25  control

Advantageously, the storage means is adapted to store user-updatable data including
any one or more of multimedia files, address book entries, business cards, appointment diary,

bank details, insurance details, donor card and medical history.




5 nmeans for deleting at |east sone of the personal data and/or software
fromthe personal data device when the authentication neans deterrrbgeﬂs__ 200
that an attenpted access to the stored personal data and/or soft 8
made by ot her than an aut horised user; a database server connectable to
the personal data device; and conmuni cat?on neans for transferring at | east
sone of the stored personal data between the personal data device and a
transacti on terAtmding(lofaJBCCped faspemt of tie irrvanﬂat;ttha‘e iatprévided basessonhl Ofa
termnal and for transferri n (/ of . the personal data and/ or
3l 128 Gtrer
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and/or software on the personal data device an ase ser
whenever agcqss telthestored persprialidatiaiang/onfoftwateiis imads by an anthor seindissr; xag dbledon

made to the nd/ or .software on th ersonal_ 15 data devi ce
and whendV&P i ‘? %B‘tge% %gﬁorﬂ? 8?%&6 ReYsogel ‘gﬁﬁ ﬁﬁﬁ?wa’%ﬁ@ﬂhﬁﬁrﬂ%sma]sd%%en
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dat abase server is provided wth signalling neans nmuni cate W he

per sonal pgespaaldéaa @ad/oo sefigaralis miesledyl ethen thameam suthoristd| wser 4 Batabdse |seavet
sonme of t he n dat a sof t 20 Conveni en e. dat abase
server gg?ie go @'8&5%’5083’?%3@3%’ @ﬁa‘i%"?@eﬂm Waansr@ﬁ@ngfh Wet 3t deast he

si gnal | l @@mmmﬁe sb@aglessohel ReraNea th«ée}ie?soﬂswaﬁ@dtﬁcéia{aeé frah eV@ﬁ tehﬂﬁﬁt
sone_of the personal data and/or software stored in the persona

devi £@ odor prafarminga trapgastienighthe fransactionitergning dadeior trlaasfenrhng qmécmt)smhe dfit a

or ot oct o Byl SREREG: (Mlar herbba) B peFREATRITN S ko e FttBid prvaror

dat abase nmnmmung synchonized sopied oftkht at favi Weneovfthe peRORANIAtLCAII/G NS fiRAFGH K.
Conveni e%ﬁcg‘ﬂ léﬁ{%ft one of t he personal data device and the dat abase

server Jeyiseondnem e agfe 8§TY Bt VBENCYERA Predetarminegt pluradity of
per sonal a@@tign@B4fén dRinty R DeedudL o SeYe ?gmh]n A 2506! rhvee b9 waécaslorrltal

Advant ageously, the data protection syst er conprises anis
aut hb¥ i t gataddeveeer amsk whendven a i sedetangpirsdt plorality of additiohs at amendmeans hhobeen

updati ng_t he rsonal stored in ersonal data device. 06 FEB 2005
5 Prefer gbﬁ%}‘?ﬁﬁé’er%ﬁh éa%ﬂﬁ'(‘?téf’ ?es%‘r‘S%F’? W€ connectabl e to the server for
updating the personal data stored in the server. Advantageously, the
dat abase ser verPrefefibly] ahie dataBase QRRRY i ProviRANWith Qlgn@MINBahédNs to communicate

with the personal data device to signal the deletion means to delete the at least some of the

personal data and/or software.

20 Conveniently, the database server includes personal data device status recording
means such that the signalling means signals the personal data device to delete the at least
some of the personal data and/or software stored in the personal data device on the status

recording means being updated that the personal data device has been reported lost or stolen.

Advantageously, the data protection system includes communications means for

25  connecting the database server to the personal data device over a communications network.

Conveniently, at least one of the personal data device and the database server
includes encryption means and decryption means such that the personal data and/or software

may be stored in an encrypted format.

Advantageously, the data protection system further comprises an issuing authority
30 server having issuing authority communication means for updating the personal data stored in

the personal data device.



a first version of the personal data uploaded fromthe personal data device
and a second 5 version of the personal data stored in the database server
and neans to extract a current version of the data fromthe first [hHER 2005
second versions fromwhich to forma synchronised version to replace data
stored on both the personal data device and the dat abase server.
Conveniently, replacenent neans are provided to replace a personal data
devi ce that hadrdferahly; épostueng dubtrityrseseoisecomidtible to el sepemfot updatiso i
data device (&}'@8 whj ch .tgﬁ 10 personal data and/or software stored in the
dat abase B¥F Hayioped PGS, Preferably, the database server is
provided with neans to downl oad a user's personal data to a personal

conput er. Advanixaeanusdotsly! (he JIRBAR sefef MMRAYaE cHﬁ@%%ﬁ)&%%@?ﬁ %%%3%0 a

personal conputer includés nmeans to downl oad the pers i ng
i n an enc# fissteversion redtthe persosaltdate pplogduafrosothsupeesanalidatardtivivg 4md & stdvindd

te of _the i ti t ' i thod for stori d
or 0t ot ntpED BB meapuel G cesth B St Torver apd ghesis 4 taci e

dat a devi egsion HElthél ARG AR EirdTRRNSsebSMd $¢r9ibhd ToPE WA B8h3a gﬂ% nised
software, authentication neans for determ ning whether an attenpted access

to the peyagamto walage datd storedsorf bath the pessomabidatbjevase @1 theidstabase serverser, and
del etion nmeans for deleting at | east sonme of the stored data and/ or

software fromt 4 ce. b)) storin er sonal it nd/ or
software in the&gflgcslé%g@ﬁe %gé@c@@éﬁﬁg\%cﬁrﬂg'dgétﬂw‘%ﬂfﬁﬁ%? PB‘ﬁ%‘ﬂgﬁg CEB'rce?hat
comuni celidsrigeent ieperteddtss on atoldnathbe tregledemenb @eROrSFONAL daicad ARV IWARhAMEA
transaction teymnal _to initiate a transaction on the transaction

t er milfal ;Pﬁonﬁiilﬁf? #Rder softpareyiared in the\databassrssever a8y dengloadedonmuni cat i ons
systemto the 25 personal data device; e) communicating over the

conmuni cati ons pysdaHly DAL WeGHask @@rvePi%gﬁ&Q@éd aﬁré %e%é’fo%nﬁ@%d%{@seﬁ?%)m&?ﬁ

server to maintain syhchronised copli es of at ast part ata and/ or
sof t war e data torpepepsmebermhpudiert a devi ce and on the dat abase server whenever a
predeterm ned plurality of additions or anmendnents has been nade to the

personal data a t e on the personal dat.a devic d, whenever  a
pr edet er ni ned pﬁg(rlﬁ{t?%e?/)g% ’V%dm%%snéo odr%“@goaraaanﬁn‘élsﬁﬁﬁt%crwggfaggg&n‘%i’dgerts%“atl he
per sonal aaipateanigdlodessodanyver dovaloddthe PRfsofil; dabddr klorig iiman efdigpted format on
aut hﬁgtictgtiongﬁans to determ ne whether an attenpted access to the

per sofal ‘BaPESAYFHPPUIGB FEB2005 6 software is made by other than an

aut hori sed user and if so using the deletion neans to delete the at | east

sone of the datZc@idihg o AGhirdasgect 6OMe ilenBith SARR! is PAhVAdEAEY hiefod for storing
and protecting personal data comprising the steps of: a) providing a personal data device
including storage means for storing personal data and/or software, authentication means for
determining whether an attempted access to the personal data and/or software is made by an

20  authorised user, and deletion means for deleting at least some of the stored data and/or
software from the personal data device; b) storing personal data and/or software in the storage
means, <) providing communication means for communicating stored personal data between

the personal data device anda transaction terminal to initiate a transaction on the transaction
terminal; d) providing a database server connectable by a communications system to the

25 personal data device; €) communicating over the communications system between the
personal data device and the database server to maintain synchronised copies of at least part

of the data and/or software on the personal data device and on the database server whenever a
predetermined plurality of additions or amendments has been made to the personal data and/or
software on the personal data device and whenever a predetermined plurality of additions or

30  amendments has been made to the personal data and/or software on the server; and f) using

the authentication means to determine whether an attempted access to the personal data and/or




Conveniently, in step f) the at | east some of the personal data and/or
software is deleted when the authentication neans detects nore than a
predet erm ned nunber of 5 unsuccessful attenpts to neet authenticahiquzmS
requi renents of the authentication nmeans., Preferably, the personal gt
device is provided with first short-rang@ W rel ess conmuni cati on neans,
and second conmuni cation nmeans for communi cating over a communi cations

net wor k. Offtiashisanadeyby etherphiy) anfuthomscidngepedsdsmbsidatie debaionmeant o\ddlgei n

t he stor ans __10.i.nc] udes,, usi t second co ni.cati on neans to
conmuni cgﬁgag]\ggﬁq PR Oghﬁdﬂﬁ’l %@(qréﬂﬁgﬁ@[}gﬁﬂ‘ khakerspnahdatadeniely aut hority
server connected to the conmuni cati ons network and/ or using the first

by
comuni cati on NEamMeniéhtio OTAHEH TREIR MY fehst 3BnieSSHU Ofi4 ) :
havi ng short-range (I:]om‘nsjni cal?il) g};s maangs. %%or?vozﬁ?]g%teﬁé?ﬁt ﬂéeﬁ%g?ﬁggb?ﬁ%ﬁeu’aes

t he step dsletgd oxhea the autbenticatien pneansddetectd Smoneatimncs | pradetemmibed inuindel g
short «ran w reless c ni cation. neans and usi ng . the personal data device
first Scoan%gﬁ‘fcg%s?'iﬂo ‘*Wé’gsrr?éru’?‘*(?%‘&h'iﬂr}wg'ﬁ% guvgpeRys Bg%é‘ﬁﬁlenﬁ%ﬁ“&"men t he
personal data device and the transaction termnal to initiate a transaction

on the transactPrferablgl tenpérsord® Chatalideeict Qs PréBlEd Rvis BRG! sHakt- wireless
i nvention, there is provided a conputer program 20 conprising code neans

for perf SORMHHIRIONS MEPRS, oA [FECARS: IKORNTIIBECAEIDI ciclso oy, cpmarumidating poyegr am

s run on gne. o uters. Conveniently, the conputer programis
enbodi ed gn a c%artr%ﬁ(%gcr&(rafe@dabl e nmedium According to a fifth aspect of the

I nvention, there is provided a conputer program product conprising program

code neans st or@adnvenieatly,aigpubless stexdsiapéreorat datarantionr s@fiwherihQhéTktoggt Aetans
met hﬁﬁ desqr' bed. abgve, en t hat. grogram product is run on one or nore
conput er SRS MHSNE NE FE SN ERRUBEA HMCERAI: SOFHIYRIFE QNG B BYBYTIgRIgNDY
way of exgfwirR witd &hisERhLhRAGS ereh e | ' ' hbr by 8
Feb 2005 7 Firtg.:ll shlgvvs %_ sqherrjr,at{c b?%%ﬁ%ﬁ%ﬁ%’ﬂ@ﬁ%@é??@%’%@&B‘Q
shows gr osPg farst semaiunitation sweang do i eentrhenipade sutialan datusngl evihostyugetdingl t h

the system ofp 5 . Fig. .3 .shows fixed data of Fig. 2, and exanpl es of
downl oad}hﬁgﬁ]gﬁﬁgﬂﬁg@%&ﬂl j&tions means.

Conveniently, the method includes the step of providing a service provider

15 transaction terminal having short-range wireless communication means and using the personal
data device first communication means to communicate stored personal data between the
personal data device and the transaction terminal to initiate a transaction on the transaction

terminal.

According to a fourth aspect of the invention, there is provided a computer program
20  comprising code means for performing the steps of the method described above, when the

program 1S Tun On one or More Computers.
Conveniently, the computer program is embodied on a computer-readable medium.

According to a fifth aspect of the invention, there is provided a computer program
product comprising program code means stored in a computer-readable medium for
25  performing the method described above, when that program product is run on one or more

computers.

Specific embodiments of the invention will now be described by way of example

with reference to the accompanying drawings, in which:



5 fixed data; Fig. 4 shows tenporary data of Fig. 2, and exanpl es of

downl oadi ng and uploading the tenporary data; Fig. 5 shows hotel data of
Fig. 2, and exanpl es of downl oadi ng and upl oading the hotel data; 2?8 ﬁh@%
6 shows car data of Fig. 2, and exanpl es_of downl oadi ng and upl oadi® Ft

car data; Fig.7 shows hone data of Fi g7. 2, and exanpl es of downl oadi ng
and upl oading the hone data; Fig.$ shows information data of Fig. 2; 15
Fig. 9 is a fl dughlashowsiosheraticidoskediagrdmodf thiosystensidi ng data to and

communi cating data fromthe personal data device used with the system

shown in Fig. ;. Hg. 10 is a.flo a f the.,logging in step of ;th
rechod of Frg. e g b neRflala yet i ipe FRRoR ek s Reotied Wibee o
personal sgtem ofepigcle of the systemof Fig.1 is found to be mssing. 20 In
the figures, like reference nunerals denote |like parts or steps. As shown
in Fig. 1, the system of one aspect of the invention includes a personal
dat a devi ce 10 Higc shpwigfidedadata of Fur &, and geareples pf éowoadrpg@néwgmdmg.thw SO
connegt edq.t.8 ffle  processor is a short-range radi o comunications
transmtter/recéiver 12, connected to a first radio antenna 13, and a
nobi | e tel ephone transmtter/receiver 14 connected to a second radio 25
antenna 15. TheFigpbishews ehporaydatarafFgi2, aed exansiey ef diwnlbsding aid esloddingise
a nobile Eeele hone , network 20 over a radio link 21 to access an Internet
net wor k 30€ Py daBe understood that the antennas 13 and 15 rmay be
conbined into a single antenna. Al so connected to the processor is 0 8 F E

B 2005 8 an autphens s Rieldfiv 6PFA! 2288 BB 88 ddhbiod I Sn APRABAR e Of
olle y

t he personal data device are powered by battery contr attery

control I®tddeugh first and second separate power buses 191 and 192, for
a reason to be discussed bel ow. The power bus 192 also powers a reset

faci lyj 193. 5. 30 nal _d devi 10
may B8 Connact diF e cob dh of P AP baatipley EURTIGROR, afhloadi B <ar

dat abase daex;ver 50. The database server 50 is provided with a data store
51.

Fig.7 shows home data of Fig. 2, and examples of downloading and uploading the

home data;
Fig.8 shows information data of Fig. 2;

15 Fig. 9 is a flowchart showing the method of downloading data to and communicating

data from the personal data device used with the system shown in Fig. 1;
Fig. 10 1s a flowchart of the logging in step of the method of Fig. 9;

Fig. 11 is a flowchart of the procedure followed when a personal data device of the

system of Fig.1 is found to be missing.
20 In the figures, like reference numerals denote like parts or steps.

As shown in Fig. 1, the system of one aspect of the invention includes a personal
data device 10 including a data store 11 accessible by a processor 16. Also connected to the
processor 1s a short-range radio communications transmitter/receiver 12, connected to a first
radio antenna 13, and a mobile telephone transmitter/receiver 14 connected to a second radio

25  antenna 15. The mobile telephone transmitter/recetver 14 is adapted to use a mobile telephone
network 20 over a radio link 21 to access an Internet network 30. It will be understood that the

antennas 13 and 15 may be combined into a single antenna. Also connected to the processor is




The dat abase web-site server is also connectable by the Internet 30 to a
personal conputer 60 having a data store 61. 10 Using the short-rangg FEB 2005
radio transmtter/receiver 12 the personal data device 10 may also be in
radi o comuni cation over a radio link 71_with a transaction term nal 70

equi pped with a conpatible short-range $ransmitter/receiver 72 in

conmuni cation with a transaction processor 73 within the transaction
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331-335 in a manner to be described. 0 8 FEB 2005 9 The tenporary data 220

tor n the rsopa ta devi.ce 10 | reater detail in Fig
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stored i Witha csmbhlalshaﬁtrangtevwenmfrcgmwmn ini porFingnication wathred yransaotion

settings [ ating renote control codes 501 and
room keyg(?j& 233’”9&1 "gdgéécgﬁ?gepg‘énﬁ?nto the personal data device 10 from
t he hotel booking desk 521 and subsequently used to set the roomlighting
and heating 53Tharsioapenget earishetterdrocaiveds k2, 72 may conveniently use the known so-

15  called Bluetooth protocol.

As shown in Fig. 2, the personal data device data store 11 may include groups of data

as follows: multimedia data, personal and/or corporate data, fixed data 210, temporary data

220, hotel data 230, car data 240, home data 250 and information data and software 260.
These types of data are given for illustration only and one or more such grouping or different

20 groupings may be used. Moreover, the method of organisation of the data does not form part
of the invention and any convenient known method of organising the data may be used.
Furthermore, the physical storage means used for storing the data is irrelevant to the

mnvention.

Preferably encryption/decryption facilities are provided such that the data may be

25  stored in an encrypted format.

The fixed data 210 is shown in greater detail in Fig. 3, which shows examples of the
types of fixed data 301-312, such as debit card details 301, that may be held. This data is
obtained from issuing authorities 321-326 and the data is used to obtain services from service

providers 331-335 in a manner to be described.



532 in a manner to be described. 10 Fig. 6 shows exanples 601-605 of car
data 240 which may obtained, for exanple, fromthe user's car manué ggwrﬁ)
or dealer 621 and stored in the data store 11 of the personal data d
10 and subsequently used to operate |ocks 631, a car alarm 632 or other
accessories 633. In addition data 604, 605 may be downl oaded fromthe
respective manufacturers 622, 623 of doors 634 and gates 635 so that they
may be oper at edlier gmporasy dag pU) stored| indhe petevdlodata Sevivd 40 iy shdwy in Ereatepws
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731- 733. moviders#3d+88. exanpl e of a data grouping is so-called infornmation
data and software 260 shown in Fig. 8. This may include such
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organi.ser, but j.s rther provided with an, authentication device 17 such as
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the stored data, A timng function may be provided to disable the device 5

aft eda PEBPIYLatadaviccperi od of non-use. As shown in Fig. 1, associated
wi th the personal data device 10 is a database server 50 having a database

data store S1 igmhie Fig ansifvsSdoPeSsbnifeORimObath RS0 dich hay e 86r08 &dch 35 t he
door key codes 701, alarm codes 702 and heat, light, audio and video codes 703 that may
downloaded, for example, from a house agent or corresponding manufacturer 721, 722 and

subsequently used to operate the corresponding devices 731-733.

20 A further example of a data grouping is so-called information data and software 260
shown in Fig. 8. This may include such semi-permanent updatable data as an address book
801, a business card 802, an appointments diary 803, bank details 804, insurance details 805,
a donor card 806 and the user’s medical history 807. This may include a copy of the current
version of software 808 used on the personal data device so that this software may also be

25  protected as well as the data in a manner to be described.

The method of operation of the personal data storage and protection system in its
most general form is shown in the flowchart of Fig. 9. Referring also to Fig. 1, the personal
data device 10 may have the functions of 2 known mobile telephone or a digital personal
organiser, but is further provided with an authentication device 17 such as a fingerprint, iris
30  pattern, voice recognition, personal identity number or other authentication protection. On

first use of the device the user’s fingerprint or iris pattern, for example, are registered by the




personal data device. Preferably the database server includes en
cryption/decryption facilities so that the personal data may be stqred in
an encrypted fornmat. The dat abase server 50 may 10 conveniently be ﬁﬂs'éFrB\/@%
connected to the Internet 30. In this caie it is possible for the personal
data device to comunicate with the server over a nobile tel ephone |ink 21
fromthe nobile telephone conpatible transmtter/receiver 14 in the
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20  bodies. Arrangements may be made to pay a registration fee on registering with the database
server. On registration, the database server may download to the personal data device such

additional software as is necessary to operate the invention.

Having registered with the database server 50, it is necessary to populate the personal

data device with personal data to be protected. This may be conveniently performed using the

25 Internet connection by accessing, step 920, an issuing authority and downloading data, step
940, after suitable authentication, step 930, see Fig. 9. For example, referring to Fig. 3, data
normally stored on a debit card can be downloaded, step 940, to the personal data device to be
stored as bank debit card data 301 by connecting the personal data device using the mobile

telephone link 21 to the Internet 30 and then accessing a bank’s server 321.

30 Alternatively, if the bank server, or a terminal connected to the server, is equipped
with short-range wireless communications facilities using the same protocol, such as

Bluetooth, which is used by the short-range transmitter/receiver 12 of the personal data




In addition, credit card data 304 and store card data 305 can be downl oaded
froma credit conpany server 322, preferably including the user's current
credit limts. Alternatively, the device may include facilities fopg FEgp 2005
checking the status of the user's accouﬁ) on demand. G ft voucher data 306
may be entered into the data store 11, r exanple, when 10 received from
or on the instructions of, a donor by email. Wth such data | oaded in the
per sonal dgees thes theedathean b dowrlpadegeonio ghepdeviesnusing) the shodsengeewird essalinsk
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equi pped with a point of sale termnal 331 having short-range wrel ess
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i nto t he @il Aemsonh datadsyicseeithrpuyiag the Interaeni pr b usingamBlustansh equinpasser
DY vk, o WRIEL RN 1o b khwP AU Mic et EEne A8 The SRES Banf Bolt dbpitda. T ©

prevents devi ce belng usedt'o na
unaut hori sed user. A comrunications link 71 is then established, step 950,

Fig. 9, betweein additigicadditofard dhta 306 rand 3edre ad date3 P capbadowslbadedOfrélad ce.
The cost of the transactign is comruni cated to_the personal data device
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paynment. The user ata record i t correspondl ng anount
and, for exanple, if credit card paynent has been selected, the user's
credit card deGat lvou@@t datee3pinmyded entsteépn8tthe &itg st@e 1t o forhexapipile) twiadn

sal e, t er mi nal ?31 and ihhe éS r.et aifl er's ccoun]t subsequently credited by
obt al hi nEFCEVFLTHY OF PRISA “{FPB'&W’QB%"J%)'%'?&"bank in a known manner, step
970. Where required, the transaction may be further authenticated by an
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transferred fromthe personal data device to the transaction termnal. If
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credit available will obviously be raised again when the user next "nakes a
payment fiagarpentc inglipettgrard @herpanihenticaticon faerliterl & J'hse privents i the devivk dainghe
fraudulently used to make payments by an unauthorised user. A communications link 71 is
then established, step 950, Fig. 9, between the point of sale terminal and the personal data
20 device. The cost of the transaction is communicated to the personal data device from the point
of sale terminal, the user selects a method of payment, for example by credit card, debit card
or electronic cash, and authorises the payment. The user’s data record is debited with the
corresponding amount and, for example, if credit card payment has been selected, the user’s
credit card details 304 are uploaded, step 960, Fig. 9, to the point of sale terminal 331 and the
25  retailer’s account subsequently credited by obtaining a refund from the credit company or
bank m a known manner, step 970. Where required, the transaction may be further
authenticated by an electronic signature. Alternatively, electronic cash, for example, may be

transferred from the personal data device to the transaction terminal.

If the personal data device credit card data also includes the user’s current credit
30  limit, there is no requirement for the retailer to receive authorisation from the credit card

company before accepting payment since a credit check can be carried out directly with the



5 user mekes credit card paynents, other than by using the personal data
device, the available credit limt may al so be updated by the creﬁi tFE@ﬁ@ﬁ%
conpany by updating the personal data on the database server so t Qt
correspondi ng data on the personal datalgevice may subsequently be

updat ed. The personal data device may alFso hold many other types of data as
illustrated in Fig. 10 3. For exanple, personal identification data 307,
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coul d be r | ectronic cash 302 paid into the personal data
devi ce. §P%eh£ﬁtl§'$empﬁ%§g | i cence data 310 nmay be downl oaded from a

driving licence authority 325 and read automatically by, for exanple,
pol i ce of fi cer Thepaisppat datai dehice Brayelldidid arnplotintypRs bi 4R as iIRSdate@BEFiB.
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Internet webSite aldtomatically grant the user privileges o ership
when t he dowelvaded Suick dataswoudd dypisallyBheledoa phssporsiypeapliote ofi thznaniior88% user.

| nt er nat i,.Qnal _cal,l j card data 312 | so be held wt he fi xed data
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The devi tle ddsen nmay be used to gain entrance through a ticket barrier 431
that is, for exanple, Bluetooth-conpliant. Simlarly, boarding pass data

As iliustrated in Fig. 3, the stored data may also include social security data 309
downloaded from Social Security authorities 324 and used for example for claiming benefit at
20  benefit offices 333. Such payments could be in the form of electronic cash 302 paid into the
personal data device. Similarly, driving licence data 310 may be downloaded from a driving
licence authority 325 and read automatically by, for example, police officers equipped with
Bluetooth compliant equipment 334, again without the delay or possibility of error associated
with the data being keyboarded by a remote police operator. In another application,
25  membership details may be downloaded from, for example, a club or society Internet website
automatically to grant the user privileges of membership when the user’s device is read by
Bluetooth compliant equipment 335. International calling card data 312 may also be held with

the fixed data 210.

Referring to Fig. 4, the personal data device can also be used to store less permanent
30  or temporary data 220. For example, the device may store ticket details 401, for example for
transport or entertainment. Thus, a train season ticket or airline ticket may be bought online

over the Internet 30 using the device’s mobile telephone facilities 14 or from a booking office




402 can be downl oaded over the Bluetooth-conpliant wireless link 71 at an
airport check-in desk and then read, and if required, deleted, at a
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st or & kegomptany veoddess dinkr 'Hh. cornderpoRomngttngdexies 681 fmmay béhdowpleadedi torallofv

such ac -1 e S ' udi eat . ust ment. .and navi gati qn

control s. iﬁeééee %o e%égﬁng%/ﬁjggg}r @%‘%&?&%ﬁ’é’?@&ﬁ%ﬁ"& Qﬁaﬂﬂﬁbgﬁ%ﬁﬁ?r%rﬁr{ he
car or aembsdimient whithe anventiar, the sevive may2dktablish doysthpaniestidRat 7Y Wih the
renotely froma, car deial er. Alternatively, where new accessories are added

to a car FERIEJIERhFOMERls {5 AXpEMR I When dhe devise comes griFhin rargerninde contelband
devi ce f @4useehdds12P8Panliton depicting the light switch on a display of the personal data device.
20 As an altemnative to the data being loaded at the hotel check-in desk, where a room is booked

in advance, time-limited data may be downloaded remotely, using, for example, the Internet

30, into the user’s personal data device, thereby hastening checking in, or avoiding the need to

check in on amrival. Where the data is not time-limited, so that the data 230 is not
automatically deleted from the personal data device at the end of the booked stay, the data

25  may be deleted as part of the checking-out procedure.

As shown in Fig. 6, the invention also has application in relation to data 240 related
to use of a car. In a manner analogous to the hotel application the personal data device may be
used to store key codes 601, alarm codes 602 and codes 603 for the operation of such
accessories as heating, audio, seat adjustment and navigation controls. These codes may, for

30 example, be remotely downloaded from the car or accessory manufacturer’s server 621 or
downloaded locally or remotely from a car dealer. Alternatively, where new accessories are

added to a car, they may be supplied with a barcode or other machine-readable device for



entering the code 603 into the personal data device. In an anal ogous
manner, codes 604,605 may be downl oaded from respective manufacturers 622,
623 for operating a renotely controlled garage door 634 or a gatq BB 005
The system of the invention al so has apR%acatlon for data 250 used In a
honme, as 5 illustrated in Fig. 7, in a nner anal ogous to that of the car
I n that key codes 701, alarnlcodes 702 and other renote control codes 703
can be s@@ﬁc@dgﬁ]}ﬂ cqdsr603xatepthe peesousl| dasiievace. {7 amnanalegausrmanneb rdidey 604,605
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dat a devmﬁm]&dglgf@uglbbrgut@ungmm of a Bluetooth termnal in the user's
hone, the device may initiate the 10 turning on of Ilghts and setting

heating to a predeterm ned tenperature. Referrlng to Flgi , the Eersonal
dat a devi ce mayhalsygemeofhednyetion Al kpsrmpplicationafer eatagdiyusedoin 3 fomekaown
nmanneg e oaded
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may i nceodsrARearainotheidreaise b@ﬁk)l 80d¢s 203 cuppisy sthredrtyg fohi exanpié) doamlvmdirg as
a business card 802, 15 which may be enmail ed_over the Internet 30 or
transni t oM e Canmn%ﬂ%tmaanmrmort hpuseagane 721.peP s aisedin epegats Blustootire

devi ce d t

donor - cactmAza 1885 el 783 Bng ' Rer OB, 33, WHEPBEehR pp gelioe i
appr eci absahghhafithirhengerefia (Ehetbmh ttemynaray tmmmr’bmommeﬁdadrmpdaﬁ adtiata tleny
medi cal consulta ervention or en by Bl uet oot h- conpl i ant

equi E&Enf“m% qﬁangth{S,,@'git AR adérﬂd‘:‘ft c;%t‘e B8ccess to the

medi cal history data, whi ch bypasses the authenti cat ion facilities for use

when the aut hoﬂ{'efﬁ‘i‘ﬂndg'&ﬁhg' 8, tHE pEr3GIHd] Ae dé’(nce%éﬂzedlé’ﬂ %uéeﬁqgﬁ%@é Bﬁkﬁ%rldﬁ& _
I ndi cat ed above reférring again to Fig. the personal data device is

al S(ﬁ cofpiec2tdblin a kmwremnppb Wittt gnayn dor ﬂ’ﬁ?él’llﬂat bg@Enterast érowaad@ah@ré,ecwer ;
50 havi g 8. AGHAPASR £8LERD SHBLE: 5 4l Pindihd b1 AsSAN Hhol S d1EKE 0T e

in the da ore e persona evi ce
may t hus ilverpissd ahaddiess bock slmmlanc@pemuﬁma dianpB03 hewdntad aandireef tswarsez
stored in_the personal, data devi ce. is therefore necessary for th

per sbhal Vma% e coalgd grer e Jjgret 30 o FaEsTOeA DY AcBBEIpEr TiFk Ghnte FRhT
time t0 3% AMSAehbe THRIRVREGhAHaRY bklRed RESRANbr BRAAIESHSGENAGAR ¢ Ne

dat abase server. For exanple, the persona ata dévice mm contact the
dat abase 88&rdamor Sardodeats Sﬁthend tiecusaes n&(dlcai/hrspory i802. hrwidnenahpeettiated thmd diet | on

EAISt erﬁgte tgfvpﬁﬁ%&sonahﬂi%ﬁ &Oﬁx_&ﬁd gfs yerrn%:glcall codnasEl atgo%vmtervennon or

emergency by Bluetooth-compliant equipment.

20 Facilities may be provided for emergency access to the medical history data, which
bypasses the authentication facilities for use when the authorised user is unconscious or

otherwise incapacitated.

As indicated above, and referring again to Fig. 1, the personal data device is also

connectable, for example using the Internet 30, to a database server 50 having a database data

25 store 51 for storing a copy of the data stored in the data store 11 of the persona! data device
10. The database server may thus be used to store a duphcate version of the data and software
stored in the personal data device. It is therefore necessary for the personal data device to be
logged into the database server from time to time to synchronise the data stored on the
personal data device and on the database server. For example, the personal data device may

30 contact the database server 50 over the internet 30 every time an amendment or addition is

made to the personal data stored on the personal data device. Alternatively, updates may be



15 made after, say, every three changes or at sonme other frequency chosen
by the user. Facilities nay be provided on the database server to conpare
the version of the personal data already stored with the currentl 8&E8 200
t he personal data device and only to copy_in either direction, as
appropriate, any data whi ch has changed I's new on either the device or
the server, to create 5 new current versions on both the device and the
server. Thade afier, sayy cvdrs tiren ghingeneca seme otle Cryqsencyhoskt DMS @is&e FXETitiday

al so be used,to store uypdates fromthe issuing authorities, for exanple a
new avai | ‘§§¥ ke & %‘HP?‘S Py E’?ft ‘?a‘ila‘lﬁ‘ﬁe SEXSNEI OMPRFfethe A cpragmehthe; perspnakdasy alreasy

user to tdigre@nth the CaFEntCRIEPRMe PErsMAC Batd ERLE ?ﬁcf{zquy 1 @%’%@faﬁ@?{ gif%i\gﬁ@é 10

ot her than by the personal data device, so tha e’ per
may be uptPRIUiai,tany dae wigoh bast dhangedrortitieevd emicitherlific devibewt the @aGeL th Blegret he

dat abase server 50.. An authorised user may view his or her personal data
store orP“t%‘é“'beéHB’ﬁkﬂ"S&atéath‘f}%@?\@%@mdrthﬁsqrﬁ@*- dat abase server, subject to

aut hori sation. The data may have associated internet addresses of the

correspondi ng i Fiayitwg-walichedking Rhec&lary MRbaiRe HiCiatdRYe sé;ﬁ%erﬁéf‘ggé §$ U%F?ctgunt

access the issuing authority server to access the user

on the i SSQUErpdatast fiomi thy isting authTtitesd fonbameplsea wew avaslableckoi Mimidnfor
| mport ant ti n_a personal data deyice .is mssing or replaced.
Ref erri ngextflglgﬁil’ gk:]"ﬁ] Q_DL\%T}]%P’ pegpﬁg&@sﬁglt ‘a}ﬁeég?ié\?i i gard Sompa; eTewhen eedihgard
step 110,paymehiseard atleasiberahan/ By thOperidifl dahaRIne, SEIME ﬂaesﬁe%&ﬁagi Qi Yol RE!

the m ssing device. 20 The device may, for exanple, be reported mssing by
cont g‘Qt i B hreupdatedhwih thenayedaty whepitke davieeehisnent logeddintmthe. dafibesedehabas e
server prgferably contacts the device in a manner undetectable to a user,
for exanple by a "silent call"” over the nobile tel ephone network 20, when
the device is next switched on. Alternatively, the personal data device may
be provided wiAm asthbfised wset nfayndewdrigior hyr peesnaMilats AR thé REWRLEGaT f
to recei \@%Vltge "sil en%l all" and 2§i,caCt upon.it. Such functionality may be
pover ed 55V R M Pk aé??‘iﬁswc'i"ﬁfe sHRIcEh IO puthoRisatigny i Ide data mRy haveaasgediatad y
st andby hatehRt Wddrbbde® b el Qg lalehbti eplS he
personal data device may b@%@\%@?ﬂg %y se%gtrh gtlgesb%%]w%ugsggn%gl%arnegg&'ﬁ%?
Unded S nordegss the) dysaingoptherifi rsemier [to scesabe ivser’s detalls of heecawnpen et Bsuing

t hr ough : wer buses but in a standby node, power is supplied only
Vi a pome?gﬁﬁghaggaﬁb the data store 11, processor 16 30 and nobile

tel ephone transmtter receiver 14. The standby power bus 192 al so powers a
reset 193 for Theplatabamesehver biso gesarmisamdmpbianfctiTywiRG Sh&Ebmy 85ta aBvithe

personal .data. devi ce . : : . .
15 missing or replaced. Referring to Fig 11, if a personal data device 10 is reported missing,

step 110, to the database server 50, the database server seeks to contact the missing device.
20  The device may, for example, be reported missing by contacting the database server via the
Intemnet or telephone. The database server preferably contacts the device in a manner
undetectable to a user, for example by a “silent call” over the mobile telephone network 20,
when the device is next switched on. Alternatively, the personal data device may be provided
with sufficient functionality even when nominally powered off to receive the “silent call” and
25 actupon it. Such functionality may be powered by a main battery of the personal data device
or by an auxiliary standby battery. Alternatively, as shown in Fig. 1, the components of the
personal data device may be powered by separate power buses 191 and 192. Under normal
operation power will be supplied to all the components through both the power buses but in a
standby mode, power is supplied only via power bus 192 to the data store 11, processor 16
30  and mobile telephone transmitter receiver 14. The standby power bus 192 also powers a reset
193 for a purpose to be described. An icon may be displayed on the personal data device

display when the device is powered off to indicate that the data is protected by being



di spl ay when the device is powered off to indicate that the data is
protected by being 0 8 FEB 2005 16 duplicated on the database server. On
being notified that the personal data device is no longer in the 08 FEB 2005
possessi on of the authorised user, the abase server conpares the dﬂafa
stored in the personal data device wt hat stored for that device in the
dat abase and, if appropriate, updates the version stored in the database
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devi desd ffici I l.atil h houl. d hi
arove | NN, oRRIERE, b Cubabi ol BBk o' Blieeupife i Ptisilon Grce

dat a, t hepetdonakdataldbvicawwith the datubaRe8EiveRlckoept BY diceshtidithed uSér, TREARTIIE evin

al | vgri ables reset to default val ues when the power supply is restored.
The d8t adheB wWauthorisedrager ananpges i@ dypassl the i fingaiprigt outatleari avtkenticatidnnfaoility

t hem t hat; i:cey 1 SP AT S t : ' i ] ities.may, if
dosied. TERFARY e Perllrf g ae e, BBl proh BB B QP ishb SRR b e
use by t hwaathbtised wed Insaiditom, therdapd storenEndf the parsarall dakatdevide viaiebe de@igntdi S
pur pose, .the i.ﬁﬁ“i% aﬁt):]t hor'btﬁy maﬁ][ %%Ier sui t abl e aut hentication, downl oad
the new d8i%% SRPGety yelaulgdthpt shoyid a thirl famovadbapawer surpleio peeveet a “silent
subsequerhlly deérRwht ARAQ6rel Aatal e LeGEd Jatal vl &%ﬁ&ﬂéﬁdﬁﬁ% %19!%?:!51 ARt PSR
The aut horised usér can replace the m ssing personal data devicte, or ’
upgr dde tall variables gesehtidéfaulmalues when thei pavedr issppiy is sdstyedl 1 The dhabasewerver

devi ce, ' he dat abase.serv t 113, and downl oad, step
Toa Cor 1 Tl 298 b o I AR 5b it Weap Bl s deins S0 S intsa db e v v
ont o t he isseisgpauthoriids ay,af dRYiraE isshd mRvdgdcolit AOHEQachdeddr SMed details Sfor

necessary to enter the authorjsed user's nanme and password. If the user has

f or got t effuPSCquEIR uspdy the Awthorise ¥sordn dmeRlaemest persenal dat destespl e Forthns act
R S R e
or de20t o thebtsenis abatesm the datebase beverper denabbsdqieatly Thevitladdddase tBeigers
will replacement personal data device.
The authorised user can replace the missing personal data device, or upgrade to a
later model, and after initialising, step 112, the new device, can log into the database server
50, step 113, and download, step 114, all, or some of, the user’s duplicate data from the
25  database server onto the new personal data device. In order to download the data it is
necessary to enter the authorised user’s name and password. If the user has forgotten his or
her access information the user may, for example, contact a server operator by selecting an
icon on the database server website and answer identifying questions either by voice or text
communication, in order to obtain access to his or her personal data. The database server will
30  provide an opportunity to remind the user of the registered name and password before the user
logs off. Alternatively, where pattern recognition is employed to identify authorised users,
this will provide access to the user’s personal data on the server either through the user’s

personal data device or a personal computer, provided the pattern is also stored on the



30 provide an opportunity to remnd the user of the registered nane and
password before the user 1logs off. Alternatively, where pattern
recognition is enployed to identify authorised users, this wll pr[bﬁ/FEIBam5
access to the user's personal data on ttﬁ server either through the user's
personal data device or a personal conmputer, provided the pattern is also

stored on,the O 8 F E 8 2005 17 database server.. In this manner the user
can repl dRtabascsycEe ImHus meperidhe wer gev rpeckiadsvissad relepd therdexice iy dade |

wher ever rﬂ?{y [ : ther refinement, a facility
may be prl%vmﬁ'dgglﬁ{ct)% gmgraetk’%l}gggsﬁg gurc,]ﬁ?l})elaﬁ”éﬁvj\g‘ng a report of a loss of a
personal data device, either to despatch a replacenent directly to the 5
user or to aut hora fiether fedimaimesty pfadilery may besgoeidad vaphadatateast sekewn, ddlidvwang he
user. Such a service y be over&d,by j nsurance. As shown in Fiq. 10, in
an enbodidwEReT O atIREs phyeptsPRA dat V&éyﬁeléef&a?gwtqu feplacemspb dueqtiydophe
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failure successtully to logTnto the personal data device after, for
exanpl e, maysecavdredtttyanpirancEhus, 10 the user nakes a first attenpt to | og
into the device, step 100, and if successful is presented, step 101, wth
a device main neny. |f. unsuccesst ul . Seco attenpt, .step. 102, e
made. and 11 scrctosnun BRetar in fimaddh oL denpuaiioo: UF it i BY dirthe

| 0ggi ng ippote&ed HyUBBEMATIL delefibn 1FQhE FaRNHoRUTIANAE PerRdndP WhiaeddRlecCbie Failupé P
104, all the data in the personal data device. Preferably, before deleting
t he dat a suedsesfuldy tetogciomn detperional dpsa dbveealier; {arexsmplma@ gporshatitempt5Thusep

103, ,at | t dat abas rver_.th i Necess .to cr e a
curr ot SEEHsr Mkst tfon dtetnd 16 RPN Re FELEE by o, g AEEREGR o8 Sefiriitt
subsequentdpyl et ddvicedadia meh@Nf unBccbRON; aigecond attéhipt, prep 30D ahaylBé made
device. In_an enbodi nent of the inventjion, access is provided to the

dat abase 288 ihadccesefuf thermalg meswrs Breprmed sp 10bnoweyer o6 losgingsiagmnsuscassiy!
1. The usgrdB¥ohdGhe fNeadegic@ dtéfb?% Ofep (1108 Zulﬁ’ tH2B%a Sh e PersPnd WP e
1 of theé pgr soha A a

data device In a data Store conputer. ternatively,
per sonal Rrefepabtyebefmelddiebng twedhtd, ahk dexoce bentans shebdatdhape edrveh®) prad splnads,

co icati data, without th se of a database server and the personal
ompdBer Stroddy B Teaky ay i 1o she Frbirse St GRLE TeRermads SlRA Dy R BareiPae
server. |gn aih&fiRadiseRifay Odubjdifto propeniutehtichisy, QubdRgudiySeall (SOIRHRIm | S
equi pped with short-range wirel ess 25 comuni cations facilities,

communi c&kg kackbim mkocthe phrsopad dat@rslgyvicelat a devi ce and the personal  conput er
may, in addition or alternatively, be by a short-range wireless |ink.

In an embodiment of the invention, access 1s provided to the database server 50 from

a user’s personal computer 60, as shown in Fig. 1. The user may then maintain a copy of the

20  data stored mn the personal data device in a data store 61 of the personal computer.
Alternatively, a personal computer could be used to keep the only backup of the personal
communications data, without the use of a database server and the personal computer used for

all the functions otherwise carried out by the database server. In an embodiment of the
mvention, where the personal computer 15 equipped with short-range wireless

25 communications facilities, communication between the personal data device and the personal

computer may, in addition or alternatively, be by a short-range wireless link.




18 CLAIM5S O 8 FEB 2005 1. A personal data device including: storage neans
for storing personal data and/or software; authentication neans for
determ ning whether an attenpted access to the stored personal data and/or
software is made by an authorised user; %om‘runl cation 5 neans for 08FEB 2005
transferring at | east sone of the stored personal data between the personal
data device and a transaction term nal for performng a transaction at the
transactippaf&rmnal and for transferring at |east sone of the personal
data and/ or software between the personal data device and a server for

mai nt ai ni ng synchroni sed copies of the at | east sone of the personal data
and/ or sof t wak epensonehdataedsooalindading:dserage raeahsofor t herise pesondl Odathangieer a

pr edet er m ned IuraI |é% of additions o arrendned)g{s has been made to the
personal dat ao W0 PUSERYGREOR BEASH rrﬁ%f‘%ﬂﬁ?g ethed An aderapiad \asesfeverthe

predet er m negiq dyf Péﬁxl)ﬁat] Ydatd af@EH GhM05e A RIS 5 ac?j: PSR- mﬁ}lﬁ]f&a{l&?

personal data and software on the server; et on méans
deletbng t hemmns tastrarsfemen®fat ldast spares ofithe sﬂ:a’edt pessodalodats detween ehd p@sortahe

per sonal datg s‘}” ce en t he aut hentl(]‘.%tlon nmeans 15 determ nes that an
attenpt ed acf¥@deViceiid 3 Igpsasipn (BN TaRPHTARNG A Easpdianeat e duamctoy

other than ap,gidand ?&Qr#ﬁfe‘iﬂngat :Aad?%ﬁeaﬁ{hegﬁ%nq?a t&%mﬁ'ﬁhégfg%é??ge&r@en

claim1, wherein the deletion neans Is adapte ete east sone
of the data thedjessongbdatadescavwaha aﬂvatfbenptntmsmgesdeclhymacd capiesiifhibor atdeadt

user to use the sona de erso at.a deyvi ce as

o e med | chelfe BEIRRRont It SRl Sitniave fi it alae dRViee Stk Bederae at
| easypsone ohh&meﬂatﬁemmﬁe@gmw of mao@smﬁéﬂd;ﬁéﬂ@nasqsdeh%a@ t8fthd he
aut henti cati on neans are not nmet after a predetern1nedbglura ity of

attenpts. 4. PEsgndl dataandgaseftuagiondhapersinal dita devicamyd whersval apredeiemmiged
wher ol n the SRkl 8PadBARR & SmAdRRNERal Bechh Fleo R P BT SRTP B

per sonal dat vvare on recei rom

5. A per sonabndl&t ecrdevlaﬁd deetiohahesd fbﬂdelbﬁmgrmk atvjaest &lofet dSIEthBQfemﬁliﬂda@@t a
device is | ded_wi th un| nterrupt abI e standby power supply neans

suf fici ent t6" Brnespipateeifigm gthenpgisenal oijati‘héc‘f’%"ce‘fﬁ'ﬂ‘i”oﬁh‘bfa"cﬂl‘f'é’t’ﬁﬂttj}’iameﬂﬁbm

the gerver aaaemnaoﬁﬁg ar} Q@:ﬁﬁk@%a&@s BP0k pd&dral Baik RRRESSRNGE i IRk A

and/or software. 08 FE
by other than an authorlsed user.
2. A personal data device as claimed n claim 1, wherein the deletion means is adapted 10
delete the at least some of the data and/or software when an attempt is made by an

unauthorised user to use the personal data device.

20 3. A personal data device as claimed in claim 2, wherein the deletion means is adapted to
delete the at Jeast some of the data and/or software when authentication c¢riteria of the

authentication means are not met after a predetermined plurality of attempts.

4. A personal data device as claimed n any of claims 1 to 3, wherein the deletion means is
adapted to delete the at least some of the personal data and/or software on receipt of a

25 signal from the server.

5. A personal data device as claimed in claim 4, wherein the personal data device is
provided with uninterruptable standby power supply means sufficient to power receiving
means for the reception of the signal from the server and to power the deletion means to

delete the personal data and/or software.



39 6. A personal data device as clainmed in any of the preceding clains,
wherein the deletion neans is adapted to delete the at | east some[]?fFEBrg%
personal data and/or software after a first predeterm ned period of tine
of non-use of the personal data device and/or after a second predeterm ned
period of tinme since synchronising the p‘)grsonal data device with 5 the
server. 7. A personal data device as clained in any of the preceding

cl ai ns, @her el perstial delaatevone asrobamsd ii1$ax@daﬁ)ﬂ1eqbré@ddgl ®dimst hderin tlrakletispe
of the personal dat [ or soffjware wi t hout, an unaut hori sed user being

made aware t %SNS ?1?18‘1% 1q deletgy ‘1’1@1 e ceme sl e prpaphdrtagadier gelfvers afisr a
clainmed in am’st?f'e\;ig{r}l?rgﬁ{eggﬁﬂ'oa%f §1 Y mhon"mro?'tﬁe f)gﬁa%gldgfd (9&»1%%1(123?%?@

adapted to rese stored in't ersona evice to faul ¢
val ues. 9. Asqend predktedaingddeviodef &sneCshEGer@ﬂc}hrﬂnQMg ht pehenflr@eediviee with
cl ai gﬁ V\her&l n the personal data device includes neans to downl oad
persohal dat 8#*8RFbr software fromthe server. 10. A personal data device
as clainmed in any of the preceding clainms, wherein encryption nmeans and

decryption NMeaRSeHae thraQiéb%% Phimed H b gottllﬂg eﬁﬁ@achm%:[ @2@39{ ﬁ@'d%ﬁ: 15“‘“ e

15 on the personal data device 1n an en rypte or m&t per sonal ‘dat a
device as cl wieasds adaped toodeldth éhepat deastsonee afl the personal datadinddpr ¥eanarewithout
est abl i shing co ni cation vvlth he server to upload new or anended stored

personal  daPA"HGEe B?etr e et%’@’%‘é‘??/‘éqle‘ﬁ]t‘éﬁa}i“hd’ﬁ%det er mi ned nunber

of additions or anendnents to the stored data and/or software have been

made. 208.12. Ap@ssifaPaate ddafce dRimed ﬁisargﬂ@mnre%rec@dﬁa%m@ﬁastnﬁerrerneme%ueaon
clalms wherein the conmunication neans incl udes short-range wrel ess

fi r st0 comunmeansiip adapsedie Tesat vadaiensioredin g paisohaltdata dﬁvmgadbfa@h vakesi nal ;
and second communi cati on neans for connection to a network for

conmuni C@t I n% rg&a?]ﬁgta%%{n\ég as cllaﬁnecfs‘mp S&Qﬂégg%é(ﬁng%yalﬂ% \gﬁergnatg Eerf;(i%nal

claim 12, wher |nt e short-range vvlre ni-cat’i ons
adapt ed to ogata dewcometudes meagetodowintvall Gersarilrdasa antior sAfiparesHomithe adraer.
device as clained in any of the preceding clains, wherein the

t hent t d t.t ti 8 FEB 2005 20
15, A pelfGond) PHSTE dedi 4t EoesRTaeRan P O b Ehcdiig CRipe Y HETE R BRPYER

recognition messandsdecBpaiph eﬂkahg afeesr00idkd Forddtorimafie (RABHAS ddd end¥bt Fhised
userlss fingerprint pattern, In . s pattern

on the personal data device in an encrypted format.

11. A personal data device as claimed in any of the preceding claims, including means for
estabhishing communications with the server 1o upload new or amended stored personal
data and/or software to the server after the predetermined number of additions or

amendments to the stored dala and/or software have been made.

12. A personal data device as claimed in any of the preceding claims, wherein the
communication means includes short-range wireless first communication means for
communicating with the transaction terminal;, and second communication means for

connection to a network for communicating with the server.

13. A personal data device as claimed in claim 12, wherein the short-range wireless

communications means is adapted to operate over a range up to 100 metres.

14. A personal data device as claimed in any of the preceding claims, wherein the

authentication means includes pattern recognition means.




and voice pattern 16. A personal data device as clained in any of the
preceding clainms, wherein the storage t ~ Z 5 neans is adapted to store
data updatable only by a corresponding issuing authority and to (s BER 2005
user data updatable by the authorised yser. 17. A personal data device as
claimed in any of the preceding clains, erein the storage neans is
adapted to store data including data corresponding to ally one or nore of a
credit cdfd, A pdeional data deviee padapedtn clemeil 4) wheenn the pautkah aecognidion \nidags is

i cence and a Ple'O rrerrbers.hig pass. 1?. A Berso al data device as clained in
any of the prEBREH KyTEEE al itk PR AT 1 QUEIoEI SR Bser SHIESTRI I RARGT WIS IPANEMor
el ectronic c%gavgﬁgﬁ,gﬁe,rn_r avellers' c heques 19. A personal data device as
claimed in any of the preceding clains, wherein the storage neans is
adapted to store data updatable by an issuing authority, i ncludi nlg any
one or 18. noAgeronal detevichenckding pamyed, thppasedingtclains, whetemothe storaer n
acces§ keys. W 20. %ﬁ%ersonal gat aw?iev' ce ?s clainmed in. any of the

precedi ng cl Zi5R0S 1 A¢APISADP Starp dalaipdaighle gnly Ry aforresponding s anng gubpriyandat a
relating to g YRS Fsch QiR uBBSAANE b§ Me altrisedbflg any one O nmoTc of access
keys, alarmcontrol, automatic door and gate control. 21- A personal data

device as_clained in any of the preceding clains, wherein the storage 1P
20 rneand?- A pssaptledita deviewpeclamed inpotcdiihe pregediag ickaihadvingeane sorazeor

nore of multi | vy i l.es, dress bqok entries, business cards

appoi nt ment hlﬁgﬁ%% géar?lt(e‘dd{é)t %:Sﬁses(,jaqgHécglf'd:\%gataacé)frgm(g’,di%ﬁo?”ycg'?edOﬁﬁﬁ’“}r@ﬁl?cal
history. 22. cidptecardnal debad dand! @t pbpeH) oYRill QELGANPEAS] Adirivite 1ReRR SNl
data_device Including storage neans for storing personal data and/or 25
sof t Wlre, aulMEHCTYHR P#S- means for deternining whether an attenpted access
to the stored personal data and/or software is nmade by an aut horl sed user,

and del ejgon ﬁ@ﬁ%nalf&h gﬂi%a%s';aaijl‘%td ih SRS of I Bre@laihd C1aRAE SONGLindRL 910?3%9/ or

software fro he person
means 1s adapted to store electronic cash and/or travellers’ cheques.

19. A personal data device as claimed in any of the preceding claims, wherein the storage
means is adapted to store data updatable by an issuing authority, including any one or

more of tickets, boarding passes, prescriptions and hotel room access keys.

20. A personal data device as claimed in any of the preceding claims, wherein the storage
means is adapted to store data relating to a user’s home and/or car, including any cne or

more of access keys, alarm control, automatic door and gate control.

21, A personal data device as claimed in any of the preceding claims, wherein the storage
means 1s adapted to store user-updatable data including any one or more of multimedia
files, address book entries, business cards, appointment diary, bank details, insurance

details, donor card and medical history.
22. A personal data protection system comprising:

a personal data device including storage means for storing personal data and/or
software, authentication means for determining whether an attempted access 10 the
stored personal data and/or software is made by an authorised user, and deletion means
for deleting at Jeast some of the personal data and/or software from the personal data
device when the authentication means determines that an attempted access to the stored

personal data and/or software is made by other than an authorised user;




devi ce when the authentication nmeans determ nes that an attenpted access to
the stored personal data and/or software is made by other than an
authorised wuser-, 08 FEB 2005 21 a database server connectabl e tol§lFgp 2005
personal data device; and comunication neans for transferring at | east
sone of the stored personal data betweer?l the personal data device and a
transaction termnal for performng a transaction at the transaction
ternminal and & databasasst@rcohngtale toaBs hers@ie dakh debRepgiasonal data and/or 5
sof tware between the personal data device and the database server for

mai nt ai ni ng synchronj sed copies of the at | east sone of the personal data
and/ or soft mépél%lﬁ"%@ﬂ TRGANS SR TangieTTan iV past semel ob thetshered atrabual alatdreteren

whenever 2 PRAALENRINGR BUMEALL Y ol ROOLAINE L BRERUIETL S S REel

made to the persona ta and/ or so

whenever a prieatedosion wagingl dndlfod yrapdfermidi i RAS Sme 9 @B 2]} %at‘ﬁaﬁmdflﬁe”
made to the personal data and/or software on the server. 23. A persona

dat a gr ot ect iSBHWaEs belmesn the persarpli date (daviee 2md tisedasabase servdnfah amanassinger
is provided . il -1 fcate wi,ith the personal data
device to si Sm%mm?E%Fgéjlgs?lgfoﬁ%??egﬁé?tsgﬂgygbé p{cﬁgngté]qt%ggg/%gagﬁwarp hipe

personal dat peesoddladats dévivesel oiRthe ditgbacs Siradr WRéry e # pRARICAN Nt G IS Of
clainmed in cl 3im 23, %E’%'r’&’i@n t he dat abase server 15 includes personal data

devi ce st at udfbeBs g &nfs hag bren Awde (thdhe pgisaralidap aedas sefiyaralon thhe
personal dat @cA8NAICYal0 et tnd NEhdevir® S:péé g(g'm%edt ﬁ)?lgr%g{y:?o f‘hg&%ﬁ@@soro

and/or software stored in the persona‘% a vice o of ng
mean$Obei ng @pwadmdnts hhnbeenhradeao senmirsodal datd ewd/cesdfi@srdeethelsep@ft ed | ost
or stolen. 25. A personal data protection systemas clained in any of

clains 23,t0 Lhgl udi n 20 commruni cati qQns a for copnecting the .
dat abas e%‘er v‘%ﬁeﬁsémﬁ ﬁlégadjéglg ) Syatzﬁ{“aascfgﬁ)?’(?g m 8@881’ 32 YBHREHNE detRbE SereRiST k.
26. A per sonatovidddowh eigaalling Meais tEB@rasusicaicBith e Rnafl 4k AbMBe fPsibith 25
wherein at |east. one of the personal data device and the database server

i ncl udes encRFEIIONTaEARS aidelete dhecatyenst wingrebths persomal daatantfe spfewsonal  dat a
andl or software nmay be stored in an 25 encrypted format. 27. A personal

dat a propect iA)!ﬁcﬁMﬁél%@ﬁrﬁ&lcﬁ&mténﬁ' a8B¥%ifka &l Ak 2§,Swf19reﬁ]el'rhczolé{atbgs%rserver

conprising an issuing authority server having Issuing authori

comiini cati omahiien perfopal dpdalevng stdtes pepsbmgimedas audt draedhd vighbiginparaapal
data devi ce. signals the personal data device to delete the at least some of the personal data and/or
software stored in the personal data device on the status recording means being updated

that the personal data device has been reported lost or stolen.

25. A personal data protection system as claimed in any of claims 22 to 24, including
20 communications means for connecting the database server 1o the personal data device

OVer a commucations network.

26. A personal data protection system as claimed in any of claims 22 to 25 wherein at Jeast
one of the personal data device and the database server includes encryption means and
decryption means such that the personal data and/or software may be stored in an

25 encrypted format,

27. A personal data protection system as claimed in any of claims 22 to 26, further
comprising an issuing authority server having issuing authority communication means

for updating the personal data stored in the personal data device.

28 A personal data protection system as claimed in claim 27, wherein the 1ssuing authority

30 server is connectable to the server for updating the personal data stored in the server.




28. A personal data protection systemas clainmed in claim27, wherein the
i ssuing authority 30 server is connectable to the server for updating the
personal data stored in the server. 0 8 FEB 2005 22 29. A personal ga&t@p 08
protection systemas clained in any of clainms 22 to 28, wherein the
dat abase server includes data conparisoﬁx%eans for conparing a first
version of the personal data upl oaded fromthe personal data device and a
second véfsi oA mErsankhkdatpgratectain datear s¢ olagded m e oflataaha 82 1o @Yy evhemird the

a current, version of the 5 data fromthe first and second

t t
Versions {1 orfFHen ST BEWES 39 COPBATISTYIFRS FrPPTE BES EveD 8t Bed
on both the persanehxadalfodiey !f?&l&atﬂg ﬁeﬁ%nglaﬁglﬁgfe%ic%eéﬁ’cf%'nggmmggg(#ﬁgfqﬂ'le

data protection systemas clained in"any of c ns 2
repl acenment rpemosaladaa porediideldt daaapbace mdpeeannalexulaita aerenceertibabf thas

been reported, |1post or stolen with a replacenment personal data device into
whi ch>t he perdétﬂuﬁpmdﬁf» DTSt OLSHE0S VI SPPIEO BHEhCR TOFT (3 /GO SOt er

may be rel angxgac%\f]ma QoRBT A tl]gzatef%oﬂﬁl%?acﬁév?& a%ﬁ%ﬁ@ﬁ@ég%s%%?d in any of

clainms 22 to ereln the database server 1I's provi means to
downl oad a user's personal data to a personal conputer. 32. A personal
dat a proBéct i Srpesmiabdataspotesiioe dystamchaickuBdd intemyedfnclaines B2 ans29,owhek&in

downl oad a user,'s personal data.to a rsonal copputer includes. nmeans t
downl oad ¢ he FjeSeelL AR o PvidesPrBiesea AsrsGT Pyfp cevier drtdes bipry pRoried
personal conmpakk &fr- stdien withMat RpMcREnt SPePonaD dAA I QL BES WHICH BfeS iadnaf ah@
conprising the steps of 20 25 a. providing a personal data device including

st or 48e neangndior seftwrre sipresingbndatabaje servermmaybe sddadedr e, aut henti cati on
means for determ ning whether an attenpted access to the stored personal

dat a andher spf ! u [ - U l,ethi~0 ns _for
del et ngé? he /gtpte Y%églt B@%ﬁgﬁg%twhsggtﬁg’r é%ﬁ3|n§%g{na§]§[18§ ((:)]rgm?ssg tt§/ta39 e@v}h?%ﬁ% ﬁ"ﬁe
per sonal . dat dathbasecservebis poowicd grithancamnad ddahadadisers patovaetaitt atpbSonal

st orage rreans;m%meg;ovi di ng communi cation neans for comuni cating stored

personal dat §° en the personal data device and a transaction term nal
toinitiate a transaction on the transaction term nal;

32. A personal data protection system as claimed in claim 31, wherein the means to
15 download a user’s personal data to a personal computer includes means to download the

personal data for storing in an encrypted format on the personal computer.
33. A method for storing and protecting persdnal data comprising the steps of:

a. providing a personal data device including storage means for storing personal

data and/or software, authentication means for determining whether an attempted

20 access 1o the stored personal data and/or software 1s made by an authorised user,
and deletion means for deleting the at least some of the personal data and/or

software from the personal data device;
b.  storing personal data and/or software in the storage means;

c. providing conynunication means for commumicating stored personal data
25 between the personal data device and a transaction terminal to initiate a

transaction on the transaction terminal;

d.  providing a database server connectable by a communications system to the

personal data device;




d. Providing a database server connectable by a comruni cations systemto
the personal data device; 0 8 FEB 2005 23 C. communi cati ng over the
comuni cati ons system between the personal data device and the da@ﬁﬁﬁg 0
server to maintain synchroni sed copies of at |east part of tile p IU
data and/or soffivare on the personal data device and oil tile database
server as the personal data and/or software whenever a predeterm ned
plurality 5 of. adcﬁohirmnficatinoammncthermmlhmmdmﬁm symd® berviche thermoanakl dataa
and/ or software t he personal data device and whenever  a fpredet erm ned
plurality of addi t eéi’r‘fg a"i’)ﬁ Peffeer hagaiden sadaonsed ¢rp1g5ea! 96 Har rastef

and/ or software ony} Qéf(ﬁ ?85 andfgf‘?oﬂ]woaré on H&'ﬁ}?so'ilggda‘?éjﬁé\ﬁ@ééﬁfﬁ Fg ﬁ%ﬁot °

deteri m ne whether access tot er sona

sof tware i s made b,yrwat hserhet]imnahdatauhﬂ\for B@fhdarﬂ%lﬁenaﬂﬁa predexermihed @iy Mgty
del etion nmeans toog te the at | east sone of the personal data and/or
software from t he P@AGAR oigapendiapischas begn medgde fesdpeisonal dataandion seftwarg

33, wherein in st L6 AUal2 GRS ?Hﬁ|

software is del et(e?’lciij'h V\%‘IB rg@he gaﬁﬁeﬁfﬁggﬁhgﬂe‘yﬁggﬁg{f ect %@t ﬁgén&aa“
predet er m ned nuneermefdmessbasdsshniadatd drlessohal daeeindot sofiarcat ih@Rerver;
requi renments of aut hentication neans 35. A nethod as clained in clains

33 or 34, wherei nal’ﬁe personal data device is provided ,with first
short-range wirel ess communi cation nmeans, and second communi cation means C

for comuni cagi ng l@iﬁerth@auﬁﬁéﬂﬂéﬂh&@meﬁﬁ’ssto”@été’iﬁﬁﬁe whéthér 21? atbinptéd TBLDOf, @S

clainmed In claim35, wherein step b) of storing personal data and/or
softWere in the sm@rsag@ datseansl/drrsoftwdessis usdde gyt dikersbam anl acbomisad wsat amhlfrmans
to conmunicate oy, auni catj o t wor,k th an i ssui n ut hor,i
server connect ed ](B’gtt I d%S"r‘r?HJch%ﬂ %ietﬂﬁf%rlﬁasgﬁﬁ'}]&p B%I??f%} ?ﬁ‘é a,nid{xg
comruni cation negasfwhe famitiePeesdhal ditd Bevade, | ssuing authority term nal

havi ng short-range

34. A method as claimed in claim 33, wherein in step f) the at least some of the personal
data and/or software is deleted when the authentication means detects more than a
predetermined number of unsuccessful attempts 1o meet authentication requirements of

the authentication means.

35. A method as claimed in claims 33 or 34, wherein the personal data device is provided
with first short-range wireless communication means, and second communication means

for communicating over a communications network.

36. A method as claimed in claim 35, wherein step b) of storing personal data and/or
software in the storage means includes using the second communication means to
communicate over the communications network with an issuing authority server
connected to the communications network and/or by using the first communication
means to communicate with an issuing authority terminal having short-range

communications means,

37. A method as claimed in claims 35 or 36, including the step of providing-a service
provider transaction terminal having short-range wireless communication means and
using the personal data device first communication means to communicate stored
personal data between the personal data device and the transaction terminal to nitiate a

transaction on the transaction terminal.




25 communi cations neans. 37, A nethod as clainmed in clains 35 or 36,
including the step of providing. a service ZT , rovi p 'der transacti.on
term nal having short-range w rel ess conmuni cati on nmeans and usi ngaﬁt#ﬁ 2005
personal data device first conmunication neans to comuni cate stor

personal data between the personal data Xfevice and tile transaction
termnal to initiate a 30 transaction on the transaction termnal, 0 8 F E
B 2005 24838.A AceRytBko - §.S] s f formng.,t he
ot eps of the T e A A AR et RE DA E BRSSP B s
run on one oclameéicaymitedaiss 3390 3A wienpd EOLRIDBIANASNE bAMBRM dnpuEdrai M 38
enbodi ed on a conput er-readabl e nedium 40. A conputer program product
conpri si program code nmeans stored in conputer- 5 readabl e medi um for
per f or ni 2% t r@%W@PH&?HPH’&W P%%‘&‘”P‘Hie larf%l@f%?*c%b%edsgl 3 ePBputheadatl gaxedium.

program product is run on one or nore conputers.
40. A computer program product comprising program code means stored in a computer-

5 readable medium for performing the method described in any of claims 33 to 37 when

that program product is run on one or more computers.





