; | moe3eKH4Z. 6TWDO 00/ 52576 PCTNS00/ 03275 NMETHODS AND SYSTEMS FOR

| MPLEMENTI NG SHARED DI SK ARRAY NMANA l ONS 5 CROSS REFERENCE TO
RELATED APPLI CATI ONS Thi s applicati to U.S. Provisional Patent
Appl i cati onwagbdakreNo. 60/ 101, 742) fil edo®et enber 24, 19%Treswiibed

“Met hods and Systens for |nplenmenting Shared Di sk Array Managenent
Functions," the disclosure of which is 1b hereby incorporated by reference
inits enti rety. BACKGROUND OF THE | NVENTI ON The present invention relates
in general to systenms and nmethods for elimnating bottlenecks in data
storage networks) and in direct server attached storage) 15 and nore
specifically to systens and nethods for inplenenting dynamcally shared
redundancy groTHOBSAND SYSTIMS FOR IMELEMENTING SHAREDEDISK
functions. The need for faster comruni cation anong conputers and data
storage systens requires ARRAY MANAGEMENT EINCTHONSst or age net wor ks.
In recent years) inplenentation of clustering techniques and storage area
net wor ks § SANS) have greatly 20 i nproved storage network performance. In a

typi cal storage networ «gﬁrged t oget her for
a proportional perfor m?nce gal n, ?Tﬁgﬁ#ﬁﬁﬁ@ﬁ@ er Channel based
SAN) 1s added between Thmﬁps’bcahensralnmd el SoProvisiah @) RateRtApplitation Seriahy of

| nexpensive Rashyion PaoRRgS.iuake R 196K tivca MEOSANA Bl Server Lo,
RAI D syst em Dbplementing Saamdﬂlmymiﬂ@gm Fuaicliens,” cthatlisciosire fwlidrisssed i n
order to ﬁ srsebd%'gca Sra@d% Qeﬁc@?ﬁnt ca{t‘;ltcul ar RAID system This can |ead
to bottlé ecREMh Tem p armance as the storage managed by a particul ar
RAI D control |l er can onI y be accessed through that RAID controller.
Furthernore, if a controller % t; q@agmm@égl ned in the RAID
system nanaged by the fail eoB % ?& T ssible. 30 One

sol ution for providi ngr}feapyésbnttlmleﬁﬁanel%tekmgmeﬂamlsydansaaﬂdeﬁhﬂmﬂalfdr controller

in a master/s|.ave.arran mast er . con | er i control)
o ony whoRipiat AR RS date HEab R kG P IeF e ar 2 PRl SV, T &
sol ution 15s gd shore spWTi DY 2EERmMPETd WSR3 A% plethenting dynameally sHaesgever , as
the slave controller is not used until fai ,%:e in the naster, has
occurred. AndtHBancy giopp BiInseemep) hgkyeen ﬂ*@“wgfsﬂll Iy MARAEEPGP [ypetions.

architecture, but to sphddeed i {HicPtRBBUMBEDNiBY amBAOconmpRter A IdARGYagdl OUPS,
each of which is controlle he. two controllers

) S by ope an&_onl one of %
(each cont r olSY$¢M ISqYros FYT13ster apd rorg eYfjcie %rag%%ﬁﬁ‘ﬁ‘éf hclP IEReRLYFAs 5

controls). | ﬂmbf&ﬁx%ntﬁﬁcﬂﬂﬁ'rclusi&ﬂh?tc@iﬁfﬂﬁe@kﬂd&i&ag‘ér&a@ﬁﬁ@kd SRAXs) Rdve ghaupane
time) thereby |g8rovm the efficiency of the system In the event one

controll @P f Aproveq siera Wor&@ﬁ&fm@@r In, 8 bpirakLst s NebY ot °{°H‘émP%ﬁN
controller's se%urmadwcraf m%@herf&'a%r@éh%hl%rf&h%c@f@ﬂ@ﬂd§SANXU gi, gl ons”

whi ch occur, for exa en nore than one controller tries to wite data

to a redundarfdber Ghamns bqﬂEﬂ/M)‘“?W@%"&F'ﬂ‘ﬂ‘Féﬁ”%ﬁ%@‘f?alguss%ﬁ@b fundagince 10

drawbacks. FOLnfXdtThxBensive Qnﬂ@r)fs%{ge RfRenisarys: TR SBY hifdw sy ¥&vanghi tecture
is bound by the 'speed of the naster controller such that performance is not

scal abl e. Thpscess any storageclemant- Hqwrve Whae/ptcelcﬂwsm@wrk)reafwg?@m%g a
peer - t 0- pREr 1LeB] fQbdiféd ﬁkﬁbbm‘atmrtﬁatmkttﬂelae&se@h% SrdSits b PRES 5 BPHFE 1S

not bound by the speed of a given controlle Further, such a system should
provi de sui t dbat@arnigular RABD systeme elhigrgn lead to bottlenecks in system performance as the

storage managed by a particular RAID controller can only be accessed through that RATD

controller. Furthermore, if a controller fails, information maintained in the RAID system
managed by the failed controller becomes inaccessible.

30 One solution for providing fault tolerance is to include a redundant
controller in a master/slave arrangement. The master controller has primary control, and

only when the master fails does the slave controller take over. This solution is very
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15 performance scalability. SUMVARY OF THE | NVENTI ON The present invention
provi des such a peer-to-pcer controller architecture solution for data“
st orage managenent. The systens and net hods of the present invention 20
i mpl enent aW@IWERS76 ype of RAID Array Managenent Function PEaUSe32sef ul for
bui l di ng highly scal able disk arrays. In particular, the systens and
nmet hods of the present invention provid@ for sharing redundancy group
management REIRESR HIWeldrPsqhd Ve cOHitrdlBY i§ hotdshtil R RARIRITR Mle fabts hhONS.
According to the invention) nultiple Array Managenent Functions 25 (AMVFS)
are connect egcwigdnfnether selufieniisieassdhe mastarislaveroairolbss architegtersétosspedi um I n
one enbodi magh[st Qarfdl " LR S TeTat R | HeGng onpect ed
to the redun an%r gapgzggp{a@e?&%n?ﬁgtgg&rﬁ'g%%g%%ga netlmp% (lSA , esﬁc 'gs a
f i ber - channohe piibe bBvosptrolidne(eadhl dontotller WeF-mastinvis-arvis Spredundancy gpndt bil ity
of the redu I o |Gl gk i, pl e
resourceg s%rgrgtgbg%b\%@}éﬁﬁuwggﬁﬁhgéné}@g%rg%y%&mﬂ:browg gﬁéigg}g{fﬁrent access
to the redunnprvinggiresificerfoyof the systanat Indhchaysit ony sentrotier faihs theatheost request s
an AMF to perf.or erat | Al [CE r O wi th the
other Aves SRARIE BRuBRORt BF of Rty ERRNE realndinitho Y M BRLET B
resour ce t o poeventp&cadlisiehswhichacas, fooexabiple, when thaethanront hentroletueste. Wi | e
per form ng WO.00] 52576 PCTNS00/ Q3275 3.t h erat, on he. A end
Fepl | cat | on "HAE 4 I5d SHSCEEY S ROR SR s S GOEAR IS Rt RS R ERE O such
that if 1ohe dddwbaties. [Fer examplepfheplrdormiaticerin Aldhs naaster/sibvecarthitectareris Bdund bire
operation a mai ntaj n_data reliabil ]|t d_coherepcy. used herein, the
tenors " Arrgse Wﬁﬁgﬁg#‘?’e'ﬂf‘gﬁfﬁ%tﬁn%s,m’ b'?g?fgfﬁﬂ’é*}%ﬁ/ls%m%%’%@f and " Redundancy
Ezr thégo Hlvh;nggerrﬁnt " gr e'trhi&fié:‘sedsimleiepﬁfvid:etdahﬁiq%eﬂﬁﬁiig_ﬁleaeﬁﬁhg'tasweytoaﬁaft fl S f
ndboo tem rage.Technol ogy, 6'" .edition, e contents o
Wht ch o 6. haPBITIT LGSR SIBHOR e U ah b rancs 1SS P BUShe kg ol
Management Fgiventcofirollef. Flviher, SRR Qls@dtdny solfdesrovidesuithtae Bt Yoltlande fad ovi des
common control,_ and rranlagif,rrent for one or nore disk or tape arrays. An AWVF
10 presel s ReHamaAnFesralaiitt apes or disks it controls to the operating
envi ronnent as one or nore virtual disks or tapes. An AMF typically

executes in a disk controller, _an intelligent host bus adapter or in a host
conputer. Wen it executes iwwgﬁﬁf&dﬂlvéﬂﬂgﬁ AMF is often referred

to as firmare. One ofThépre@ntilrentiE@protidersutica pébr-bpder 6HolIed dritectd@apt er or
host as desired faor the particular tag_gl i cation. 15 "Redundancy G qup"

general |y r ePBitien {Q5 dalagtorase SapRamsh é%)tsé’ﬁ"ts@‘b{*’ﬁ‘&‘ﬁijsz‘gdhweﬁﬁ RXAUPDHr t he
purpose 2f BhPYentthOndlaf §pds A AL MMWakbin QR €urkBidH AR QY Bl et BhildmgSi Ngl e
type of data protection. is used. ALl the user data storage capacity in a
redundancy ghghlpssalablrditkarregy Ippartiearktha systemsiapd BERFS ¢ the BR¥RGr oup, and no
user data Capaqhkiby pR¥ide f8iaharing réiuh &AL BRI HasHpeMBntibetwRERHRR A orc heck
data within it. Redundancy 2Q groups typically include logical entities
conposed of MAEYATsMaPERCRUACosS st ri pes, data bl ocks, cached data, map
tabl es) configurationaahligg to it flventiod th@Bple Alrfay MJRREkAABREESAs0UP .
Managenment" generally refers to the responsibilities, processes and actions
of an AM® as aeconpecied so mullipls redundanan BroypsveLan intsrcoppest medivg. {he
invention, u : 116EA4 2y are
dynam cal | y @%%?%‘g{eg%hgﬁg@ééchronlf%%ﬂgéel?%gﬁ%?ﬁﬁgﬁ%%wAﬁF% shari ng

t he r edundantegungiaerygroups overapylsieraggareanetuerk (SAR), serhias p figercehiarnebbaspd and

| ocki ng/ unl ogkiyn ' GRNg i j per f or med
as a functi o%ﬁgf qu g\%g@k%g%%?houp %@Eﬁcgﬁ%%&n%ﬁﬂéﬂ‘%ﬁ@é %?&ﬂg%%%%g’f

stripes. Lockichgf whichtipfcalringdludesmauitipatasqurees sprgadsavgr whltipledigkiseThe of wel |
Known or .pr opki a%ﬁﬁ kdenal Iy, the
coher encg@betn\ff\\de};g%?{vzdee gac e@%%%%ﬁg%%\%%ﬁij‘é&lp Segﬁn anétgdgt?sgk Sicgir;ld t he

dat a cont ai n¥theng bbst requests anetMA tapreipry aw operition oy actsowae, AbelAMYd mai nt ai ned.

synchronizes with the other AMFs sharing control of the redundancy group that includes

the resource to be operated on, so as to obtain a lock on the resource. While performing



WO 00/ 52576 4 PCT/ US00/ 03275 According to an aspect of the invention, a
data storage network is provided which typically conprises a redundancy
group including a plurality of resources, and two or nore array managenent
functi ons (AWﬁgﬁ"”éﬁ%ri ng access to the redundancy group. TRETRMO33Fovi de
concurrent access to the redundancy group for associated host 5 systens.
The network also typically includes a storage area network for connecting

the AVFS W t fie bp&atfdndihe ANIE Yend répiiLationdat ahd Rhte HfoRPRibA bisBatedi@R 1 fi 1St
one of the AMFs desires to performan operation on a first resource in the

redundancy gtesensce suplethat if the A fails siny ofithe othar ANIFs iaee ablarte complets thhar i ng
access to thﬁ&gﬁﬂgﬂ@&iw refi?Jilit?a]uP&lﬁeﬁH%)Rhe first resource.
e per i

Thereafter) I'rst orns the operation on the first resource and
10 concurrently sends Asgsed ken¢in,dhe el Aaray ManagemenhFanctian,” SRedupdancy at ed

whi e port or G CRY  BeubBrtg S insstoame 3F Hrbrdhadet rpmhé Radorol ot e
t he oper at i oAdvibery Bodidh(RAB) Haodbivek oaSpeah Stkage Mectinology) 6 bedition, et hod of

dynami cally sharin agenpent .of a redundanc [ bet ween two or nore
array rranageﬁ%‘ﬁ?mﬁ &gﬁgﬁhﬂg? F%ﬁ‘g ’rtcﬂf?ﬁ?fe%ﬁg rﬁ@%{}%/ea‘gﬁgpg‘ﬁg?sgs't he AMFs are able
t o concurrently access‘Arg MadgmncanBunctonyAMB)geatraiinefersieshabglyuhal i ty of
resources. The t hod typi | v _conprises the ste of receivin guest
from a host  Bpvaes popbnt iatighant R RRcR(Br o BiohE G pr i s ok BNES T
first oneoof picsents the andys @ftapesyondiskoincentioly withelopéragnginvironniddt as e crs t 0

20 the f1 1t TRESGUPE Gskhrnes: A AN REAL BERUF Bagmkeobrolh an OB on. o
dat a st or age hobuoidapysitie Bhos cmgutérd dhen\iduxedutds iph dizk ontnep e AREF igne or
pr oad over R HTELLA wimatsd Unar BTe/ENES Bt GRS s
(AMFs) shar i Bghdseakdidindticr @€ paticilmnpgieasd. of the 25 one or nore redundancy
groups, wherein the AVMFs are able to concurrently access_the one or nore

redundandy groups. The REJurdaniydrropp iarperally 1efrreigpspliction af Ree¥lene area
network for iofdafizePMNRCAMEBTGorl (RepuiPE:e o‘f‘br%hidtn%@la{a%?&mﬁpWiﬂfd?ié!?&iun&@yor di ng
to a further aspect of the invention, a nmethod of reconstructing a
redundancy giEFuE: dwiesle breobdats pretegtionisusedi MY therpser data sioragediapIrity it wor k

systemis 30 QfuQ¥dnde proud Rrét¥dedOR] cheGl dR dor R itRA Y d, SAd¥h fs80da@y nore
array managenent functions (AMFS) interconnected with the redundancy group

over a storagepagiteexteraelipp kedundsneyograun is grorgered by checkataavirpmigRedindansy t he
redundangy gr, 8¢ 13oicht Sodb&s CgRsSS the
redundan(:2§/5 grgou fﬂyﬂ}g"reg%n%aﬁ%y%a%poaﬁV@ég%@%gﬁgr%%q%% %} g§5%5&§§

i ncl udes nul tolgsks cached date arapdpiesaepnéigeration phlespptatedabdgssetand a repl acenent

di sk. The net hod typi Caida¥naREWPEioSs Mahham3h® RSnepdi1vaLalst [ NiGRNt r ol
of a first resource of t'henrefg}ﬁgaﬁcy_ ggrou_%)t %?/n afi rstS tgg{grg%(){lsﬁ% lt,qbz\éal\/l:s,
arbi trating frorcessentndaictiors ofan AbBiragsaciatad irithen saventrpdundangtBi¥RCy group by a
second one of the AMFSAeQfnE@IMinI&HbN oiRGEY M e i WithiRE rddbdhepnd
second resources using the repl acenent sk. According to yet a turther
aspect 0f25t hegréupaendynamjcally paordinatedodnd sxshreaizadibetweendhe varivay Ayfisisharinigen an
extra disk i ok r t is provided. The
net wor k systZ’r’n‘?‘%g%ﬂ’ég‘&%?&”é’o%?}%@é@%%ﬁ%ﬁ‘“ rngg%gﬁggenent functions
(ANVFs) i nt er dockirgaindatkingttéchbiquesr €dberciayeyd pridugare vygrically perforangd asz ea

network. 10 The . .redun r i nel | tipl esour ces read over
mul 11 ple di sKuscuirR BrARREC 4 iR b oBe KRR S bp R BRI RERRI ot oup, and
are abl e to qerfomiedaiyhiyicallyasig ahyef 4 exliatyddnell kasvaugr. prapriztanetdhecknty pi cal | y
conpri ses, the steps o Lt ratin or, control .of a first resourc a
Forot oneth TeReSHine adfapst Ad fiab oSttty vBpedn bisching® FESURFEwY, °,
second one oOfatethedéidyroupraid drriacoettined/wighip drrdedugdinae gfdup 34 syactdortadond

resources 15 u in%t.he extra disk.
and maihtained.




According to an additional aspect of the invention, a nmethod of pipelining
replication of incomng host data in a data storage network systemis

provi ded. The network systemtypically conprises a redundancy group

i nt er cor ui eYRY/E%h two or nore array managenent functi orPCT(USMESR750ver a
storage area network. The redundancy group 20 includes nultiple resources
spread over nultiple disks. The AMFs al4 share managenent of the redundancy
group) and are abl e tQ:c6QMMEYS bERbbd oPRE BREnddACa ERLUDARFHWEIKGY Proyilbe net hod
typically conprises the steps of receiving a wite command by a first AW
from a host whishyypigaly gemprisgs e redypslapen sioupdneudiag & plyrabity efgesoutses, apdtwo

resour ces, RGEYY FiafifbeehtHieribis (aAlVeEs) iraf % efe Reayhédnsy ghoBSOUr ce to
whi ch t he f?{llg? ata ;gfécisc to bxe sV\(/rl ttsjen. %ﬁwgﬁ nmet hgdé‘ha s%g{oygi cally

i ncl udes t h&heAMEs prFviderdoneunggnt dgeess forthe redundanayearoupdor #seocfatedhost esour ce, and
concurreagt | f \ Ddo S J ] ] Lt i cation
dat a andgst g?ﬁ%%r%r&??@‘n ]gz;)st ol?:alrugﬁaéclfd\?\% % ﬁgﬁagg%ﬁiﬁgﬁkﬁﬁ%ﬁ%n?gmg ent to

t he ot her AMMMEs withcthe tedundanéy group. fIn a gypicaMdpetatiioh,swivenial fustpoe bHtheiAMFst he write
operati on, t I | o} W tion.
30 Accordi né%&%&’f@ﬁ%ﬂ%ﬁ@%?Lgésggeé‘?"%‘fmt ee@é Lﬁ@%‘r\c&i@gor‘ﬂp ’ %’L?%és?ﬁog IS
provi ded f oarbityateswithath¢ gthehevFngharegagesstnthe ciduadanedgmutafoc g lagk ouhebet ween
two or norearra tafun Mﬁn AVFs) in_.a dat torage system The
AVFs are ablﬁgSt egg%rgéﬁgﬁgr?%ﬁ rS‘/‘e 1(T:Sgess '?%emrlse%%ﬁ%%%oﬁ oart%cﬁfspr\ﬁ%q%ﬁ? aﬁcl udes a
pl ural ity ofonmcasentlysesnds replM@idpiiata2bd ctate ifforhidE00 A38¢ated Whie thedlirfieebotiigpi cal | y

conprises the,st et erm ni an i.ter, AME for. a first.one of. the
resources, WhiF gliﬁ" g_&g‘g 5‘?“%&% ?fl‘ﬁ%ﬁsﬁ ‘%ﬁg H.I%dsowh’@%rf?%n%?‘e ARFatiomE oy i ng
managenment ke dtine AMFRIs alsda @ycogiptetpthe dpeeationbi ter AMF is able to grant a | ock
for the first resource. The nethod al so typically conprises the steps of
comuni cating a | ock gcqogg%tgtancpﬁedﬁfpéctqu m‘fﬁ‘?Lw%]a’? dﬂﬁ@%“ﬁlﬁe arbi ter
AMF 1 equest ish@ing nanagenent dfaaedundaicy pRap béteeen o pkd Ofafin@agsienper at i on on
the first resource he first AVF. o the | ock on the first resource has
been gr alht e§“W°‘EsﬁéR¥1FrS§)lstpé?V1‘if%|:‘." Fethe AEET %}’l"t'ﬁémi"‘é‘ﬁ‘ﬁf“iﬁ #5°BHt i ons of the
speci fi cat i @gdunddncy pdup OvHidteincludesia pUSal Y6 rédontdds . T théthddagpicaly ot her
features and adyant ages o; the present_invention. 10 FU{]'[ er features and
advant ages GPMPHSS HieSiers ol Terrhang 2 tAueshZomabpst b adigd oug ohfhe AMFs&hd operati on

of various eglerh ABRE Spetitioh bR a BFEHVIYS theTeRides) BynchfoRizHRSEitH €Stk det ai |
bel ow wi th resgect to the acconpan drawi n In the draw n1gs, i ke
1

i ng S.
ref erence nyHYEY &0 35 iRypcEEIRaceeRs it the St E?F°‘F%ﬁﬂé‘iqufﬁf8PP‘§?g§13rﬁr$‘é’P°ré Ur¥hts. IS
BRI EF DBSCRIgR#&NesFarcEHE DRAW NGS Figures 1 to 7 show exenpl ary
configurations useful for providing data from one or nore redundancy groups

to one or nore host s{StoEHae WIrERe ot Pithe InyentioReR datastofagsenetv e and

control of reengaRevidas, VHRE tyialy SindistsCork BE mBfeae@mbiarch \sedbk,@ch Fi gure 8
shows a nmultiple controller configuration and the internal configuration of

the cont rol I"64:89a1cY SFUP iRFIMdinemultinge eeseueesisproadAvepmultipleglisks. 9d oMk an
operati on Ushélg afayRRRipahert NS RIPARES) AR SEMRRARY 3fduB hilindgknieRt Gihe ,
enbodi rent of the ‘present invention; 25 Figqure 10 Shows an operation using
a generadd r éi@FPbﬁ*PTcde"é‘é@I\SF¥ﬁ°@P%E’@efﬁ@ilhﬂgA¥&s are abletio eenepmentlyfaceesethpr esent
invention; Fj tdags. fF i j e
r edundancy gdrngggﬁféﬂﬁg% rg anst nl%\r%@%% ?lgﬁgﬁlc%‘éo?ﬁﬂé@%?rs\g?ﬁ% air% an

enbodi ment  dfetwdsle foyinterspnnettingdba AMHs with $heredundancy Bromps.-t he f1 ow for read
operations when the r oS ol : rding to
an enbodi nent of the %?éeas?&e%ﬁ?&?/an%é%?sggg_déﬁéd%gﬂti%(?gﬁ%&sﬁqtozgqﬁsggv&&gr

pi pel i ni ng tawedyndpidyezeupoyheniont ofdtsidiskgfaHeista data storage network system is

30 provided. The typical network system comprising two or more array management

functions (AMFs) interconnected with the redundancy group over a storage area network,
wherein the AMFs all share management of the redundancy group, and wherein the

AMFs are able to concurrently access the redundancy group. The redundancy group



data according to an enbodi nent of the present invention; WO 001 52576 7
PCTI USDO/ 03275 Figure 13a shows the flow for a wite operation when the
redundancy group is in a normal) non-degraded node according to an

enbodi ment SO H237Br esent i nvention; Figure 13b shows the RATAFPER™S
recovery process when the AMF updati ng tshe stripe as shown in Figure 13a
fails before conpleting the update accoiding to an enbodi nent of the
present i nvarludesmulipiueseurtdsaspsdadosertnindtiflée disks and aaepladetmentalisk &theon when t he

redundancy grqup.i s i.,n a deqgraded 1 t.h g.failed driv node ording to
o onbod: e e teicall eShuerids i 5Ent shatbindivedonsapuslof Fen SRR 8 6w for
recovery pregRfgndygidup bea fitdronduialid AMFE, Aebisdting f6r cdfitrélvfwiBedond Fos@iite 14a
fails before con&ll e%i ng t he ugdate acc?rdid%gi to an errbod]i ment of the
present i nvehteariuneangy,groun By & seoaRd enret fhe s AN CoRSRRRRLY GFGPHBIEMMS t r uct i on
process 3ccetirfithnll Secdiid REAREHs WBIAE thefreglft@mBrt@®RNt i nvention; 15 Figure 16
shows the general sequence flow for_ a backg}round expansi on, process

according to an enbod‘_f‘*?F@Fﬁin@P yetfefuphaeaneet 9 _rﬁk&feiﬁ‘("r“é}ﬁ‘?» Wﬁﬁ?"e&“ﬂﬁi‘daﬁ& 17b
ilTustrate AMun&RRPERuE ¥#hbPih Mk ts addBfioW ih R dataRRrARTEAGRK SateREET NY

techni ques of the present invention) respectively; Figures 18a illustrates
a basi c ar birreviedohhegiebyask sysigmeivaically ampripes fie 8¥ QoL apgy MIpasemEpt o

particul ar rgsaek Rt disled Q) WIREHPRaRIAhcy SYENEVP A stofdel HeS ndfilork.
illustrates the general process flow of the dgeneralized arbitration process

accor di g t dheredupdangygroup meludes ravitipleregoyreessprepd pyes multindedigkssiThp| i f i ed

bitrati ' '
arpbriration SuPEAPsh %%Fiiﬁn&mt%lﬁrﬂdgn agt%e"g’?warg Sa #ogééﬁéﬁrfeﬂﬂy hQkss2

single resource; an ure 20 111 ust s. exenplary resource
arbi trati on thergdendeecy graw. dhe method typiaally campriges he stepivHarticdtmgdorrrgntrd t he

present i nveo'?taifﬁpﬂ resourmyp f'n%?ér@%f %%TMQ %%%%E fcﬁ‘ control of a second resource

by a second one of the AMFs, and concurrently expanding the first and second resources
15  using the extra disk.

According to an additional aspect of the invention, a method of pipelining
replication of incoming host data in a data storage network system is provided. The
network system typically comprises a redundancy group interconnected with two or more
array management functions (AMFs) over a storage area network. The redundancy group

20 includes multiple resources spread over multiple disks. The AMFs all share management
of the redundancy group, and are able to concurrently access the redundancy group. The
method typically comprises the steps of receiving a write command by a first AMF from
a host to write at least two data sets to two or more of the resources, and acquiring a lock
by the first AMF on the first resource to which the first data set is to be written. The

25 method also typically includes the steps of writing the first data set to the first resource,
and concurrently performing a first replication operation wherein replication data and
state information associated with the first resource is sent to the other AMFs, such that if
the first AMF fails while performing the write operation, one of the other AMFs is able to
complete the write operation.

30 According to yet an additional aspect of the invention, a method is
provided for dynamically sharing management of a redundancy group between two or
more array management functions (AMFs) in a data storage system. The AMFs are able

to concurrently access the redundancy group, which includes a plurality of resources.



DETAI LED DESCRI PTI ON The present invention provides for shared redundancy
group managenent (SRGV) between nultiple AMFs so that nultiple AMFs can’
si mul t aneously access the sanme redundancy group. According to the present
i nvention, dWO0¥$25ifk ed synchronization 5 and replication tRCHUS0GOESS ar e
used to coordinate the activities of all AMFs sharing a redundancy group
and to maintain data reliability. Access to any redundancy group can be
gai ned t hroumgh . i . NVE.th i i cont rol
of that r edxgcd’éjg@ix/d %Q&%’?L#ﬁ%‘%@%ﬁ‘%{lﬁ#ﬁgﬁ%&?é@ 5’ ?t%re‘&‘%{r]:of?ﬁoasglr%gr@%ér efore
peers. Addi theaesalbices, wherem theatbital AME isgpno ofthe swocarnfiorg AMI shanngshar ed access
and a controller fail 1 ccess toLdata thr h e faile optroller is
bl ocked, buP’aParggmargtt"&ﬁg e‘?"r? anr%&f?ﬁ&aﬂ%lﬂg%w g ag#iq? Fmptrﬁ lgglf f’;or g‘reot ected
from di sk f fitsk tes@sce. Thelmathod alss typrally comprisas tid dteps of comirhmiitating ek | ncl udes
an AMF which is shari that,.r dancy ,qgro Wthin ive ontroller,
il 11l 3 ARk foBe fifang At e AR B endlecAPiE semasingy otk e SRE
preferably gdigires] afdipafo@mingan byer@ionwn thortTesotita by ki) firtQUVF loREHAREIRBE Y
groups may be shared b first 15 group,of ANMFs, ot her redundancy groups
may be shar Qﬂﬂl‘}i}%sa”gs@& ﬁga%‘%g%?d%ﬁfggg’bﬁﬁ ill other redundancy groups

nmay not be shared at Refdrendefio fhe PdnRiinifEip AERRGE Tk sPécifitationd idhiaaiy thont r ol | er
there is a one-to-one assocgjation between an AMF and redungdancy group;

that is an Arwingsqadeains,vil selze ohay fsefarse gndadyantesss 0%1‘%F Pregent VERioRat el y, an

AVF nangges FiHhdrifgbhRes MM ad inta bioof SR Prestht Tvendéh, b WaIl & tle fhitse sgbasi ¢
networ k configuration according to the present inventign. As shown, a

plurality ofperatienvaseysepmbediments pithe prepenpingertigprarhdaseried indeisl tdewi th a
plurality ofyifgEs8dtIo #acdothpdBhhe RAGIREO In MR dedivihgiC kiR ferdhcE Rthbed | er  30.
(I'n general, "N''is used herein to.i n%ll cate an indefinite plurality) so
that the nurgsiateifentigplos finstienaly similar defaentonponent does not necessarily
equal the nunber "N' of a different 25 conponent. For exanple, the nunber
of clients 10 does not, but may, equal the nunber of servers 20 in Figure
1.) Each3network client 10 is coupled to one or nore of servers 20 over any
of a nunber of connection schenes as required for the specific application

and geographical location relative to servers 20, including, for exanple,
an Internet connection, aBRIBRRESCRIPEEONMOFIHEKDRAMINGS/pe connection, any

w de area network 30 ?@M i . i Eﬁ@é k
connection, etc. Eachlél ont %Q’f@ﬁ%g%ﬁ%&%@%ﬁ%@%;I.‘Jé%g&b S, %&g{j is
comruni cabl yfroooerns e dhong telurtdascyrandupk (5l ane a1 magechosiGysémelising ehnirldass 45 over an

SAN S0 12 TiTa s SR < Feol okl sl ek o PPk el 2 2 Vo
00/ 52576 9 PCTNS00/ 03BizareSGBowhamaltipeANtradier configufitienomd dagrigtemal nt er connect
such as a di I i .t hout departing from
the spirit oclfoﬁl?%ué%gﬁ\%%{cicgﬁ?&%gggﬁo&g%eygc %g%?ﬁgﬁgér%’% has direct access
to each array 40 over Fignd Sbhows achpetitionysing agepenabsyagaonizatiop aeaubrceshar ed by
all of contrallers, 30 f.i - : .SAN is preferred because the
fiber-channeﬁccg’srﬁlgg&a%f@gdgﬁ%g%éﬂﬂg?%}ﬁtdg\?%g%at supports several network

t opol ogiZs i ncl udi ng piguret10tsbevpanroprason usoigadzeharbineplicatiorbdetwented | oop, and
any conbination.of these t.opo jes. Further. a nunber of protocols are
_sl_uppo][ted Ngéacf?é:;\:/;t(b%;n&?gﬁ%if@?‘;aﬁ %ngﬁnﬁé’gd! ngtvﬁecr:tstlh) Asydr;;g on:l)]ius10
ransfer e , Figaresita sisivanhddiow footeaPopdration e nglun go
(TCP/1P), Hgh Performance Parallel |Interface . PPl) «.lntelligent .

ber i phet al 1 A¢d FOTERT Darprgeracal fost peep B A8 Sybddimmneke e et if eiions en 1y
provi des for data traPrguerisprecthoflow fortead bp&hims whed diyBamndinpy giopp at

di stancei of, u'f)'&o %2 mehers (()fi»{er co%géd.caty'; and up L9 10 kil oneters
over 1 b - ot £AGEAGRS Fgee. aheptiins 1o a8 phedimet of B presen FeBRY 1) o hosts, each
with a controller 15 Gigutd Ruhews the flow o pipelining f#rdeglichton-of eamtlg HoéN
according to the rdesent i nvention. Each controller 30 is coupled to

swi tches 55 $3i {R¥FABANP PheBRRIHGS the HIETPLRYSHER ports as shown. Thus, each
controller 30 is in communication with all other controllers 30 and with

di sk array 40. Each controller 30 communicates wth its host systemover a
PCl bus 35. Switches 55 are coupled to disk array 40 using the | oop

t opol ogy as shown. 20 However, it will be apparent to one of skill in the
art that many | oops can be supported through any of a nunber of sw tching
topol ogies. In general, the nore |oops, the greater the data transfer rates
that can be supported. The system redundancy as shown in Figure 2 is NI)
meani ng that given N controllers (30~ to 30N) up to N1 controllers can
fail and no data on disk array 40 will be |ost when all controllers 30 are
configured to share 25 nanagenent of array 40. A controller failure for a

o, o - o o, o o B o o o "



data may be |ost. WO 00152576 10 PCTJUS00/ 03275 Figurc 3 shows an exanpl e
of multiple controllers and a single host configured in a switch-based

fi ber-chann s ccording to the present invention. Each roller 30 is
coupled to t % sWtches 55 in the SAN through two fi ber-chs‘f‘uﬁ%oo’%ﬁﬁs as
shown) however, from1l to N ports may bf used as desired for the particular
application. Thus) each controller 30 i's in comunication with all ot her
controllers 30 and wFidurdi3alshawsthy Al faraawrite bperitidhavhen tseradindsANM.  Fur t her,
each controller, 30 comTtmic tesdég/itg t he host sysiem over. one or nore PCl
buses 35. THRURSHM # BT Qompeerpdsd Jode acepiang g ag mentof MG ach over
the PCl busjggention; SW t ches 55 are coupled to disk array 40 using the |oop

t opol ogy as shown. However, it will be apparent to one of i1l in the art
10 that many |oops caigWelduppwthefoviprarseevarpronessviraibrAMErupdainec hi ng

t opol 0gi £5. {ht Brige BLdhdivn it PRWRANE 1419 Bétare coRBlelhSAk Qpddd R ctrding tb hmnsfer rates
t hat can be supported. In this configuration, up to N1 controllers can
fail befor eemepdgmest ofihe aresephinvemioni ty to the host system External
controller 30Nt~ i s gt fAadnbds BE Ab Gbr G B afor Rich i reBindally NOSt
system |f the host systemfails) no data wll be |ost on array 40 when
control | er SONs in § daggaded (it failad diived made apeordinRtoentembpdismentsftho with t he
controll ersgagﬁtﬁ]gcrﬁgﬁl of the host system according to the present
invention. Figure 4 s"ows an exanpl e of multiple hosts each with nmultiple
control Bers confi gur ddgural4b shows ti flowdere feedyery-proresnehengpAldtundatingg to t he
present i nvgntlnas GRGH i POl Bis BkoteofrBlbRh g.tu b c5MidecBEs SS in the
SAN throughﬁlt V\xgl(‘g’?iaf)er 20 cﬁar.?nefl’.f)lgrts& ag gﬁ’gv\g ehge\everc,l\ﬁ}r{ggm to N ports
may be usedembodimentofthefprasent inveptont i cul ar applicati on. Thus, each
controller 30 is in ' j | 0 and with

di sk array 40 over tﬁr‘g&??g%ggyﬁgﬁnw @rAﬁl{Acﬁgﬁop ﬁ%rre?&g{aﬂé%ohgﬁ%rc%l | er 30
conmuni cat esconiding totas embedimsytaf thepossent iventiam; nore PCl buses 35. The

control l,ers 30 are al [o]0) i 1 h.,over .the PCl buses
35. Swi tlghes 25 55 arl‘ég‘gggé)ggg’gtmc? %F&s%% sg‘ﬁ%"g%"%yﬁ’g?ﬁa"“gﬁg‘“f‘%)’é‘%“ ]%npol ogy as

shown. Howepmxdssiatcordihg tolaa emppdimenttof the poesentadvestior;| in the art that many

| oops can be support t hr h .. Of er of. switching t |l ggi es. In
general , the nore |o§'§§‘f‘¢i %%ﬁ? Zﬁ%ﬁg?s‘?ﬁéﬂgﬁgmwg’ﬁgtfo&m gf'e%"cfﬁg?’ an be
supported. hitsdapé gatioeninp itegphimiigiids @ Aithe peeden daventiongyesbestyvelyir oni sat i on exi st
bet ween two or nore clgntro ers. 30 V\{)thi .each host ste ere each host
system 30 incl udes N'ZOWES al’lré‘fsgatéﬁ? 5 arflﬁ""f\tl’-‘)fp&fﬁﬁ efeeq"gl‘]g ACHUS5F @ bef or e
| oss of 2dat gock\Vex d pabiduiat yesbicd dt€orBing to thy pieedit invéntwnost systemfails, no
data will be lost on array_ 40 when controllers 30 on other hosts are
configured to share ﬁ‘éf@éﬁléﬁlf"“@?csél?ergé?"rﬂ'(?reﬁef "t"ﬁ%’nt%ﬁet“nﬁfﬁhﬁfs 30 of the
fail ed host aftsdtiofmpaeeskacionding © thdregehriawmtion;nvent i on. WD 00/ 5257G
PCTNS00103275 11 Figure 5 shows an ex l.e .of multiple hosts e W th
i 1ol e controi 1 er o BEnAG dRERA S A raharo- R bt b A8 ™ e ALy
SAN accor di aghster tdiffighfadeefol a kinyle fidsbmoe; al@ich control ler 30 is coupled to
the | oop . through the two fi bg{rs-channel orts as.,shown. Thus eac[:“‘“Sr

with

control I%8r 30 is in cOWEAP UHSIrERs iFmRlaty Tesoyron SPLIRARP seAueRGes fogg ©

di sk array 481e88 folilhSMFSadderdifplb ilreseMaminGant rol | er 30 communi cates with
its host system over one or nore PCl buses 35. In this configuration)
redundancy . and synchroni zation exist between two or nore controllers

wi thin each host system Where each host systemincludes N controllers 30,
up to N-1 controllers can fail before |oss of data availability to the host
system Further, if a host systemfails, no data will be 10 | ost on array
40 when controllers 30 on other hosts axe configured to share managenent of
array 40 with the controllers 30 of the failed host systemaccording to the
present invention.



Figure 6 shows two i ndependent redundancy groups managed by two i ndependent
controllers according to the present invention. Redundancy group Ais I S
managed by controller 30A of host system A, and redundancy group B is
managed by Whiosed7ber 30B of host system B. Al so shown ar @CEASHYARMS host
system C and external host system D. According to one enbodi nent, the FC
ports of controllers 30A and 30B functibn as both device and host channel s.
This allows each controller 30ApAIBEBDESCRESHAON] t0 service requests from
its associated PCl bus 35 or froman external FC host 20 such as external
host system C, ext er T PFRSeRt inypasion pravidse foxisharediednsianqycarown managemens
control | er @) befién hARPIEAMPLR thet hilidpll AVFRAR YmullAUAAELs GEOUP A |5
made accessl host system B an ancy group I s “made accessible
to host syssama rAdumdmmsnrm peradiag ta ﬁhepmcnt:@mm@m @*tnmw synefrorizatiepl e) a
request kec sl ated as if
it were ?ecgﬁl/’g lé(;a{}(tga}{r‘%ass c?é‘?{e‘%@ﬁcf&ogdlﬁﬁ%@fsgé%mglsto? Fi?\'ﬂ; Sgia(ré (r%nal host s
systems C amdfumblaaeyxgraby @dtiemuwséathIdnm Acchsntbaany yedyndanpy sraupieat B by

i ssuing rea . ' 81%& R QRKE over the
fiber channgfggﬁﬁth&%& e?alc‘)e% ? syleems @gﬁs g‘%%%?tjglrn?g%ﬁgét ed in this
manner . Fur rddendangy grawp ghheckMis shaanmgtceowrgmuplalrethemﬁm pggosation is shown,
ot her confi a suc as t r.ation st rat ed
in Figure 4%%4?ﬁ'oneﬁf§'elf% g'dugg giu 'RED con | SO x%gs %d Sakcoxét?ofllacr }'ah

per f or rdAce asesd taldatlalt}tryugthhgfarlﬁl c%nsdsltms bdmken(huqlhedm omtheeemedanay RAI D
system i ncl udin sive PC Backp

confi gured gﬁouggsﬁ/ruﬁ mt 8 argtgc 45%'89 lsré%%fr%e& éﬂfﬂfeﬁsét(’:l fnnaé]y Ol Cf ?_lo(nﬁ ]rleersent
i nventi on. TtknemmdesranlAMF svhadbiis ﬂran@dhhtaedamdmy gfoludexthhroa gmen @ntrollenO

001 52576 12 “ff 032f7° ﬂﬁ 19 Sive PCl back anes% Eﬂ{fl % nfi gured
to accept h &t é% RFYPP B Td™ PP 6FF LCIRTAGY H%saé BSERHHE buses.
Thus) ext er pala gsap\bggeoupbasiabilat ispsome calnadaay groops mnebe/saaneow afisfundancy
groups ntrolle co trollers 30, to 30N b |ss read o ite
equost S5t o & S A5 AReFEVDATEY Blobes M SAFER DO Aol §0RE! ARt | er 30
s 5 reqw r gl omexrémmmggrca@dmaﬁdwwamw aanl B@r&snemﬁspe&@mmlal ers are
added. A FC-AL simlar_to.the conflagsuratl on shown ure 5 can

al t er nat i velB¥°BEORIUEF there isAongderong ASsqpation Bewae &B P ey

i npractical .grdupgties 8n ANMPYRarRgetlonty dik CedRTHnEPETLEYS atG:aiind. gumaﬁamy] aand t he
i nt er nal confl uration ﬁ]‘ c&g&rol ers 30 according to~ the present
i nvention. @MF 5ranagss muliiple AMFS  theimediMesr s 30, to 30N shown in Figure 8

may be Ixcated in a snga{eatsﬁomas@mcwarmﬁgw1mcc&m§pd B @fesentOr
exanpl e, each controller 30 % dina eparate

| ocat hqgst , syste or
each of nul t‘PW%°’hd%%S evg,t% ;9?1“?5\‘,@ &ge%ﬁw@l&? M%“W?‘H@E’%% IBCF] | er
30. PCi hOStwmﬁT{nﬁ&Gtﬂ?%sc@O«:rQZ(ﬂ\té 26 edh 6OWHIGK IncRidePPEdAtrbINr 30 AR ighriend, and
processing commands from host systens and for providing inter-controller

link (1CL) s&FVivsed befeingo ngicaiead ndetinitepiirplity.so that hemReinAEIWRERC) host

connection @&cﬁ&@%'o@@%oxﬁp&x@ﬂ%@éﬂo@ﬂec@ﬁ@rﬂ? el B R MAmBSINTSfa R Tr&@eei Vi Ng
comands from host %){srt ens and for providing ICL services with other

cont r ol 1% s.CoMpoRAnk f Fé@l@%ﬁ@dwgdveréﬁehe%M%f Pty byt may rgeal themiisy si cal FC

ports (not siyQuWerk Bo fri M r@ 1§ Edgk'hetw8ik clibfl 40 §Scodplbd fouhedr thote s&v&sRh es)
both of which are used di sk drive access) receiving_ and processing host

commands ancpvrewygépweb@ of sennpgsiops¢hemperasgppyined far thegspemfic anpliratisg andy t he art
that each C%B?Qﬁ}ll@qﬁ 1&%%n'ra§ﬁ%49sér6é?mollﬂcﬁmi}lg r BOIipte, 38 irtleRdtr €d for the

particul ar application. Each controller 30 1 ncludes one or nore virtual
di sk ports 7@nesstien, @hy ksl @rea pemero@ AN dmesonnegtion, gy widaRrea petvofks . Vi rt ual

di sks 75@r e wRRAS) G5B LohnRAioh, dh BFoPriflhry ABrwork connection, etc. Each controller 30

includes one or more AMFs, and is communicably coupled with the multiple arrays 40 of

disk drives 45 over an interconnect medium, such as a storage area network (SAN) 50.

Preferably, SAN 50 is a fiber-channel based SAN. However, any SAN type, such as a



array. (A "Redundancy Group" is generally synonynous with "Array"). Each
array may 25 be partitioned into as many virtual disks 75 as desired. Each
virtual di Skwb% /913§6oci ated and controlled by one or nore associ ated AVFs
80. Many virtoar~disk ports 70 can exist for the same virt BGFUOOR™Ss  put
each nmust exist on a separate controllgr. For exanple, as shown in Figure
8, virtual disk ports 70YR, and 70YRN associated with virtual disk YR are
provi ded t 8OSbbesed SAN; onanydlireetrser3r-intarednnpotsuciy by dire@08CSkraedifect i vel y. Each
virtual disgk : RO Y, i t . v Lt ua i A
Virtual di SEbrdidhly SERePS BhelF e o Re il STtk Cbeah bl

whi ch i s shanteddleb30 Kesldire@@dceastd eShVixtay Y0 prerSIANISG; kedoodansy gmnp be added to a
controller at _an i by creat, i rt.ual di sk and assigning an |1 O port
adar ess ¢ o onastept e dlk BopL el i), & Vi fual WD 00152576 13
PCT/ USOGB/ 03275 di sk Auffber-ehansdl bisell SAD iapréfericd dbcatietkie fibsrichamerstadiidd and
assigned tq it) but ‘ﬁh‘ﬁ creation of a virtual disk i(? not, coi ncident with
the creati dhabfPeq s@pdard thet sypagrts seyeral netwiork 1opalogics ipeluding point- ooy ¢ | s
created ri glitciddtfatiic, Bitfabd Usthaaang cOBinitionOFf @Rbedpoldfitd. URukthél §k ports can
t hen be creat dro(ﬂ_t an%/ﬂti me thereafteé but the creatiqn_of ng virtual disk
is only dorﬂé‘"g’e PEotosals 4re, sHPPoRted by by fiker-chapnel stagdyyd, inelpdipgg any tine.

Al host opgyyattiredas TrnBeOoES@TM), Thashiesién @brokPiotvlintendg Pravdcdl €. Wil e
t hese g{)er ations are copp for

| eting,. new host operations are rejected,
exanpl o0 byTCBIRN Mgl commtnce Birayel riertase (HPBRainialigeptisrinbee! Intgriaceh ¢ hat
mul tipl e ANis), 394 8thersPVRS&VEr, PibeCdtfalinet prakdnBl bWviddOfor AR tapd&GYedE BUPS are
shared on a group- by- rou$ basis. As shown In Figure 8, there are 10 three

groups of Awre 106MBps ZQOMBps duplex) alfistanses AP A9 FQipeters g GoRPE $2MMBSs on
different cRBLHO |EkiforfBENL BbapAOELLIAY! | cate with each other as will be
described in nore de]gFaiI £§‘I ow. For ia%%rrpllt((_arg gps‘;hohvmawiyn F;‘gcldlre 8) AMF 80Y,
synchroni zes and r epKFi8QE €SO0WP AhCXANP eg YN HPATePSH £4% a®p! CAM-

associ afed W [ \ Y i ] 80G
synchr oInsie z ees%ga? @(L%]%Yslwgg}t] ?gge\nj_itb f%;ﬁé%gﬁ%ﬁ%%i%m%%bgﬁhgﬁgﬁrz es and
replicates eontrolloaRP 1:50TPed RaHitehasaa i ine Bh tifcshoepohangeiperty pe

ot her _cont rphy SRR Ay 2aERLiE B! bbbl BinE ik dtho o BT < O
Synch_r oni zawitlmdislaﬁdaw@p!ﬁadacdnanlleﬁéaoremunihacs witeitdpet systewreyepePCldnsed by 20
nterfero it Ua B pelpBair RSN R B bRy RR shin oSt ructively
Synchr o2 zaHb\wver,équillrbesppdnait toémry oA wiithe brt ﬂnedmﬁloommbsél@pvlwour ce
associ ated wi r r | t ' e AVFs for
access ri ght\tp{'ls'()%?{1 %’i@onn quﬁlg&r%gggtgg%tgg@g@ gsr' Z‘Bgé’%"g’ tlﬁtt: Wo%l%ﬁg;{;‘,r tg? H%?\tref s

acconpl i shetheldyta sremsdérmatesthitican he supporteds Theeysteberedwadancy e sbivisin figare t he PCI
andl or 25 Fg. | | e ral ' [Forn) guence
for an opergfsljl%h’ %é@@&?%&%&ﬁa%ng%\é%3%§t% B@fu%ttﬁgygg‘%grgﬁ%rg ?ir?vfg'rllf"? ‘gn. In
step 110, thedoaper ditk amyidd vatlhe lstiwhdrall centanllets30 aze dvnfiguradito shaed a r equest

that reqguires data be witten t articul ar r.esource. St 120, the

AVE dot 2 i Pawsegmar Rt p A0 efioRertBluid fEn BesliRBRY Shea ot yBccour co 1 ¢

not, the ANVavatlatiiifyrfed the spatifio host)tex ndibrahd entirasystemk Gantréllee enldinmentalr esour ce
ui.r ed i.s deter

in step 130 gnce a |l ock ha gaeen ac or it L ned. t haf the
al r eady ) e
AVF a1 | cady TS 31 PORR) PR S A SEP SR g P L pRERGPREA SR,
resour ce bybédagseAhddatdfrérh epe HoADsysteldesycirogiked t6 dae giliteathepYodBystds) it is
preferably Qcoctor ir?gl tg t Seeersléertih\lrcntaxg]noatsQ\%{l be described in more detail below,
30 There is a recovery period associated with a controller failure. This is the
time it takes for the surviving controllers to make sure that all critical data is again
replicated within the cluster. If another controller fails during this recovery period, then

data may be lost.



WO 00/ 52576 14 PCT/ US00/ 03275 AMF needs the lock (i.e., another AMF
arbitrates for the lock) to help cut shared redundancy group nanagenent’
(SRGVM) overhead in many applications. According to one enbodi nent, a
first-cone-MaWB2¥6erved type arbitration schene i s used) BGT/USIOMB2TSrity
based) or any other arbitration schene can be used. As will be described in
nmore detail 5 below with reference to 1 gures 18, 19 and 20, arbitration

typically invol ves rRkirdgskbwsQdéRmhplé f fifple chtfoRbrsGBd b Singdlehesiour ce
controller é{typl cally software, but sonetines, hardware based). The resource
BR

control | er® fed inyg ueidcd-hagedifiber-chaangl SAN asserding dmthe pessent iveRtian; FAch gori t hm

used. |If acLR0H R8s Eo'i:fpic@ t8'he sWilGRs 5 theESMR Hrodgh tWRd®er-SHafnd) poiORt €r wai t's
until the resource is free and all other requesters ahead of it have been

serviced. SPVEabWARE fiom ligNeparts meayde usad ardesjred fosdhe particyls peplicaies on a
redundagcy O, cbn‘r&gdll‘éfjﬁ 0@ )n QIR with E&P&:nerr RAESIerd $0dnd Withldisk)

background wites, eneration s, reconstruction s, on i.ne expansi on,
parity scr atyay 4pveethe fibgrchanel BANd Funhpneacteconfroldar A copmunicaterwith thea t er ned

a "process 'iagsrt]gffsi’éﬁ’ln?e? ofd or@%cﬂ&? Féﬁ%ﬁfé %CN:;%Q %or[n%?le@ $baHGhd W0 ON! 1 NE

expansi on, panty” scrubbl ng. operati on types require
synchr oni zapmmnnitat&with lgachroyer the\PChbuseschdr Switches §6 ersctouidad to disk aopE kit i on on a

resource i S I I &N (o} r he

resour ce. Es‘/lﬁg%éﬁoﬁgqo?%%ﬁfgb\é@ér@r a"'B?‘y‘t‘g@!?@%ﬁ%&ﬁ‘é&?ﬁ%ﬁé‘%@?‘a |ea5ttn | evel as
opposedOt o thahmapy lbopssn be supportéiithtoughsinyfod p neabdr of peitchingtopdlegidse execut ed,
the basic SYnchr@ORZALLAN REBHSRCRe SNOWMIR IO Cadhd SoRSIAOMTRY. For @
process whé&FE v 'SOMe Funct 1 of s e Wperq‘lorma on Yhe entite redundancy
group ( suchouftgueative,apre NF Licintrolrs canifeil jxefare ésss bfdptd svablabilitgmo thp hostt 0 a

sequence of erations. re.each operation oper at on | fferent
resource, 5}'58? 'rg’ftle'ggl cPB‘I\I/m%E%PSRfOXEdI%F g’rP‘%‘FCtta %}gsg aﬁég‘éﬁ?@ggﬂqﬁgequi red for
one oper at isgstern.sIfdart@st systerpdaidpmd daya will ble et 6reaedyr40achen eontrallet3y@ris ot her
operati.Qqns in.th rocess. Using.synchropizati at e, operation | evel
"het eaddor cPRIR SR aiparmal Py Aran B ontpuhad IS Bl | s
process i s systerpaagrdbgsio thefprasgmdhventiorzat i on were performed at the process
| evel instead of the_operation |evel) sone s woul d have to wait until
the entire process i g@Sﬁﬁ%‘%‘Yseantfé?‘BPlé°?Wg€‘p@%§ftﬁl°?f§é‘“?‘ﬁ’é“m@§our ces) thereby
resul ting icmathmﬁts cohfigeped ifi 2 sRﬁﬂ#-i:awd i‘ﬂszﬂi'-cl‘i?emmlrmmlladceﬁiin‘gl\{l?tl“feap'rdrs]s\:ulites].c
Resources and their state 3Q.nformation are replic SO at [ f an AMF
fails the MBEBUTTdashioUa0i wopltt by Baprisned &y SN Eowhavasbemar AvE
that ha® a caayl pits bhshovasiuweoe, fad 1ité N poltatidy bohed aRlidsatd fopthel Nng t he
update (witi ng% of .a _cer_&ai n resourﬁel) a copy of the nodi Li ed resource
and/ or t he PREEEIAr tRplicatigpe Mhys; efgh eqnipoller;30 isin communiGation WIRMHLORe 4 i ng t he

resource. TopsalealIvand with@isR b2 8Y 6/ ePGEAVE0RARRLTAN] Fuddrseadk € cal | ed
replication partners. For exa referring to Figure 8, AM- 80Y, and AMF

l.e.
8OYN are r&nFsE #eomympRiclss avi gteséaitm%wr eBnerge 3& WsesgP- vheThe

replicat ed doRfréllersrd0l RalsSablste domihuhidfe Wak kidhalveQRe PET budey 5. tSwikRep! et e the
operation in the event that the AM:- updating the resqurce fails during the

oper at i on. FiduFuPIes Wasiskmray 40 &siap te loapiprodogy ey shov@y dlaeeder B ihbe oper ati on

accordi Ng apparent to one of skill in the art that many loops can be supported through any of a
number of switching topologies. In general, the more loops, the greater the data transfer
rates that can be supported. In this configuration, redundancy and synchronization exist
between two or more controllers 30 within each host system. Where each host system

30  includes N controllers 30, up to N-1 controllers can fail before loss of data availability to
the host system. If a host system fails, no data will be lost on array 40 when controllers
30 on other hosts are configured to share management of array 40 with the controllers 30

of the failed host system according to the present invention.



to an enbodi nrent of the present invention. The start of the sequence is the
basi ¢ synchroni zati on sequence as shown in Figure 9. In step 210, the
operation is . For exanple) a host may send a request_that requires
writing dat awt'i)t)‘ﬁékggrti cul ar resource. In step 220) the AVECHASMY%?Tes

whet her it already has a | ock on the q sired resource. If 10 not) the AW
arbitrates with other AMFs for a |lock *on the desired resource in step 320.
Once a | ock has beerFigugdisisHo®d ah BRNPIEsfHilGple Bes dach Rahnaiitifed. As shown, the
operation perfﬁrrred b éhe MF |s broken into a nunbm i, of steps. In
step 240a famiolerprondighned ip 3tbes-chammelarbiirated lopp (kLo R ARSRSERTIMBAY MR t h t he

resource apdsenivédtion! ERMRbAFIIRA3IGHBup)& 18 lRllodPhRARER He@Wb fibatdnaihepar t ner .
In step 250a the first step of the operation . is pertforned. As 15 shown in

p of . s per

Fi gure 10, Pastsiss shqvem Thyp epaiqontioller s ipcommynicapion withadl oty Foptselersin -~ -
sequence) S adf it & iR DEAOFCIAID FufflZed B dtBller doboffifbicales eP! 1 cal i on
steps 240 to 240,, the feplication i nfor mat i on Is sent to the replication
partners awibith hestsysiom over pre qyimosnPCleyees3Se In this agafigyration, redundanescur r ent  AVF
failures a i i ; E\'pﬁs te

i nf or mat i o%’%e%g?%%g{l Eﬂgt#gm%ﬁhﬁé% ﬁ?‘t‘@% c%tr?gé?%tﬁ%s% A {s%? g?i ng 20 the

r esour ce) , Whiseereacihhdstsystefn ineJudea &N controlieeid, umto Nl cdintnalless qan faillbafare

Ui catl , Pl h _ ) on.nart i at ed
WTh e cRobdY QU BE s bAckh b, FERUA SPALR RS ABraaoc! & ©
repli cd@i olosgoroamsy 40 whep eantioilers Al/pms otherrhosts ereebiiglirertotsharbimanagemeqt! i cat i on
: ¢ 1 . . . ' . . t,
opl i cat1 ot TNeD Wi BELBerd SOl RH SHBR socthe e RIRRL ™0 &

sharing t heawves®ource being replicated. Alternately, replication is

performed with N-1 g, I i I AT H'caion roup is a group
of AMFs that repli cg%tlgﬁ%?ffl gatﬁgygggen?%n?xﬁgdapw §r§ ikl %dnt%’gtpv(gups ot her
t han t hei r imlependén centmiipls acaiditgioghd [pesantastentén. Redunddnky gropp ddch control | er

i ncl udi,pg one_ ar,, Nor IVF ne, physi cal. site and anot her t of

cont r ol'? or SREpEtA RE ErEret gt ol hosT Bt X e Fubdain e B e mitaged B

control | elr Sordfd11en a0, d¢ hast b}ﬁ&rn By&lsershmda:am@ﬂmost&ystanmﬁﬁf Rhktefral hblslhost :
Using replicatign groyps hel ps ensure that i ne oup_ o ntrollers all
fail) the SYYR% Bgr’%&ﬁg{})‘gﬁ%?}& W@d‘?‘}%%& 'R?ﬁ‘sﬂgff’é‘ggg??/g?"o“ﬁléi%ht ain data
reliabilit Yunction/¥a Yot devleé @ndKobNHARMD3 s alibws BRh Icoitbd1leP30,05# 30410 be t ar get ed
to specific replicatjon groups or specific AVFS. given replication group
pr ef er abl y T{SBHY 1@ Sgreice {Rapests Kws‘@fﬁ%dipfg byt 33 We‘é‘?”éﬁli‘ F’E%ff’f‘lﬁ:é: hovEs

rep: | cabi OBudiad¢pternEl eV YEtemtd) exiemil Kokt spg]@him@tah&ﬂexgu’oﬁua&rts&hvﬁ: ch a given
replication group repljcates. e specifie an _oper at or,. so,
synchronou§°‘ﬂfé’glﬂp%(£§t°% ’f%spetcﬂgg%r@fﬂélf E’é’(‘f’ef’é W“B%/ﬂ“?'@ﬁ’ Bmadg {he

synchr onouscdegyiblt totiosOsystemdEandaediplialey gidup Bat hisdd atbessibhith BBst kpstendA. _
operation is returned to hos&rsft?r all replication a?e ets have received

the repli c&fomBePsrsRectixg PLAoRRlsr PRy fr EXAMRIH ATEANEE reGsive RYHFBnous

replicati orB @rehd® SHkOd2Y13 GrBAteNAUBit WeRl rbceflell 8Ver abddcialed PES ¥Ry OnoUS
replication npde, conpletion status information for an operation is

returnéd t &imilklsextamaliiests pustems (] mddd g ablaa aeoera datp 68 FEdURAARSYETOUREY | n t he
pseudo- synai 8TRUSulngRead o Writd boRiifids & ABUpBlopite Sbider TR REHAD For an
operation is refurned to a host after the replication data has been
transni t t eghansgl SAR dyny imber aefhpstsustamenran he géareonnenied indineanteaged recei ving
the data. AGERECLINGuE oS SIREIR SERNLTHS AR RIS i Bbivh fer ShTruRiBneine 1 O

ly. Th tiple d be

read a 15 resource concurrentl hat 1's) nul read | ocks can

out st andi ngpeaiseda piehias the condipneatiop ps instsated ireFigme 4aiThe usd ofswitehesibelgs t o t he
resour [ @m : RN #il € AMFs to read a resource at the
same ticﬁr;e 2?03%9 |cagtq{1§gifo ro@ﬁg&??’e%iagé formance. |f an AMF is witing to
the resource, no ot hBigumiVRhpws gegxampleodlan external RAIResystern duplugding mFbitiple
synchroni za} | : I LS, g [ e 11 a
shows t he Sctghtggg lgggﬁg’ﬁggkbgﬁhggg) cg)%gg(fqgﬁté%?? g%g%ﬁtéen”f% eelr% undancy
group (RG dceorfling to thopresdn) inventione Ghechatiollrsid &z 3brai¢ ingtalles iate ewrbodi nent




of the present invention. "Non-degraded" generally refers to the case where
all drives in the redundancy group are operational, whereas "degraded" °
generally refers to the case where one or nore drives in the redundancy
group have MPPWE576| n step 310) the read 25 operation i s RGIVYSOYII2Tor
exanple, the AMF receives a request froma host to read a particul ar
resource. In step 320, a |lock on the Uarti cular resource is required. This

i s basi calp\ote pA26ivé POEbAARpIEicS 20d 4t Qomfighreb30 adeptiiodibomnRindd fomtigfrr r ed
aspects, multiple | ocks, can be outstanding. is enables nmultiple AMFs to

read a r ePOUF E¥/eE ircassociRdRET biseg Fhusgonteraa) semers e able i pupssé@Bnee f 1 ow
for a reagdRebad re@hdMts Erdups cotftrolIQABYHA RO NER IR th B@ by Ssikk Radl&9r aded

nmode according to an enbodi ment of the present 1nvention. In step 310) the
read oper Aritereqpestsde fhetapproprizie confralies38. Adthenghywomlyrong sprtedlen3¢isquest from a

host tg reafhiRa Ry foin‘Pa‘rlEé‘{ndrré‘cﬁHg&El[ng%f(caieE a§ﬁx‘§ﬂ_c§3t9&llciﬁna¥9£dﬁe&!”Atﬁ&eAEa”i cul ar

resource is .req’%ed. Once t _ock I's acquired) the degraded read node)
the AVF sindlaptn the sqdigenatiposhows o Rigere p3an eligrsativhly bgased iblg uppefi ty from the

parti cul ars“ﬁtgéeggggﬁrﬁgﬁé?gpi 4ficA4nd regenerates any mssing data at step
, e data

350. In step _ egenerated) is transferred to the host that

i ssued the read reqbigure8 shpysz multipleschutraller panfigenaternanddbajotemad f | ow f or
replicati } ! I Dy | i VERERET i operation
accor di ng%lggﬁ%me&n%g $|]-Rn§inl‘t“gg? g%chl[ea“%rtgg{eg téslgﬁ\%nt |loh.0r%%[%gr°qrér/1\§fr}g§of t he

repl i cdX i contelitess Ie kp3ntshown imi Higure8 map be togatedin a sgpagsic host bnospaspvel 10) t he
operation . L W nd to wite
one or nor#eég?%@%ég%f%gg%agﬁ% %g%hgo%t?ou%@em%%g%ﬁg?%%slwa Isgrﬁls’iqgggggm, t he host
command i systemgedneach dfmprhiplé boshsystema muby prolwiedne dieore of the comtrmdlans 30s pr ocessed

as a sequ f _data 10 bl sets...| t 30. th r.opriate | ock for
t he st art?ﬁr;t’g%é’gltcogqecﬁ?noc srml?'géé‘é:%?erc %‘H’hpa nf%g{cg%%&&%:’me?rﬁge%ssl rting block set
i s transf eronmathntiofrérh dodsfstdniscand fdre@rdviditg inten-cariteilerllil)(1C)asetyicas wits et

replication is started.for, th rting set aof bl.ocks. The AME daes not
wart 1o st godiaRetse FineEannd (RoRons S ROy Sropecfint et iy

det er m nesprudesditpeandaeiving cenmsizhds fodm bosd sysgenizaad fdr prdvidifg Itlessdeksat st ep
460. If so,.the AVE i iately starts 15 acquiri t he r iate lock to
Got " the nakith e ehnaIFE i Blefpms BpBls BpehehaFeleh e p@ BB 30  and 460
for the neportsighorchowasin Figute & bilt soé Bighires 2 tisough\Viefobhexamples); Both @fiwhishl ayer ocessed,
the AMF waits_.fqr, all replication gperatiogs to con$)l eﬁﬁ Ln sIesE 4?0. Wen
each oper ATOIPr Ak ABHLERS RIS AT S A e IOk PR (B 480,

Fi gur e2(l 3awiiewppdréift igaitakitled mahgianmet datipsuntrollerdavintluge fSpmrnad NFC when t he
20 redundanc ?r ou E)Rg? is.in a pornmal) non-degraded node according to an
enbodi mentp%%a ﬂ@"ﬁ‘? T Q5 PartigUlaAPPESRIOR " st ep 510, the operation is started.
gor eéggp! e, ﬁ host Eb&ﬁdbﬁ?ol&r%irfcmdmﬁh PhofeOyirtual _ﬂi@kﬁ@'tsa?O'ltc@clEo% esou[1 ce.

t e i s the process of acqyi,r e synchronization | oc r the
resgur ce r¥Rgh P’é’g‘dﬁ%a%?ﬁé\%a Y‘Hﬂ idﬁkag' g?“‘ﬁaﬁ‘y‘gﬁ% arebasGlly RaHiopE A% ce i s a
st rit pe }Nr i drfayl mtl’c)udma%c? am%phad @?er_hn@ @ﬂm?iduewnt oalayty. E;ﬂﬂwéxra?ﬂlﬁ?yA}vEe 25

articul ar, operation. er e ripe wijite lock is ui red, €
Peads the bBd 15‘"&5’5‘5&) oifas Faany t"&)‘“f’lr‘fi?hst” ﬁés &“%d' c#%‘{g‘"i“ﬁ] dg{i‘gf)a@%?te current
with the dishkol@Ps) RRF Mbletidsotiated ANIFSEI0 Mk &irFdiSiepu# 70 cart aligt for

notification signal to its replication partners for this resource, in step

540. The r®Bpamavires disk sy gach rust st o ¢ spamgiecomifgtisr. « kprgkimeme.@hi s AVF
repli cat esgbAlif Fighfed, VRiuhiQfisk3afls AR and 70YRy associated with virtual disk YR

are provided to hosts on controller 30, and controller 30y, respectively. Each virtual disk
30 port YR provides access to the same virtual disk YR. Virtual disk YR is a partition of
array Y, the control and management of which is shared by AMFs 80Y, and 80Yy.
Virtual disk ports can be added to a controller at any time by creating a

virtual disk and assigning an IO port address to the virtual disk port. Generally, a virtual



30 for the particular resource. The nunber of replication partners is equal
to N1 where Nis the replication dinension. Preferably, the replication

di mensi on to 8 but N may be any nunber as de state
notificatio oqoé%sgg] is a begl n update' type signal, whi CEJ ?ﬁ'ﬁ?%&ggﬁe
replication partners that a stripe upggte has started. The replication WO
00/ 52576 18 PCT/ US00103275 partners need to know this information because

L hfey Wil di?c hHEs Bﬂﬁtﬁieﬂirea fll&ﬁal(iﬂlﬁﬁo'i;tﬂﬂcr%d andtaks@gxﬁuwdit Huhﬁ-‘xe‘éfeh?dd”dfaANF fails
efore conpleting.the qperatio ce i.n upda, tification step
530 and t HATtY QHEbsf“°6F‘BR‘d‘éﬁ“éW&ﬂH‘°ﬁ5aP?'y°f§atVéﬁS sk gpit immnla@taé/y Mahe AVF
writes thegifigurdatRat®rifiianBGhoRERRIanG g ib &e&e&tvmu%ﬁﬂsk per3ea rent with

the new data wite step 550 is the generatlon of the new parity in step

560. Ther &A1 s oreatad %P@bﬂrs?tisw{eh%cr thrcrplen efifbe vieualdiskiis goly dotthe RG menber
di sks. ONC&ck.NQirRar dikk/pots ichfal AP Riekdat by thRETPAIRhSM oﬁé?&mﬁk/ﬁm § an “end
update notification to its repI I catlon partners In ste pon

recei vi ng QﬂﬁhSP%WPU@&‘ﬂ togomplate. MBpleithese onsrations aneﬁ@plp@r&a%heqﬁm r state
data associgq né"ﬂr&heécm R b l@Wﬁ%m%Q Et'ﬂ:g bPstaasiSiP¥h H&tgener al

sequence f or a ecovery 0CE€Ss upda ng t e stripe as
shown in Fi gure 13aqi%ﬁnltbatman1@%n§0wmm§cmheceqbd&n@ollmé@.rd| ng to an

erbodi Ment bbb RHERSALOYGRL LAy py AR, b AFDAS EGredeplsd e fail s

bef ore corrp updat e ion partners assunme
r esponl bi 1hrqe)grfwﬂ>s pbaMFarY, r@aﬁdr'bmqhhémirm anarray;plissociatep AMIES aprdifférentst ep 61 0,

the recove ?%}%tn'clggnlggwd%plgc te WG G0 as {(;)[’?f? @%cﬁtnﬁ il ?Bxle' &l on

part ner A s el etects a lure or 1sn ai lure. The
replicati obelpur Fwwmdpmtshwrexnfmur@&ME RO syhchromizestand mhtawhvxﬂm step

620. The ANGH iRk m&‘énﬁ{]%tqgﬂé?pﬁf‘ﬁéa%‘m%f&% Ay el AWE no?SDO”S' bl e

for executing re ery te op rdtl e notification
typi cal |l y sowa}). SimoiarlyhAMER0 smhtmhdmdréplmmes(wmt)ﬂvﬁmmpmw If a

controller the A 0 i,cation vvlththe
other *KvesSUTiay e M ek B ARAEBIR i isRR T R of

peri odi cal tontreterdgnchronjrenngd repicsagizh teﬂmall Jirtdah éislo pores onfdvhes costrdligrsshar i ng t he
redundancy group with. If any of these AMFs fails to respond to the ping
nmessage) then the AMF that sent the ping nmessage assunes the AMF has failed

and begi nsDisatavedrSynétgoigition WarRepdiestions al so 25 triggered if the ICL
encounters a transp roni zati on_or lication

cgt failure ﬂ[):lsendl nlg c{
messages to the destYRAGEPRiFRUAR AN replicetion ensies, btrt © Rezatiopy pesfomae basi ¢
St eps: 20 eC tHeGifcrént (AMElsfshiﬂﬂtg aseduin@nc @fdup YarRyldd somdedthub@velhigteiieavith N St ep

by e T ai FiEd OTHGE ‘SHERARY OR POtSHRh DEREeNEHn FRAELPA FEAMAD ot ep 630,

the rec ovew:uﬂm&dawmgaﬁ 2Q€s0urRE asmﬁaemim i ﬂﬁ}dd(‘radmﬂmcp%fdubeﬂﬁtrﬂﬂd sends a

“begin updat notifi on to all of | i cat artnes i.n step 640.
Waen t he déﬁ‘ %OA‘EFTM FHRess o8 ‘6%?“3?8 “5‘836‘{9 n,&Nﬁ: Fatioh es new

parity in sfRBorslidhedByisen bnfa@omesszgsiﬁet&&nl?ﬁénwﬁ@%&Qﬂgﬁcmm&y

cal cul atlon does, not include the new data. It is sinply a regeneration of

Figure 9 shows a general synchronization sequence for an operation
according to an embodiment of the present invention. In step 110, the operation is
started. For example, a host may send a request that requires data be written to a
particular resource. At step 120, the AMF determines whether it already has a lock on the

30  desired resource. If not, the AMF arbitrates with other AMFs for a lock on the desired
resource in step 130. Once a lock has been acquired (or it is determined that the AMF
already has the lock), the desired operation is performed on the resource by the AMF in
step 140. Once a lock is acquired by an AMEF, it is preferably not released until another



data on the RG nenber disks. Once the parity generation step 650 and "begin
update' notification step 640 arc conplete) the recovery AMF wités the new
parity to RG nmenber disks in step 5 660. After the parity wite step 660 is
conpl ete) t WOP¥2EWery AMF sends an “end update' notifi catTHHUOHORAE
replication partners in step 670. Aftgr sone time interval) the cache wite
back schedul i ng al gorithm causes one # the replication partners to wite
the new daiAMiFtreedshke Btk (1R BRIthef AMISarbifrateh &1 t1K230ck) Y helplcrit Shaedr0r mal

(non-recovery node) stripe upd eration as shqown, in Figure 13a. The
cachi ng fdﬁéltqdefrféua_)fw m@a&"ﬁgr @wa rhegdrin magy ?Pniwg*eﬁné- PaeordinBis the 1 ow
for a witégheQRMBbeRI)a ke Borh & first-SGHHAAARN AYbiBEIAR cKee)is bfed] Buta pegyaded (with
a failed drive) node, accordi ;}g to an enbodi nent of the present |nvention.

Thi's sequelfeed, Prany;qiher abitaion srhiemeFanedissh syl bs detsribedio mapdiiail n Fi gure
13a, wigh §dg, wﬂﬁka@ae%teirigmgm%%mza%i@&iox%ianﬂn{vs%gmhhga\ step 746
as will be described below™ 15 I'n step 710, the operation is started. For
exanpl e, arepusst tojuseyersousCa ip ipresowseneRRaller dtymichilyesoffaete, by semetlémesur ce. St ep
720 is t henREPREEReR THE MibirkdbnlBifer SHRAGREQR HRld Rk Bsda¥n thdre T esour ce
required as shown in Figure 9. In thi's exanple the resource is a stripe
write | ockarbingtion algerm apeso Iharesayyceds mawse whendhereanestyigimadg, thyregwestepar t i cul ar
operati on. t.er i i | i -23ds the old
ot a 20" andEE) £ i Rirefbld @ iR fech Pl B @ BeenGAD | e

di sk r&&d oper at i on Eath AMEs #deto exprutemamydpped of epesatigneomareadendaney on si gnal

to its replj ] . i C i replication
part nor s | BSFEAAARE Bkl oo pelif LGNS Bucfuth Bfted Hhorndilfent S

i nf or mat i orecasthudian, érdine expanper, pargy kembhings ctar As exfEhdedstqtencenaftsichi cat i on
signal is a _ beqgin_ypdate'. ., S gna 5 which tells t .eplication
partners tﬂpaefglzggs‘sisraiqf):eﬁgd%{%ée% a:t’%?n ?d[sé’gr.’mﬁ'ﬁ%egrl%cp‘fd:eé?ftoln%ﬁm%%rst ners need to
know t hi s onlinerrpansion, abe parity ecritibing. will AMFepemsS@oiypeshbqiire@ynahtapimiiong up i n

t he event t iting AVE fail hefore coml eti ng the operation. Once the
oo oS Blteh in b ol OnlGhShEREHIM Sitdifteir S hdty PRvent'CF | e

dat a t hat WMF,othet AMFsarel abtd tolbskhé msmiteep 744. In step 746, the old data,

i ncl udi ng regener at ata, .is.replicated to.t 30 replication rtners.
Repl 1 cat Yo of ehi s SatabfhaibRis sFlOE hitertiey s drtedi PR S BB
recovery i tothéiproeasevelt Maatigdateacipopbidiiod t Heexpatedy the basindyatlirogzatine
operation. Once replication,step 746 is conplete, .the new data s witten
0t he. PG MEHGEE S Ti51703 B peletred T AR R ST RS RO 1 1 e of ep
750 i s20hepgommedbdn e entirddidanAbgrou’Qudi@E/a Lo dtAdRor), thie pidtessigs parity in
step 760. Thireafler, in step 770 the, AMF vyg)ites. t he new ar.iﬁtly to the RG
menmber di sREOKCRHRING 45900ps PRPPETATIONS- FefeFeperalion gpgipies @ 8 S/ sends an
"end updat esourtd, iafbiteibh it sirthiohzaticjdfitknsé reddurdea kdqRREéd ok BnSdpefutid®R. Upon
receiving this notification, the replication partners release their state
data assoc F%‘E"éBgW'E‘{?“ﬁ%%tl tg“t epqyLoes [Fﬁg‘é’tdefsr fﬁﬁggﬁgaqm L hs REOCE e Uté‘@ﬁer al
sequence f lsgidhfoRfzation £ GR\GPENIGH 0GP iSteid €Mhd fibccfiMevdl RTIGWs ANIFs Beshafer | pe as

shown in Figure 14 fails hefore conpleting,the update according to an
enbodi fent rwurfﬁéﬂmkéﬁ?&esslﬁm‘ewﬁ-%m%r@%mw CBFIEES 3 PHm t he non

degraded r QER¥ANNeLAREadSITMYbpkratidr 18vd] Sorhe AMFS wdidd hdve € waiE amaine AMF uses
the replicated 10 ol d data to reconstruct the RG dj sk segnents that were

af f ect ed byMHRErGHHE AL Fompleanpotare they copld useprrssqurrss, Algrelyestitingdn berd st ri pe
fails befoggeemgpl eting the update) the replication partners assune the
responsibility of recovering fromthe failed update operation. In step 810,
the recovery oper at i Bepligaignaccommadatsn@Mbifaitspse Repourere apdipeiretatei on part ner
AVFs  eigpherin it fieh SredeflRhibd/SAnANT AnSANPHifs tRreQhurcR ah@|td HE8 inthfatiSxRNMPl € by a

host .
available via another AMF that has a copy of the resource and its state information,

During the update (writing) of a certain resource, a copy of the modified resource and/or

the resource’s operation state is sent to other AMF's sharing the resource. These other



15 The replication partners arbitrate for ownership of the stripe lock in
step 820. The AMF that wins the arbitration (the recovery AMF) is
responsi bl e_for executing recovery of the failed update o i In step
830) new paYViO[‘S‘)’S?sg“ generated fromthe old data supplied b@’%&g‘%ﬁ?@ﬂsi on step
746 of Figure 14a. Concurrent with step 830, the recovery AMF assigns 20
one or nore new replication partners and sends a " begi n update'

not i f i cat iAMFs gre aalledaéplicationypaphérs i ar sxample, refemrivg itnFigure 8, 8MF 80y asdep 850,

the old d i i 3 ] I i ion partners
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this event ence. | e as for the non-degraded
recovery §3ﬁh§ﬁ;c®%g%qg%re%§g%c%% %/“,"%F%el °H§r\?vﬁgnéri ty to witten to the RG
menber 5di sks i n st epigdrOL0 showea gdnbml yralicatiyn yeguénee Sdrap ofettiorsaccardipget e, t he
recovery AMF sends an .end update'.notificati.on to the pepli.cation partners
ot op a8 an A pamE of B ReRtB A EpGey Tre R ok R et hendids IEBRNE  hedul | ng

al gori t hm syfclaetiz4008 sajueiide@s sidpiniit Rigure. (IAskp 21 thewpefatibeistshitediclordat a t o
the RG nmenber disks in s%ﬁp 890 ich is a, narmnal recovery. node)
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enbodi Hentnabthe AMFprhitrates with otbes AMES Ioe 3 dopk op dhedesipgfl resourgedn steR32%, st ep 910,
i’indkt h? ap(tgﬁ&gggg&&s Ee&kachﬁreamgaﬂpt&ﬁdod dEhtJmich@Bré"&ﬁQd._ 1:@ s]?dﬁn@ %}%Q@&taﬁqrﬁt ri }oe
ock. In ste , reads e data an rity r e stripe. In
step 940) m%@mﬁ»%%@a@%r&? wgﬂzfaﬂao,afs ngaipﬁtcg%@’@seewmoes the data
to the repiasfiutie cHnatiol ds@iciayddiviithBe fefirétahahetfttst opbfatistPsley i€ Sent he map
table to reflect the fact that blocks that originally mpped to the failed

di sk now nigFastreplrationparinge da siep 474 ths frskitenpidrrperetian iwhstipmtnde Afaps host
| ogi cals bl gk it Pighe 1TEIBSquet STarRGieBl 2605 %o 290, 4B Berdritéd in defuehPe, St €P 970)

it is determ ned whether there are any nore stripes to reconstruct. This

sequence r¥pEaths replicationgtens240n i 240a le canhiof replieatign stepsfl: it ths be
reconstr Uc&gﬂca%ﬁ el RabeR ek %‘J%%E\'/tepﬁéa‘fi%n Pﬁlﬁrsaag%%ﬁteﬁgﬁm%e Libey shared

redundancy group nmanagenent (S techni ques of the present Invention is
t hat SRGM esusees In geneaal. N+l iconaurmer AME &nlyres arstacenmmedanddE¥ sopinyefizo al | AVFs
sharing a B?aur{guna i&@é&é‘iﬁ@nﬁﬂioﬁ%ﬁ&ﬁ&iu{iﬁﬁﬁm HG%tFRﬂe.F mg&smpggagggneral

reduction in the iIncreased response tines nornally encountered by a host
dur i ng20 ectinsespuree) where DY is defingd axidie rapbieation dimeanbion. ThusatsplivaiPh shed by havi ng

a subset (E.rforﬂx]a%%n Qfsqargltﬁgth]é‘g@;ﬁregmm)ﬂ] BB o0RMA Wi Jifd QL Stripes

each will be responsible reconsttucting. If any of these AVFs fail or
shut down duri ng recdieplicaion carbe targeted SP@QN& neplirgtigngroupscor spasificr at e

reconst r UChig e SRAONBird:] NoRay foBcaRRTRE R URAASE dRRIG AN AVFS

sharing a ncy group that ‘ne nstructi on. ese s talk to
each ot her gobps. dothis embodimenigeplicaiandakee paraiwitieanyil-¢ AMFein the duster

parti cipat g I . | . ) Of . N, v M These
Vi AvFS ot Sekite ifink SRGRBLINELLP Bk W BrBitS Flyiighs SERAME T AR
wi || recond:T atber replicatiorPgrogisr iAeglEptionlgrowp is agrdvp ofl AMHisithat egplibate any

Feconst  uc At P Eeh it g onaneine SEE b sBP: B4 2REMEe BB but e
RG. Expansi egt of controllers, each controller including one or more AMFs, at one physical site and
another set of controllers at another physical site. Another example is a set of controllers
30 inside a host system and another set external to a host. Using replication groups helps
ensure that if one group of controllers all fail, the other group(s) have the information

necessary to maintain data reliability.



Just as reconstruction is preferably distributed anong a subset of the 30
AMFs sharing a RG so is RG expansion. RG expansion is the addition of °
drive nmenbers to an existing RG A unique advantage of SRGMis that it

al | ows expan¥Pdf53focessi ng to be distributed to all AMFs BEEP$043235 RG.
This results in faster expansion tinmes and a WO 00l 52576 22

PCT/ US00/ 03275 reduction in the incredéed response tines nornmally

encountered by a ho dur.i ansiaon,. Distributed expansion i

acconpl i shed by havisftrtl‘ﬁmy'é% Is‘g%m(eo?rgafﬁo sg?cxtﬁ%rgb'lb\ & gﬁg‘?ﬁ °r{§p°a°’f§‘26 arbitrate
for whi ch AMHspdsgitdnayplicatidn doeuprpecfiably irdplieatésowitleanyaddiFogtsids of theany of t hese
AMFs fail or..shut dyring expansi on then the remaining AMES.re arbitrate
expansi on TRUEHAE sirfqlf‘&tp%%?‘gegfgﬁﬁ}'eé’, tn%EﬁSBg?Bﬁ‘EaHg‘? EOUPSIONNKMAS sharing a
r edundancy gigemoreplidation groaertpliends ang ibe Specilize 5¢ af\bfesatéral Asd, eyreaoowt her ( by
sendi ng rressialge_sg, agd dét e%m' Rfe Whi ch %nes are togé)art_i c,ixE)at in the
expansi on, Tegligation is thq prefcpred repRpatignmgds. Ipthesinelronops 1phgoren B8f%r i ne

expansi on gasehishinlsitfosatioy fdah S%d?itmnﬂgrcﬂtl@ném& & Ros\irér anirkhlicgidaand whi ch
stripe(s). This can he determ ned by any al gorithm In one enbodi nent of
the i nvent 1aB8ets lays reesixgidheseplicarion dats: Altsmatseplication wadss inglefles/ i ) | where S is

the stri peagiseisions FipHettion k1 SbISsyhdheord8RpIdatise MERCAyhdheodohor a
background expansi on process accordi ng,to an enbodi nent of the present

P g. dl )
i nvent i on. TePHEARP Brode Sompledpnysiqtugnformatipnderan operesien is setgmedite a8k opri at e

Stri pe 1b0CKefork r@flidhtidntfita Has BéeRRranddnifled. TiGh dyREhr6rus réplicalioh f erent from
the precedin exarr{él es in that nultiple | gcks nust be acquired. An

expansi on B98s.£Pmplstion §atus infpgnationforsn opgradonis petyaed to@hestaflerthe i s t he

expansi on  sdofik4en WO Ass tebA irﬂ%mme‘afﬁht%fbﬂe_aﬂ?cﬂli@&tfﬁ%ﬁggs Bi\@rﬁbl\&{owedpéﬂ\'- The
other stripes involved are stripes containing host data that will be

m grat ed freseivingdhiedat ri pes to the expanded 20 stripe. In step 1030, the

data on the stripe tQ. BRifthHPRAerdt veRAM; mbfipRlARFd e dplctdiRaglpta is
replicated so that if the operation fails before conpletion the replication

part nef§ wrespurbecoapyreently Thas isamultiplefreadrlogkn earf b quistandimadt ayrtimeue t he
tT i po. contareraeo PRANE B gt whund SRR, e A I E RS Tad i
step 1045. matipde AMfFe trsreddaBseunet al (i Same tme sigpifieantly improveslvBadhot i fies its
Gt ep 1050, PR Tt RUF iyt Bl o R AT B el Pt o
for the expanaed Biersyperonidatien protocolnbiows andizefprees tpsiapecthas conpl et ed, the
the parlty generati auear bbl RRERE Rt bbb bt il Hadionvin b0 ore”
conpl et e, trédangeamcy grpup RGYis intaenennag, ndaedediadécbmode astarping 67O enfhodiment eps 1060
o0 070 BRI e IO PRl RSB IR (e
map t abl es theaxredundancy group are operational, whereas “degraded” generally refers to the case
where one or more drives in the redundancy group have failed. In step 310, the read
25 operation is started. For example, the AMF receives a request from a host to read a
particular resource. In step 320, a lock on the particular resource is required. This is
basically the same as steps 120 and 130 of Figure 9. In preferred aspects, multiple locks
can be outstanding. This enables multiple AMFs to read a resource concurrently.
Figure 11b shows the general sequence flow for a read operation when the
30 redundancy group (RG) is in a degraded mode according to an embodiment of the present
invention. In step 310, the read operation is started. For example, the AMF receives a
request from a host to read a particular resource. In step 320, a lock on the particular

resource is required. Once the lock is acquired, in the degraded read mode, the AMF



WO 001 52576 23 PCT/ U500/ 03275 reflect the increased stripe wdth and

m grated host data. They also discard the data replicated in step 1040. The
map tabl e n%op)(p}%‘slogi cal blocks to RG nenber disks and bl ocks on the

di sks. In step ' it is deternmined whether any nore strPHEYSWET, pe
expanded S by the AMF. If so, the seqygnce I's repeated. This sequence
repeats as long as there are nore striges that need to be expanded to

utilize theadsalpedatd andcpﬁrityrfﬁmmw;amcm&rfb@urcﬁiasé@ 34|N?)irﬁl regentrateflasy | S process
- what nmekes .it ,a proc |ls the looping that results in . step 1090. Steps
1020 t hr oUgHsiB &2 g‘&ﬁ‘ﬁﬁ%gei‘hﬂq’%&ﬁ? Bﬁﬁ&eﬁeﬁerﬁﬁg)s‘é&@"%ﬁfﬁé? Pﬁg“’&%’é‘“i ssue of
concern W jkdnedStielvbddseduea. pr ocessi ng overhead and |1 O channel | oading
associated with the_s nchr%ni zation and repljcation used, to support SRGM

To facilitate the syHUHr bnihows thsgensrl sequendedlow, fopreplicating Hgemmghest (| nt er

Control4 ergad ila) éﬁmﬁ&ﬁ.ﬂmatohewﬁmﬂcﬁmeﬁ 8dcBrdRlY tf abl eRbodiMBRSRAR Jat hering
I's, generally) 1p an al gorithmthat conbi nes many small messaaes desti ned

for a partRrewphinvetiga Bipelindegof(the replicatienseta helnsde jinimiagtiericatinnlateasyt de nmany
AVES) | Nt O AbInEBRAAGR NRKA! PO UlRABdohdst isits PRATRIHANAE 1§ Brilhe
particul ar node. This dramatically reduces processing over head anof | O
channel | oentiangorablacks ohdata it anewr maretreoureepribatich 480, thedhest epgrrnandiiyi dual
Tessages ! Rodyéd tith e tBAURA paSal TSt ddfimbild i Blob A ERas AVEQ AR AGAL T ON

wi t hout the nmessage gat erlﬁg techni ques of t present TAventl on. As
shown, 1& cbiptkesets, dmstep 430VHis approprirteiock fon therstartingGetafibirickeis acquided( In CL )
entity 110 : ' heal re entity
such as a %ﬁ?ﬁﬁ%g}aﬁnnlﬁ%%lgﬁr%nlﬂggg%@ttﬂv\ggglﬁeﬁr%%113 h%\s ﬂaltl H?tgp lrﬂs?ég]\gﬁsi bl e for
routing syblobk sehicplication isstedted &y lthestartiingrsehef diorls STHELAIF fdoesnop wait AWF t 0

anot her. 10 Fi g Ve : .SL [ es_1s shown
as being ?@ﬁ %gc’(?F g%%(‘)lc%lhog t%ﬁ‘kﬁpfgf\zi’ghe ‘%ﬂﬂg lwﬁggla%iyo‘gé%\?m%frﬁls wh%tﬁéreﬂy%‘fée are
sendi ng ansktty dbdacks nepd 4y eprocassed at steprd6an dif soetht AMR inonedimelgagas Wi t h ot her
AMFs on, ot her. nodes t hat. he sa r nganc u Each AMF wit hin
node 1130 GovEPRIErpRALHERTET, b2 e SRRl SR Ren 20 rrd iy

repl i cati os40 456 age fal the nkxsblockestt. fI6 all bioek sets hape Beentrévelvedattes on SAN 1130.

TDC oo 980 Rl BEREIAR e oSl s MhgBen o ©
shown i n Feghoperdiian, is thmplete MAME 36Hds stams mahehosginastdpoisal of ni ne nessages
1140 to AMFs on igu% IL_’; aSSngsz the Fg)eCn-tr’./ra'lJ§e%g{:r90§ Z\?/ for a write operation when the
20  redundancy group (RG) is in a normal, non-degraded mode according to an embodiment
of the present invention. In step 510, the operation is started. For example, a host issues
a write command to write data to a resource. Step 520 is the process of acquiring the
synchronization lock for the resource required as shown in Figure 9. In this example the
resource is a stripe write lock, but it may also be any other lock as required by the
25  particular operation. After the stripe write lock is acquired, the AMF reads the old data
and parity from the RG’s disks in step 530.
Concurrent with the disk read operation of step 530, the AMF sends a state
notification signal to its replication partners for this resource, in step 540. The replication
partners include all other AMFs to which this AMF replicates state information and data
30 for the particular resource. The number of replication partners is equal to N-1 where N is
the replication dimension. Preferably, the replication dimension N is from 1 to 8, but N
may be any number as desired. The state notification signal is a ‘begin update’ type

signal, which tells the replication partners that a stripe update has started. The replication



ot her nodes. Wthout nessage gathering, ICL 1105 has to send ni ne nmessages
to other nodes. Also, wthout nessage gathering, all synchronization and
replication nessages generated by all AMFs within a SAN node are processed
and sent t hr'Q@M526Me SAN i ndividually. Each nessage takes BCTHysopoB2zhount of
processi ng overhead, regardless of 5 size. Figure 17b illustrates AV
communi cation with the nessage gat herigg techni ques of the present

i nvention. Message t hering.is where mapny snml |l er messages destined for a
parti cul arpaﬁaﬂé“g‘?dégg%‘&’k@bf‘ @%TtW8$°T%s?£¥yﬂm rFSQPbséée ?ngiﬂgragg_ Ui s | ar ger
nNessage Cafe BRnb@Owriting AMI Rl ebte 36mPIBEng RS Setioand t hen unpacked on the
10 receiving node back into the individual nessages. For exanple as shown,

the nine messages 19nee e begddipisie fotifigation ptap 33} nddheised pfiddata pd ¢ i s
exanpl e, thgn, sté]%fl%dg%ié&a&ﬁ;l&é}ﬁwgvﬂté SRk dakdTb tHelRE ntiibyér QigRGs to send

t hree nessages oné far each node (not counting itself). ICL 1105
takes oh t#epr $59sSoneirent ighthe new dete wiite ssapcPS0 isthe RensErtion af e BeM PartyF

messages. 5 ArsBh! Tikiaer, el Blchd RUESSRABONEE arti B thé REisfintah OUT €5 18a

illustrates a basic arbitration process where an AVF requests a lock for a
par ti cul ardigkss Snce the gerty pdaitneperasion ffcoppleteethe AME eands aih'end\gdale>00 and AMF

1210 each oGy t@itg {If?eg%&t:a%n Pari@fstin GHY 540, I BFRAULEHinE doltficdiidf ind €quest s

are queued in an 20 ration queue 1205." The arbitration process for an
AVF begi nsrephcatiompartngusgelease thep|stitecdata) assogiated withithosinpgundate1205. The requests

are pr ?()i/ essed in_Somg, ol PIhSWERe bhRfal %ch?ﬂU&?&%@E&e@?r{»%@! ﬁ}%ﬁni "

priori order. The'request queue priority 1s establish rough any wel |
known al gothetAMY gpdating fae Fi@pe by §60Vn iiEkigkre 1 dafadsbéforg comPleimgsthe vpdate until its
request is i C 0, i . qn the
{esour co ot HRHEIS B8 ehfoRRb Pk BaccPRibendel” Wgh e AN E Bl B UBSELT
fails to | falkbtihe completingthe update; Bietrepdication phumnarsassinghe eesp@isibility oSt r at es t he

I _ ; . . or di ;
Phe. pr esenfeosiaing PRS0 GhRFyRERShaMA s Bhrbid BhBul S6ARRARERE L OO | O
transf @8 behwear o wore dfise replivatioreppteat AMBs éitler de2ts aafadurt beisAMTicd®f1230 with

t he resource.l oc AVE 1225 sends,.a Reguest Lock.message,to an.arbitrator
1950 (the BRE ToEREBEHeR BoRie Suee ol oaire P s REEer ik e | he
message untThé AME tharevinethe abilralipn (thesregoveyrAMY) i kgpsrisitierfor ¥Weewtingppr opri at e)
arbitrator 1220 Eétﬁ‘gﬁ‘?? gwtgg‘e reggﬂest by issuing a Rel ease Lock nessage to

AVF 1230 wWHiCRW™% OPHEMN \Wp 00/ S2576 25 PCT/ US00/ 03275 resour ce
| ock. Once it has r dailiveatonfiQadomtypishiBr@met fromnhsiafeebyntdllecimki(iICl)e use of

the regpurce, AME 1230 releases, the | oc nd notifies, arbitrator 1220 that
he 1 odf | Sopeingils i oRPBIE Fapae 1580 °F ah iR maeering Yl 1225 ¢ na
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any of these AMFs fails to respond to the ping message, then the AMF that sent the ping
message assumes the AMF has failed and begins recovery action. Recovery is also
25  triggered if the ICL encounters a transport failure when sending synchronization or
replication messages to the destination AMF.
The recovery process includes two basic steps: recalculation of the stripe
parity and rewriting the data. In step 630, the recovery AMF reads all the data for the
stripe segments affected by the failed update operation. Concurrent with the data read
30 step 630; the recovery AMF assigns one or more new replication partners and sends a
‘begin update’ notification to all of its replication partners in step 640. When the data

read operation is complete, the recovery AMF generates new parity in step 650. This new



AVFs request a read lock for a particular resource. In preferred aspects)
the arbitration process sinultaneously grants read locks in these

si tuations) as conmmand ordering is preserved. .10 An AMF (_;
controller) ﬁéﬁg{g%‘sthe arbitration process for a resource PRI 7He
redundancy group cluster. This AMF is own as the resource arbitrator.
Assignment of the arbitrator for a specific resource can be acconpli shed
using any oéritytalcilatien doeh hmdmh(de i nesi dugdl. dt 3 sinply ategendraifonal paritg garur ces,

| oad bal anc The preferred nmethods for arbitration
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#3) which sendsa rant | ock wrltgérresae1432to AVF #1, ded

wi t hi n gr andisk Bostepidds ytepi Ugptho oldidataginelnding regenesaied datp, t’srf&Ph%W“?;@}"shoul d
r el ease 3 herd,fedionBeihets. meﬁh&qon thﬁ dR'd m &@t.m@n %ﬂm&mhs&s opeed for
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(read) rressag@bgrzmacssmmvsﬁ& @nwrﬁynbwwe@elnwoéaéa WOtRHLER '6:9 is the generation
receptio~i of the grant |ock (read) nessage 1442)



both AMF #2 and AMF #1 have sinultaneous read | ocks on resource Y. The
wite | ock request 1444 sent by AMVF #3 causes AMF #4 to issue rel ease | ock
nmessages 1446 and 1448 to AMF #2 and AMF #1, respectively. This results in
bot h | ock-r He¥&EHressage 30 1450 and | ock-rel eased ness@§3USEEB2ei ng
sent to AMF #4. Prior to AMF #4 granting a lock to ANIF #3, AMF #1 sends a
request read | ock nessage 1454 which 28 queued by AVMF #4. AMF #3 receives
the grant ypmidRw sy MREPIEE. HRAREO M HGSOYUEEAMPWHIENhERG pirigta Tl ag
indicating that it should rel ease the | ock when conplete. AW #3 issues a
WO 00/ 525 7tbe REmesuiwsr disksy {0nre thegarityvaite apastiondseomplets, AlspAMEsandsdRe with t he

resource Ven%a&‘ln&tmgt_i&nstg“@&pﬂc%'&ﬁg%rkdcgqg st é‘?ﬂﬁ)u Y%é%ﬂgn 0 notifying

AMF #1 that |1t has obtained a rea _on resource enefit of this
met hod f ornatiSieationsthe rrpheation parinetsgeleash theirstatadatardssaeintedavidsthe sinipe bet ween t he
AMFs issor\h;aa@_ function of the nunmber of |ocks outstanding. It is not
dependent upon the nunber of AMFs in the cluster configuration. Extending
the first nethod, f&igueskknshewsthe géneratsequengel fipw {¢% ageccyeryProdesy whene

two- Nt 1 oL 8 LyiSll o ARDL AABALA B¥ike P! berlRLSHbRAE hRpEGCONt rol Lers

w |l cause rtration ssages to gr nunber of
AVFs in t hacoidingttean ebrfdingent af theopresebt inzentiont This scepdyid differafiont thanersn

optim zati r i bl t. S nt_the preferred
onbod mant SReRef B, Pl pna¥i i REGR 36 MU R e BEReBIGIAE T 00 o
enb_odi @& nt olfl data tdecanstruc tite RG disk sdgorents tas wereaffeaedibyt thatlpdmingEMFSs a! SO

optim zed faﬂﬂr%ymc%%c AME uglgﬁtilpgﬁé nngp?%%fs%@fo&éA‘ %m'% ﬁ;inglﬂ}% u%ﬁa g,lotﬁ% addi ti onal

pref etch resources en ar r c of the
pr ef et ch replcatioreparaes asminelticciespdhsibility ofirdzoteing fiiol the fadlkd tdara f or t he AMF

1. Th . Wh t ts the | th f et ched
Fesour ces, SReatiolo e gakiy e ehSHAFReBathi Bim ot gat A RRE BeRereR e |
al ready haphrine) AMPFS eiflfeir detedthefailive @nisinotifidiost alfsitine, daexampledy ahostay of

| in ter. f the, ifi nbod] ts, At i t ood
O s ek o et s B RSBt b b B MRS 2100
contrary, ihbt wins iHatacsieietidn (the Eob\aEy XIIF) (UBspomNiIE For @kdcfinte rRO6ves dfither

arrangenent s (gs woul d he apparent to those skilled in the art. Therefore,
the 25 sco{?@e ¥rdafrOPEBR®hded cl ai ms shoul d be accorded the broadest

interpretati on so adgnktep 830; AEPpGRy &l denGasted fromdie d1€ adth Supplidmsy si mi | ar
arrangenents,. . WO Ogﬁ% 6 PGI/ §SOO/ 03275 28 VWHAT IS CLAIMED IS 1 1. A
data st or affBlieajiop siep B4R e Soncumept MR A3 BaFerYreY AN S8l ural ity

of resQur Cese ordndr¥Bevdfeplitdtitn Pdrindl aNBEATENDREin updutd’ ndfficatiéMiosall sTiar i ng
access to the 4 redundanc gr oug, wherein e AMFs provi de cqncurrent
access to R CQ“BHHWWGQ%P Hh 18 step 50 thepld dataig whtieR tathe diskss In 88 6 an

i nt er conneggo, MRALpFuficH paRtREH &6 lrifbrehel Mtut AWV WA Has bEd wrREd a6 Yhe
disks. The replication partners can now discard their copies of the old data. Afier this
event, the recovery sequence is the same as for the non-degraded recovery sequence.

25  Specifically, the new parity to written to the RG member disks in step 870. After the
parity write step 870 is complete, the recovery AMF sends an ‘end update’ notification to
the replication partners in step 880. After some time interval, the cache write back
scheduling algorithm causes one of the replication partners to write the new data to the
RG member disks in step 890, which is a normal (non-recovery mode) stripe update

30 operation as shown in Figure 13a.



7 group; 8 wherein when a first one of the AWFs desires to perform an

operation on a 9 first resource in the redundancy group) the first AW

arbitrates ot her AMFs 10 sharing access to the re roup
for a | ock %&?%&eﬁfl rst resource, whereupon the 11 first A ’ﬁ%"pff’#ﬂs t he
operation on the first resource and cepcurrently sends replication 12 data
and state information associated with the first resource to the other AMVFs
such that PistribgtedfRecerisiraetionVF fails while perfornming the operation) one of

the other AMFs is a Eggﬁg,% The data storage
system of claiml, % r%ﬁniﬁwgweﬁaaﬂkﬁg oes not gacr%f%g%e the lock on the
first resow:wtmmonIprcv;egemardmgr&@%&mhddenmﬁthapmm fvestionoEach | ock 3 on

e e PERRR TSarhath w6 d A L0 YA PRl nllchob, iR o1 0 LT the

r inrn trate e first
resour cg, vdsenewipoloch hﬂt@rmoaheAMF tBadshiee dthltz!:axdtplatxmfnﬁthb ktapé olnlstepnd

he’ oper at Pih 2 HUF Fisthnensee nbrad ma B rite bt pat o e Bakarelcl ues o

plurality disksAagoyritigahedat, theeAMF updatds ti\hag@blt o féﬂeaalcﬂfaattmpbmtkst he

operation t he resourc each step 4 concurr

replicati oﬁ‘ah%ﬁ’gé“agﬁdnag{’%ﬁetg ﬂ'im%&drfﬁstklrﬁﬁ ’ﬁ@s‘B%?%fFéﬁcemePh‘ﬁ%kas W?géj resource 5
to the remrhamlgtamwﬁe)psamlmgﬁd@alblom‘s td RE ntdnitet didddrant Bidcks svhthk @isperthor m ng
any of {he stg .63 t he .operat one of the remaini ng ,% s is able to
compl et 't HEP Sfhitds fsmined ety th 8 bes 235 mOEOISRSS FIEROMSYEs Thif e la
storage sy séqaence repehtdadlohg as et eleind?B Qrifés thR heed 19 B r&oﬁgﬁsaemsm@m@mm cate
with the first AMF over one of the interconnect nedium an 3 Internet
connect i onTRIEEEEDEIKpus. 1 6. The systemof claim1, wherein the

i nterconnect medi um ORCddVaRSzedf e sﬁﬁ@eﬁkdlﬁﬂ%@fgkﬁlpWagérﬁ@ne

fi ber-channe] interface) a_ storage area netwo a3 fi ger c%annel
storage ar &5hpigReiof the present ‘W@‘W%E@H%M@IQWM%)"SWPW FRCUBEPCSP t he AMFs

execut 9§ i BrRBRing tOhl AMPRRAARE ARG, PhifRallts MihsRARPIMR IR uﬁxebeﬁa conput er.
1 8 1In a data storage syste a nmethod of dynam cally sharing 2 managenent

of a redun®enfEd) reduetins ip devimaersed fssnopsertives ngrpadly cregvalsesddyta fogiurpgns 3

(AMFs), Vm%c%héi‘ruEt'ilﬁ‘n AEEbRELreBdlsRudiiGn fs%@d#iﬂlﬁﬁ@d'% }ﬁGﬁ 2Sutisbeof af¥pdancy
group, the 4 redundancy group including a plurality resources, the

met hod comfre AMEgsharieg & ogsiinatesfor whigh W’h‘@? eaclrwkmgssppnsebip forhost by a
first one ?éfohmcﬁgéfoﬁf&f} o?%{egé)m}‘ﬁfﬂ dr! sﬁlﬁ&%ﬁ;@r@g I QBnQRhcfod, HeSt One of the

resour ces; sync ni zi'n e ot her as~to aCQU|re access to
the fi 26t Semaamogmws raml@tqmwmmnngrqsmsrﬂnilitiss Eyeranplarsuppese theref i r st
resource. r KAl is a read
2 operati on t e mesgﬁ&% d’ﬁ?‘{ 9(?8%%%?%?%(1?#%%%2&3;0? g?les%&r&gg}e%at\%??\g a
request f r @Ashcothan by Ysyding 8@@9&#@) addcgfminhwhiaherestare f9gaftisipaicdn thesecond r ead
operation ; I Wk ReUr nd read operation
on the fi rggbo%gglgﬁérr{fg% aﬁ?‘%ggfﬁdg%%%@&rré%n%rrerﬁ Vﬁgﬁeh the first AWF
per f on: ni ngeqohemrchcprsxtesnoesiblilidp@yateleuninm which AMFs wilVrecerstrustodhichl 10. The

met hod hei c I e step of
bt £ 481 el THEABYE drehieby iy R e h 3RE AR AT o BETnendaly °

3 resour ce ferexhinple, saoh AMIG recondructs steipd(s) Moﬂ(%};whereﬁhet}felstrtpb nnwbour ce V\:hl I e
the first AMF 4 maintains the |ock. WO 00/ 52576 PCf/US00/ 03275 30

Distributed RG Expansion
Just as reconstruction is preferably distributed among a subset of the
30 AMFs sharing a RG, so is RG expansion. RG expansion is the addition of drive members

to an existing RG. A unique advantage of SRGM is that it allows expansion processing

to be distributed to all AMFs sharing a RG. This results in faster expansion times and a



1 11. The method of claim 10, further conprising the step of releasing 2
the lock on the first resource only when another AMF arbitrates for the

|l ock. 1 12. The nmethod of claim8) further conprising the step of sending 2
replicati on W28 6kd state i nformati on associ ated with t h®GTUSEIORBsour ce
to the other 3 AMFs, concurrently with,the step of performng the first
operation) such that if the first 4 AMF fails) one of the other AMFs is

abl e to comphaipe it the infcraasstd respensatimesnorthallBencétmeeragbynatossflugdgai m 12, wherein
if the first AME fails while 2 performng the first operation, the nethod
further coﬂ‘;??‘?sé%% the step of conpleting the 3 first operation with a
second one of the Alhstribitedlekpankiva inmihaplishéd ) laving hIpbssher @ilyoftliee st ep of

conpl eti ng i st oper ati on .conpri ses t. ste he second AMF
synchr oni zﬁf’(@%ﬁf“}‘wgfﬁ@ ﬁtgﬁré‘% tjﬂ\)fn’—'lé‘gggﬁ sigeytvﬂﬂgﬁﬁqﬁf’&@%iec%’ég@a{’ "8-he first

r ezoulr ce. lﬂfaﬁjiot];ﬂim BanuFmd opfhutlowh dusing Mipﬁ’ﬁﬁinﬂhénhﬁe ieiﬂaﬁﬁr%QM@fd-OR i P_cl udes
a 2 plurali of sub: operations erein the step of perfgrning the first
operation Wﬁ‘l%!affcféga“ﬁ‘%é?me‘lﬁﬁg'eﬁgﬁx%ﬂg’éB@oﬁ &‘5’?‘? a&hﬁ ﬁMlg ¥ qT,aggg % esource,

t he met hodyekiuidah@r gro@i MRkt nstdi@xfeniGn dTIRGe ARMHsitdiRid 62bh SAEA(bRBhdfgat e

information associated wth %Fge first resourgce to the 5 ot her AMFS
concur r ent T§ssagssh temaine yhich QRes 4 o PARIGIPAIGHAR the SXRANSIER)E- B ANMPIheE i f the 6

first AMF Kaldndte bf?rm. Phest Ve AMFS QEtertiFiS exipansiddl rBspbRsiiRAR bt Riekhidgl I St
operation. 1 16. The_nethod of claim8, further conprisi n? the steps of: 2

recei vilfig ¥hicB ks Wik Rind WdsHtpetfdsThipandedeicrmaeimpanyalzmemmves to 3
perform a secanbaRRét ot thOmvertion, foes&amnpleOdieh AMHE, Bah®S@ilets Modds/),

synchroni zing with the first AMF and the other AMFs so as to acquire 5
access to PhEeSdeBRArPESBPTe; and 6 performi ng the second operation on the
second 1 esour ce. 1 Jgud st bathefMralChieie fon (4R 0RIBrohd bigador porLi on
of the second 2 operafion is (ger ormed concurrent ITg\ wth theé perfornmance of
the first peesarfErdingtops emhogiment of thgpragent inventiank The prosessdongteddn ng: WO
001 525136 g’é]ig%ﬁ), éncﬁthg?]p%r ri!xtc%tr%eﬁ)cﬁ isaacgggdliﬁ}§ {6RL7 cfardon Te s
redundancy groups, each redundancy group 1 ncluding rmultiple resources
spread ovegdifferant frpmdhapirededing eyampdes imtheemultiplgyodkamusideaequitedndni ons ( AMFS)
sharing re . f Nagels : y groups)
wherein thg*%ﬂllq—@?gpreg{tggPvélmgéggg?ﬂé’?%ﬁﬁgga(g%gsé@etlﬂgm%ﬁ;e@glyggrr'gip g r edundancy
groups; antvhase stripervadtval be insttasefifony Wita Ve oFlreethar agipeiaveldddsarevi t h t he one
or nore regu . ﬁwg L insa first one
of the redgﬁggﬁgﬁﬁggﬂ pstscliahaéﬁﬁa’;eﬁsﬂg%ﬁ%%?%%@%é@tsggﬁg%%éﬂr?gﬁé\ﬁggdei nif one of
t he di 2Rs swpehe first redundancy group fails, at least two of the AMFs
each arbitrate for ¢ I first
redundancy group, sq@ﬁ&g’ ﬁg%@ghgggﬁgg tﬁe@pgttgf)%%@?l ({e\%g%ﬁ%?ﬁ_asgglg ‘e to
concur r ent ithe dasgoreplicatest sotthaé iftheroperatienifaiisibafery completion tbe raplicdtionr epl acenment
disk. 1 20 ) ' : WP ] IS added to a
first 2 on@ a%_%?s[ ﬁ%ﬂe@ﬁlg%%ﬁ%@lp&gﬁ éﬁ%gﬂﬁg{e%ggﬁun? %@g%ﬂa?ﬂgh g\%ﬁésg'each

arbi trate fGoncwrent with stefs 103@argl 1640,y souwt dathetripesataivieg dgatalee fir st
redundancy gr , t .t I t,.t A re able to
concur razgnt In%gr(e%%gé%%gt% gpea%?%d ﬁ@%ggr}rggg'é‘rs%(éd%ss'i‘ﬁ%ﬁﬁ@%ﬂ@%ﬁ@éﬁ?e1 21. The
system of cbmplkie]lhe AMENaifies s feplicatioropeetneds tHah e isAidgimning el expansion2 write
command from a host. t L at | egst. two t to two or nore of the
resour ces, ° WB&%TWS%R@%##E% °‘}$R7|‘i‘ﬁ¥zdaaﬁ°?é@a‘%é@‘ﬁ‘?éﬂ‘e{ﬁi"épﬁ%t resource to
whi ch t he fihforhatidatfa tisecdxpasled stirige.be witten) wites the first data set to
the first resource apg concurrentl erforns 5.replication operation
wherein replication ﬁg?régea T f%ﬁcﬂ%‘x’ldﬁ‘f:é%‘ﬂpbeﬂedag‘ggg‘iag?r W’ﬂfgghe 6 first
resour (3@ i stripend wiittert tb ¢heatiske in sbdgRH60.50nde the ity gentradorf dteps1054d fhai | s whi | e
performng 7..he wite ope ion) o0 f the.other ANMFs.i.s.able conpl ete
the wite d‘ﬁgfya cigwpd?fcil% R%hé’rcs%?gjtpgcﬁﬁ’g\‘pé?gilm en disks i ?PcmSB'ent ly

W t h sendi r@nca stepl 060 ahd D0TOARE Bmpleck, te AMF hotifizs iephithtioh Partdets thdt M-

determi nes ulp]::latg g%o%%?c?cqg st(g.g1 tl 0 e'f‘hcI rgplication partners then update their map tables to




3 to be witten to a second resource) and if so acquires a |lock on the
second resource) wites 4 the second data set to the second resource and
concurrently @%ﬁ/%#é{m a second replication 5 operation wherein replication
data and stay mati on associated with the second WoPolPEW4ES 32
PCT/ US00/ 03275 6 resource is sent to thg other AMFs, whereupon the first
AMF waits until all replication 7 operations have conpl eted before sending
st at us i nf orefigetiteminergased strine width andxgigrawidiostydstac (hhey aled disqardBe dother ei n each
of the AMFs_J j i i ; I lisng host
data. 1 24 "PRH TR 140TIRERab ORIHARE bt Wil BB OR S brtor WO
cont r ol | er sbloeksodm thodisksol | er i npl enenting at | east one of the two or nore
AVFs, wherein 3 each Qf  t =S . CO ' es wWith eac ther ov ne of
t he i nterconnect rredi@%cﬁqg%@wg%%egﬁbé%ﬁﬁaanféoéeesg?pegﬁgﬁt\ﬂﬁgreg‘?aﬁai(ﬁe

syst em f 5ir t bgthei AMF uifss, the ssgaeiwe isatpedtedaThie séguenceegraty eslongcthare aremany
smal | nmessages destined for.a particular gne of.the 6 co ollers are
conbi ned andeReitane ug Rerd o€ pande  illg BERaiek P BERTY B B0 55 Crhe
system of cldizken Nde thahthisds protdse- whit@nakesine piocese ibi theobpifig thdeesltsad stepeast one
of a SCSI i face) f.i ber - nnel. interface, a storage area network and
a 3 fi ber-cﬁgﬁ‘{meﬁa‘epétl83%5‘é°“§f’é§ pancpenstion.; £ 6 7 g 9 10 11 26. A

met hod of reconstructing a redundancy group when one of its disks fails in
a data stori%‘]e§ net%rk system conprising two or nore array nanagenent
functi o (AfsSaEe g M nnect ed with the redundancy group) wherein the

redundancy group i ncl Ofeissudlef tdridére Wit SROM @5thé ProB@sin®¥firhdil lahd 10 € di sks,
wherein the redundancy group, al. so i ncludes, a repl acenment di sk) wherein the

AVFs all sh&PangpHpadingasirciatid Yigehe s@ganistipngndisplicainyusifde $IPROt he AMFs are

able to CO”SPIGI\Q.”H‘EYacﬂRﬂ@&}%s?ﬁ'bﬁrdh&dﬁkﬂ%_ﬂ@ébli%t%@echﬁiﬁ@esmh?ﬂieﬁOrrpri sing the
steps of arbitrating gor control, of a first resource bg a first one of the

AVFs; ar bi t COPITRRFT Lek) BTeBoRatRsring seueleibly nado i wseaep pathergdd manes#ly of t he
AVFs; and CQRGIFHER thit dofbRIBS nhmComalidndstied ddsited Ftch FRRGANRE cluf8Olbaees using
the 12 replacement disk. 1 ~ 27. A nethod of expanding a redundancy group
when an ext (ke @icawrallsr, in whigk may &eside mapy AMER) ntaemsbigiaessesamsrtet 33kt em
CONpri Si g WG as TRE ae&%@m (HEBRARREAERNde STHi¢ Bah bt fly fAUES brdcBdsiconnect ed
wi th the redundancy group) wherein the redundancy 4 group I ncl gées mul tiple
r'esour ces spPverheadand O ehinneldpading, andscontraitsy withnthe ppproaciof sending pngdivadual WO

00/ 52576 33 managenent of the redundancy group) and
wherein the rﬁ%§g§gg%g_%ﬁgﬁ%%: concurrently 6 access the redundancy group,
the met H8d conpri si ngFights 19¢ Blystrasds: ANIF gerbinunigationgvithout theomessege gatherng i r st
resource by t@ct&xiqﬁ&toﬁ%ﬁrggc?tti?ﬁcg IA.SASS_ 5%3@%2" d!oalgéxi'oﬂgfkﬁfps(i?@ zin‘a'an‘?xﬁtcej:@ second

resource by a secon' e o0 : concurrent y ex_pan 1 ng t he
first and sdcutrdllerddluti€ds) entityrid03 eranpose & SRGMstode 11108 A odeds typigalbyf a

pi pel i ni g pl 6ot oh of NGARLAG. RASHI3 Budtfheft AfbANS iSh:GHAGRIS Wor K
system conprising a redundancy group i nteérconnecte t or nore 3
array nanageneing synghrenizstien {nuvEicatiogimesedgas 1128 frogdened'@viE Yo apothep Asicl udes

mul ti pl r k } I; 11 share
manageneht ooy aryRiE S MEbe MMy S oS EenctRE Ul dEebig o
concurrent | ySANd&¥s t he redundancy 6 group, the nethod conprising the steps

Ceast B tap data sets RS lof inEnbde do e RNES, [ 7 1057 Sk

by the firstsyMdifforozatibhend teplidatioremensagee with othlar AMFs be other istdedBatcsharatizet is to

be written; same redundancy group. Each AMF within node 1110 generates independent streams of

30  synchronization and replication messages, all destined for one or more other nodes on
SAN 1130. The messages being sent or received by a particular AMF are independent of
the messages being sent or received by other AMFs on the same node. As shown in

Figure 17a, three AMFs 1100 are sending a total of nine messages 1140 to AMFs on



11 witing the first data set to the first resource; and concurrently 12
performng a first replication operation wherein replication data'and state
13 information associated with the first resource is sent to the other
AVFs, such tWa00$%7& he 14 first AVF fails while perform ngpctesoonizrs
operation) one of the other AMFs is able to 15 conplete the wite
operation. 1 29. The net hod of claim% further conprising the steps of 2
concurrentl wi t.h Rgnéormn ir perati o et erm ni ng
t

f.
TS he s atbapheeth, St Melded Shching 11 4704 15555 B0 tR HeRlat e e 1 Co 4
acqui ring aodc@cIﬁlmwhthe.ntmngdgatlmmg,ratl&yn&umizatwmgxdtrhﬁ:mﬁmmdssmha set to

operat i on RRErRTpy RVtEs FER SeARCRodk ave APesessel nd ol EREER e SeBbci e i ¢
t he second indddéuallg.cEach me3sige talied 4 1fixedtafi@intAFpdcessing oBerhdud egirtiess oF sendi ng

status information to the host after all replication operations have 10
conpl et éd. S2&WD 00/ 52576 34 PCT/ US00/ 03275 1 30. In a data storage system

a nmethod of dynam catipyre $Tillugicited ANENaG@ARIEatiGh with IROHEEHRGYtherigup bet ween
two or nore array managenent functions 3 (AMFS ), wherein the AMFs are able

to concur r &shpiguesof 3’§§r°tsﬁ§ ivERtinRg Messpeg B gt“h\é‘ efe Papy saalice (ressrgssp

i ncl udi ng faessﬂnwf&hwm@.fw@a@mgs&cd {oR6tnerab R dne Rpdrmedghgb Nhit eps of 5
determ ning an arbiter AMF for first one of the resources, wherein the 6

arbi ter AMVIaTEE %@gsfawh?éemmerwrw@ ap RRssMessagei g then HaRFckedan the ¢ he

redundqQcy récefirgtielic BaY lm@ﬁre%dawamnﬁgsiagésero%bﬁ a8 Blofvil, e@iRNt @ | ock for
the first resource; 8 conmnunicatin ock request froma first one of the

AVFs to t haneatages 30 aredestined fy dues ﬁferantmeé% é‘h‘h!s‘rféampltes‘f’elbé%fbﬁﬁ%é and 10

per f or m ng e PRSE BldATLON 08 Bﬁlyfnbécﬁ% Jeﬁ&@weqﬁesb»gei ol dns trortlén Rage the 11
| ock on the first resource been granted the arbiter AM-. 1 31. The

met hod of dEneticAniog itgahid I&h”&%@ewut Amspm@ﬂay poragking andwnpacking st

resource, thfyiaeh AR fhedshdper conprising the steps of 3 issuing a rel ease
| ock request to the second AMF fromthe arbiter AMF, 4 conmunicating a

| ock-relbeased nessage fromthe second AMF to the 5 arbiter AWF, and

thereafter 6 granti nﬂ{bZtrJtngﬁEne&)l?xsﬂ'xlﬂﬁteélkés%hrc@%ﬂi%&& to the first AMF so that

the first AMF 7 is a ormthe operation. 1 32. The method of claim
30, wherein no ot herFignes Kedllustratoe & basie artitsatjonfprgosss whesouy AW Fubauests e fi r st

ANVECOMTUn G 65 bl Mol eOMESHing 0 e IRALRTh IS 9P LARTBA AR T he

steps of 4 1mMme y grant |nga Irst resource to the first
Al vl F so t H&10 Bach hesjufst p dack AVE particulbx resourse pand ftler Ingk fequesis @reatuiewnd.in an 33, The

WEt hod ff %@}{r %Q;Le%%? ! 'Phetﬁﬁu&tﬁ%ﬁaﬁ&%&%’ﬁ&x%w%e%&]?wfm %ﬁ%ﬁﬁu s a

ite lock, wher ei n once rant ed oot s able to
obt ain 3 a nlm&mmnbltr#t@nfqumﬂtlZDéscThﬁ tﬂauumard Prbmscmm sttmwvﬁerrsml‘ethd@ﬁ t he

the firat 2°eRepre lsRelRl oty radt Philediln iORE Skl WReiiftiod BOMPE 7 00
t 0 concur r eany iwell dhoven #lgeritBm r(eg.cFIF OJKFON Ea‘da réquesiing AMIDomstevastuwhil tshat
Tl ti pl e ANES, (Y ploBtha' ot R 1058 SAUE RREOEARSHEBEH! ¥ resourliy 00! 52576 35
25  successful completion of the arbitration process. An AMF fails to lock the resource if
arbitration fails.
Figure 18b illustrates the general process flow of the generalized
arbitration process according to the present invention. Arbitration involves coordinating
the resource lock transfer between two AMFs: the requesting AMF 1225 and the AMF
30 1230 with the resource lock. AMF 1225 sends a Request Lock message to an arbitrator
1220 (the entity performing the arbitration process), which queues the message until a
time defined by its priority algorithm. When appropriate, arbitrator 1220 processes the
request by issuing a Release Lock message to AMF 1230 which currently has the
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0! " * #1B%a radaeit 1 82010 Y8 cuyce X arbitrator on third AMF 1410 (AMF #3). The arbitrator
Ao VRIS I St AR e 0
109&' () - YR8tsNock' odM@ohrobIOW&le(t}xe Bck deatd&s&142)0-fbr, rk&fiie®’ X Js-pld ctssmg,
109%& () - Smgo dl\s‘%\lxe(s rea% @cﬁgﬁleg )142J< Fbg Aé)sgl.?ch) ‘}qubu@hl 4N %q ﬁ ? 8\]&% #4) is
the assigned arbitrator for resource Y. AMF #4 immediately grants a read lock 1426
15  since no other AMFs currently have a lock. Next, AMF #4 issues a write lock request
1428 for resource X, which is queued by the arbitrator on AMF #3 since it is currently
processing write lock request 1420.
AMF #2 sends a lock released message 1430 to AMF #3, which sends a
grant lock (write) message 1432 to AMF #1. Embedded within grant lock message 1432
20 s a flag indicating that AMF #1 should release the lock when finished. This optimization
eliminates the need for AMF #3 to send a release lock message to AMF #1. When
finished with resource X, AMF #1 sends a lock released message 1434 to AMF #3, which
sends a grant lock message 1436 to AMF #4 (which is next in the queue for a write lock
on resource X).
25 The sequence beginning with request lock (read) message 1440 shows a
multiple read lock condition. With the reception of the grant lock (read) message 1442,
both AMF #2 and AMF #1 have simultaneous read locks on resource Y. The write lock
request 1444 sent by AMF #3 causes AMF #4 to issue release lock messages 1446 and
1448 to AMF #2 and AMF #1, respectively. This results in both lock-released message
30 1450 and lock-released message 1852 being sent to AMF #4. Prior to AMF #4 granting a
lock to AMF #3, AMF #1 sends a request read lock message 1454 which is queued by
AMF #4. AMF #3 receives the grant write lock message 1456 for resource Y which

contains a flag indicating that it should release the lock when complete. AMF #3 issues a
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Resource Prefetching
In the preferred embodiment for the current invention, resource arbitration
15  is also optimized through the use of lock prefetch. An AMF can specify additional
prefetch resources when arbitrating for a lock. If all or some of the prefetch resources are
not locked, the Arbiter will lock them for the AMF as well. Thus, when the AMF
requests the lock on these prefetched resources, (at some later time) it can quickly gain
the lock (since it already had it).
20
While the invention has been described by way of example and in terms of
the specific embodiments, it is to be understood that the invention is not limited to the
disclosed embodiments. To the contrary, it is intended to cover various modifications and
similar arrangements as would be apparent to those skilled in the art. Therefore, the
25  scope of the appended claims should be accorded the broadest interpretation so as to

encompass all such modifications and similar arrangements.
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1 2. The data storage system of claim 1, wherein the first AMF does not
2  release the lock on the first resource until a second one of the AMFs arbitrates for a lock

3  onthe first resource.

1 3. The data storage system of claim 1, wherein if the first AMF fails,
2 the remaining AMFs arbitrate for a Jock on the first resource, whereupon a second one of

3 the AMFs obtains the lock and completes the operation.

4. The data storage system of claim 1, wherein the operation
performed by the first AMF on the first resource includes a plurality of steps, wherein the
first AMF performs each step of the operation on the resource, and for each step
concurrently sends replication data and state information associated with the first resource

to the remaining AMFs, such that if the first AMF fails while performing any of the steps

A U b W N -

of the operation, one of the remaining AMFs is able to complete the operation.
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8 resource; and

9 performing the first operation on the first resource.

9. The method of claim 8, wherein the first operation is a read
operation, the method further comprising the steps of:

receiving a request from a host by a second one of the AMFs to perform a
second read operation on the first resource; and

performing the second read operation on the first resource by the second

AMF concurrently with the first AMF performing the first read operation on the first

Ny B W —

resource.

10.  The method of claim 8, wherein the step of synchronizing includes
the step of arbitrating with the one or more other AMFs to acquire a lock on the first

resource so that no other AMF is able to access the first resource while the first AMF

HOW N e

maintains the lock.
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4  AMF fails, one of the other AMFs is able to complete the first operation.

1 13.  The method of claim 12, wherein if the first AMF fails while
2 performing the first operation, the method further comprises the step of completing the
3 first operation with a second one of the AMFs.

1 14.  The method of claim 13, wherein the step of completing the first
2 operation comprises the step of the second AMF synchronizing with the other AMFs so

3 asto acquire access to the first resource.

15.  The method of claim 8, wherein the first operation includes a
plurality of sub-operations, wherein the step of performing the first operation includes
performing each sub-operation on the first resource, the method further comprising
sending replication data and state information associated with the first resource to the

other AMFs concurrently with the performance of each sub-operation, such that if the
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first AMF fails, one of the other AMFs is able to complete the first operation.

16.  The method of claim 8, further comprising the steps of:

receiving a request from a second host by a second one of the AMFs to
perform a second operation on a second one of the resources;

synchronizing with the first AMF and the other AMFs so as to acquire

access to the second resource; and
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performing the second operation on the second resource.
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17.  The method of claim 16, wherein at least a portion of the second

2  operation is performed concurrently with the performance of the first operation.

1 1B. A data storage network system comprising:
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19.  The system of claim 18, wherein a first one of the redundancy
groups includes a replacement disk, and wherein if one of the disks in the first
redundancy group fails, at least two of the AMFs each arbitrate for control of one or more
of the resources on the first redundancy group, such that each of the at least two AMFs

are able to concurrently reconstruct the first redundancy group using the replacement
disk.
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20.  The system of claim 18, wherein if an extra disk is added to a first
one of the redundancy groups, at least two of the AMFs each arbitrate for control of one

or more of the resources on the first redundancy group, such that each of the at least two
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AMFs are able to concurrently expand the redundancy group using the extra disk.

1 21.  The system of claim 18, wherein a first one of the AMFs receives a
write command from a host to write at least two data sets to two or more of the resources,
wherein the first AMF acquires a lock on the first resource to which the first data set is to
be written, writes the first data set to the first resource and concurrently performs a
replication operation wherein replication data and state information associated with the
first resource is sent to the other AMFs, such that if the first AMF fails while performing

the write operation, one of the other AMFs is able to complete the write operation.
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22. The system of claim 21, wherein concurrently with sending
replication data and state information, the first AMF determines if the second data set is
to be written 1o a second resource, and if so acquires a lock on the second resource, writes

the second data set to the second resource and concurrently performs a second replication
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operation wherein replication data and state information associated with the second
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10% 1 23.  The system of claim 18, wherein each of the AMFs includes a

2  means for pipelining replication of incoming host data.

24.  The system of claim 18, further comprising two or more
controllers, each controller implementing at least one of the two or more AMFs, wherein
each of the AMFs communicates with each other over one of the interconnect medium
and one or more PCI busses, and wherein the system further includes a means for

gathering messages, wherein many small messages destined for a particular one of the
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controllers are combined and sent as one message to the particular controller.

1 25.  The system of claim 18, wherein the interconnect medium includes
2 atleast one of a SCSI interface, a fiber-channel interface, a storage area network and a

3 fiber-channel storage area network.

26. A method of reconstructing a redundancy group when one of its
disks fails in a data storage network system comprising two or more array management
functions (AMFs) interconnected with the redundancy group, wherein the redundancy
group includes multiple resources spread over multiple disks, wherein the redundancy
group also includes a replacement disk, wherein the AMFs all share management of the
redundancy group, and wherein the AMFs are able to concurrently access the redundancy
group, the method comprising the steps of:

arbitrating for control of a first resource by a first one of the AMFs;
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arbitrating for control of a second resource by a second one of the AMFs;
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and
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concurrently reconstructing the first and second resources using the
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replacement disk.

27. A method of expanding a redundancy group when an extra disk is
added to it in a data storage network system comprising two or more array management

functions (AMFs) interconnected with the redundancy group, wherein the redundancy
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group includes multiple resources spread over multiple disks, wherein the AMFs all share
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9 and
10 concurrently expanding the first and second resources using the extra disk.
1 28. A method of pipelining replication of incoming host data in a data
2  storage network system comprising a redundancy group interconnected with two or more
3 array management functions (AMFs), wherein the redundancy group includes multiple
4  resources spread over multiple disks, wherein the AMFs all share management of the
5  redundancy group, and wherein the AMFs are able to concurrently access the redundancy
6  group, the method comprising the steps of:
7 receiving a write command by a first AMF from the host to write at least
8  two data sets to two or more of the resources;
9 acquiring a lock by the first AMF on the first resource to which the first
10  data set is to be written;
11 writing the first data set to the first resource; and concurrently
12 performing a first replication operation wherein replication data and state
13  information associated with the first resource is sent to the other AMFs, such that if the
14  first AMF fails while performing the write operation, one of the other AMFs is able to
15  complete the write operation.
1 29.  The method of claim 28, further comprising the steps of:
2 concurrently with performing the first replication operation, determining if
3  the second data set is to be written to a second resource, and if so
4 acquiring a lock on the second resource;
5 writing the second data set to the second resource; and concurrently
6 performing a second replication operation wherein replication data and
7 state information associated with the second resource is sent to the other AMFs; and
8 thereafter
9 sending status information to the host after all replication operations have
10  completed.
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arbiter AMF is one of the two or more AMFs sharing management of the redundancy
group, and wherein the arbiter AMF is able to grant a lock for the first resource;
communicating a lock request from a first one of the AMFs to the arbiter
AMF requesting a lock on the first resource; and
performing an operation on the first resource by the first AMF once the
lock on the first resource has been granted by the arbiter AMF.

31.  The method of claim 30, wherein a second AMF has a lock on the
first resource, the method further comprising the steps of:

issuing a release lock request to the second AMF from the arbiter AMF;

communicating a lock-released message from the second AMF to the
arbiter AMF; and thereafter

granting a lock on the first resource to the first AMF so that the first AMF
is able to perform the operation.

32.  The method of claim 30, wherein no other AMF has a lock on the
first resource when the first AMF communicates the lock request, the method further
comprising the steps of:

immediately granting a lock on the first resource to the first AMF so that
the first AMF is able to perform the operation.

33.  The method of claim 30, wherein the lock requested by the first
AMF is a write lock, and wherein once the lock is granted, no other AMF is able to obtain

a lock on the first resource until the first AMF releases the write lock.

34. The method of claim 30, wherein the lock requested by the first
AMF is a read lock, and wherein any of the other AMFs is able to concurrently obtain a
read lock on the first resource such that multiple AMFs may read the first resource

concurrently.
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1 36.  The method of claim 35, further including the step of reassigning a
2 different one of the two or more AMFs to be the arbiter AMF for the first resource if the
3  original arbiter AMF fails.

1 37.  The method of claim 30, wherein the step of determining the
2  arbiter AMF includes assigning the AMF that last had a write lock on the first resource to
be the arbiter AMF.

38.  The method of claim 30, wherein the arbiter AMF is able to grant a
lock on one or more prefetch resources, wherein the method further includes the steps of:

specifying a first one of the prefetch resources by the first AMF,
concurrently with requesting a lock on the first resource; and

granting a lock on the first prefetch resource to the first AMF if the first
prefetch is not already locked, such that the first AMF will already have the lock on the

first prefetch resource when it later requests the lock.
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