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[DESCRIPTION]

[TITLE OF INVENTION]

COMMUNICATION CONTROL DEVICE AND COMMUNICATION CONTROL
SYSTEM

[Technical Field]

[0001]

Embodiments of the present invention relate to a communication control device
and a communication control system.
[Background Art]

[0002]

In social infrastructure systems such as monitoring cameras, the control of
equipment and data to be handled may need to be protected from an attack of malware or
the like. However, it is difficult to frequently replace equipment constituting a social
infrastructure system. Thus, there is a problem in that security measures may become
insufficient.

[Citation List]
[Patent Literature]
[0003]

[Patent Literature 3]

Japanese Unexamined Patent Application, First Publication No. 2009-117887
[Summary of Invention]

[Technical Problem]
[0004]
The problem to be solved by the present invention is to provide a

communication control device and a communication control system capable of
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improving the security of a social infrastructure system without changing the social
infrastructure system.

[Solution to Problem]

[0005]

A communication control device according to an embodiment includes a
communication unit and a notification unit. The communication unit is configured to
communicate with a first device and a second device, wirelessly communicate with at
least one of the first device and the second device, and transmit data acquired by the first
device to the second device. The notification unit is configured to cause the
communication unit to transmit predetermined information to the second device when a
state of communication with the first device is a predetermined state or behavior of the
communication control device is predetermined behavior.

[Brief Description of Drawings]
[0006]

Fig. 1 1s a diagram showing an example of a configuration of a communication
control system 1 according to an embodiment.

Fig. 2 is a block diagram showing an example of functional configurations of a
client device 10 and a server device 20 according to the embodiment.

Fig. 3 is a block diagram showing an example of functional configurations of a
client-side communication control device 30 and a server-side communication control
device 31 according to the embodiment.

Fig. 4 is a diagram showing an example of a hardware configuration of an IC
card 40 according to the embodiment.

Fig. 5 1s a block diagram showing an example of a functional configuration of

the IC card 40 according to the embodiment.
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Fig. 6 is a block diagram showing an example of a functional configuration of a
communication control management device 50 according to the embodiment.

Fig. 7 is a sequence chart showing an example of a process to be performed by
the communication control system 1 according to the embodiment.

Fig. 8 1s a flowchart showing an example of a detection process of the client-side
communication control device 30 according to the embodiment.

Fig. 9 is a diagram showing an example of a configuration of a communication
control system 1A according to a second embodiment.

Fig. 10 is a diagram showing an example of a configuration of a communication
control system 1B according to a third embodiment.

[Description of Embodiments]
[0007]

Hereinafter, a communication control device and a communication control
system according to embodiments will be described with reference to the drawings.
[0008] (First Embodiment)

Fig. 1 is a diagram showing an example of a configuration of a communication
control system 1 according to an embodiment. The communication control system 1
includes a client device 10 (10-1 to 10-N), a server device 20, a client-side
communication control device 30 (30-1 to 30-N), a server-side communication control
device 31, and a communication control management device 50.

[0009]

The client device 10 and the client-side communication control device 30
communicate with each other through near field communication or ultra near field
communication. For example, the near field communication includes a Wi-Fi

(trademark) network and Bluetooth (trademark). For example, the ultra near field
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communication includes TransferJet (trademark). Through use of ultra near field
communication, interference with radio waves becomes less likely to occur, and
interception becomes difficult.

[0010]

The client-side communication control device 30 and the server-side
communication control device 31 communicate with each other through near field
communication via a network NW. The server-side communication control device 31
and the server device 20 communicate with each other in a wired manner.

[0011]

The client device 10 is connected to the network NW via the client-side
communication control device 30. The server device 20 is connected to the network
NW via the server-side communication control device 31. Details of the configurations
of the client device 10 and the server device 20 will be described below.

[0012]

The client-side communication control device 30 is connected to the client
device 10 and the network NW and mediates communication between the client device
10 and the server device 20. That is, the client-side communication control device 30
functions as a wireless access point of the client device 10. The client-side
communication control device 30 receives data acquired by the client device 10 from the
client device 10 and transmits the received data to the server device 20. Here, when
data is transmitted to the server device 20, the client-side communication control device
30 encrypts data acquired from the client device 10 and transmits the encrypted data to
the server device 20.

[0013]

Also, the client-side communication control device 30 receives data transmitted
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from the server device 20 to the client device 10 from the server-side communication
control device 31 and transmits the received data to the client device 10. Here, the data
received by the client-side communication control device 30 is, for example, data
encrypted by the server-side communication control device 31. When the data is
transmitted to the client device 10, the client-side communication control device 30
decrypts the data received from the server device 20 via the server-side communication
control device 31 and transmits the decrypted data to the client device 10.

[0014]

The server-side communication control device 31 is connected to the server
device 20 and the network NW and mediates communication between the client device
10 and the server device 20. The server-side communication control device 31 receives
data transmitted from the server device 20 to the client device 10 from the server device
20 and transmits the received data to the client device 10. Here, when data is
transmitted to the client device 10, the server-side communication control device 31
encrypts the data acquired from the server device 20 and transmits the encrypted data to
the client device 10.

[0015]

Also, the server-side communication control device 31 receives the data
transmitted from the client device 10 to the server device 20 from the client-side
communication control device 30 and transmits the received data to the server device 20.
Here, the data received by the server-side communication control device 31 is, for
example, data encrypted by the client-side communication control device 30. When the
data is transmitted to the server device 20, the server-side communication control device
31 decrypts the data received from the client device 10 via the client-side communication

control device 30 and transmits the decrypted data to the server device 20.
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[0016]

In the present embodiment, in the data encryption performed by the client-side
communication control device 30 and the server-side communication control device 31,
encryption based on, for example, a secure socket layer (SSL)/transport layer security
(TLS) protocol, is performed. For example, the client-side communication control
device 30 and the server-side communication control device 31 combine the SSL/TLS
protocol with an HTTP to encrypt data included in the HTTP and to replace the encrypted
data with that of HTTP secure (HTTPS) in which security is improved.

[0017]

The data encryption performed by the client-side communication control device
30 and the server-side communication control device 31 is not limited to a change of the
HTTP data to the HTTPS data. The client-side communication control device 30 and
the server-side communication control device 31 may replace the SSL/TLS protocol with
a secure communication protocol for improving security by combining the SSL/TLS
protocol with various communication protocols. For example, the client-side
communication control device 30 and the server-side communication control device 31
may replace a file transfer protocol (FTP) with FTP secure (FTPS).

[0018]

In the present embodiment, the data encrypted by the client-side communication
control device 30 or the server-side communication control device 31 is output to the
network NW. In other words, in the present embodiment, data flowing through the
network NW is encrypted data. Thus, it is possible to avoid a risk that data
transmitted/received through the network NW is maliciously accessed from the outside
and the data is intercepted and to improve security. The term “data interception” here

means an “act of stealing a glance at data” or an “act of extracting data”.
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[0019]

The communication control management device 50 issues a client certificate and
a secret key to the client-side communication control device 30. For example, the
communication control management device 50 issues an IC card storing the client
certificate and the secret key. The communication control management device 50
transmits the client certificate and the secret key to be stored in the IC card to the client-
side communication control device 30 to which the IC card is attached via the network
NW.

[0020]

The communication control management device 50 issues a server certificate
and a secret key to the server-side communication control device 31. For example, the
communication control management device 50 issues an IC card storing the server
certificate and the secret key. The communication control management device 50
transmits the server certificate and the secret key to be stored in the IC card to the server-
side communication control device 31 to which the IC card is attached via the network
NW. Each of the client certificate, the server certificate, and the secret key is
information required to determine a common key (a session key) used when the client-
side communication control device 30 and the server-side communication control device
31 perform encrypted communication.

[0021]

Also, the communication control management device 50 registers a pair of the
client device 10 and the client-side communication control device 30 which are valid.
For example, the communication control management device 50 acquires address
information of the client device 10 and address information of the client-side

communication control device 30, creates a whitelist in which the address information of
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both of the client device 10 and the client-side communication control device 30 is
associated, and stores the whitelist in a storage unit of the own device. For example, the
address information includes an IP address and a MAC address. On the basis of the
created whitelist, the communication control management device 50 instructs the client-
side communication control device 30 to connect to the client device 10 of the address
information registered in the whitelist.

[0022]

The communication control management device 50 may acquire the address
information input by a management unit using an operation interface of the own device
or may acquire the address information from the client-side communication control
device 30. In the latter case, the client-side communication control device 30 may
transmit the address information of the client device 10 that has been acquired when
short-range wireless communication is established with the client device 10 at the time of
initial setting and its own address information to the communication control management
device 50 via the network NW.

[0023]

Here, an example of an environment in which the communication control system
1 is installed will be described. The client device 10 and the server device 20 are
components that constitute a social infrastructure system. For example, the social
infrastructure is a facility necessary for providing a social base such as a road traffic
network, a power generation facility, a power distribution facility, a water treatment
facility, or a gas distribution facility. The social infrastructure system is, for example, a
mechanism for stably operating the social infrastructure by monitoring the social
infrastructure, ascertaining a change in the situation, and coping with the change. In the

following, an example in which the client device 10 and the server device are



10

15

20

25

9

components of a monitoring system that monitors roads and public facilities will be
described. In this case, the client device 10 is a device that transmits imaging data
obtained by imaging a road condition or the like via the network NW (a network
monitoring camera). The server device 20 is a device that receives the imaging data
transmitted by the client device 10 via the network NW.

[0024]

The client device 10 and the server device 20 are not limited to the components
of the monitoring system. For example, the client device 10 and the server device may
be components of a system that monitors a power situation in the power generation
facility or the power distribution facility or components of a system that acquires a
distribution situation in a logistics center, a system that acquires an operation situation of
a facility in a factory or research institution, or the like.

[0025]

Next, the configurations of the client device 10 and the server device 20 will be
described. Fig. 2 is a block diagram showing an example of functional configurations
of the client device 10 and the server device 20 according to the embodiment.

[0026]

The client device 10 includes a communication unit 11, a client control unit 12,
and an imaging unit 13. For example, the communication unit 11 establishes wireless
communication with the client-side communication control unit 30. If the
communication unit 11 is a conventional system, the communication unit 11 is connected
to the network NW and corresponds to a functional unit that communicates with the
server device 20 via the network NW.

[0027] For example, the client control unit 12 is a processor including a central

processor (CPU) and the like, and generally controls the client device 10. For example,
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when a command has been received from the server device 20 via the communication
unit 11, the client control unit 12 causes the imaging unit 13 to start or stop imaging or
sets imaging conditions such as a direction of the camera that performs imaging with
respect to the imaging unit 13 and a magnification at the time of imaging in accordance
with control from the server device 20.

[0028]

The imaging unit 13 images a landscape at a predetermined location in
accordance with an instruction from the client control unit 12. The imaging unit 13
outputs data obtained through imaging (imaging data) to the client control unit 12.
[0029]

The server device 20 includes a communication unit 21, a server control unit 22,
an imaging data storage unit 23, and an output unit 24. The communication unit 21 is,
for example, an Ethernet (registered trademark) port of the server device 20. In the
present embodiment, the communication unit 21 is connected to the server-side
communication control device 31 via a wired cable and outputs data to be transmitted
from the server device 20 to the client device 10 to the server-side communication
control device 31.

[0030]

For example, the server control unit 22 is a processor including a CPU and the
like and generally controls the server device 20. For example, the server control unit 22
transmits a predetermined command to the client device 10. For example, the server
control unit 22 causes the imaging data storage unit 23 to store imaging data obtained
through imaging performed by the client device 10. The imaging data storage unit 23
stores the imaging data in accordance with an instruction of the server control unit 22.

[0031]
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Here, an example of a conventional system will be described. In the
conventional system, when a client device and a server device are directly connected to
each other via a communication unit and a network, the HTTP, which is a general
communication protocol in a network monitoring camera, is used in communication
between the client device and the server device. In this case, unencrypted information
(so-called plaintext) output to the network by the client device or the server device flows
through the network. In this case, if data on the network is maliciously acquired from
the outside, there is a risk that imaging data can be easily intercepted or tampered with.
[0032]

As a countermeasure against such an unauthorized attack, a case in which the
client device encrypts the imaging data and outputs the encrypted imaging data to the
network NW is conceivable. However, because a processor such as a CPU already
provided in the monitoring camera is generally used for the purpose of compressing or
encoding imaging data, a resource for performing an encryption process is not further
provided. In this case, the CPU originally provided in the client device cannot encrypt
imaging data. When the client device causes the imaging data to be encrypted, a case in
which it is necessary to change or replace the hardware configuration of the client device
such that the client device is further equipped with a processor for encrypting the
imaging data is conceivable. However, because the client device is a component that
constitutes a social infrastructure such as a monitoring camera, the hardware
configuration cannot be easily changed or replaced. In view of such circumstances, it is
desirable that imaging data be encrypted and output to the network without changing the
client device.

[0033]

In the present embodiment, the client-side communication control device 30
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connected to the client device 10 and the network NW encrypts the data transmitted by
the client device 10 and outputs the encrypted data to the network NW. The server-side
communication control device 31 connected to the server device 20 and the network NW
encrypts the control data transmitted by the server device 20 and outputs the encrypted
control data to the network NW. Thereby, the security of the imaging data flowing
through the network NW is improved without changing the client device 10 and the
server device 20.

[0034]

Next, configurations of the client-side communication control device 30 and the
server-side communication control device 31 will be described. Fig. 3 is a block
diagram showing an example of functional configurations of the client-side
communication control device 30 and the server-side communication control device 31
according to the embodiment. The server-side communication control device 31 has the
same functional configuration as the client-side communication control device 30.

Thus, in the following, the configuration of the client-side communication control device
30 will be described and the description of the configuration of the server-side
communication control device 31 will be omitted. Also, when the client-side
communication control device 30 and the server-side communication control device 31
are not distinguished, they are simply referred to as the communication control device 30
(31) or the like.

[0035]

As shown in Fig. 3, the communication control device 30 includes a network
(NW) communication unit 32, a control unit 33, a device communication unit 34, a
reader/writer 35, and an IC card 40. Here, the IC card 40 is an example of an

“authentication unit.”
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[0036]

The communication unit 32 is connected to the network NW and communicates
with the server-side communication control device 31 via the network NW.
[0037]

For example, the control unit 33 is a processor including a CPU and the like, and
controls the client-side communication control device 30 in an integrated manner. For
example, the control unit 33 includes a mediation processing unit 33A, a detection unit
33B, a notification unit 33C, a function control unit 33D, a setting unit 33E, and a
communication restriction unit 33F.  Some or all of these functional units are
implemented by, for example, a processing unit such as a CPU executing a program
(software) stored in the storage unit.  Also, some or all of these components may be
implemented by hardware (a circuit unit including circuitry) such as a large-scale
integration (LSI) circuit, an application specific integrated circuit (ASIC), or a field-
programmable gate array (FPGA) or may be implemented by software and hardware in

cooperation.

[0038]

The mediation processing unit 33A mediates the communication between the
client device 10 and the server device 20. For example, the mediation processing unit
33A transmits a command to the IC card 40 via the reader/writer 35 on the basis of
information received from the client device 10 via the device communication unit 34.
The mediation processing unit 33A receives a response from the IC card 40 and transmits
information based on the response received from the IC card 40 to the server device 20
via the NW communication unit 32.  Also, the mediation processing unit 33 A transmits

a command to the IC card 40 via the reader/writer 35 on the basis of the information
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received from the server-side communication control device 31 via the NW
communication unit 32. The mediation processing unit 33A receives a response from
the IC card 40 and transmits information based on the response received from the IC card
40 to the client device 10 via the device communication unit 34.

[0039]

When the state of communication with the client device 10 is a predetermined
state or the behavior of the own device is predetermined behavior, the detection unit 33B
detects occurrence of an abnormality in a mediation environment for mediating
communication between the client device 10 and the server device 20.

[0040]

For example, when change in state of communication with the client device 10
is recognized based on the state of communication with the device communication unit
34, the detection unit 33B detects occurrence of an abnormality by determining that the
state of communication with the client device 10 is a predetermined state. The state of
communication with the client device 10 being a predetermined state includes, for
example, a case in which communication with the client device 10 is disconnected, a case
in which the strength of a radio wave in communication with the client device 10 is equal
to or smaller than a threshold value, a case in which the number of times of
communication with the client device 10 is disconnected intermittently is equal to or
larger than a threshold value, a case in which a period of time during which
communication with the client device 10 is disconnected continuously is equal to or
larger than a threshold value, and a case in which the state of communication with the
client device 10 is inferior (for example, the communication level is equal to or smaller
than threshold value).

[0041]



10

15

20

25

15

When the state of communication with the client device 10 is a predetermined
condition, the detection unit 33B can detect that some illegal behavior is performed for
the client device 10 or change in relative positional relationship between the own device
and the client device 10 has occurred. In the former case, for example, it is considered
that a mediation device takes charge of communication between the client device 10 and
the server device 20 for an illegal purpose. In the latter case, for example, it is
considered that communication is disconnected due to change in relative positional
relationship between the client device 10 and the server device 20 under a state of
communication via ultra near field communication.

[0042]

When change in behavior of the own device is recognized based on output from
a behavior sensor 37, the detection unit 33B detects occurrence of an abnormality by
determining the behavior of the own device as predetermined behavior. For example,
the behavior of the own device being in a predetermined state includes a case in which
the position of the own device has changed, a case in which the acceleration of the own
device has changed, and a case in which the own device has vibrated. The behavior of
the own device being in a predetermined state may be, for example, a case in which the
variation in position or acceleration of the own device, the amount of vibration of the
own device, or the frequency of change has exceeded a threshold value.

[0043]

In this manner, the detection unit 33B can detect illegal behavior itself, and can
also detect an abnormality before occurrence of illegal behavior. For example, when a
shield is placed between the detection unit 33B and the client device 10, the state of
communication with the client device 10 is disconnected, and thus the detection unit 33B

can detect a situation in which illegal behavior may be performed after that. When
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there is an illegal device that is trying to communicate with the client device 10 at a radio
wave strength stronger than that of the client-side communication control device 30, the
state of communication with the client device 10 becomes inferior, and thus the detection
unit 33B can detect a situation in which illegal behavior may be performed after that.
[0044]

When the detection unit 33B has detected occurrence of an abnormality, the
notification unit 33C notifies the server device 20 of a detection result. For example,
the notification unit 33C instructs the NW communication unit 32 to transmit
predetermined information to the server device 20. For example, the predetermined
information includes information notifying of occurrence of an abnormality, information
notifying of the type of an abnormality, and information indicating a time and location at
which an abnormality has occurred. The notification unit 33C may instruct an output
unit 38 to blink a warning sound or light notifying of occurrence of an abnormality.
Alternatively, when the detection unit 33B has detected occurrence of an abnormality, the
notification unit 33C may notify the communication control management device 50 of a
detection result.

[0045]

When the detection unit 33B has detected occurrence of an abnormality, the
function control unit 33D stops or restricts the function of the client device 10. For
example, the function control unit 33D may transmit, to the client device 10, a command
instructing to turn off the power source of the client device 10 or a command instructing
to overlap an image indicating illegal acquisition on data to be transmitted from the client
device 10. The function control unit 33D may not transfer data received from the client
device 10 to the server device 20, or may reduce the frequency or number of times of

transferring data to the server device 20 compared to the usual time.
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[0046]

The setting unit 33E sets address information on the client device 10 allowed to
perform communication. For example, the setting unit 33E registers, in a storage unit
39, address information on the client device 10 registered in a white list in accordance
with an instruction from the communication control management device 50. In
addition, the setting unit 33E may register, in the storage unit 39, address information on
the client device 10 allowed to perform communication based on information received
from in accordance with an instruction from another terminal connected by using the NW
communication unit 32 or the device communication unit 34.

[0047]

The communication restriction unit 33F refers to the storage unit 39 to allow
communication with the client device 10 registered in the white list, for example, and
restricts communication with the client device 10 not registered in the white list. For
example, the communication restriction unit 33F uses a request received from the client
device 10 of address information registered in the storage unit 39 to execute hand shake
by mutual authentication for the server device 20, but when the communication
restriction unit 33F has received a request from a device not registered in the storage unit
39, the communication restriction unit 33F does not execute hand shake by mutual
authentication for the server device 20.

[0048]

The communication restriction unit 33F transmits, to the server device 20, data
received from the client device 10 of the address information registered in the storage
unit 39, but discards data received from a device not registered in the storage unit 39
without transmitting the data to the server device 20.  As a result, it is possible to cause

the client-side communication control device 30 to operate only for a device of a specific
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address. Therefore, secure communication is expected to be established.
[0049]

The device communication unit 34 is connected to a device (the client device 10
or the server device 20) and communicates with the device. Specifically, the device
communication unit 34 of the client-side communication control device 30 is connected
to the client device 10, acquires imaging data from the client device 10, and outputs
decrypted control data to the client device 10. The device communication unit 34 of the
server-side communication control device 31 is connected to the server device 20,
acquires control data from the server device 20, and outputs decrypted imaging data to
the server device 20.

[0050]

The reader/writer 35 performs communication with the IC card 40 via a contact
unit 36 of the IC card 40.

[0051]

The behavior sensor 37 detects change in behavior of the own device. For
example, the behavior sensor 37 includes an acceleration sensor, a GNSS sensor, and a
vibration detection sensor. The behavior sensor 37 uses the acceleration sensor to detect
change in acceleration. The behavior sensor 37 uses the GNSS sensor to detect change
in installation position of the own device. The behavior sensor 37 uses the vibration
detection sensor to detect, for example, the fact that something has touched the own
device.

[0052]

For example, the output unit 38 includes a speaker, a light emitting diode, and a

display.

[0053]
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For example, the storage unit 39 is implemented by a RAM, a ROM, or the like.
The storage unit 39 stores address information on the client device 10 set by the setting
unit 33E in addition to storage of a program to be executed by the processor.

[0054]

The IC card 40 is formed, for example, by mounting an IC module 41 on a
plastic card substrate. That is, the IC card 40 includes the IC module 41 and a card
substrate in which the IC module 41 is embedded.

[0055]

The IC module 41 includes the contact unit 36 and the IC chip 42. The contact
unit 36 has terminals for various types of signals necessary for the operation of the IC
card 40. Here, the terminals for various types of signals include terminals for receiving
a power supply voltage, a clock signal, a reset signal, and the like from the
communication control device 30 (31) and serial data input and output terminals (SIO
terminals) for communicating with the communication control device 30 (31). For
example, the IC chip 42 is large scale integration (LLSI) such as a one-chip
MiCroprocessor.

[0056]

The IC card 40 is removably mounted in the client-side communication control
device 30 and can communicate with the client-side communication control device 30 via
the contact unit 36. For example, the IC card 40 receives a command (a process
request) transmitted by the client-side communication control device 30 via the contact
unit 36 and executes a process (command processing) according to the received
command. The IC card 40 transmits a response (a processing response), which is a
result of executing the command processing, to the client-side communication control

device 30 via the contact unit 36.
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[0057]

Next, an example of a hardware configuration of the IC card 40 will be
described.  Fig. 4 is a diagram showing an example of a hardware configuration of the
IC card 40 according to the embodiment.

[0058]

As described above, the IC card 40 includes the IC module 41 having the contact
unit 36 and the IC chip 42. The IC chip 42 includes a universal asynchronous receiver
transmitter (UART) 43, a CPU 44, a read only memory (ROM) 45, a random access
memory (RAM) 46, and an electrically erasable programmable ROM (EEPROM) 47.
The respective components (43 to 47) are connected via an internal bus BS.

[0059]

The UART 43 performs serial data communication with the client-side
communication control device 30 via the SIO terminal described above. The UART 43
outputs data (for example, 1-byte data) obtained by converting the serial data signal
received via the SIO terminal into parallel data to the internal bus BS. The UART 43
converts data acquired via the internal bus BS into serial data and outputs the serial data
to the client-side communication control device 30 via the SIO terminal. For example,
the UART 43 receives a command from the client-side communication control device 30
via the SIO terminal. The UART 43 transmits a response to the communication control
device 30 via the SIO terminal.

[0060]

The CPU 44 executes various types of processes of the IC card 40 by executing
a program stored in the ROM 45 or the EEPROM 47. For example, the CPU 44
executes command processing according to the command received by the UART 43 via

the contact unit 36.
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[0061]

For example, the ROM 45 is a non-volatile memory such as a mask ROM and
stores data such as a program for executing various processes of the IC card 40 and a
command table. For example, the RAM 46 is a volatile memory such as a static RAM
(SRAM) and temporarily stores data used when various types of processes of the IC card
40 are performed. The EEPROM 47 is, for example, an electrically rewritable
nonvolatile memory. The EEPROM 47 stores various types of data used by the IC card
40. For example, the EEPROM 47 stores information used for various types of services
(applications) using the IC card 40.
[0062]

Next, an example of a configuration of the IC card 40 will be described. Fig. 5
is a block diagram showing an example of a functional configuration of the IC card 40
according to the embodiment. The IC card 40 includes a communication unit 40A, a
control unit 40B, and a storage unit 40C. Here, each part of the IC card 40 shown in
Fig. 5 1s implemented using the hardware of the IC card 40 shown in Fig. 4.
[0063]

The communication unit 40A is implemented by, for example, the UART 43, the
CPU 44, and a program stored in the ROM 45, and, for example, transmits and receives a
command and a response to and from the client-side communication control device 30
via the contact unit 36. That is, the communication unit 40A receives a command (a
processing request) for requesting a predetermined process from the client-side
communication control device 30 and transmits a response (a processing response) to the
command to the client-side communication control device 30. The communication unit
40A causes the RAM 46 to store received data received from the client-side

communication control device 30 via the UART 43. The communication unit 40A
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transmits transmission data stored in the RAM 46 to the client-side communication
control device 30 via the UART 43.
[0064]

The control unit 40B is implemented by, for example, the CPU 44, the RAM 45,
the ROM 46, or the EEPROM 47, and generally controls the IC card 40. The control
unit 40B includes a command processing unit 41B and an encryption/decryption unit
42B.

[0065]

Here, a process to be performed by the command processing unit 41B is an
example of an “authentication process”. A process to be performed by the
encryption/decryption unit 42B is an example of an “encryption/decryption process”.
[0066]

The command processing unit 41B executes various types of command
processing. For example, the command processing unit 41B performs an SSL/TLS
handshake as command processing for transmitting an HTTPS request to be described
below. Inthe SSL/TLS handshake, key information necessary for encrypted
communication and the like is exchanged and mutual authentication with a
communication destination device is performed. Here, the mutual authentication is an
authentication process in which the client-side communication control device 30 and the
server-side communication control device 31 mutually check that they are devices that
are properly authenticated before communication is performed.

[0067]

The encryption/decryption unit 42B executes a process of encrypting data and a

process of decrypting encrypted data. The encryption/decryption unit 42B encrypts the

data received from the client device 10 (the server device 20 in the case of the server-side
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communication control device 31) via the communication unit 40A. Also, the
encryption/decryption unit 42B decrypts the encrypted data received from the server
device 20 (the client device 10 in the case of the server-side communication control
device 31) through the communication unit 40A via the network NW.

[0068]

The storage unit 40C is, for example, a storage including the EEPROM 47 and
includes a certificate information storage unit 41C and a secret information storage unit
42C. The certificate information storage unit 41C stores a certificate for the client
device 10 (the server device 20 in the case of the server-side communication control
device 31) issued by the communication control management device 50. Specifically,
the certificate information storage unit 41C of the IC card 40 mounted in the client-side
communication control device 30 stores information representing the client certificate.
Also, the certificate information storage unit 41C of the IC card 40 mounted in the
server-side communication control device 31 stores information representing the server
certificate.

[0069]

The secret information storage unit 42C stores the secret key for the client
device 10 (the server device 20 in the case of the server-side communication control
device 31) issued by the communication control management device 50. Specifically,
the secret information storage unit 42C of the IC card 40 mounted in the client-side
communication control device 30 stores information representing the secret key issued to
the client-side communication control device 30. Also, the certificate information
storage unit 41C of the IC card 40 mounted in the server-side communication control
device 31 stores information representing a secret key issued to the server-side

communication control device 31.
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[0070]

Next, an example of a configuration of the communication control management
device 50 will be described. Fig. 6 is a block diagram showing an example of a
functional configuration of a communication control management device 50 according to
the embodiment. The communication control management device 50 includes, for
example, an NW communication unit S0A, a control unit 50B, and a storage unit 50C.
[0071]

The NW communication unit 50A is connected to the network NW and
communicates with the communication control device 30 (31) via the network NW.
[0072]

For example, the control unit 50B is a processor including a CPU and the like
and generally controls the communication control management device 50. The control
unit 50B mainly functions as a private certificate authority that recognizes the validity of
the communication control device 30 (31). The control unit 50B includes a key
generation unit 51B, a certificate issuance unit 52B, a certificate update unit 53B, a
certificate management unit 54B, and a management unit 55B, and a list creation unit
56B.

[0073]

For example, the key generation unit 51B issues a secret key corresponding to a
public key included in a certificate to be described below on the basis of an
authentication request from the communication control device 30 (31).

[0074]

For example, the certificate issuance unit 53B issues a certificate that recognizes

the validity of the communication control device 30 (31) on the basis of the

authentication request from the communication control device 30 (31). The certificate
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includes a public key and information indicating an owner of the communication control
device 30 (31).
[0075]

The certificate update unit 53B updates the certificate by setting a new validity
period for the certificate whose validity period has expired. The certificate update unit
53B issues, for example, a certificate in which the validity period of the certificate issued
to the communication control device 30 (31) is extended on the basis of an update request
from the communication control device 30 (31) and transmits the issued certificate to the
communication control device 30 (31). Information indicating the issued certificate is
received by the communication control device 30 (31) and stored in the certificate
information storage unit 41C of the IC card 40 of the communication control device 30
(31), so that the validity period of the certificate of the communication control device 30
(31) is extended.

[0076]

The certificate management unit 54B manages certificates that have already
been issued. For example, the certificate management unit 54B performs a process of
invalidating the certificate issued to the communication control device 30 (31) when
validity in mutual authentication has not been mutually proved due to falsification, theft,
or the like of the IC card 40 attached to the communication control device 30 (31). The
certificate management unit 54B may be configured to respond regarding whether or not
certificates issued to the communication control device 30 (31) and other communication
devices have been issued by the certificate management unit 54B on the basis of an
inquiry from the communication control device 30 (31). The certificate management
unit 54B may be configured to periodically check whether the issued certificate is being

used in the valid communication control device 30 (31).
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[0077]

The management unit 55B manages the communication control device 30 (31).
For example, the management unit 55B remotely controls the mutual authentication to be
performed by the communication control device 30 (31) via the network NW.
[0078]

The list creation unit 56B acquires address information on the client device 10
and address information on the client-side communication control device 30, creates a
white list associating both pieces of address information with each other, and stores the
white list into a list storage unit 53C. The list creation unit 56B may acquire address
information on the server device 20 and address information on the server-side
communication control device 31, create a white list associating both pieces of address
information with each other, and store the white list into the list storage 53C.
[0079]

The storage unit 50C includes, for example, a key information storage unit 51C,
a certificate information storage unit 52C, and a list storage unit 53C. For example, the
key information storage unit 51C stores information indicating a public key or a secret
key that has already been issued. For example, the certificate information storage unit
52C stores information indicating a certificate that has already been issued. The key
information storage unit 51C and the certificate information storage unit 52C are referred
to, for example, when the key generation unit 51B issues a secret key, when the
certificate issuance unit 52B issues a certificate, or the like. The key information
storage unit 51C stores information indicating the secret key issued by the key generation
unit 51B. The certificate information storage unit 52C stores information indicating the
certificate issued by the certificate issuance unit 52B.  The list storage unit 53C stores a

white list created by the list creation unit 56B.
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[0080]

Next, an example of a process performed by the communication control system
1 will be described. Fig. 7 is a sequence chart showing an example of a process to be
performed by the communication control system 1 according to the embodiment.

[0081]

The client device 10 first transmits an HTTP request to the server device 20
when imaging data is transmitted to the server device 20 (step S1). The HTTP request
transmitted by the client device 10 is acquired by the client-side communication control
device 30 (step S2).

[0082]

When the client-side communication control device 30 has acquired the HTTP
request transmitted by the client device 10, the client-side communication control device
30 determines whether or not the client device 10 is the client device 10 registered in the
white list in advance based on address information received together with HTTP (Step
S3).  When the received address information is registered in the white list, the client-
side communication control device 30 transmits an HTTPS request (ClientHello) to the
server-side communication control device 31 when the received address information is
registered in the white list (Step S4). Thereby, a handshake is started in communication
between the client-side communication control device 30 and the server-side
communication control device 31 (step S5).

[0083]

Specifically, ClientHello transmitted by the client-side communication control
device 30 includes, for example, information indicating a TLS version and a list of
encryption schemes or algorithms used for communication. The server-side

communication control device 31 transmits an HTTPS response (ServerHello) to the
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client-side communication control device 30 as a response to ClientHello. ServerHello
transmitted by the server-side communication control device 31 includes, for example,
information selected by the server device 20 among options presented in ClientHello.

In other words, a specific encryption algorithm in communication is determined by the
server-side communication control device 31 performing selection with respect to the
presentation from the client-side communication control device 30.

[0084]

Then, the server-side communication control device 31 transmits information
necessary for the common key for use in encrypted communication. For example,
information necessary for the common key includes information indicating the public key
issued to the server device 20 and its certificate and information for requesting the
transmission of the public key of the client device 10 and its certificate. The client-side
communication control device 30 transmits information necessary for the public key
issued to its own device and its certificate and the common key for use in encrypted
communication to the server-side communication control device 31.

[0085]

For example, mutual authentication in communication between the client-side
communication control device 30 and the server-side communication control device 31 is
performed as follows. The client-side communication control device 30 generates a
signature from ServerHello or the like received so far and transmits the signature to the
server-side communication control device 31. The server-side communication control
device 31 verifies the signature received from the client-side communication control
device 30 on the basis of the certificate received from the client-side communication
control device 30. If verification is successful, the server-side communication control

device 31 determines that the certificate is definitely a certificate of the client-side
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communication control device 30. The server-side communication control device 31
generates a signature from ClientHello or the like received so far and transmits the
signature to the client-side communication control device 30. The client-side
communication control device 30 verifies the signature received from the server-side
communication control device 31 on the basis of the certificate received from the server-
side communication control device 31. If the verification is successful, the client-side
communication control device 30 determines that the certificate is definitely a certificate
of the server-side communication control device 31.

[0086]

When mutual authentication in communication between the client-side
communication control device 30 and the server-side communication control device 31 is
correctly performed, each of the client-side communication control device 30 and the
server-side communication control device 31 generates and exchanges a common key for
use in encryption.

[0087]

When a common key and a certificate, which are transmitted from the server-
side communication control device 31 and issued for the server device 20, are authorized
by the client-side communication control device 30 and a common key and a certificate,
which are transmitted from the client-side communication control device 30, are
authorized by the server-side communication control device 31, the server-side
communication control device 31 ends the handshake.

[0088]

When the handshake with the client-side communication control device 30 is

established, the server-side communication control device 31 transmits an HTTP request

to the server device 20 (step S6). The HTTP request transmitted here is the HTTP
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request received from the client device 10 in step S2.
[0089]

The HTTP request transmitted by the server-side communication control device
31 is received by the server device 20 (step S7). At this time, the server device 20
recognizes that the HTTP request from the client device 10 has been made. Thus, the
server device 20 responds to the client device 10 with an HTTP response (step S8). The
HTTP response transmitted by the server device 20 is acquired by the server-side
communication control device 31 (step S9).

[0090]

The server-side communication control device 31 encrypts the acquired HTTP
response from the server device 20 using the common key determined in the handshake
in step S5 (step S10). The HTTP response encrypted by the server-side communication
control device 31 is received by the client-side communication control device 30 via the
network NW (step S11). The client-side communication control device 30 decrypts the
received HTTP response using the common key (step S12). The HTTP response
decrypted by the client-side communication control device 30 is acquired by the client
device 10 (step S13). The client device 10 receives the decrypted HTTP response (step
S14). At this time, the client device 10 recognizes that an HTTP response has been
transmitted from the server device 20. Thus, the client device 10 transmits imaging data
to the server device 20 (step S15).

[0091]

The imaging data transmitted by the client device 10 is acquired by the client-
side communication control device 30 (step S16). The client-side communication
control device 30 determines whether or not the client device 10 is the client device 10

registered in the white list in advance based on address information received together
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with imaging data (Step S17). When the received address information is registered in
the white list, the client-side communication control device 30 encrypts the imaging data
transmitted by the client device 10 using a common key (Step S18). The imaging data
encrypted by the client-side communication control device 30 is received by the server-
side communication control device 31 via the network NW (step S19).

[0092]

The server-side communication control device 31 decrypts the received imaging
data using the common key (step S20). The imaging data decrypted by the server-side
communication control device 31 is acquired by the server device 20 (step S21). The
server device 20 receives the decrypted imaging data (step S22). At this time, the server
device 20 recognizes that the imaging data from the client device 10 has been received.
[0093]

When the mutual authentication between the client-side communication control
device 30 and the server-side communication control device 31 has not been correctly
performed in step S5 of the above-described flowchart, the client-side communication
control device 30 does not permit communication with the communication destination.
Specifically, the client-side communication control device 30 does not output the
information transmitted from the communication destination to the client device 10.

This is because, when the mutual authentication has not been correctly performed, there
is a possibility that the communication destination will be an unauthorized
communication device pretending to be the server-side communication control device 31.
In this case, for example, the client-side communication control device 30 may be
configured to transmit a communication record when the mutual authentication has not
been correctly performed to the communication control management device 50.

Accordingly, the communication control management device 50 can acquire a
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communication record when the mutual authentication has not been correctly performed,
and monitor abnormalities of a network by ascertaining a pattern or frequency of
unauthorized communication with the client-side communication control device 30 under
management.

[0094]

The client-side communication control device 30 may be configured to
determine whether or not to permit communication with the communication destination
on the basis of a transmission destination list indicating information of communication
equipment with which the client device 10 is permitted to perform communication
instead of mutual authentication in the handshake performed in step S5 of the above-
described flowchart. The communication device information shown in the transmission
destination list is, for example, a uniform resource locator (URL). The control unit 33
of the client-side communication control device 30 permits communication with the
communication destination when the URL of the communication destination is a URL
registered in the transmission destination list and does not permit communication when
the URL of the communication destination is not registered in the transmission
destination list.

[0095]

The control unit 33 may be configured to update the transmission destination
list. For example, the control unit 33 causes a URL of a communication destination
permitted to communicate with the client device 10 for a fixed period and a URL of a
communication destination which is not permitted to communicate with the client device
10 to be stored. Then, for example, the control unit 33 updates the transmission
destination list by re-registering a URL of a communication destination with which

communication has been performed for a fixed period among the URLSs registered in the



10

15

20

25

33

transmission destination list and the like. Alternatively, the client-side communication
control device 30 may be configured to transmit a communication destination URL for
which communication is permitted for a fixed period and a communication destination
URL for which no communication is permitted to the communication control
management device 50. In this case, for example, the communication control
management device 50 may be configured to update the transmission destination list on
the basis of the communication destination URL that communicates with the client-side
communication control device 30. By updating the transmission destination list in the
communication control management device 50, communication equipment that
communicates with the client-side communication control device 30 under the
management of the communication control management device 50 can be collectively
managed.

[0096]

The client-side communication control device 30 may be configured to verify
whether or not details of information (for example, an update program of firmware)
transmitted to the client device 10 after the handshake performed in step S5 is established
are correct. For example, when the update program of firmware of the client device 10
has been transmitted via the network NW, the control unit 33 of the client-side
communication control device 30 performs verification using a verification key. In this
case, for example, the communication control management device 50 may be configured
to transmit the verification key to each of the client-side communication control device
30 and the server-side communication control device 31.

[0097]
For example, the server-side communication control device 31 generates a hash

value from information (plaintext) that is transmitted to the client device 10 and encrypts
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the generated hash value with a verification key. Then, the server-side communication
control device 31 further encrypts the plaintext and the encrypted hash value with a
secret key and transmits an encryption result to the client device 10. The client-side
communication control device 30 decrypts information using the common key and
acquires the plaintext and the encrypted hash value.

[0098]

The client-side communication control device 30 generates a hash value from
the acquired plaintext and decrypts the encrypted hash value with the verification key.
When the hash value generated from the plaintext and the decrypted hash value are equal,
the client-side communication control device 30 determines that the information
transmitted to the client device 10 is correct details. In this case, the client-side
communication control device 30 outputs the decrypted information (plaintext) to the
client device 10.  On the other hand, when the hash value generated from the plaintext
and the decrypted hash value are not equal, the client-side communication control device
30 determines that there is a possibility that information transmitted to the client device
10 can be unauthorized information transmitted from an unauthorized communication
device pretending to be the server device 20 or the server-side communication control
device 31.  In this case, the client-side communication control device 30 does not
output the decrypted information (plaintext) to the client device 10.

[0099]

Thereby, the client device 10 can receive only information verified to be verified
correct details. Though, normally, the client device 10 generally determines whether or
not details of the update program are correct when the firmware is updated, the server-
side communication control device 31 verifies details of the information transmitted to

the client device 10 instead of the client device 10 and thereby the processing load of the
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client device 10 can be reduced.
[0100]

Next, an example of a detection process of the client-side communication
control device 30 will be described. Fig. 8 is a flowchart showing an example of the
detection process of the client-side communication control device 30 according to the
embodiment. First, the detection unit 33B acquires output of the behavior sensor 37
(Step S101), and determines whether or not the behavior of the own device is in a
predetermined state (Step S102).  When the behavior of the own device is in a
predetermined state, the detection unit 33B detects occurrence of an abnormality (Step
S103), and the notification unit 33C notifies the server device 20 (or communication
control management device 50) of a detection result (Step S104).

[0101]

Next, in a case where stop or restriction of the function of the client device 10 is
set in advance when the detection unit 33B has detected occurrence of an abnormality
(Step S105), the function control unit 33D stops or restricts the function of the client
device 10 (Step S106), and finishes the process.

[0102]

On the other hand, in Step S102, when the behavior of the own device is not in a
predetermined state, the detection unit 33B acquires information indicating a
communication state of the device communication unit 34 (Step S107), and determines
whether or not the state of communication with the client device 10 is a predetermined
state (Step S108). When the state of communication with the client device 10 is a
predetermined state, the process transitions to the process of Step S103, whereas when
the state of communication with the client device 10 is not in a predetermined state, the

process is finished.



10

15

20

25

36
[0103] (Second Embodiment)

Fig. 9 1s a diagram showing an example of a configuration of a communication
control system 1A according to a second embodiment. The communication control
system 1A is different from the communication control system 1 in that the client-side
communication control device 30 is electrically connected to the client device 10. The
client-side communication control device 30 has a shape such as a USB dongle, for
example, and is connected to a USB port of the client device 10. When the client-side
communication control device 30 does not have a shape such as USB dongle but has a
USB port, the client-side communication control device 30 may be connected to the USB
port of the client device 10 via a USB cable. Alternatively, the client-side
communication control device 30 may have a shape such as an SD card, and may be
connected to the client device 10 by being inserted into a slot of the SD card of the client
device 10.

[0104]

With such a configuration, it is possible to easily achieve wireless
communication with the server device 20 even when the client device 10 does not have a
wireless communication function.

[0105]

When the client-side communication control device 30 of the embodiment is
electrically disconnected from the client device 10, the client-side communication control
device 30 may transmit information (disconnection information) indicating disconnection
to the server device 20. In this manner, the server device 20 can detect occurrence of an
abnormality. For example, when the client-side communication control device 30
operates through power supplied from the client device 10, the client-side

communication control device 30 may not be able to transmit disconnection information
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to the server device 20 after disconnection. In this case, the client-side communication
control device 30 may request the client device 10 to transmit disconnection information
to the server device 20, or may transmit disconnection information to the server device
20 next time the client device 10 is connected.

[0106]

When the client-side communication control device 30 is electrically connected
to the client device 10, the client-side communication control device 30 may periodically
transmit information indicating connection to the server device 20. In this manner, the
server device 20 can detect occurrence of an abnormality when connection information is
not received.

[0107] (Third Embodiment)

Fig. 10 is a diagram showing an example of a configuration of a communication
control system 1B according to a third embodiment. The communication control
system 1B is different from the communication control system 1 in that the client-side
communication control device 30 communicates with the server-side communication
control device 31 via a gateway 70 and the network NW. With such a configuration, it
is possible to easily achieve wireless communication with the server device 20 even
when the client device 10 does not have a wireless communication function.

[0108]

As described above, the communication control system 1 according to an
embodiment includes: a communication unit (NW communication unit 32) configured to
communicate with a first device and a second device, wirelessly communicate with at
least one of the first device and the second device, and transmit data acquired by the first
device to the second device; and a notification unit (notification unit 33C) configured to

cause the communication unit to transmit predetermined information to the second device
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when a state of communication with the first device is a predetermined state or a
behavior of an own device is predetermined behavior, to thereby be able to provide a
communication control device capable of improving the security of a social infrastructure
system without changing the social infrastructure system.

[0109]

The communication control system 1 of the embodiment includes the client-side
communication control device 30 connected to the client device 10 and the network NW
and the server-side communication control device 31 connected to the server device 20
and the network NW. The client-side communication control device 30 includes an IC
card 40 and a control unit 33. The control unit 33 requests the IC card 40 to perform at
least one of a mutual authentication process and an encryption/decryption process,
transmits encrypted information to the server-side communication control device 31, and
transmits decrypted information to the client device 10. The server-side communication
control device 31 includes an IC card 40 and a control unit 33. The control unit 33
requests the IC card 40 to perform at least one of a mutual authentication process and an
encryption/decryption process, transmits encrypted information to the client-side
communication control device 30, and transmits decrypted information to the server
device 20. In this case, the control unit 33 of the communication control device 30 (31)
may cause the IC card 40 to perform only the mutual authentication process, perform
only the encryption/decryption processing, or perform both the mutual authentication
process and the encryption/decryption process.

[0110]

Thereby, the communication control system 1 of the embodiment can improve

the security of the social infrastructure system without changing the social infrastructure

system. This is because imaging data (so-called plaintext) of an HTTP protocol



10

15

20

25

39

transmitted from the client device 10 to the server device 20 is combined with, for
example, the SSL/TLS protocol, by the client-side communication control device 30 and
is replaced with imaging data of HTTPS in which security is improved. Because the
control data transmitted by the server device 20 to the client device 10 is encrypted, but is
decrypted by the client-side communication control device 30 and received by the client
device 10, it is unnecessary to cause the client device 10 to perform a decryption process
and an existing device can be used as it is without any change.

[0111]

In the communication control system 1 of the embodiment, because the client-
side communication control device 30 and the server-side communication control device
31 perform mutual authentication, security can be improved as compared with a case in
which authentication is performed only in one direction. Because an unspecified
number of client terminals communicate with the server terminal in general client and
server terminals, it is not realistic to issue and continuously manage valid client
certificates with respect to an unspecified number of client terminals. However, in the
social infrastructure system, a relationship between the client device 10 and the server
device 20 is clearly identified. Thus, the client-side communication control device 30
and the server-side communication control device 31 can perform mutual authentication
and can improve security.

[0112]

In the case of a client terminal that does not have a client certificate, an ID and a
password issued by the server terminal are required to be input for communicating with
the server terminal. In such password authentication, a long-text string in which
characters and numbers are combined may be required with respect to the password, or

periodic password changes and the like may be required, to maintain security.
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However, when the number of passwords to be remembered increases, management may
become troublesome and passwords may leak in a case in which passwords are left in
memos or are recorded in a web browser or the like.

[0113]

On the other hand, in the communication control system 1 of the embodiment,
the client-side communication control device 30 has a client certificate, so that mutual
authentication can be reliably performed in communication with the server device 20.
Thus, password authentication becomes unnecessary. Thus, the effort and time for
inputting a password and periodically changing and managing the password are
eliminated and user convenience is improved. That is, security can be maintained
without imposing a burden on the user.

[0114]

When a client terminal that does not have a client certificate communicates with
a server terminal on the basis of authentication of an ID or a password, anyone can
communicate with the server terminal if the ID and the password can be correctly input.
Thus, it is possible to illegally hijack the client terminal and have unauthorized access to
the server terminal. Thus, for example, there is a possibility that the function of the
client terminal will be limited by the server terminal that has been illegally hijacked and
that the terminal will be infected with ransomware for requesting a ransom for release.
[0115]

On the other hand, in the communication control system 1 according to the
embodiment, when mutual authentication is performed between the client device 10 and
the server device 20 via the communication control device 30 (31), when the client
device 10 of the communication partner is restricted on the basis of address information,

or the like, the client device 10 and the server device 20 are not illegally hijacked. That



10

15

20

25

41

is, the communication control system 1 according to the embodiment can take
countermeasures against ransomware.
[0116]

For example, when there is a terminal (also called a stray device) for which there
1s no management unit within the network, the terminal may be used as an unauthorized
terminal that performs an attack of malware or the like due to the unauthorized hijacking
of the terminal. On the other hand, in the communication control system 1 according to
the embodiment, when mutual authentication is performed between the client device 10
and the server device 20 via the communication control device 30 (31), when the client
device 10 of the communication partner is restricted on the basis of address information,
or the like, it is possible to prevent a terminal from being infected with malware or the
like even if the terminal for which a management unit is absent inside the network NW is
illegally hijacked and used for attacks.

[0117]

In the communication control system 1 of the embodiment, the server device 20
is connected to the server-side communication control device 31 and no authentication
process is performed inside the server device 20. Thus, it is not necessary to hold a
certificate or the like inside the server device 20 and it becomes clear that the server
device 20 connected to the server-side communication control device 31 is under the
management of the communication control management device 50. However, when the
server device 20 already has a functional unit corresponding to the server-side
communication control device 31, the server-side communication control device 31 is not
necessarily required to be physically connected to the server device 20 and the network
NW. In this case, an authentication process is performed in communication with the

client-side communication control device 30 by a functional unit corresponding to the
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server-side communication control device 31 originally provided in the server device 20.
[0118]

In the communication control system 1 of the embodiment, the control unit 40B
of the IC card 40 causes at least one of a mutual authentication process and an
encryption/decryption process to be performed. Thus, the device cost of the
communication control device 30 (31) can be reduced.

[0119]

Although an example in which the IC card 40 attached to the communication
control device 30 (31) performs at least one of a mutual authentication process and an
encryption/decryption process in the communication control system 1 of the embodiment
has been described, the functional unit for performing the process is not limited to the IC
card. It is only necessary to use a functional unit having a storage function for storing a
secret key and a client certificate (or a server certificate) and a processing function for
performing at least one of a mutual authentication process and an encryption/decryption
process as the IC card 40 according to the embodiment. For example, the IC card 40
may be a SIM card equipped with an IC chip.

[0120]

In the communication control system 1 of the embodiment, the IC card 40 of the
client-side communication control device 30 is attached to the client-side communication
control device 30 so that the IC card 40 of the client-side communication control device
30 can be attached to or detached from the client-side communication control device 30.
Thereby, in the communication control system 1 of the embodiment, because the IC card
40 and the client-side communication control device 30 can be separated, it is only
necessary to replace one device when either one is replaced. For example, when the IC

card 40 and the client-side communication control device 30 are integrated, the entire
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client-side communication control device 30 must be replaced when a part corresponding
to the IC card 40 is replaced, but, as compared with this case, in the communication
control system 1 according to the embodiment, it is possible to reduce the maintenance
cost when a specific part such as the IC card 40 included in the client-side
communication control device 30 is replaced.

[0121]

The communication control system 1 of the embodiment further includes the
communication control management device 50, and the communication control
management device 50 transmits a secret key and a client certificate to be stored in the IC
card 40 attached to the client-side communication control device 30 to the client-side
communication control device 30 and transmits a secret key and a server certificate to be
stored in the IC card 40 attached to the server-side communication control device 31 to
the server-side communication control device 31. Thereby, the communication control
system 1 according to the embodiment can perform a handshake using a valid secret key
and a certificate issued by the communication control management device 50 and
determine a common key and can further improve the security of the social infrastructure
system in addition to the above-described effects.

[0122]

Although the communication control system 1 of the embodiment has been
described above, the configuration of the embodiment is not limited to the above
example. For example, the communication control device 30 (31) may use a hardware
security module (HSM) for implementing the function of the communication control
device 30 (31) by hardware on the basis of the processing load.

[0123]

In the communication control system 1 of the embodiment, secure
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communication using the SSL/TLS protocol may be performed all the time or whether to
perform communication using the SSL/TLS protocol may be selectable. Only the
communication in one direction in the two-way communication between the client device
10 and the server device 20 may be set as communication using the SSL/TLS protocol.
Secure communication using the SSL/TLS protocol may be performed all the time or
whether or not to perform communication using the SSL/TLS protocol may be selectable.
By performing communication using the SSL/TLS protocol all the time, communication
from a device different from the valid communication control device 30 (31)
authenticated by the communication control device 30 (31) can be blocked. Thus, it is
possible to prevent unauthorized access to the client device 10 and the server device 20
and infection of the client device 10 or the server device 20 with malware.

[0124]

In the communication control system 1 of the embodiment, communication
using the SSL/TLS protocol may be performed all the time and unauthorized access to
the client device 10 and the server device 20 may be stored. In this case, a record of
unauthorized access may be transmitted to the communication control management
device 50. The communication control management device 50 can recognize the
presence or absence of unauthorized access and can detect a sign stage and take a
measure before a large-scale attack on the entire system is started.

[0125]

In the communication control system 1 of the embodiment, a chip with high
tamper resistance called a secure element acquiring CC (common criteria/ISO 15408)
authentication may be mounted on the IC card 40 attached to the communication control
device 30 (31). By using this chip to store a certificate including a secret key and a

public key, very high security can be maintained.
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[0126]

In the communication control system 1 of the embodiment, the program of the
client device 10 may be configured to be updated from the server device 20, the
communication control management device 50, or the like via the communication control
device 30 (31). It is possible to securely update the function of the client device 10 by
performing the update of a program (the update of firmware) via the communication
control device 30 (31). When the firmware is transmitted from the server device 20 to
the client device 10 as described above, for example, a signature of the server device 200
encrypted by the server-side communication control device 31 is assigned to the
firmware transmitted from the server device 20. In this case, the client device 10 can
determine that the transmitted firmware is definitely the firmware transmitted from the
server device 20 by decrypting the signature by means of the client-side communication
control device 30. Thereby, even if unauthorized firmware is transmitted from an
unauthorized terminal that pretends to be the server device 20 to the client device 10, it is
possible to eliminate erroneous update based on illegal firmware with respect to the client
device 10.

[0127]

As described above, by performing communication via the communication
control device 30 (31), the firmware can be securely updated from the server device 20,
the communication control management device 50, or the like to the client device 10,
thus, work cost can be reduced as compared with a case in which a worker physically
moves to a place where each client device 10 is installed with respect to a plurality of
client devices 10 and performs a firmware update operation.

[0128]

In the communication control system 1 of the embodiment, the client device 10
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may be started or stopped from the server device 20, the communication control
management device 50, or the like via the communication control device 30 (31). By
performing the start and stop (remote activation) via the communication control device
30 (31), the function of the client device 10 can be updated securely and secure remote
control can be implemented.
[0129]

Although an example in which the client-side communication control device 30-
1 communicates with the server-side communication control device 31-1 in the
communication control system 1 of the above-described embodiment has been described,
the communication destination of the client-side communication control device 30 is not
limited thereto. For example, the client-side communication control device 30-1 may
communicate with the client-side communication control device 30-2. When a
communication start signal has been received from the client-side communication control
device 30-2, the client-side communication control device 30-1 first performs mutual
authentication in communication with the client-side communication control device 30-2
and checks that the client-side communication control device 30-2 is a valid
communication terminal. When the mutual authentication has been correctly
performed, the client-side communication control device 30-1 outputs information
received from the client-side communication control device 30-2 to the client device 10.
By attaching an authentication unit to transmission data using encryption, it becomes
possible to detect tampering of communication information and identify a transmitter.
Thus, in the communication control system 1 of the present embodiment, a process of
“receiving data that has not been tampered” “from a correct communication partner” can
be reliably performed in communication between the client-side communication control

device 30 and the server-side communication control device 31 and communication
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between the client-side communication control devices 30.
[0130]

While several embodiments of the present invention have been described, these
embodiments have been presented by way of example and are not intended to limit the
scope of the invention. These novel embodiments can be implemented in various other
forms, and various omissions, substitutions, and modifications can be made without
departing from the spirit of the invention. These embodiments and modifications
thereof are included in the scope and spirit of the invention and are included in the
invention described in the claims and the equivalent scope thereof.

[Reference Signs List]
[0131]

1 Communication control system

10 Client device

20 Server device

30 Client-Side communication control device

31 Server-Side communication control device

33 A Mediation processing unit

33B Detection unit

33C Notification unit

33D Function control unit

33E Setting unit

33F Communication restriction unit



MCSLLP

48

[CLAIMS]

[Claim 1]
A communication control device, comprising:
5 a communication unit connected to a first device and a network communication
network, wherein the communication unit is configured to:
communicate with the first device and a second device,
wirelessly communicate with at least one of the first device and the
second device,
10 transmit data acquired by the first device to the second device, and
communicate with a second communication control device connected
to the second device and the network communication network;
a notification unit configured to cause the communication unit to transmit
predetermined information to the second device when a state of communication with the
15  first device is a predetermined state or behavior of the communication control device is
predetermined behavior;
a first authentication unit; and
a first control unit configured to:
request the first authentication unit to perform at least one of a mutual
20 authentication process of performing mutual authentication using a secret key
and a client certificate issued by a private -certificate authority in
communication with the second communication control device and an
encryption/decryption process of encrypting information to be transmitted to
the second device by the first device using a common key determined by the
25 mutual authentication process and decrypting information transmitted to the

first device by the second device,
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transmit the encrypted information to the second communication
control device, and

transmit the decrypted information to the first device.

[Claim 2]

The communication control device according to claim 1, wherein the
notification unit is configured to cause the communication unit to transmit the
predetermined information to the second device by determining that the state of
communication with the first device is the predetermined state when change in
communication state is recognized based on the state of communication with the first

device.

[Claim 3]

The communication control device according to claim 2,

wherein the communication control device and the first device are connected to
each other via wireless communication, and

wherein the notification unit is configured to cause the communication unit to
transmit the predetermined information to the second device by determining that the
state of communication with the first device is the predetermined state when

communication with the first device is cut off.

[Claim 4]
The communication control device according to claim 2,
wherein the communication control device and the first device are physically

connected to each other, and



10

15

20

25

MCSLLP

50

wherein the notification unit is configured to cause the communication unit to
transmit the predetermined information to the second device by determining that the
state of communication with the first device is the predetermined state when the

communication control device is disconnected from the first device physically.

[Claim 5]

The communication control device according to any one of claims 1 to 4,
further comprising a sensor configured to detect the behavior of the communication
control device,

wherein the notification unit is configured to cause the communication unit to
transmit the predetermined information to the second device by determining that the
behavior of the communication control device is the predetermined behavior when
change in behavior of the communication control device is recognized based on output

of the sensor.

[Claim 6]

The communication control device according to any one of claims 1 to 4,
further comprising a function restriction unit configured to stop or restrict a function of
the first device when the state of communication with the first device is a predetermined
state or the behavior of the communication control device is the predetermined

behavior.

[Claim 7]
The communication control device according to any one of claims 1 to 6,
wherein the notification unit is configured to cause the communication unit to transmit

the predetermined information to a third device different from the second device when
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the state of communication with the first device is a predetermined state or the behavior

of the communication control device is the predetermined behavior.

[Claim 8]

A communication control system, comprising:

a first communication control device connected to a first device and a network
communication network; and

a second communication control device connected to a second device and the
network communication network,

wherein the first communication control device comprises: a communication
unit configured to: communicate with the first device and the second device; wirelessly
communicate with at least one of the first device and the second device; and transmit
data acquired by the first device to the second device;

a notification unit configured to cause the communication unit to transmit
predetermined information to the second device when a state of communication with the
first device is a predetermined state or behavior of the communication control device is
predetermined behavior;

a first authentication unit; and

a first control unit configured to:

request the first authentication unit to perform at least one of a mutual
authentication process of performing mutual authentication using a secret key
and a first certificate issued by a private certificate authority in communication
with the second communication control device and an encryption/decryption
process of encrypting information to be transmitted to the second device by the

first device using a common key determined by the mutual authentication
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process and decrypting information transmitted to the first device by the second
device;

transmit the encrypted information to the second communication
control device; and

transmit the decrypted information to the first device, and
wherein the second communication control device comprises:
a second authentication unit; and
a second control unit configured to:

request the second authentication unit to perform at least one of a
mutual authentication process of performing mutual authentication using a
secret key and a second certificate issued by the private certificate authority in
communication with the first communication control device and an
encryption/decryption process of encrypting information to be transmitted to
the first device by the second device using a common key determined by the
mutual authentication process and decrypting information transmitted to the
second device by the first device;

transmit the encrypted information to the first communication control
device; and

transmit the decrypted information to the second device.





