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BACKGROUND OF THE INVENTION
Field of the Invention
[0002] The present invention relates to a secured communication system, and, in
particular, it relates to an electric vehicle supply equipment (EVSE) management system and

method to provide secured communication to multiple EVSE.

Description of the Related Art
[0003] The Open Charge Point Protocol (OCPP) is a widely adopted protocol for

communication between electric vehicle supply equipment (EVSE) and a central
management system, known as the Charging Station Management System (CSMS). The
CSMS provides a uniform way of exchanging information, such as status, meter values, and
transaction-related data.

[0004] The OCPP has several security profiles, numbered 0, 1, 2, and 3. Security profiles
0 and 1 transmit messages in plain text, which poses a significant security risk as the data can
be intercepted and read by unauthorized parties. This is particularly concerning given the
sensitive nature of some of the data being transmitted, such as transaction details and user

identification.



BRIEF SUMMARY OF THE INVENTION

[0005] An embodiment of the present invention provides a charger management system.
The charger management system includes an edge controller and a cloud server. The edge
controller establishes a non-encrypted connection with a first type charger according a first
security profile, and converts a first charging message, formatted according to a first
communication protocol and transmitted from the first type charger, into a second charging
message formatted according to a second communication protocol. The cloud server
establishes a first encrypted connection with the edge controller if the edge controller passes
a first mutual authentication test according to a second security profile higher than the first
security profile, and performs a charging station management service on the first type charger
in response to the second charging message transmitted through the first encrypted
connection.

[0006] According to the charger management system described above, the edge
controller further includes a first module and a second module. The first module performs a
first identification test to validate a first identification of the first type charger. establishes the
non-encrypted connection with the first type charger if the first type charger passes the first
identification test. The first type charger receives the first charging message from the first
type charger through the non-encrypted connection. The second module has a first topic for
sending and receiving messages through the first encrypted connection. The second module
converts the first charging message into the second charging message. The second module
publishes the second charging message at the first topic.

[0007] According to the charger management system described above, the cloud server
further includes a first network endpoint and a second network endpoint. The first network
endpoint has a second topic for sending and receiving messages. The first network endpoint

performs the first mutual authentication test to validate the edge controller. The first network



endpoint establishes the first encrypted connection with the edge controller using a mTLS
channel if the edge controller passes the first mutual authentication test. The first network
endpoint subscribes the first topic to receive the second charging message through the first
encrypted connection and publish the second charging message at the second topic. The
second network endpoint subscribes the second topic to receive the second charging message,
and performs the charging station management service on the first type charger based on the
second charging message.

[0008] According to the charger management system described above, the first mutual
authentication test includes the following steps. The cloud server sends a server certificate
stored in the cloud server to the edge controller. The edge controller verifies the server
certificate. The edge controller sends an edge certificate stored in the edge controller to the
cloud server. The cloud server verifies the edge certificate.

[0009] According to the charger management system above, the edge controller and the
cloud server further exchanges a first cryptographic key and encrypts the first encrypted
connection based on the first cryptographic key if the edge controller passes the first mutual
authentication test.

[0010] According to the charger management system described above, the edge
controller stores a first identification set. The edge controller performs the first identification
test by verifying whether a first identification of the first type charger pertains to the first
identification set. The edge controller establishes the non-encrypted connection only if the
first identification has been verified as authorized.

[0011] According to the charger management system described above, the first
identification includes a non-encrypted password according to the first security profile. The
edge controller further detects a first-time connection request from the first type charger. The

edge controller stores a second identification in the first type charger to replace the first



identification. The edge controller saves the second identification in the first identification
set. If a subsequent connection request is made by the first type charger, the edge controller
performs the first identification test by validating the second identification of the first type
charger.

[0012] According to the charger management system described above, the cloud server
further establishes a second encrypted connection with a second type charger if the second
type charger passes a second identification test according to the second security profile. The
cloud server receives a third charging message formatted in the first communication protocol
and transmitted from the second type charger. The cloud server performs the charging station
management service on the second type charger in response to the third charging message.
[0013] According to the charger management system described above, the second
identification test is a second mutual authentication test, which is performed by the following
steps. The cloud server sends the server certificate stored in the cloud server to the second
type charger. The second type charger verifies the server certificate. The second type charger
sends a charger certificate stored in the second type charger to the cloud server. The cloud
server verifies the charger certificate.

[0014] According to the charger management system described above, the second type
charger and the cloud server further exchanges a second cryptographic key and encrypt the
second encrypted connection based on the second cryptographic key if the second type
charger passes the second mutual authentication test.

[0015] According to the charger management system described above, the cloud server
further stores a second identification set. The cloud server performs the second identification
test by verifying whether a third identification of the second type charger belongs to the
second identification set. The could server establishes the second encrypted connection only

if the third identification has been verified as authorized.



[0016] According to the charger management system described above, the third
identification includes an encrypted password according to the second security profile. The
edge controller further detects a first-time connection request from the second type charger.
The edge controller stores a fourth identification in the first type charger to replace the third
identification . The edge controller saves the fourth identification in the second identification
set. If a subsequent connection request is made by the second type charger, the edge controller
performs the second identification test by validating the fourth identification of the second
type charger.

[0017] According to the charger management system described above, the cloud server
further includes a service network. The service network converts the third charging message
to a fourth charging message according to the second communication protocol. The service
network collects the second charging message and the fourth charging message. The service
network performs the charging station management service on the first type charger and the
second type charger in response to the second charging message and the fourth charging
message respectively.

[0018] According to the charger management system described above, the first
communication protocol is based on Open Charge Point Protocol (OCPP), the first type
charger supports a security profile 0 or a security profile 1 of OCPP. The second
communication protocol is based on Message Queuing Telemetry (MQTT).

[0019] According to the charger management system described above, the charging
station management service includes handling a Boot Notification, a Remote Start
Transaction, an EV driver service, a mobile application service, a payment service, an invoice
service, a device service, or a transaction service based on the second charging message..
[0020] According to the charger management system described above, the cloud server

further detects a first disconnection event associated with the first encrypted connection. If



the first disconnection event exceeds a predefined time, the cloud server terminates the first
encrypted connection until the edge controller passes the first mutual authentication test again.
[0021] According to the charger management system described above, the edge
controller further includes a third module. The third module detects a second disconnection
event indicating that the edge controller is not being connected to the Internet. The third
module performs a local CSMS service on the first type charger in response to the first
charging message transmitted through the non-encrypted connection. The local CSMS

service includes handling a Boot Notification or a Remote Start Transaction.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention can be more fully understood by reading the subsequent detailed
description and examples with references made to the accompanying drawings, wherein:
[0022] FIG. 1 shows a schematic diagram of a charger management system 100 in
accordance with some embodiments of the present invention;

[0023] FIG. 2 shows a flow chart of a first mutual authentication performed by the edge
controller 102 and the cloud server 104 in FIG. 1 in accordance with some embodiments of
the present invention;

[0024] FIG. 3 shows a schematic diagram of a charger management system 300 in
accordance with some embodiments of the present invention;

[0025] FIG. 4 shows a detail schematic diagram of an edge controller 302 in FIG. 3 in
accordance with some embodiments of the present invention;

[0026] FIG. 5 shows a flow chart of registering charger done by an operator 500, a device
service 408, a CSMS service 314, and OCCP services 400 and 310 in accordance with some
embodiments of the present invention; and

[0027] FIG. 6 shows a flow chart of EVSE connection done by the charger 306 and the

charger 308, the OCCP services 300 and 310, and the CSMS service 314 in accordance with
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some embodiments of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0028] In order to make the above purposes, features, and advantages of some
embodiments of the present invention more comprehensible, the following is a detailed
description in conjunction with the accompanying drawing.

[0029] Certain terms are used throughout the description and following claims to refer
to particular components. As one skilled in the art will understand, electronic equipment
manufacturers may refer to a component by different names. This document does not intend
to distinguish between components that differ in name but not function. It is understood that
the words “comprise”, “have” and “include” are used in an open-ended fashion, and thus
should be interpreted to mean “include, but not limited to...”. Thus, when the terms
“comprise”, “have” or “include” used in the present invention are used to indicate the
existence of specific technical features, values, method steps, operations, units or components.
However, it does not exclude the possibility that more technical features, numerical values,
method steps, work processes, units, components, or any combination of the above can be
added.

[0030] The directional terms used throughout the description and following claims, such
as: “on”, “up”, “above”, “down”, “below”, “front”, “rear”, “back”, “left”, “right”, etc., are
only directions referring to the drawings. Therefore, the directional terms are used for
explaining and not used for limiting the present invention. Regarding the drawings, the
drawings show the general characteristics of methods, structures, or materials used in specific
embodiments. However, the drawings should not be construed as defining or limiting the
scope or properties encompassed by these embodiments. For example, for clarity, the relative
size, thickness, and position of each layer, each area, or each structure may be reduced or

enlarged.



[0031] When the corresponding component such as layer or area is referred to as being
“on another component”, it may be directly on this other component, or other components
may exist between them. On the other hand, when the component is referred to as being
“directly on another component (or the variant thereof)”, there is no component between
them. Furthermore, when the corresponding component is referred to as being “on another
component”, the corresponding component and the other component have a disposition
relationship along a top-view/vertical direction, the corresponding component may be below
or above the other component, and the disposition relationship along the top-view/vertical
direction is determined by the orientation of the device.

[0032] It should be understood that when a component or layer is referred to as being
“connected to” another component or layer, it can be directly connected to this other
component or layer, or intervening components or layers may be present. In contrast, when
a component is referred to as being “directly connected to” another component or layer, there
are no intervening components or layers present.

[0033] The electrical connection or coupling described in this disclosure may refer to
direct connection or indirect connection. In the case of direct connection, the endpoints of
the components on the two circuits are directly connected or connected to each other by a
conductor line segment, while in the case of indirect connection, there are switches, diodes,
capacitors, inductors, resistors, other suitable components, or a combination of the above
components between the endpoints of the components on the two circuits, but the
intermediate component is not limited thereto.

[0034] The words “first”, “second”, and “third” are used to describe components. They
are not used to indicate the priority order of or advance relationship, but only to distinguish
components with the same name.

[0035] It should be noted that the technical features in different embodiments described



in the following can be replaced, recombined, or mixed with one another to constitute another
embodiment without depart in from the spirit of the present invention.

[0036] FIG. 1 shows a schematic diagram of a charger management system 100 in
accordance with some embodiments of the present invention. As shown in FIG. 1, the charger
management system 100 includes an edge controller 102 and a cloud server 104. The edge
controller 102 establishes a non-encrypted connection 112 with a first type charger 106
according a first security profile including security profiles 0 and 1 (SPO and SP1). The first
type charger 106 includes a charger 122 and a charger 124. The non-encrypted connection
112 is a communication between the first type charger 106 and a Redis publisher and
subscriber 132 through an OCPP service module 158. The charger 122 supports security
profile 0 (SPO) for open charge point protocol (OCPP). The charger 124 supports security
profile 1 (SP1) for OCPP. The edge controller 102 converts a first charging message 118,
formatted according to a first communication protocol and transmitted from the first type
charger 106, into a second charging message 120 formatted according to a second
communication protocol. In some embodiments, the first communication protocol is based
on OCPP. The second communication protocol is based on MQTT Message Queuing
Telemetry (MQTT).

[0037] The cloud server 104 establishes a first encrypted connection 114 with the edge
controller 102 if the edge controller 102 passes a first mutual authentication test according to
a second security profile including security profiles 2 and 3 (SP2 and SP3) higher than the
first security profile. The cloud server 104 performs a charging station management service
(CSMS Service) on the first type charger 106 in response to the second charging message
120 transmitted through the first encrypted connection 114. In some embodiments, the first
mutual authentication test is performed by an Application Load Balancer (ALB) Mutual TLS

(mTLS) 138 included in the could server 104. The first encrypted connection 114 is a



communication between the Redis publisher and subscriber 132 and an OCPP service module
150 through a Message Queuing Telemetry (MQTT) messenger 134, the ALB mTLS 138, a
service three module 146, an EMQX server 148, and a Charging Station Management Service
(CSMS) service module 152.

[0038] In some embodiments, the first mutual authentication test includes the following
steps. First, the cloud server 104 sends a server certificate stored in the cloud server 104 to
the edge controller 102. The server certificate may be stored in a Relational Database Service
(RDS) 154 included in the cloud server 104. Then, the edge controller 102 verifies the server
certificate. The edge controller 102 sends an edge certificate stored in the edge controller 102
to the cloud server 104. In some embodiments, the edge certificate is stored in a Redis
Database (DB) 156 included in the edge controller 102. The cloud server 104 verifies the
edge certificate.

[0039] In some embodiments, the edge controller 102 and the cloud server 104 exchange
a first cryptographic key. The edge controller 102 and the cloud server 104 encrypt the first
encrypted connection 114 based on the first cryptographic key if the edge controller 102
passes the first mutual authentication test.

[0040] In some embodiments, the edge controller 102 further performs an OCPP service
to generate the OCPP service module 158. The OCPP service module 158 performs a first
identification test to validate a first identification of the first type charger 106. The first
identification test includes ID for SPO or ID/password for SP1. The OCPP service module
158 establishes the non-encrypted connection 112 with the first type charger 106 if the first
type charger 106 passes the first identification test. The OCPP service module 158 receives
the first charging message 118 from the first type charger 106 through the non-encrypted
connection 112.

[0041] The edge controller 102 further includes a second module 110. The second
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module 110 includes the Message Queuing Telemetry (MQTT) messenger 134 and the Redis
publisher and subscriber 132. The second module 110 has a first topic for sending and
receiving messages through the first encrypted connection 112. The second module 110
converts the first charging message 118 into the second charging message 120. The second
module 110 publishes the second charging message 120 at the first topic. In some
embodiments, MQTT uses a topic to publish and subscribe messages. That is, the topic refers
to a specific channel or subject used for sending and receiving messages, such as in a publish-
subscribe messaging pattern, implemented using protocols like MQTT (Message Queuing
Telemetry Transport). Therefore, multiple chargers (for example, the chargers 122 and 124)
in the first type charger 106 can be supported under limited bandwidth.

[0042] In some embodiments, the edge controller 102 further stores a first identification
set. That is, operators need to register the EVSE (Charger Point ID) to the charger
management system before the EVSE can establish a connection to the charger management
system. The edge controller 102 performs the first identification test by verifying whether a
first identification of the first type charger pertains to the first identification set. The edge
controller 102 establishes the non-encrypted connection only if the first identification has
been verified as authorized.

[0043] In some embodiments, the first identification includes a non-encrypted password
according to the first security profile (SPO and SP1). The edge controller 102 further detects
a first-time connection request from the first type charger 106. The edge controller 102 stores
a second identification in the first type charger to replace the first identification. The edge
controller 102 saves the second identification in the first identification set. if a subsequent
connection request is made by the first type charger 106, the edge controller 102 performs
the first identification test by validating the second identification of the first type charger 106.

[0044] In some embodiments, the cloud server 104 further includes a first network
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endpoint 130. The first network endpoint 130 includes an ALB Istio-system 136, the ALB
mTLS 138, an Istio gateway 140, a service one module 142, a service two module 144, a
service three module 146, an EMQX server 148, and an OCPP service module 150. The first
network endpoint 130 has a second topic for sending and receiving messages. The first
network endpoint 130 performs the first mutual authentication test to validate the edge
controller 102. The first network endpoint 130 establishes the first encrypted connection 114
with the edge charger 102 using a mTLS channel if the edge controller 102 passes the first
mutual authentication test. The first network endpoint 130 subscribes the first topic to receive
the second charging message 120 through the first encrypted connection 114 and publishes
the second charging message 120 at the second topic.

[0045] The cloud server 104 further includes a CSMS service module 152. The CSMS
service module 152 subscribes the second topic to receive the second charging message 120.
The CSMS service module 152 performs the charging station management service on the
first type charger 106 based on the second charging message 120.

[0046] In some embodiments, the cloud server 104 further establish a second encrypted
connection 116 with a second type charger 108 if the second type charger 108 passes a second
identification test according to the second security profile (SP2/SP3). The second type
charger 108 includes a charger 126 and a charger 128. The charger 126 supports security
profile 2 (SP2) for OCPP. The charger 128 supports security profile 3 (SP3) for OCPP. The
cloud server 104 receives a third charging message 119 formatted in the OCPP and
transmitted from the second type charger 108. The cloud server 104 performs the charging
station management service on the second type charger 108 in response to the third charging
message 119.

[0047] In some embodiments, the second identification test is a second mutual

authentication test, which is performed by the following steps. The cloud server 104 sends

12



the server certificate stored in the cloud server 104 to the second type charger 108. The server
certificate may be stored in the RDS 154 included in the cloud server 104. The second type
charger 108 verifies the server certificate. The second type charger 108 sends a charger
certificate stored in the second type charger 108 to the cloud server 104. The cloud server
104 verifies the charger certificate.

[0048] In some embodiments, the second type charger 108 and the cloud server 104
further exchange a second cryptographic key and encrypt the second encrypted connection
based on the second cryptographic key if the second type charger 108 passes the second
mutual authentication test.

[0049] In some embodiments, the cloud server 104 further stores a second identification
set. The cloud server 104 performs the second identification test by verifying whether a third
identification of the second type charger 108 belongs to the second identification set. The
cloud server 104 establishes the second encrypted connection only if the third identification
has been verified as authorized.

[0050] In some embodiments, the third identification includes an encrypted password
according to the second security profile. The edge controller 102 further detects a first-time
connection request from the second type charger 108. The edge controller 102 stores a fourth
identification in the first type charger 106 to replace the third identification. The edge
controller 102 saves the fourth identification in the second identification set. If a subsequent
connection request is made by the second type charger 108, the edge controller 102 performs
the second identification test by validating the fourth identification of the second type charger
108.

[0051] In some embodiments, the cloud server 104 further includes a service network
including the OCPP service module 150 and the CSMS service module 152. The OCPP

service module 150 and the CSMS service module 152 convert the third charging message
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119 to a fourth charging message according to MQTT. The OCPP service module 150 and
the CSMS service module 152 collect the second charging message 120 and the fourth
charging message. The OCPP service module 150 and the CSMS service module 152 perform
the charging station management service on the first type charger 106 and the second type
charger 108 in response to the second charging message 120 and the fourth charging message
respectively.

[0052] FIG. 2 shows a flow chart of a first mutual authentication performed by the edge
controller 102 and the cloud server 104 in FIG. 1 in accordance with some embodiments of
the present invention. In step S200, the edge controller 102 sends a hello message to the cloud
server 104. The cloud server 104 also sends back the hello message to the edge controller
102 in step S202. Next, in step S204, the cloud server 104 sends a server certificate stored in
the cloud server 104 to the edge controller 102 in step S204. In some embodiments, the server
certificate may be stored in a Relational Database Service (RDS) 154 included in the cloud
server 104. Then, the edge controller 102 verifies the server certificate in step S206. The
server certificate is a digital certificate. The edge controller 102 sends an edge certificate
stored in the edge controller 102 to the cloud server 104 in step S208. In some embodiments,
the edge certificate is stored in a Redis Database (DB) 156 included in the edge controller
102. The cloud server 104 verifies the edge certificate in step S210. The edge certificate is a
digital certificate. In step S212, the edge controller 102 and the cloud server 104 exchange a
first cryptographic key. In step S214, the edge controller 102 and the cloud server 104 encrypt
the first encrypted connection 114 based on the first cryptographic key if the edge controller
102 passes the first mutual authentication test.

[0053] FIG. 3 shows a schematic diagram of a charger management system 300 in
accordance with some embodiments of the present invention. As shown in FIG. 3, the charger

management system 300 includes an edge controller 302, a cloud server 304, a charger point
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306, and a charger point 308.The edge controller 102 is electrically connected to the charger
306. In some embodiments, the edge controller 102 is disposed near the charger 306, but the
present invention is not limited thereto. The edge controller 102 validates the charger 306,
and sends out encrypted data of the charger 306 when a mutual authentication test for the
charger 306 is pass. The cloud server 104 is electrically connected to the charger 308 and the
edge controller 102. The cloud server 104 validates the charger 308, receives the encrypted
data of the charger 306, and performs a charging station management service (CSMS) service
314 on the charger 306 and the charger 308 when the charger 306 and the charger 308 have
been registered. In some embodiments, the CSMS service 314 includes handling a Boot
Notification, a Remote Start Transaction, an EV driver service, a mobile application service,
a payment service, an invoice service, a device service, or a transaction service based on the
second charging message 120 in FIG. 1.

[0054] In some embodiments, the charger 306 supports security profiles 0 and 1 for open
charge point protocol (OCPP). The charger 308 supports security profiles 2 and 3 for OCPP.
In some embodiments, the edge controller 102 performs an OCPP service to validate the
charger 306 by determining whether the ID of the charger 306 matches registration
information for security profiles 0 and 1, and whether the authorization key of the charger
306 matches the predetermined key for security profile 1. In some embodiments, the cloud
server 304 performs an OCPP service 310 to validate the charger 308 by determining whether
the ID of the charger 308 matches registration information for security profiles 2 and 3,
whether the authorization key of the charger 308 matches the first predetermined key for
security profile 2, and whether the certification key of the charger 308 matches the second
predetermined key for security profile 3.

[0055] In detail, the edge controller 302 receives OCPP messages from the charger 306,

and converts the OCPP messages to MQTT messages when the mutual authentication test
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for the charger 306 is pass. The MQTT messages are the encrypted data. After that, the cloud
server 304 executes an AWS 10T core 312 to check whether the charger 306 has been
registered. The cloud server 304 executes a Kafka message broker 316 to facilitate
communication through Kafka messages between the CSMS service 314 and other services
318. In some embodiments, the other services 318 include an EV driver service, a mobile
application service, a payment service, an invoice service, a device service, and a transaction
service, but the present invention is not limited thereto. In some embodiments, the OCPP
may include OCPP 1.6 and OCPP 2.01, but the present invention is not limited thereto.
[0056] For example, the EV driver service may record registration information of the
driver. The registration information may include a driver name, a driver phone number, a
driver credit card number for payment, and an invoice carrier. When the driver plugs the
charger 306 in the charging hole of his EV, the cloud server 104 performs the CSMS service
314 on the charger 306 when the charger 306 has been registered. In some embodiments, the
CSMS service 314 may include boot notification and remote start transaction, but the present
invention is not limited thereto. In some embodiments, when the charger 308 performs a
connection with the cloud server 304 for the first time using security profile 2, the cloud
server 304 periodically updates the authorization key of the charger 308 for security profile
2.

[0057] In some embodiments, the charger 306 in FIG. 3 may correspond to the first type
charger 106 in FIG. 1. The cloud server 304 detects a first disconnection event associated
with the first encrypted connection 114 in FIG. 1. If the first disconnection event exceeds a
predefined time, the cloud server 304 terminates the first encrypted connection 114 in FIG.
1 until the edge controller 302 passes the mutual authentication test again.

[0058] FIG. 4 shows a detail schematic diagram of the edge controller 302 in FIG. 3 in

accordance with some embodiments of the present invention. in accordance with some
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embodiments of the present invention. As shown in FIG. 4, after receiving the OCPP
messages from the charger 306, the edge controller 302 performs an OCPP service 300 to
validate the charger 306 by determining whether the ID of the charger 306 matches
registration information for security profiles 0 and 1, and whether the authorization key of
the charger 306 matches the predetermined key for security profile 1. In some embodiments,
the edge controller 302 performs a device service 408 to process the parameter setting of the
charger 306. For example, the device service 408 may set the output voltage and the output
current of the charger 306, but the present invention is not limited thereto. In some
embodiments, the OCPP messages may be the messages for OCPP 1.6 and OCPP 2.01.
[0059] Next, the edge controller 302 performs a core service 410 to check whether the
edge controller 302 is connected to the Internet. If the edge controller 302 is connected to the
Internet, the edge controller 302 executes a rules engine 414 to convert the OCPP messages
to MQTT messages 406. That is, the MQTT messages 406 are the encrypted data. However,
the OCPP messages are not the encrypted data. The MQTT messages 406 are then sent to the
cloud server 304 for the CSMS service 314. After that, the commands from the CSMS service
314 can be sent back to the charger 306 through the edge controller 302. If the edge controller
302 is not connected to the Internet, the edge controller 302 performs a local CSMS 404,
which may include notification and remote start transaction. Accordingly, the edge controller
302 performs an application service 412 based on commands from the local CSMS 404, so
that the charger 306 can still locally be used based on the local CSMS 404.

[0060] In some embodiments, the edge controller 302 performs the local CSMS 404 to
detect a second disconnection event indicating that the edge controller 302 is not being
connected to the Internet. the edge controller 302 performs the local CSMS 404 to perform a
local CSMS service 404 on the charger 306 in response to the first charging message 118 in

FIG. 1 transmitted through the non-encrypted connection 112 in FIG. 1. The local CSMS
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service 404 includes handling a Boot Notification or a Remote Start Transaction.

[0061] FIG. 5 shows a flow chart of registering charger done by an operator 500, a device
service 408, a CSMS service 314, and OCCP services 400 and 310 in accordance with some
embodiments of the present invention. As shown in FIG. 5, the operator 500 first register
EVSE (step S500). For example, the operator 500 may first register the charger 306 and the
charger 308 in FIG. 3. Then, the operator 500 may record charger ID and the authorization
key of the charger 306 and the charger 308 (step S502). Next, the device service 408 records
EVSE including the charger 306 and the charger 308 in particular (step S504). Then, the
CSMS service 314 records EVSV including the charger 306 and the charger 308 in particular
and publishes the topic through MQTT messages (step S506).

[0062] The OCPP services 400 and 310 record the charger ID and the authorization key
of the charger 306 and the charger 308 (Step S508). Once the driver plugs the charger 306 in
the charging hole of his EV, the OCPP service 400 performed by the edge controller 302
validates the charger 306 by determining whether the ID of the charger 306 matches the
registration information for security profiles 0 and 1, and whether the authorization key of
the charger 306 matches the predetermined key for security profile 1. Once the driver plugs
the charger 308 in the charging hole of his EV, the OCPP service 310 performed by the cloud
server 304 validates the charger 308 by determining whether the ID of the charger 308
matches registration information for the security profiles 2 and 3, whether the authorization
key of the second EV charger matches a first predetermined key for the security profile 2,
and whether the certification key of the charger 308 matches the second predetermined key
for security profile 3.

[0063] FIG. 6 shows a flow chart of EVSE connection done by the charger 306 and the
charger 308, the OCCP services 300 and 310, and the CSMS service 314 in accordance with

some embodiments of the present invention. The charger 306 and the charger 308 are marked
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by EVSE 306, 308. In step S600, the charger ID (CP_ID) and the authorization key of the
charger 306 and the charger 308 are keyed in using the CSMS URL. After step S600 is done,
the charger 306 and the charger 308 have been registered. In step S6602, when the driver
plugs the charger 306 and the charger 308 in the charging hole of his EV, the OCPP service
400 validate the charger ID and the authorization key of the charger 306, and the OCPP
service 310 validate the charger ID and the authorization key of the charger 308.

[0064] In step S604, the OCPP service 400 determines whether the charger 306 is
authorized, and the OCPP service 310 determines whether the charger 308 is authorized. If
the answer in step S604 is no, the OPCC services 400 and 310 respectively send a disable
signal to the charger 306 and the charger 308 to reject connection or communication with the
charger 306 and the charger 308 (step S606). In contrast, if the answer in step S604 is yes,
the OPCC services 400 and 310 respectively send an enable signal to the charger 306 and the
charger 308, so that the charger 306 and the charger 308 sends boot notification to the OCPP
services 400 and 310 based on the enable signal (step S608).

[0065] Afterwards, the OCPP services 400 and 310 convert the OCPP messages to
MQTT messages and forward the MQTT messages to the CSMS service 314 (step S610). In
step S612, the CSMS service 314 receives the MQTT messages, and performs corresponding
response according to the MQTT messages. The commands related to the corresponding
response is sent to the OCPP services 400 and 310 using the MQTT messages. The OCPP
services 400 and 310 convert the MQTT messages back to the OCPP messages, and forward
the OCPP messages (step S614). The charger 306 and the charger 308 receive the OCPP
messages and perform corresponding actions based on the OCPP messages (step S616).
[0066] In some embodiments, in step S618, the CSMS service 314 determines whether
the charger 306 or the charger 308 has a first connection with the cloud server 304. If the

CSMS service 314 determines that the charger 306 performs the connection with the cloud

19



server 304 for the first time using security profile 1 or the charger 108 performs the
connection with the cloud server 304 for the first time using security profile 2 (that is, the
answer is yes in step S618). For example, the present invention takes the charger 308 as an
example. The CSMS service 314 executes a change-config command to updates or changes
the authorization key of the charger 308 (step S620). The command to update or change the
authorization key of the charger 308 is sent to the OCPP service 310 (step S622) using the
MQTT messages. The OCPP service 310 converts the MQTT messages back to the OCPP
messages, and forwards the OCPP messages to the charger 308 (step S622). The charger 308
is configured by the OCPP messages from the CSMS service 314 to change its authorization
key (step S624).

[0067] In the current market, there are still some EVSE that do not support the security
profile 2 or 3. With the proposed solution, the messages from the field to the cloud can be
encrypted. For EVSE connecting directly to the cloud, the authorization key will be updated.
This prevents contractors who initiate the connection from acting as the installed EVSE and
establishing a connection to the CSMS. The Top-Down mechanism (that is, the EVSE should
first be registered by the operator) also ensures that unregistered EVSE are unable to connect
to the CSMS. This filters out unnecessary connections to the CSMS, which in return saves
resources on maintaining the connection.

[0068] While the invention has been described by way of example and in terms of the
preferred embodiments, it should be understood that the invention is not limited to the
disclosed embodiments. On the contrary, it is intended to cover various modifications and
similar arrangements (as would be apparent to those skilled in the art). Therefore, the scope
of the appended claims should be accorded the broadest interpretation so as to encompass all

such modifications and similar arrangements.
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What is claimed is:

1. A charger management system, comprising:
an edge controller, configured to:
establish a non-encrypted connection with a first type charger according
a first security profile; and
convert a first charging message, formatted according to a first
communication protocol and transmitted from the first type
charger, into a second charging message formatted according to
a second communication protocol; and
a cloud server, configured to:
establish a first encrypted connection with the edge controller if the edge
controller passes a first mutual authentication test according to
a second security profile higher than the first security profile;
and
perform a charging station management service on the first type charger
in response to the second charging message transmitted through

the first encrypted connection.

2. The charger management system as claimed in claim 1, wherein the edge
controller comprises:
a first module, configured to:
perform a first identification test to validate a first identification of the
first type charger;
establish the non-encrypted connection with the first type charger if the
first type charger passes the first identification test; and
receive the first charging message from the first type charger through
the non-encrypted connection;
a second module, having a first topic for sending and receiving messages

through the first encrypted connection, configured to:
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convert the first charging message into the second charging message;
and

publish the second charging message at the first topic.

3. The charger management system as claimed in claim 2, wherein the cloud
server comprises:
a first network endpoint, having a second topic for sending and receiving
messages, configured to:
perform the first mutual authentication test to validate the edge
controller;
establish the first encrypted connection with the edge controller using a
mTLS channel if the edge controller passes the first mutual
authentication test; and
subscribe the first topic to receive the second charging message through
the first encrypted connection and publish the second charging
message at the second topic;
a second network endpoint, configured to:
subscribe the second topic to receive the second charging message; and
perform the charging station management service on the first type

charger based on the second charging message.

4. The charger management system as claimed in claim 2, wherein the mutual
authentication test comprises:
the cloud server sending a server certificate stored in the cloud server to the
edge controller;
the edge controller verifying the server certificate;
the edge controller sending an edge certificate stored in the edge controller to
the cloud server; and

the cloud server verifying the edge certificate.
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5. The charger management system as claimed in claim 1, wherein the edge
controller and the cloud server are further configured to:

exchange a first cryptographic key; and

encrypt the first encrypted connection based on the first cryptographic key if the

edge controller passes the first mutual authentication test.

6. The charger management system as claimed in claim 1, wherein the edge
controller is further configured to:
store a first identification set;
perform the first identification test by verifying whether a first identification of
the first type charger pertains to the first identification set; and
establish the non-encrypted connection only if the first identification has been

verified as authorized

7. The charger management system as claimed in claim 6, wherein the first
identification comprises a non-encrypted password according to the first security
profile, and the edge controller is further configured to:

detect a first-time connection request from the first type charger;

store a second identification in the first type charger to replace the first

identification;

save the second identification in the first identification set; and

if a subsequent connection request is made by the first type charger, perform the

first identification test by validating the second identification of the first

type charger.

8. The charger management system as claimed in claim 1, wherein the cloud

server is further configured to:
establish a second encrypted connection with a second type charger if the
second type charger passes a second identification test according to the

second security profile;
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receive a third charging message formatted in the first communication protocol
and transmitted from the second type charger; and
perform the charging station management service on the second type charger in

response to the third charging message.

9. The charger management system as claimed in claim 8, wherein the second
identification test is a second mutual authentication test, the second mutual
authentication test comprises:

the cloud server sending the server certificate stored in the cloud server to the

second type charger;

the second type charger verifying the server certificate;

the second type charger sending a charger certificate stored in the second type

charger to the cloud server; and

the cloud server verifying the charger certificate.

10. The charger management system as claimed in claim 9, wherein the second
type charger and the cloud server further configured to:

exchange a second cryptographic key; and

encrypt the second encrypted connection based on the second cryptographic key

if the second type charger passes the second mutual authentication test.

11. The charger management system as claimed in claim 8, wherein the cloud
server is further configured to:
store a second identification set;
perform the second identification test by verifying whether a third identification
of the second type charger belongs to the second identification set; and
establish the second encrypted connection only if the third identification has

been verified as authorized.

12. The charger management system as claimed in claim 11, wherein the third
identification comprises an encrypted password according to the second security

profile, and the edge controller is further configured to:
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detect a first-time connection request from the second type charger;

store a fourth identification in the first type charger to replace the third
identification;

save the fourth identification in the second identification set; and

if a subsequent connection request is made by the second type charger, perform
the second identification test by validating the fourth identification of

the second type charger.

13. The charger management system as claimed in claim 8, wherein the cloud
server comprises a service network, and is configured to:
convert the third charging message to a fourth charging message according to
the second communication protocol;
collect the second charging message and the fourth charging message;
perform the charging station management service on the first type charger and
the second type charger in response to the second charging message and

the fourth charging message respectively.

14. The charger management system as claimed in claim 1, wherein the first
communication protocol is based on OCPP, the first type charger supports a security
profile 0 or a security profile 1 of OCPP, and the second communication protocol is

based on MQTT.

15. The charger management system as claimed in claim 1, wherein the
charging station management service comprises handling a Boot Notification, a Remote
Start Transaction, an EV driver service, a mobile application service, a payment service,
an invoice service, a device service, or a transaction service based on the second

charging message.

16. The charger management system as claimed in claim 1, wherein the cloud
server is further configured to:
detect a first disconnection event associated with the first encrypted connection;

and
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if the first disconnection event exceeds a predefined time, terminate the first
encrypted connection until the edge controller passes the first mutual

authentication test again.

17. The charger management system as claimed in claim 2, wherein the edge
controller further comprises:
a third module, configured to:
detect a second disconnection event indicating that the edge controller
is not being connected to the Internet; and
perform a local CSMS service on the first type charger in response to
the first charging message transmitted through the non-
encrypted connection, wherein the local CSMS service
comprises handling a Boot Notification or a Remote Start

Transaction.
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