1 Transl ati on of PCT/ EP2007/ 001682 Met hod for nulti-hop data
transm ssion in an ad-hoc network 5 with conceal ed nodes The
invention relates to a nethod for nulti-hop data transm ssion in an
ad- hoc network with conceal ed nodes. ;10 A nobil e ad-hoc network
(MANET) consists of a quantity of radio devices, which forma
tenporary network in a dynam c manner, in which every radi o device
acts as a router for the respective other radi o devices and
accordingly, no central infrastructure is required. 15 One inportant
poi nt w TiadéMNitGon of BECT/ER20D7/VLEB820f access to the jointly-used
transm ssion resource. In each case only one device may transmt,
because ot herw se collisions can occur, which |lead to the | oss of
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coordi nates access and defines how the radi o devices can divide the
| i mited vithhseonesated amaslesce in an efficient and fair manner. 25
Particularly in the ad-hoc domain, MAC net hods, which coordinate
channel access on the basis of information regarding the channel

| oadi ng, TRE eig¥d keI Vrat HdesPrRAG mdthbddsocef mbbts-kbpddate referred
to in general by the termcarrier-sensing-nultiple-access éCSN%). One
wi del y uEEﬂnVE¥$F%RPr&ﬂlﬁﬂjqCEEEmB@?FTPr#sWB&EeHOBﬁeég noges.

10 A mobile ad-hoc network (MANET} consists of a quantity of
radio devices, which form a temporary network in a dynamic
manner, in which every radioc device acts as a router for the
respective other radio devices and accordingly, no central
infrastructure is required.

15
One important point with MANETs is the co-ordination of
access to the jointly-used transmission resource. In each
case only one device may transmit, because otherwise
collisions can occur, which lead to the loss of information

20 transmitted.

A medium-access-~control (MAC) protocol coordinates access
and defines how the radio devices can divide the limited
transmission resource in an efficient and fair manner.

25 Particularly in the ad-hoc domain, MAC methods, which co-
ordinate channel access on the basis of information
regarding the channel loading, are extremely-widespread.
Methods of this kind are referred to in general by the term
carrier~sensing-multiple~access (CSMA). One widely used WLAN

30 method IEEE 802.11 is based on CSMA.



| h the case of CSMA nethods, all stations wishing to transnit nonitor
the nedium If the nediumis already occupied, the stations w shing

to transmt nust wait. If the nmediumis not occupied, the stations
"wishing to transnit may 5 occupy the diumand transmt. In order to
avoid collisions at the end of a trand$m ssion, the channel access can
be controlled by a randomwaiting tine. D fferent stations have

di fferent jo b ti t of t 1 SSi that one
station o%r\lclz\ﬁ&pt}ee}% eergrirﬁsegl%u% &?Fg{:}ssﬂ'haéf%t%g?é%%:t a |%%gg r%gogni se
thi s throtggnstignmeininer thei ngdand. s pene hdxdium t ¥sansitessdon
request until the end of the current transm ssion. The ned) umﬁd:he
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t opol ogy soneti mes changes rapidly. The radio devices
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are very robust because of the decentralised structure; however, they
require | BHERRIRIENtWAGHNDIL 188§ 860FBRNBRRORL bY & FRNFTET %4 Rfral SO
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provi des aroﬁtlngt e wth the topol ogy of participating radio
nodesl0 | nstiel aas eafogricacttihvie tbubiigh whahnal angmVenr ingreandst er,
t hese routi ng?%%pl es, are update
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routing tahkesnarer igatsed onl yhat nkheuhi 1BSréfatded Userodtimied, if
exchange with the adjacent radio 3 _ _
the received signal strength is disposed above a given
threshold value.
15
MANETs have a dynamic, random topology, which sometimes
changes rapidly. The radio devices communicate directly with
their neighbouring radio devices (adjacent nodes) if these
are within the range, or otherwise via several radio devices
20 acting as intermediate nodes {(multi-hop), which route the
-information to the target radio device {(target node). Such
networks are very robust because of the decentralised
structure; however, they require independent control and co-
ordination by the individual network nodes.
25
For a multi-hop operation, every radio node provides a
routing table with the topology of all participating radio
nodes. In the case of proactive routing within a given time
raster, these routing tables are updated by means of data
30 exchange with the adjacent radio nodes; in the case of
reactive routing, the routing tables are updated only at the

times of the user-data exchange with the adjacent radio



nodes. |If the source node finds the target node in the routing table,
t'he data packet to be transmitted is transmtted fromthe radi o node
wishing to transmt via the routing pathway for all known
internedi ate nodes to the 5 target ngde. As shown in Figure 1, a

net wor k bl ockage can occur, if two nodes, within the range of which

t he respective, other node is not contained, share an identical node,
whi ch | sncdiespogead the woulrce hbder fiadgethd ftdhg=t woodwdes tiiesh to
conmuni cat e mnthaipelr i de tlcal gde at the sane time, their
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nodes. The performance capability of the nobiTe ad-hoc 15 network is
reduced doyut netpadhivalyl dokagd loknphitsikteuned| ace nores i the
trangnlttln odgf are each di sposed outside the range of the other
node, th ébresent conceal ed nodes for the respective, other
node. 20 The identification of conceal ed nodes of this kind therefore

represents an inportant nmeasure for increasjng the perfornance
capaci t YAOShad idhifigug8- Hoc anBeiPkX Theckade cIan it diby ade orifl ng
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conceal ed nodes. In this context, a transmtter first transmts a
short nessqui qdﬂﬂaamaﬂ' sbeirk eat idendf.cahenodeanswh s ors dmﬂposed

I d ith CTS),. Thi f d
by O e AR (S 0geR et 8 BHC AGORS BT | o eRB R and

CTS nessanegs, tididr Siainitqrs IWnblkenatheneasgreotitde tEansmddmictang:
receiver are notified about the 4 transm ssion. During_ the
transni st 1e el 16t el ldderi gns théfsEppaST niaetpﬁ%‘few%sl?ﬁ tthe

order tcb§ﬁ%"ﬁkéﬁgd'ﬁgd¥ﬁ%e of the lack of co-ordination between the

two nodes. The performance capability of the mobile ad-hoc
15 network is reduced by a network blockage of this kind. Since

the two transmitting nodes are each disposed outside the

range of the other node, they each represent concealed nodes

for the respective, other node.

20 The identification of concealed nodes of this kind therefore
represents an important measure for increasing the

performance capacity of the mobile ad-~hoc network.

The RTS-CTS method according to Figure 2 is often used in
25 order to avoid collisions between the concealed nodes. In
this context, a transmitter first transmits a short message
(RTS) for notification of the transmission. The receiver
also responds with a short message (CTS). This is followed
by the actual user-data transmission. As a result of the RTS
30 and CTS messages, all stations within the range of the

transmitter and receiver are notified about the



The transm ssion of RTS and CTS nessages uses transm ssion 5
capacity, which is therefore not available for the transm ssion of
the user-data packets. Especially wwth a transm ssion of snal
user-data packets, the transm ssion of RTS and CTS nessages has a
significant, negative inpact. Accordf%gly, the RTS-CTS nethod is used
only above a given 10 size of user-data packet. W)/03/079708 Al
di scl oses_a net had for. identifying_a_conceal ed node., |n 1
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the node wishing to transmt is disposed, and is finally routed from
t he adjacent node to the conceal ed node, which sends an .
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W th user-data packets of conceal ed nodes and, at the sane tine,
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WO/03/079708 Al discloses a method for identifying a
concealed node. In this context, a control message is
transmitted from a node wishing to transmit to an adjacent
15 node, in the wvicinity of which a node concealed from the
node wishing to transmit is disposed, and is finally routed
from the adjacent node to the concealed ncde, which sends an
acknowledgement message back to the node wishing to transmit
via the adijacent node. This acknowledgement message is used
20 by the node wishing to transmit as an indicator for the
existence of a concealed node disposed in the viciﬁity of

the adjacent node.

The object of the invention is to provide a method for

25 multi-hop data transmission in an ad-~hoc network with
concealed nodes, which avoids collisions with user-data
packets of concealed nodes and, at the same time, improves

the efficiency of the transmission channel.

30 This object is achieved by the subject matter of the method
according to the invention for multi-hop data transmission

in an ad-hoc network with concealed nodes with the features



of claim 1. Advantageous further developments are specified in the
dependent clains. According to the invention, in the event of a data-
5 transm ssion wi sh by a node in the ad-hoc netmnrk, the probability
of a collision-free data transm ssion is determ ned by the said node,
and, in the case of a high probabilitgy of a collision-free

transm ssion, the data transm ssion is inplenmented wthout the

i npl enentation of a 10 co-ordination process regarding the

transm sgi ix-Lhanneladaneeakoor Wwitbhéhedisoarashast & herdogdas: idissppsed
inthe vicinity of the next node. Only in the case of a |ow

probabi 1in ythe deremdendi ¢d-afliée 15 transmission is a co-ordination
process i nplenented, for exanple, via an RTS-CTS nethod, with regard
to the transnission-channel allocation with the conceal ed nodes

di sposedaatdidimg he vHha nmwﬁnmtohheinekhenedent2@fIm d&ﬁarlﬂanner t he
transm ssi on channel is Igﬁded with a mnimsed nunp

co- orPdi a3 HHVG s SHSH E¥n@e RPRe LRoGRE ﬁ?sﬁ?ﬁgn?Bw?¥%MS?ﬁq and t he

conceal gg-fiodes diprased WMithish ohher¥bchathyt Pinthes fgxk 1ode by
conmparison W th prior-art methods, thereby achieving an inproved

ef fici er@g/tezzsmcﬁect Hm/ thren syaiisks inedechandlel 1n| pherdesetof det®kgh ne the
probablllt an-.f.r. r ghing to
transmit dalkfacebrlnjialntég ﬂnza r'ﬁr} il % %‘ gg%?eg?éﬁ %Qfogf/\lm c a%]&e di sposed
in the transmission is 1mplemented without the implementation of a

10 co-ordination process regarding the transmission-channel
) allocation with the concealed the nodes disposed in the

vicinity of the next node.

Only in the case of a low probability of a collision-free
I5 transmission is a co-ordination process implemented, for

example, via an RTS~CTS method, with regard to the

transmission-channel allocation with the concealed nodes

disposed within the vicinity of the next node.

20 In this manner, the transmission channel is loaded with a
minimised number of co-ordination processes between the
nodes wishing to transmit and the concealed nodes disposed
within the vicinity of the next node by comparison with
prior-art methods, thereby achieving an improved efficiency

25 of the transmission channel.

In order to determine the probability of a collision-free
transmission, the node wishing to transmit determines the
number of concealed nodes, which are disposed in the

30 vicinity of the nearest node positions within the routing
pathway of its data transmission. For this purpose,

according to WO 03/088587 Al, the node wishing to transmit



30 vicinity of the nearest node positions within the routing pathway
of its data transm ssion. For this purpose, according to WO 03/088587
A, the node wshing to transmt 6 can evaluate in advance the
routing information exchanged for the routing with its adjacent nodes
wi t hout wasting additional transm ssi'on capacity for the
identification of conceal ed nodes. 5 The |arger the nunber of

identifi | ed.n i LCLnity. %Jg%- tzgﬁﬁg]' t he
routing %21 F?V\Q/%yrl%%tacﬁeqkrlll gﬁigrﬁn\kfmgl Fﬁge}l%‘%{éﬂb olbrg{)? I tyln'g? Col' 1 |é§1ns
occur ri ntpr Addi trcartdlnigy witthe iagerdjecéenansmiss i vairt hel tunm disitngeen t he
10 next npde and .every caqnceal ed_node _disposed in its vicinity can be
egi st ert iy G TOAENISRIAG COPEFARENTEr | ior AN O AR &2 ¢ he
probabi lddned1 e GRIddssi on-free transm ssion. For this purpose, the

packet size, the data type and/or the service class of every
user 2dat a packet 15 transnitted between the next node and the
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bet ween t he next node and ever onceal ed node disposed in its
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according to the invention for "'nulti-hop data transm ssion in an
ad- H8c rerstoriodd tand eniedal eenesddsdi soespllaspeded niret b | Vel t h
ﬂreferencg%ﬁ(béfg% IgggﬂgﬁsbfTQ%eda%g%ng§sﬁ£§ga§of&%éﬁyﬁﬁt in order
)
to determine the probability of a collision-free
transmission. For this purpose, the packet size, the data
type and/or the service class of every user-data packet
15 transmitted between the next node and the concealed nodes
disposed in its vicinity is registered and evaluated

statistically.

Especially in the case of periodic data-transmission

20 behaviour, an evaluation of the average transmission volume
between the next node and every concealed node disposed in
its vicinity over time allows an identification of times

with a high probability for a collision-free data

transmission.

25
The method according to the invention for multi~hop data
transmission in an ad-hoc network with concealed nodes is
explained in detail below with reference to the drawings.
The drawings are as follows:

30

Figure 1 shows a diagram of the spatial distribution of

transmitting, adjacent and concealed nodes;



80 7 Figure 2shows a diagram of the data exchange within an RTS-CTS
met hod; 5 Figure 3shows a flow chart of the nethod according to the

I nvention for nmulti-hop data transm ssion in an ad-hoc network with
conceal ed nodes; Figure 4shows a tinme-flow diagramof a typical

| oadi ng 10of the transm ssion channel’ in an ad-hoc network; and

Fi gure 5shows a bl ock-circuit diagramof the system according to the
I nvention for multi-hop data 15transm ssion in an ad-hoc network with
conceal ed nodes.

Figure 2 shows a diagram of the data exchange within an
RTS-CTS method;

5 Figure 3 shows a flow chart of the method according to
the invention for multi-hop data transmission in

an ad-hoc network with concealed nodes;

Figure 4 shows a time-flow diagram of a typical loading
10 of the transmission channel in an ad-hoc

network; and

Figure 5 shows a block-circuit diagram of the system
according to the invention for multi-hop data
15 transmission in an ad-hoc network with concealed

nodes.

With reference to Figure 3, the following section explains
in detail the method according to the invention for multi-
20 hop data transmission in an ad-hoc network with concealed

nodes.,

In the first procedural stage S10, a node in the ad-hoc
network, which wishes to transmit a user-data packet to a
25 target node, determines the next node in the ad-hoc network
from available routing tables within the framewoxrk of a
routing method. Routing methods according to the prior art

are used for this purpose.

30 In the following description, the term “source node” is used

to refer to the node, at which the data packet is currently



Wth reference to Figure 3, the follow ng section explains in detai

t-he met hod according to the invention for nmulti- 20 hop data

transm ssion in an ad-hoc network with conceal ed nodes. In the first
procedural stage S10, a node in the %d-hoc net wor k, which w shes to
transmt a user-data packet to a 25 t'arget node, determ nes the next
node in the ad-hoc network from avail able routing tables within the

framewor k_of r out.i-ng t 2 | rd e Rij or
art are Hrseiiter il B, Sain “RUELDE MEACVIN AT ha ke o
node" r eftarch tthd Bourede notde whanbmibe slerdstaqoe-ketansnmts the data
packet. In the next procedural stage 320, the node which wi shes to 5

transmt determ nes conceal ed nodes disposed in the vicinity of the

next nodg, USid Gk tTeilRddea1t Beabdesto ] | erd i nauofwienit el anades in
an ad-hoc network according to the prior art, for exanple, according
to tie mMutdronidestorticyadnies WOhC8ADEE578ARS . di3pesnd FettHu Wialins o

identify 10 caonceal ed nodes in.th Lcinity. ' 1 , a
col lisi 0%9{%1%5{&&0 N5& Canti& pgt glat&ﬁgni‘%ﬁe%%ejf(g attfgﬁp%c ecfrpt% gtebe
transm té@ebdyl dderduede iwhiagh ad-sbesntowbfRNSOtdrddng riamsthid tped oxand,
according to procedural stage $100, the node which w shes to transmt
can t heré¥ta e X L e ACCPFAARTA L Rat RBt P bR R eI FRE RS R t hout

the occus ppefels Ay bl ot <HIWeKRRnol £hbi 5 FB! Naehé depliy es at

| east one conceal ed node in the vicinity of the next node, it wll be
det el nech@feled tinsleexin fhecadgrialityt afetBaOnenhend@e, the nunber of

The | dentPH) S8 Hhmor St ComtodrcacaBASET ENaNsbh el Bl i 1 ket
t hr eshol €o vigé Uer ardsrhii tfePababiel nbief @high wishes to transmit is
transmitted, and, according to procedural stage 8100, the
node which wishes to transmit can then transmit the user-
15 data packet to the next node without the occurrence of

problems.

However, if this method identifies at least one concealed
node in the vicinity of the next node, it will be determined

20 in the next procedural stage 530, whether the number of
concealed nodes identified exceeds a specified threshold
value. If the identified number of concealed nodes is
disposed below the threshold value, a high probability for a
collision-free data transmission can be assumed when the

25 user-data packet to be transmitted is transmitted by the
node wishing to transmit, and the node wishing to transmit
transmits the user-data packet to the next node according to
procedural stage S100 with a comparatively-low risk of
occurrence of problems.

30
However, if the number of concealed nodes identified is

disposed above the threshold value, the average data-



collision-free data transnission can be assumed when the 25 user-data
packet to be transmitted is transmtted by the node wi shing to
transmt, and the node wishing to transmt transmts the user-data
packet to the next node according togrocedural stage 3100 with a
conparatively-low risk of occurrence of problens. 30 9 transm ssion
vol une between the next node and the conceal ed nodes disposed inits
Vi Ci ni t yreasnkies deire dlnme Beekeanr ehathyet \nddngmeritad ddhcealed
registration and statjstical evaluation of the user-data packets

t ransm tRRAPDEHARAFAh a5 178xP 1FdBE L ¥R RVRS \FRIHEEHI T¥RTatle
di sposed; d 1l d e 14)-BlgHidl el NG NEXl1 BRLEY s ERT oY AP 1 siisy packet

size, the a type and/or the ce class of the user-data packets
t ransm teeludsipectdivdéhe betwedatihpanksts noden smit tdk nesal dde

nodeﬁediggosedc{n ggg vicinit¥ of tge.next nq%g 10 g@n.b used as
par afet 1E5T JIPTHhE Wb L RN SPPGT 5P b AVRF AL RATSY t YA ssi on
vol unme. ¥{cidis, ayerage ndxitanblans FbsSeQamyDé JNEhéd Sp Lk ispossickelow a
specified threshold value, a high probability of a 15 collision-free

data tr ol SsVRsh al OFe tAes GRETirR SprEe of MR wxesidalcd RCkets
m nimim i e MR RIGEBALERASEA | Rok Do ddgdUd e L e

next node. the node wshing to transmt can transmt
t he usercaatealpat ketdaso disposadsint thd vbcimbtynext theElenexticoradiang to

procedural 20 stage 3100 with a c aratiye |l ow risk o r obl ens

CouDh | rgn 17e tHEt b g imetsASeaP B AR VIR FH 8 SecHifii ng to
pr ocedur @¥e 54 P BB dra A\ ianspetufiked threshol d val ue, 25 and/ or
if the average data-transm ssion volunme exceeds a threshold value in

procedural stage S40, the time characteristic of the average
data'traffn%ﬁfécﬁbé@ﬁd&“ﬁata~transmission volume is disposed below a

specified threshold value, a high probability of a
15 collision-free data transmission can be assumed in spite of
the existence of a minimum number of concealed nodes
disposed in the vicinity of the next node. In this case, the
node wishing to transmit can transmit the user-data packet
to be transmitted to the next node according to procedural
20 stage S100 with a comparatively low risk of problems

occurring,

If the number of concealed nodes identified according to
procedural stage S30 is above a specified threshold value,

25 and/or if the average data~transmission volume exceeds a
threshold value in procedural stage S40, the time
characteristic of the average data-transmission volume
between the next node and every concealed node disposed
within the vicinity of the next node can optionally be

30 registered in procedural stage S50. With periodically-
occurring data~transmission traffic between the next node

and the concealed nodes disposed within the vicinity of the



bet ween the next node and every conceal ed node disposed within the
vicinity of the next node can optionally be 30 registered in
procedural stage S50. Wth periodically-occurring data-transm ssion
traffic between the next node and t hgy conceal ed nodes di sposed within
the vicinity of the 10 next node, tinmes with a relatively-I|ower

aver age data-transm ssion volume and accordingly with a higher

probabi hieky heted €ohbbSwOBAT & efe Uit Brd IVANTHIS ia®Rr agied dakcaes with a
rel ativel y-hi gher average data-transm ssion 5 volume and therefore
with a ﬁé@@ﬁmﬁﬁébaﬁiVP§9mFanﬁ RSFPTLIYRN Mg B H1IM8Fsni ssi on may

be pr esggfobtaﬁa1§t§u@a§qgeezm?%]§%fg¢]é§r%ﬂg%-emsmgg%,paaeedur al

stage S ose tine slots, average data- 10
transm sdmes wakthne irslptésehyThigidert osaragenelatlaotts anismiwisiich a | ow

aver age data-transnissi Qqn _vol u i s, present, can.he term ned from
S op TR OoHotBERPABESC AT chat SR b e o F oy & mge
dat a- t r @RaMisSban ryekudBtalbr Ehe@l & ¥ ot My SHTRGUERM: .and al so

optionally-inpl enented procedural stage S70, it is determ ned whet her
atinme slot with high average data-transm ssion volune is present at

t he curren [ he LS 8 t j i gh
average]gh%a%ﬁggﬁgh%ggfoégsglaﬁgiéﬁég}yk{éb%%ﬂ$g%%926%%rou§€?I?ty for
a col | i Steyef 568, dahaser anmai s$o0s, | n oanpelr & ihigly aviegageandtihe

node W shing to transm.t will transmt th ser-data cket to the
nexti0nodd AT ASCERUV AL B alS BEBDEN 05 BH COMTRILNG 12 (B of

W th a hirghnavenage sdatagkr aRsB-68408m1 §4 Forl SrElUientd prrsesent cahhe
current probability for a collision-free data transm ssion is | ow,

and - a4 detwerndasd dror KhibBePPbiocnabhyTdsREmigwetddimed nodes

or ocedur T s 1Y SEaF B PREFRI SebR AR il e

dat a-t ransni ssi on vol une di sposed above a specified threshold val ue

accq%dirgagéilgnoggdgr%Lb%%%ggn§4gna éfsérg%tionally—implemented
procedural stage S$70, it is determined whether a time slot
with high average data-transmission volume 1is present at the
current time. If there is currently no time slot with a high
average data-transmission volume, then the current

20 probability for a collision-free data transmission is

comparatively high, and the node wishing to transmit will
transmit the user-data packet to the next node in procedural

stage S5100.

25 By contrast, if a time slot with a high average data-
transmission rate is currently present, the current
probability for a collision-free data transmission is low,
and - as in the case of a number of identified, concealed
nodes disposed above the specified threshold value according

30 to procedural stage S30, and/or in the case of an average
data-transmission volume disposed above a specified

threshold value according to procedural stage 540 - in the



11 next procedural stage S80, the node wishing to transmit will
co-ordinate wth a conceal ed node di sposed within the vicinity of the
next node regardi ng the next channel access w thout inplenenting the
optional procedural stages 550 to 5 5/0. In this context, the
above-nenti oned RTS-CTS nethod nmay be used with the internediate
connection of the next node, but other nethods for

transm ssdxanpiaraakadl keagki 980 e MaEdLSMSIEME] &8 edan sl tf aat.l
al so be used. 10 When the transm ssion channel is finally allocated
to the FfRIELHISRLEgWLEht pafshfealeqdenede rdriesgshondthimo We
transm tJ.ed {; t e LSt ] j+Shi 0
tranom B SqurEE ERECnadn ot SRS T A A R e
4 shows withduwadimpd eaknthegt thasopsiomat ghieomedurial aataagpesh &S hatowor k

wi t h _perj.odi cal | y-occurring data-transm ssion vol et n { he
next Shodt tnd T e EAPEE Rodbha: SheteaE T Ty nhed Ray
peri odi G kR GHIthl RBet EARe8holSa¥é t Boih&ft BMEIPU & Mt t2Gode,
transm ssion volunme (with shading) and the resulting tinme slots with
| ow averdtje dier Meahodps §pEnt yansmbs sionvihannehe Noa Wiighivig s

transmt %[sﬁ%%gmt Ctag?ngﬁerféggg a?j_)ggkgésué _be transmtted to the

next nodes ut  sha , are ' clearly evident. 25 Figure 5 shows
a block-circuit diagramof the systemaccording to the invention for

nmul ti - hopn data transm ssi on i n, an ad-hoc_network w th copceal ed

hoddd Wh e (GTANGTAACAAR] ANBUBR Y TOdELTAL 1 BPRIEheWdTE 30

| node wishing to transmit, the user-data packet to be
transmitted to the next node is transmitted by the node

wishing to transmit in procedural stage S100.

15 The time-flow diagram in Figure 4 shows the loading of the
transmission channel in an ad-hoc network with periodically-
occurring data~transmission volumes between the next node
and a concealed node disposed in its vicinity. The
periodically-occurring time slots with high average data-

20 transmission volume (with shading) and the resulting time
slots with low average data-transmission volume, in which
the node wishing to transmit can transmit the user-data
packets to be transmitted to the next nodes (without

shading), are clearly evident.

25
Figure 5 shows a block-circuit diagram of the system
according to the invention for multi-hop data transmission
in an ad~-hoc network with concealed nodes, which is
implemented in every node of the ad-hoc¢ network.

30

The system according to the invention consists of a

monitoring instance 1, which analyses and extracts all



12 received user-data packets with regard to the information rel evant
for the nethod according to the invention - MAC target address, MAC
source address, packet size, data type, service class, tine of
transm ssion etc. The nonitoring 5 iytance 1, which is preferably
realised in the network layer, can inplenent the extraction of the
rel evant data of the received user-data packet either separately for
an indi viedeakeaveer-pachepabkyts hei tretwarded ayercheanc fioraartdloavant
data in this layer to be extracted fromthe user- 10 data packet, or

aIternaFﬁ&@W?ntlﬁoénthﬁt@PEBﬂﬂe%?%RFQ&ﬂﬁmﬁof?ﬂez%qVQQ§9éF§ oﬁﬂ¥%e_node
and the gy ‘}Ig%\ﬁaﬁhdgggget %@es§§£&éciﬁré§§m§4&éﬁse&ﬁ£@t JARACKkEhpel, N

all layers of the node. 15 The i nformation extracted fromthe
recelve¢ea§amedaﬂa5packémelQfaha$98@ubahvleVaiudﬂédﬂkaﬂvnﬁnm uation
instsnce 2 conneﬁted dognstrea

Mh h
is a SPOFSolly PRAF néﬁt%ﬁn%%r?%{;yn%? Sl(zerci als}llequfethr S - L;I ue

conpar i S@eaf, the Anphemeat tHenékiisckhisonoealird R0 dedas data of
determ nati on of the average data-transm ssion val ue consi sting of
packet dibfe reggiyefypecandprbp BafiPteotiRRS  SERFAIRIN-ARH &

compar | S.L i g %g@fwe Qékérébg?sgh%fsﬂ Ol UNBye  defid fdreat i on of

the periodicity of the ch racteri t he average
dat a- treneﬂuvantomamaluneﬁhlihéagsreValMai&xtnaﬁtﬂdnﬁnqm1thﬁsuaﬂnﬂj
adjﬁﬁent to the. routi ng and. t he, conceal ed nodes_ttfntlflgg in

eachVcad o RAGE S cPr 9%81{-11?}-1%"??1&' VIR HEGF HEHEES S i abank

;3. The lﬂbkefliillOfla\ly%rﬁobfr esbr hetladah@ the exespdy }tiaet[‘éi)(lﬁb ment 30
‘presented. Al of the nmeasures described above can be combined with

one anotfirraEadeducredhsi LERK-GRERT PARENBr k! otl} he Vel dhe

node.

15 The information extracted from the received user-data packet
is analysed and evaluated by an evaluation instance 2
connected downstream of the monitoring instance 1, which is
also preferably implemented in the network layer (threshold-
value comparison of the number of identified, concealed

20 nodes, determination of the average data-transmission value
consisting of packet size, data type and/or service class,
threshold-value comparison of the average data-transmission
volume, identification of the periodicity of the
characteristic of the average data-transmission volume). The

25 evaluated information is stored adjacent to the routing
tables and the concealed nodes identified in each case in

the vicinity of the individual next nodes, in a databank 3.

The invention is not restricted to the exemplary embodiment
30 presented. All of the measures described above can be
combined with one another as required within the framework

of the inventiocn.



13 Cains 1. Method for nulti-hop data transm ssion in an ad-hoc
network with conceal ed nodes, wherein a node, which w shes to
transmt, determnes the probability of a collision-free data

transm ssion to the next node and, in the case of a high probability
of a collision-free data transm ssion, transmts a user-data packet
to the next node w thout coordinating via the next node with
conceal ed nodes disposed in the vicinity of the next node regarding
the data transmi ssion to the next node, wherein a tinme characteristic
of an average data-transm ssion vol une Bet ween the next node and
every conceal ed node is registered and the node wishing to transmt
transmts the user-data packet to the next node w thout coordinating
wi th conceal ed nodes in periodically-occurring time slots with a
relatively-logfgh@yerage data transm ssion volume being time slots
with a higher probability of a collision-free data transm ssion. 14
2. Method for multi-hop data transm ssion according to claiml,
characterisecy | n 4aehod NAoPiRRZRIALL iaBh B-Goldd o [ o dalfoc
transm ssion to the next node is evaluated as l'ow, 1fa sm number
of conceal ed meRKeyrkawath demndepiled nedashe waprein tay noflet hehimdx winbee.
3. Method for L~ : 1,SSI I o] Y .
characterisedt§¢#%ﬁ%§?9?hgﬂ%%%%%§???%§§g?%§§%%ﬁ?gé?%n%f?%%ﬁlafé
transm ssi on f£ree data transmission to the next node and, in the case

of a high probability of a collision-free data
transmigsion, transmits a user-data packet to the next
node without coordinating via the next node with concealed
nodes disposed in the vicinity of the next node regarding
the data transmission to the next node,

wherein a time characteristic of an average data-
transmigsion volume between the next mode and every
concealed node is registered and the node wishing to
transmit transmits the user-data packet to the next node
without coordinating with concealed nodes in periodically-
occurring time slots with a relatively-lower average data

transmission volume being time slots with a higher probability

of a collision-free data transmission.



to the next node is evaluated as low, if a | ow average

data-transm ssion volune is identified between the next node and
every conceal ed node within the vicinity of the next node. 4. Mthod
for nmulti-hop data transm ssion according to any one of clainms 1 to
3, characterised in that tines with a | ow probability for a
collision-free data transm ssion to the next node are determ ned as
times with a | ow average data-transm ssion vol une between next nodes
and every conceal ed node identified within the vicinity of the next
node. 15 5. Method for nulti-hop data t4ansn ssion according to any
one of clains 1 to 4, characterised in that the packet size, the data
type and/or the service class of every user-data packet transmtted

bet ween the nextydafda 288 RMeLYLEONGSE! @Qamﬁesm?rydctﬁgfn@/vitfohi n the

vicinity of the next node are registered and statistically eval uated
in order to detefiiifelthe aver age data-transm ssion vol unme between
t he next node anghs»aekirisyl Mndurde conceal ed node identified in the

vicinity of the next node,. 6. thod for multi-hop data transm ssion
according to any %@rBEQE’r%i%g/g 1 §95; "Eh%ﬂ‘géfa@r‘iig‘?d CEANEHAAS 10PN t he

case of a high aweragendsat adideads NivaSiueted QlsUlBw, atf tai BBSIW th hi gh
aver age dat a-trans 'essi ncv%l uge and/or_wth a lgrqqtﬁ,nunber of
conceal ed nodes TUEREI P ePHCEAFR 1HESVIET HEDEHF-Fhd " nEYE node, the
node wi shing to ticdmimytofdher dexatreglevi a t he next node with the
conceal ed nodes disposed in the vicinity of the next node regarding

the data transm ssion to the next node. 7. Method for nulti-hop data
transm ssi én acciigtdiodgfon rildinh@ deltar ticiremisedon machating to

¢claim 2,

charactarised in that

the probability of a collision-free data transmission
to the next node is evaluated as low, if a low
average data-transmission volume is identified
between the next node and every concealed node within

the vicinity of the next node.

4, Method for multi-hop data transmission according to
any one of c¢laims 1 to 3,
- characterised in that
times with a2 low prokability for a collision-free
data transmission to the next node are determined as
times with a low average data-transmission volume
between next nodes and every concealed node

identified within the vicinity of the next node.



the co-ordination between the node wishing to transmt and the
conceal ed nodes disposed within the vicinity of the next node is
I npl emented via the RTS/ CTS net hod.

5

Method for multi-hop data transmission according to
any one of claims 1 to 4,

characterised in that

the packet size, the data type and/or the service
class of every user-data packet transmitted between
the next node and every concealed node identified
within the vicinity of the next node are registered
and statistically evaluated in order to determine the
average data-transmission volume between the next
nade and every individual concealed node identified

in the vicinity of the next node.

Method for multi-hop data transmission according to
any one of claims 1 to 5,

characterisaed in that,

in the case of a high average data-transmission
volume, at times with high average data-transmission
volume and/or with a large number of concealed ncdes
identified within the wvicinity of the next node, the
node wishing to transmii co-ordinates via the next
node with the concealed nodes disposed in the
vicinity of the next node regarding the data

transmission to the next node.

Method for multi-hop data transmis;icn according to
claim 6,

characterised in that
the co-ordination between the node wishing to
transmit and the concealed nodes disposed within the

vicinity of the next node is implemented via the
RTS/CTS method.



