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Client application registers with user management
node
(305)

v

User management node validates user
(310)

v

User management node requests entitlement token
from first layer node or second layer node
(315)

v

First layer node or second layer node returns
entitlement token to user management node
(320)

v

User management node communicates entitlement
token to client application
(325)

v

Client application requests registration with first
layer node or second layer node using entitlement
token
(330)

v

First layer node or second layer node registers
client application and stores device identifier
(335)

v

Session established with second layer node, and
second layer node returns session identifier to
client application
(340)

v

Client application submits internet protocol request
to first layer node with first IP address
(345)
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First layer node translates the first IP address into a
second IP address and routes internet protocol
request to second layer node
(350)

v

Second layer node performs privacy services on
internet protocol request and translates second IP
address into a third IP address
(355)

v

Second layer node interacts with web host or server
over the Internet
(360)

v

Second layer node encrypts data with client
application public key and associates with session
identifier and/or device identifier
(365)

v

Second layer node communicates encrypted data to
user management node
(370)

v

Client application requests encrypted data from
user management node
(375)

v

Client application decrypts encrypted data with
client application’s private key
(380)

FIGURE 3




