. DESCRI PTI ON DATA PROCESSI NG METHOD, | TS PROGRAM AND

| TS DEVI.CE 0 TECHNI CAL FI ELD The present -invention

rel ates to a data processing nethod for perform ng
predet er mi ned processing based on authentication
results, its program and its device. BACKGOUND ART .
10 There is a system wherEHREEHShti cating side
(aut henticating neans)  confirms the |egitimcy of an
aut henti cated side (neans to be authenticated), then
execut es processing authorized to the authenticated

'Si de:DAPA SRROCESSING A THADY, eXEBHROGRAM, AND ITS DEVICE
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aut henticating 15 side holds mutual authentication
key data for all authenticated sides and selects the
mutual authentication key data corresponding to an

“aut hent igrinNIG 23] daer® performthe nutual
aut henti cation for each authenticating. side. 20

Furt her, firoing the [egiti fgth i
urt her.rrdh it ARl BovERELeR, n&ietstnot Redrf§nprefgssing

aut henti cat ‘he mut u

aut tjicatin I de .specifies praqcessing authorized to

R G B 30 PresRatre npo B o og e based on
manggenent table etc. and executes the specified
pf‘ﬁg‘fﬁ%a%ni Fesie t8hoddSepEraraid asdyaikei dauice.

~system _however, the authenticated side nust hold the

mut ual BRGEKFERNPcARTon key data corresponding to al

aut henticating sides, so there is a problemthat the
There is a system where an authenticating side

-(authenticating means) confirms the legitimacy of an
authenticated éide.(means to be-authénticated), then
executes procéssing apthorized to the.authenticated side.

In such a systeﬁ, for example, the authenticating
side holds mutual authentication key daté for all
authenticated Sides and selects the mutual authentication
key data correspoﬁding to an authenticating side to
perform the mutual authentication for eacﬁrauthenticating.

- gide. |

Further, when confirming the legitimacy of the
authenticated side by the_ﬁﬁtual-authentication,_the

-éuthenticating side specifies processing authorized to
the aﬁthenticated side in advance based on a management

- table etec. and executes the specified processing.

In: the above-explained conventional sYstem, however,




managenent |oad of the mutual -authentication key data

is large. Further, in the above-expl ained

conventional system it is necessary to specify the
processi ng .authorized to -an authenticated side based
on a managenent . table separately fromthe nutual -
aut hentication, so there is 1Q the problemaaf a |arge

| oblee ff EhpRkraled S idmihdirld ﬁ}%.m{ﬁuaﬂhe
managenent table. DI SCLOSURE OF THE | NVENTI ON The
pragehentinafion ke datr i eermagrending frodlde a data
processi ng nmet hod enabling reduction of a 15 .

. pracessi iniged vady fiddme, st hehereats ry predrismbdat Hhe

aut henticating nmeans authenticates the nmeans to be
autbdieiydrmiai © di oddn &FF extes WineSudlr CoaSsdrig cutior ikzsd data is
the neans to be authenticated, its program and its
deMifge To attain the above object, the data

processing 20 nethod of a first aspect of the

| nvent igQk v 465 dhdl Ay dl Sa?;ﬂzﬁgio{agﬁg&}ﬂ%rfﬂ "Rstem,

by a means to ‘be authenticate I rst

aut henticati o dat A t by encr ' '

ol O R Y S AR I Rl T o ey e o
key data, conpr.isjin 5. a first step of havi.n e '
S S MR (TR S b TS R ARSI at a
designating the key data to the authenticating neans;

a SeRARFte F ™ HA\A My turd atthenfiicediiong wearfdere is

perform encryption using the key data designated by.

10 t Hehek ayraddssmy el 2ol ahaen Jasskifio) ppeparation, management,
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ete. of the management table.

DISCLOSURE OF THE INVENTION

The present invention'has.as its object to provide
a data processihg methdd enabling reduction of a
_processing load of tﬁe authenticating means wheﬁ the
authenticating meané authenticates the means to be
authenticated, then e#ecutes procéssing authorized to the
means to be authenticated, its program, and its device.

To attain the above object, the data proceésing
method of a first aspect of the‘invention provides a data
_procéssing method performed by a meaﬁs to be
authenticated for'ﬁolding first authentication use data .

.generated by endryption using key data and an

'.authenticating means for holding the key data, comprising

a first step of having the means to be authenticated




-5 the'first step to'genérafe second aut hentication use

data; a third step of having the nmeans to.be

aut henticated use the first authentication use data
for authentication and having the authenticating
means use the second aut henti cati on use data for

aut hent tion; 10 a a foyrth ste havi.ng.t he
RS K darame Lo e pesicha gt SR B gata to

"the. key data when the authenticatjon at the third

stidip deiihmnt g noh@eEnSst 2 [AGAE istaR oF heyidgt fhe
and the second authentication use data are the sane.
1Zdlhentdds tého pesats eendfform kaatyrdipmogedgianghe key
met hod of the first aspect of the invention is as

f ald tmsiesAlgrishted bystthet dey doaxamtticorbelata received at

~authenticated provides key designation data for
dagigmaliaty ey Gt ydnerdhe suddentEitdntd RdARS ude

Next, at the second step, the authenticating neans

p%ﬂt%r T8, QRGLYPLRL U ARG ke drlds designated by

Key deS|gnat|on data received at the first step

m;?»%%etr&%!afteﬁe %%’éh Al RgdiC %Ldtq%é‘ aut q:%?l u@%xglatﬁt for

e neans to entl cat ed uses

' the flr% thentlc %ﬁpn us dat a
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a AT SR &ﬁ’n S‘ﬁ’ é’ﬁt °Ca eﬁ‘&lr?@&r}é‘ udEENTs&§°
t he second aut henticatiaon use data for authenticatiqn.
NSRS SECAPRe FGHERREBEE Ot S Sa riién fofa PG St e ton/

executes processing related to the key data when the
- and a fourth step of having the authentlcatlng means

.execute processing related to the key data when the
authentication at the third step decides that the first
authentication use data and the second autheritication use
data are the same.
The mede of operation of the data processing method
of the first aspect of the invention is as follows.
At the first step, a means to be authenticated
provides key designation data for_designating key data to
the authenticating means.
Next, at the second step, the authenticating means
performs encryption using the key data designated by tne
- key designation data_received at the first step to
generate second authentication use data.
Next, at the third step, the ﬁeans to be

authenticated uses the first authentication use data for




5 authentication inthe third step judQés that the
. first authentication use data and the second.

aut hentication use data are the sane. A data

processing systemof a second aspect of the invention

provi des a data processing systemhaving a 10 neans to
be authenticated for holding first _authentication use

. dapkhgehiratianpy2BActpt PBRNGEFRGRAL)Y BERRSaHGS8nUSSS

- aut hent® R FAPIRESAEI AT TS FHB {hn2. S9hg™
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aut henti cating neans for holding the key d
whbeepacone ABEhsntaCcpELIRDt REARL PR

ata, . .
_ heefopr avirheatikegption.
desi gnation data designating the key.data to the 15
aut hent Neatj ngt nebasfouhth asitéent that 2ngherbhsating means
perforns encryption using the key data desi gnated by
t bRelk@yesdpsbgaatiag dalatedcebvetef kep tlheanwhes the
be authenticated to generate second authentication

usgtHah@icatiBa TBARBet @nReqaytBgnyiagbedtHsesthBefirst
first 20 authentication use data for authentication

'-aggthgﬁtiéﬂtﬁgﬂttgét.Qﬁan?ﬁastHéeéeEBﬁdsﬁﬁeﬂgntication use

authentication use ata

or aut hentication, and the

ayt henti cating ns executes the processing rel ated

tgagﬁeaﬁgykhgtggﬁﬁén the authentication decides that

the. first authentication use 25 data and the second
éro%%p%? of the

operation of the data processing system of the second

aspEentaent REOVAJEHt RFoA2Fe BEOFBEFLRE. SEPEER, hepine 2

means to be authenticated provides key designation

dmeandespghat fnghReyicahed fortheldingt héActcating

nmeans. :

authentication use data generated by encryption using key

data and an authenticating means for holding the key data,
wherein the means to be authenticated provides key
designation data designating the key data to the

-

authenticating means, the authenticating means performs

_encryption using the key data designated by the key

designation data received from the means to be
~authenticated to generate second-authentication use data, .
the means to be authenticated uses the first
authentication use'data for authentication and thé
.authenticating means uses the second authentication use
data for aﬁthentication, aﬁd the authenticating means
executes the prodessing related to the key data when the
authentication decidesrthat the first authentication use

.data_and_the_second:authentication use data are the same.




hbkt, t he authehticating means perforns encryptiOn
using the key data designated by the key designation

data received at the first step to generate second
authentication use data. 10 Next, the neans to be

aut henti cat ed uses the first authentication use dat a

for auth nticatio and h nti.c t|n neans uses '
~the secd ﬁﬁ%ﬁ HE’ERFFG 18§e 553 fgka pY ccessing System

aut henti cati on. Next, the authentlcatln nmeans

- exdc thes sarond aspestesdi e eRYEadFioR tlﬁe e OddOH'S -

when the authentication decides that the first
authentEbastontbsemedaSatanbethetbeo@ndaéedhpnpwedPSoheY
use data are the sane. A data processing nethod of a

t higsd Aepden afatzhelesiignweennigoayr aatdetoa tihat a
processi ng nethod where an 20 authenticating means
hehdins Hi'-edatRy Ma2ed key data perforns authentication
together wi-th a neans to be -authenticated hol ding

first aﬁ%&%nt ipat h%hgﬁeleatﬁnggﬁeehat F,@r%reec EYBEBRion

using t kéy data, conprising a first step of

. %%‘i' % %rek G4 Aesi anatice Q%%a Eg{l ttﬁ%n gegga eg&bmta%% data

romthe neans

'-second step of us;g% key data desi gnat ed by the
eE& £
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k&PFeSigh &t dird CaPPRES T PSE8ep for

encr ption tq generate second authentlcatlon_use
heptigatd ot §Sfak&i-ng the second 5

authentlcatlon use data generated at the second step

for -aliemént thet MeANRi ER PReanEBABLigafed uses the first

aut henti cat ed usi ng
-authentication use data for authentication, and the

authenticating means uses the second authentiqation use
_data for authentication.

Next, the authenticating means executes the
processing related to the key data when the
authentication decides that the first authentication use
'data and the second authentication use data are the same.

A data processing method of a third aspect ef the

einventien provides a data processing method where aﬁ

~authenticating meaﬁs holding predetermined key data .

- performs authentication together with a means to be’

authenticated holding first authentication use data
'generated by encryption using the key data; comprising a
first step of receiving key designation-déta for

~designating the key data from the means.to be




the first authentication use data for-authenticatibn{
and . a fourth step of executing processing related to

‘the key data when the authentication at the third

step decides 10 that the first authentication use data

“and the second authentication use data are the sane..

A ocess) n system of a faourth aspect _of th
e e DEeRE, Bt o0 e ry Rh Ry, data

authentlcatlon mnth a neans to be aut henti cated
helegigpatsd ibys they kieyn Gesdanat iode ‘@dPa reerévecded thfhe.

encryption wusing predeterm ned key data and hol di ng

-t Hé dedy stratra forc emeniypitigrarkd genetriang mesendf or
“inputting key designation data for designating the
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K @y tihairdt ifdatiicnh @ sedans ;t a hiad keep oft @dinan the second
aut henti cating neans for 20 using the key data

desitgRAQG M onh @ e iadas janalraeRqdala the @egbved st¥p for
the inputting means for encryption‘to generate second

Ayt e G A QR AUSE tiakR AR NS RY bhe au%ﬁe%qcateﬁl using

aut hentication use data for authentication with t

£l f&%g%t AN LAYBY. HaLnOe ol rght'ﬁantlga'tm, and

ent i‘'on use ata for a |ca

cont nean for executing processi | at e
{ Rl ToRE P ERP Wan STREV LA e F?FP%&FF&H%%#%&‘“—S % tne key
authentlcatlng neans deci des that the firs

A GfentTeR DR ABEDEREACRIAON RS SBEoRATAL: ﬁéﬁPu gsrigrs
use data are the sanme. 5 A programof a fifth aspect
ofthefte they EATisénaushenitdes taopr vgeadrts Badekbeusegopst

a data processing systemfor authentication MAth a

‘meartrdentilpation use data are the same.

A data processing system of a fourth aspect of the
invention provides a data processing system for
authentication with a means to be authenticated holding

first authentication use data generated by encryption

| using predetermined key data and holding the key data,

comprising an inputting means for inputting key
designation data for designating the key data from the
ﬁéans to be authenticated; an authenticating means.for
using the key data designated by the key designation data

received by the inputting means for encryption to

generate second authentication use data and using the

- second authentication use data for authentication with

the means to be authenticated using the first

authentication use data for authentication; and a




“authenti cated hol ding first authentication use data

generated by encryption using predeternined key data

~and 10 hol ding the predeternmned key data, conprising
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a first. routine of receiving key designation data
for. designating the key data fromthe nmeans to be
aut henticated; a second routine of encréptlg%ﬂu in to the

't HPKEP T RS Hh B B HHE L BF WES :
received by the first routine to 15. generate second

avieieratentihan (dhe dartdendt g Hien st | ayitheqtigaiiag

second aut hentication use data generated by .the

sauEane: rdadides ftdra tadthee i et izatheinti dalid ome aise @ tse and

aut henticated using the first authentication use data
f ofthadeiid caiihntianctisord algd Riateutirke thike exaeuti ng
20 processing related to the key data when the

aut hent ixC iric@iabd) deha gt Leweote ofeehdesniBatibhe

.first authentication use data and the second

a oﬁéﬁgﬁm%ﬁ %}éél‘;ﬁt%@'r%y A ﬁ%ttéz grocessing

p a sixth aspect of the-

reans to I cate

LI B Qs A LA, PrAceesl ATl had, per f or med

when an authenti cating

P Ha St e o A TSR G AE ™ FEL cate

aut hentication use data for encryption to generate :
s STIRF R Rch &t ISESvB Lede Ui ndapx ededesmipedskgyngata and
aut hentication use data for authentication with the
méwrgling Féeapriecsttiermiogd &ey dedef ocepPrgisdagspngirst
related to the key data conditional on the .
awdharitriec aifi oecednfingnkey idestignadifon siata for designating
the key data from the means to be authenticated; a second
routine of encryption using the key data designated by
the key designation data received by the first routine to
generate second authentication use data; a third routine
of using the second authentication use data generated by
the second routine for authentication with the means to
be authenticated using the first authentication use data
for authentication; and a fourth routine of executing
processing related to the key data when the
authentication in the third routine decides that the
first authentication use data and the second:
 authentication use data are the same.

A data processing method of a sixth aspect of the

invention provides a data processing metho_d performed by
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aut hentication use data and the second authentication
use 10 data are. the same, conprising a first step of -
providing key designation data for designating the-

~ key data used when generating first authentication
‘use data based on the predeternined generation met hod
to the authentlcat

second s ng
t Fe MEANS; - LU O AN 6ﬁa %duggeaaﬁa FB?L t2cat 1ng means.
aut hentication wth the authenticating nmeans; and a
t Modglisgepeot dadri HEeehkeaudaEat PestBRgtefeARSMpERrOMARNS
processing related to the key data based on the
r esultes agfthelndigattkdntivd dingn the fhestesuhtlestepation use
data processing system of a seventh aspect of the 20
I el iforr phevriveeion dat gecpewaesesksagosyishanhéntiizaggion use
nmeans to be authenticated when an aut henticating neans

hela#izng ey dakaseesndkavtfiahaidasignahed frem Ebe
means to be authenticated holding the first

aut gl %Etﬁéhtggnu§§thd%hé RQEnEnEBYBE'QGtBQnQEBQEéHe and

secon thentication use 25 data, uses the second
a a t t

TP A e oL RS Epl Tt 8000y U BE0L LEY b2Pa Meblial ffonal.

relat d to,the _key, data conditiona
 eBEPGRELGREL PR ﬁan?ml?ﬂek‘-}“??s?ﬁe first

authentlgatlon use data and the second authentication
usdthengicatire vAe dake, 2REnpPesFRGoRds prEbentaRatigp use
providing key designation data for designating the

keptdapgeushe samen gemprasing fi firshushent pEapreniding
use data based on the predetern ned generation .nmethod

't gevhdesdphettipoatdahg foeadesignatingdtheaksyfdatasiagd
‘the first authentication

when generating first authentication use data based on
the predetermined generatinn method to the authenticating
meansg; a second step of using the first authentication
" use data for authentication with the authenticating
-neans; and a third step of making.the authenticating
means perform processing related to the key data based on
the results of the authentication at the second stép.
iA.data processing system of a seventh aspect of the

invention provides a data.processing syétem forming a-

means to be authenticated when an authenticating means

" holding key data uses key data designated from the means

to be authenticated holding the first authentication use
data for encryption to generate second authentication use

data, uses the second authentication use data for




10 uSe data for authentication_mith t he authenticafing

means; and a third neans for nmaking the authenticating

-means perform processing related to the key data based

on the results of the authentication of the.

- second. neans. A program of an eighth aspect of the

'-1tﬂg¥h ﬁ¥%§atya§ ta&%.E%epkgghge%an%rgg%ﬁghkgcg%ed and

- execu
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processi ng sys ormng a means

PRI LM O

" neans to be aut henticated holdlng the first

afthdie eatihentise tdana ooafiendngpthah s0e Sigsfter at e
second aut hentication use data, uses the second
aEtaentdsritdrrussed dedar endatrbkesecoati snthienkicakéon use
nmeans to be authenticated, and perforns processing

I elagiae chrieo thiee sheang ,dabvapedsdinti endliret tmkens for providing

~authentication confirmng that the first

AL a6 Fnia@ oS eladdl ForNdekhgndtingCehe key data used
aut hentication use data are the sane, conhprising a

f fiin rg%fér%ecﬁfg B Quitd 'aﬁ@khﬁﬁ!tl@ﬁ%h.gﬁahls@n gdabaphekd on
designating the key data used when generating first

CURPT R RR (e cRess BBER BLEUELELIMEH i cating

gener 0

oEE%va% SRR BREP At Cin (DA ERE RUFREnCPEAPPRGoation

enti ca
o e en PG SHEBRE I EREAPR “hoc B8 R CPEP&i6atLns

t he key data based on the results -of the
afReRest| @8t en thi rohBeabgoh@rnPakingl sharppLhenticating

DESCRI PTI ON OF THE. DRAW NGS
means perform processing related to the key data based on

the results of the authentication of the second means.
A program of an eighth aspect of the invention,
there is.provided a ptdgram to be executed by a data
 processing system forming a means to be authenticated
:when an authenticating means holding key data uses key
data designated from the means to be authenticated
holding the first éuthentication use data for encryption
to gerierate . second authentication use data, uses the
éecond authentication use data for-autﬁentiéatidn~with
the means to be authenticéted, and'performs processing
related to the key data conditionai on the authentication
confitming that the first éuthentication use datavand the

second authentication use data are the same, comprising a
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FIG 1is a vi ew of the overall configurat ion of a
conmuni cat i on :system of an enbodi ment of the present

~invention. FIG 2 is a functional block diagramof a
15 managenent device shown in FIG 1. FIG 3 is a flow

chart for explaining an outline of the processing

L%%%E%?r%%%?%&ﬁ%% b o%ggiggrﬁgigﬁggi ﬁékggn aggﬁﬂféPin

VI ew al nrn car use

.20 pr.ocessi ng relgti ng to an AP edit tool

nd X
neifEERBNE NGt SbE SRYwAACR BFES yhep) gengraging first
functional block diagramof an IC card shown in FILG
1authentdcpsignyusw FatackprafinPhgthat Rredstesmined
25 menory shown in FIG 5. 10 FIG 7 is a view for
exeheairaitignt metdoktt war éheoafithensticetiot megpll nddapeond
shown in FIG 1. FIG 8 is a view for explaining the
habdtahe e@niisjuwgatthenfatsthauSAbhmeaakécshose dat&l Gor
1 and a 5 nenory area of ‘an external nmenmory 7. FIG 9

| SR hen@Wcher BXplidhnitAd a0tABnRREBLYng! fdanshowAdi 8 third
FIG B. FIG 10 is a view for explaining application

fggg%g#ed@Eama§9§6l@heliukﬁeﬁtibﬁﬁ&ﬁerm@éﬁ%abakﬂgrhhe
processing related to the key data based on the results
Qf_the authentication of the second means.

'BRIEF DESCRIPTION OF THE DRAWINGS

: FIG..l is a view of the overall configuration of a
'cémmunication system of an embodiment of the present
~invention.

FIG. 2 is a functional block diagram of a

management device shown in FIG. 1.

FIG. 3 is a flow chart for explaining an outline of

~ the processing routine performed by the management device

shown in FIG. 2.

| FIG. 4 is a view for explaining a card used in
processing relating to an AP edit tool and management
tool sﬁown in FIG. 2.

'FIG. 5 is a functional block diagram of an IC card

shown in FIG. 1.

FIG. 6 is a.view for explaining data stored in a

memory shown in FIG. 5.

10




application el ement data APE. FIG 12 is a flow chart
for explaining preparation . routines of an owner card
and a user card. FIG 13 is a view for explaining

“putual 15 authentication key data. FIG 1.4 is a view

for explaining a nutual -authentication code. FIG 15A

between™tho furGar SaPHoRCrcarPoR RapPacrs Soptaths” ©

. servi ce. FIG 16 is a_view faqr explaini nglg thod for
"V
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g &R tdpm 9dt B SREY Mesiud e shewny 30y rew f or
expl aini ng anot her nethod of generation of synthetic
key dat FIG258FES, 218ipy fovi ewpflainérgl 5hai hgrdnare
hi-erarchy of 11 encryption of synthetic key data. FIG
1 @ons igruwriati oho o fe tlea iSAM qrosiv lex shplve ah FAE. 1 and a

features of synthetic key data. FIG 20 is a view for

eXRidiry RG<aN ofXaiPlextelrnal meg®ref 7use of the nutua
authentication key data. FIG 21 is a flow chart for
eXp|a'nTﬁ@.”§t§§!aaUﬁQﬁnkbﬁabk?mabﬁiﬂ@eﬁnaAﬁA&bmory area
managenent function portion of the nanagenent device

she) iriF' 18andthe SAMunit. '"FIG 22 is a fl ow
'c%a_rt 5‘orn

explai ning mutual 10 authentication between
a SAM ”@9%9e55”5sf%”%EE%”fBQrEkgﬂaining application

 element data.

FIG. 11 is a view for explaining the type of
-épplication element data APE,

FIG. 12 is.a_flow chart for explaining preparation
routines of an owner card and a user card,

FIG. 13 is a view for explaining mutual
authentication key dafa.

FIG. 14 is a view for explaining a mutual
authentication code.

'FIG. 15A and FIG.15B are views for explaining the
relationship betﬁeen the-mutual authentication key data
_and service.

FIG. 16 is a view for explaining a method for:
generating éynthetic key data. |

.FiG. 17 is.a view for explaining another method of
generation of synthetic key data. -

FIG. 18 is a view for explaining the hierarchy of

11




of the managenent device shown in FIG 1 and the SAM
unit continuing fromFI G 21. FIG 23 is.a flow chart
for explaining the processing of the SAMunit. 15
FIG 24 is a view for explaining a screen used for

i ssuing various types of cards relating to the

: ! t _ device l.ai ned [ FIG 2 dAFIG_
TSR Gen, SR SRR 3R Ao B coreen for

preparation of an owner card. 20 FIG 26 is a vigm;f r
?eaf the

‘expl-ai nFRG-allatd Pelue¥t foXcpERA21RIREI 37 fXALP

for explaining a screen for preparation of a user

- c&edrtukes, of8svgthekiewkenr dekpl-ai ni ng a screen for

25 preparation of an AP encryption card. 12 FIG 29 is
a vi ew FoG.e2pl asnangiawstpeeaxpdainpngpana¢xampbé af a
transport card. FIG .30 is a view for explaining a SAM
MeRAGE BN useS eFeehe MuGuallaushantiewtion kepl dagkng a
screen show ng an exanple of display content of a SAM

tree argggshownikna FiGyw 3fark! or3dxpsadnih@Wnhehal
explaining icons displayed in the SAMtree area shown

. igu%hgpt§gat1gangEWééni§ 32V fWnEQEmeRXPEGhREDENARSAM on
nét wor
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of the management.device shown in FIG. 1 and the SAM unit.

'FIG. 22 is a flow chart for explaining mutual
‘authentication between a SAM management function portion
of the management device shown in FIG. 1 and the SAM.unit
continuing from FIG. 21.

| FIG. 23 is a flow chart for explaining the

:processing of the SAM unit.

FIG. 24 is a view for explaining a screen ﬁsed for
issuing.various types of cards relating to the management
device explained.by using FIG. 2 and FIG. 4.

FIG. 25 is a view for explaining a_screeh for

- preparation of an owner card.

20

25

' FIG. 26 is a view fo: explaining a card request
screen.
FIG., 27 is a view for explaining a screen for
preparation of a user card.
| FIG. 28 is a view for explaining a screen fof_

preparation of an AP engryption card.

12




screen. FIG 34 is a .vi' ew f'or expl ai ni ng a group..
.screen. FIG 35 is a view for explaining a SAM

screen. FIG 36 is a view for explaining an AP nenory -
area 15 screen. FIG 37 is a view for explaining an
APE type screen. FIG 38 is a view for explaining an

L s 200y L 338, i LR AR el o

10

20

25

command _ ) T's _

designated.. 20 FIG 40 is _a view for explaining a
cREEPRRBFLOR °fr BupTRRSBRKE F&TYfrepared on the SAM
managenent screen shown in FIG 30. FIG 41. is a

“vi ew f oFI@xpBQi b¢ ngy erenFfarnexylaieine i t M gprRagement

25 FIG 42 is-a view for explaining a screen for 13
addregna package of the application elenent data APE
FIG 43 is a view for: explaining a screen for

“preparinget hel appl 4 cad 4wnf et eaepl ailat ig APEscieé&h dHowsng
‘a. viewfor explaining a screen for 5 adding a version

Ofnt BRaAPPLI 62t 498peheMBBh tdAtacAPE. sall Ered5atk&adshown in
view for explaining an AP nenory area editor screen :

a r ggseries of processing. BEST MODE FOR WORKI NG
TEEE W3R

NTI'ON Hereinafter, an explanation will be

gi ven of ;10,1 ef ef rod, enpOdi IEOE S; by g f 584 NG L0148 1n

dr aw ngs.

- . the 8SAM tree area shown in FIG, 30.

FIG. 33 is a view fér.explaining a SAM network.
screen.
FIG.734 is a view for explaining a group screen.
FIG; 35 is a view for explaining a SAM screen.
FIG. 36 is a view for explaining an AP memory.area
sbreen.
| FIG. 37 is a view for explaining an.APE.typé screen.
FIG, 3B is a view for explaining an instance screen.
-. FIG. 39 is a_screen where a SAM command of a menu
bar shown in FIG. 30 is designated.
fIG. 40 is a view for explaining a case wherg a
group cf_SAMs ié preparedron the-SAM management screen
shown in FIG. 30.
FIG. 41 is a view for explaining an AP memory_area.
editor screén.

FIG. 42 is a view for explaining a screen for

13




"FIG ‘1is a viewof the overall configuration of a

communi cation system 1 of the present enbodinent. As

shown'in FIG 1, the comunication system1l uses a

10

15

90

25

server apparatus 2 disposed in a store etc., an IC
card 15 3, a card reader/witer 4, a persona

5, ASP | i cat i ' ovi d
SR plikdSd o F B radlel e R RonreE

units 9a,  9b, ..., a  managenent device 20, and a

nobi | e @gﬁhuﬁﬁc&§i&nva@Vi%€r'$f 2G93 Fresn fPE
modul e 42 to communi cate via the. 20 Internet10 and
p&HeRaninc ddssiarp st ien sdeamentesiesa @fEng the 1C
card 3 or the nobile communication device 41. In the
conmuni F3G.0d4syst enviewt fernerpdenping desiccee?0 femd

the SAM units 9a and 9b performthe processing

I elcatingg o veisietbed ity gpplhiespdedl kY drerithelat2D APE.
present invention. 14 Nanely, the managenent device 20
performprg.pusCesSangiker rossukplacardy chonrexanBke, area

“owner cards and user cards explained later) having

biyidited ST en( HHQE &l @3 GilsClst g/&_»%fcets%qn@r.esent |

i nvention) used for 5 naking the M units 9a and 9b

)
f ed ined ' i.zed b
Panager TEpa- HRBETBR] HoRKIRESTHRITRYEIAZLRCS DY & o
for. mutual .authentication.to

h to b
bt hent FEREARS TRG Y neD. SORbERRFAGBNERL L 1BE Gaven oFf

perfornms nutual _ 10 authentication between the issued
chrefegzed @prﬁéments-by referring to the drawings.

“-FIGF 1 is a view of the overall configuratioﬁ of a
communication system 1 of the'bresent embodiment.
As shown-in.FIG. 1, the comﬁunication system 1 uses
& server apparatus 2 disposed in a store etc., an IC card
3, a card reader/writer 4, a personal computer:S, an ASP
(application service provider) server apparatus119, SAM

(secure application module) units %a, 9b,..., a

- management device 20, and a mobile communication device

41 having a built-in IC module 42 to communicéte via the
VInternet 10 and perform processing éuch as Settieménts_
using the IC card 3 or’fﬁe mobile communication.device 41.
.-In the_communicétion system 1, the manégement |
device_2b and the SAM units %a and 9 perform the
_proceésing’relating'to_aﬁ embodiment coriespohdingﬁto_the

present invention.

14
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.nanager and the user and the SAM units 9a and 9b and

makes the SAM units 9a and 9b performthe authorized
predeternined processing. In this case, the managenent
device 20 becones the. 15 nmeans to be authenticated

of the'present i nvention, and. the SAMunits 9a and

9b bec hentlcatln Neans. .. 0 th nt
inventi o%m ¥G% ke %rﬁc onaYl%'T:’ : %\%?%?ngof the
managenent device 20 20 As sh I'n FIG&
R ageRE ro B er s g0t naccaral Lo BrPethiap atifer  gords
51, a managenent tool 52, a card reader/witer 53, a
daBgl u§es4cands| pRPEEinaddlakerbpbadi RgnbYk E-56. ICs

Her e, the managenent device 20 corresponds to the 25
déintpgoeeedi nyrdevisecHf thaepreghnh aspestior) theedsSfor
i nvention,- the I/F 55 corresponds to the first neans
ohakifhi€e phessAM unyest $anandantbapSAELMRNAgetehérmined
function .portion 57 corresponds to the second means
aﬁﬂo&@EsngfQutHB§ﬂ§e@fb$rh§ RARSEEEL bB¥eNbheNte. ThesAPit
edit tool 51 and the managenent tool 52 nay be

rﬁf&bzagsbaa£aergaa§r@a09§§smaeuéysaﬁﬁmsﬁggaétfanato the
progran1(correspond|ng to the program of -the ninth

2 §§§§ go Egeah@¥8$£%§ gnd may be realized by an

Fronirc  clrcul Tnar e). 1.0 The managenent

t ool 52E‘urt Gfsrq,r el%(almalmagement device 20 performs mutual

authentication between the issued cards used by the
ﬁanager and the usef_énd the SAM units 9a and 9 and
makes the SAM units 9a and 9b perform the authérized
:predetermined proceésing. |

In this case, the management devicé 20 becomes the.
means to be aﬁthenticated-of ﬁhe p?esent inventicon, and.
the SAM units 9a and 9b become the authenticating means
of the preseﬁt invention.

FIG. 2 is a functional block diagram of thé
managemeht device 20. |

As shown'iﬁ'FIG. 2, thé management device 20 has
for_example'an AP edit too1 51, a management tool 52, a

'card reader/writer 53, a display 54, an I/F 55, and an

"~ operation unit 56.

 Here, the management device 20 dorresponds to the

data processing device of the'eighth aspect of the

15
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"nanagenent function portlon 57 and a card managenent
function portion 58. The card reader/witer 53
‘transfers data by a noncontact method or a contact;

method wth I Cs of various 15 cards shown bel ow. The
display 54 is used for displaying a card issuance

s¢reen.and an I{}Eﬂg emsnt SCr e

5

PRSP kBT R B AT RCT et s hrRe G528y FREnS of
noncont act nethod or. the contact nethod. 20 TE

opSEaEETeR £ BB g e@PFor PABUTPPRGETFRS FHBEESRT
or data to -the AP edit tool 51 and the nmanagenent.
t oirtBen B7Geoz respantisoloc et seernexpranai ajdakhe third
outline of the processing routine perforned by the
meesageTedt tievipcesedd 20ved&isStep ST1: The nmanagenent
devi ce 20 prepares an owner card 72. in which

_predetermhaedpdaﬁﬁtlsoslosrdaudlﬂgeamﬂ@é@mméntcamdl7ﬂz_may

set in the card reader/witer 53 by the card 5
MpRAGRARALLHUBG! e Bathl pRoesisA ngeERereR bﬁecutlng a
operation of the manager. Further, it prepares a user

cah r%gz%npwcg%%b%%ohggnawﬁgrtﬁ@r rz%ramag?lﬁhethﬁnth aspect

nana enent device 20 encrypts t devi ce key data
ne n h 1
hehtlggfﬁgglﬁe§ %ﬁg %?&e§eggﬁgaéfed gyp?gsg%?Ctrénlc

qlrcult'(hardware).

The management tool 52 has for example a SAM

- management function portion 57 and a card management

fundtioﬁ portion 58.
| The card reader/writer 53 transfers data by a
' nonconfact method or a contact methed with ICs of various
-Cards shown below. |

.The.displaY'54 is used for displayihg a card
_issuancé‘screen and an AP management screen.

'The I/F 55 transfers data with the SAM units 9a and

9b.by the noncontact meﬁhod'or the contaqt method.

The operafiqn unit 56 is used for inputting
'instfuctions cr data to the AP edit tool 51 and the
:management tool 52.

FIG. 3 is a flow chart for explaining an outline of

the processihg rdutine perfofmed by the management devica

20,

16
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20

invention) related to the processing authorized to the -

“means to be authenticated using the owner .card 72 and

the wuser card 73 anobng processings relating to the

SAM units 9a and 9b (authenticating neans of the
present invention) .15 by a predeterm ned. encryption.-
nmet hod g%redgg rnined generation nethod of the present
|nvent|on denerates the synthetic key data (first
aut hentjcation use dat thg present |nvent|on%

meki ng THE HREAIFTEH haﬁf’ilsﬁ_t BnPTREFTRS A" haPReF poard 72
restore. 20 Then, the managenment device 20 wites the
géReriich pPyedelerménrey dairaigngteredkesingspgAatrBat
data designating the nmutual authentication key data

useddf G1 seheigenbeatihod okathe/yynthot F8 kyytHat gard

into the ICs (integrated circuits of the present

i meenbieashtofuhbeidh pomelonabd 12 aadpbhecuser opardtion

73. 17 Further, in the sanme way, the managenent device

2QfphepamesatBe .t Fapspakt, car 8répasBd thesdP card 73 by
encryption card 75. Step ST2: Wiere the user of the _

OWQQBgC%EQ ggngg Lhegquger card:73 makes the SAM units
9a. and 9b performthe processing the authorlty of

whi ch “ﬁ§m8i¥e”tﬁ8 ﬁggagégﬁntvasvias e P§§£sd€ﬂéce

20 by using these car user ard
ARV EPCho¥rE=Fy SHBARGRAT: o iR BYobored Che muthal
authentlcation key data (key data of the present
 invention) related to the processing authoriiéd to the
means to be authenticated ﬁsing the owner card 72 and the
user card 73 among processings relating to the SAM units
:9a and 8b (authenticating means of the present invention)
by a predetermined encryption method (predetermined
generaﬁion ﬁethod'of the present invention) and génerates
the synthetic key data (first authenticatioﬁ use data of

- the present invention) making the mutual authéntication

' key data-hérd to'restore.

- Then, the management device 20 writes the generated

sYnthetic key data and the key designation data

- designating the mutual authentication key data used for

95

the generation of the synthetic key data into the ICs

(integrated circuits of the present invention) of the

- owner card 72 and the user card 73.

17
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;encrypt
(BeebRg=S"she E?%a%‘??s ?15‘%% 18 W B WRetpPiudon cara

~invention). .Step ST4: The SAM managenent function

in the IC of t he owner card 72 or the user card 73.

The SAM management function portion 57 of the

managenent device 20 outputs the read key desi gnation

data to the SAMunits 9a and 9b. 15 Step ‘ST3: The SAM

~units 9a and 9b use the nutual authentication key

dat a. e,gtf}gg%{éedlltg ;g%; adidlént Wevice éo

vite K a pre eterntned

pdPtion 57 uses the synthetic key data read out from

‘the card 72 or the card 73 for authentication, while

t he SAMtePt8T®a and 9b use 25 the generated synthetic
key data for authentication. 18 Step STS: Wen the

-aut hent Weaté obhdegseesof helte tdwenSAMambnéyerenthe user

function portion 57 and the SAM units 9a and 9b hold
t bargane sykbbethe kAM daifs SheaSAMBbINbésfOematie5 9b
execute processing related to one or nore.nutua

aHEB%EEbEﬁI;' eﬂeksﬁtﬂat»@tyseﬂ #Rf cenes agivgnt 88 the user
synthetic data in response to an instruction from

tt}ﬁﬁatﬁaaasﬂs%ggﬁw £y 280 Eb%}é%éf»n& Vh&Yef8irds, the

explai'ning ca use in the processing relating

' tgsggem esdtﬂet8ng5%e§83r}9§1ter 53 of the management

device 20 read and fetch the key designation data stored
in the IC of the owner card 72 or the user card 73.

The SAM management functien porticn 57 of the
management device 20 outputs the read key designation
data to the SAM units 9a and 9b.

.Step-ST3:

The SAM units 9a and 9b use the mutual
authentidation key data designated by the key designatioh
dat; to encrypt the device.key.data by a predetermined |
encryption'method end generate synthetic key data_{sedond
authentication.uSe data of‘ﬁhe present_inventien).

Step ST4: |

The SAM management function portion 57 uses the
syntheﬁic key data fead out from the card 72 or the cafd'
73 for authenticatien,_while fhe,SAM units 9a and %b use

the generated synthetic key data for authentication. -

18




managenent tool 52 shown in FIG 2. As shown in FlG
4, when-using the management tool .= 52 of the
management device 20 to access the SAMunits 9a "and.
9b, the. owner card 72 and the user card 73 are used.
15 Further, when providing an AP package file
generatgg ?ys& e AP edit tool 51 to the nanagenent

t ool P package file is encrypted using the

ancrypt FBRRcERE PEERRERERSEi ol arBincrnoR G o0 il

. user prepares the 20 ap Ilcatlon el epent _data A

cBAPPGERRRG ﬁﬁéc§5spueartbﬂn pr oBRénthe ﬁﬁMtH%lE%NPa and

‘nmodul e 8 by using the AP edit tool 51. Then, the AP

e@bt hoddl the prepasysthatip parkdgéa,fithe Sh@luaihg 9a and
one or nore application el enent data APE, 25 encrypts
t Bbs elgcustengrokesenogypelahedeyodatha stomedei mutdathe

‘AP encryption card 75, and provides this to the

mapagenRentateeh kdy daeanapagesesnt gkAekabZngethar sgnthetic
mut-ual authentication with the SAM units 9a and 9b as '

‘explained iR rabpuasandoWsh! essthaciPonackagethtl e
received fron1the AP edit tool 51 to the AP nenory

.'-?%S?%geﬁek@e Lunbhs 9a and 9b. aut hori zed rel ating

10

15

20
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nutua aUthenti cation key data used for the
Lo PR TOLE ey AR IBRBERR yfed G ne
S%%%EE%Slgg Eg a ?%8 o the AP edit tool 51 and the
management tool 52 shown in FIG. 2.
| As shown in FIG. 4, wﬁen using the management tool
52 of the management device 20 to access the SAM units 9a
~and 9b, the owner card 72.and the user card 73 are used.
.Furthér, when providing an AP packaée file
géneratéd by the AP edit tool 51 to the maﬁagement tool
52, fhe AP package file ié encrypted using the_encryptioﬁ
key data stéred in the IC of the AP encfyption card 75.
| Namely, as shown in FIG. 4, the user prepares the
 app1ication element data APE configuring the application
program AP in the SAM module 8 by using the.AP edit tool
51. |
 :Then, the AP edit tool 51 prepares an AP packagé
file iﬁéluding'one or more application'elément data APE,

~encrypts this by using the eﬁcryption key data stored in

19




held by the SAMunits 9a and 9b, transferring the same
“to another apparatus, and storing the sane. [IC Card

3 ‘and- Mbbi | e Communi cation Device 41] FIG 5is a
functional bl ock diagramof the I1C card 15 As shown.in

FIG 5, the ICcard 3 has an IC (integrated cirecuit)

ul a provi,ded w_th nor. CPU,_ 51, . The
T BB LRLRLAR Wl TR (30l 3RV Rt eI
551 used b servi_ce business 151 such as a ..credit

%ﬁﬁﬁ%ﬁ&q: ry area 552 used by a service
bu3|ness 152, and a nenorg area 553 used by a service
busi nesFhesFanAGErREL, tOR FEnbeyfogmst Bugdalhe key
data used for 25 deciding the access right to

"'tmaﬁhanﬁ%paﬂmamfﬂith tihiee S22y wgdtt® PsedntoPbdesi ékpdained

the access right to the nenory area 55 2, and the key -
daiftewes ethd orrideci dibeg Arh@aakeess £iliegrecet viele firemo Ithe AP
area 553. The key data is used for the nutual :

‘_au%fﬁﬁﬂﬂdaﬂl5¥Lt&|Ehe€@@ii@hk&@’%&@asdﬁﬁrtﬂblgﬂM uﬁ&%s 9a

of the data. Further, the nmenory 50 stores

o %%rei i %@Iﬂm&@da reqt-,lttl% LG ¢Rkd ARt Qﬁtﬂéﬁ'i:lefatlon

10

15
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't e |Ccard 3. The nobile connunlcatlon devi ce 41 has

W %*%s%ass?? o S A o R N

mobi e ghone  netyaric and e Lt gragt 10,809 20,1 C

nmodul e

extracting data relating to the security of key data etc.
_held by the SAM units 9a and.9b, transferring the same to
aﬁother apparatus; and storing the same .

[IC Card 3 and Mobile Commﬁnication Device 41]

FIG. 5 is a functional block diagram of the IC card

As shown in FIG. 5, the iC card 3 has an IC
(integrated circuit) module 3a provided with a.memory'SO
~and a CPU 51. |
| The memory 50 has, as shown in FIG. 6, a memory
area 55_1 used by a service.business 15 1 sﬁchgas é
~credit card company, a memory area 55_2 used by a.service
business 15 2, and a memory area 55_3 used by a service
business 15_3.
Further, the memory 50 étores the key.data uséd for

.déciding the access right to the memory area 55_;; the -

- 20
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.transfer data with the connunlcatlon proceSS|ng unit-
43 and communicates with - the SAMunit 9a from-an

antenna via the Internet. 15 The I C nodule 42 hasuthé'

same  functions as those of the IC nodule 3a. of the

IC card expl ai ned above except for the point of

LAY 551 RS gBI FESROANE CLA PR éS?%aﬁﬁ%gsﬁ%ngem |

“that the proceSS|ng usi ng the no tion
d@Hege 55129 568 FPea gt G, HEoGareT agCaa hgEhe SBcess

processing using the IC card 3, whil e. the processi ng
ugightt ke tBenpempay4ares 8ArAi-edhsukevndake sanesadyfor

.as the processing using the I C nodul e 3a. Therefore,

|mh@hmuthaulawmhgnexphamanuomhethBprptegslagduéengyptlon,
the ICcard 3 25 and.the IC nodule. 3a wll- be
exatiml ioffi etle A2tBel ow, -an expl anation will be given of

.the SAM units 9a and 9b.. As shown in FIG 1, the SAM

uni ts 9guaRdedb Eﬁéemeﬁékﬁxﬁﬁ|sﬂBﬂBéiﬂéeﬂtﬁﬁﬂcé¥$$n data .
nodul es 8. 5 Here, the SAM nodul e 8 may be realized as

ofS%ﬁmeC%d%s&ar 3ChECHhL %ewfb%hée@bl &sdgas a

evi ce. accommodating-a plurality of circuits in a

housi ngTPLSOf% yeLe gamu ggaaogndguéé\qu%e 8] The

SAM nod asct ware confrguration as
shown in FILG 7. As shomn in Flgg %brtggmgﬁ%gggglon 8. in

.hggmmpp&ﬁpﬁﬁgn processing unit

ASP. server apparatuses 18a and'19b via a mobile phone
network and the Internet 10 and an IC module 42 able to
transfer data With.the communication processing unit 43
and communicates with the SAM unit 9%a from an antenna via
thé.Internet.

{n The IC.modulé 42 has the same functions as thpse of
the IC module 3a'af the IC card explained above except’

- for the point of transferring data with the communication
processing unit 43 of the mobile communication device 41.
:Nofe that the processing using the mobile |
dommunication device 41 is'ca:ried_aut in the same way as
the processing using the IC card 3, while the processing
using the IC module 42 is cafriéd out in the same way as
the proéessing using‘the-ic module 3a. Therefore, in the
foilowing'explanation} the processing using the IC card 3

and the IC module 3a will be exemplified.
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bottom | ayer to the top Iayer,"a har dwar e HW | ay_ér, a
driver layer (OS layer) including an RTOS kernel etc.
corresponding to the peripheral HW a | ower handler

“layer 15 for perform ng processing in logically.

conposed units, an. upper handler | ayer conbi ning

appl | Ca%eiefgﬁspaeﬁié,:cpgl#h;e@gcg{i&ﬁl and an AP JAavsle idhy

t hat or . Here, l'ayer,~ the application:

prograns AP _2, and AP 3 prescribing procedures by the
2

BREEF PR e2BAsPResses 151, 152, and 15-3 such as the

credi't card conpany shown in FIG 1 usi ng9;a~t he | C caH ds
ARf rth

3 are 2athown ¥ dAE hel exthd M tEhdrS/ . 23Ye
the AP layer, firewalls FWare provided between the
apptéecrnsl onepeongeant ARd 1sAaMpnodubes &P 3 and bet ween
25 themand the upper handler |ayer. 22 [Hardware

Conf i guRetd pntiod  Salmddhl e Bimdf Be Sraslizad eve foor
expl ai ni ng the hardware configuration of the SAM

ngdMk 8o8daBEot hei FBEDE YoRl Ray Obe &£ EXédradal a naemni gye

7. 5 As shown in FIG 8, the SAM nodul e 8 has for
gééEBﬁnﬁo&aHPHBfé{ blErSli t@No£XELFBE td / in 62, hSuspi®r y

an aut hentication unit 64, and a CPU 65 connect ed

the aat Ean Rt s P Sl O PP RN e

t he dat processi ng system ect of

i nputti

net VR s midin &8 ef;a”é'_tﬂe/ "GPt SRl AN s

shown in FIG. 7.

-As shown in FIG. 7, the SAM module 8 has, from the
;bottqm layer to the top layer, a hardwafe HW layer, a
driver lavyer (Os'layer) including an RTOS kernel ete.
éorresponding to the peripheral HW, a lower Handler layer
f§r pérforming_processing in.logically composed units, an
- upper handlér laYer.combining_application—specific
libraries, and an AP layer in that order.

.'Here( in the_AP layer, the application_programs
AP 1, AP 2, and AP_3 prescribing procédures by_the
service busineéseé 15 1, 15 2, and 15_3 such as the
_éredit_card company shown in FIG. 1 using the IC cards 3
are read out froﬁ the.external-memory.7 and run.

In the.AP_layer; firewalls FW afe provided between

the application programs AP 1, AP 2, and AP 3 and between

. them and the upper handler layer.

22




10

15

20 -

25

controlling 15 nmeans of the present invention.
pr oceSSfﬂ&&yﬁ@r@&{fﬁjﬁéﬁf&h Fseet Miadike 8] |
‘invention. It is also possible to execute a program

Jincl udipg; the ol %eﬂg £QUIN% A0 B QP TRl 61
t | F 62 trans

erEiFoertion oh BRE AL AR S0 SR TR el R of

vERe 0eEtREPRHAYMRYY. T used for the nutual

' the external I/F 62'corresponds to the inputting means of

_ the present invention, the authentication unit 64

the present invention,:the'authenticafﬁon unit 64
corresponds .to the authenticating nmeans of the present
i-nventi-on, and the CPU 65 corresponds to the

Further, the SAM nodul e .8 corresponds to the data

transfers data with t external menory 7. The

device 20 shown in FIG. 1 25 The nmenory 63 stores

aut hentication etc. of the SAMunits 9a and 9b

expl ai el shawr iMHEIGke\B dathe BAM et & has t‘:’ri?sr AP
managenment use nmenory area 221 of the external nenory
Texasplel 4 . m&ndhe RUTheht | zatéorexmil BOF p&? i b feendiey 63,
processing relating to the nutual, authentication

exp| abviegntBtetion Theiaushenstnad ad i U UGG tc@mep)@a‘:é@r‘r@ a
for exanple encryption and decryption using :
predeger m ned key data. The CPU-65 centrally controls
the processing of the 10 SAM nodule 8. \Wen

confir g t hate téay RS d & heotuddiitids dednd Hata
Iegltlnate party by the nutual authentication, the

processing system of the fourth aspect of the invention,

corresponds to the authenticating means of the present
invention, and the CPU 65 corresponds to the controlling

means of the present invention.

Further, the SAM module 8 corresponds to the.data.
brocessiné.system of the fifth aspect of the invention.
:It is also possible to execute a program including the
following routines-to.realize its.funCtiqns thereof.

The memory I/F 61 transfers data with thg extérnal'
memory 7. | |

The external I/F 62 transfers data and commands

" with the ASP server apparatuses 1%a and 19b and the

management device 20 shown in FIG. 1.

The'memory:GB stores various key data etc. used_for_
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CPU 65 authori zes the processing related to t he- mut ual
aut henti cation key data explained |later to the neans:

- to 15 be authenticated and executes this as will be

explained later. A detailed explanation will be given

bel ow of -the -nmutual authentication processing by the

SAM et £l Biutheh ExELENG MeaDryr 7dn@0sA8 hiovw 90 and 9b

FIG 8, the nmenory area of the external nenory 7 .

'ékseé‘ygf éEePE pﬁgad%?@& § SBLVE €5 &P 14 aapurge

or s orlng ['1Tcation programAP 1 of the:

b 15 f
SRTTRE Q%%f’rp%rgm Y R s

"~ business 15 2, an AP nenory area 2203 for_ storing the

28 afptt cation program AP 2 of the service business
15_3, and an AP nmmnagenent use nenory area 221

(‘syst erfbep ayicheniees rem WHd rkh@eiters e RsRdng

area) used by the manager of the SAM nodul.e 208. 5

Thelaipphg co | the progeain APthet bf eaitien téxplned b yer -
area 2201 is conprised of a plurality of. application

. eTieaent titkah Bi APE ¢dahmi toed | psr B rivd ef pr ese@Tiple

inventi on) explained |ater as showmn in FIG 9. The

§§ﬁati@nt£§dﬂsﬁ’e Yordlesi g Opdedstensinéd tiagy hates .
fire 10 FW 1. The application program AP-2 stored

in the AR (?ﬁﬁméy QLB 220, Zad St LOPrire b rcdssing of the.
pl urali ty 0
SAM module 8. '

" When confirming that the means to be authenticated
is a legitimate party by the mutual authentication, the
CPU 65 authorizes the processing related to the mutual

authenticatioﬁ key data explained later to the means to

be authenticated and executes this as will be explained

. “later.

A detailed explanation will be given below of the
mutual authenticatioﬁ processing by the SAM module B.
[External Memory 7]

As shown in FIG. 8, the memory area of the éxternal

“memory 7 includes an AP memory area 220 1 (service AP

resource area) for storing the application program AP 1
of the service business 15 1, an AP memory area_220ﬁ2 for

Storing the application program AP 2 of the service

"business 15 2, ‘an AP memory area 220 3 for storing the
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application el enment data APE as shown in FIG 9. The
access to the AP nenory area 2202 is restricted by a
15 firewall FW2. The appllcatlon program AP 3 stored
in the AP- nmenory area 220 3 is conprised of

a-plurality of application el enent data APE as shown

i d SEptD AP SEAPT Yo B0 rR2dS 15 3,
re ﬁ%?eﬁobﬁogf&girmll FW3 (illustrated in FIG

En Pt BLESSO-e0NOLL TEhory NEr SPPIS Lt 4NN o

e mninum unit wnl oaded from t he

outside of for exa e t he SAM |t 9

eXEePNEFe n2hoT V2T qgﬁ ﬁ%ﬁ o e appl(xﬁé%;1used oy
el ement data APE cog$05|ng 25 eacg appl i cation program
chhe bearager yofetles nfHé u}ﬂezg cor r espondi ng

service business. Further, the application prograns AP
1, AP Zhambplicatgen eIRepHr &P tbrsekamhid giie AP

service businesses 161, 16 2, and 16 3 by using the

peenongl areanpR0 et 31&5c1<;~m11513$d503n@| rB3rahbn ¢H Fl G

1 and downl oaded to the external nenmory 7 via the SAM

NBBbl ec8ti ot €1 éhakt t detpHrAPE afdats nodulles oSt thedofasent

the AP nmanagenent use nmenory area 221 are also

Cgﬂpéhﬁggnpyexﬁﬁéﬂﬂe&hFa@@E'aQaEhQﬁnEiﬁﬂEDQ dat artPEaccess
10 is a view for explaining the application

elcS”EHL. gﬁtrﬂ@égfy dh&a a@@bl Eaiéoﬂe§t§i@ﬁédcﬁ§'aaﬁffreﬁall

conpri se
FW 1.

.The application program AP 2 stored in the AP

| memory area 220ﬁ2 is comprised of a plurality of

application element-data_APE as shown in FIG. 9. The
accese.to the AP memory area 220 2 is restricted by a
firewall FW 2.

- The applicatien.érogram AP 3 stored in the AP
memory area 220 3 is'comprised-of a plurality of
application element data APE as shown in_FIG. 9. The
access to the AP memory area.220 3 1is restrieted'by a
flrewall FW_3 (1llustrated in FIG. 8) | |

In the present embodiment, the application element
data APE is the minimum.unit downloaded from the outside
of for example the SAM unit %a into the external memoty 7.
The number of the appllcatlon element data APE composing

'each appllcatlon program can be freely determlned by the

25




.usi'-ng' t he I.nst ance pr escri béd acéor ding to the APE

type indiccating the classification prescribed based
on the 15 attribute (type) of the APE as shown in FIG
10. Each instance.is prescribed according to an :

el enment. 1D, an elenent property, and an el enent

| ﬁ%@%@;ﬁﬁﬁ& U Lsthd hass fiased on the APE type in

€ service AP nenory areas 220 1, 2202, and

220 3 apd.,.2Q the AP 1
o N g e 3 0202

10

16

20

APE Ry

the applica s stored— The

service AP nenor ea 220-1 stores the d - Whi

BR b e R ¥ o A S &b S ased it 161
the AP nang?enent use menpry area 2 has 25 a sfenls o
ot o7 USTRA | FRE (PRF RRSL (T EIECaT bRt/ 152,
accessed by the nmanager of the system and a

nandf BEt 3r show\R meiiG y hrand fdpvriepderd) tpethpisxternal

whi ch can be accessed by the manufacturer of the

syiehery Furidethe tSeMAREM®r§. area is conprised by
"the 5 service AP nenory areas 220.1, 220 2, and 2203

and t heyo AP A gee Hromeanneml yties etai22lstdred hen the AP
present enbodi nent, an ID .(AP nenory area 1ID) is

aﬁéﬁ&%&%ﬂ@ &8 M@fotPea 885 VO ETE Ao NBIES YodfisrSsed 2y
1, 2202, and 2203 and the AP managenent use nenory 10

e | dent | £1 catd oraaes Apber (APE type
%%& _1?%2%2%%%# er%i%ﬁ%ﬁgl enent version nunber)
Iaﬁd ?ﬁ ﬂipedld %.seaag hvioefw tJ‘.hoel:‘ '?)EDJEEYJH’E:II& hlﬁ‘xé né&ﬁ;ﬁrﬁ.(@ation

element data APE.

The épplicétion element data APE is comprised by

'using the instance prescribed according to the APE type

" indicating the dlassification prescribed based on the

‘attribute (type) of the APE as shown in FIG. 10.
‘Each instance is prescribed according to an element
ID, an element property, and an element version.

It is prescribed based on the APE type in which of

.the_service AP memory areas 220 1, 220_2, and 220&3 and

the AP management use:memory area 221 the applicatiqn ’
élement data APE is stored.

Thé_service AP memory area 220 1 stores the data
which can be aédessed by'each service business.

 Note that the AP management use memory area 221 has

25 a system AP memory area for storing the data which can be.
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‘el'ement version. ‘FIG- 11 is a view for explaining an.
exanple of the 15 APE type. As shown in FIG 11, the.

- APE type includes IC systemkey data, |C area key -
‘data, IC service key data, |C synthetic key data, IC
key change package, I C issuance key package, IC

EXEAN . : manufacturer
"r%ﬁﬁ%ﬁﬁéﬁﬂ%is QQQ§aX§§%f) Yl éf%%ﬁﬁ*hﬁg)a fact

ey package, 1C area del etion key

~ package, |1C seryice registration key : '
R ViR BT o oR o5 Tahda e 1 RENER N L e Yapeesd

package, |IC nenory division elenment key package,
- Opt e anaiefR AR RELT | 9%, thOFXBFSSut hent i cati on use
key, package key, negative list, .25 and service data
t enpor Hurtflide, the AP@manqRy RAfRLS CATFHIGHRY G the
each APE type. Below, an explanation will be given of
5 peetvide tAR mAREY ypeesh®®0 ih, LD 2, i 320 sysangpthe
- key data, the IC area key data, the 5 |IC service key

d&b amaRiGehdier | €58 yméMety cakey 2inta are card-access

"key data used for the read/wite operation of data

Wi th regpesie torddih FREFdESE: Ofart D | Qe alidhnandrea
the I C nodul e '42.- The nutual authentication use key

d ' 1 L @alt RSty Odireas
Rl S R A R et e v A

UACLCEA 1 458 FBY A58 AL el i henory
10 _qgigéﬁggitrggéaggtPgén€f%lga%f§nsggg number (APE type
-;number, instance number; and elemeﬁt version number) is
assigned to eaéh of the APE type, the instance, and the
element version..
FIG. 11 is a view for'explaining'an example of the
15 APE type.
As shown in FIG. 11, the APE type includes iC
system key data, IC area key data, IC service key data,
IC synthetic key data, ic key change.péckage, Ic issuance
.key package, IC EXPANSION iséuance-key package, Iic area
20 registration key package, 'IC érea deletion key pack;ge,
ic service registration_key package; IC service deletion
key paékage, IC memory divisiph.key packagg, IC memory
division elementlkey package, obstacle recording file,
mutual auﬁhentication use key, packagg key, negative.list,

25 and service data temporary file. .
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SAM or -another ‘SAM 15 The 1C nenory division use key

package is the data used for dividing the menory -
area-of the external nmenory 7 and the nenory of the
I'C card 3 before the start of provision of service

‘using the 1C card 3 by the service business. 20 The -

| C ar ear{ LU MR Ml PaGK 3R iighdda o alxhu et aiype.'

‘the time of arearegistration in the nenory area

of . the dmpry of et)li:ﬁ.a.lng{i%rndfﬁlqe%%g%i% Ufn?)ﬁé?t of the

provi sion~ of service using the | ard 3 by

-servi ce busj ness. Tl%]IgG.Lgi area del etion key package is

ckER P Uy automatical |y generated from
the card access key data jnside.the SAM The |
servi ceThe G FETTh 553 dedy paditadé iasr%f'sgﬁfy g&rta’ the
registering the application el enent data APE of _the

ekt esemvipenkey datrf and thhe kGravwihere giex iqich e

‘5 the service using the I1C card 3 by the service

bestdessces T hesy Qimes wvedidf @t i e lkesadphauiide drenpleen of
for deleting application elenent data APE registered

i datdewi €t paHedc RPN the .mendirisparil i@h e Gtheraxhrd and

72 and User Card 731 10 FIG 12 is a flow chart for
expl at Qi fgaapstanes for- preparation of the owner card

72 and the user card 73. FIG 12 shows details of :
steps Sﬂiilemwﬁaﬁz ﬁ%ﬂirba‘fllo% ube gltéip cﬁﬁ:lati_s also used
for the mutual éuthentication between APs existing in. the
.same.SAM. The SaM mutual authentication use key data
meéns the ke& data used wheﬁ accessing the corresponding
application element data APE.from aﬁpther AP in thé samg
SAM or another SAM.

The IC memory division use key package is thg.data
used for dividing the memory area of the external memory
.7 and the memory of the IC card 3 before the start of
provision of service using the IC card 3 by the service
business. | |

The iC area registration key package is the data
used at the time of area registration in the'memory area
‘of the memory of the IC card 3 before starting provision -
of service using the IC card 3 by thé service business.

fhe IC areé délétion key package is a package'able

to be automatically geherated from the card access key
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15 For exanpl e, when 't he ‘manager prepares the owner
card 72, it selects the processing relating to the SAM
units 9a and 9b authorized to the user of the owner
card 72. Further, when the nanager etc. prepares. the
user card 73, it selects the processing relating

. 20.
" to the §§$4u ' and 9b aut horized to the user of
t#%ta il §) e{#%é?é%%h

e user car e - processing relating to the SAM

units 3§ﬁ$ﬁgb%¥ﬁggg%1%% S Sl 19%3MRly eﬁﬁgy@%gﬁg | B¢ used

for ex urrctions provi t he SAM

units 9a and 9b or the access to the dat el y t
SO (RS SR 1P (RS GRS TS Sp i g o The

"element data APE). Step ST12: The manager etc.

seteetnal memaral befidieniihats GFt PkdPyReHaiabPL
to the processing selected at step ST11 and inputs or
deetsé geeateiscd hes isegreche Thecand B dehddEmsarvicmh4omess.
portion 58 of the managenment device 20. The nutua

aut hentigaticonsdetyerdaled etiildn ey @auiksigeed s msgst £idr

later. 10 Step ST13: The card managenent

f 4L ORP U D58 f  dNGne A NBYETEREE wiayi ciee281 Uisesthe
one or nobre nutual authentication key data sel ected

a , g&;E nerate the synthetic key data based
: o%x %@gﬁggra.%€¥gﬁ

on 15 processing nethod (the

predet efgr ned gencr ald st kP72 and User card 73]

FIG. 12 isra flow chart for éxplaining rouﬁines for
preparation of fhe ownér card 72 and the user card 73;

FIG. 12 shows details of steps STl and ST2 shown in
FIG. 3. o

Step ST11:

'For-exampie,'When the manager_prepares the owner
.éard 72, it selects the proceésing relating to the SAM
units 9a and % authorizéd to the user of the.owner card
72.

Further, when the ﬁénagér etc. prepares the user

card 73, it selects the processing relating to the SAM

~ units %93 and 9b authorized to the user of the user card

73.

The processing relating to the SAM units 9a and %b
includes for example the processing for.executing'the

functions provided by the SAM units 9a and 9b or the

29




the present invent i on) expl ai ned | ater.” The _
degradation processing w |l be explained in detail
later. Step ST14: 20 The card managenent function
portion 58 of the managenent device 20 generates.the
key desi gnati on data indicating the nutual

aut hent i cat rqi t
AR i ¢ catl B Cﬁa (ﬁ dukg?[iu"fﬂo% )gégﬁgfﬁgil%nggé;ﬁd % .(for |

'.synthetlc key dta t ste STl ey
RETGeR o“z e

i G Fht Tain

Icati ng ‘t’he rlght of

~execution of the pr OCGSSI ng relating to the SAMunits

9a and BEaéfdiZied by the user of the owner card 72
or the user card 73. Step ST15: The card mana msnt

functi Shepaanagen@tsf. tarlantfitaddre

10

15

20
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sel e

the synthetic key data .generated at step ST13 and

tlhey k@ytalesdonasd oo dete peressina selasttms Sit4tep FT1L
the 1 C.of the owner card 72 .or the user card 73. .10

- Shed SFEh6ts e &@éﬂbﬂ@t@getmtsémmc&o dihq:)aratncbrmaﬁ'&g:ﬂ’ment

t he managenent devi ce 20 registers the nutual

apt Nept &, abd O ok Y8 dstt aiis ashifergantercrdvings tate
synthetic key data of - step ST13 into the SAM units 9a

and 9b.n, 15 Bel ow, ARl ANAki D kY Idathe sdinveneof the

mut ual ~authentication key data covered by the
f at stéep
exp alned ail later.
- Step ST13
The card management function portion 58 of the

management device 20 uses one or more mutual

authentication key-data selected at step ST12 to generate

the synthetic key data based on the degradation

processing method (the predetermined generation methed of

' the present invention) explained later.

The degradation processing will be explained in

 detail later.

"Step STi4:

The card management functioh portion 58,of'the
management device 20 generates the tey designation data
iﬁdicating the mutual authentieation code for_identifying

the mutual authentication key data used for generating

--the synthetlc key data at step ST13

The key de51gnatlon data becomes data 1nd1cat1ng
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~ SEérvice

TERAOETRRE, SErhaoZ MLLel, AUl calion ket s
y

ST12 shown in FIG 12 expl ained above. FIG 13 is a

" view for explaining the nutual authentication key

data covered by the selection at step 20 ST12 shown -
in FIG 12.- As shown in FIG 13,.the nutual '

“aut hentication key data includes for exanple device

-'k%ﬁquig%Etanéggﬁéﬁfonkgf gﬁéqﬁ%y éfﬂ@LgéiaéfﬂéiEHJthe

t Ual ut henti cation at a,” har dwar €

aut henti cation key data, nutual authentication service. -

nuetdl 7AuPhehbecaEPBCREY GAta, AP nenory area

managenent servi ce nutual authentication key data,
servi ceStrép n@Pbry area nutual authentication key

data, system AP nenory area nutual authentication key
dat a, aTite nedsncd acdnEgemert nbBmeiey gortiem|58 of the
aut henti cati on key data. Further, as shown in FIG 13
apdnEkESnedd, dbhecauLoakri Bat hehe | spihtloat codespfdd te
mut ual aut hentication 10 key data is conprised of, as

sganarhPef! Gt dfepa8TLB IRADENe AER ddkigHatl O EMita
type nunber, an elenent instance nunber, and an

CLENENL  XS" SEODLOUMBRT4 CXPLAT BRD 1OVOHSHY Shfer ard 72

ow, an explanation w e given of the key 15

desi gpation_data.gepgerated at step ST14 shown in FIG
15 BRBI UPREACAROVES |

Step STlé6:

The card management function portion 58 of the

' management device 20 registers the mutual authentication

key data used for generating the synthetic key data of
tstep ST13 into the SAM units 9%a and'9b.

Below, an explanation will be given of the mutual
authenticétion key data covered by the selection at step
ST12 shown in FIG. 12 explained above.

FIG. 13 is a view for explaining the mutual

' éuthentication key data coveréd by the selection at step

ST12 shown in FIG. 12.

As shown in.FIG.'13, the mutual authentication key
data includes for example.devicé key data, termination.
key data, manufadtu:er setting service ﬁutual
authenticatién key_data, ﬁardware management service

mutual authentication key data, communication management
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The key deSIgnatlon data is a nutual aut henti cation

~code l'ist. conprised by using the nutual aut henti cation’

codes of a plurality of nutual authentication key

data. 20 FIG 15A and FI G 15B are views for explaining
an .exanple of the key designation data. At step ST12
of FIG n_f e ta, the -
hEPHVATS %%B%%gﬁgl ég%lo&rﬁéf dé Kﬁylgﬂ

ser VI cé nutu entication key

data, the conmunicatjon nment 25 seryi ce u
A EBRRTCaR LT KES EHea T A NEha b A T Y dflea, e

- service nutual authentication key data, .the service

APETRND I X8R CERRRGYBED IR PR 4PT BRR k A ThRREL CRripn ke
the term nation key data. shown in FIG 13 are

seheat eserasce hsimemory Grabmukeyl desihenti ertinnr &
i'ndi cating the nutual authentication codes of al

sehes! edySubnahp andheny | £ata anukeyl dat thest yeateier dby
At “step ST13 shown in FIG 12, when the synthetic key

dah8ai SaH@NRERLEECBYr a5 A0 hdifo Ryt anba anthest i cation
key data of the nutual authentication codes shown in

F h aut hentication with the SAM
el

10

15

20

925

b using the synthetic key data

aut hori zes, f he 2, MROAGEIRDN o depd C6 20, n A ENOVY | ree G

158, to access t war e nanagenent serV|ce

t . t .
CRETURL cSbbRoaF hPARE R coodS 8k e ifpnE %@{W#@lﬂm
421) , the nutual authentlcatlo serV|ceF%§nd& the '
mkebr 9257 eAS nEAERERERE SBr AL eSNP tHE SF WAy, 11 h

present enbodi nent, the
memory area 1D, an element type number, an element

“instance number, and an element version number explained
by using FIG. 10.

Below, an explanation will be given of the key

designation data generated at step ST14 shown in FIG. 12

explained above.

fhe key designation data is a mutual authentication
code list comprised by ueing tﬁe mutual.authentication.
codee of a plu:ality of mutﬁal'euthentication key data.

FIG. 15A and FIG.15B are views for explainigg'an
exampie of the key desiénetiOn_data.

At'step'STIZ of FIG. 12, when for example the

device key data, the hardware management service mutual

'.authentication key data, the communication management

service mutual authentication key data, the AP memory
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“synthetic key data. can be generated by using the

functions of the SAMunits 9a and.9b and t he mutual 20
authentication key data related to a plurality of

~processing including the access to the data held by
- .the SAMunits 9a and 9b (for exanple the application

~elLe nﬁaﬂﬂ?@mégg)segygcéomﬁghél Lhensytvaltion key data,

aut ntlca Ion using a 25 single synthetic key data

- ?gggg%%ﬁ%efggefé%ﬂ éﬁem{ﬁgggﬁégdmﬁgu%% f gatﬁghlcfsggs{gk%ﬂdata,

10

15

20

. 925

- chart for exp

or unctrons o
units 9a and 9b nd t

t A8 SEDPUFFF@lgﬁ 3AB ﬁyagﬁgﬁuf ngigg 9?%3 ﬂglgﬁbxs

‘to be authenticated. 5 Then, the SAM units 9a_ and _9b
‘eredgrsedheasprbewasifgEIfel AbPngkey FRs:FRatbteRr HrhRd

~functions related to the nutual authentication key

dandignttinguthermzsuatcavtheptinationacaded o #he SAM

“units 9a and 9b fromthe neans to be authenticated in -

r esfensedt puanalOauthastication béytdetaramsgenebated.
aut henti cated when authenticating that the-neans to

be aut hgat seapedTis sheghtinarec. Be pwhan el syathetnic

will be given of the -degradation processing nethod of

skep ahid §Q0Pgné9agé§iby1551ﬁa thb Grudbal SadthéRication

i ning the degradation processing
”EEQOQata of the mutual authentication codes shown in FIG.

1524, the mutual authentication with the SAM units %a and

'.9b'using the synthetic key data authorizes the management

-device 20, as shown in FIG. 15B, to access the hardware

management service, the communication management service,

the IC service (service concerning the IC card 3 and the

IC module 421), the mutual authentication service, and
the AP memory area management service.

'In this way, in the present embodiment, the

' 5ynthetic key data can be generated by_using the

‘functions of the SAM units 9a.and 9b and the mutual
authentication key daﬁa related to a plurality.of
processing including the access to the data held by the
_SAM'units 9a and 9b (for example the application element
data APE)}.

Due to thls, the mutual authentication using a

single synthetlc key data enables. the SaM units 9a and b

.33




‘Step ST21: The card management function portion 58 of

'_.the 20 managenent  devi ce 20 uses the device key data

as a .nessage, uses the first of the nutua

authentication key ..data other than the deV|¢e.key
data and termnation key data selected at step ST12

| LG 12 h
the aa%?%skﬁgv S BabB ynChREPSF ORok o RT0e PERE VDL S

data. Here, when the nunber qgf th

afitRehL PREt PENthRef YaPRIEENER BH nggh%nﬁeg?%eaﬁ%§ss to

data and the termnation key data selected at ste

‘Sthe dstanbeldhby &hedSAdnugehenfafandt P nabﬁr%%hosﬂszed

perfornms the 5 processing of the follow ng step. ST22

- byoushagmehns tot benedithentkegtddta. On the ot her

hand, when the nunber of the nutual authentication
key dat Bh&h Nethé hammt ini devos eat@yolatrecutne the
term nation key data selected at step ST12 is two 10

%r%é@uh&% cal dtiRgagenent puagbtefmpeedi sanbBisses
interimedi ate key data as the nessage and uses the

n@éi?tgﬁtﬁgltﬂgt ﬁ@hhﬁagheﬂeEEYcQ€1§naﬁe hgaencsNati on

erformthe encryption. The card managenent

n the device ata an

. k39%é8F3z ?%%?8gﬁg§ou%ﬁg akks glguﬂ a%héuégﬁ %hf@é'@g and

10-

15

20

tern1nat|o dat | ect ﬂ ST12 as t he

ofEy SBPFoRPROYEANA FepBa: SULRG" khoDEopr bREEFRgRIS to an
until the above encryptlon is carried out. Vgen it
ehgstruction of the means to be authenticated when
authenticating that the means to be authenticated is

legitimate.

Below, an explanation will be given'of the

' degradation processing method of step ST13_shown in FIG.

12.

FIG. 16 is a flow chart for explaining the

" degradation processing method.

 Step ST21:

The_card management function portion 58 of the
management device 20 uses the.device key data as a
message, uses the_first.of thexmutual_authentication-key

'data other  than the device key data and termination key
data selected at step ST12 shown in FIG. 12 as the
encryptlon key, and encrypts the dev1ce key data to

generate intermediate key data.
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-itzproceeds-to t he processing of-step ST22.. 20 Steb

ST22: The card management function portion 58 uses the
i ntermedi ate key data obtained at step ST21 as the .
message and uses the term nation key data as the
encryption key to performthe encryption to generate

P T R TR L e

manager. Due to.

e A e e e e

10

15 .

20

25

tanpering with .the synthetic key data. Below, an
chkprminatben wkey Setyi feheeted 2hsetep STienkd fG%g the
synthetic key data by a predeterm ned degradation
peacd ssanggarehbdfuschion eovther 2 rpenteien they
data owned by only the manager (owner)- and the user 1
Opt6&8k 8thd OBE ke dAib Bl owbeg Syed hST2E vy gisiomg athe ght

. from the manager as the termnation key data. FIG 17

i§ngefﬁg&igg@rie§oaaggplainihg'the degradati on
processing nethod. In FIG 17, the processings of

~steps YP3L0d 3R namd, dheerdt Nehs ABndsr td¥e the mutual

processings of steps ST21 and ST22 expl ai ned by using

'r%$%$%%$§8§ %géo %%2§%€31ﬁ£h8£ Hﬁéﬁgthé e key data

i {1 0n e termnation key data. The
2 Qé Eﬁéctégxig§£§ogeﬁg§aé§gaage éggeéﬂgg égep 8STl2 is two

or more, the.card management function portion 58 uses the
intermediate key data as the messége and uses the next
mutual authentication key data.as the encryption key fo
perform the encryption.

The card management function portion 58 uses all
mutual authentication key data other than the device key
_data.and the termination key data seiected at step STI1Z2

as the encryption key and repeats the above processings

. until the above encryption is carried out. When it ends,

it procéeds to fﬁe'proceésing of step ST22.

.Step ST22: |

The card managemenﬁ function portion 58 useé the
intermediate key data obtained.at step ST21 as the

message and uses the termination key data as the

.-endryption key to perfofm the encryption to generate the

synthetic key data.
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'20f'fhe synthetic'key data_mhiéh cén'be expanded in . -

the sense that the users given the user termnation
key data can be increased. Step ST33: The card

~managenent function portion 58 of the 25 managenent

device 20 uses the expandabl e synthetic key data

e ootk EIE Pl BETIE PR IR LIS ey

first o authenticati er " than- :

the user ternjnation. key data selected by the user as
tﬁ@taeﬁegybﬁr%ﬁiQeQH%g éﬁc?&ﬁtm?ﬂag8§Vice key data to
generate .5 the internediate kei data. Here, when the
nunber Beethe HiidaliBuiReRPFERPIBntOKBTRYRRE DtPRFTY

" than the selected user ternmination key data is one,

t hehear dhamnshempanagencfron pbdiegswiBstepyr fomRerifg with
processi ng of the following step ST22 using 10 the

i her spdithbeikekegatiataOn t he ot her hand, when the

nunber of the nutual processing of step ST34 when

fi'ni shiggiowpten SI8%andbeokawill IeBageiesh bfinstéase of

unit 58 uses the internedi ate key data obtained at

Sb@ﬂe§£%§nassyhghgﬁiaeﬁa?gaaeadbysgsp&aaeuaemined
térm nation key data as the authentication key data

?agsg?ﬁgggohh?ﬁ3gggg%ﬁﬁaﬂéﬁﬁodtﬁégbgakhgno§ﬁ¥rdE&?miﬁation

nor e, e car nagenent nction portion 58
DEph SHR=L B RCROLED Do gl bRak) CLAROAb s
" termination key data owned by the user given a right from
.the-manager as the termination key data.
?IG. 17 is a flow chart for explaining the
.degradétién processing method.
In FIG. 17, the processings of steps S8T31 and ST32
arée the same as the processings of steps ST21 and ST22
'expléined by using FIG.llGIexcept for the point of.using
the oﬁner termination key data as the términation key
data. |
'The synthetic key data generated at step ST32 is
the synthetic key data which can be éxpanded in the sense

that the userS'giveﬁ the user termination key data can be

.- increased.

- Step ST33:
' The card management function portion 58 of the

management device 20 uses the expandable synthetic key_
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mut ual aut henti cation key data as the encryption key.
The card managenent function unit 58 repeats the above
processings until using all mutual authentication key
data ot her than the selected term nation key data as.
20 the encryption key for the encryption and proceeds

to,the 37 encr ke to erforn1encr |
gdiieaEe L o s i T SSRSAES SR Rissorhe

e data is the tanper- proofln key data and is held

byt gy ath&hawmdttuadd aufdenfderatione key date other than

illegitimte tanpering with the synthetic key data by

a Yher tusent Hermimaticne kepyhelatandelidwtadgs &y ddve wser as the
prevented. The synthetic key data generated by the
preagasgitign kys temenarybdtGthE/ desricenays edhtaf tHohgenerate
mutual authentication key encrypted by the. hierarchy

ashHeQWtdrmedilZ®e k&y Radaher, in the present
enbodi nent, it is also possible to link a plurallty

of applH%%E'OQh%he%E@tngﬁbér Lz %RE hgtﬁb@ggﬁtﬁgh%ﬁbatlon

authentication key data (for exanple service, system

- arﬂc%lgg{é‘gag%%? tﬁﬁnm”t%%g%e% %acer&Jﬂlt‘é%r t%#imﬁ%%tt Gal kg
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SRS on 48 0 e e KoL et st es,
whet her or not access to the application el enent :
performs the processlng of the following step STZZ2 u51ng
the intermediate key data.
" On the other hand, when the number of the mutual
authentication key data other than the selected user
'~ termination key data is two or more, the card management
function portion 58 performs the encryption by.using.the'
' intermediate key data ae the'message and using the next
matual authentication key data as the encryption key.

The card_management function unit 58 repeats the
above processingsAuntil using all mutual authentication
key data other than the selected terminatiqn.key data as
the encryption key.for ﬁhe encrypfion and_progeeds to the
“prdcessing of step ST34 when finishing.

| Step 8ST34:

The card management function unit 58 uses the

" intermediate key data obtained at step ST33 as the

message and uses the user termination key data as the
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_data APE rel ated to thefsihgle nUtual aut henti cati on

key data is authorized. For exanple, in FIG 19, an-
aut horization C of an- .instance a of the application
el erent data APE and an 25 authorization B of an
instance b are linked with nutual. authentication key
data 500, Fo%'th%s_rea on If the .authentication .,
uSPAGYPRECByFEReEP PREYCHL S GEYY BT hg"T hE Rt |

dal

"aut henti catjon keg data 500 succeeds, the.SAM units
oavhkbebbcake¥odnta

-access to both of the instances 5

~.a and b. Further, in the present enbodinent, it is

10

15

20

25

al so phssibser ttexmnatipon rkey data ke Fhe ykamper-

‘aut hentication key data MK1 and of f-1ine nutua

aptbenihgakeépndkey aadaisM(@ldsbghomiy i th&l Gmep &nd the
all or part of the nutual 10 authentication key data
expkai ned by using FIG 13.° In this case., at the

time of the mutual - authentication, use is. nade of the

on- Li nep fuit 43l 1 241 hent &Gt 1 it & oarkiad 3 MKl v tige

when transferring data wth the other party in the

%H@heey{: ggg%i §atiogy %gﬁ%%?y 93¢ Ret OtRen  EADSEFREEdand

i ST encryp y usingt I T ne -mutua

apt hentication key data corresponding to that.
Dg%etﬂs?ﬁig?ngg%ngf?v?ﬂgggﬁ-line nmut ual aut hentication
key data MKI is illegitimately acquired-b anot her

party, '%"P%C%Y’fﬂéeia’a‘?gk?ﬁf ’F%r?%lbeqﬁ?e?%@eﬂy S R RERREE T

to be authenticated and the . authenticating neans is

epkeypt &l BIGt hk7 of §- PPABr#8EdaPE atrRAEFeati on key
. data - : ' '

authentication key encrypted by the hierarchy as shown in

FIG. 18.

Further, in the present embodiment, it is also

" possible to link a plurality of application element_data

APE to single mutual authentication key data (fof example
service, system, and manufacturer AP memory area mutual
authentication key data shown in FIG. 13).

~Due to'this, the authentication using the synthetic

. key data enables the SAM units %a and 9% to qollectively

.judge whether or not access to the applicatiop element
data APE related to the single mutual authentication key
data is authorized..

For example, in FIG.IIQ; an authorization C of aﬁ
instance_é of fhe application element data APE and an

“authorization B of an instance b are linked with mutual .
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' NKZ, |Ileg|t|nate Ieakage of the |nfornat|on to the

out si de can be prevented. Below,. an explanation will

be given of the mutual 25 aut henti cation between t he

SAM managenent function ~portion 57 of the nmanagenent
device 20 and the SAM units 9a and 9b perforned at
step. ST3. etc, shown in FIG 3. _In this case,

;nﬁH&ﬁ%ﬂEﬁFaHéQPcﬁeiodBEéoﬁ@g tﬁ%r Hﬁéﬁsr?%sﬁﬁf "Pe the

authenticated, and the SAMunits 9a and 9b 5 becone’
tﬁétbaﬂﬁéﬂ@téaﬂlHglﬁéaﬁ§$ sycthetignkey| dptaodegeading the

charts for explaining the nutual authentication

betweah &hth&AMLmabagenkey débackPOnsuaceedd, othe h8AM
managenent device 20 and the SAM unit 9a. 10 The SAM
Uhi tObohsahlieobagrthsribe sas8esof toboBAMEUBhé PAstances
shown bel ow. Step ST51: First, the manager or user

-sgtgnihg_ owner card 72 aor the user card 73 in the

card reader/witer 53. 15 Then, the synthetic key dat a

K heg h PLesant.
|ﬁvéat|dﬁz %%ﬁ ?Eﬁ ggéygde3|gnat|on éa?a stored in the -
' gﬁﬁgrlﬁfé tZZFgg t glrugfro a%gng%m @a{eggtﬁgﬁ %ég@ion

managenen unc I on managenen

.SE%%?§§E§ %% r%ﬂgo gﬁ lefgggﬁégglggklon key data

MK2 as shown in FIG. 20 for all or part of the mutual
authentication key data explained by using FIG. 13.

In this case, at the time of the mutual

' " authentication, use is made of the on-line mutual

"authentication key data MK1l, while when transferring data
with the other party in the mutual authentication, the
_data to be transferred is encrypted by using the off-line
mutual authenticatién.key data.MKZ corresponding to that,
| Due to this, even if the on~line mﬁtual
authentication'key data MK1 is illegitimately acquired by
another party, since the data transferred-between'the

‘means to be authenticated and the authenticating means is

. encrypted by the off—line miutual authentication key data

MKZ, illegitimate leakage of the information to the
outside can be prevented.
Below, an explanation will be given of the mutual

authentication between the SAM managemént function
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” Step ST52: The SAM wanagenent functlon uni. t 57
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‘encrypt's the random nunber Ra generated at step ST51

by an encryption 25 algorithm 1. by using the

synthetic key data Ka read at 40 step ST51 to generate
the data Ral Step ST53: The SAM managenent -function
unit 57 outputs the key deS|gnat|on ta re at,_st
ST o Gl FoRAR A IgREH A BT e SPeqnereis A fLES
SAM unit 9a. The SAM unit 9a recei ves as input the key
dEs Gat % reaferasd fite sdaPa SRR afica shevexisr FaE- |i3|:

62 shown in FIG 8 and stores this in the nenory 63.

Step ST34: thi® FTheeauthentmoapewentntevédeofOt hec@nds the

‘unit 9a specifies the nutual authentication key data

i rdizgat ek e sthciey cdeesi,gnatd ahedgha unpis ab ahepgb
ST53 fromanong the nutual authentication key -dat - a

S tRIcRkhd RHN@ R <8310y Waanext ernal menory 7. 15
Step ST55: The authentication unit 64 of the SAM unit

~9a. usesprkhe I t hept t % arspe
at stepF§$54ZE?%ngF gfn??hégg EQBW Eda ek arSPeLkH1 £ning

s??"t ol Shneh Sipattsfl bRtieehl the ARNChahGobhEne

egr adat i-on processi ng

hentlcatlon - ng% %4 of the SAM u glt 9a

unctlon unit 5 he management device. Eaeand the SAM

“unit S8a.

The SAM unit %b is tne.same as the case of the'SAM
nnit 9a shown.below.

Step ST51:

First; the manager or nser sets the owner card 72
or the user card 73 in the card reader/writer 53.

_Then, the synthetig key data Ka (the first
.authentication use data'ef tne.present invention) and the
key deeignation data stored in the owner card 72 and the
user card 73 are reed intq.the SAM'manegement function
unit 57 of the management device Z20.

The SAM management function unit 57 generates a

- random number Ra.

Step ST52:
.The SAM management function unit 57 encrypts the
randoﬁ number Ra generated at step 8T51 by an encryption

algorithm 1 by using the synthetic key data Ka read at
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- corres pon

ithe'synthetic'key data'Kb'generated at step ST55 to

decrypt the data Ral input at step ST53 with a

decryption algorithm1 corresponding to the
encryption algorithm1l 25 to generate the

“random nunber Ra. 41 Step ST57: The aut hentication

he SAM u £s t he synthetic key
_dﬁFﬁngng %ﬂc??ﬁ?r? g Fgﬁdon1nu ef Ra generated at
step ST56 with an encryption algorithm2 to generate

data Ra®tePFEP*ST58: The authentication unit 64 of

the SAMunit 9a generates a random nunber Rb. Step
ST59: 1ThahAM ndeageEeR F ofinmrioBuptt the %m%ﬁ ttl'% key
uses the synthetic key data Kb to generate data Rb'. :
Stepigihtbioihdabat headi zht $bapufiThl 64Anadf tihdedsrd Rai t

9a outputs the data Ra" generated at step ST57 and

t pendabded15tRotepgenebat 86 Bhestmp G50 9a. t he.
management device 20. Step ST61: The SAM managenent

functi ophaNgAM5SInDf $dered@vEe At 1 g8YE Cth(atpes t he
synthetic key data Ka to decrypt the data Ra" and Rb'

| gpyt ﬂgtgaﬁpdgéoam the 39tge§5yp¢d9ntﬁé 0t hm2. 1/F 62

ing to the encryption algorithm2 to
QSHS&QF%ndﬁié F@ 3 g Q@Ores this in the memory 63.

Step ST54:

The authenticetion unit 64 of the SAM unit 9%a
specifies the mutual authentication key data indicated by
the key desighation data.input at step STSB from among
the mutual authentication key data stored in the memory
63 or the external memory 7f

fstep'STSS: |

The authenticetion unit 64 of the SAM unit %a uses
the mutual-autheﬁtication key data specified at step ST54
to perform the degradation processing explained using FIG.
16 or FIG. 17 to generate the synthetic.key data Kb.

Step ST56: | |

The authentication ﬁnit-64 of the SAM unit 9a uses
the synthetic key data Kb generated at etep ST55 to

‘decrypt the data Ra’ input at step STSB with a decryption
 algor1thm 1 corresponding to the encryption algorithm 1

to generate'the_random-number Ra.
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‘Step ST62: The SAM management function unit 57 of the

managenent devi.ce 20 conpares the random nunber Ra 25
generated at step ST51 and the data Ra generated at

step ST61. Then, when the result is the sane as the

above conparison, the SAM managenent function unit 57
authenti%gteg ggat the synthetic key data Kb hel d by

the 5 SAVMPENFE9a is the same as the synthetic key _
data Ka hel'd by the SAM nanhagenent function uni 7

and t he TRBRMRHRPENESG2FE0R P@g?t Phaet Eﬁh%%béi‘ea%fﬁnga uses

~nmeans. Step ST63: The SAM managenent function unit 57

ofthehsyntbetanafjenedatdefbcso2engs¥ptt KeesyanAen puRkyr Ra
data Ka to  .encrypt the data Rb generated at step
Stehelry teke a testeppsitdl afigbr ehhentéryptjeneadgeribhbm 2 to
data Rb". Step ST64: The SAM managenent function unit

S%etlerbhe Hotanmaagenent device 20 outputs the data
- Rb" generated at step ST 63 to the SAMunit 9a. Step

ST65. Theegughegtication unit 64 of the SAMunit 9a
uses the synthetic key data Kb to decrypt the data

Ro" i ST64.RY+t &R b h
i NP} _§Qtﬂ{aﬁgiggf§gb ?stft;egss%ggy@ sm Ghpereshm

1 to generate

'generates a random number Rb.
| Step S8T59:

The authentication unit 64 of the SAM unif %a uses
the synthetic.key data Kb to generate data Rb’.

Step ST6&O:

The authentication unit 64 of the SAM unit Sa
outputs tﬁe data Ra" generated at step ST57 and the data
Rb’ generated at step.ST59 to the managementidevice 20.
| Step ST61: .

The SAM management.functign unit 57 of the
management device 20 uses the synthetic key dat# Ka to
decrypt the data Ra" and Rb’ input at step ST60 by the
'decryption algorithm 2_corresponding.to the encryption
.algorithm 2 to generate data Ra and Rb. |

| Step 8T62: |

The SAM management function unit 57 of the

management device 20_cqmpare$ thé raﬁdom number Ra

- generated at step ST51 and the data Ra generated at step

49




The authentication unit 64 of the SAM unit 9a

conmpares the random nunber Rb generated at step ST58
and 25 the data Rb generated at step ST65. 43 Then,
when the sane result as that in the above .conparison
i's shown, the authentication unit 64  authenticates
tgﬁ% the synthetic key data Kb held by the SAM unit

98 %% "t he same as the synthetic key data Ka held by

t he SAM managenent function unit 57 and the SAM

' managemBREN uNEENo RGN FESBE L $SathegSRiRaRE FBEnEPPYe

16
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be authenticated. Below,- an explanation will be given
ofcompa r isicgo e $dien §&) aenegere by fuhetsam unilts 59a and
9b based on 10 the results of the nutual.

awtitbenitiatites eheltaithed sy thesiing kByGda2a &bdhELG by the

22. FIG 23 is a view for explaining the processings
ofsaM g tSAM U ttheOaamad a8b thet egnthéticlke¥hda€BURa held
65 of the SAMunits 9a and 9b shown in FIG 8 judge
Wit hele @aMelankRRnitih ethiceabholnd® 5764nd the SAM unit
authenticated that the authenticating means was

| 2l G 8 B e3hRRSTOR ARG fioafg. Wien

deciding 1t as legitimate, they proceed to the
processg@%ﬁogTﬁgep 20 ST72, while when deciding it is

.hot, en e processing (that is, judge that the

authent&ggt%&& ggggaeggg% Eggction unit 57 of the
management device 20 uses the synthetic key data Ka to
.encrypt the data Rb generated at step 8T61 by the
encryption_algorithm 1 to-generate the data Rb"™.

Step 8T64:

The SAM management function unit 57 of the
management device 20 outputs the data Rb" generated_at
'step ST 63 to the SAM unit 9a. |

Step ST65:

" The authentication unit 64 of the $SAM unit 9a uses

 the synthetic key data Kb to decrypt the data Rb" input

at step ST64 by the decryption algorithm_l to generate

tﬂe data Rb.
 Step STeé6:
- The authentication unit 64 of the SAM unit 9a
compares the random number ﬁb generated at step_STSS aﬁd

the data Rb generated at step ST65.
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‘have any right relatlng to the proce33|ng and do not

execute the processing). Step ST72: 25 The CPUs 65 of
the SAM units 9a and 9b execute the processings
relating to the nutual authentication key data

speci fied at step ST54 shown in FIG. 21 Due to this,
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b o SR T PE BECViCh SARLASaY chUE, FEOTRC! 805

and 5 9b judge that the neans to be authentlcated has

t FOMERERAe AR FPW gt A tdedcdcating précessi ng
authorized for the right. Below, an explanation wll
beugiheartisfatere hatedine sysddeftac keyudagavEbi bgéd by the
types of cards in relation to .10 the nanagenent

dSAM erd(: eplia ridek hﬁn@smmgtEbGsYﬁtheﬁlchéy datwhBa held
t he manager etc. operates the operation unit 56 shown

I ByFlthe ZAM matSigereh tdifsploty odf uhie Ggeaali @Re  SAEMEEN

of the managenent tool 52, for exanple, as shown 15 in

FH%né%%mé%ﬁ5@MnQ§ﬁ%&e%%HE G g&n 75@91%1&5%Q|ﬁéﬁﬁsoﬁo be
the di"splay 5 4. The SAM rmanagenent Screen 75

disRbRYS ;A Jgpge 751 for instructing t he preparat|on
of. a a managenent tool use card at the tool bar. 20

| mage 7B9 -0 Ha; £t PAGLERE AL Al £ OBRT PALPAL PERCIET

SAM
processings performed by the SAM units %a and %b based on

Sf the

the results of the mutual authentication explained by
using FIG. 21 and FIG; 22. |

FIG. 23 is a viéw for explaining the processinQS'of
thg SAM units 9a and 9b,. | | |

Step ST71:

The CPUs 65 of the SAM units %a and Sb shown in FIG.
8 judge whether or not the authentication unit 64
authenticéted that the autheﬁticating means was
legitimate at step ST66 shéwn in FIG. 22. When deciding

it as legitimate, they proceed to the processing of step

- 8T72, while'whén deciding it is not, end the processing

(that is, judge that the authenticating.means does not
have any rightrrelating to_thé processing and do not
execute the processing}. |

Step ST72:

The CPUs 65 of the SAM units %a and Sb execute_the'
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connected to the SAM network. Wien the user designates
the screen 751 on the SAM nanagenent screen 7.50.by ..

“for exanple a nouse of the 25 operation unit 56, an’

i mge ‘753 i s displayed. As the imge 753, inmages

~indicating the preparation of the owner card, the

PEERRALL AR 0L S8 L TR b1 PLERRLALL 80+ Pbnt REy

a
Pon-car t e preparation o

ARSPSLLCRS P 1Bl Btad. RoRal ot 2R 5Pl SDRLI B8 encs,

preparation of the cards indicated in the i mage 751.

Fithet predetepmanadi 6BTVWiFE Bewived BY the FepRentorfbe
preparing an owner card. 10 Wen the manager instructs

t bethesgacatiednisf panvideder NemedvonthheSAagei¥s51%a and
shown in FIG 24 by a nouse, the card managenent

f gpcHuageutht t58hehneansnthbl Be 2utHesplagsednhasnehe
card preparation screen 760 shown in FIG 25 on the

dipsRlia¥ 3hindd. rIBRLOMAES chaEALR €RAr BEbEASSEhEEAUTROrized

di splays a used service selection inmage 761, a
Seby ¢acARigRRDIY area designation inmge 762, a

- "system AP-afea designation inage 763 a
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devi oo b1 OLnaLh O kPYngeobanaL | Pl TBOG] Oy ol reens

desi gnatrton feci si Instruction i m
used ssrvrce sel ection inage 761 %s an ing ere%QEion o
sBFECt FRY #5PUaRANSPELPHE EEREENP oF3FHRE £BrTFc2

authorized to the owner _card 72.to be prepared.
the management device 20 explained bypus,ng QIG. 2 and

" FIG. 4.

When the manager etc. operates the operation unit
56 shown in FIG. 2 to instruct display of the operation
screen of the management tool 52, for example,.as shown
in FIG. 24, a sAM management screeﬁ 750 is displayed on
the display 54. | o
| The SAM management screen 750 displays an image 751
fof instructing the preparation of a'mahagement.tool_use
‘card at the tool bar.

Fﬁrthér,_tﬁeSAM manageﬁent'screen'750 displays an

image 752 indicating the network configuration.of the SAM

. connected to the SAM network.

When the user designates the screen 751 on the SAM"
management screen 750 by for example a mouse of the

operation unit 56, an image 753 1s displayed.
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| aﬁflﬁﬁ@eoWBPrd6§F§ma?hﬁgPFﬁEaHé

The service AP nemory area designation i mage 762 is
an image for selecting the format authorized for

access 25 to the service AP nenory area using the

owner card 72 to 46 be prepared. The-system AP nenory
area . designation image 763 is an inmage for selecting

the f t. auth t
oot y S e RSO E RS o PSass g 7L PhE e B ek eRpration

The device/term nati on key designation inmge 764 is_-

%Fee REytRat HSGRACRRE, the
term nation key data used for preparing the owner card -
7prePheatddongnit tba dBceproMpihenr gardenandagbe765 is
10-an image for inputting instructions for deciding
t beepdesitgoat ed that eptnsiphen tandshragdileplgpadi on of
required itens on the .owner card preparation screen

760, thee18RA0SK dsigRatesn wHEl desi ghvéh OBF deCsStddh for

i-nstruction 1 mage 765 by the 15 nouse etc. Due to

tﬁhén EHEtEé&Qlﬁ&tpb@é&fﬁﬁibﬁnoﬁcﬁﬁéncZEQs $HaYBatdd in
26 is |sp ayed on the display 54. When preparing

a 72 the card set .instruction screen
§88 I(ﬁ{’lf"ucts fo set the default card 20 71 Then,

t he na makes the cayd rea Iwiter ad the
dat a of FEREET b1 SERLHRFReR (v a dyigtven of 8 ddeen

for preparing an owner card.

| When the manéger instructs-the-preparation of en
ownér.card on the image 751 shown in FIG. 24'by a mouee,
- the card.management function ﬁnit 58 shown in FIG. 2
displays an owner card_prepération screen 760 shown in
:FIG.'25_on the display 54.

The owner card preparation screen 760 displays a

used service.selection image_76l, a service AP memory

area designation image 762, a system AP area designation

- image 763, a device/termination key designation image 764,

and a designation decision instruction image 765,
The used service selection image 761 is an image

- for selecting for example the -content of the service

" authorized to the owner card 72 to be prepared.

The service AP memory area designation image 762 is
an image for selecting the format authorized for access

to the service AP memory area using the owner card 72 to
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When confirning the |egitimacy of the default card
71, the SAM managenent function . .unit 57 selects the 25
nmut ual aut hentication key data related to the service:

..etc. .47 .selected by the manager on the owner card

10

15

20

- 25

- preparation screen 760. The selection corresponds to

the sel ecti of step ST12 expl ained by using FIG

1 g-ﬁgfpérgﬁnexplanation wi |l be given of the screen

5 for preparation of a user card. \Wen tge mepager . .. .

i nst r uct 8t A¥SEEBpAPalrBR Er 25°2 dEP1ERPHOR tHadIe 763 1is
screen 751 shown in FIG 24 by the nouse, @ the card
mefadeeem founeslesting the frempt autherizedyfep agsess

‘the user card preparation screen 780 shown in 10 FI G

2tooltheheyditepl &P 5emncEye ageer usand pheparaeirorasdr d@nto
780 di splays a  used service selection imge 781, a
SkeviptepARPedenory area designation inmage 782, a

. system AP area designation inage 783, a :

devi ce/ rREMHBeE ban tkewi Hash BRAkEQNALERGR2¥B4n 1Ragadied is
desi gnation decision instruction i mage 785. The used

SghVii g8 geelrett R i igHaYe nd8tnks dakikergey HQEasﬁh@CEth

the content of the servicCe authorized.t0o the prepared

'S8Eni0ht L w° RSB RO IREL 2158, 158, LEOBara 72,
authoriﬁgg f.or .,access_ to the servi%e Al .nennrgggr§§5 is

usi ng .t pﬁgségga_aggrdegé§aogs}ns Fuction im

an image for inputting instructions for deciding the
designated content.
When finishing designation of required items on the

owner card preparation screen 760, the manager designates

" the designation decision instruction image 765 by the

mouse etc.
" Due to this, the card set instruction screen 760
~shown in FIG. 26 is displayed on the display 54.

When preparing an owner card 72, the card set

- instruction screen 770 instructs to set the default card

71.
Then, the manager makes the card reader/writer 53
read the data of the IC of the default card 71.

When confirming the legitimacy of the default card

. 71, the SAM management function unit 57 selects the

mutual authentication key data related to the service etc.
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. caterpPEpar axrdnisereby w8bng FRE-nhRager .10

instruction screen 770 shown in FIG 26 is displayed

SEhECEIy ahﬁaﬂaag@enzo Hebeah gﬁ&togsk9M09§tfnrﬁkﬁte§
_ d )
g%ﬁ%@g%%ﬁdgﬁggggﬁglggFgCPrgﬁaBF 16n scréen Géboghown-ln

 area designation image 782, a system AP area designation

The systén1AP'nenDry'afea desi gnation image 783 is an
-~image for selecting the format authorized for access
- 25 to the system AP nmenory area using the. prepared

user card 48 73. The device/term nation key _
desi gnation image 784 is an |nage for de3|gnat|ng the

e User_Ca .
FRICA EﬁgeaéiﬁaFﬁag?ﬁégg SR B el eghign of

finishin deS| nating the required items on the owner

esignat

desi gnat es the designation decision |nstruction i mage
785 byNéhk, neusexpiznabuentwvithibe ¢gheerard the screen

ofickhprdpaphayohdof\aensprepardng an owner card 73;
the card set 15 instruction screen 770 instructs to

set theypsRernEansndder THEPrubbe tRAAGLEpAPXESoh NGF a
card reader/witer 53 read the data of the IC of the

owpgt eatd &3 tM@chEQQB'ﬁglnghEQﬁ L g0kt EMBsSY B% Lthe mouse;
owner card 72, the SAM managenent function uni _

€ service ecte Yy the manager on t

screen 780. The sele

FIG. 27 on the display 54.
The user card preparation screen 780 displays a

used service selection image 7Bl, a service AP memory

image 783, a.device/termination key designation image 784,
and a designation decision instruction image 785,

The used service seléctidn image 781 is an image
_for selecting the content of the service apthorized to
the prepared user card 73. |

The service AP memory area_designation image 782.is
an image for selecting the format autﬁorized for access.
to the service AP memory aréa using the prepared user
card 73.

.The system AP memory area'designation image 783 is

| an image for selecting the format authorized for access

to the system AP memory area using the prepared user card.
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StepST12 expl ained by using FIG -12. Next, an .

expl anation will be given of the screen 25 for
preparation of an AP encryption card. 49 Wen the
manager instructs the preparation of an AP encryption

card on the image 751 shown in FIG 24 by the nouse,

t card managenent function unit 58 shown in FIG 2
di'Spl ays the AP encryption card preparation screen 790
5 shown

cnerypt FOR és}facs?ssswaflﬁsﬁoeﬁlfséngeﬁbgnaltmﬁlamaae 784 is

" used service selection_ imm

AP
AP oGy Rar| ROLAEGELPIs L0p S g RPYafiaga and the’

_deS|gnat|on i mge 793, a device/term nation key 10

esn@naameﬁnukﬁgedaga uged fodesrghatibg §bei ¥per card 73.
instruction i mge 795. The used service sel ection

i mge 7%hei deanghatgen flerisébecinagruhbiconivageo?8s is
the service. authorized to for exanple the prepared

ABrengiyp! fon capdtTinglinEheusetivheefAP deondyngr ehe

designation image 792 is an inage for selecting the
f elraynavbhoEbLA@AnkQr access. to the service AP

.menory area using the prepared AP encryption card 75.

The SVSﬁﬁg%AElﬁsgnwgaaselsﬁétgﬁt?t iRD 1889erd33:i ksms 20n

an i nmage r selecting the format for acCess to the

SYRLCULAS TRIDHY pRLEZ-UTLBA LBECBAORBDS]AE RORLYALT On

designates the designation decision instruction image 785

- by the mouse etc.

Due to this, the card set instruction screen 770
shown in FIG. 26 is displayed on the display 54.

. When preparing an owner card 73, the card set

instruction_soreen 7?0 instructs to.set.the owner'oard 72.
 Then, the manager makes the card.reeder/writer 53
read'the data of the IC of the owner card 72.

" When confirming the legitimacy of the owner card 72,
the SAM management function unit 57 selects the mutual
authentication key data telated to the service etc.
selected by the manager on.the user oafd preparation
‘screen 780 The selection corresponds to the selection of
step ST12 explalned by u51ng FIG 12. |

Next, an explanatlon will be glven of the screen

~for preparation of an AP encryption card.
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The deV|ce/tern1nat|on key de3|gnat|on I mage 794 .is

. an image for-designating the device key data and the

\When finiShin S|g

A L d t 790
nBRSEEPt 8'@?5%&%32@? BB GbERgRar PonShRERof pnF 1C- 24 By the

25 termination key data used for preparing the AP
encryption 50 card.75. The designation decision _
instruction image 795 is an image for inputting :
instru ons n S] '

Cﬁﬁ tﬁg QS&%Q% Enégﬁecggqggg3%§g?£9§£fgﬁ %%_an AP.

|ng ens on t

instruction imge 795 by the nouse etc. Due to this,

t Beugay dtBet cRAdt PARRPERERE EBRCRRED 401 Ehdtfnshavm & FIG.
26 is displayed on the display 54. Wen preparing the

AR éhsripveobhearB #Beryhbieonrdardeprénsrphepnofcreen 790
screen 770 instructs for exanple to set "the owner
cahdwd2inTHEG, £Reonmthgedispkag Bhe card

reader/writer 53 15 read the data of the IC of the

owner cohd A2.eNBEPoEDHH | Mt AGtieat el bh nBEyeet 1@
owner card 72, the SAM managenent function unit 57

B sgkepisyLhg Hgéaagerayeaegélséﬁwﬂ Kxﬁﬂggaﬁ§lre£a!s8£|v1§e ap
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the serV|ce etc. selected he manager on the AP

| 0P Gakde 200 REEBAT gag $65ce0 L90cedep ares
ne | ¥

Ton corresp s to ectlon of step ST12
bgg'a;’a“ggg OX 4Rh9g 765 4 2o DEth s BB EKRLEORC LB |
designation image 794, and a designation_decision_ '
.instruction image 795.

The uSe& service selection image 791 is an image
fof selecting the content of the service authorized to
for example the prepared AP encryption card 75.

The service AP memory afea_designation image 792 is
an imagé for selecting the format authorized for access

 to the service AP_memory aréa using the prepared AP
encryption card 75.

The'system AP memory area designation image 793 1is

an image for selecting the format for access to the

. system AP memory area using the prepared AP encryption

~gard 75.
The device/termination key designation image 794 is
an image for designating the'deVice key data and the

termination key data used for preparing the AP encryption

- 50
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fbf preparation of a transport card. When the manager

instructs the preparation. of a 25 transport card on

the image 751.shown in FIG 24, the 51 card managenent
function unit 58 shown in FIG 2 displays the

_transport card preparation screen 800 shown in FIG

29_on gge di splay 54. The transport card preparation
screen 800 displays 5 an inage for instructing the IP
address_of the.SAM . authorized for coverage of .
transpo?geo?eﬁégﬁgkfﬂ%, ﬁﬁ;s?ﬁ%nb?§g5?%éfg?h%mi@%E?%%els'
of the application elenment data, A APE, the instance '
n@RbéPaggndornénpetsisg AnfberctiRRSEPY AgRAgeRenthe
function unit 58 degrades the 10 nutua

adeléeonpted epnkeptdata related to the data for which

" access is authorized in the nenory areas of the SAM

uni ts 9@handf9hibhsed dasigeatihorbhei begdesednatends opn
the transport card preparation screen 800 to generate

t ke syntheriothkey dard ppdpwbatesnt Bosebnt 90hethe
transport 15 card 74. As expl ai ned above, by the

- NRARAGErelesigaheeti Rle HHBEHHhABRSoANHebE8UbAYiMAEFQUEion
types of cards based on the screen functionally

Zﬁgg%%?7?%ggﬁg§hggﬁoggg.eeagvided by the SAMunits 9a

nager can i1ssue cards 20 having the

riohts gRLCOLNGLILS o LOLENLo W 100U, LR06TEERLdn 770 -

i ndi cati ng franager nutual — authenticafion
key-data e

shown 1in %%G.ag%uggléiggfgygg égethe display 54.
Wﬁen_preparing the AP enéryptién card 75, the card
set instruction screen 770 instructs for examplé to set
the owner card 72.
Then, the manager makes the card reader/writer 53
read the data of the IC of the owner card 72.

When confirming the legitimacy of the owner card 72,

the SAM management function unit 57 selects the mutual

" authentication key data related to the service etc.

selected by the manager on the AP encryption card

‘preparation screen 790. The selection corresponds to the

- gselection of step 8T12 explained by ﬁsing FIG. 12.

Next, an explanation Will be given of the screen
for preparation of a transport card.

When the manager instructs the preparation of a .

" transport card on the image 751 shown in FIG. 24, the -
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. processing. Due to this, |eakage of information

relating to the security-of the SAMunits 9a and 9b

can be avoi ded. 25 Bel ow, an explanation will be given -
of "a’ SAM managenent screen provi ded by the SAM
managenent function wunit 57 of the managenent tool 52

.g%%F h%ngﬁgﬁﬁ%t %Lgﬁt§§85§pggv. gﬁﬁgﬁnefﬂ'ﬁkﬁi”§£§§splays_
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'.oggrates the operation unit_.56 shown
r

nage Screen € manager e

. | 2t '
Gt EopRBox Fentl BREPBRebHon SAPF RaALleTbRT™ 5P cERC-

di splay instruction _to the managenent tool 52, for

- eR8nphe thge dSANLA¥NAGement screen 1001 shown in FIG

30 is displayed on the display 54. 10 As shown in FIG

30, theTBAMtranagenbncasdrpespatdtiomascreerlbisplays
1002, a SAMtree area 100.3, an attribute information
daspimayeafea i8684ruattlagachedIPnbéddrmassonf thspEaM

area 1005, and a consol e area 1006. The nenu bar 1002

i auvsediben desi gBabkAgeVaEi usnspbrt epedatapnshefap
- the card managenent function unit 58 shown .in FIG

2 nehBevOoReRal | @RS hPE'H?ﬁekaetﬁeeéﬁ 1988+i SAMcanERddata
operatlons, nanagenent_ ool use car operatlons,

SRRRY, BueL 185 Rhe5 " hhaRR:  J2aRhY REERIRD HhEee®. 00
and 90) pgperated, by, L, SV RIAGEITENt, | WELAON ALL ne

57 and

_ : bel on
sel ects the. SAM covered, by the operatign
mutual authenticatgon ke% data Be£a£e8 to the data for

user

which access is authorized in the memory areas of the sSaM
“units 9a_énd 95 based on the information designated on
the transport card preparation écreen 800 to generate the
synthetic key data and writes this into the transport
.card 74. | |

.As explained above, by the manager etc. selecting
functions and issuing various types of cards based on the
screen functionally showing'processiﬁgs ete. provided by
the SAM.units_9a and 9b, the manager can issue cards

~having the rights matching its own intent without

- concretely indicating to the manager the mutual

authentication key data etc. actually used in the
processing. Due to this, leakage of information relating
to the security of the SAM units %a and 9b can be avoided.

Below, an explanation will be given of a SAM
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on the SAM tree area 1003. 25 The attri bute
information display area 1004 53 displays the
information of the SAM and the group selected by the

-SAMtree area 1003. The detail information display"

10

15

20

25

area 1005 displays a list of various information in

..%ﬁ%ngéghgﬁkegggge yg%ggiéeﬁgggt%ﬁs'§A$am;9%§eﬂéngerﬂqfién

consol e area 10 € Irnfornmatron and

I'Sp

- resul_t f [ : ti he_ SAM . FI 31,1
VPBA 7 B pPAPnFRSHSRRP boRoRROM nE o BRakife B
- the di SEIIay content of the SAMtree area 10 1003.- As

shown i RI@} GO34s 3 helSAM OF c<RI T HYTD 3 SR Jprnggement
various icons indicating the SAMs operated by .the. SAM
megagenehPOLluncti on unit 57 and the groups to which

the SAMs belong etc. 15 FIG 32 is a view for

expl ai niWhgn | thasnahspéayetci nopétmtSAMe esparaai IO03it
As shown.in FIG 32, the icons displayed in the SAM '
t sgesabRa 1A0BIGNCRUde ©B8E8G8ekBdtRal 41EhehLEE€aBiaMtof a SAM
data such as icons of the SAM network, groups (sets '

oﬁa§é@§%&nt29c§@@ﬁ 49881 20M ns fPuBBIBH V8! €8S méigement

types, and instances. Further, the icons indicating
- Sikole T S5tRye e The GRS Berern 1% o
t?%.ﬁ?&Yiﬁﬁ ig Eépfégé&egn ;ﬁg?%ﬁgplay 54.
| As shown in FIG. 30, the SAM management screen 100i
has a menu bar 1002, a SAM tree area 1003, an attribute
information display area.1004, a detailed informétion
display area 1005, and a2 console area 1006. |

The menu bar 1002 is used for designating various

- operations of the card management function unit 58 shown

in FIG. 2.

The operations include file opefations; SAM command
. operations, management tool use card operations, console
ibg operations, and help operétions.

The SAM tree areé 1003 displays the SAMs {SAM units

%9a and %b) opefated by.the SAM managemenﬁ function unit

57 and the group to which the SAMs belong. |
"~ The user selects the SAM covered by the.opération
.on the SAM tree aréa_lOOB. |

‘The attribute information display area 1004
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“indicating that the SAMis in the usual state, "READY

25 indicating the connection state finished the nutua

aut henti cation, "SI NGLE CONNECTI ON WAI T* i ndi cati ng.

that the conpletion of another connection is being -
awai ted, and "SI NGLE CONNECTION " indicating that
onl.y_the a c e d n

B R

I'spl ays 1 nages

.corre pandi ng. to usin ality of dlfferent
pSELEF §8'ﬂ ﬁgwwgrﬁftﬁg?ﬁegégératlﬁg states of

10

15

920

25

the SAMs. Due to this, the user can easily sg

the staFke detatlaiBARFmEhtPReflsPIRY Res kY %w?%?Plays a
1003 di splays i mages corresponding to a SAM by a

patisér nfewablicng infenmpticat ionthe §Mypelaered byicthe
the SAM has finished .the nmutual authentication, that

- i saMhageal neady 1008f bemgdoip.t he | egiti macy of t he

neans to be authenticated, so the user can easily

speci f yrmbetBREcDE 89ba cBObS SAMPISSs t tite Mfdwthation and
authentication. FIG 33 is a.view for explaining a SAM

nebwai ke %r6591$9$00p39a¥®@ﬂst8ﬁ Yser sfrsi gnates the
i con of the SAM network by the nouse etc. on the SAM

L0 E5GOTR AUV FUE i o e A Sl Knoning
disPLay, 54, The RAMMIShIRK o3REERD 010nd SRl el Erea
1003.

As shown in FIG. 31, the SAM tree area 1003
'displays various icons indicating the SAMs operated by
the SAM management functioﬁ unit 57 and the groups to
which the SAMs belong etc.

FIG. 32 is a view for explaining icons displayed in
the SAM tree érea 1003; |

| As shown in FIG. 32, the icons displayed in the SAM

tree area 1003 include ones indicating objects and data

such as icons of the SAM network, groups (sets of SAMs),

- 8AMs (one SAM), AP memory areas, APE types, and instances.

Further, the icons indicating the states of a SAM

include icons such as "STANDBY" indicating that the SAM

._is in a state where the service is not started, "READY" .

indicating that the SAM is in the usual state, "READY"

Sdindicating the connection state finished the mutual
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25 addresses, ports, and states of the SAMs connected
to the SAM netvvork and i nformation regarding the-
groups. FIG 34 is a view for explaining a group
screen 1020. Wen the user designates the icon of a

~.group by the 5 nmouse etc. on the SAMtree area 1003

SR S i o

10

15

90 .

25

1020 di spl.ays infar matlgl regar di ng t he éP addr ess

p&Pes compd s gre 8T o APHBSEARS nf§tl Bef-8ngPhg9t %W?’h
designated group. FIG 35 is a view for explaining a
SARNKs CSESFLEO SONNEGREAN: HeindéFagénpgithebsorhy Fe8n of

a SAM by the nopuse etc. on the SAMtree area 1003

s manmagemeRIitGtco@l, 52t he 8aMneckedn 1030 shown in. FIG

35 is displayed on the 15 display 54. The SAM screen
1030 di spl ayussi #hor, meheoparefgaedi ageat he0BDdighlanhe Akages
nmenory areas of the designated SAM and the purposes

Ofeolrh@ sABRBR MR Yol ERMIS. ukl iy 86plaralVi@Wofodifferent

expl aining an AP nenory area 20 screen 1040. Wen the

usek +de5is09at a8 bhaahean,@thaknéPs gEEQEYnga§€§t3¥ &Bethe
use etc. on.the SAMtree area 1003 shown in

3 he AP nenory area screen 1040 shown in.FIG"' 36
I STdirspl ayed on the display 54. 25 The AP nenory area

screen 1ggotgl Iays ﬁgeugggbgan easily specify the state

of a SAM.

_Furthef, the SAM tree area 1003 dispiays images
corresponding to a SAM by a pattern enabling
identification as to whether or not the SAM has finished
the mutual authentication, that is, ﬁas already confirmed
the legitiﬁacy of the means to be aﬁthenticated, so the

- user can easily specify whether or not each SAM ends the

" mutual auvthentication.

.. FIG. 33 is a_viéw for explaining a SAM network
. screen 1010.

When the user designates the icon 6f the SaM
_network by the mouse etc. on the SAM tree area 1003.shown_
in FIG..31, .the SAM network screen 1010 shown_i_ri'F_IG. 33
is dlsplayed on the dlsplay 54,

The SaM network screen 1010 dlsplays.the Ip

addresses, ports, and states of the SAMs connected to the.
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of the APE types of the designated AP nmenory area and

~irnformation regarding the types of the APE types. FIG_.

10

| 15 :

.20.

25

37 is a view for explaining an APE type screen 1050. 5
When the user designates.the icon of. an APE type by
the nouse etc. on the SAMtree area 1003 shown in FIG

ara hefacer it ﬁ%gﬁgtigior%ﬁg%‘?type %f?%%%- 1050

di spl ay he_nupbers_of nst ances and

i nf or rra??é '?ggé?d?nﬁl?’ﬁe%‘gfl ma%%’o%% e 171 esf?/]fecen
codes, etc. conprised using the deS|gnated APE type.
FL@2038 is a view for explaining an i nstance screen

1080. = 15 When the user designates the icon of an
|nstancﬁhby the woetedestanabest Hoe SARRR e ar@rEURIY the
shown in FIG 31, the instance screen 1060 shown. in
FhGusa8eits. dbspthgeSAmntrebeadeapEQQS5ﬂhoWhe1nnEIGncél

~screen 1060 displays information such 20 as the

opgkalrelpSkakeenfl 10h6 gdrswgnahedIcnsBance, dikplayed on

menory -area, the | C service key, and the instance
'ngggeaisgh 39 shows a screen when designating the

SAM- conmand of the nenu bar 1002 shomn in FIG 30. -
When th S Sl S1 656 & Rormnd - 25
Ihd §£°?§.égpééﬁ ﬁ Q%OZ shomn in.

by the nous on the nenu Fl G

'3%§8F5§é§éwkﬁonYBngdagégggs}Oggr%g?mgnansgigés3§fi§he SAMs

belonging to the designated group.
FIG. 35 is a view for explaining a SAM screen 1030.

When the user designates the icon of a SAM by the

mouse etc. on the SAM tree area 1003 shown in FIG. 31,

the SAM screen 1030 shown in FIG. 35 is displayed on the
display 54.

The SAM screen 1030 displays information regarding

..the IDs of the AP memory areas of the designated SAM and

the purposes of the AP memory.areas.
FIG. 36 is a ﬁiew for explaining an AP memory area
screen 1040. |
| When the user designates the icon of an AP memory .

drea by the mouse etc. on the SAM tree area 1003 shown in

- _FIG. 31, the AP memory area screen 1040 shown in FIG. 36

is dlsplayed on the dlsplay 54.

The AP memory area screen 1040 dlsplays the numbers
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on the di spl ay 54. The SAM conmand screen 1070
di spl ays text images of .operations on the SAM such as

" communi cati on nmanagenent, 5 AP nenory area nmanagenent,

| og recording, a negative list, - manufacturer

_'settings, etc. Here, when the user designates the

COETUAL CAPEL O o IBNAPERRA! ok xhabIBORS FUAD:FSarea

] ?nd
a QUISI-tI on or--s us, star servi ce, ange or - -

R BEBRRBEI PO TaPRSHLER) BhBd YOtRohs BhoparF oPRReS

operations on the SAM by _designating these text

i mges. FFFG 3301 §sa3 avipBuE BredRpr it e di2 2Bk et gpe screen
preparing a group of the SAMs on the SAM managenent
1%086reen 1001 shown in FIG 30. As shown in FIG 40,

when the user right clicks on the text inmage of SAM
managengnén athé hes&AMiésbgnatea tHO0Bcom ¢HeaBAAPE type by

“managenent screen 1001 by the nouse etc., an
- opgkahbABeseteenNochl@fei sasli spbaysdea?foiBesRpRhiaihONIG. 31,
screen 1100 displays text images for instructing the

PLERAkBEI 99138; sBrg@bRURp8h SAMEn 8ddibiE0oN370f s SAMEp1aPEd on

acqui sition of newest information of SAMs. The user

C detf | oup conprising a plurality of selected
S ﬁg gésggg'g%gfing the text image of 25 preparation

O 2 GU84R. Bby SV, DICLERRISE 81y 0 R Pl
aghgnigg%ggggg ;gé_ggépgg%gggation regarding thérsystem-
codes,.area/service codes, etc. comprised using fhe
. designated APE type..
FIG. 38 is a view for explaining an instance screen
1080. |
When the user designates the ‘icon of an instance by
the mouse etc. on the SAM tree area 1003 shown in FIG. 31,
the instance screen 1060 shown in FIG. 38 is displayed on
the display 54.
| dThe instance screen 1060 displays information such
~as the bperation staté df the designated instance, the
memory area, the IC service key, and the instance number.
FIG. 39 shows a.screen when desighating the SAM
comménd of the ﬁenu bar 1002 shown in FIG. 20.

When the user designateé the icon of a SAM command

by the mouse etc. on the menu bar 1002 shown in FIG. 30,
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key deéignatfon data to a grbub, the key: desi gnation

~data is collectively provided to all SAMs (SAM unlts

9a and 5 9b) belonging to the group. Further, in

“response to an instruction fromthe SAM nanagenent

function unit 57, all SAMs belonging to the group can

ua Rentication key

b to coll ctlvel orm.t he.pr SSiLRg.
| rgpgtg tg Fﬁ% (o ?%56 ELWRC iR 9&% ?5 8 dlsplayed.
correspondlgg to_t he synthetlc key data held by the '

S8R then AY PdAnction unit 57. Below, an _
explanatlon wi Il be given of the AP nenory area

edi tor BrevPaMdopymend Apreent 10¢8| d5spsapanterh Frages of
2. 15 FIG 41 is a view for explaining an AP nenory
apparagdiher oscithen SAPOBuChs aghowmmuniErGlonlmanhgengnt,
menory area editor screen 1200 displays the APE types

ant masbagcaredmhanhsageninthe lapprecatrdongel ameagatdatve list,
APE stored in the AP 2Q nmenory area covered by the

- efbhbufdcthvelhabrtiRgsAPorenory area editor screen

1200 displays an icon 1210 indicating addition, an

icon 12g0,o1 ngicat | thg ekt HQngﬁQgeQnthé08013&%1§Qlcatlon
i ndi cati ng edltlng When the user designates the icon

| 1%%9515@41“5“% MRy ﬁggggcsucaf ggeaagﬂgsie&oﬁdggt ggtg;eg,

an 1 n anceto rrermry area |s carrie

Further, of“@ggvfiga',gngtaagg L heon, 1220 pracegsl

single connection, and disconnection are displayed.
The user performs operations on the SAM by
designating these text images.

FIG. 40 is a view for explaining a case of

- preparing a group of the_SAMs on the SAM management

screen 1001 shown in FIG. 320.

. As shown in FIG. 40, ﬁhen the user right c¢licks on
the text image of SAM management at the SAM tree area
1003 on the sAM management screen 1001 by the mousé etec.,
an-operat;on screen 1100_is displayed.

" The operation sCréen 1100 displays text images for

instructing the preparation of a group of SAMs, addition

of SAMs, and acquisition of newest information of SAaMs.

The user can define a group comprising a plurality
of selected SAMs by designating the text image of

preparation of a group of SAMs.by_the mouse etc.
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for deletion of an instance stored in the A P nemory
area is carried out. 5 Further, when designating the

- icon 1230, processing .for editing an instance stored -

in the AP nenory area is carried out. FIG 42 is a
view for explaining a screen 1300 for performng the

addi ti 0nknbBeRackage ShsthesanphpCebbaNendJsalement

data AP € 'screeh Includes™a fireld 1301 for

desi gnat i h 1_el d L
- VBReRgEe HR o, tpE Y| ol TrG EHEARE £3hcottRytting

a.field 1303 for designating the instaﬂce gunber. 15
He 5198 data

TheYusesioRgien APSANEL 8nIEENPer Py XEHe9FECREH
be added to the fields 1301, 1302, and 1303. . Due to
t Biss colRechpvedit providsd A0t adat SANE| ((SHYr EBi ks PReand

“processing for addition of the elenent. package. 20

FeB) &&liomgang éw. the gxplpi.ni ng a screen 1400 for
.. preparing the application elenment data APE. Wen
I nput t i pgrtherpr edetesponed taf anmahsbpuohidheframr tiea SAM

| 1300 shown in FIG 42 and designating the screen

10
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138faghRrAPELREERBRALNKER. 59Gr aen $4PQ BBOWAgiAgFL& the
43 is 25 displayed. The APE preparation screen 1400

Sg§gg§%§g%2§gg%§§g.gg EBQI@@EE%@@&iBgrgbgﬂﬁﬁﬁedﬁiécégging
related to the mutual authentication key data
corresponding to the synthetic key data held by the SAM
ﬁanagement function unit 57.

Below, an explanation will be givén of the AP
memory area editor provided by the AP edit tool 51 shown
in FIG. 2. |

FIG. 41 is a viéw for explaining an AP memory area
- editor screen 1200; |

As shown in FIG. 41, the AP memory area editor
screen 1200 displays the APE types and instance numbers
of the application element data APE stored in the AP
memory area covered by the editing..

- Further, the AP memory area editor screen 1200
displays an icon 1210 indicating addition,.an'icon 1220
indicating deletiﬁn}.and an icon 1230 indicating editing.

_ When.the user desighates_the-icoﬁ 1210 by thermoﬁse

etc., processing for addition of an instance to the AP
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t he nunber of the instance thereof.'Further; the APE
‘preparation screen 1400 displays.a 5 field 1401 for

designating a tag, a field 1402 for designating the
nunber of used versions, a field 1403 for . designating
whet her el enent acquisition is possible, a field 1404
for desi%g%grn g@g&hg&_aﬂgonatic generation of the
daracrd possi% e and a frerd 1405 for designating 10
del eti on of an el enen

. _Further, i1 displays,a field .
1906 { oFuGERFGNaFTRG GRbORANBEYahhevARiRal 70, PEofessing

~attribute information etc. such as various_nutual
afitrefeileitipon ofepndanatrerat 6¢orect k8 thppPPcREMBRY area

el ement data APE covered by the preparation.. .15 FIG

44 si sagriedwoadr. expl ai ning a screen 1500 for adding

a version of the application elenent data APE. \Wen

desi gnariupgheddi When désagunetshgnthe ihenfl2Bd, 180dcessing

inputting the predeternined information, and _

degi-geatiikRgqt B ERBEEn&d04teRelihensehecAPlalRosionBebnis

20 FIG 42, the APE version addition screen 1500 shown

i o rEliGy 44+ s di splayed. The APE version addition

~screen 1500 displays the type of the application

| t data, AP | :
e Ef8; pafTEeCRVOLE] BYr | Q801 RIRRALDS 08: 00 160 cor
I ddi t | . 15Q0_ di spl field 1501.f or .
IR e L R o T

desi gnating the_key data input nethod, and a field
1568™e5t deshghBEing the item name and val ue

The screen 1300 includes a field 1301 for
designating whether to prepare aﬁ element or add a
version, a field 1302 for selecting the APE type, and a
field 1303 for designating the'instance-number.

The user inputs information conderning the package
to.be added to the fields 1301, 1302, and 1303.

Due to this, the AP edit tool 51 automatically
pe:forms the processing for addition of the element
package. |

FIG. 43 is a view for explaining a screen 1400 for
preparing the appligation element data APE.

When inputting the.predetermised information on the

screen 1300 shown in FIG. 42 and designating the screen

. 1304, the APE preparation screen 1400 shown in FIG. 43 is

displayed.
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of theieleneht data. 5 Wen using the screens'shomh in
FIG 42 to. FIG 44 to prepare the application el enent -

‘data APE and adda version, as shown in FIG 45, the

AP menory area editor screen 1200 displays the
i nformation concerning the prepared and added.

S T R AT ol AR G

expl ai n vice

- expl ai ned b usi, ng S. 12 and FIG 1

pP§r§Pﬁt?P 1ﬁﬁF&SP slEmeRt Gatrofitke °d§?aPF@P§F83 apd

the processings relating to the SAMunits 9a and 9b
t Fbelpumbeyr adathenipedeassi fergofenerate the

- synthetic key data. Then, the synthetic key data and

t he keyFdeshgnat tba HEEaptepaSQEtbmy$QgeehelﬁQ@udiSplaYS a
aut hentication key data used for generating that are
WEt ien 1401t fer aeBegnaaitg’2 aad,thefiskd tapd ¥3r 20

“Further, by perform ng the nutual authentication

SB%@EgﬂétﬁggFtﬁé Admba@rFb@ udddbobveesntheanenaganents for
devi ceé 20 using the owner card 72 etc. and the SAM

- uaggggn%%lggywﬁgthggee§éMbH%lgcaalg§9§5ﬁt§§ %B§51ble, a

‘synthétic ata based on the desi gnati on data
h .
e i

op?aﬁﬁ”ﬁﬁ%géiﬁéﬁfoégspés 28°9 8 bt Rh ab PRc RSt o ting

be authenticated. Further, together with the
céﬁ#ﬁﬁﬁap|sﬁ aﬂhelemen SR |

Further, it displays a field 1406 for de51gnat1ng
the names and values of attribute information etc. such

as various mutual authentication key data related to the

':application element data APE covered by the preparation.

.FIG. 44 is a view for explaining a screen 1500 for
adding a version pf thé application_element data APE,
When designating addition of a fersion in the field
1301, inputting the predetermined information, and
designating the image 1304 on the séreen'lBOO shown in

FIG. 42, the APE version addition screen 1500 shown in

FIG. 44 is displayed.

'The APE version addition screen 1500 displays the
type'of.the application element data APE covered by the
preparation and the number of the instance thereof.

- Further, the APE version addition screen 1500
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processing related to the mutual -authentication key

~data designated by the key designation data can be

7-judged as processing authorized to the managenent

15

device 20. Due to this, the SAMunits 9a and 9b
serving as the authenticati.ng neans do not have to

h%h% s”%F%éél%P %%Eh%%EIagglgﬂakgé?hentlcategn{ verSLOn,

COFT & ponding to6 all neans

5. S GRS NS el AUTBLIE B

case and, in addition, do not have to manage the

preCedstaglAutRES foF fesinBaidnds the pEefaname and value
~authenticated in the managenent table either, so the

prdcddsi pdamead dateeduced. . The present i nvention is
not limted to the above enbodinent. I.n the present

i nvent i Wheni tisiiagaltbe poseehbeshown2dnsFoEe 42 to FIG. 44
bi o-i nformation of the user of the card in the IC of

- any @frcharecexhepepilheatwnar ctamdnt2datheapEeandardd a

73., the transport card 74, and the A-P encryption

C%reti»si%nan@s Ravent he $AM. uabtstfa apdmlRokyl hbek BE&tor
the bio information stored in the card together with

_t@%r%ghuabo%5d§g Hegkl &ALl oRrsonatiba. BuhRERhIAG! enkhe

| egitimacy of uSer. For exanple, in the above

, S e o

t deV|ce 20 was 5 exenplified, but it is also
ggrza f-the SAM units 9a

As explained above, the management dévice 20, as
“explained by using FIG. 12 and FIG. 16 etc;, uses a
blurality of mﬁtuai authentigation key data related to
the processings relating to the SAM units 9a and 9o the
-degradation p:ocessing.to generate the.synthétic key data.
| Then, the syﬁthetic key data and the key |
designation data fo: 5pecifying the mutual.authentication_
key data used for generating that are written in the
 ownér gard 72 and the user ca?d 73.

Further, by performing the mutual authentication
éhown using FIG. 21 to FIG. 23 between the management
deviqe 20 using the,pwner'card 72'etc..and the SAM units

' %a and 9b, the SAM unit 9a generates the synthetic key.
data based on tﬁe key desiénation data received from the

management device 20. When the synthetic key data
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and 9b perforn1the authentlcatlon mnth means to be

“aut henti cat ed -such as the ASP server apparatuses 19a

and. 19b or another SAMunit. In this case, the neans
to be authenticated holds the synthetic key data and

‘the key 10 designation data. .Further, in the

CERPIEERRe 5 h %ﬁ?ﬁe*%%f%??% et P T 1

d tion dat but
| p6eni PRt Lennake Lot RUPeRbLeT Qla%vrf“%réa%%raen*ﬁo%wa% 20

10

- 20

25

these data. | NDUSTRI AL CAPABI LI TY The present :

i asEVihgnagahhoenapnsi e e %UH%%%tlﬁ?g%%SS|ng et hod

for performng predeterm ned processing based on

aut henticethen, resgetiser iwistipridye amgniming tigopQ the
device. CLAIMS 1. A data processing nethod perfornmed
braceeansgt pebetatit bentheatetud brahthehtipcdtict key data
aut hent'i cation use data generated by encryption using

t3¥sg§ﬁ§t§adb?”théuiaﬁnaégﬁéhﬁglﬁﬁaﬁﬁtiOéaﬂ0$ﬁlj@ﬁﬁé&ias

dat a conprising: a first step by which the neans

y
L 8-0€es ge%tﬁafffge@real o8 dieNafentgnaléeredaie,

ghatin the key data to the authenticating neans;

10 a segond, st@t? Dy whi chnd %’é r%;tér&f‘tég]gseteg{bs as the

per f orns encr Toh using the ta desi gnha

authenticating means do not have to hqld the mutual

authentication key data corresponding to all means to be

~authenticated (for example the management device 20 etc.

using fhe owner card 72 ahd.the user card 73) as in the
cbnventional case and, in addition, do not have to manage
the processing authorized t§ the means to be
authenticated in the management table either, so.the
.processing load is reduced.

The present invention is not limited to the above
embodiment.

In the present-invention, it is élso possible to
store bib¥informa£ion of the user of thé card in the IC
of any of for example the owner ca;d 72, the usér card 73,

the transport card 74, and the AP encryption card 75 and

- have the SAM units 9%9a and 9b further use the bi§~

'information stored in the card together with the mutual

-authentication-so_as to authenticate the legitimacy of
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by the key_designation data received at the first step

to generate second authentication use data; a third
step by which the. neans to be 15 authenti.cated uses

“the first authentication use data for -authentication

and uses the second authentication use data for

_aQ%ﬂentication; and a fourth step by which the -
au

t he key_data wh 20t henti cat i Tt t hi '
step GeEPReeeELe: (FB Ty abOTH: ERbHERRRE, s i

and the -second aut henticati on use data are the

=3 uts.er. . . .
entlcating —nmeans executes processing related to

sang.. -
2 WheTga thep PONESSH g $5sEBfh EoNBEFEPREEat HBARECED! be
authenticated for holding first 25 authentication use
dardkhgertdcatégnbyishc thpt managsmegtkdevigeaZandaan

"~ ~authenticating nmeans for holding the key data,
- Weesiplitfiedyedns tia he allshepbksabéd pfothde§rieynifs %a
designation data designating the key data to the
agnbent gatiregmmeaasauthenatichenbhcat tRgmeRABSto be

performs encryption using the key dat a desi gnat ed by
t he e tdesi@Rati:en dat @her 868i ¥edvhrogpbhheatiBsss 19a and

"be authenticated to generate 10 second aut henticati on

“i%ﬁd%tr?‘antoﬁﬁe@?%ﬂﬁ: LRpike ayt 'Eﬁg%i caked vaeSmbibRsf J'céslsé
ent | t he

aut cation use data for aut henticafion and

_aﬁthenticated holds the synthetic key data and the key
designation data.

 Further, in thé embodiment, the case where the
owner card 72 and the user card 73 held the synthetic key
data and the key designation data was exemplified, but_it
is also possiblé to make aﬁother mobile device etc. hold
these data. .

INDUSTRIAL CAPABILITY

The present invention can be applied to a data

. processing method for performing_predetermined processing

. based on authentication results, its program, and its

20

device.
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aut hent i cati ng means uses the second aut hentication
use 15 data for authentication, and the authenticating

- means executes.the processing related to the key data-

when the —authentication decides that the first
aut hentication use data and the second authentlcatlon

- use data are the sane. 3. ﬁkfﬁ% processi ng met hod

where an 20 authenticating neans holdlng predetern1ned

09518, 2L SR AP @

- authentication use data generated by encrgptlon usi ng

10

15

90

25

t ke key=vhhantésaprisfag:
key designation 25 data for designating the key data

aleipgt firep ppthenkicrhyon use
f detmt benepabed by becuyPhiéani vaied; key datdnendt@d of
usi ng the key data desi gnated by the key designation
dab@heetebuedngt mbhes forshoddiepgf theekeyygatan to

generate second 10 authentication use data-generated

atolpeigesgnd step for authentication use data; a
third step of using the second decides that the first

aut henti cati of #isgesdad ge@ndl, tihe autfiantidald aib Wd h
the nmeans to be authentlcated using the first

aﬁh@ﬁght985£8a ﬂ§8v98&§ £8§ QQEESHétféﬁ'@Qtaaagsignating
.the kéy data to the authenticating means;

a second step by which the auttenticating
.ﬁeans performs encryption uéing the key daté'designated
by the key designation data received at the first step to.
generate second authentication use data;

a third step by which the means to be
authenticated uses the first authentication use data for
authentiéation and uses the second authentication use
data for authentication; and

a fourth step by which the authenticating

_-means executes processing related to the key data when

the authentication at the third step decides that the

" first authentication use data and the second

authentication use data are the same.
2. A data processing system comprising:
a means to be authehticated for holding first

authentication use data generated by encryptidn using key
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‘a fourth step of executing processing related to t he
key data when the authentication at the third step

second aut hentication use data are the sane. 4. A data .

‘processing nmethod as set forth. in 15 claim 3,

further conprising, in the fourth step, executlng the
f%gﬁélgﬁ& of ‘the authenticating neans authorized to
t neans to be authenticated related to the key dat a

or acceSS|ng the q% alg%étl he@J'%@_ o% e key'

means. oceSS| as ‘se

25 cIa|n13 further conpr|5|ng mhen the

adehent VRaFEBR use data is generated by using a
plurality of different key data, in the fourth step, =
executing a pihe aeans dio he @@é%ﬁﬁntg@attedatpée‘tléieehbey
plurality of . key. data. A data processing nethod as
sdesignshion défacliesigBatingttee keypiatd nge thet he

fourth step, executing a plurality of processings

"IﬂﬁtﬂéhﬁgcahEnngQﬁhspns of the authenticating means

10

15
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25

and access to the data held by the authenticating

~means rel ati nghd it idadialg eadls KRy fddid cheription

data processing nethod as set forth in claims3,

f FH.H M+f8Q g?é% Si8ga &851 GheLEQUEY Nerid Bfay A8LLSPRAME Il Riata

urafity ata nodul eS related to single Key data

m@SQeRdi %anthéaﬁeggsnggqgeh§$§ﬁéﬁtf&é%é&'EJ'generate
second authentication use data,

the means to be authentidated'uses the first
authentication use data for authentication and the
authenticating means uses the second authentication use
data for authentication, and

the authenticating means executes the
processing related.to the key data when the

authentication decides that the first authentication use

- data and the second authentication use data are the same.

3. A data processiﬁg method where an
authenticating means holding predetermined key data
performs authentication together with a means to be

authenticated holding first authentication use data

 generated by encryption'using the key data, comprieing:

a first step of receiving key'designation

data for designating the.key data:from.the means . to be

66




10 .

15

20

25

10 of data nodules as data. 8. A data processing
nmethod as set forth in .claim3, further conprising,

in the first- step, receiving the key designation data
read by a device of the nmeans to be authenticated
froman integrated circuit holding the .15 first

' _agagﬁg 585{:88 use .data and the key deS| ghation data.

a procéssi ng rrethod as set forth in claim3,

‘wherein the fjrst au nt| cgéluosnmgie%}degg%g Sz wdat a

gener at ed by ®ritT r}l ng term by using 20

the key data. 10, A dat a processl ng

{Osenotatog by nthe bR Se bl PRt Ton HAER, Teee TS (o the

use data is data generated by encrypt| ng data obtai ned
b§ieatrypepngort pecpyREbeRs kP n@eneE? & 5PNy the key
data by further 25 using tanper-proofing key data
nmantpedtbygathenmasagdabeat 68 side. 11. A data
processing system-for authentication wth a nmeans to
be aut henti caf echthal ditep fdf stsimptttentsezmindn use
data generated by encryption using 5 predeterm ned

ke¥tHaheiandibal dkagaibe feyedatad aE0URE | Sedsrid Sirep for

i nputting nmeans for inputting key designation data

fQﬁtﬂéﬁfQEQEiQﬂ fhen kee dab2nd r e bBCauthenticated using
the first authentication use data for authentication; and

| a fourth step of executing prbcessing related
to the key data when the authentication at the third step
decides that the first authentication use data and the
second authentication use data are the same.

4. .A data processing method as set forth in
claim 3, further'comprisiﬁg, in the fourth step,
.executing the.functions of the authenticating means
authorized to the means to be authenticated related-to

the key data or accessing the data held by the

' authentlcatlng means.

5. A data proce351ng method as set forth in
Claim 3, further comprising, wheﬁ the authentlcatlon use
‘data is generated by using a plurality of differeht-key
data, in the fourth step, executing a plurality of
.processingé rélated to the plufality of key data.

6. A data processing method as set forth in
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“neans to be authenticated 10 an authentlcatlng neans

for using the key data deS|gnated by t he key
desi ghati on 'data received by the inputting neans for -

~encryption to generate second authentication use data .

and ‘using the second authentication use data for

'atéRQ%Ht CthQEh&:tgﬁltnﬁflﬁﬁas 1 %ﬂebgoaytﬂegtéﬁat ed

usi ng-t rst aut ticatfon use data f

 proeeitifg =rBrufek Py BRchReyas: BTt 9

aut hentication by the authentlcatln s deci de

t REBOERENPI PSL B AWEREAEFEATiBA TIEE Dot ancorhe o the

second. authentication use data are the sane. 12
pdagraheid by thecavthepyigadang rﬁ?aeesg%@tl%%’f%nth?
for authentication with a neans to be authenticated
hpldragitiyr ef hevhéatacati on use data .25 generated by
encryption using predeterm ned key data and hol di ng

the predet er m ngstkayrdedssicpmetisdodias asdt rixrth in
rToutine of receiving key designation data for

dgshgnaki ngut-PRekeyofiptasingn thetAreagsutthbstep,
aut henti cated; a second routine of encryption using

.tggcég¥aqgt@hge%l$9§1§gyb¥ftBgtgeﬁogﬁ§égn§é19€e@a£@-51ngle

recei ve Irst routine to generate second

| agtheggtga% VRE afhant2chPing ROUALNRoPS UST BOuEdFi ty
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: of_data modules as data.

: 8. A data-pfocessihg method as set forth in
claim 3, further comprising, in the first step, receiving
the key designation'data.read by a device of the meaps to
be authenticated from an inteQrated circuit holding the

_ first authentication use data and.the key designation
data.
9t A data processing method as set forth in
‘claim 3, wherein the first aﬁthentication use data is
data generated by encrypting predetermined data by usihg
the key.data.
'10. A data'processiné method as set forth int

‘claim 9, wherein the first authentication use data is

| data genereted by encrypting data obtained by encrypting

the predetermlned data by u51ng the key data by further

‘using tamper-proofing key data managed by the management
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10 authentjcation use dat a generated'by t he second
routine “for. authentication with the means to- be

authenticated using the first authentication use data
for authentication; and a fourth routine of executing
processing 15 related to the key data when the.

'_agiggntlcatlon inthe third routine decides that the

10

15

first authentication use data and the second:

aUthentifat' gﬁ% ﬂ&“%fﬁ%gh b3 adHiMd cation

processing nethod per orne by a.means to be

aut henti cat ed thenticatin S di ng
ZUlEgyadﬁ?ﬁnﬁsgheg%yaﬂgﬁﬁngég? %%t%%lﬁFg§1? Pg%eans to
be aut henti cat ed holdin the flt é aut henti cati on_use
datlshe%%c%a?ypw%nd% gBRRPET E22 0% o N BhTT AT R
use data, uses the second authentication use data for
apredatermined Weyhdake aednkoiding e HemY | <at2d, and
25 perfornms processing related to the key data '

-conmlptrisnag:70 on the authentication confirmng that .

the first authentication use data and the second
aut hent i cat i aih Useputtaitray asearthef canmpwonpg ey a

‘first step of providing key designation 5 data for

des98aLENEnt B8LL e¥oHadias Ugedtgntigenesptdaga fremtthe
aut henti cation use data based on the predeterm ned

95855 ﬁgnbgeéﬂeﬂeﬁeléggeQUthent'Cat'ng means, ; a
secon step of using the first
an authentlcatlng means for using the key

daﬁa designated by the key dééignation data received by
the inputting means for encryption to generate second
authentication use data and using the second
authentication use data for authentication with the means
to.be éuthenticated using the first authenticatiqn use.
.data for #uthentication; and.

a controlling means for executing processing

" related te the key data when the authentication by the

20

25

authenticating_meéns decides that the first

authentication use data and the second authentication use

. data are_the same.

12. A.program'to be executed by a data processing

system for authentication with a means to be

.ﬂauthenticated holding first authentication use data.

generated by encryption using predetermined key data and
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data hel'd by & HeRRASTAVERS Rf ARGRPHED Agihh

10. authenticating nmeans; and a third step of naking.

the authenticating means perform processing rel ated

to-the key data based on the results of the

aut hentication at the second step. 14. A data
-pﬁ9§8§§bnﬂhéeﬁfégeﬁérﬁﬁheﬁokéﬁ datdp @bﬁpﬂiéﬁngﬂhereln
the, neans to be authenticated reads and holds the

first authent] cation Use dal & anddde ky ké&esi@ﬁa}da@lon

data from a predeterm ned integrated circuit.

t hod t
I3 oD SECRab e PO 8 ohPs el BB e
aut henticating nmeans execute the functions of t he
aBLRBRARRFLSRFAY/ neans aut horized to the neans to be

authenticated related to the key data or. accessinqj}h%
e key

processi ng nethod as set forth in 25 claim13,

- fdathedesoaprteingy whenkeefdashgnatipnupata received by

conprising a plurality of authenticating neans, in the

f that £step, roatinettueggnpratedsagom@eaukhgntlcatlon use -
desi'gnation data to the group and, in the third step,
cghtgetively making the 5 group perforn1the

processings related to the key data. 17. A data
processing gl hath a8 S81tfd td¥ idsiGRivAd Beddtd her

conprising a fourth step of providing a screen

IL3PhaXEDgafloh RIS G2ELCRROMLAG: By Bfe second routine

for authentication with the means to be authenticated
using the first authentication use data for
_authenticatidn; and |
'é fourth réutihe of exécuting processing

related to the key data when the authentlcatlon in the
third routine decides that the flrst authentlcatlon use
data and the second authentidation use data are the same.

13. A data processing method performed'by a means
to be authénticated when an_authenticating means holding
kéy_data uses key datéldesignated from the means to be

authenticated holding the first authentication use data

- for encryption to generéte second authentication use data,

uses the second authentication use data'for
authentication with the means to be authenticated,'and

performs processing related to the key data conditional
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‘aut henti cating means for performng the processing by

10 using a plurality of different patterns in

" accordance with the operation state of t he

10

15

-20

25

_authenticatlng nmeans. 18. A data proceSS|ng met hod as

set forth in claim17, further conprising, in the

f OHr e Sh€PheREO¥LEL B BoSElBRIngi Siphayiing Hirstrage

corresponding to the authenticating neans by a

"autt BLA £0PL bAGusL dentd ficat 0o Qéc&ﬂ@tﬁﬁﬁhéﬂti&&ti$ﬁiuse

enticating nmeans already confirmed the legitimcy
nea t ted by the
?%% nticatio glalﬁgf hg&éﬁ%g%%ﬁg .1.9. Adata -
proceSS|ng syst m f or
aut hent i cat ed® %ﬁﬁatﬁrcoﬁ%éﬁgn%é{eﬁs q?ﬁl(?natll?n
data uses key data deS|gnated fromthe ans to

a@@hénf?%a@@ﬁlﬁﬁﬁﬁ%ﬂ@ the keysfetminendi ??oﬁﬁ?ﬁﬁﬁtlng

~data for encryption to generate second authentication

uSersht aythesbscahior cesmdabe Hentee a0 oFh & ser efr e FBIned

.25 authentication with the means to be aut henticated,

agen&?apeof oneshpdotesthagav than biice bindangays dat a

~conditional on the authentication confirmng that the

first authendissddrah st ot arsandy titree Fdoerid
aut hentication use data are the sane, conprising: 5 a

fihgheERBSLOh REQVASLAIrkEYadEREQ8RE BIon dad £h T Eite
designating the key data used when generating first

agggﬁgﬁtgggtgﬂ u§gag§taaggsed on the predeterm ned
generation ne % to the authenticating neans;

a third step of making the authenticating
means perform processing related to the key data based on
the results of the authentication at the second step.

i4. A data processing method as set forth in

c¢laim 13, wherein the means to be authenticated reads and

holds the first authentication use data and the key

| designation data from a predetermined integrated circuit.

15. ‘A data procéssing method as set forth in_
claim 13, further comprising, in the third step, making

.the authenticating meané execute the functions of the

cauthenticating means authorized to the means to be

authenticated related to the key data or accessing the
data held by the authenticating means.

16. A data processing method as set forth in

- elaim 13, further.comprising,_when defining a group
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a second means for using the first 10 authentication
use data for authentication with the —authenticati ng

nmeans;. and a third nmeans for making the
- aut hent| cating .nmeans perform processing rel ated to

the key data based - on the results of the
LiePisEAL! 9 ofrihersesonguPRANS: cdBi R mams pgr am

‘-to be execut egpby a data proceSS| ng - systemfornmng a

means to be ggggtgt a%lqlgg]ﬁmélt‘yatgﬂﬁu@% the

hol di ng key gta uses esi gnated " fromthe

ans.,to.b t hent thd thf .
gg?ﬁeﬂ?gﬁg’??gﬂoﬁ:‘g ldca efB]Poeﬁ%ig t?gn Itz)szyener ate 20

- second aut hentication use data the ec
aut hent i cati o Jd¥ ddtiFd GteRn t@a “lzﬂ‘ltnr% the

nmeans to be authenticated, and perforrrs pr.ocessin
r eraupdpedfornetheypraces ebnds t FekaFednte hehe key data.

“authentication confirnming that the first

aut hentltat i on desm qatcrcamsinhaadoghd3et forth in

aut hentication use data are the sane, conprising: 73 a

f c18imr DRY | frer bhepr oumpingikeya dBsugtiat soep dfitpréoiding a
designating the key data used when generating first '
agtheshi &ﬁ&ppﬁ]\gﬂﬁg At 2mbgs edoprebPongi wgleter thaed

generation nethod to the authenticating neans; 5 a

S§GEH nEQHatﬂg g Ohediss "ot %£f6§ﬁlnéuﬁﬂéﬂéf&@@éé&h@S@y

or aut ntication w aut hent'i cati ng

?ﬂﬁﬂt g%?%%fiEQ 59“&i€§e9£n995599e£9§ in accordance
with the operation state of the authenticating means.
18. A data proqessing method as set forth in

~elaim 17, further comprising, in the fourth step,

 providing a screen displaying an image corresponding to

the authenticating means by a pattern enabling
identification of whether'pr hot thHe authenticating means
already confirmed the legitimacy of the means to be
aathenticated by the autheﬁtication in the second step.
'1§_ -A data processiag system forming a means to
bé aﬁthenticated-when an‘authenticatiﬁg means holding key
data uses key data designated frpm the meane_to be
authenticated holding the first authentication use data

for encry?tion to generate second authentication use data,

- uses the second authentication use data for

authentication with the means to be authenticated, and.
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nmeans perfdrn1processing rel at ed to fhe key dat a based

‘on 10 the results of the authentication of the second
‘means. 74 _ _ o -

performs_processing reiated to the_key dafa cenditiohal_
:on'the authenticetion.confirming that the first
authentication use data and the second authentication use
data are the same, comprising:

a first means for providing key designation

- data for designating the key data used when generating:

firsr-aﬁthentication'uee data based on the predetermined
generation method to the authenticating means;

a secend means for usihg the first
.;uthentication gee data for authentieation_with the
authenticating means; and | | |

a third means for making the authenticating
means perform processing reiated to the key data based on
the results of the authentication of the second means.

20. A program te be executed by a data processing-
system forming a means.fo be authenticated when an
authenticating meaﬁs'holding.key data.uses key data
designated from rhe means to be authenticated holding the
first authentication.ﬁse data'for.eﬁcryption to generate
seeond authenticetion use data, uses the second

.auvthentication ﬁse data for authentication with the ﬁeans
to be authenticated, and performs proceesing reléted to
the key data conditional on the authentication confirming
that the first authenticatioh.use dete and the secoed

authentication use data are the same, comprising:
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a first roﬁtine of providing key designation

 data_for designating the key data used when generating:

first authentication use data based on the predetermined

- generation method to the authenticating means}

a second routine of using the first

authentication use data fpr authentication with the

'authenticating means; and

a third routine of making the authenticating

means perform processing related to the key data based on

the results of the authentication of the second means.




